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Launch Cloudbreak on AWS Prerequisites on AWS

Prerequisiteson AWS

Before installing Cloudbreak, you must meet the following prerequisites:

AWS account
In order to install Cloudbreak on AWS, you must have an existing AWS account.

If you don’t have an account, you can create one at https://aws.amazon.com/.

AWSregion
Review available AWS regions and decide in which region you would like to launch the VM for Cloudbreak.

Note:
E Clusters created via Cloudbreak can be in the same or different region as Cloudbreak; when you launch a
cluster, you select the region in which to launch it.

Related Information
Regions and Availability Zones (AWS)

Virtual network

Y ou must have avirtual network configured on your cloud provider.

Security group
Ports 22 (SSH), 80 (HTTPS), and 443 (HTTPS) must be open on the security group.

SSH key pair
In order to access the Cloudbreak VM via SSH, you will be required to use your SSH key pair.

If you do not have an SSH key, import an existing key pair or generate a new key pair in the AWS region in which
you are planning to launch the VM for Cloudbreak.

Steps

Navigate to the Amazon EC2 console at https://consol e.aws.amazon.com/ec2/.

Check the region listed in the top right corner to make sure that you are in the correct region.
In the left pane, find NETWORK AND SECURITY and click Key Pairs.

Do one of the following:

HwbdhpE

» Click Create Key Pair to create anew key pair. Your private key file will be automatically downloaded onto
your computer. Make sure to save it in a secure location. Y ou will need it to SSH to the cluster nodes. You
may want to change access settings for the file using chmod 400 my-key-pair.pem.

e Click Import Key Pair to upload an existing public key and then select it and click Import. Make sure that you
have access to its corresponding private key.

Y ou need this SSH key pair to SSH to the Cloudbreak instance and start Cloudbreak.

Related Information
Amazon EC2 key pairs (AWS)
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Browser

In order to access Cloudbreak web Ul, you should use one of the following supported browsers. Chrome, Firefox, or
Safari.

Preparing the VM

To install the Cloudbreak deployer and install the Cloudbreak application, you must have an existing VM.

Y ou should launch the VM by using the steps provided in your cloud provider documentation. Once you have the VM
ready, perform the steps listed in this section.

System requirements
In order to install Cloudbreak, your system must meet the minimum requirements.
Ensure that your system meets the following requirements:

e Minimum VM requirements. 16GB RAM, 40GB disk, 4 cores
» Supported operating systems: RHEL, CentOS, and Oracle Linux 7 (64-bit)

Note:
E You can install Cloudbreak on Mac OS X for evaluation purposes only. Mac OS X is not supported for a
production deployment of Cloudbreak.

Root access
Every command mentioned in this documentation must be executed as root.

In order to get root privileges execute:

sudo -i

System updates
Perform these steps to ensure that your system is up-to-date.

To ensure that your system is up-to-date, run:
yum -y updat e

Reboot the VM if necessary.

| ptables
Perform these steps to install and configure iptables.
Steps
1. Install iptables-services:
yum -y install net-tools ntp wget |sof unzip tar iptables-services

systentt!| enable ntpd & systenttl start ntpd
systenct!| disable firewalld & systenttl stop firewalld
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E Note:
Without iptables-services installed the iptables save command will not be available.
2. Configure permissive iptables on your machine:

i ptables --flush I NPUT && \
i ptables --flush FORWARD && \
service iptables save

Disable SELINUX
Perform these steps to disable SELINUX.
Steps
1. Disable SELINUX:

setenforce 0
sed -i 's/SELI NUX=enforci ng/ SELI NUX=di sabl ed/ g' /etc/selinux/config

2. Run the following command to ensure that SELinux is not turned on afterwards:

get enf or ce

3. The command should return “ Disabled”.

Docker
Perform these stepsto install Docker.

The minimum Docker versionis 1.13.1. If you are using an older image that comes with an older Docker version,
upgrade Docker to 1.13.1 or newer.

Steps
1. Install Docker service:
CentOS 7
yuminstall -y docker

systentt| start docker
systentt!| enabl e docker

RHEL 7

yuminstall yumutils

yum confi g- manager --enabl e rhui-REG ON-rhel -server-extras
yuminstall -y docker

systentt!| start docker

systentt!| enabl e docker

2. Check the Docker Logging Driver configuration:

docker info | grep "Logging Driver"
3. Ifitisset to Logging Driver: journald, you must set it to “json-file” instead. To do that:
a. Open the docker file for editing:

vi /etc/sysconfig/docker
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b. Edit thefollowing part of thefile so that it looks like below (showing log-driver=json-file):

# Modify these options if you want to change the way the docker daenon

runs
OPTI ONS=' - - sel i nux- enabl ed --10g-driver=json-file --signature-

verificati on=fal se'

c. Restart Docker:

systenctt!| restart docker
systentt!| status docker

Configuring authentication with AWS

Before you can start using Cloudbreak for provisioning clusters, you must select away for Cloudbreak to authenticate
with your AWS account and create resources on your behalf.

There are two waysto do this:

» Key-based: Thisisasimpler option which does not require additiona configuration at this point. It requires that
you provide your AWS access key and secret key pair in the Cloudbreak web Ul later.

* Role-based: Thisrequiresthat you or your AWS admin create an |AM role (referred to as the " CloudbreakRol€")
to allow Cloudbreak to assume AWS roles (the “ AssumeRol€e’ policy). Later, you must create another IAM
role (referred to as the "Credential Rol€") for Cloudbreak to be able to perform specific actions via Cloudbreak

credential.
For more information about how role-based authentication works, refer to Authentication with AWS.

Note:

E If you chose the role-based option, proceed to create the CloudbreakRol€e" and then attach the role to your
VM. If you chose the key-based option, you do not need to do anything at this point and can proceed to
the next step.

Related Information
Authentication with AWS

Create CloudbreakRole
If using role-based authentication, perform these steps to create the CloudbreakRole.
Use the following “ AssumeRol€’ policy definition:

{
"Version": "2012-10-17",
"Statenment":
"Sid": "Stnt1400068149000",
"Effect": "Alow',
"Action": ["sts:AssuneRole"],
"Resource": "*"
}
}
Steps

1. Navigatetothel AM console > Roles and click Create Role:
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L0 R_sdmin/dbia WX, O Global ~  Support ~
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Sakreh LA a
Dashboard Q, Search Showing 20 resuits
Groups
FAole name = Description Trusted entities

Usars
AWSMPBASICC, .. AWS service: ec2
| Raes
Account: 315627085446

AWSMPBASICCY,

FPolicies

Idertizy providers Chraak-daployer Account: 315627085446

ACCOURN cloudhealth-satu, .. SR Account: 454454851268

Credential report CloudTral_Cloud. .. AWS service: cloudtrall
config-role-us-w. .. AWS service: config

Encryption keys CredentialRole Alicw Cloudbreak to create resources  AWS senvice: ec2
domicloudbreak Allows EG2 instances to call AWS s...  AWS sanvice: ec2

2. Inthe"“Create Role” wizard, select AWS service role type and then select any service:

Create role o e
Trust

Permissions Review

=¥ X SAMLU

W5 service Another AWS account Web identity Saml 2.0 federation

Allows AWS services to perform actions on your behall. Learn maore
Choose the service that will use this role

AF| Gateway Data Pipaiing IoT Service Catalog
Auto ng Directory Service Lambda

Batch DynamaDB

CloudFarmation EC2 L]

EC2 Contalner Service

EMRA RACS
Elastic Beanstalk Redshift
Elastic Transcoder SMS
Glue SNS
Greengrass SWF

Select your use case

EC2
Allows EC2 instances to call AWS sarvices on your behalf.

EC2 Role for Simple Systems Manager
Providas EC2 Intances access to Amazon Simple Systems Manager (SSM), ClowdWatch, EC2, and supported plugins in SSM documents.

EC2 Spot Fleat Role
Allows EC2 Spot Fleet to requast and termminate Spot Instances on your behalf.

3. When done, click Next: Permissions to navigate to the next page in the wizard.
4. Click Create policy and the create policy wizard will openin anew browser tab:
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Create role o e

Trust Permissions Hewview
Attach permissions policy

Choose one or more policies to attach to your new role. Each role can have a default maximum of 10 attached policies.

Craate palicy h
Filter: Policy type ~ Q) Search Showing 287 results
Policy name - Typa Attachments » Description
k 1] Administratordccess Job function 3 Provides full access to AWS services and rescurces.
3 1] AmazonAPIGatewayAd... AWE managed 0 Provides full access to create'sdit'delete APl in Amazon A,
» BF AmazonAPiGatewayinv... AWS managed 0 Provides full access to invoke APEs in Amazon AP] Gateway.
» BB AmaronAPIGatewayPus..  AWS managed 0 Allows APl Gateway to push logs to user's account.
» Wl AmazenAppStreamFullA AWS managed 0 Provides full access to Amazon AppStream via the AWS M...

5. Select the JISON view, and then copy and paste the policy definition. Y ou can either copy it from the section
preceding these steps or download and copy it from here.

it_sdmin/dbislelofiren. compan... ~

A policy defires the AWS permissions That you c3n assign 1o 8 user, Groun, o mle. You can creste and eds a policy in the visusl sditer and using JSON. Leam maone

his fadled and might have erors corverting to JSON : The policy must have at least one statement For more information about the LAM
DOIICY QrEETHTE, B8 AWS LAM Policies

Wikl editar JHON

L
Version": "2012-18-17",
“Statement™: {
"5id": "Stmtl4D@a53142080",
"Effect "Allow",
"Action®; s:AssumeRole”],
"Resource”: "*"
¥
H

6. When done, navigate to Review poalicy.
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7. Onthe Review policy page, in the Name field, enter a name for your policy, such as*“AssumeRole”:

£\ i_sdmin/dbialel@hwocompan... =

Create policy

Review policy
MNarme® MssumeHos
Ll BT B @ CranRcters. MBSTLM 178 Charnten

Description
Madsrrn 1000 eraractors, U
Surnmary
Q, Filter
Sorvics = Access level Rescurcs Request condit
Allow [1 of 144 services) Show remaining 143
Limited: Wrn All rescurces ]

815

8. When done, click Create Policy.
9. Return to the previous browser tab where you started creating a new role (since the create policy wizard was

opened in anew browser tab).
10. Click Refresh. Next, find the policy that you just created and select it by checking the box:

Create role o 9
e

Permissions

Trust

Attach permissions policy
Choose one or more policies to agiach to your new role. Each role can have a default maximum of 10 attached policies.

——
Showing 1 result

Fiiter: Policy type ~ QO Assume
Policy name - Type Attachments = Description

o 3 AssumeRols Customer managed 2 pilhpdMieiEheShp NP

e

11. When done, click Next: Review.
12. In the Roles name field, enter role name, for example “ CloudbreakRol €
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Create role o o e

Trust Permissions Review
Review
Provide the required information below and review this role before you create it.

Role name* | CloudbreakRole| ‘
Madmum &4 chamacters. Use alphanumenc and "+=. 8-_" chamcte

Role description

Maxirmumn 1000 charncters. Usa alphanumads and ", &

Trusted entities  The identity provider(s) cloudformation.amazonaws.com

Policies AssumeRols

* Required Cancel Provious

13. When done, click Create role to finish the role creation process.

Attach CloudbreakRoleto the VM
If using role-based authentication, after creating the "CloudbreakRol€", attach it to your VM.

Y ou can do this during the VM launch process or once your VM is running.

Attach CloudbreakRole when launching the VM

The option to attach an IAM roleis available from the instance launch wizard Step 3: Configure Instance:

M it admin/dbislek@hwocompan.. *  Oregon *  Support =

’ 1. Configure Inatance 4. ACOStomgs 5. Acsa Tags 6. Configuen Socurity Group 7. Review

Step 3: Configure Instance Details

Conf he 0 BT WOUT FEQUINSTNEE, YOU CAN [Eunch multiphe inS1ances rom the same AN, equest Spot instances 10 take advaniags of the kwir Dricing, assign

robi 1o 1he iNE1EnNcE, and mMon.

MHumber of instonces (| i Launch imo Auto Scaling Group (]
Purchasing option [ Roquest Spot instances
Metwork  (j vpc-0393a7a7 (defaul) 2| C Croate new VPG
Submat Mo preference (defeult subnet in any Avallability Zon 5 Croate new Subnat
Aurto-assign Public 1P (] Uise subret setting (Enabio)
Placement group (| Mgl Instance to placement group,
*'AM role [} CloudbreakFale & O | Croate now WK role
Shutdown behawior () Siop
Enable tormination prolection (| Protect 8gainsl sccidental erminalion

Cancel Provious m Hexi: Add Storage
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Install Cloudbreak onaVM
Attach CloudbreakRoleto an existing VM

Perform the following steps from the EC2 console on AWS:

1. Select the EC2 instance that you are planning to use for Cloudbreak and from the Actions menu select Instance
Settings > Attach/Replace IAM Role:

o

It_sdmin/dblalelodhwor.compan... =
EC2 Dashboard

Q@ i o9 e
(7] 1ta50l5

instance Type -
’ B hdpi00d-8572-worker ——

@ running
Sat *
Instance: | 1064477204141 11d9d (hd

Awallabliity Zone - Instance State = Status

Instances

2compute. AMazonEws.oom

Doscription Status Checks Morsioring

" siance 10
Dedicated Hosts

Scheduled Instances

AMIz

Bundle Tasks

2. Next, under IAM role, select the CloudbreakRole that you created earlier and click Apply to apply the
configuration:

irterce 1D

*.uu..c- Cxctresk i

| nstall Cloudbreak on aVM

Install Cloudbreak on your own VM from a Cloudbreak deployer binary.

Steps
1. Install the Cloudbreak deployer and unzip the platform-specific single binary to your PATH. For example:
yum -y install unzip tar
curl -Ls public-repo-1. hortonworks. com HDP/ cl oudbr eak/ cl oudbr eak-
depl oyer _2.8.0_$(unane) _x86_64.tgz | sudo tar
cbd --version

-xz -C /bin chd

Once the Cloudbreak deployer isinstalled, you can set up the Cloudbreak application.
2. Create a Cloudbreak deployment directory and navigateto it:

nkdi r cl oudbr eak- depl oynent
cd cl oudbr eak- depl oynent
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3. Inthedirectory, create afile called Profile with the following content:

export UAA DEFAULT SECRET=MY- SECRET
export UAA DEFAULT_USER PW=MY- PASSWORD
export UAA DEFAULT_USER EMAI L=My- EMAI L
export PUBLI C_| P=MY_VM I P

For example:

export UAA DEFAULT_SECRET=MySecr et 123

export UAA DEFAULT_USER PW=MySecur ePasswor d123

export UAA DEFAULT _USER EMAI L=dbi al ek@ort onwor ks. com
export PUBLIC | P=172. 26. 231. 100

Y ou will need to provide the email and password when logging in to the Cloudbreak web Ul and when using the
Cloudbreak CLI. The secret will be used by Cloudbreak for authentication.

Y ou should set the CLOUDBREAK_SMTP_SENDER_USERNAME variable to the username you use to
authenticate to your SMTP server. Y ou should set the CLOUDBREAK_SMTP_SENDER_PASSWORD variable
to the password you use to authenticate to your SMTP server.

4. Generate configurations by executing:

rm*.yn
cbd generate

The chd start command includes the cbd generate command which applies the following steps:

» Createsthe docker-compose.yml file, which describes the configuration of all the Docker containers required
for the Cloudbreak deployment.

» Createsthe uaa.yml file, which holds the configuration of the identity server used to authenticate users with
Cloudbreak.

5. Start the Cloudbreak application by using the following commands:

cbd pul | -parall el
chd start

Thiswill start the Docker containers and initialize the application. The first time you start the Cloudbreak app, the
process will take longer than usual due to the download of all the necessary docker images.

6. Next, check Cloudbreak application logs:
cbd | ogs cl oudbr eak
Y ou should see a message like thisin the log: Started CloudbreakApplication in 36.823 seconds. Cloudbreak

normally takes less than a minute to start.

Related Information
Troubleshooting Cloudbreak

Access Cloudbreak web Ul

Log in to the Cloudbreak Ul by using the following steps.
Steps

1. You canlog into the Cloudbreak application at https.//IP_Address. For example https://34.212.141.253. Y ou may
use chd start to obtain the login information. Alternatively, you can obtain the VM’ s I P address from your cloud
provider console.

12
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2. Confirm the security exception to proceed to the Cloudbreak web Ul.

Thefirst time you access Cloudbreak Ul, Cloudbreak will automatically generate a self-signed certificate, due to
which your browser will warn you about an untrusted connection and will ask you to confirm a security exception.

Browser Steps

Firefox Click Advanced > Click Add Exception... > Click Confirm Security
Exception

Safari Click Continue

Chrome Click Advanced > Click Proceed...

3. Thelogin pageisdisplayed:

H
i

u%‘ﬁlﬁmsj ;‘

SWININE THE FUTERE 8F DATA'

Cloudbreak

4. Login to the Cloudbreak web Ul using the credentials that you configured in your Profile file:

e Theusernameisthe UAA_DEFAULT_USER _EMAIL
e Thepasswordisthe UAA_DEFAULT_USER_PW
5. Upon asuccessful login, you are redirected to the dashboard:

HORTON! K . M i i
& : Clusters & Autoscale @ Cloudbreak 2 -

CLOUDE!
Clusters |0 & a ses = n CREATE CLUSTER
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Configure an external Cloudbreak database

By default, Cloudbreak uses an embedded PostgreSQL database to persist data related to Cloudbreak configuration
and so on. This database is only suitable for non-production Cloudbreak deployments. For production, you must
configure an external Cloudbreak database.

Related Information

External Cloudbreak database

Next steps

After launching Cloudbreak, you must configure a Cloudbreak credential. After you've created one, you can start
creating clusters.

Note:
IE If you are just getting started with Cloudbreak, we recommend using the easier key-based credential method.

Related Information
Cloudbreak credentia optionson AWS
Configure Cloudbreak
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