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Credential optionson AWS

Before you can start creating clusters, you must first create a credential. Without this credential, you will not be able
to create clusters via Cloudbreak.

If you are launching Cloudbreak from the quickstart template, you should use the key-based credential .

If you areinstalling Cloudbreak for production, as part of the installation steps you had two optionsto allow
Cloudbreak to authenticate with AWS and create resources on your behalf: key-based or role-based authentication.
Depending on your choice, you should configure key-based or role-based credential. We recommend using role-based
credential.

Related Information

Core concepts

Authentication with AWS
Configuring authentication with AWS

Creating a key-based credential

K ey-based authentication, the simpler way to authenticate with AWS, is typically used when getting started with
Cloudbreak.

The following video demonstrates how to meet the prerequisites for and create the key-based credential on AWS:

The minimum permissions required for that user are described in CredentialRole.

Related Information
Create CredentialRole

Prerequisitesfor key-based credential

In order to use key-based authentication you must have an IAM user which has the required permissions as well asan
access and secret key.

If you are using key-based authentication for Cloudbreak on AWS, you must:

* Havean existing user or create a new user in IAM. The minimum permissions required for that user are described
in CredentialRole.
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Be able to provide an AWS access key and secret key associated with this user. Cloudbreak will use these keysto
launch resources on your AWS account. Y ou must provide the access and secret keys later in the Cloudbreak web
Ul later when creating a credential.

Y ou can create auser or generate new access and secret keys for an existing user from the IAM Console > Users.

Modifying an existing |AM user

If you aready have an |AM user:

Make sure that the user has minimum permissions by creating the policy described in CredentialRole and
assigning it to the user in the Permissions tab.
If you need to generate a new access key and secret key, you can do this from the Security credentials tab:

Dashboard
User ARN E e
- Path
Roles
2018-12-19 16:22 POT
Polcis

Summary o

Creation tma

Pormissions Groupa ()

Sign-in cradentials

Consale password Disabied # Manage p
Cansclo login link VA
Last login
izsigned MEA device Mo 8
Signing ceriificabes i

Accoss key ID Craated Lasi used Status

A 20N B-12-18 1822 FOT B017-06-02 1 54T POT with =3 in RA& Active Maie ractve »

30 14:22 POT WA Active Maics inactve ®

Creatinganew |AM user

If you need to create anew |AM user, follow these steps:

1
2.
3.

In your browser, log in to your AWS account and navigate to the IAM console.

Inthe lAM console, navigate to the Users view, and click on Add user. Thiswill open the Add user wizard.
Under User name, provide some name for your user, and under Access Type, select Programmatic access. Once
done, click on the Next button to navigate to the next page.

Under Set permissions, select Attach existing policies directly and then click on Create policy. Thiswill open the
Create policy wizard in anew browser tab, allowing you to define anew policy.

In the Create policy wizard, navigate to the JSON view, and then copy and paste the Credential Role policy.

On the Review policy page, provide some name for this policy. And click on the Create policy button to finalize
the policy creation.

Now that the lAM policy has been created, navigate back to the previous tab where you started creating your IAM
user.... And click on the refresh button to refresh the list of policies.

Next, search for the policy that you just created, select it, click on the Next button, and on the last page of the
wizard, click on Create user.

Thiswill create a new user and generate the access key and secret key for that user. Y ou will need to provide this
access key and secret key to Cloudbreak, so make sure to save them for example by using the Download button.
Furthermore, thisis the only time that you can access the secret key. If you don't saveit at this point, you will
need to generate a brand new key pair.
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Create a key-based credential
Create a key-based credentia referencing your IAM user's access key and secret key.

Steps

1. Inthe Cloudbreak web Ul, select Credentials from the navigation pane.

2. Click Create Credential.

3. Under Cloud provider, select “ Amazon Web Services’ or "AWS GovCloud".

4. Provide the following information:
Parameter Description
Select Credential Type Select Key Based.
Name Enter a name for your credential.
Description (Optional) Enter a description.
Access Key Paste your access key.
Secret Access Key Paste your secret key.

5. Click Create.

6. Your credential should now be displayed in the Credentials pane.
Now that you have created a credential, you can start creating clusters.

Creating arole based credential

Creating arole-based credential includes the following prerequisites and steps.
The following video demonstrates how to meet the prerequisites for and create the role-based credential on AWS:

The minimum permissions required for that user are described in CredentialRole.

Create CredentialRole
In order to use role-based authentication, you must create the CredentialRole on AWS.
Use the following “ CbPolicy” policy definition:

{
"Version": "2012-10-17",

"Statenent": |

{
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"Effect": "All ow',

"Action": [
"cl oudf or mat i on: Cr eat eSt ack",
"cl oudf or mat i on: Del et eSt ack",
"cl oudf or mati on: Descri beSt ackEvent s",
"cl oudf or mati on: Descri beSt ackResour ce",
"cl oudf or mat i on: Descri beSt ackResour ces",
"cl oudf or mat i on: Descri beSt acks"

]

Resource": |

"y n

"Effect": "Alow',

"Action":
"ec2: Al |l ocat eAddr ess",
"ec2: Associ at eAddr ess",
"ec2: Associ at eRout eTabl e",
"ec2: Aut hori zeSecurityG oupl ngress",
"ec2: Descri beRegi ons",
"ec2: Descri beAvai |l abi lityZones",
"ec2: Creat eRout e",
"ec2: Creat eRout eTabl e",
"ec2: CreateSecurityG oup",
"ec2: Creat eSubnet ",
"ec2: Creat eTags",
"ec2: Creat eVpc",
"ec2: Modi fyVpcAttri bute",
"ec?2: Del et eSubnet ",
"ec2: Creat el nt er net Gat enay",
"ec2: Creat eKeyPair",
"ec2: Del et eKeyPair",
"ec2: D sassoci at eAddr ess",
"ec2: Di sassoci at eRout eTabl e",
"ec2: Modi f ySubnet Attri bute",
"ec2: Rel easeAddr ess",
"ec2: Descri beAddr esses",
"ec2: Descri bel nages",
"ec2: Descri bel nst anceSt at us",
"ec2: Descri bel nst ances",
"ec?2: Descri bel nt er net Gat eways",
"ec2: Descri beKeyPairs",
"ec2: Descri beRout eTabl es",
"ec2: Descri beSecurityG oups"”,
"ec2: Descri beSubnet s",
"ec2: Descri beVpcs",
"ec2: Descri beSpot | nst anceRequest s",
"ec2: Descri beVpcAttri bute",
"ec2: | nportKeyPair",
"ec2: Attachl nt er net Gat eway",
"ec2: Del et eVpc",
"ec2: Del eteSecurityG oup”,
"ec?2: Del et eRout eTabl e",
"ec?2: Del et el nt er net Gat eway",
"ec2: Del et eRout eTabl e",
"ec2: Del et eRout e",
"ec2: Det achl nt er net Gat eway",
"ec2: Runl nst ances",
"ec2: Startlnstances",
"ec2: St opl nst ances",
"ec2: Term nat el nst ances",
"ec2: Copyl mage",
"ec2: Creat eSnapshot ",
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"ec?2: Del et eSnapshot ",
"ec?2: Descri beSnapshot s",
"ec2: Creat eVol une",
"ec2: Del et eVol une",
"ec2: Descri beVol unes",
"ec?2: Deregi st erl mage"

]

Resource": [

[T

—

"Effect":
"Action": [

]

Resource": [

"y n

"Ef fect":
"Action": [

"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:
"aut oscal i ng:

]

Resource": [

"ngn

"Effect":
"Action":

"All ow',

i am Li st Rol ePol i ci es",

i am Get Rol ePol i cy",

i am Li st Att achedRol ePol i ci es",
i am Li stl nstanceProfil es",

i am Put Rol ePol i cy",
i am PassRol e",
i am Get Rol e"

"All ow',

Cr eat eAut oScal i ngG oup”,

Cr eat eLaunchConfi gurati on",
Del et eAut oScal i ngG oup",

Del et eLaunchConfi gurati on",
Descri beAut oScal i ngG oups",
Descri beLaunchConfi gurati ons”,
Descri beScal i ngActivities",
Det achl nst ances",

ResunePr ocesses”,

SuspendPr ocesses",

Updat eAut oScal i ngGr oup”

"Allow',

"kms: Li st Keys",
"kms: Li st KeyPol i ci es",
"kms: Li st Al i ases"

]

Resource": "*"

}

Steps

1. NavigatetothelAM console > Roles and click Create Role:
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Global ~

£ R_asdmin/dblalelohwx. compan... ~

Dashboard

Groups

Folicies
Identity providers
Acoount Sottings

Credential report

Encryption keys

Aole name = Description

Lisars
AWSMPBASICCI, .
| Raes

AWSMPBASICCY, .
chraak-daployer
Conscie Home

cloudhealth-setu...

CloudTrall_Ci

config-robe-us-w...
CredentialRole Alicw Clowdbreak to create rescurces

domicloudbreak Allows EG2 instances to call AWS s...

Showing 20 resuits

Trusted entities

AWS service: ec2
Account: 315627085446
Account: 315627085446
Account: 454264851268
AWS service: cloudtrall
AWS service: config
AWS service: ec2

AWS sarvice: ec?

2. Inthe*Create Role” wizard, select Another AWS account role type. Next, provide the following:

e Inthe Account ID field, enter your AWS account ID.
« Under Options, check Require external ID.
* Inthe Externd ID, enter “provision-ambari”.

Create role
Select role type

10

AWS service

¥

® -0
(R

Another AWS account Web identity

Allows entities in other accownts to parform actions in this accouwnt, Learm mone
Specify accounts that can use this role

* Required

Account |D*

Trust Permissions

Feview

SAML

Saml 2.0 federation

-

Options | v

Requira external |0 (Best practice when a third party will assuma this role)

«

‘fou can increase the security of your role by requiring an optional external identifier, which
prevents “confused deputy™ attacks. This is recommended if you do not own or have
administrative access 1o the account that can assuma this role, The axtemal 1D can
include any characters that you choose. To assume this role, users must be in the trusted
account and provide this axact extemal ID. Learn mora

External ID

provisicn-ambari

Requira MFAG

a

Leam more

A

3. When done, click Next: Permissions to navigate to the next page in the wizard.
4. Click Create policy and the create policy wizard will openin anew browser tab:
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Create role o 9
Trust

Parmissions Reviaw
Attach permissions policy
Choose one or more golicies to attach 1o your new role. Each role can have a default maximum of 10 attached policies.

Create policy
Filter: Palicy typo ~ Q, Search Showing 287 results
Policy name - Type Attachments ~ Description
b Job function 3  Provides full access to AWS servicas and resources.
b | AmazonAPIGatewayAd... AWS managed 0 Provides full access to create/adit/delste APIs In Amazon A...
L I AmaronAPIGatewayinv... AWS managed 0 Provides full access to invoke APIS in Amazon AP Gateway.
] | AmaronAPIGatewayPus.. AWS managesd 0 Allows AP| Gateway 1o push logs to user's account.

5. Select the JSON view, and copy and paste the policy definition. Y ou can either copy it from the section preceding
these steps or download and copy it from here:

[ R_admin/dbialeio@hwoc. compan...

Create policy o 2

A policy defines the AWS parmissions that you can assign 1o a usar, group, or roke. You can create and edi a policy in the visual editor and using JSON. Leam more

a ratien

N
aL
ai al

L :
"aukosc
"aukos
"autos
"autos

:DetachInstances”,
:ResumeProcesses”,
SuspendP .
UpdateAutaScalingbroup”

55¢€

]

esource”: [

nan

1
}
|
H

6. When done, navigate to Review policy.
7. Onthe Review policy page, in the Name field, enter aname for your policy, such as"CbPolicy":

[l R_sdmin/dblalekShwi.compan...

Create policy 1 o

Review policy

Mame*  CbPolcy
Uso siphanumons and “+=.0-_ chamciors. Madmum 178 charscion.

Description

Service - Access lavel Resource Request condit

8. When done, click Create Policy.

9. Return to the previous browser tab where you started creating a new role (since the create policy wizard was
opened in anew browser tab).
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10. Click Refresh. Next, find the “ CbPolicy” that you just created and select it by checking the box:

Create role o o

Trust Permisslons Review
Attach permissions policy

Choose one or more policies to attach to your new role. Each role can have a default maximum of 10 attached policies.

Create policy 2 Refresh

Fitter: Palicy type ~  CLcb Shawing 10 results
Paolicy name - Typa Attachments » Description

» Wl AWSElasticBeansta&Cu AWS managed 0 Provide the instance in your custom platform builder enviro....
» Wl AWSElasticBaansta&En... AWSE managed 0 AWS Elastic Beanstalk Saervice policy for Health Monitoring. ..
» Wl AWSEClasticBeanstaiFul... AWS managed 0 Provides full access to AWS Elastic Beanstalk and underfyi...
» Wil AWSEisticBeanstawMu... AWS managed 0 Provide the instances in your multicontainer Docker environ,
» Bl AWSEmsticBeanstasFe,,  AWS managed 0 Provides read only access to AWS Elastic Beanstalk via the...
v 0l AWSElasticBeanstakSe...  AWS managed 0  AWS Elastic Beanstalk Saervice role palicy which grants per...
» Wil AWSElasticBeanstaiSe... AWS managed 0 AWS Elastic Beanstalk Service Linked Acle policy which gr...
» Wil AWSElasticBeanstaWe .  AWS managed 0 Provide the InSEnces in your web saner environmaent acce...

BN AWSElasticBeanstai\Wo,.., AWS managed 0 Provide the instances in your worker anvironmae 55 1.
b * ch-policy Customar managed ‘ 1

“Roauied oo provs | [T

11. When done, click Next: Review.
12.1n the Roles name field, enter role name, for example “CredentialRole” .

Create role o 9 o

Trust Permissions Review
Review

Provide the required information below and review this role before you create it.

Role name* | | Credentiafsle ‘
Maximum o4 characters. Use aiphanumens and +=,.0-_ charctees

Role description

Maximum 1000 chamciers. Lise lphanumenc and "+, /8- _" chamcions

) 4

haae canedt Frovioss

13. When done, click Create role to finish the role creation process.

Once you are done, you can proceed to launch Cloudbreak.

Createarole-based credential
Create arole-based credential referencing the CredentialRole.

Prerequisites

10
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To perform these steps, you must know the IAM Role ARN corresponding to the Credential Role configured as part of
the prerequisites.

Steps
1. Inthe Cloudbreak web Ul, select Credentials from the navigation pane.
2. Click Create Credential.
3. Under Cloud provider, select “Amazon Web Services’ or "AWS GovCloud".
4. Provide the following information:
Parameter Description
Select Credentia Type Select Role Based (default value).
Name Enter a name for your credential.
Description (Optional) Enter a description.
IAM Role ARN Paste the IAM Role ARN corresponding to the “ Credential Role” that
you created earlier. For example arn:aws:iam::315627065446:rol e/
CredentialRoleisavalid IAM Role ARN.

5. You can obtain the IAM Role ARN from the IAM console on AWS > Roles by click on your IAM roleto
navigate to its summary and then copying the Role ARN:

* Summary - Deloto rola

Dashboard *
P Rulo ARM arroaws:lamc 31 52 085446 nole CrodentiaFioe
o TR -
Instance Prafile AFNs &
Partie
Craatson time 201 B-08-08 1338 PDY

Maximum CLLAF] session
durstian

Give this link to users wha can
FWIC robis In thi conaole

Permiasicna Trust relationships Access Advisar Rewvake sessions

= Permissions policies (1 policy applied)

6. Click Create.
7. Your credential should now be displayed in the Credentials pane.

Now that you have created a credential, you can start creating clusters.
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