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I ntroduction to Using Zeppelin With HCP

The Zeppelin dashboard is intended for use by Security Operations Center (SOC) analysts and investigators.

Like the Metron dashboard, the Zeppelin dashboard can be used to view and analyze the enriched telemetry data
provided by HCP. However Zeppelin can be used by a data scientist to create runbooks for recreatable investigations.
These runbooks can be static, which require no input, or dynamic, which require you to enter or choose information.

Installing Zeppelin

You caninstall Zeppelin either using Ambari or manually.

I nstall Apache Zeppelin Using Ambari
How to install Apache Zeppelin on an Ambari-managed cluster.

Before you begin

Install Zeppelin on a node where Spark clients are already installed and running. This typically means that Zeppelin
will beinstalled on agateway or edge node.

Zeppelin requires the following software versions:

e« HDP3.0or later.
e Apache Spark 2.0.
« Java 8 on the node where Zeppelin isinstalled.

The optional Livy server provides security features and user impersonation support for Zeppelin users. Livy is
installed as part of Spark.

« After installing Spark, Livy, and Zeppelin, refer to "Configuring Zeppelin” in this guide for post-installation steps.

Install Zeppelin Using Ambari

The Ambari installation wizard sets default values for Zeppelin configuration settings. Initially, you should accept the
default settings. Later, when you are more familiar with Zeppelin, consider customizing the Zeppelin configuration
settings.

Toinstall Zeppelin using Ambari, add the Zeppelin service:

Click the ellipsis(...) symbol next to Services on the Ambari dashboard, then click Add Service.

On the Add Service Wizard under Choose Services, select Zeppelin Notebook, then click Next.

On the Assign Masters page, review the node assignment for Zeppelin Notebook, then click Next.

On the Customize Services page, review the default values, then click Next.

If Kerberosis enabled on the cluster, review the principal and keytab settings on the Configure I dentities page,
modify the settings if desired, then click Next.

Review the configuration on the Review page, then click Deploy to begin the installation.

The Install, Start, and Test page displays the installation status.

When the progress bar reaches 100% and a " Success' message appears, click Next.

On the Summary page, click Complete to finish installing Zeppelin.
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To validate the Zeppelin installation, open the Zeppelin Web Ul in a browser window. Use the port number
configured for Zeppelin (9995 by default); for example:

http://<zeppel i n-host >: 9995

Y ou can also open the Zeppelin Web Ul by selecting Zeppelin Notebook > Zeppelin Ul on the Ambari dashboard.

To check the Zeppelin version number, type the following command on the command line;

[ usr/ hdp/ current/zeppel i n-server/bi n/ zeppel i n-daenon. sh --version
Zeppelin stores configuration settings in the /etc/zeppelin/conf directory. Note, however, that if your cluster is
managed by Ambari you should not modify configuration settings directly. Instead, use the Ambari web UI.
Zeppelin storeslog files in /var/log/zeppelin on the node where Zeppelin isinstalled.

I mport the Apache Zeppelin Notebook Manually
Asan alternative to using Ambari to install Apache Zeppelin you can manually install the tool.

Procedure

1. Use ssh to navigate to the host where you want to install Zeppelin.

ssh $METRON_HOVE

2. Usethe following command to import the SMETRON_HOME/config/zeppelin/metron-yaf-telemetry.json file
onto your Zeppelin host.

curl -s -XPOST https://github. com apache/i ncubat or - net ron/ bl ob/ mast er/
met ron- pl at f or m net r on- i ndexi ng/ src/ mai n/ confi g/ zeppel i n/ net ron/ net r on-
yaf -tel emetry. j son/ api/ not ebook/inport -d @ $METRON_HOVE/ confi g/ zeppel i n/
met ron-yaf-tel enetry.json"”

3. Navigate to http://$ZEPPELIN_HOST:9995.

Setting up Zeppelin to Run with HCP

Y ou can import the Zeppelin Notebook using Ambari or manually. To complete your set up you'll need to use
Zeppelin interpretors and load the telemetry information.

Setting up Zeppelin is very simple. To access Zeppelin, go to http://$ZEPPELIN_HOST:9995.
In addition to this documentation, there are three other sources for Zeppelin information.

e The Zeppelin installation for HCP provides a couple sample notes including tutorials specific to Metron. These
notes are listed on the left side of the Welcome screen and in the Notebook menu.

»  Zeppelin documentation provides information on launching and using Zeppelin, and you can refer to the following
links for this information:

* Launching Zeppelin
« Working with Notes

» Apache Zeppelin documentation provides information on Zeppelin basic features, supported interpreters, and
more.



https://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.6.5/bk_zeppelin-component-guide/content/launch-zepp.html
https://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.6.5/bk_zeppelin-component-guide/content/create-note.html
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Using Zeppelin Interpreters

This section describes how to use Apache Zeppelin interpreters.
Before using an interpreter, ensure that the interpreter is available for use in your note:

1. Navigateto your note.
2. Click on “interpreter binding”:

£ 8 default -

Interpreter binding

3. Under "Settings', make sure that the interpreter you want to use is selected (in blue text). Unselected interpreters
appear in white text:

Settings

Interpreter binding

Bind interpreter for this note. Click to Bind/Unbind interpreter. Drag and drop to reorder interpreters.
The first interpreter on the list becomes default. To create/remove interpreters, go to Interpreter menu.
=
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4. To select aninterpreter, click on the interpreter name to select the interpreter. Each click operates as atoggle.

5. You should unselect interpreters that will not be used. This makes your choices clearer. For example, if you plan
to use %livy to access Spark, unselect the %spark interpreter.

Whenever one or more interpreters could be used to access the same underlying service, you can specify the
precedence of interpreters within a note:

« Drag and drop interpretersinto the desired positionsin the list.
*  When finished, click "Save".

Use an interpreter in a paragraph

To use an interpreter, specify the interpreter directive at the beginning of a paragraph, using the format
%[INTERPRETER_NAME]. The directive must appear before any code that uses the interpreter.

The following paragraph uses the %sh interpreter to access the system shell and list the current working directory:

o%sh
pwd

hone/ zeppel i n

Some interpreters support more than one form of the directive. For example, the %livy interpreter supports directives

for PySpark, PySpark3, SparkR, Spark SQL.
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To view interpreter directives and settings, navigate to the Interpreter page and scroll through the list of interpreters
or search for the interpreter name. Directives are listed immediately after the name of the interpreter, followed by
options and property settings. For example, the JDBC interpreter supports the %jdbc directive:

Jdbc %jdbc e # edit | & restart | ff remove

Option
The interpreter will be instantiated Gobaly ~ i shared =~ process.
Connect to existing process

Set permission

Note: The Interpreter page is subject to access control settings. If the Interpreters page does not list settings, check
with your system administrator for more information.

Use interpreter groups

Each interpreter belongs to an interpreter group. Interpreters in the same group can reference each other. For example,
if the Spark SQL interpreter and the Spark interpreter are in the same group, the Spark SQL interpreter can reference
the Spark interpreter to access its SparkContext.

Loading Telemetry Information into Zeppelin

Before you can analyze telemetry information in Zeppelin, you must first download it from Hortonworks
Cybersecurity Platform (HCP).

HCP archives the fully parsed, enriched, and triaged telemetry for each sensor in HDFS. This archived telemetry
information is simply raw JSON files which makes it simple to parse and analyze the information with Zeppelin. The
following is an example of some Bro telemetry information.

% h

hdfs dfs -1s -C -R /apps/ netron/indexi ng/i ndexed/ bro

[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 0- 1484124296101. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 0- 1484128332104. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 0- 1484131460758. j son
[ apps/ metron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 1- 1484217861096. j son
[ apps/ nmetron/ i ndexi ng/ i ndexed/ br o/ enri chnent - nul | - 0- 10- 1484995461039. j son
[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent -nul | -0-11-1485081861043. j son
[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 12- 1485168261040. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnment - nul | - 0- 13- 1485254661040. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnment - nul | - 0- 14- 1485341061047. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ br o/ enri chnent - nul | - 0- 15- 1485427461040. j son
[ apps/ nmet ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 16- 1485513861039. j son
[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0-17-1485600261045. j son
[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 18- 1485686661035. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnment - nul | - 0- 19- 1485773061037. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 2- 1484304261042. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ br o/ enri chnent - nul | - 0- 20- 1485859461037. j son
[ apps/ metron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul I - 0- 21- 1485945861039. j son
[ apps/ netron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 22- 1486032261036. j son

Y ou can use Spark to load the archived information from HDFS into Zeppelin.
For exampleif you are loading information received from Bro, your command would look like the following:
Yspar k

sql Cont ext.read.json("hdfs:///apps/netron/indexi ng/indexed/
bro").cache().regi sterTenpTabl e("bro")
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Working with Zeppelin Notes

This section provides an introduction to Apache Zeppelin notes.

An Apache Zeppelin note consists of one or more paragraphs of code, which you can use to define and run snippets of
code in aflexible manner.

A paragraph contains code to access services, run jobs, and display results. A paragraph consists of two main
sections: an interactive box for code, and a box that displays results. To theright is a set of paragraph commands. The
following graphic shows paragraph layout.

L e
IATParooranh feat

.F'rL':uqrn,::-." foatures = -
Hesull section

Zeppelin ships with several sample notes, including tutorials that demonstrate how to run Spark scala code, Spark
SQL code, and create visualizations.

Zeppelin Tutorial s xwrsa20 o = G @ ceimir

Welcome to Zeppelin.

This is A live CUTDIAAL YOU CAM NN T SOCH YOUrSSIr, (Shitt-Entir 1o Run)

Load data into table

Torun atutoria:

1. Navigate to the tutoria: click one of the Zeppelin tutorial links on the left side of the welcome page, or use the
Notebook pull-down menu.

2. Zeppelin presents the tutorial, a sequence of paragraphs prepopulated with code and text.

3. Starting with the first paragraph, click the triangle button at the upper right of the paragraph. The status changes to
PENDING, RUNNING, and then FINISHED when done.

4. When thefirst cell finishes execution, results appear in the box underneath your code. Review the results.
5. Step through each cell, running the code and reviewing results.

Createand Run a Note
Use the following stepsto create and run an Apache Zeppelin note.

To create anote:
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1. Click "Create new note" on the welcome page, or click the "Notebook” menu and choose "+ Create new note."
2. Typeyour commands into the blank paragraph in the new note.

When you create a note, it appearsin the list of notes on the left side of the home page and in the Notebook menu. By
default, Zeppelin stores notes in the $ZEPPELIN_HOM E/notebook folder.

To run your code:

1. Click the triangle button in the cell that contains your code:

>

2. Zeppdlin displays status near the triangle button: PENDING, RUNNING, ERROR, or FINISHED.
3. When finished, results appear in the result section below your code.

The settings icon (outlined in red) offers several additional commands:

SHED [> > E

These commands allow you to perform several note operations, such as showing and hiding line numbers, clearing the
results section, and deleting the paragraph.

20150210-015259_1403135953

—Wwidth 12

&) Move Up

® Move Down

® Insert New

A Hide title

i= Show line numbers
[> Disable run

[} Link this paragraph
2 Clear output

X Remove

Import a Note
Use the following steps to import an Apache Zeppelin note.

About thistask
To import anote from a URL or from aJSON file in your local file system:

Procedure
1. Click "Import note" on the Zeppelin home page:

Notebook &

£, Import note

2. Zeppelin displays an import dialog box:
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Import new note

Import AS

3. To upload thefile or specify the URL, click the associated box.

By default, the name of the imported note is the same as the original note. Y ou can rename it by providing a new
name in the "Import AS" field.

Export a Note
Use the following steps to export an Apache Zeppelin note.
To export anote to alocal JSON file, use the export note icon in the note toolbar:
3 Es ezl 0 (e
Zeppelin downloads the note to the local file system.

Note: Zeppelin exports code and results sectionsin all paragraphs. If you have alot of datain your results sections,
consider trimming results before exporting them.

Using the Note T oolbar
This section describes how to use the Apache Zeppelin Note toolbar.

At the top of each note there is atoolbar with buttons for running code in paragraphs and for setting configuration,
security, and display options:

There are severa buttons in the middle of the toolbar:
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e "

[> < B | & & &|[B U o

These buttons perform the following operations:

« Execute al paragraphs in the note sequentially, in the order in which they are displayed in the note.
» Hide or show the code section of all paragraphs.

« Hide or show the result sectionsin all paragraphs.

e Clear theresult section in al paragraphs.

» Clonethe current note.

» Export the current note to a JSON file.

Note that the code and result sectionsin all paragraphs are exported. If you have extra datain some of your result
sections, trim the data before exporting it.

+ Commit the current note content.
+ Deélete the note.

« Schedule the execution of all paragraphs using CRON syntax. This feature is not currently operational. If you
need to schedule Spark jobs, consider using Oozie Spark action.

There are additional buttons on the right side of the toolbar:

= 4 & default -
default
simple

report

These buttons perform the following operations (from left to right):

» Display all keyboard shortcuts.

« Configure interpreters that are bound to the current note.
« Configure note permissions.

» Switch display mode:

» Default: the notebook can be shared with (and edited by) anyone who has access to the notebook.
» Simple: similar to default, with available options shown only when your cursor is over the cell.
« Report: only your results are visible, and are read-only (no editing).

Note: Zeppelin on HDP does not support sharing anote by sharing its URL, due to lack of proper access control
over who and how a note can be shared.
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