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Setting Up Knox SSO Knox Overview

Knox Overview

Apache Knox isa REST API and Application Gateway for the Apache Hadoop Ecosystem. Knox acts as areverse
proxy for all Ulsand the REST application. Y ou can use Knox for its proxying and authentication services.

Knox provides several security benefits:

« All requests go through Knox so same-origin browser restrictions are not a concern.

« Knox, in combination with afirewall, can restrict traffic to always go through Knox. This greatly reduces the
security attack surface area of the Uls and REST application.

« Knox provides access to other common Apache Hadoop services.
» Knox provides asingle sign on experience between the Uls and REST application.
« All requests can be protected and secured.

| nstalling Knox

You caninstall Knox for Hortonworks Cybersecurity Platform (HCP) with Ambari. The Knox service option is
available through the Add Service wizard after HCP isinstalled.

Procedure

1. Loginto Ambari at http://SAMBARI_HOST:8080.

2. Intheleft navigation menu, click Actions, then select Add Service.
3. On the Choose Services page, select Knox, then click Next.
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. You are prompted to Assign Masters. Make a note of the Knox Gateway host(s) for use in subsequent installation
steps. Click Next.

5. Click Deploy.

Setting Up Knox SSO

Y ou can set up Knox to handle authentication when you access the user interfaces and REST APIs. After you set up
Knox, basic authentication is still an option for making requests directly to the REST application, but any request to
the user interfaces must go through Knox first and contain the proper security token.

Before you begin

» Ensurethat you have enabled LDAP on the Metron Security page in Ambari. Knox and Metron must be
configured to use the same LDAP.

« Ensurethat you have installed the Metron client component on al Knox gateway hosts.

Procedure

1. Navigateto Ambari > Hosts> $SMETRON_HOST.
2. At the bottom of the Components section, in the dropdown menu next to the clients, select Install clients.
3. Select Metron Client, then click Next.

Thiswill install the Metron client.
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4. Retrieve the Knox public key by running the following command on the Knox gateway host:

openssl s_client -connect nodel: 8443 < /dev/null | openssl x509 | grep -v
' CERTI FI CATE' | paste -sd ""

5. Copy the output of the command and paste it into the Ambari setting at M etron > Configs > Security > Knox
SSO PublicKey.

6. Changethe Knox Enabled setting to true and then click Save.
7. Follow the prompts to restart the Metron client, Metron REST, Metron Alerts Ul, and Metron Management UlI.
After REST comes back up, Metron should be enabled for Knox.

What to do next

When you launch a user interface, Knox searches for avalid token. If avalid token is not found, Knox redirects to
the Knox SSO login form. Once avalid token is found, Knox redirects to the original url and forwards the request.
Accessing the REST application through Knox also follows this pattern.
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