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Enriching with Threat Intelligence Information

The threat intelligence topology takes a normalized JSON message and cross references it against threat intelligence
information, tags it with alerts if appropriate, runs the results against the scoring component of machine learning
models where appropriate, and stores the telemetry in a data store.

Prior to configuring threat intelligence, you must meet the following requirements:

» Choose your threat intelligence sources
« Asabest practice, install athreat intelligence feed aggregator, such as SoltraEdge

» Mark messages as threats based on datain externa data stores
e Mark threat alerts with a numeric triage level based on a set of Stellar rules

Y ou can bulk load threat intelligence information from the following sources:

e CSV Ingestion
e HDFS through MapReduce
e Taxii Loader

Bulk Loading CSV Threat I ntelligence Sour ces

Although Hortonworks Cybersecurity Platform (HCP) is designed to work with STIX/Taxii threat feeds, you can also
be bulk loaded with threat datafrom a CSV file.

CSV Flatfile Loader

The shell script SMETRON_HOME/bin/flatfile_loader.sh reads data from local disk and loads the threat intelligence
datainto an HBase table. Thisloader uses the specia configuration parameter inputFormatHandler to specify how to
consider the data. The two implementations are BY _LINE and org.apache.metron.datal oads.extractor.inputformat.
WholeFileFormat.

Thedefault isBY _LINE, which makes sense for alist of CSVsin which each line indicates a unit of information to
be imported. However, if you are importing a set of STIX documents, then you want each document to be considered
asinput to the Extractor.

Start the user parser topology by running the following:

$METRON_HOVE/ bi n/ st art _par ser _t opol ogy. sh -s user -z $ZOOKEEPER HOST: 2181 -k
$KAKFA_HOST: 6667

The parser topology listens for data streaming in and pushes the data to HBase. Now you have data flowing into the
HBase table, but you need to ensure that the enrichment topology can be used to enrich the data flowing past.

The parameters for the utility are asfollows:

Short Code Long Code IsRequired? Description

-h No Generate the help screen/set of
options

-e --extractor_config Yes JSON document describing the

extractor for thisinput data source

-t --hbase_table Yes The HBase table to import into
-C --hbase_cf Yes The HBase table column family to
import into
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Short Code Long Code IsRequired? Description

-i --input Yes The input data location on local
disk. If thisis afile, then that
filewill be loaded. If thisisa
directory, then the files will be

loaded recursively under that
directory.
-l --log4j No The log4j propertiesfile to load
-n --enrichment_config No The JSON document describing

the enrichments to configure.
Unlike other loaders, thisisrun
first if specified.

HDFS via MapReduce

The shell script SMETRON_HOME/bin/flatfile loader.sh will kick off the MapReduce job to load data stated in
HDFSinto an HBase table. The following is as example of the syntax:

$METRON_HOVE/ bi n/fl atfile_|l oader.sh -i /tnp/
top-10k.csv -t enrichnent -c t -e ./extractor.json -m M

The parameters for the utility are as follows:

Short Code Long Code IsRequired? Description

-h No Generate the help screen/set of
options

-e --extractor_config Yes JSON document describing the
extractor for thisinput data source

-t --hbase_table Yes The HBase table to import into

-C --hbase_cf Yes The HBase table column family to
import into

-i --input Yes Theinput datalocation on local

disk. If thisis afile, then that
filewill beloaded. If thisisa
directory, then the files will be

loaded recursively under that
directory.
-l --log4j No Thelog4j propertiesfile to load
-n --enrichment_config No The JSON document describing

the enrichments to configure.
Unlike other loaders, thisisrun
first if specified.

Configurea CSV Extractor Configuration File

After you have chosen athreat intelligence feed source, you must configure an extractor configuration file that
describes the source.

Procedure

1. Loginasroot user to the host on which Metron isinstalled.
2. Createafilecaled extractor_config_temp.json and add the following content:

"config" : {
"“colums" : {
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"domain" : O
,"source" : 1

"indicator_colum" : "domain"
"type" : "zeuslList"

}
, "separator" : ",
,"extractor" : "CSV'

}

3. You can transform and filter the enrichment data asit is loaded into HBase by using Stellar extractor propertiesin
the extractor configuration file. HCP supports the following Stellar extractor properties:

value_transform Transforms fields defined in the columns mapping with
Stellar transformations. New keys introduced in the
transform are added to the key metadata. For example:

"val ue_transfornm : ({
"domai n" :
" DOVAI N_REMOVE_TLD( domai n) "

value filter Allows additional filtering with Stellar predicates
based on results from the value transformations. In the
following example, records whose domain property is
empty after removing the TLD are omitted.

"value filter" : "LENGIH(domain) >
O" L
"indi cator_colum" : "donain",

indicator_transform Transforms the indicator column independent of the
value transformations. Y ou can refer to the original
indicator value by using indicator as the variable name,
as shown in the following example. In addition, if you
prefer to piggyback your transformations, you can refer
to the variable domain, which allows your indicator
transforms to inherit transformations done to this value
during the value transformations.

"indicator_transform' : {
"indicator" :
"DOVAI N_REMOVE_TLD(i ndi cator)"

indicator_filter Allows additional filtering with Stellar predicates
based on results from the value transformations. In the
following example, records whose indicator valueis
empty after removing the TLD are omitted.

"indicator filter" :
"LENGTH(i ndi cator) > 0",
"type" : "top_domains",

If you include all of the supported Stellar extractor properties in the extractor configuration file, it will look
similar to the following:
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"config" : {
"zk_quorunt : "$ZOOKEEPER HOST: 2181",
"col ums" {
"rank" : O,
"domain" : 1
}l
"val ue_transforn : {
"domai n" : " DOVAI N REMOVE TLD(domai n)"
}1
"value filter" : "LENGTH(domain) > 0",
"indi cator _colum"” : "donain",
"indicator_transforn' :
"indicator" : "DOVAI N REMOVE TLD(i ndi cator)"
}1
"indicator filter" : "LENGTH(indicator) > 0",
"type" : "top_domains",
"separator" : ","
}l
"extractor" : "CSV'
}
Running afile import with the above data and extractor configuration will result in the following two extracted
data records:
Indicator Type Value
google top_domains { "rank" : "1", "domain" : "google" }
yahoo top_domains { "rank" : "2", "domain" : "yahoo" }

4. To access properties that reside in the global configuration file, provide a ZooK eeper quorum viathe zk_quorum
property. If the global configuration looks like "global_property" : "metron-ftw", enter the following to expand the
value transform:

"val ue_transforn : {

"domai n" : "DOVAI N REMOVE TLIX dormai n)",
"a-new prop" : "global property"
} L]
The resulting value data will look like the following:
Indicator Type Value
google top_domains { "rank" : "1", "domain" : "google", "a-new-

prop" : "metron-ftw" }

yahoo top_domains "rank" : "2", "domain" : "yahoo", "a-new-
ah domai k" :"2", "domai ah
prop" : "metron-ftw" }

5. Remove any non-ASCII characters:

iconv -c -f utf-8 -t ascii extractor_config_tenp.json -o
extractor_config.json
6. Configure the mapping for the element-to-threat intelligence feed.
This step configures which element of atuple to cross-reference with which threat intelligence feed. This
configuration is stored in ZooK eeper.
a) Loginasroot user to the host that has Metron installed.
b) Cut and paste the following file into afile called enrichment_config_temp.json™:

"zkQuorunm' : "$ZOOKEEPER HOST: 2181"
, "sensor ToFi el dList" : {
" $DATASOURCE" : {
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"type" : "THREAT I NTEL"
,"fieldToEnrichnent Types" : {
"domai n_wi t hout _subdormai ns" : [ "zeusList" ]
}

}
}
}

¢) Removethe non-ASCII characters:

iconv -c -f utf-8 -t ascii enrichnent_config tenp.json -0
enri chnment _config.json

Configure CSV Mapping for the Intelligence Feed

After you configure an extractor configuration file, you must configure which element of atuple to cross-reference
with which threat intelligence feed. This configuration is stored in ZooK eeper.

Procedure

1. On the host with Metron installed, log in as root.
2. Cut and paste the following file into afile called enrichment_config_temp.json:

"zkQuorunt' : "$ZOOKEEPER HOST: 2181"
, "sensor ToFi el dList" : {
" $DATASOURCE" : {
"type" : "THREAT_I NTEL"
,"fieldToEnrichnment Types" : {
"domai n_wi t hout _subdorai ns" : [ "zeusList" ]
}

}
}
}

3. Remove any non-ASCII invisible charactersin the pasted syntax in Step 2:

iconv -c -f utf-8 -t ascii enrichnent_config tenp.json -0
enri chment _config.json

Run the CSV Threat Intel Loader

After you define the threat intelligence source, threat intelligence extractor, and threat intelligence mapping
configuration, you must run the loader to move the data from the threat intelligence source to the Metron threat
intelligence store and to store the enrichment configuration in ZooK eeper.

Procedure
1. Loginto $HOST WITH_ENRICHMENT_TAG asroot and navigate to SMETRON_HOME/config.

2. Usethe loader to move the enrichment source to the enrichment store in ZooK eeper:

$METRON_HOME/ bin/flatfile_l oader.sh -n threatintel _config.json
-i domai nbl ocklist_ref.csv -t threatintel -c t -e
threatintel extractor_config.json

This command modifies the Squid enrichment config in ZooK eeper to include the threat intel enrichment.
The parameters for the utility are asfollows:

-b,--batchSize <SIZE> The batch size to use for HBase puts
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-c,~-hbase)cf <CF> HBase column family to ingest the data into. This must
be column family t.

-e,—-extractor_config <JSON_FILE> JSON Document describing the extractor for thisinput
data source

-h,--help Generate Help screen

-i,--input <FILE> The CSV Fileto load

-l,--logdj <FILE> Thelogdj propertiesfile to load

-m,--import_mode <M ODE> The Import mode to use: LOCAL ,MR.Defaullt:
LOCAL

-n,--enrichment_config <JSON_FILE> JSON Document describing the enrichment

configuration details. Thisis used to associate an
enrichment type with afield type in ZooK eeper.

-p,~-threads<NUM_THREADS> The number of threads to use when extracting data. The
default is the number of cores of your machine.

-q,--quiet Do not update progress

-t,--hbase_table<TABLE> HBase table to ingest the data into.

The datais populated into an HBase table called enrichment.
3. Verify that the logs are properly ingested to HBase:

hbase shel |
scan 'threatintel’

Y ou should see a configuration for the sensor that |ooks something like the following:

ENRICHMENT Config: squid
{
“index"™ : “squid®,
“batchSize" : 1,
“enrichment" : {
"fieldMap" : {
"hbaseEnrichment™ : [ “domain_without_subdomains" ]
}s
“fieldToTypeMap™ : {
“domain_without_subdomains™ : [ “whois™ ]
3
“config” : { }
1
Mthreatintel™ : {

“fieldMap" @ { Threat Intel
"hbaseThreatIntel” : [ “domain_without_subdomains" | conﬁg

),

“flieldToTypeMap™ : (
"domain_without_subdomains™ : | "reusList™ )

}l

contig" ¢ { },

"triageConfig" : {

"riskLevelRules™ : {
“exists(threatintels.hbaseThreatIntel.domain_without_subdomains.zeusList)" : 5
s “not(ENDS_WITH(domain_without_subdomains, ‘.com') or ENDS_WITH(domain_without_subdomains, ‘.net’))" : 10

}
o oggregator™ : “MAX"
,“aggregationConfig” : { }
}

}
| ¥
“configuration™ : { }
}

4. Generate some data to populate the Metron dashboard.
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Bulk Loading Threat Intelligence SourcesUsing STIX/TAXI I

Hortonworks Cybersecurity Platform (HCP) is designed to work with STIX/TAXII threat feeds. OpenTAXII isa
Python implementation of TAXII servicesthat delivers arich feature set and friendly pythonic API.

TAXII loader is a stand-alone Java application that never stops streaming cyber threat intelligence information. Y ou
can use the shell script SMETRON_HOME/bin/threatintel_taxii_load.sh to poll a Taxii server for STIX documents
and ingest them into HBase.

It iscommon for the Taxii server to be an aggregation server such as Soltra Edge.

To set up an opentaxii service on HCP, you must deploy an opentaxii role, create an extractor file and a connection
file, and push the feeds to HBase. In addition to the Enrichment and Extractor configs described in the following
sections, this loader requires a configuration file describing the connection information to the Taxii server. The
following is an example of a configuration file:

"endpoint" : "http://local host: 8282/t axii-di scovery-service"
,"usernane" : "guest"
, "password" : "guest"
, "type" : "Dl SCOVER'
,"collection" : "guest.Abuse_ch"
,"table" : "threat intel"
,"columFam I y" : "cf"
,"al | onedl ndi cat or Types" : [ "domai nnane: FQDN', "address:|PV_4 ADDR' ]
}
where:
endpoint The URL of the endpoint
type POLL or DISCOVER depending on the endpoint.
collection The Taxii collection to ingest
table The HBase table to import into
columnFamily The column family to import into
allowedIndicator Types an array of acceptable threat intelligence types (see the

"Enrichment Type Name" column of the Stix table above
for the possibilities).

The parameters for the utility are asfollows:

Short Code Long Code IsRequired? Description

-h No Generate the help screen/set of
options

-e --extractor_config Yes JSON Document describing the

extractor for thisinput data source

-C --taxii_connection_config Yes The JSON config file to configure
the connection

-p --time_between_polls No The time between polling the
Taxii server in milliseconds.
(default: 1 hour)
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Short Code Long Code IsRequired? Description

-b --begin_time No Start time to poll the Taxii server
(all datafrom that point will be
gathered in the first pull). The
format for the date is yyyy-MM-

dd HH:mm:ss
-l --log4j No The Log4j Properties to load
-n --enrichment_config No The JSON document describing

the enrichments to configure.
Unlike other loaders, thisisrun
first if specified.

Fetch Hail a TAXII Feeds

After you install your TAXII provider, you must fetch the latest Hail a TAXII feeds into the TAXII server. Hail a
TAXIl.com isarepository of Open Source Cyber Threat intelligence feedsin STIX format.

Before you begin
Set up your TAXII provider. Refer to your TAXII provider documentation for more information.

Procedure

1. Fetch thelastest Hail aTAXII feedsinto the TAXII server:
servi ce opentaxii sync <service-nane> [ YYYY- M\ DD]
For exanpl e:

servi ce opentaxii sync guest. phi shtank _com
service opentaxii sync guest.Abuse ch 2016-08-01

Note: Thedate (YYYY-MM-DD) indicates the time from when the threat intel feedsisto be pulled. If
E not suffixed, then the sync command picks up feeds available for the current day.

2. Repeate Step 1 for all subscribed services.

Configure TAXII Extractor Configuration File

After you fetch the latest Hail a TAXII feeds to the TAXII server, you must create an extractor configuration file to
bulk load the threat intelligence enrichment store into HBase.

Procedure
1. Loginasroot to the host on which Metron isinstalled.

sudo -s $METRON_HOVE

2. Determine the schema of the threat intelligence source.
The schema of our mock enrichment source is domain|owner|registeredCountry|registered Timestamp.

3. Create an extractor configuration file called threatintel_extractor_config_temp.json at SMETRON_HOME/config
and populate it with the threat intelligence source schema:

"config" : {
"colums” : {
lli pll : 0
Yoo .
, "indicator_colum" : "ip"
, "type" : "malicious_ip"
, "separator" : ","
}

10
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,"extractor" : "STIX"

}

4. Remove any non-ASCII invisible characters that might have been included if you copy and pasted:
iconv -c -f utf-8 -t ascii threatintel_extractor_config_temp.json -o threatintel_extractor_config.json

Configure TAXII Connection Configuration File

In addition to the Extractor configuration file, this TAXII loader requires a configuration file describing the
connection information to the TAXII server.

Procedure
1. Loginasroot to the host on which Metron isinstalled.
sudo -s $METRON_HOVE

2. Create aconnection configuration file called threatintel_connection_config_temp.json at SMETRON_HOME/
config and populate it with the threat intelligence source schema:

{
"endpoint" : "http://1ocal host: 9000/ servi ces/ di scovery"
,"usernanme" : "guest"
, "password" : "guest"
,"type" : "Dl SCOVER"
,"collection" : "guest. Ml wareDomai nLi st_Hostlist"
,"table" : "threatintel"
,"columFam I y" @ "t"
,"al | onedl ndi cat or Types" : [ "domai nnanme: FQDN', "address:|PV_4 ADDR' ]
}
where:
endpoint The URL of the endpoint
type POLL or DISCOVER depending on the endpoint.
collection The Taxii collection to ingest
table The HBase table to import into
columnFamily The column family to import into
allowedIndicator Types an array of acceptable threat intelligence types (see

the "Enrichment Type Name" column of the Stix table
above for the possibilities).

The parameters for the utility are as follows:

Short Code Long Code IsRequired? Description

-h No Generate the help screen/set of
options

-e --extractor_config Yes JSON Document describing
the extractor for thisinput data
source

-Cc --taxii_connection_config Yes The JSON config fileto
configure the connection

11
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Short Code Long Code IsRequired? Description

-p --time_between_polls No The time between polling the
Taxii server in milliseconds.
(default: 1 hour)

-b --begin_time No Start time to poll the Taxii server
(al datafrom that point will be
gathered in the first pull). The
format for the date is yyyy-MM-

dd HH:mm:ss
-l --log4j No The Log4j Propertiesto load
-n --enrichment_config No The JSON document describing

the enrichments to configure.
Unlike other loaders, thisisrun
first if specified.

3. Remove any non-ASCII invisible characters that might have been included if you copy and pasted:
iconv -c -f utf-8 -t ascii threatintel _connection_config_temp.json -o threatintel _connection_config.json

Push Hail a TAXI| Feedsto HBase

After you create the extractor configuration and connection configuration files, you can push the Hail a TAXII feeds
from the TAXII server into HBase.

Procedure

1. Pushthe Hail aTAXII feeds from the TAXII server into HBase:

$METRON_HOVE/ bi n/threatintel _taxii_load.sh -b <START_TIMe> -¢
$METRON_HOME/ confi g/t hreati ntel _connection_config.json
-e $METRON _HOME/ config/threatintel _extractor_config.json -p
<TI ME_I NTERVAL_MSECS>
For exanpl e: $VETRON_HOVE/ bi n/threatintel _taxii_| oad.sh -b "2016-08-01
00: 00: 00" -c $METRON_HOVE/ config/threatintel _connection_config.json -e
$METRON_HOME/ confi g/threatintel _extractor_config.json -p 10000

2. Remove any non-ASCII invisible characters that might have been included if you copy and pasted:
iconv -c -f utf-8 -t ascii threatintel _extractor_config_temp.json -o threatintel _extractor_config.json

Verify Threat Intelligence Feedsin HBase
After you push the Hail a TAXII feeds to HBASE, you should check HBase for the thresat intelligence information.

Procedure

Query the HBase table to check for threat intelligence feeds:

echo "scan 'threatintel'" | hbase shell

Map Fieldsto HBase Threat Intel by Using the Management
User Interface

Defining the threat intelligence topology is very similar to defining the transformation and enrichment topol ogy.

Procedure

1. Select the new sensor from the list of sensors on the main window.

12
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2. Click the pencil icon in thelist of tool icons

for
the new sensor.

The Management Ul displays the sensor panel for the new sensor.
3. Inthe Schemabox, click

0 »

(expand window button).
The Management Ul displays a second panel and populates the panel with message, field, and value information.

The Samplefield, at the top of the panel, displays a parsed version of a sample message from the sensor. The
Management Ul will test your threat intelligence against these parsed messages.

Y ou can use the right and left arrow buttons in the Sample field to view the parsed version of each sample
message available from the sensor.

13
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4. You can apply threat intelligence to an existing field or create a new field. Click the

(edit icon) next to afield to apply transformationsto that field. Or click

(plus sign) at the bottom of the Schema panel to create new fields.
Typically users choose to create and transform anew field, rather than transforming an existing field.

For both options, the Management Ul expands the panel with adialog box containing fieldsin which you can
enter field information.

5. Inthedialog box, enter the name of the new field in the NAME field, choose an input field from the INPUT
FIEL D box, and choose your transformation from the THREAT INTEL field .

6. Click SAVE to save your changes.
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7. You can suppress fields from the Index by clicking

- (suppress

icon).
8. Click SAVE to save the changed information.
The Management Ul updates the Schema field with the number of changes applied to the sensor.

What to do next

After you have finished enriching the telemetry events, ensure that the enriched data is displaying on the Metron
dashboard.

Map Fieldsto HBase Threat Intel by Using the CL |

Defining the threat intelligence topology is very similar to defining the transformation and enrichment topol ogy.

Procedure

1. Edit the new data source threat intelligence configuration at $M ETRON_HOM E/config/zookeeper/enrichments/
$DATASOURCE to associate the ip_src_addr with the user enrichment.

For example:
t, .
"index" : "squid",
“bat chSi ze" : 1,
"enrichnment" : {
"fieldvap" : {
"hbaseEnrichnment” : [ "ip_src_addr" ]

}1

"fieldToTypeMap" : {
“ip_src_addr" : [ "whois" ]

}

"config" : { }
}l
"threatintel" : {
"fieldwvap" : { },
"fieldToTypeMap" : { },
"config" : { },
"triageConfig" : {
"riskLevel Rules" : { },
"aggregator" : "MAX",
"aggregationConfig" : { }

}

"'onfiguration" c{}
}

2. Push this configuration to ZooK eeper:

$METRON_HOWVE/ bi n/ zk_| oad_confi gs.sh -m PUSH -z $ZOOKEEPER HOST: 2181 -i
$METRON_HOME/ zookeeper

What to do next

After you have finished enriching the telemetry events, ensure that the enriched datais displaying on the Metron
dashboard.

15
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Createa Streaming Threat Intel Feed Source

Streaming intelligence feeds are incorporated slightly differently than data from aflat CSV file. Because you are
defining a streaming source, you need to define a parser topology to handle the streaming data. In order to do that,
you will need to create afilein $SMETRON_HOM E/config/zookeeper/parsers/user.json.

Procedure

1. Define a parser topology to handle the streaming data:

t ouch $METRON_HOWE/ confi g/ zookeeper/ par ser s/ user.j son

2. Populate the file with the parser topology definition.
For example:

{

"parser Cl assNane" : "org.apache. metron. parsers. csv. CSVPar ser"
,"witerd assNane" :

"org. apache. netron. enri chnent.writer.Sinpl eHbaseEnri chment Witer"
, "sensor Topi c": "user"

, "parser Config":

{

"shew. table" : "threatintel"
,"shew. cf" : "t"
, "shew. keyCol utms" "ip"
, "shew. enri chnent Type" : "user"
,"colums" : {
"user" : O
ipt o 1
}
}
}
where
par ser ClassName The parser name.

writer ClassName The writer destination. For streaming parsers, the

destination is SimpleHbaseEnrichmentWriter.

sensor Topic Name of the sensor topic.

shew.table The simple HBase enrichment writer (shew) table to

which we want to write.

shew.cf The simple HBase enrichment writer (shew) column
family.

shew.keyColumns The simple HBase enrichment writer (shew) key.

shew.enrichmentType The simple HBase enrichment writer (shew)
enrichment type.

columns

The CSV parser information. For our example, this
information is the user name and | P address.

16
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Thisfile fully defines the input structure and how that data can be used in enrichment.
3. Push the configuration file to ZooK eeper:
a) Create aKafkatopic:

[ usr/ hdp/ current/kaf ka- br oker/ bi n/ kaf ka-t opi cs. sh --create --zookeeper
$ZOOKEEPER_HOST: 2181 --replication-factor 1 --partitions 1 --topic user

When you create the Kafka topic, consider how much data will be flowing into this topic.
b) Push the configuration file to ZooK eeper.

$METRON_HOVE/ bi n/ zk_| oad_confi gs. sh -m PUSH -z $ZOOKEEPER HOST: 2181 -i
$METRON_HOVE/ conf i g/ zookeeper

4, Edit the new data source enrichment configuration at $M ETRON_HOME/config/zookeeper/enrichments/
$DATASOURCE to associate theip_src_addr with the user enrichment.

For example:

"enrichment" : {
“fiel dvap" : {
"hbaseEnrichnment” : [ "ip_src_addr" ]
}

"'ieI dToTypeMap" : {
"ip_src_addr" : [ "user" ]
}1
"config" : { }
}

hreatlntel" : {

“fieldvap" : { },
“"fieldToTypeMap" : { },
“config" : { },
"triageConfig" : {
"riskLevel Rul es" : { },
"aggregator" . "MAX",
"aggregationConfig" : { }

}

}
5. Push this configuration to ZooK eeper:

,onfiguration" c{}

SMETRON_HOVE/ bi n/ zk_| oad_confi gs.sh -m PUSH -z $ZOOKEEPER HOST: 2181 -i
$METRON_HOME/ conf i g/ zookeeper
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