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Upgrade Metron

After you shut down Metron and all of its services, you must uninstall Metron and then reinstall the newest version of
Metron.

Procedure

1. Back up your Metron configuration:

a) Create an upgrade folder:

nmkdi r HCP191- Upgr ade
cd HCP191- Upgr ade/

b) Copy your Metron configuration into the upgrade folder:

cp -rp /usr/hcp/current/metron/config netron-config

¢) Download the ZooKeeper configuration into the upgrade folder:

source /etc/defaul t/ metron
/usr/ hcp/ current/ metron/bin/zk_| oad_configs.sh -z $ZOOKEEPER -m PULL -o0
zk-confi g

d) Ensurethat the upgrade folder contains your Metron and ZooK eeper configurations:
I's -1
Y ou should see something similar to the following:

nmetron-config
zk-config

€) If you have created custom components in Metron, copy the contents of /usr/hcp/current/metron/parser_contrib
to the upgrade folder:

cp -rp /usr/hcp/current/metron/ parser_contrib/ parser_contrib

f) Confirm that the parser_contrib information was copied correctly:
I's -1 parser_contrib/
Y ou should see something similar to the following:

first_parser.jar
second_parser.jar
third _parser.jar
fourth_parser.jar

2. In Ambari, stop all Metron Services.
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3. Stop al Storm Metron topologies and confirm al are stopped.
a) List al topologiesin Storm.

storm | i st
If any topologies are running, your output should look similar to the following:

Runni ng: /usr/jdk64/jdkl.8.0_112/bin/java - Ddaenon. nanme= -

Dst orm opti ons=
- Dst or m honme=/ usr/ hdp/ 2. 6. 5. 1050- 37/ storm -Dstorm | og. di r=/ var/| og/
storm
-Djava.library.path=/usr/local/lib:/opt/local/lib:/usr/lib:/usr/hdp/
current/stormclient/lib
-Dstorm conf.file= -cp /usr/hdp/2.6.5.1050-37/storm |ib/ring-
cors-0.1.5.jar:/usr/hdp/2.6.5.1050- 37
/stormlib/stormcore-1.1.0.2.6.5.1050-37.jar:/usr/hdp/2.6.5.1050-37/
stornilib/disruptor-3.3.2.jar:
[usr/hdp/2.6.5.1050-37/stornm | i b/asm5.0.3.jar:/usr/hdp/2.6.5.1050-37/
stornmlib/reflectasm1.10.1.j ar
/usr/ hdp/2.6.5.1050-37/storm i b/slf4j-api-1.7.21.jar:/usr/

hdp/ 2. 6. 5. 1050- 37
[storm |lib/servlet-api-2.5.jar:/usr/hdp/2.6.5.1050-37/stornl|i b/l og4j -
over-s|f4j-1.6.6.jar:
[usr/hdp/2.6.5.1050-37/stornl | i b/ kryo-3.0.3.jar:/usr/hdp/2.6.5.1050-37/
stormlib/mnlog-1.3.0.jar:
/usr/ hdp/2.6.5.1050-37/stornm i b/l og4j-core-2.8.2.jar:/usr/

hdp/ 2. 6. 5. 1050- 37/ st orm
/1iblzookeeper.jar:/usr/hdp/2.6.5.1050-37/storn|ib/log4j-
api -2.8.2.jar:/usr/hdp/2.6.5.1050- 37
[storm |ib/stormrenane-hack-1.1.0.2.6.5.1050-37.jar:/usr/

hdp/ 2. 6. 5. 1050-37/storm|lib
/10og4j-slfdj-inpl-2.8.2.jar:/usr/hdp/2.6.5.1050-37/stormn |ib/
clojure-1.7.0.jar:/usr/hdp
/2.6.5.1050-37/stornilib/objenesis-2.1.jar:/usr/hdp/2.6.5.1050-37/storm
ext|ib-daenon
/ ranger - pl ugi n-cl assl oader-0.7.0. 2.6.5.1050-37.jar:/usr/

hdp/ 2. 6. 5. 1050- 37/ st or m ext | i b- daenon
/ ranger - storm plugi n-shimO0.7.0.2.6.5. 1050-37.jar:/usr/

hdp/ 2. 6. 5. 1050- 37/ st or m ext | i b- daenon
[ oj dbc6. jar:/usr/hdp/current/storm supervisor/conf:/usr/

hdp/ 2. 6. 5. 1050- 37/ st or ml bi n or g. apache. st orm conmand. | i st
2670 [main] INFO o.a.s.u.N nbusdient - Found | eader ninbus

nodel: 6627
Topol ogy_nane St at us Num t asks Num workers Uptime_secs
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enri chnent ACTI VE 8 1 49253
bro__snort__yaf ACTI VE 7 1 48749
bat ch_i ndexi ng ACTI VE 5 1 48613
pcap ACTI VE 3 1 49140
profiler ACTI VE 7 1 49001
random access_i ndexi ng ACTI VE 5 1 48493

b) Stop dl of the Metron Storm topologies:

stormki |l <TOPOLOGY_NAME>
¢) Confirm that all of the Metron Storm topologies are stopped:

storm i st

Y ou should see No topol ogies running.
Uninstall Metron.

a) In Ambari, select Metron, then under the Service Actions menu, click Delete Service.
b) At the bottom of the Delete Service window, click Delete.
¢) When prompted, enter "delete" then click the Delete button to confirm deleting the service.

Amari displays a confirmation window stating " Service Metron was successfully deleted.”
Remove al of the rpms from the old Metron version.
CentOS
a) From the Ambari node, enter the following to list all of the Metron packages:

rpm-qa | grep netron
Y ou should see input similar to the following:

met r on- met r on- managenent - 0. 7. 1- 201904012257. noar ch
met ron-enri chnment - 0. 7. 1- 201904012257. noar ch

met r on- i ndexi ng-0. 7. 1- 201904012257. noar ch
metron-rest-0.7.1-201904012257. noar ch

metron-al erts-0.7.1-201904012257. noar ch

met r on- dat a- managenent - 0. 7. 1- 201904012257. noar ch
met r on- par ser s- common- 0. 7. 1- 201904012257. noar ch
met r on- par si ng-storm 0. 7. 1- 201904012257. noar ch
metron-profiler-storm0.7.1-201904012257. noar ch
metron-profiler-repl-0.7.1-201904012257. noar ch
met ron- el asti csearch-0. 7. 1- 201904012257. noar ch
met ron- pcap- 0. 7. 1- 201904012257. noar ch

met ron-confi g-0. 7. 1-201904012257. noar ch

met r on- maas- servi ce-0. 7. 1- 201904012257. noar ch
met r on- common- 0. 7. 1- 201904012257. noar ch

met ron- parsers-0. 7. 1- 201904012257. noar ch

met ron-profil er-spark-0.7.1-201904012257. noar ch
metron-sol r-0. 7. 1-201904012257. noar ch

met r on- per f or mance-0. 7. 1- 201904012257. noar ch

b) Using the metron-config information you received from the input in the previous step, enter the following to
remove all of the Metron packages:

sudo rpm-q --scripts netron-config-0.7.1-201904012257. noarch
Y ou should see output similar to the following:

chkconfi g --add netron-managenent - ui
chkconfig --add nmetron-al erts- ui
preuninstall scriptlet (using /bin/sh):

5
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chkconfi g --del netron-nmanagenent - ui
chkconfig --del netron-alerts-ui

Ubuntu
From the Ambari node, enter the following to delete all of the Metron packages:

sudo aptitude purge $PACKAGE NAME
6. Remove older Metron rpms on other nodes.
rpm-ga | grep netron

7. In Ambari, update the Repo version.

To navigate to the Repositories page, from the admin menu, choose Manage Ambari, click Versions, then click
+ Register Version.

Repositories
Provide Base LIRLS for the Qpserating Systems you are configuring
05 Mama Base UAL + Add -
redhat? ES-Curator-5.x http:ifshd 0 -repd1 shd(1.0ps.omss/repo/Elasticesan -
HCP-1.4.2.0 shd0l .ops.omss/repo/HortonWorks/HCP-1.8.0.0-58/
HOP-2.8 hittp/fshd (i -rep01 shd01 ops.omss/repaHaoronion
HOE-UTILS-1.1.0.21 hiftpufshd 0 -repd shd01 ops.omss repaHortonWor
elasticsearch-5.x hittpufshd 0l -repd shd01 ops omss repaElashicsear
kibana-5.x hitp¥shd 0 -repd . shd01 . ops omss rapoElashicear
Skip Repostory Basa URL valkdation {&dvanced) o
Lisa RedHat Satellite/Spacewalk @
Cancel Save

8. Uningtall the old HCP mpack version:

anbari -server uninstall-npack --npack-nane=netron-anbari.npack --verbose

9. Install the current HCP mpack repo from Release Notes.

wget http://public-repo-1. hortonworks. coml HCP/ cent os7/ 1. x/ updates/ 1. 9. 1. 0/
tars/ metron/ hcp-anbari - npack-1.9.1.0-6.tar. gz

anbari-server install-npack --force --npack=/${ MPACK_DOWNLOAD DI RECTORY}/
hcp- anbari - npack-1.9.1.0-6.tar.gz --verbose
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10. Restart the Ambari server.

anbari -server restart

11. Re-open Ambari and add the updated Metron version.

From the Actions menu, click Add Service, then click Metron from the Choose Ser vices page. Ensure Metron is
the updated version.

Ambari lists each service on which Metron is dependent.
12. Click yesto add each dependency.
13.1n Ambari, add back your Metron configuration information in the Property fields.
Do not copy and paste into the Metron property fields. You can inadvertently add a special character.
14. Click Deploy to start the Metron set up.
The process to install, start, and test Metron will take awhile.
15. Restart the Metron services:

* Metron REST
e Metron Management Ul
e Maetron Alerts Ul
* Indexing
16. In the Management Ul, restart the Metron Parsers including Enrichment, Bro, Snort, Y af, and any other parsers
you added previoudly.

Management Ul

E Note: Starting the Metron parsers might take awhile.

17. Check the status of the parsersin the Storm Ul.
Storm Ul
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