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Apache NiFi Versioning a DataFlow

Versioning a DataFlow

When NiFi is connected to a NiFi Registry, dataflows can be version controlled on the process group level. For more
information about NiFi Registry usage and configuration, see the documentation at https://nifi.apache.org/docs/nifi-
registry-docs/index.html.

Connectingto a NiFi Registry

To connect NiFi to aRegistry, select Controller Settings from the Global Menu.
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This displays the NiFi Settings window. Select the Registry Clients tab and click the + button in the upper-right
corner to register anew Registry client.
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x
4 NiFi Settings
1 [ e ors |
GENERAL REPORTING TASK CONTROLLER TASKS CLIENTS
(
! Click 10 add a Registry Client = + |
{ Name = Location Description

¥ Last updated: 16:18:47 EST

NiFi Flow

In the Add Registry Client window, provide a name and URL.
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Add Registry Client

Mame

Local Registry

URL
http://localhost:18080

Description

CANCEL ADD

Click "Add" to complete the registration.
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Name = Location Description
Local Registry http://localhost:18080 &

&% Lastupdated: 16:18:47 EST

NiFi Flow

Note: Versioned flows are stored and organized in registry buckets. Bucket Policies and Specia Privileges
IE configured by the registry administrator determine which buckets a user can import versioned flows from
and which buckets a user can save versioned flows to. Information on Bucket Policies and Specia Privileges

can befound in the NiFi Registry User Guide (https://nifi.apache.org/docs/nifi-registry-docg/html/user-
guide.html).

Version States

Versioned process groups exist in the following states:

<

Up to date: The flow version is the latest.

¥*

Locally modified: Local changes have been made.

o

Stale: A newer version of the flow is available.

o

Locally modified and stale: Local changes have been made and a newer version of the flow is available.
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?

L]
Sync failure: Unable to synchronize the flow with the registry.
Version state information is displayed:

1. Next to the process group name, for the versioned process group itself. Hovering over the state icon displays
additional information about the versioned flow.

2. At the bottom of a process group, for the versioned flows contained in the process group.

3. Inthe Status Bar at the top of the Ul, for the versioned flows contained in the root process group.
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Version state information is also shown in the "Process Groups' tab of the Summary Page.




Apache NiFi Versioning a DataFlow

J NiFi Summary
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Note: To seethe most recent version states, it may be necessary to right-click on the NiFi canvas and select
E 'Refresh’ from the context menu.

Import a Versioned Flow

When aNiFi instance is connected to aregistry, an "Import" link will appear in the Add Process Group dialog.

Add Process Group

Process Group Name

& Import...

Import a flow from a registry

CANCEL ADD

Selecting the link will open the Import Version dialog.
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Import Version

Registry

Local Registry v
Bucket

Bucket 1 v
Name

MySQL CDC w
Version - Created Comments

3 01/02/2018 17:18:44.686 Changed Run Schedule of CDC processor to 300 ms.

2 01/02/2018 17:17:38.128 Corrected LogAttribute Processor by auto-terminating.

1 01/02/2001817:12:17.339 Start from template

CANCEL IMPORT

Connected registries will appear as options in the Registry drop-down menu. For the chosen Registry, buckets the
user has access to will appear as options in the Bucket drop-down menu. The names of the flows in the chosen bucket
will appear as options in the Name drop-down menu. Select the desired version of the flow to import and select
"Import" for the dataflow to be placed on the canvas.
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Since the version imported in this example is the latest version (MySQL CDC, Version 3), the state of the versioned
processgroup is"Up to

date” ( v ).

If the version imported had been an older version, the state would be

"Stale" ( 0

Start Version Control

To place a process group under version control, right-click on the process group and in the context menu, select
"Version#Start version control".

10
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In the Save Flow Version window, select a Registry and Bucket and enter a Name for the Flow. If desired, add
content for the Description and Comment fields.
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Save Flow Version

Registry

Local Registry v

Bucket
Bucket 2 w

Name
m ®

Description

Get movie CSV data, convert to JSON and publish to Kafka topic "Movies”

Comments

Initial Save

Select Save and Version 1 of the flow is saved.

12
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Asthefirst and latest version of the flow, the state of the versioned process group is"Up to

date” ( ).

E Note: The root process group can not be placed under version control.

Managing L ocal Changes

When changes are made to a versioned process group, the state of the component updatesto "Locally

modified" ( *

The DFM can show, revert or commit the local changes. These options are available for selection in the context menu
when right-clicking on the process group:
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or when right-clicking on the canvas inside the process group:
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The following actions are not considered local changes:
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« disabling/enabling processors and controller services

» stopping/starting processors

« modifying sensitive property values

» modifying remote process group URLs

» updating a processor that was referencing a non-existent controller service to reference an externally available

controller service

 creating, modifying or deleting variables

Note: Creating a variable does not trigger alocal change because creating a variable on its own has not
E changed anything about what the flow processes. A component will have to be created or modified that uses

the new variable, which will trigger alocal change. Modifying a variable does not trigger alocal change
because variable values are intended to be different in each environment. When a versioned flow isimported,
it is assumed there is a one-time operation required to set those variables specific for the given environment.
Deleting a variable does not trigger alocal change because the component that references that variable will
need need to be modified, which will trigger alocal change.

Variables do not support sensitive values and will be included when versioning a Process Group.

Show L ocal Changes

Thelocal changes made to a versioned process group can be viewed in the Show Local Changes dialog by selecting
"Version#Show local changes' from the context menu.

Show Local Changes

I The following changes have been made to ABC (Version 1). I

Displaying 4 of 4

Filter

Component Name « Change Type Difference
Get Movie Data Run Schedule Changed From "10 mins’ to 'S mins’ -+
LogAttribute Component Added Processor was added —
Publish to "Movies” Topic Property Value Changed From 'Compression Type=none' to '‘Compression Type=gzip’ =
RouteOnAttribute Bulletin Level Changed From "WARN' to 'ERROR’ =

CLOSE

15
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Y ou can navigate to a component by selecting the "Go To" icon

—
(. )
initsrow.
Note: Asdescribed in the Managing Local Changes section, there are exceptions to which actions are
E reviewable local changes. Additionally, multiple changes to the same property will only appear as one change
in the list as the changes are determined by diffing the current state of the process group and the saved version
of the process group noted in the Show Local Changes dialog.

Revert Local Changes

Revert the local changes made to a versioned process group by selecting "Version#Revert local changes' from the
context menu. The Revert Local Changes dialog displays alist of the local changes for the DFM to review and
consider prior to initiating the revert. Select "Revert" to remove all changes.

Revert Local Changes

The following changes have been made to ABC (Version 1). Revert will remove all changes.

Displaying 4 of 4

Filter

Component Name « Change Type Difference
Get Movie Data Run Schedule Changed From "10 mins' to 'S mins’ -
LogAttribute Component Added Processor was added —
Publish to "Movies” Topic Property Value Changed From ‘Compression Type=none’ to '‘Compression Type=gzip’ -
RouteOnAttribute Bulletin Level Changed From "WARN' to 'ERROR’ =

CANCEL REVERT

Y ou can havigate to a component by selecting the "Go To" icon

—
C )
initsrow.
Note: Asdescribed in the Managing Local Changes section, there are exceptions to which actions are
E revertible local changes. Additionally, multiple changes to the same property will only appear as one change
in the list as the changes are determined by diffing the current state of the process group and the saved version
of the process group noted in the Revert Local Changes dialog.
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Commit Local Changes

To commit and save aflow version, select "Version#Commit local changes' from the context menu. In the Save Flow
Version dialog, add comments if desired and select "Save".

Save Flow Version

Registry
Local Registry Versi f fl
ersion or riow

Bucket
HERE to be saved

Bucket 2 \
e (2]
ABC

Description

Get movie CSV data, convert to JSON and publish to Kafka topic "Movies”

Comments

Lowered Run Schedule on GetHttp

Added Gzip compression

Increased bulletin level from Warn to Error
Added new LogAttribute processor

Local changes can not be committed if the version that has been modified is not
the latest version. In this scenario, the version state is "L ocally modified and

sale’ (

Change Version

To change the version of aflow, right-click on the versioned process group and select "V ersion#Change version”.

17
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€8 Copy
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NiFi Flow

In the Change Version dialog, select the desired version and select "Change':
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Change Version

Registry
Local Registry

Bucket

Bucket 2

Name

ABC

Current Version

1

Version - Created Comments

2 01/04/2018 11:23:10.564 Lowered Run Schedule on GetHttp Added Gzip compression Increased bulletin leve...
1 01/03/2018 10:39:36.520 Initial Save

CANCEL CHANGE ‘hﬂ

The version of the flow is changed:
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NiFi Flow
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In the example shown, the versioned flow is upgraded from an older to the newer latest version. However, aversioned
flow can also be rollbacked to an older version.

IE Note: For "Change version” to be an available selection, local changes to the process group need to be
reverted.

Stop Version Control

To stop version control on aflow, right-click on the versioned process group and select "V ersion#Stop version

control":
ni @' @ ':b] @ IEI EI ‘?: } :_-é Userl E
0 0/ 0 bytes 0 0 0 HE5 A1 0 v1 0 0 0 0 < 12:18:15EST Q E
@ Navigate (=)

+" Process Group ABC
ra .
@a B 0 @0 p0 M5 A1 %0

Queued 0 (0 bytes)

In 0 (0 bytes) = 0 £ Configure

Read/Write 0 bytes / 0 bytes Variables
Out 0 — 0 (0 bytes)

Version 4 .
0 0 0 070 Change version

= Enter group Stop version control @

P Start
éb Operate = W Stop

T_\T Process Group ABC & View status history

o——p Process Group

beb6ee32-0160-1000-4503-16¢7bbba2dd9

£+ N > B =
2 = 1 peLeTE

© View connections 4
4 Manage access policies

€ Center in view

& Group

£= Create template

@ Copy

@ Delete

NiFi Flow

In the Stop Version Control dialog, select "Disconnect”.
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Stop Version Control

Are you sure you want to stop version control?

CANCEL

The removal of the process group from version control is confirmed.

Disconnect

This Process Group is no longer under version control.

OK

21
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ni¢ By EE T >

Process Group ABC

0 0/ 0 bytes 0 0 ms5
@ Navigate B8
e a (Il 0o
. I Queued
- ]n
Read/Write
Out
1] 0
Q Operate =]
A NiFi Flow

85 Process Group

22164a68-0160-1000-e68d-a75c6dccdec]

8 Q > B = 3

NiFi Flow

Nested Versioned Flows

0 lm5 1 0

0 (0 bytes)

0(0 bytes) =0
0 bytes / 0 bytes
0= 0(0 bytes)

0007?20

AN

=~ 14:50:52 EST

A versioned process group can contain other versioned process groups. However, local changes to a parent process
group cannot be reverted or saved if it contains a child process group that also haslocal changes. The child process
group must first be reverted or have its changes committed for those actions to be performed on the parent process

group.

Variablesin Versioned Flows

Variables are included when a process group is placed under version control. If aversioned flow isimported that
references a variable not defined in the versioned process group, the reference is maintained if the variable exists.
If the referenced variable does not exist, a copy of the variable will be defined in the process group. To illustrate,
assume the variable "RPG_Var" is defined in the root process group:

22
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Variables

Process Group

roc + Variables
NiFi Flow

RPG_Var

Referencing Processors @
None

NiFi Flow fUsers/tmp

Referencing Controller Services
None

Unauthorized Referencing Components @

Mone

Variables do not support sensitive values and will be included when versioning a Process Group. CANCEL

A process group PGL is created:

23
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— - Name success
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| out 0 (0 bytes) 5 min
| Tasks/Time 0 /00:00:00.000 5 min

NiFiFlow » PG1

s

The GetFile processor in PG1 references the variable "RPG_Var':

24



Apache NiFi

Versioning a DataFlow

Variables

Process Group
PG1

Scope

NiFi Flow

RPG_Var

Value

fUsers/tmp

Variables do not support sensitive values and will be included when versioning a Process Group.

Variables
RPG_Var

Referencing Processors @
B GetFile

Referencing Controller Services

None

Unauthorized Referencing Components @

Mone

CANCEL APPLY

PGl is saved as a versioned flow:
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If PG1 versioned flow isimported into this same NiFi instance:
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the added GetFile processor will also reference the "RPG_Var" variable that existsin the root process group:
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Variables

Process Group Variables

PG1 RPG_Var
Referencing Processors @

Scope Value )
B GetFile
MiFi Flow RPG_Var fUsers/tmp W GetFile

Referencing Controller Services @
None
Unauthorized Referencing Components @
Mone

Variables do not support sensitive values and will be included when versioning a Process Group. CANCEL

If PG1 versioned flow isimported into a different NiFi instance where "RPG_Var" does not exist:
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#0 =0/Obytes ©0 ©0 M0 M2 A0 H0 +¥w1 %0 ©0 OO0 70 <Z10:4452EDT Q
@ HNavigate =
aa Il

@0 @0 >0 N2 A0 R0

ﬁ Operate =]
Queued 0 (0 bytes)
NiFi Flow In 0 (0 bytes) — 0 5 min
= Process Group Read/Write 0 bytes / 0 bytes 5 min
J0c75d84f-0162-1000-6f72-2ecd332243b6 | Out 0~ 0(0 bytes) 5 min
& & > B = 3 v0 %0 0000720
NiFi Flow

s P

A "RPG_Var" variable is created in the PG1 process group:
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Process Group + Variables

PG1 RPG_Var
Referencing Processors @

Scope Value )
B GetFile
PGI RPG_Var fUsers/tmp @ - :

Referencing Controller Services @
None
Unauthorized Referencing Components @
Nomne

Variables do not support sensitive values and will be included when versioning a Process Group. CANCEL

Restricted Componentsin Versioned Flows

Toimport aversioned flow or revert local changesin aversioned flow, a user must have access to all the components
in the versioned flow. As such, it is recommended that restricted components are created at the root process group
level if they areto be utilized in versioned flows. Let's walk through some examples to illustrate the benefits of this

configuration. Assume the following:

e Therearetwo users, "sys admin" and "test_user" who have access to both view and modify the root process

group.

e "sys admin" has accessto al restricted components.
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x
2 . .
¢ Access Policies
¢ - - & 0
access restricted components ~  regardless of restrictions w
CN=sys_admin, OU=NIFI o]
{
0
i
% Last updated: 09:52:40 EDT
NiFi Flow

e "test_user" has access to restricted components requiring 'read filesystem' and ‘write filesystem'.
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x
- | .
¢ Access Policies
access restricted components % requiring 'read filesystem’ v & o
CN=test_user, OU=NIFI o]
a=
¢
Q=
o
i
% Lastupdated: 12:51:25 EDT Only listing restriction specific users. Users with permission “regardless of restrictions” not shown but are also allowed.

x

- | .
¢ Access Policies

access restricted components v requiring 'write filesystem’ v & @

CN=test_user, OU=NIFI ]
{
0t
i

& Last updated: 09:56:41 EDT Only listing restriction specific users. Users with permission “regardless of restrictions” not shown but are also allowed.
NiFi Flow

Restricted Controller Service Created in Root Process Group

In thisfirst example, sys_admin creates a KeytabCredentia sService controller service at the root process group level.
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s

NiFi Flow Configuration

GENERAL

CONTROLLER SERVICES

& Last updated: 10:29:24 EDT

Bundfe ~

KeytabCredentialsService RPG | KeytabCredentialsService 1.6.0  org.apache.nifi - nifi-kerberos-credential.. ¥ Enabled m g A

Listed services are available to all descendant Processors and services of this Process Group.

KeytabCredential Service controller service is arestricted component that requires ‘access keytab' permissions:

Add Controller Service

Source Displaying 48 of 48

all groups

avro cache cluster
connection credentials
csv database

delimited distributed
enrich join json key
lookup map reader

record recordset
reloadable restricted

row server set value
writer

Version

JettyWebSocketServer server, Jetty, WebSocket
JsonPathReader parser, reader, record, jsonpath,...
JsonRecordSetWriter serialize, record, json, resultset, ..

JsonTreeReader parser, reader, record, tree, json

KeytabCredentialsService , Keytab,

ab and principal that can then be
mongo, lookup, record, mongodb
PropertiesFileLookupService lookup, cache, reloadable, enric...
RedisConnectionPoolService  1.6.0 2 cache, redis
RedisDistributedMapCache... 1.6.0E cache, distributed, map, redis

AWSCredentialsProviderControllerService 1.6.0 org.apache.nifi - nifi-aws-nar

Defines credentials for Amazon Web Services processors. Uses default credentials without
configuration. Default credentials support EC2 instance profile/role, default user profile,
environment variables, etc. Additional options include access key / secret key pairs, credentials
file, named profile, and assume role credentials.

Sys_admin creates a process group ABC containing a flow with GetFile and PutHDFS processors:
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g0 = 0/0 bytes ®0 ® 0 »0 2 A0 s o v o *0 @0 00 70 £ 10:22:44 EDT Q
@ Navigate S)
r3e L GetFile
- | -~
aa [k [1S] ™ Getriter.60
org.apache.nifi - nifi-standard-nar
| In 0 (0 bytes) 5 min
| Read/Write 0 bytes / 0 bytes 5min
| Out 0 (0 bytes) 5 min
| Tasks/Time 0/ 00:00:00.000 5min
Name success
Queued 0 (0 bytes)
ﬁ Operate = l
|—‘|’ ABC
—o Process Group U= g PutHDFS
ol PutHDFS 1.6.0
962749¢1-0162-1000-36b5-b45becf45c3de | org.apache.nifi - nifihadoop-nar
- In 0 (0 bytes) 5 min
® & > B 3 | Read/Write 0bytes /0 bytes 5 min
: Out 0 (0 bytes) 5 min
| Tasks/Time 0/00:00:00.000 5 min
NiFi Flow » ABC

GetFile processor is arestricted component that requires 'write filesystem' and 'read filesystem' permissions:

Add Processor

Source

all groups

amazon attributes
avro aws consume
csv delete fetch
get hadoop
ingest ingress
insert json kafka

listen logs
message pubsub
put record
restricted send
source update

Displaying 258 of 258
Version
GeoEnrichlP
GetAzureEventHub
GetCouchbaseKey
GetDynamoDB
GetFTP
) GetFile

Require:
* 'w

GetHTMLElement

GetHTTP 1.6.0

AttributeRollingWindow 1.6.0

Filter

geo, ip, enrich, maxmind

cloud, streaming, streams, eve...

database, couchbase, get, nosql
Fetch, Get, DynamoDB, Amazo...

input, FTR get, fetch, retrieve, fi..
ingress, input, restricted, get, fil.

ess, dom, get, himl, element

inout. aet. fetch. htto. ooll. htto...

org.apache.nifi - nifi-stateful-analysis-nar

Track a Rolling Window based on evaluating an Expression Language expression on each
FlowFile and add that value to the processor’s state. Each FlowFile will be emitted with the count
of FlowFiles and total aggregate value of values processed in the current time window.

PutHDFS is arestricted component that requires ‘write filesystem' permissions:
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Add Processor

Source Displaying 258 of 258 Filter
all groups Ty Ta

. PutGCSObject 6. gcs. google cloud, google, archi...
amazon attributes PutHBaseCell

avro aws consume  ppacison
csv delete fetch PutHBaseRecord record, hadoop, hbase, put
_get hadoop PUtHDFS 6. restricted, HDFS, hadoop, copy,..
ingest ingress & ! :

inse" json kafka a |nHB?—"S'|—JIrN
Iiﬂen |095 PutHiveStreaming
message pubsub PutigniteCache
pl.lt record PutinfluxDB 6. timeseries, insert, influxdb, writ...
restricted send — jms, send, put

source upda‘te Pititaflia Piih&ith Maseans Kaflea Anar

hadoop, hbase
json, hadoop, hbase, put

tor the ability to delete any file that NiFi
em

ive, streaming, database, stor...

cache, stream, insert, update, I...

PutHDFS 1.6.0 org.apache.nifi - nifi-hadoop-nar

Write FlowFile data to Hadoop Distributed File System (HDFS)

The PutHDFS processor is configured to use the root process group level KeytabCredentialsService controller
service:

Configure Processor

SCHEDULING PROPERTIES COMMENTS

Required field +

Property Value

Hadoop Configuration Resources /Users/tmp/core-site.xml

I Kerberos Credentials Service KeytabCredentialsService RPG I

Kerberos Principal No value set
No value set

4 hours

Kerberos Keytab
Kerberos Relogin Period
No value set
[Users/tmp
fail

Additional Classpath Resources
Directory

Conflict Resolution Strategy
Block Size No value set
10 Buffer Size No value set
Replication No value set
Permissions umask No value set

Remote Owner No value set

2]
=]
L]
L]
o
o
o
L]
2]
]
=]
=]
L]
a

Dammnta Memn Mo vraliie eat

Sys_admin saves the process group as a versioned flow:
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#0 =0/0bytts ©0 ©0 M0 M2 A0 0 w1 %0 ©0 ©0 7?70 10:4444EDT Q
@ Navigate S
Ut U= g Getfile
aa Ik L\.j " GetFile 1.6.0
org.apache.nifi - nifi-standard-nar

In 0 (0 bytes) 5 min

Read/Write 0 bytes /0 bytes 5 min

Qut 0 (0 bytes) 5 min

Tasks/Time 0/ 00:00:00.000 5 min

' Name success
:'Q‘ueu.ed 0{0 b}:‘les)

ﬁ Operate = l

8—8 aBC 0 .. s s s s

|5l U= g PutHDFS

a—op Process Group ) PUtHDFS 1.6.0

962749¢1-0162-1000-36b5-b45befd5c3de org.apache.nifi - nifi-hadoop-nar
In 0 (0 bytes) 5 min

'u' QQ b . ;. ;" Read/Write 0 bytes /0 bytes 5 min

Qut 0 (0 bytes) 5 min
Tasks/Time 0/ 00:00:00.000 5 min

NiFi Flow »I ~ ABC I

Test_user changes the flow by removing the KeytabCredentialsService controller service:

Configure Processor

SCHEDULING PROPERTIES COMMENTS

Required field -

Property Value

Hadeop Configuration Resources /Users/trmp/core-site xml

I Kerberos Credentials Service Mo value set I

Kerberos Principal No value set

Kerberos Keytab Mo value set
Kerberos Relogin Period 4 hours
Additional Classpath Resources No value set
Directory

Conflict Resolution Strategy

Block Size

JUsersftmp
fail

Mo value set
10 Buffer Size No value set

Mo value set

Replication

Permissions umask No value set

Remote Owner No value set

Damata Mensim e sraliie eat

If test_user chooses to revert this change:
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Revert Local Changes

The following changes have been made to ABC_Flow (Version 1). Revert will remove all changes.
Displaying 1 of 1

Filter
Component Name Change Type Difference a

PUtHDFS Property Removed Property 'Kerberos Credentials Service' was removed

REVERT

the revert is successful:

Change Flow Version

This Process Group version has changed.

100%

Additionally, if test_user chooses to import the ABC versioned flow:
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Import Version

Registry
Local Secured Registry

Bucket
Bucket_ABC

Name

ABC_Flow

Version ~  Created Comments

1 04/05/2018 13:00:37.510 Initial Save

IMPORT

The import is successful:

#0 #E=0/0Obytes @0 ©0 »0 HM2 AD $0 «1 %0 ©0 ©00 20

£ 09:59:54 EDT Q

@ HNavigate B8
aa Il

@0 ®0po0o W2 AO %0

Queued 0 (0 bytes)
Q Operate =] In 0 (D bytes) =+ 0 5 min
Read/Write 0 bytes / 0 bytes 5 min

NiFi Flow out 0 - 0 (0 bytes) 5min

I}
* Process Gro
e v0 %k0Q00©0°?0
0c75d8df-0162-1000-ef72-2ecd332243b6
o > E =5

NiFi Flow

Restricted Controller Service Created in Process Group

Now, consider a second scenario where the controller serviceis created on the process group level.
Sys_admin creates a process group XY Z:
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#0 =0/0bytes ®©®0 ©O0 M0 WO A0 0 ~0 %0 ©@O0 ©O0 7?0 £154651EDT Q

@ Navigate S)
e a Il

@0 @0 >0 WO A0 RO

ﬁ Operate B Queued 0 (0 bytes)
In 0 (0 bytes) = 0 5min
NiFi Flow Read/Write 0 bytes / 0 bytes 5 min
& Process Group out 0~ 0(0bytes) 5 min
0c75d8df-0162-1000-ef72-2ecd332243b6
. & ~+0 %0 G0 0070
& & >
NiFi Flow

Sys_admin creates a K eytabCredential sService controller service at the process group level:

3
XYZ Configuration
(O
GENERAL CONTROLLER SERVICES
{
Bundle ~
& KeytabCredentialsService PG| KeytabCredentialsService 160 | org.apache.nifi - nifikerb dential.. | ¥ &5 4
a-
|C
a=
9t
i
¢
% Last updated: 15:49:36 EDT Listed services are available to all descendant Processors and services of this Process Group.
NiFi Flow

The same GetFile and PutHDFS flow is created in the process group:
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#0 =0/0bytes ®0 ®©0 »0 H2 A0 0 ~0 %0 ©0 ©O0 2?0 £1557:41EDT Q
@ Navigate S)
Foq. L] GetFile
aa Ikl g W CeiFile 160
arg.apache.nifi - nifi-standard-nar
In 0 (0 bytes) 5 min
Read/Write 0 bytes /0 bytes 5 min
Out 0 (0 bytes) 5 min
Tasks/Time 0/00:00:00.000 5 min

Name success
Queued 0 (0 bytes)

ﬁ Operate =
‘|'—T XYZ

a—op Process Group
96db60fc-0162-1000-1acB-dc96718ec3Ta

B m PutHDFS

* Q’ b . ;. ;- = :;.[:)I::hse.:;r?‘-?wifi-hadaop-nar
In 0 (0 bytes) 5 min
Read/Write 0 bytes/ 0 bytes 5 min
Out 0 (0 bytes) 5 min
Tasks/Time 0/ 00:00:00.000 5 min

NiFi Flow » XYZ

However, PutHDFS now references the process group level controller service:

Configure Processor

SCHEDULING PROPERTIES COMMENTS

Required field +

Property Value

Hadoop Configuration Resources [Users/tmp/core-site.xml

I Kerberos Credentials Service KeytabCredentialsService PG I

Kerberos Principal No value set
No value set

4 hours

Kerberos Keytab

Kerberos Relogin Period
Additional Classpath Resources Mo value set
Directory

Conflict Resolution Strategy

[Users/tmp
fail

Block Size Mo value set
10 Buffer Size No value set

Mo value set

Replication

Permissions umask No value set

Remote Owner No value set

PO OO OO0 QOO QO OQ QOO

Dammnta Memn Mo vraliie eat

Sys_admin saves the process group as a versioned flow.

Test_user changes the flow by removing the KeytabCredential sService controller service. However, with this
configuration, if test_user attempts to revert this change:
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Revert Local Changes

The following changes have been made to XYZ_Flow (Version 1). Revert will remove all changes.
Displaying 1 of 1

Filter
Component Name Change Type Difference a

PUtHDFS Property Removed Property 'Kerberos Credentials Service' was removed

REVERT

therevert is unsuccessful because test_user does not have the 'access keytab' permissions required by the
KeytabCredential Service controller service:

Insufficient Permissions

Unable to modify Components requiring additional permission:
access keytab. Contact the system administrator.

Similarly, if test_user triesto import the XY Z versioned flow:
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Import Version

Registry
Local Secured Registry

Bucket
Bucket_XYZ

Name

XYZ_Flow

Version ~  Created

1 04/05/2018 16:01:53.935

The import fails:

Insufficient Permissions

Unable to modify Components requiring additional permission:
access keytab. Contact the system administrator.

Comments

Initial Save
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