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Configuring NiFi Authentication and Proxying with Apache
Knox

Y ou can use the Apache Knox Gateway to provide authentication access security for your NiFi services. The Apache
Knox Gateway (Knox) enables you to extend Apache Hadoop® services to users outside of a Hadoop cluster without
reducing Hadoop security.

Knox also simplifies Hadoop security for users who access the cluster data and execute jobs. Knox integrates with
identity management and single sign-on (SSO) systems used in enterprises, enabling you to use identities from these
systems to access Hadoop clusters. For more information about Knox, see Apache Knox Gateway Overview.

Note:
E If you are using Hortonworks Data Platform (HDP) 2.6.4 or earlier, HA proxying of NiFi is not supported.

Configuring NiFi for Knox Authentication
After you install NiFi, you must update the NiFi configurationsin Apache Ambari.

About thistask

f Important:
We recommend that NiFi isinstalled on adifferent host than Knox.

Procedure
1. In Advanced nifi-ambari-sd-config, the Initial Admin | dentity value must specify a user that Apache Knox can
authenticate.
2. In Advanced nifi-ambari-ssl-config, add a node identity for the Knox node:
» <property name="Node |dentity 1">CN=$NIFI_HOSTNAME, OU=NIFI</property>
» <property name="Node Identity 2">CN=$NIFI_HOSTNAME, OU=NIFI</property>
» <property name="Node Identity 3">CN=$NIFI_HOSTNAME, OU=NIFI</property>
+ <property name="Node Identity 4">CN=$KNOX_HOSTNAME, OU=KNOX</property>
3. Update the nifi.web.proxy.context.path property in Advanced nifi-properties:

ni fi.web. proxy. cont ext. pat h=/ SGATEWAY_CONTEXT/ f | ow- managenent / ni fi - app

$GATEWAY_CONTEXT isthe valuein the Advanced gateway-site gateway.path field in the Ambari Configs
for Knox.

4. Update the nifi.web.proxy.host property in Advanced nifi-properties with a comma-separated list of the host
name and port for each Knox hogt, if you are deploying in a container or cloud environment.

For example:

knox- host 1: 18443, knox- host 2: 443

Configuring Knox for NiFi
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Preparing to Generate Knox Certificates using the TL S Toolkit

Proxies must communicate securely with NiFi using two-way SSL. To set up two-way SSL, you must generate
certificates for Knox to use when communicating with NiFi. Y ou can do this by using the TLS Toolkit. Use these
steps to create a configuration for the TLS Toolkit to generate the certificates for Knox.

Procedure

1. Asthe Knox user, create a nifi-ca-config.json file on each Knox node, in alocation accessible to Knox.

For example, to create the file on a Knox node at /home/knox using the vi text editor, enter the following:

sudo su - knox

Vi

/ home/ knox/ ni fi - ca-config.json

2. Populate the nifi-ca-config.json file with the following information:

{

}

"dn" : " CN=$KNOX_ _HOSTNAME, OU=KNOX",

"keyStore" : "/honme/knox/knox-nifi-keystore.jks",
"keySt or eType" : "jks",

"keySt or ePassword" : "$KEYSTORE_PASSWORD",
"keyPassword" : "$KEY_PASSWORD",

"token" : "$N FI _CA TOKEN VALUE",

"caHost name" : "S$N FI _CA HOSTNAME",

"port" : SN FI _CA PORT,

"trustStore" : "/hone/knox/knox-nifi-truststore.jks",
"trust St orePassword" : "$TRUSTSTORE_PASSWORD',
"trust StoreType" : "jks"

where:

$KNOX_HOSTNAME isthe FQDN for the cluster node on which Knox isinstalled.

$KEY STORE_PASSWORD is the password you want the TLS Toolkit to use for the KeyStore and TrustStore
for Knox when communicating with NiFi.

$KEY_PASSWORD isrequired when SSL is enabled. If you are using the NiFi Certificate Authority (CA),
this value is automatically generated if the field isleft blank. Y ou can find this value in the K ey passwor d
field in the NiFi Advanced nifi-ambari-ssl-config configuration section.

$NIFI_CA_TOKEN_VALUE isthetoken that NiFi CA usesto verify a NiFi node identity before issuing
certificates. You can find thisvalue in the NiFi CA Token field in the NiFi Advanced nifi-ambari-ssl-config
configuration section.

$NIFI_CA_HOSTNAME isthe FQDN for the cluster node on which the NiFi CA isinstalled.
$NIFI_CA_PORT isthe port used by the NiFi CA.

You can find thisvalue in the NiFi Certificate Authority port field in the NiFi Advanced nifi-ambari-ssl-
config configuration section.

$TRUSTSTORE_PASSWORD isthe truststore password.

B Note: You can set keyStorePassword, keyPassword, and trustStorePassword to the Knox Master Secret

to make it easier to import the keyStore and trustStore created by the NiFi Certificate Authority into the
Knox keystore.

Example

Example nifi-ca-config.json file

"dn" : "CN=slo-hdf-test5.field. hortonworks.com OU=KNOX",
"domai nAl t ernati veNanes" : nul |,
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"keyStore" : "/honme/ knox/knox-nifi-keystore.jks",
"keySt oreType" : "jks",

"keySt or ePassword" : "admi n",

"keyPassword" : "adm n",

"token" : "token",

"caHost nane" : "slo-hdf-test5.field.hortonworks. cont,
"port" : 10443,

"dnPrefix" : "CN=",

"dnSuffix" : ", OLENFI",

"reorderDn" : true,

"trustStore” : "/home/ knox/knox-nifi-truststore.jks",
"trust StorePassword" : "admin",

"trust StoreType" : "jks"

Generating Knox Certificates Using the TL S Toolkit
Y ou can generate the certificates used by Knox when proxying NiFi using the TLS Toolkit.

Before you begin

Ensure that Javais set correctly for your environment.

Procedure

1. Asthe Knox user, start the TLS Toolkit. For the location of the TLS Toolkit, see the HDF Release Notes for
release-specific download information.

For example:

[var/lib/anbari-agent/tnp/nifi-toolkit-1.7.0.3.2.0.0-520/bin/tls-
tool kit. sh

client --subjectAlternativeNanes " CN=$KNOX HOSTNAME, OU=KNOX"

-F

-f /hone/ knox/ ni fi-ca-config.json

Thetoolkit requests a new certificate and creates two new files containing the keystore and truststore:

/ hone/ knox/ knox- ni fi - keyst ore. j ks
/ home/ knox/ knox- ni fi-truststore.jks

2. Import the Knox certificate for NiFi into the Knox gateway.jks file:

keyt ool

-i nportkeystore

-srckeystore / home/ knox/ knox-ni fi-keystore.jks

-dest keystore /usr/ hdf/current/knox-server/datal/security/keystores/
gat eway. j ks

-dest st oretype JKS

-srcstorepass $KEYSTORE_PASSWORD

- dest st or epass $KNOX_MASTER PASSWORD

The gateway.jks file now contains a PrivateKeyEntry for NiFi.
3. Import the NiFi CA truststore into the Knox gateway.jks file:

keyt ool
-inportkeystore
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-srckeystore /home/ knox/ knox-nifi-truststore.jks

- dest keystore /usr/ hdf/current/knox-server/datal/security/keystores/
gat eway. j ks

-dest st oretype JKS

-srcstorepass $TRUSTSTORE PASSWORD

- dest st or epass $KNOX_MASTER PASSWORD

The gateway.jks file should now contain a trustedCertEntry for NiFi.
4. Verify that the proper keys arein the gateway.jksfile:

keyt ool

-keystore /usr/hdf/current/knox-server/datal/security/keystores/gateway.jks
- st or epass $KEYSTORE PASSWORD

-li st

-V

Results

Y ou see nifi-key and nifi-cert in addition to the gateway-identity key.

Configuring the Knox SSO Topology

If you are proxying NiFi and authenticating with Knox SSO, you must make several edits to the Knox SSO topology.
If you not authenticating with Knox SSO, these steps are not necessary.

Procedure

1. Navigate to Advanced knoxsso-topology and, in the KNOXSSO service definition, edit the Knox SSO token
time-to-live value. For example, for a 10 hour time-to-live:

<par anp
<nane>knoxsso. t oken. ttl </ nanme>
<val ue>36000000</ val ue>

</ par an»

2. Update the knoxsso.redirect.whitelist.regex property with aregex value that represents the host or domain in
which the NiFi host is running. If the knoxsso.redirect.whitelist.regex property does not exist, you must add it. For
example:

<par ane

<name>knoxsso. redi rect.whitelist.regex</nanme>

<val ue>"https?:\/\/(hdf-test\.field\.hortonworks\.conl ocal host |
127\ .0\.0\.2]0:0:0:0:0:0:0:1]::1):[0-9]. *$</ val ue>
</ par an®

Creating an Advanced Topology

Procedure

1. Asthe Knox user, create flow-management.xml in /usr/hdf/current/knox-server/conf/topol ogies.
2. Add the following content to flow-management.xml:
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If you have modified the ShiroProvider in the topology specified in the Advanced Topology section of the
Ambari Knox configs, and want to authenticate Flow Management topology users in the same manner as
Advanced Topology users, ensure that those modifications are reflected in your added content.

<?xm version="1.0" encodi ng="utf-8"?>

ST
Li censed to the Apache Software Foundation (ASF) under one or nore
contributor |icense agreenents. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.
The ASF licenses this file to You under the Apache License, Version 2.0
(the "License"); you may not use this file except in conpliance with
the License. You may obtain a copy of the License at

http://ww. apache. org/|licenses/ LI CENSE-2. 0

Unl ess required by applicable |law or agreed to in witing, software
di stributed under the License is distributed on an "AS | S" BASI S
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
See the License for the specific | anguage governi ng perm ssions and
limtations under the License.
- >
<t opol ogy>
<gat eway>
<provi der >
<rol e>aut henti cati on</rol e>
<nane>Shi r oPr ovi der </ name>
<enabl ed>t r ue</ enabl ed>
<par an
<name>sessi onTi meout </ name>
<val ue>30</ val ue>
</ par an®
<par an
<nane>r edi rect ToUr | </ nanme>
<val ue>/ gat eway/ knoxsso/ knoxaut h/ | ogi n. ht m </ val ue>
</ par an®
<par an
<name>restri ct edCooki es</ name>
<val ue>r enenber me, WWM Aut hent i cat e</ val ue>
</ par ane
<par an
<nanme>mai n. | dapReal nx/ name>
<val ue>or g. apache. hadoop. gat eway. shi r or eal m KnoxLdapReal nx/ val ue>
</ par an»
<par an
<name>mai n. | dapCont ext Fact or y</ nane>

<val ue>or g. apache. hadoop. gat eway. shi r or eal m KnoxLdapCont ext Fact or y</

val ue>

</ par an»

<par an®
<nanme>mai n. | dapReal m cont ext Fact or y</ name>
<val ue>$l dapCont ext Fact or y</ val ue>

</ par an®

<par ane
<nanme>nmai n. | dapReal m user DnTenpl at e</ nane>
<val ue>ui d={ 0}, ou=peopl e, dc=hadoop, dc=apache, dc=or g</ val ue>

</ par an®

<par an®
<nanme>nai n. | dapReal m cont ext Fact ory. ur | </ name>
<val ue>l dap: // | ocal host : 33389</ val ue>

</ par an»
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<par an>
<nanme>nai n. | dapReal m aut hent i cat i onCachi ngEnabl ed</ name>
<val ue>f al se</ val ue>
</ par an»
<par an®
<name>nmai n. | dapReal m cont ext Fact ory. aut henti cat i onMechani snx/ name>
<val ue>si npl e</ val ue>
</ par an®
<par ane
<name>url s./**</ name>
<val ue>aut hcBasi c</ val ue>
</ par an®
</ provi der >
<provi der >
<rol e>i dentity-assertion</rol e>
<name>Def aul t </ name>
<enabl ed>t r ue</ enabl ed>
</ provi der >
</ gat eway>
<servi ce>
<rol e>Nl Fl </ r ol e>
<url >$NI FI _HTTP_SCHEME: / / $NI FI _HOST: $NI FI _HTTP_SCHEME_PORT</ ur | >
<par am nane="useTwoWaySsl " val ue="true"/>
</ service>
</t opol ogy>

Where:

e $NIFI_HTTP_SCHEME specifies whether NiFi is communicating over HTTP or HTTPS.

*  $NIFI_HOST isthe FQDN of the host machine on which NiFi is running.

e $NIFI_HTTP_SCHEME_PORT specifies the port on which NiFi isrunning. This value varies depending
on HTTP or HTTPS usage. In Advanced nifi-ambari-sd-config, if Enable SSL ? is selected, use the port
specified by NiFi HTTP port (SSL), and if not, use the port specified by NiFi HTTP port (non-SSL). The
port values are available in Advanced nifi-ambari-config.

3. Savethe configuration and restart Knox, or continue by configuring Knox SSO.

Configuring Knox SSO

Procedure
1. If you want to use Knox SSO authentication, perform the following steps:

a. On each cluster node with Knox installed, replace the ShiroProvider federation provider in the flow-
management.xml file with the following content:

<provi der >
<rol e>f ederati on</rol e>
<nanme>SSOCooki ePr ovi der </ nane>
<enabl ed>t r ue</ enabl ed>
<par an®
<nanme>sso. aut henti cati on. provi der. url </ name>
<val ue>htt ps: // $KNOX_HOSTNAME: $KNOX_PORT/ gat eway/ knoxsso/ api / v1/
websso</ val ue>
</ par an»
</ provi der >

where:

e $KNOX_HOSTNAME isthe FQDN of the Knox host.
*  $KNOX_PORT isthe port Knox is using.
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Y our new flow-management.xml file looks similar to the following:

<?xm version="1.0" encodi ng="utf-8"?>

& ==
Li censed to the Apache Software Foundation (ASF) under one or nore
contributor |icense agreenents. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.
The ASF licenses this file to You under the Apache License, Version
2.0
(the "License"); you may not use this file except in conpliance with
the License. You may obtain a copy of the License at

http://ww. apache. org/ i censes/ LI CENSE-2. 0

Unl ess required by applicable law or agreed to in witing, software
distributed under the License is distributed on an "AS | S" BASI S
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or
i mpli ed.
See the License for the specific | anguage governing perm ssions and
limtations under the License.
-->
<t opol ogy>
<gat eway>
<pr ovi der >
<rol e>f ederati on</rol e>
<name>SSOCooki ePr ovi der </ nanme>
<enabl ed>t r ue</ enabl ed>
<par an
<nanme>sso. aut henti cati on. provi der. url </ nane>
<val ue>https://hdf-test.field. hortonworks. com 8443/ gat eway/
knoxsso/ api / vl/ websso</ val ue>
</ par an®>
</ provi der >
<provi der >
<rol e>i dentity-assertion</rol e>
<nane>Def aul t </ nane>
<enabl ed>t r ue</ enabl ed>
</ provi der >
</ gat eway>
<servi ce>
<rol e>Nl Fl </ r ol e>
<url>https://hdf-test-nifi.field.hortonworks.com 9091</url >
<par an®
<name>useTwoWaySsl </ nane>
<val ue>t rue</ val ue>
</ par an»
</ service>
</t opol ogy>

b. If youwant to access NiFi directly and still use Knox SSO:

* Export the Knox SSO certificate:

$KNOX_| NSTALL_DI R/ bi n/ knoxcl i .sh export-cert

e Set the following propertiesin the Advanced nifi-properties section in Ambari:

nifi.security.user.knox.url =https://$KNOX_HOSTNAME: $KNOX_PORT/
gat eway/ knoxsso/ api / vl/ websso
nifi.security.user.knox. publicKey=<pat h-to>/gateway-identity.pem
ni fi.security.user.knox.cooki eName=hadoop-j wt
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nifi.security.user.knox. audi ences=

The cookieName property must align with what is configured in Knox. The audiences property is used to
only accept tokens from a particular audience. The audiences value is configured as part of Knox SSO.

2. Savethe configuration and restart Knox.

Adding a NiFi Policy for Knox

A new NiFi installation includes the policies necessary for Knox. If you are configuring an existing NiFi installation
to be proxied by Knox, you must manually create NiFi policies for Knox. Y ou can create and add these policies using
either NiFi or Apache Ranger.

Adding a Policy Using NiFi
Y ou must add the Knox user and proxy policies only if you did not add the Knox cert DN to the list of node identities
in Advanced nifi-ambari-ssl-config when NiFi wasinstaled. Y ou aso must manually edit policies for the users who
are going to log in to Knox and for the Knox node itself to be authorized as a proxy. At a minimum, the Knox node
should be added to the policy for proxying user requests and the users.

Procedure

1. Create a user to represent the Knox identity in NiFi. Navigate to the NiFi Global Menu | Users. Click Add User .
The value for the identify of this new user isthe DN from the cert that Knox is using to communicate with NiFi.

2. From the NiFi Global Menu | Policies, select proxy user requests and add the Knox identity.
3. For component-level palicies, on the root group, add permissionsto "view the data" and to "modify the data" for

the Knox identity.

Adding a Policy Using Ranger
If you are using Ranger, complete the following steps to add a policy for the Knox node user.

Procedure

1. Create auser to represent Knox in NiFi by taking the DN from the cert that Knox is using to communicate with
NiFi.

2. For the component level policies, on the root group, add permissionsto "view the data" and to "modify the data’
for the Knox user:

e Set WRITE to /proxy.
e Set READ and WRITE to /data/process-group/<root-group-id>.

Accessing NiFi Using Knox

Procedure

1. Enter thefollowing URL in a browser:

htt ps: // $KNOX_HOST: $KNOX_PORT/ $GATEWAY_CONTEXT/ f | ow managenent / ni fi - app/
nifi
Where:

¢ $KNOX_HOST:KNOX_PORT isthe Knox host:gateway port.
 $GATEWAY_CONTEXT isthe gateway context, defined in the gateway-site configuration in Knox.

2. When prompted, enter your NiFi user name and password to be authenticated by Knox.

10
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Results

Knox proxies the NiFi Ul.
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