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1. Getting Ready to Install

This section describes the information and materials you need to get ready to install the
Hortonworks Data Platform (HDP) manually. Use the following instructions before you
deploy Hadoop cluster using HDP:

1. Meet minimum system requirements

2. Configure the remote repositories

3. Decide on deployment type

4. Collect information

5. Prepare the environment

6. Download companion files

7. Define environment parameters

8. Optional - Create system users and groups

9. Determine HDP Memory Configuration Settings

1.1. Meet Minimum System Requirements

To run the Hortonworks Data Platform, your system must meet minimum requirements.
¢ Hardware Recommendations

¢ Operating System Requirements

¢ Software Requirements

¢ Metastore Database Requirements

¢ JDK Recommendations

1.1.1. Hardware Recommendations

Although there is no single hardware requirement for installing HDP, there are some basic

guidelines. You can see sample setups here: Suggested Hardware for a Typical Hadoop
Cluster.

1.1.2. Operating Systems Requirements
The following operating systems are supported:
* 64-bit CentOS 5 or 6
¢ 64-bit Red Hat Enterprise Linux (RHEL) 5 or 6
* 64-bit Oracle Linux 5 or 6

¢ 64-bit SUSE Linux Enterprise Server (SLES) 11, SP1 and SP3



http://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.1.7/bk_cluster-planning-guide/content/ch_hardware-recommendations.html
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* 64-bit Debian 6

* 64-bit Ubuntu Precise (12.04)

On each of your hosts:

e yum [for RHEL or CentOS]
* zypper [for SLES]

* php_curl [for SLES]

* apt-get [for Ubuntu]

* rpm

* scp

* curl

e wget

* unzip

e tar

If you are installing Hive and HCatalog or installing Oozie, you must install a database to
store metadata information in the metastore. You can either use an existing database
instance or install a new instance manually. HDP supports the following databases for the
metastore:

* Postgres 8.x, 9.x

* MySQL 5.x

* Oracle 11gr2

* SQL Server 2012, 2014

The database administrator must create the following databases users for Hive and/or
Oozie:

 For Hive, ensure that your database administrator creates hi ve_dbnane,
hi ve_dbuser, and hi ve_dbpasswd.

» For Oozie, ensure that your database administrator creates oozi e_dbnane,
oozi e_dbuser, and oozi e_dbpasswd.

2

By default, Hive uses the Derby database for the metastore. However, Derby is
not supported for production systems.
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* Installing and Configuring Postgres 8.x and 9.x
* Installing and Configuring MySQL 5.x

* Installing and Configuring Oracle 11g r2

The following instructions explain how to install PostgresSQL as the metastore database.
See your third-party documentation for instructions on how to install other supported
databases.

To install a new instance of PostgresSQL:

1. Connect to the host machine where you plan to deploy PostgreSQL instance and from a
terminal window, type:

* For RHEL and CentQS:
yum install postgresql-server
e For SLES:
zypper install postgresql-server
¢ For Ubuntu and Debian:
apt-get install postgresql-server
2. Start the instance. For RHEL and CentOS:

[etc/init.d/ postgresqgl start

=

For some newer versions of PostgreSQL, you might need to execute the
following command:

[etc/init.d/ postgresqgl initdb
3. Reconfigure PostgreSQL server:

a. Editthe/var/li b/ pgsql / dat a/ post gr esql . conf file and change the value of
#listen_addresses = "localhost' to the following:

listen_addresses = '*'

b. Editthe/var /Il i b/ pgsql / dat a/ post gresql . conf file and change the port
setting #port = 5432 to the following:

port = 5432
c. Editthe/var/li b/ pgsql / dat a/ pg_hba. conf and add the following:

host all all 0.0.0.0/0 trust

d. Optional - If you are using PostgreSQL v9.1 or later, add the following to the / var/
I'i b/ pgsql / dat a/ post gresql . conf file:
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st andard_conformi ng_strings = off

4. Create users for PostgreSQL server as the postgres user.

echo "CREATE DATABASE $dbnane;" | sudo -u $postgres psqgl -U postgres
echo "CREATE USER $user W TH PASSWORD ' $passwd’ ;" | psql -U postgres
echo "GRANT ALL PRI VI LEGES ON DATABASE $dbnane TO $user;" | psqgl -U
post gres

Where $post gr es is the postgres user.

E

5. On the Hive Metastore host, install the connector.

installed, and for access to the Oozie metastore, create 0ozi e_dbuser
after Oozie has been installed.

a. Install the connector.
RHEL/CentOS/Oracle Linux
yuminstall postgresql-jdbc*

SLES
zypper install -y postgresql-jdbc

b. Copy the connector .jar file to the Java share directory.

cp /usr/sharel/ pgsql / postgresql-*.jdbc3.jar /usr/share/javalpostgresql -
jdbc.jar

¢. Confirm that .jar is in the Java share directory.
I's /usr/sharel/]javal postgresql -jdbc.jar

d. Change the access mode of the .jar file to 644.

chrmod 644 /usr/share/javal postgresql-jdbc.jar

The following instructions explain how to install MySQL as the metastore database.
See your third-party documentation for instructions on how to install other supported
databases.

To install a new instance of MySQL:
1. Connect to the host machine you plan to use for Hive and HCatalog.
2. Install MySQL server. From a terminal window, type:

For RHEL/CentOS/Oracle Linux:

yuminstall nysql-server

Oct 28, 2014

For access to the Hive metastore, create hi ve_dbuser after Hive has been
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For SLES:

zypper install nysql-server

For Ubuntu and Debian:

apt-get install nysql-server
3. Start the instance.

For RHEL/CentOS/Oracle Linux:
l[etc/init.d/ nmysgld start
For SLES:

letc/init.d/ nmysqld start

For Ubuntu and Debian:

letc/init.d/ mysgl start

4. Set the r oot user password using the following command format:

nysqgl admi n -u root password $mysql password

For example, to set the password to "root":

nysql admin -u root password root

5. Remove unnecessary information from log and STDOUT.

mysgl adm n -u root 2>&1 >/dev/null

6. Now that the root password has been set, you can use the following command to log in
to MySQL asr oot :

nysql -u root -proot

Asroot, create the “dbuser” and grant it adequate privileges. This user provides access
to the Hive metastore. Use the following series of commands (shown here with the
returned responses) to create "dbuser" with password "dbuser".

[root @6402 /]# nysqgl -u root -proot

Vel cone to the MYSQ nonitor. Commands end with ; or \g.
Your MySQ. connection id is 11

Server version: 5.1.73 Source distribution

Copyright (c) 2000, 2013, Oacle and/or its affiliates. All rights reserved.
Oacle is a registered trademark of Oracle Corporation and/or its
affiliates. Other nanes nmay be trademarks of their respective

owners.

Type 'help;' or '"\h' for help. Type '"\c' to clear the current input
st at enent .

nysql > CREATE USER ' dbuser' @I ocal host' | DENTI FI ED BY ' dbuser';
Query OK, 0 rows affected (0.00 sec)
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mysqgl > GRANT ALL PRI VILEGES ON *.* TO ' dbuser' @I ocal host " ;
Query OK, 0 rows affected (0.00 sec)

mysqgl > CREATE USER ' dbuser' @ % | DENTI FI ED BY ' dbuser"';
Query OK, 0 rows affected (0.00 sec)

nysql > GRANT ALL PRIVILEGES ON *.* TO ' dbuser' @% ;
Query OK, 0 rows affected (0.00 sec)

nysql > FLUSH PRI VI LECES;
Query OK, 0 rows affected (0.00 sec)

nysqgl > GRANT ALL PRI VILEGES ON *.* TO 'dbuser' @I ocal host' W TH GRANT
OPTI ON;
Query OK, 0 rows affected (0.00 sec)

mysqgl > GRANT ALL PRI VILEGES ON *.* TO 'dbuser' @% W TH GRANT OPTI ON;
Query OK, 0 rows affected (0.00 sec)

nysql >
7. Use the exi t command to exit MySQL.

8. You should now be able to reconnect to the database as "dbuser" using the following
command:

nysql -u dbuser -pdbuser
After testing the "dbuser" login, use the exi t command to exit MySQL.
9. Install the MySQL connector JAR file.

* For RHEL/CentOS/Oracle Linux:

yuminstall mysqgl -connector-java*

e For SLES:

zypper install mysqgl-connector-java*

¢ For Ubuntu and Debian:

apt-get install mysql-connector-java*

=

To set up Oracle for use with Hive:

The following procedure is Hive-specific, and assumes that you have already
installed HDP and Hive.

1. On the Hive Metastore host, install the appropriate JDBC .jar file.

a. Download the Oracle JDBC (OJDBC) driver from http://www.oracle.com/
technetwork/database/features/jdbc/index-091264.html.



http://www.oracle.com/technetwork/database/features/jdbc/index-091264.html
http://www.oracle.com/technetwork/database/features/jdbc/index-091264.html
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b. Select Or acl e Dat abase 11g Rel ease 2 - o0j dbcé6.jar.
c. Copy the .jar file to the Java share directory.
cp ojdbc6.jar /usr/share/java
d. Make sure the .jar file has the appropriate permissions - 644.
2. Create a user for Hive and grant it permissions.

 Using the Oracle database admin utility:

# sql pl us sys/root as sysdba

CREATE USER $HI VEUSER | DENTI FI ED BY $HI VEPASSWORD;
GRANT SELECT CATALOG ROLE TO $HI VEUSER;

GRANT CONNECT, RESOQURCE TO $H VEUSER;

QIIT;

* Where $HIVEUSER is the Hive user name and $HIVEPASSWORD is the Hive user
password.

3. Load the Hive database schema.

sql pl us $H VEUSER/ $H VEPASSWORD < hi ve- schema- 0. 13. 0. or acl e. sql

=

The hive schema is located at/ usr/ | i b/ hi ve/ scri pt s/ net ast or e/
upgr ade/ or acl e/ .

Your system must have the correct JDK installed on all the nodes of the cluster. HDP
supports the following JDKs.

* Oracle JDK 1.7 64-bit update 51 or higher

* Oracle JDK 1.6 update 31 64-bit

E

* OpenlJDK 7 64-bit

Deprecated as of HDP 2.1

Use the following instructions to manually install JDK 7:

1. Check the version. From a terminal window, type:

java -version

2. (Optional) Uninstall the Java package if the JDK version is less than 7.
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rpm-ga | grep java
yum renove {java-1.*}

3. (Optional) Verify that the default Java package is uninstalled.
whi ch java
4. Navigate to the usr/ j ava folder. If this folder does not already exist, create the folder:

nmkdir usr/java
cd usr/java

5. Download the Oracle 64-bit JDK (jdk-7u51-linux-x64.tar.gz) from the Oracle
download site. Open a web browser and navigate to ht t p: / / ww. or acl e. com
t echnet wor k/ j ava/ j avase/ downl oads/ j ava- ar chi ve- downl oads-
j avase7-521261. ht i .

Accept the license agreement and download the file labeled "jdk-7u51-linux-x64.tar.gz".

E

6. Copy the downloaded j dk- 7u51- 1 i nux- x64. gz file to the / usr/j ava folder.

The label on the download page is "jdk-7u51-linux-x64.tar.gz", but the actual
name of the file is "jdk-7u51-linux-x64.g9z".

7. Navigate to the / usr/ j ava folder and extract the j dk- 7u51-1i nux- x64. gz file.

cd /usr/java
tar zxvf jdk-7u51-1inux-x64.gz

The JDK files will be extracted into a usr/j ava/j dk1. 7. 0_51 directory.

8. Create a symbolic link (symlink) to the JDK.

In -s /usr/javaljdkl.7.0_51 /usr/javaldefault

9. Set the JAVA HOVE and PATH environment variables.

export JAVA HOVE=/usr/j aval def aul t
export PATH=$JAVA HOVE/ bi n: $PATH

10Verify that Java is installed in your environment by running the following command:
java -version
You should see the following output:
java version "1.7.0 51"

Java(TM SE Runtinme Environnent (build 1.7.0 _51-b13)
Java Hot Spot (TM 64-Bit Server VM (build 24.51-b03, mi xed node)

Use the following instructions to manually install JDK 1.6 update 31:

1. Check the version. From a terminal window, type:



http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html
http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html
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java -version

2. Optional - Uninstall the Java package if the JDK version is less than v1.6 update 31.

rpm-ga | grep java
yum renove {java-1.*}

3. Optional - Verify that the default Java package is uninstalled.
whi ch java

4. Download the Oracle 64-bit JDK (jdk-6u31-linux-x64.bin) from the Oracle download site.
Open a web browser and navigate to ht t p: / / www. or acl e. coni t echnet wor k/
j aval j avase/ downl oads/j ava- ar chi ve- downl oads-j avase6-419409. html .

Accept the license agreement and download j dk- 6u31-1i nux- x64. bintoa
temporary directory ($JDK_download_directory).

5. Change directory to the location where you downloaded the JDK and run the install.

mkdir /usr/jdkl.6.0_31

cd /usr/jdkl.6.0_31

chrmod u+x $JDK_downl oad_di rectory/j dk- 6u31- i nux- x64. bi n
./ $IDK_downl oad_di rect ory/j dk- 6u3l-1i nux-x64. bi n

6. Create symbolic links (symlinks) to the JDK.
nkdir /usr/java

In -s /usr/jdkl. 6.0 _31/jdkl.6.0_31 /usr/javaldefault
In -s /usr/javal default/bin/java /usr/bin/java

7. Set up your environment to define JAVA_HOME to put the Java Virtual Machine and the
Java compiler on your path.

export JAVA HOVE=/usr/j aval def aul t
export PATH=$JAVA HOVE/ bi n: $PATH

8. Verify if Java is installed in your environment. Execute the following from the command
line console:

java -version
You should see the following output:
java version "1.6.0 31"

Java(TM SE Runtinme Environnent (build 1.6.0_31-b04)
Java Hot Spot (TM 64-Bit Server VM (build 20.6-b01, nixed node)

E

Use the following instructions to manually install OpenJDK 7:

OpenJDK7 on HDP 2.1 does not work if you are using SLES as your OS.

1. Check the version. From a terminal window, type:



http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase6-419409.html
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java -version

2. (Optional) Uninstall the Java package if the JDK version is less than 7.

rpm-qga | grep java
yum renove {java-1.*}

3. (Optional) Verify that the default Java package is uninstalled.
whi ch java
4. Download OpenJDK 7 RPMs. From the command-line, run:

RedHat/CentOS/Oracle Linux:

yuminstall java-1.7.0-openjdk java-1.7.0-openjdk-devel

SUSE:

zypper install java-1.7.0-openjdk java-1.7.0-openjdk-devel

Ubuntu:

apt-get install java-1.7.0-openjdk java-1.7.0-openjdk-devel
5. Create symbolic links (symlinks) to the JDK.

nkdir /usr/java

In -s /fusr/lib/jvnljava-1.7.0-openjdk-1.7.0.51.x86_64 /usr/javal defaul t
In -s /usr/javaldefaul t/bin/java /usr/bin/java

6. Set up your environment to define JAVA HOVE to put the Java Virtual Machine and the
Java compiler on your path.

export JAVA HOVE=/usr/j aval def aul t
export PATH=$JAVA HOVE/ bi n: $PATH

7. Verify if Java is installed in your environment. Execute the following from the command-
line console:

java -version
You should see output similar to the following:
openj dk version "1.7.0"

OpenJDK Runtime Environnment (build 1.7.0)
OpenJDK dient VM (build 20.6-b01, nixed node)

HDP is certified and supported when running on virtual or cloud platforms (for example,
VMware vSphere or Amazon Web Services EC2) as long as the respective guest operating
system (OS) is supported by HDP and any issues detected on these platforms are
reproducible on the same supported OS installed on bare metal.

See Operating Systems Requirements for the list of supported operating systems for HDP.

10
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The standard HDP install fetches the software from a remote yum repository over the
Internet. To use this option, you must set up access to the remote repository and have an
available Internet connection for each of your hosts.

E

If your cluster does not have access to the Internet, or you are creating a large
cluster and you want to conserve bandwidth, you can instead provide a local
copy of the HDP repository that your hosts can access. For more information,
see Deployment Strategies for Data Centers with Firewalls, a separate
document in this set.

1. Download the yum repo configuration file hdp. r epo. On your local mirror server,
execute the following command:

* For RHEL/CentOS 5:

wget -nv http://public-repo-1. hortonworks. com HDP/ cent 0s5/ 2. x/ updat es/ 2. 1.
7.0/ hdp.repo -O /etc/yumrepos. d/ hdp. repo

¢ For RHEL/CentOS 6:

wget -nv http://public-repo-1. hortonworks. com HDP/ cent 0s6/ 2. x/ updat es/ 2. 1.
7.0/ hdp.repo -O /etc/yumrepos. d/ hdp. repo

» For SLES 11 SP3:

wget -nv http://public-repo-1.hortonworks. com HDP/ susellsp3/ 2. x/ updat es/ 2.
1.7.0/ hdp.repo -O /etc/zypp/repos.d/ hdp.repo

* For SLES 11 SP1:

wget -nv http://public-repo-1. hortonworks. com HDP/ sl esllspl/ 2. x/ updat es/ 2.
1.7.0/ hdp.repo -O /etc/zypp/repos.d/ hdp.repo

e For Ubuntu 12.04:

wget http://public-repo-1. hortonworks. coml HDP/ ubunt ul2/2.1.7. 0/ hdp. li st -
O /etc/apt/sources.list.d/ hdp.!list

* For Debian 6:

wget http://public-repo-1. hortonworks. coml HDP/ debi an6/ 2. 1. 7. 0/ hdp. | i st -
O /etc/apt/sources.list.d/ hdp.list

2. For Ubuntu hosts, add the gpg keys as the root user:

gpg --keyserver pgp.mt.edu --recv-keys B9733A7A07513CAD
gpg -a --export 07513CAD | apt-key add -

3. Confirm the HDP repository is configured.

* For RHEL/CentOS/Oracle Linux:

yum r epol i st

11
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You should see something like this. Verify that you have HDP-2.1.7.0 directory:

Loaded plugins: fastestmirror, security
Loadi ng mrror speeds from cached hostfile
* base: mirrors. cat.pdx.edu

* extras: linux.mrrors.es. net
* updates: mrrors.usc. edu
repo id repo nane st at us

HDP-2.1.7.0 Hortonworks Data Platform Version - HDP-2.1.7.0 enabl ed: 53

e For SLES:

zypper repos

¢ For Ubuntu and Debian:

apt - get update

1.3. Decide on Deployment Type

While it is possible to deploy all of HDP on a single host, this is appropriate only for initial
evaluation. In general you should use at least three hosts: one master host and two slaves.

1.4. Collect Information

To deploy your HDP installation, you need to collect the following information:

¢ The fully qualified domain name (FQDN) for each host in your system, and which
component(s) you wish to set up on which host. You can use host nane -f to check for
the FQDN if you do not know it.

* The hostname (for an existing instance), database name, username, and password for
the MySQL instance, if you install Hive/HCatalog.

e Note
4

If you are using an existing instance, the dbuser you create for HDP must be
granted ALL PRIVILEGES on that instance.

1.5. Prepare the Environment

To deploy your HDP instance, you need to prepare your deploy environment:
* Enable NTP on the Cluster

e Check DNS

¢ Disable SELinux

¢ Disable IPTables

12
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The clocks of all the nodes in your cluster must be able to synchronize with each other. If
your system does not have access to the Internet, set up a master node as an NTP xserver.
Use the following instructions to enable NTP for your cluster:

1. Configure NTP clients. Execute the following command on all the nodes in your cluster:
¢ For RHEL/CentOS/Oracle Linux:
yuminstall ntp
* For SLES:
zypper install ntp
* For Ubuntu and Debian:
apt-get install ntp
2. Enable the service. Execute the following command on all the nodes in your cluster.
For RHEL/CentOS/Oracle Linux:
chkconfig ntpd on
For Ubuntu and Debian:
chkconfig ntp on

3. Start the NTP. Execute the following command on all the nodes in your cluster.

For RHEL/CentQOS/Oracle Linux:
letc/init.d/ ntpd start

For Ubuntu and Debian:

letc/init.d/ntp start

4. You can use the existing NTP server in your environment. Configure the firewall on the
local NTP server to enable UDP input traffic on port 123 and replace 192.168.1.0/24
with the ip addresses in the cluster. See the following sample rule:

# iptables -A RHFirewall-1-1NPUT -s 192.168.1.0/24 -mstate --state NEW-p
udp --dport 123 -j ACCEPT

Restart iptables. Execute the following command on all the nodes in your cluster:
# i ptables service iptables restart

Configure clients to use the local NTP server. Edit the / et ¢/ nt p. conf and add the
following line:

server $LOCAL_SERVER | P OR HOSTNAME

13
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All hosts in your system must be configured for DNS and Reverse DNS.

Use the following instructions to check DNS for all the host machines in your cluster:

If you are unable to configure DNS and Reverse DNS, you must edit the hosts
file on every host in your cluster to contain each of your hosts.

1. Forward lookup checking.

For example, for domain | ocal donai n that contains host with name host 01 and IP
address 192. 168. 0. 10, execute the following command:

nsl ookup host 01
You should see a message similar to the following:

Nane: host 01. | ocal dormai n
Address: 192.168.0. 10

2. Reverse lookup checking.

For example, for domain | ocal donai n that contains host with name host 01 and IP
address 192. 168. 0. 10, execute the following command:

nsl ookup 192. 168. 0. 10
You should see a message similar to the following:

10. 0. 168. 192. i n- addr . arpa nanme = host01. | ocal domai n.

If you do not receive valid responses (as shown above), set up a DNS zone in your cluster or
configure host files on each host of the cluster using one of the following options:

» Option I: Configure hosts file on each node of the cluster.

For all nodes of cluster, add to the / et c/ host s file key-value pairs like the following:

192. 168. 0. 11 host 01
» Option II: Configuring DNS using BIND nameserver.

The following instructions, use the example values given below:

Exanpl e val ues:

domai n nanme: “l ocal donmai n”

naneserver: “host01”/192.168.0.11

hosts: “host02”/192.168.0.12, “host02”/192.168.0.12

1. Install BIND packages:

yuminstall bind
yuminstall bind-1ibs
yuminstall bind-utils

14
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2. Initiate service

chkconfig nanmed on

3. Configure files. Add the following lines for the example values given above (ensure
that you modify these for your environment) :

» Editthe/ et c/resol v. conf (for all nodes in cluster) and add the following lines:

domai n | ocal donmi n
search | ocal domai n
nameserver 192.168.0.11

» Edit the / et ¢/ nanmed. conf (for all nodes in cluster) and add the following lines:
listen-on port 53 { any; };//by default it is opened only for |ocal host

zone "l ocal domai n" {
type naster;
notify no;
al |l ow query { any; };
file "named-forw zone";
i
zone "0.168.192.in-addr. arpa" {
type nmster;
notify no;
al | ow query { any; };
file "naned-rev. zone";

 Edit the naned- f or w. zone as shown in the following sample forward zone
configuration file:

$TTL 3D

@ SOA host 01. | ocal dommi n. root . | ocal donmai n
(201306030; 3600; 3600; 3600; 3600)

NS host 01 ;. Naneserver Address

| ocal host IN A 127.0.0.1

host01 IN A 192.168.0.11

host02 IN A 192.168.0.12

host03 IN A 192.168.0.13

* Edit the naned- r ev. zone as shown in the following sample reverse zone
configuration file:

$TTL 3D

@ SQA host 01. | ocal domai n. root . | ocal domai n. (201306031; 28800; 2H; 4W 1D) ;
NS host 01. | ocal domai n.; Naneserver Address

11 I N PTR host 01. | ocal domai n.

12 I N PTR host 02. | ocal donai n.

13 I N PTR host 03. | ocal domai n.

4. Restart bind service.

/etc/init.d/ named restart

5. Add rules to firewall.
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iptables -A INPUT -p udp -mstate --state NEW--dport 53 -j ACCEPT
iptables -AINPUT -p tcp -mstate --state NEW--dport 53 -j ACCEPT
servi ce iptabl es save

service iptables restart

Alternatively, you can also allow traffic over DNS port (53) using syst em confi g-
firewall utility.

Security-Enhanced (SE) Linux feature should be disabled during installation process.

1. Check state of SELinux. On all the host machines, execute the following command:

getenforce

If the result is per mi ssi ve or di sabl ed, no further actions are required, else proceed
to step 2.

2. Disable SELinux either temporarily for each session or permanently.

* Option I: Disable SELinux temporarily by executing the following command:

setenforce 0

* Option II: Disable SELinux permanently in the / et ¢/ sysconfi g/ sel i nux file by
changing the value of SELI NUX field to per m ssi ve or di sabl ed. Restart your
system.

For Ambari to communicate during setup with the hosts it deploys to and manages, certain
ports must be open and available. The easiest way to do this is to temporarily disable
i ptabl es.

On all the RHEL/CentOS host machines, execute the following command to disable
i pt abl es:

chkconfi g iptabl es off
/etc/init.d/iptables stop

On Ubuntu host machines, execute the following command to disable i pt abl es:
servi ce ufw stop

You can restart i pt abl es after setup is complete.

If the security protocols at your installation do not allow you to disable i pt abl es, you
can proceed with them on, as long as all of the relevant ports are open and available.
If you plan to run with them enabled, see Configuring Ports (for the 2.x stack) for more
information on the necessary ports per component.

During the Ambari Server setup process, Ambari checks to see if i pt abl es is running. If it
is, a warning prints to remind you to check that the necessary ports are open and available.
The Host Confirm step of the Cluster Install Wizard will also issue a warning for each host
that has has i pt abl es running.
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If you leave i pt abl es enabled and do not set up the necessary ports, the
cluster installation will fail.

We have provided a set of companion files, including script files (scri pt s. zi p) and
configuration files (confi gurati on_fil es. zi p), that you should download and use
throughout this process. Download and extract the files:

wget http://public-repo-1. hortonworks. coml HDP/t ool s/ 2. 1. 7. 0/
hdp_manual _instal |l _rpm hel per _files-2.1.7.784.tar.gz

Hortonworks strongly recommends that copy the contents to your ~/ . bash_profil e)to
set up these environment variables in your environment.

The following provides a snapshot of a sample script file to create Hadoop directories. This
sample script file sources the files included in Companion Files.

#!/ bi n/ bash
.l users. sh
./directories.sh

echo "Create datanode local dir"

nkdir -p $DFS DATA D R;

chown - R $HDFS_USER: $HADOOP_GROUP $DFS_DATA DI R;
chmod -R 750 $DFS_DATA DI R;

echo "Create yarn |ocal dir"

mkdir -p $YARN LOCAL DI R;

chown -R $YARN USER: $HADOOP_GROUP $YARN LOCAL DI R;
chmod -R 755 $YARN LOCAL DI R;

echo "Create yarn local log dir"

mkdir -p $YARN LOCAL_LOG DI R;

chown -R $YARN USER: $HADOOP_GROUP $YARN LOCAL_LOG DI R;
chnod -R 755 $YARN LOCAL_LOG DI R,

You need to set up specific users and directories for your HDP installation using the
following instructions:

1. Define directories.

The following table describes the directories for install, configuration, data, process IDs
and logs based on the Hadoop Services you plan to install. Use this table to define what
you are going to use in setting up your environment.

E

The scri pts. zi p file you downloaded in Download Companion
Files includes a script, di r ect ori es. sh, for setting directory environment
parameters.
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We strongly suggest you edit and source (alternatively, you can also copy the
contents to your ~/ . bash_pr of i | e) to set up these environment variables
in your environment.

Hadoop Service Parameter Definition

HDFS DFS_NAME DI R Space separated list of directories
where NameNode should store the
file system image.

For example,
/ gri d/ hadoop/ hdf s/ nn

/ gridl/ hadoop/ hdf s/ nn

HDFS DFS_DATA DI R Space separated list of directories
where DataNodes should store the
blocks.

For example,
/ grid/ hadoop/ hdf s/ dn
/ gridl/ hadoop/ hdf s/ dn

/ gri d2/ hadoop/ hdf s/ dn

HDFS FS_CHECKPO NT_DI R Space separated list of directories
where SecondaryNameNode should
store the checkpoint image.

For example,
/ gri d/ hadoop/ hdf s/ snn
/ gri dl/ hadoop/ hdf s/ snn

/ gri d2/ hadoop/ hdf s/ snn

HDFS HDFS_LOG DI R Directory for storing the HDFS logs.
This directory name is a combination
of a directory and the $HDFS_USER.

For example,
/var /| og/ hadoop/ hdf s

where hdf s is the $HDFS_USER.

HDFS HDFS_PI D DIR Directory for storing the HDFS
process ID. This directory name is a
combination of a directory and the
$HDFS_USER.

For example,
/var/run/ hadoop/ hdf s

where hdf s is the $HDFS_USER

HDFS HADOOP_CONF_DI R Directory for storing the Hadoop
configuration files.

For example,

/ et ¢/ hadoop/ conf
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Hadoop Service

Parameter

Definition

YARN

YARN_LOCAL_DI R

Space-separated list of directories
where YARN should store temporary
data.

For example,

/ gri d/ hadoop/ yarn

/ gridl/ hadoop/ yarn

/ gri d2/ hadoop/ yar n.

YARN

YARN_LOG DI R

Directory for storing the YARN logs.
For example,
/var /| og/ hadoop/ yar n.

This directory name is a combination
of a directory and the $YARN_USER.

In the example yar n is the
$YARN_USER.

YARN

YARN_LOCAL_LOG DI R

Space-separated list of directories
where YARN will store container log
data.

/ grid/ hadoop/ yarn/ | ogs

/ gridl/ hadoop/ yarn/ | og

YARN

YARN_PI D DI R

Directory for storing the YARN
process ID.

For example,
/var/run/ hadoop/ yar n.

This directory name is a combination
of a directory and the $YARN_USER.
In the example, yar n is the
$YARN_USER.

MapReduce

MAPRED LOG DI R

Directory for storing the JobHistory
Server logs.

For example,
/var /| og/ hadoop/ mapr ed.

This directory name is a
combination of a directory and the
$MAPRED_USER. In the example
nmapr ed is the $MAPRED_USER

Table 1.2. Define Directories for Ecosystem Components

Hadoop Service Parameter Definition
Pig Pl G_CONF_DI R Directory to store the Pig
configuration files. For example, /
et c/ pi g/ conf.
Pig PIG LOG DIR Directory to store the Pig logs. For
example, / var/ | og/ pi g.
Pig PIGPID DR Directory to store the Pig process ID.

For example, / var/ run/ pi g.
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Hadoop Service

Parameter

Definition

Oozie

Ozl E_CONF_DI R

Directory to store the Oozie
configuration files. For example, /
et c/ oozi e/ conf.

Oozie

OQzZI E_DATA

Directory to store the Oozie data. For
example, / var/ db/ oozi e.

Qozie

oozl E_LOG DI R

Directory to store the Oozie logs. For
example, / var/ | og/ oozi e.

Oozie

oozl E_PI D _DIR

Directory to store the Oozie process
ID. For example, / var / run/ oozi e.

Oozie

oozl E_TMP_DIR

Directory to store the Oozie
temporary files. For example, / var /
t np/ oozi e.

Hive

H VE_CONF_DI R

Directory to store the Hive
configuration files. For example, /
etc/ hivel/ conf.

Hive

H VE_LOG DI R

Directory to store the Hive logs. For
example, / var/ | og/ hi ve.

Hive

H VE_PI D _DIR

Directory to store the Hive process ID.
For example, / var/ r un/ hi ve.

WebHCat

VEBHCAT_CONF_DI R

Directory to store the WebHCat
configuration files. For example, /
et ¢/ hcat al og/ conf/webhcat .

WebHCat

VEBHCAT_LOG DI R

Directory to store the WebHCat logs.
For example, var/ | og/ webhcat .

WebHCat

VEBHCAT PI D DI R

Directory to store the WebHCat
process ID. For example, / var / run/
webhcat .

HBase

HBASE_CONF_DI R

Directory to store the HBase
configuration files. For example, /
et ¢/ hbase/ conf.

HBase

HBASE_LOG DI R

Directory to store the HBase logs. For
example, / var /| og/ hbase.

HBase

HBASE_PI D DI R

Directory to store the HBase process
ID. For example, / var / run/ hbase.

ZooKeeper

ZOOKEEPER _DATA DI R

Directory where ZooKeeper will store
data. For example, / gri d/ hadoop/
zookeeper/ dat a

ZooKeeper

ZOOKEEPER _CONF_DI R

Directory to store the ZooKeeper
configuration files. For example, /
et c/ zookeeper/ conf.

ZooKeeper

ZOOKEEPER_LOG DI R

Directory to store the ZooKeeper
logs. For example, / var /| og/
zookeeper.

ZooKeeper

ZOOKEEPER _PI D_DI R

Directory to store the ZooKeeper
process ID. For example, / var/ r un/
zookeeper.

Sqoop

SQOOP_CONF_DI R

Directory to store the Sqoop
configuration files. For example, /
et ¢/ sqoop/ conf.

If you use the Companion files, the following provides a snapshot of how your
di rect ori es. sh file should look after you edit the TODO variables:

#!'/ bi n/ sh

#
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# Directories Script

#

# 1. To use this script, you nust edit the TODO vari abl es bel ow for your
envi ronnment .

#

# 2. Warning: Leave the other paraneters as the default val ues. Changing
these default values will require you to

# change val ues in other configuration files.

#

Hadoop Service - HDFS

H H

# Space separated |list of directories where NaneNode will store file system
i mage. For exanple, /grid/hadoop/hdfs/nn /gridl/hadoop/hdfs/nn
DFS_NAME DI R="/gri d/ 0/ hadoop/ hdf s/ nn";

# Space separated |ist of directories where DataNodes will store the bl ocks.
For exanpl e, /grid/hadoop/hdfs/dn /gridl/hadoop/hdfs/dn /grid2/ hadoop/hdfs/

dn

DFS_DATA DI R="/gri d/ 0/ hadoop/ hdf s/ dn";

# Space separated |ist of directories where SecondaryNameNode will store
checkpoi nt i mage. For exanpl e, /grid/ hadoop/hdfs/snn /gridl/hadoop/ hdfs/

snn /gri d2/ hadoop/ hdf s/ snn

FS_CHECKPA NT_DI R="/ gri d/ 0/ hadoop/ hdf s/ snn";

# Directory to store the HDFS | ogs.
HDFS _LOG DI R="/var /| og/ hadoop/ hdf s";

# Directory to store the HDFS process |D.
HDFS_PI D_DI R="/ var/ run/ hadoop/ hdf s";

# Directory to store the Hadoop configuration files.
HADOOP_CONF_DI R="/ et ¢/ hadoop/ conf";

#

# Hadoop Service - YARN

#

# Space-separated |list of directories where YARN will store tenporary data.

For exanpl e, /grid/ hadoop/yarn/local /gridl/ hadoop/yarn/local /grid2/
hadoop/ yar n/ | ocal
YARN_LOCAL_DI R="/gri d/ 0/ hadoop/ yarn/| ocal ";

# Directory to store the YARN | ogs.
YARN LOG DI R="/var/| og/ hadoop/ yarn";

# Space-separated |list of directories where YARN will store container |og
data. For exanple, /grid/ hadoop/yarn/logs /gridl/hadoop/yarn/logs /grid2/

hadoop/ yar n/ | ogs

YARN_LOCAL_LOG DI R="/gri d/ 0/ hadoop/ yarn/ | ogs";

# Directory to store the YARN process |D.
YARN PI D DI R="/var/run/ hadoop/ yarn";

#
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# Hadoop Service - MAPREDUCE
#

# Directory to store the MapReduce daenon | ogs.
MAPRED LOG DI R="/var /| og/ hadoop/ mapr educe";

# Directory to store the mapreduce jobhistory process |D.
MAPRED PI D_DI R="/var/run/ hadoop/ mapr educe";

#
# Hadoop Service - Hive
#

# Directory to store the Hive configuration files.
H VE _CONF_DI R="/ et c/ hi ve/ conf";

# Directory to store the Hive | ogs.
H VE LOG DI R="/var/ | og/ hi ve";

# Directory to store the Hive process |D.
H VE_PI D_DI R="/var/ run/ hi ve";

#
# Hadoop Service - WebHCat (Tenpl et on)
#

# Directory to store the WebHCat (Tenpl eton) configuration files.
WEBHCAT _CONF_DI R="/ et ¢/ hcat al og/ conf/ webhcat ";

# Directory to store the WebHCat (Tenpl eton) | ogs.
WEBHCAT_LOG DI R="/var/| og/ webhcat *;

# Directory to store the WebHCat (Tenpl eton) process |ID.
WEBHCAT_PI D_DI R="/ var/ run/ webhcat *;

#
# Hadoop Service - HBase
#

# Directory to store the HBase configuration files.
HBASE _CONF_DI R="/ et ¢/ hbase/ conf";

# Directory to store the HBase | ogs.
HBASE LOG DI R="/var/| og/ hbase";

# Directory to store the HBase | ogs.
HBASE PI D DI R="/var/run/ hbase";

#
# Hadoop Service - ZooKeeper
#

# Directory where ZooKeeper will store data. For exanple, /gridl/hadoop/
zookeeper/ dat a
ZOOKEEPER _DATA DI R="/gri d/ 0/ hadoop/ zookeeper/ dat a";

# Directory to store the ZooKeeper configuration files.
ZOOKEEPER _CONF_DI R="/ et ¢/ zookeeper/ conf";

# Directory to store the ZooKeeper | ogs.
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ZOOKEEPER LOG DI R="/var/| og/ zookeeper";

# Directory to store the ZooKeeper process |D.
ZOOKEEPER _PI D DI R="/var/run/ zookeeper";

#
# Hadoop Service - Pig
#

# Directory to store the Pig configuration files.
Pl G_CONF_DI R="/ et c/ pi g/ conf";

# Directory to store the Pig | ogs.
PI G LOG DI R="/var/| og/ pi g";

# Directory to store the Pig process |ID.
PI G PI D_DI R="/var/run/ pig";

#
# Hadoop Service - Qozie
#

# Directory to store the Qozie configuration files.
OOzl E_CONF_DI R="/ et c/ oozi e/ conf"

# Directory to store the Qozie data.
OQzI E_DATA="/var/ db/ oozi e"

# Directory to store the Qozie |ogs.
Ozl E LOG DI R="/var/ | og/ oozi e"

# Directory to store the OCozie process |ID.
OQzI E_PI D DI R="/var/run/ oozi e"

# Directory to store the Qozie tenmporary files.
OQzI E_TMP_DI R="/var/t np/ oozi e"

#

# Hadoop Service - Sgoop

#

SQOOP_CONF_DI R="/ et c/ sqoop/ conf "

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec

Define users and groups:

2. The following table describes system user account and groups. Use this table to define
what you are going to use in setting up your environment. These users and groups
should reflect the accounts you created in Create System Users and Groups.

E

The scri pts. zi p file you downloaded in Download Companion
Files includes a script, user sANdGr oups. sh, for setting user and group
environment parameters.
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We strongly suggest you edit and source (alternatively, you can also copy the
contents to your ~/ . bash_pr of i | e) to set up these environment variables

in your environment.

Table 1.3. Define Users and Groups for Systems

Parameter Definition
HDFS_USER User that owns the HDFS services. For example, hdf s.
YARN_USER User that ownsthe YARN services. For example, yar n.

ZOOKEEPER _USER

User that owns the ZooKeeper services. For example,
zookeeper.

HI VE_USER

User that owns the Hive services. For example, hi ve.

VEBHCAT_USER

User that owns the WebHCat services. For example,
hcat .

HBASE_USER User that owns the HBase services. For example, hbase.

FALCON_USER User that owns the Falcon services. For example,
fal con.

SQOOP_USER User owing the Sqoop services. For example, sqoop.

HADOOP_GROUP A common group shared by services. For example,
hadoop.

KNOX_USER User that owns the Knox Gateway services. For example
knox.

NAG OS_USER User that owns the Nagios services. For example

nagi os.

1.8. [Optional] Create System Users and Groups

In general Hadoop services should be owned by specific users and not by root or
application users. The table below shows the typical users for Hadoop services. If you
choose to install the HDP components using the RPMs, these users will automatically be set

up.

If you do not install with the RPMs, or want different users, then you must identify the
users that you want for your Hadoop services and the common Hadoop group and create

these accounts on your system.
To create these accounts manually, you must:

1. Add the user to the group.

user add -G <gr oupnane> <user nane>

2. Create the username directory.

hdfs fs -nkdir /user/<usernane>

3. Give that account ownership over its directory.

hdf s fs -chown <usernane>: <gr oupnane> /user/ <user name>

Table 1.4. Typical System Users and Groups

Hadoop Service

User

Group

HDFS hdfs

hadoop
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Hadoop Service User Group

YARN yarn hadoop
MapReduce mapred hadoop, mapred
Hive hive hadoop
HCatalog/WebHCatalog hcat hadoop

HBase hbase hadoop

Falcon falcon hadoop

Sqoop sqoop hadoop
ZooKeeper zookeeper hadoop

Oozie oozie hadoop

Knox Gateway knox hadoop

Nagios nagios nagios
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1.9. Determine HDP Memory Configuration
Settings

Two methods can be used to determine YARN and MapReduce memory configuration
settings:

¢ Use the HDP Utility Script to calculate memory configuration settings
¢ Manually calculate YARN and MapReduce memory configuration settings

The HDP utility script is the recommended method for calculating HDP memory
configuration settings, but information about manually calculating YARN and MapReduce
memory configuration settings is also provided for reference.

1.9.1. Use the HDP Utility Script to Calculate Memory
Configuration Settings

This section describes how to use the hdp- confi gurati on-utils. py Python script to
calculate YARN, MapReduce, Hive, and Tez memory allocation settings based on the node
hardware specifications. The hdp- confi gurati on-util s. py script is included in the
HDP companion files.

Running the Script

To run the hdp- confi guration-util s. py script, execute the following command
from the folder containing the script:

pyt hon hdp-configuration-utils.py <options>

With the following options:

Option Description

-c CORES The number of cores on each host.

-m MEMORY The amount of memory on each host in GB.
-d DISKS The number of disks on each host.

-k HBASE "True" if HBase is installed, "False" if not.
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Note: You can also use the - h or - - hel p option to display a Help message that describes
the options.

Example

Running the following command:

pyt hon hdp-configuration-utils.py -c 16 -m64 -d 4 -k True

Would return:

Usi ng cores=16 nmenory=64GB di sks=4 hbase=True
Profile: cores=16 menory=49152MB reserved=16GB usabl eMenmr48CGB di sks=4
Num Cont ai ner =8

Cont ai ner Ran6144NMB

Used Ram~48GB

Unused Ranm=16GB

yarn. schedul er. mi ni nrum al | ocati on- mh=6144

yar n. schedul er. naxi mum al | ocat i on- mh=49152
yar n. nodemanager . r esour ce. menory- nh=49152
mapr educe. map. menory. nh=6144

mapr educe. map. j ava. opt s=- Xnx4096m

mapr educe. r educe. menory. nh=6144

mapr educe. r educe. j ava. opt s=- Xmx4096m

yar n. app. mapr educe. am r esour ce. mb=6144

yarn. app. mapr educe. am comrand- opt s=- Xmx4096m
mapr educe. t ask. i 0. sort. nh=1792

tez. am resour ce. menory. nh=6144

tez. am j ava. opt s=- Xnx4096m

hi ve.tez. contai ner. si ze=6144

hi ve.tez.java. opt s=- Xnx4096m

hi ve. aut 0. convert.j oi n. nocondi ti onal t ask. si ze=1342177000

This section describes how to manually configure YARN and MapReduce memory allocation
settings based on the node hardware specifications.

YARN takes into account all of the available compute resources on each machine in

the cluster. Based on the available resources, YARN negotiates resource requests from
applications (such as MapReduce) running in the cluster. YARN then provides processing
capacity to each application by allocating Containers. A Container is the basic unit of
processing capacity in YARN, and is an encapsulation of resource elements (memory, cpu
etc.).

In a Hadoop cluster, it is vital to balance the usage of memory (RAM), processors (CPU
cores) and disks so that processing is not constrained by any one of these cluster resources.
As a general recommendation, allowing for two Containers per disk and per core gives the
best balance for cluster utilization.

When determining the appropriate YARN and MapReduce memory configurations for a
cluster node, start with the available hardware resources. Specifically, note the following
values on each node:

* RAM (Amount of memory)

26



Hortonworks Data Platform

Oct 28, 2014

* CORES (Number of CPU cores)

* DISKS (Number of disks)

The total available RAM for YARN and MapReduce should take into account the Reserved
Memory. Reserved Memory is the RAM needed by system processes and other Hadoop

processes (such as HBase).

Reserved Memory = Reserved for stack memory + Reserved for HBase Memory (If HBase is

on the same node)

Use the following table to determine the Reserved Memory per node.

Reserved Memory Recommendations

Total Memory per Node Recommended Reserved System | Recommended Reserved HBase
Memory Memory

4 GB 1GB 1GB

8 GB 2GB 1GB

16 GB 2GB 2GB

24 GB 4GB 4GB

48 GB 6 GB 8 GB

64 GB 8 GB 8 GB

72 GB 8 GB 8 GB

96 GB 12 GB 16 GB
128 GB 24 GB 24 GB
256 GB 32GB 32GB
512 GB 64 GB 64 GB

The next calculation is to determine the maximum number of containers allowed per node.
The following formula can be used:

# of containers = min (2*CORES, 1.8*DISKS, (Total available RAM) /

MIN_CONTAINER_SIZE)

Where DISKS is the value for df s. dat a. di r s (# of data disks) per machine.

And MIN_CONTAINER_SIZE is the minimum container size (in RAM). This value is
dependent on the amount of RAM available — in smaller memory nodes, the minimum
container size should also be smaller. The following table outlines the recommended

values:

Total RAM per Node Recommended Minimum Container Size
Less than 4 GB 256 MB

Between 4 GB and 8 GB 512 MB

Between 8 GB and 24 GB 1024 MB

Above 24 GB 2048 VIB

The final calculation is to determine the amount of RAM per container:

RAM-per-container = max(MIN_CONTAINER_SIZE, (Total Available RAM) / containers))
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With these calculations, the YARN and MapReduce configurations can be set:

Configuration File Configuration Setting Va
yarn-site.xml yarn.nodemanager.resource.memory-mb =c
yarn-site.xml yarn.scheduler.minimum-allocation-mb =R
yarn-site.xml yarn.scheduler.maximum-allocation-mb =c
mapred-site.xml mapreduce.map.memory.mb =R
mapred-site.xml mapreduce.reduce.memory.mb =2
mapred-site.xml mapreduce.map.java.opts =0
mapred-site.xml mapreduce.reduce.java.opts =0
yarn-site.xml (check) yarn.app.mapreduce.am.resource.mb =2
yarn-site.xml (check) yarn.app.mapreduce.am.command-opts =0

Note: After installation, both yar n-si t e. xml and mapr ed-site. xm arelocated in the

/ et ¢/ hadoop/ conf folder.

Examples

Cluster nodes have 12 CPU cores, 48 GB RAM, and 12 disks.

Reserved Memory = 6 GB reserved for system memory + (if HBase) 8 GB for HBase

Min container size =2 GB

If there is no HBase:
# of containers = min (2*12, 1.8* 12, (48-6)/2) = min (24, 21.6, 21) = 21

RAM-per-container = max (2, (48-6)/21) =max (2, 2) =2

Configuration Value Calculation
yarn.nodemanager.resource.memory-mb =21*2=42*1024 MB
yarn.scheduler.minimum-allocation-mb =2%*1024 MB
yarn.scheduler.maximum-allocation-mb =21*2=42*1024 MB
mapreduce.map.memory.mb =2%*1024 MB
mapreduce.reduce.memory.mb =2%*2=4%1024 MB
mapreduce.map.java.opts =0.8*2=1.6*1024 MB
mapreduce.reduce.java.opts =0.8*2*2=3.2¥1024 MB
yarn.app.mapreduce.am.resource.mb =2*2=4*1024 MB
yarn.app.mapreduce.am.command-opts =0.8*2*2=3.2*1024 MB

If HBase is included:
# of containers = min (2*12, 1.8* 12, (48-6-8)/2) = min (24, 21.6, 17) =17

RAM-per-container = max (2, (48-6-8)/17) = max (2, 2) =2

Configuration ‘Value Calculation
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yarn.nodemanager.resource.memory-mb =17 *2=34*1024 MB
yarn.scheduler.minimum-allocation-mb =2*1024 MB
yarn.scheduler.maximum-allocation-mb =17 *2=34*1024 MB
mapreduce.map.memory.mb =2%*1024 MB
mapreduce.reduce.memory.mb =2%*2=4*1024 VB
mapreduce.map.java.opts =0.8*2=1.6*1024 MB
mapreduce.reduce.java.opts =0.8*2*2=3.2*1024 MB
yarn.app.mapreduce.am.resource.mb =2*2=4%1024 MB
yarn.app.mapreduce.am.command-opts =0.8*2*2=3.2¥1024 MB
Notes:

1. Changing yar n. schedul er. m ni rum al | ocat i on- nb without also
changing yar n. nodenmanager . r esour ce. menor y- b, or changing
yar n. nodermanager . r esour ce. menor y- nb without also changing
yarn. schedul er. m ni mum al | ocat i on- nmb changes the number of containers per
node.

2. If your installation has high RAM but not many disks/cores, you can free up RAM for
other tasks by lowering both yar n. schedul er. m ni mum al | ocati on- nb and
yar n. nodemanager . r esour ce. nenory- nb.

MapReduce runs on top of YARN and utilizes YARN Containers to schedule and execute its
Map and Reduce tasks. When configuring MapReduce resource utilization on YARN, there
are three aspects to consider:

* The physical RAM limit for each Map and Reduce task.
* The JVM heap size limit for each task.
* The amount of virtual memory each task will receive.

You can define a maximum amount of memory for each Map and Reduce task. Since each
Map and Reduce task will run in a separate Container, these maximum memory settings
should be equal to or greater than the YARN minimum Container allocation.

For the example cluster used in the previous section (48 GB RAM, 12 disks, and 12
cores), the minimum RAM for a Container (yarn.scheduler.minimum-allocation-mb) =
2 GB. Therefore we will assign 4 GB for Map task Containers, and 8 GB for Reduce task
Containers.

In mapred-site. xm:

<nane>mapr educe. map. nenory. nh</ nane>
<val ue>4096</ val ue>

<name>mapr educe. r educe. nenory. nb</ name>
<val ue>8192</ val ue>

Each Container will run JVMs for the Map and Reduce tasks. The JVM heap sizes should
be set to values lower than the Map and Reduce Containers, so that they are within the
bounds of the Container memory allocated by YARN.
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In mapred-site. xm :

<nane>mapr educe. map. j ava. opt s</ nane>
<val ue>- Xmx3072nx/ val ue>

<name>mapr educe. r educe. j ava. opt s</ nanme>
<val ue>- Xmx6144nx/ val ue>

The preceding settings configure the upper limit of the physical RAM that Map and Reduce
tasks will use. The virtual memory (physical + paged memory) upper limit for each Map and
Reduce task is determined by the virtual memory ratio each YARN Container is allowed.
This ratio is set with the following configuration property, with a default value of 2.1:

Inyarn-site.xm :

<nane>yar n. nodemanager . vhiem pnentr at i o</ nane>
<val ue>2. 1</ val ue>

With the preceding settings on our example cluster, each Map task will receive the
following memory allocations:

* Total physical RAM allocated = 4 GB
* JVM heap space upper limit within the Map task Container = 3 GB
* Virtual memory upper limit =4*2.1 = 8.2 GB

With MapReduce on YARN, there are no longer pre-configured static slots for Map and
Reduce tasks. The entire cluster is available for dynamic resource allocation of Map and
Reduce tasks as needed by each job. In our example cluster, with the above configurations,
YARN will be able to allocate up to 10 Mappers (40/4) or 5 Reducers (40/8) on each node
(or some other combination of Mappers and Reducers within the 40 GB per node limit).

Logs are an important part of managing and operating your HDP cluster. The directories
and disks that you assign for logging in HDP must have enough space to maintain logs
during HDP operations. Allocate at least 10 GB of free space for any disk you want to use
for HDP logging.
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2. Installing HDFS and YARN

This section describes how to install the Hadoop Core components, HDFS, YARN, and
MapReduce.

Complete the following instructions to install Hadoop Core components:
1. Set Default File and Directory Permissions

2. Install the Hadoop Packages

3. Install Compression Libraries

4. Create Directories

2.1. Set Default File and Directory Permissions

Set the default file and directory permissions to 0022 (022). This is typically the default for
most Linux distributions.

Use the umask command to confirm and set as necessary.

Ensure that the unmask is set for all terminal sessions that you use during installation.

2.2. Install the Hadoop Packages

Execute the following command on all cluster nodes.

¢ For RHEL/CentQS/Oracle Linux:

yum instal |l hadoop hadoop- hdfs hadoop-|ibhdfs hadoop-yarn hadoop- mapr educe
hadoop- cl i ent openssl

¢ For SLES:

zypper install hadoop hadoop-hdfs hadoop-|i bhdfs hadoop-yarn hadoop-
mapr educe hadoop-client openssl

* For Ubuntu:

apt-get install hadoop hadoop-hdfs |ibhdfsO |ibhdfsO-dev hadoop-yarn hadoop-
mapr educe hadoop-client openssl

2.3. Install Compression Libraries

Make the following compression libraries available on all the cluster nodes.

2.3.1. Install Snappy

Complete the following instructions on all the nodes in your cluster:
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1. Install Snappy. From a terminal window, type:

¢ For RHEL/CentOS/Oracle Linux:

yuminstal |l snappy snappy-devel

e For SLES:

zypper install snappy snappy-deve

¢ For Ubuntu:

apt-get install |ibsnappyl |ibsnappy-dev

2. Make the Snappy libraries available to Hadoop:

In -sf /usr/lib64/libsnappy.so /usr/lib/hadoop/lib/nativel.

Execute the following command on all the nodes in your cluster. From a terminal window,
type:

* For RHEL/CentOS/Oracle Linux:

yuminstall |zo |zo-devel hadoop-|zo hadoop-|zo-native
* For SLES:
zypper install |zo |zo-devel hadoop-|zo hadoop-I|zo-native

e For Ubuntu:

apt-get install liblzo2-2 |iblzo2-dev hadoop-|zo

Create directories and configure ownership + permissions on the appropriate hosts as
described below.

If any of these directories already exist, we recommend deleting and recreating them.
Use the following instructions to create appropriate directories:

1. We strongly suggest that you edit and source the bash script files included with the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi |l e)toset up
these environment variables in your environment.

2. Create the NameNode directories

3. Create the Secondary NameNode directories
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4. Create the DataNode and YARN NodeManager local directories

5. Create the log and PID directories

On the node that hosts the NameNode service, execute the following commands:
nkdir -p $DFS_NAME D R;

chown -R $HDFS USER: $HADOOP_GROUP $DFS NAME DI R
chmod -R 755 $DFS_NAME DI R;

where:

» $DFS_NAME_DI Ris the space separated list of directories where NameNode stores the
file system image. For example, / gri d/ hadoop/ hdf s/ nn / gri d1/ hadoop/ hdf s/
nn.

* $HDFS_USERis the user owning the HDFS services. For example, hdf s.

» $HADOCOP_GROUP is a common group shared by services. For example, hadoop.

On all the nodes that can potentially run the SecondaryNameNode service, execute the
following commands:

nkdir -p $FS_CHECKPO NT DI R;

chown - R $HDFS USER $HADOOP_GROUP $FS_CHECKPO NT_DI R;
chnod -R 755 $FS_CHECKPO NT_DI R,

where:

e $FS CHECKPO NT_DI Ris the space separated list of directories where
SecondaryNameNode should store the checkpoint image. For example, / gri d/ hadoop/
hdf s/ snn /gri d1l/ hadoop/ hdf s/ snn /gri d2/ hadoop/ hdf s/ snn.

» $HDFS_USERis the user owning the HDFS services. For example, hdf s.

* $HADOOP_CGROUP is a common group shared by services. For example, hadoop.

On all DataNodes, execute the following commands:

nkdir -p $DFS_DATA DI R;
chown -R $HDFS_USER: $HADOOP_GROUP $DFS DATA DI R;
chnmod -R 750 $DFS_DATA DI R;

where:

» $DFS_DATA Dl Ris the space separated list of directories where DataNodes should store
the blocks. For example, / gri d/ hadoop/ hdf s/ dn /gri d1/ hadoop/ hdf s/ dn /
gri d2/ hadoop/ hdf s/ dn.
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» $HDFS_USERis the user owning the HDFS services. For example, hdf s.

» $HADOOP_GROUP is a common group shared by services. For example, hadoop.
On the ResourceManager and all DataNodes, execute the following commands:
nkdir -p $YARN LOCAL_DI R

chown -R $YARN_USER $HADOOP_GROUP $YARN LOCAL_DI R;

chmod -R 755 $YARN LOCAL DI R;

where:

* $YARN _LOCAL_DI Ris the space separated list of directories where YARN should store
temporary data. For example, / gri d/ hadoop/ yarn/ | ocal /gri dl/hadoop/
yarn/l ocal /grid2/ hadoop/yarn/local.

* $YARN_USER s the user owning the YARN services. For example, yar n.

» $HADOOP_GROUP is a common group shared by services. For example, hadoop.
On the ResourceManager and all DataNodes, execute the following commands:
mkdir -p $YARN LOCAL_LOG DI R,

chown -R $YARN USER $HADOOP_GROUP $YARN LOCAL_LOG DI R;

chnod -R 755 $YARN LOCAL_LOG DI R

where:

* $YARN LOCAL_LGOG DI Ris the space separated list of directories where YARN should
store temporary data. For example, / gri d/ hadoop/ yarn/ | ogs /gri d1/ hadoop/
yarn/l ogs /grid2/ hadoop/yarn/| ocal .

* $YARN_USERis the user owning the YARN services. For example, yar n.

* $HADOOP_CGROUP is a common group shared by services. For example, hadoop.

On all nodes, execute the following commands:

nkdir -p $HDFS_LOG DI R

chown -R $HDFS_USER: $HADOOP_GROUP $HDFS_LOG Dl R;

chnod -R 755 $HDFS LOG DI R

where:

* $HDFS_LOG DI Ris the directory for storing the HDFS logs.
This directory name is a combination of a directory and the $HDFS_USER.
For example, / var/ | og/ hadoop/ hdf s where hdf s is the $HDFS_USER.

» $HDFS_USERis the user owning the HDFS services. For example, hdf s.

* $HADOOP_GROUP is a common group shared by services. For example, hadoop.

nkdir -p $YARN LOG DI R
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chown - R $YARN USER $HADOOP_GROUP $YARN LOG DI R;
chnod -R 755 $YARN LOG DI R;

where:

* $YARN _LOG DI Ris the directory for storing the YARN logs.
This directory name is a combination of a directory and the $YARN_USER.
For example, / var/ | og/ hadoop/ yar n where yar n is the $YARN_USER.

* $YARN_USERis the user owning the YARN services. For example, yar n.

» $HADOOP_GROUP is a common group shared by services. For example, hadoop.

nkdir -p $HDFS_PID DI R

chown - R $HDFS_USER $HADOOP_GROUP $HDFS PI D DI R;

chmod -R 755 $HDFS PID DIR

where:

* $HDFS_PI D_DI Ris the directory for storing the HDFS process ID.
This directory name is a combination of a directory and the $HDFS_USER.
For example, / var / r un/ hadoop/ hdf s where hdf s is the $HDFS_USER.

* $HDFS_USERis the user owning the HDFS services. For example, hdf s.

» $HADOOP_GROUP is a common group shared by services. For example, hadoop.

nkdir -p $YARN PID DI R

chown - R $YARN USER $HADOOP_GROUP $YARN PI D DI R;

chnod -R 755 $YARN PID DI R;

where:

* $YARN_PI D_DI Ris the directory for storing the YARN process ID.
This directory name is a combination of a directory and the $YARN USER.
For example, / var/ r un/ hadoop/ yar n where yar n is the $YARN_USER.

* $YARN_USERis the user owning the YARN services. For example, yar n.

» $HADOOP_CGROUP is a common group shared by services. For example, hadoop.
nkdir -p $MAPRED LOG DI R;
chown - R $MAPRED USER: $HADOOP_GROUP $MAPRED LOG DI R;
chmod -R 755 $MAPRED LOG DI R;
where:
* SMAPRED LOG DI Ris the directory for storing the JobHistory Server logs.
This directory name is a combination of a directory and the $MAPREDs _USER.

For example, / var/ | og/ hadoop/ mapr ed where mapr ed is the $MAPRED USER.
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* $MAPRED USERis the user owning the MAPRED services. For example, mapr ed.
» $HADOCOP_CGROUP is a common group shared by services. For example, hadoop.

nkdir -p $MAPRED PI D DI R;
chown - R $MAPRED USER: $HADOOP_GROUP $MAPRED PI D DI R;

chnod -R 755 $MAPRED PID DI R;

where:

* SMAPRED PI D DI Ris the directory for storing the JobHistory Server process ID.
This directory name is a combination of a directory and the $SMAPREDs _USER.
For example, / var/ r un/ hadoop/ mapr ed where mapr ed is the $MAPRED USER.
* $SMAPRED USERis the user owning the MAPRED services. For example, mapr ed.

» $HADOOP_GROUP is a common group shared by services. For example, hadoop.
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This section describes how to set up and edit the deployment configuration files for HDFS
and MapReduce.

Use the following instructions to set up Hadoop configuration files:

1. We strongly suggest that you edit and source the bash script files included with the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi |l e)to set up
these environment variables in your environment.

2. Extract the core Hadoop configuration files to a temporary directory.

The files are located in the conf i gurati on_fil es/ core_hadoop directory where
you decompressed the companion files.

3. Modify the configuration files.

In the temporary directory, locate the following files and modify the properties based on
your environment.

Search for TODOin the files for the properties to replace. See Define Environment
Parameters for more information.

a. Edit the cor e-si t e. xm and modify the following properties:

<property>
<nane>f s. def aul t FS</ nanme>
<val ue>hdf s: // $nanenode. f ul | . host nanme: 8020</ val ue>
<descri ption>Ent er your NanmeNode hostname</descri pti on>
</ property>

b. Edit the hdf s- si t e. xm and modify the following properties:

<pr operty>

<nane>df s. nanmenode. nane. di r </ name>

<val ue>/ gri d/ hadoop/ hdf s/ nn, / gri d1/ hadoop/ hdf s/ nn</ val ue>

<descri pti on>Conma separated |ist of paths. Use the |ist of directories

from $DFS_NAME_DI R

For exanpl e, /grid/hadoop/hdfs/nn,/gridl/hadoop/hdfs/nn.

</ descri pti on>
</ property>

<property>
<nane>df s. dat anode. dat a. di r </ nane>
<val ue>file:///grid/ hadoop/ hdfs/dn, file:///gridl/hadoop/hdfs/dn</val ue>

<descri pti on>Conma separated |ist of paths. Use the |list of directories
from $DFS_DATA DI R
For exanple, file:///grid/hadoop/hdfs/dn, file:///gridl/
hadoop/ hdf s/ dn. </ descri pti on>
</ property>
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<property>

<nane>df s. nanenode. htt p- addr ess</ name>

<val ue>$nanenode. f ul | . host nane: 50070</ val ue>

<descri ption>Ent er your NanmeNode hostname for http access. </description>
</ property>

<property>
<nane>df s. nanenode. secondary. ht t p- addr ess</ nane>
<val ue>$secondary. nanenode. f ul | . host nane: 50090</ val ue>
<descri pti on>Ent er your Secondary NaneNode host nane. </ descri pti on>
</ property>

<property>

<nane>df s. nanenode. checkpoi nt . di r </ nane>

<val ue>/ gri d/ hadoop/ hdf s/ snn, / gri d1/ hadoop/ hdf s/ snn, / gri d2/ hadoop/ hdf s/
snn</val ue>

<descri pti on>A comma separated |list of paths. Use the list of

directories from $FS_CHECKPO NT_DI R

For exanpl e, /grid/hadoop/hdfs/snn, sbr/gridl/hadoop/ hdfs/

snn, sbr/ gri d2/ hadoop/ hdf s/ snn </ descri pti on>

</ property>

2

The maximum value of the NameNode new generation size (-
XX: MaxnewSi ze ) should be 1/8 of the maximum heap size (- Xnx).
Ensure that you check the default setting for your environment.

To change the default value:
i. Editthe/ et c/ hadoop/ conf/ hadoop-env. sh file.

ii. Change the value of the - XX: MaxNewSi ze parameter to 1/8th the
value of the maximum heap size (- Xmx) parameter.

iii. We also recommend that you set the value of - XX: NewSi ze to the
same value as - XX: MaxNewSi ze.

c. Edittheyarn-site. xm and modify the following properties:

<property>

<nane>yar n. r esour cemanager . schedul er. cl ass</ nanme>

<val ue>or g. apache. hadoop. yarn. server. r esour cemanager . schedul er. capacity.
Capaci t ySchedul er </ val ue>

</ property>

<property>

<name>yar n. r esour cemanager . resour ce-t racker. addr ess</ nanme>

<val ue>$r esour cenanager . f ul | . host nane: 8025</ val ue>
<descri pti on>Ent er your ResourceManager hostnane. </ descri pti on>
</ property>

<property>
<nane>yar n. r esour cemanager . schedul er . addr ess</ name>
<val ue>$r esour cemanager . ful | . host nanme: 8030</ val ue>
<descri pti on>Ent er your ResourceManager hostnane. </ descri pti on>
</ property>
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<property>

<nanme>yar n. r esour cemanager . addr ess</ nane>

<val ue>$r esour cenanager . f ul | . host nane: 8050</ val ue>
<descri pti on>Ent er your ResourceManager hostnane. </ descri pti on>
</ property>

<property>

<nanme>yar n. r esour cenmanager . adm n. addr ess</ nanme>

<val ue>$r esour cemanager . f ul | . host nanme: 8141</ val ue>
<descri pti on>Ent er your ResourceManager hostnane. </ descri pti on>
</ property>

<property>
<nanme>yar n. nodemanager . | ocal - di r s</ nanme>
<val ue>/ gri d/ hadoop/ yarn/ | ocal , / gri d1/ hadoop/ yar n/ | ocal </ val ue>
<descri pti on>Conma separated |ist of paths. Use the |list of directories
from $YARN_LOCAL_DI R.

For exanpl e, /grid/hadoop/yarn/local,/gridl/hadoop/yarn/
| ocal . </ descri ption>
</ property>

<property>

<nane>yar n. nodenanager . | og- di r s</ name>

<val ue>/ gri d/ hadoop/ yar n/ | og</ val ue>

<description>Use the list of directories from $YARN LOCAL_LOG DI R
For exanpl e, /grid/hadoop/yarn/log,/gridl/hadoop/yarn/

| 0g, / gri d2/ hadoop/ yar n/ | og</ descri pti on>

</ property>

<property>

<nane>yar n. | og. server. url </ name>

<val ue>htt p: // $j obhi st oryserver. ful | . host nane: 19888/ j obhi st ory/ | ogs/ </
val ue>

<description>URL for job history server</description>

</ property>

<property>
<nane>yar n. r esour cenmanager . webapp. addr ess</ nanme>

<val ue>$r esour cemanager . f ul | . host nane: 8088</ val ue>
<description>URL for job history server</description>
</ property>

d. Edit the mapr ed- si t e. xm and modify the following properties:

<property>
<nane>nmapr educe. j obhi st ory. addr ess</ nane>

<val ue>$j obhi st oryserver. ful |l . host name: 10020</ val ue>
<descri pti on>Ent er your JobHi storyServer hostnane. </descri pti on>
</ property>

<property>

<nane>nmapr educe. j obhi st ory. webapp. addr ess</ name>

<val ue>$j obhi st oryserver. ful |l . host name: 19888</ val ue>
<descri pti on>Ent er your JobHi storyServer hostnane. </descri pti on>
</ property>

4. Optional: Configure MapReduce to use Snappy Compression

In order to enable Snappy compression for MapReduce jobs, edit core-site.xml and
mapred-site.xml.
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a. Add the following properties to mapred-site. xn :

<property>
<nane>nmapr educe. adm n. map. chi | d. j ava. opt s</ nanme>
<val ue>-server -XX NewRatio=8 -Djava.library. path=/usr/Ili b/ hadoop/!|i b/
native/ -Djava.net.preferlPv4Stack=true</val ue>
<final >true</final >
</ property>
<property>
<nane>nmapr educe. admni n. r educe. chi | d. j ava. opt s</ name>
<val ue>-server -XX NewRatio=8 -Djava.library. path=/usr/Ili b/ hadoop/!|i b/
native/ -Djava.net.preferlPv4Stack=true</val ue>
<final >true</final >
</ property>

b. Add the SnappyCodec to the codecs list in core-site.xml:
<property>
<nane>i 0. conpr essi on. codecs</ nane>
<val ue>or g. apache. hadoop. i 0. conpr ess. Gzi pCodec, or g. apache. hadoop. i o.
conpr ess. Def aul t Codec, or g. apache. hadoop. i 0. conpr ess. SnappyCodec</ val ue>
</ property>

5. Replace the default memory configuration settings in yar n-si t e. xm and mapr ed-
site. xm with the YARN and MapReduce memory configuration settings you
calculated previously.

6. Copy the configuration files.

a. On all hosts in your cluster, create the Hadoop configuration directory:

rm-r $HADOOP_CONF_DI R
nkdir -p $HADOOP_CONF_DI R

where $HADOOP_CONF_DI Ris the directory for storing the Hadoop configuration
files.

For example, / et ¢/ hadoop/ conf.
b. Copy all the configuration files to SHADOOP_CONF_DI R.

c. Set appropriate permissions:

chown - R $HDFS_USER: $HADOOP_GROUP $HADOOP_CONF DIR/ . ./
chnod -R 755 $HADOOP_CONF DI R/ . ./

where:
* $HDFS_USERis the user owning the HDFS services. For example, hdf s.

» $HADOOP_GROUP is a common group shared by services. For example, hadoop.
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4. Validating the Core Hadoop
Installation

Use the following instructions to start core Hadoop and perform the smoke tests:
1. Format and Start HDFS

2. Smoke Test HDFS

3. Start YARN

4. Start MapReduce JobHistory Server

5. Smoke Test MapReduce

4.1. Format and Start HDFS

1. Execute these commands on the NameNode host machine:

su $HDFS_USER

lusr/|ib/hadoop/ bi n/ hadoop nanenode -f or mat

lusr/1i b/ hadoop/ shi n/ hadoop- daenon. sh --confi g $HADOOP_CONF_DI R start
nanenode

2. Execute these commands on the SecondaryNameNode:
su $HDFS_USER

/usr/1ib/hadoop/ sbi n/ hadoop- daenon. sh --confi g $HADOOP_CONF_DI R start
secondar ynanenode

3. Execute these commands on all DataNodes:
su $HDFS_USER

[ usr/1ib/hadoop/ shi n/ hadoop- daenon. sh --confi g $HADOOP_CONF_DI R start
dat anode

where:
¢ $HDFS_USER s the user owning the HDFS services. For example, hdf s.

* $HADOOP_CONF_DI Ris the directory for storing the Hadoop configuration files. For
example, / et ¢/ hadoop/ conf .

4.2. Smoke Test HDFS

1. See if you can reach the NameNode server with your browser:

htt p: // $nanenode. f ul | . host nanme: 50070

2. Create the hdfs user directory in HDFS:

su $HDFS_USER
hadoop fs -nkdir -p /user/hdfs
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3. Try copying a file into HDFS and listing that file:
su $HDFS USER

hadoop fs -copyFromLocal /etc/passwd passwd
hadoop fs -Is

4. Test browsing HDFS:

ht t p: // $dat anode. ful | . host narme: 50075/ br owseDi r ect ory. j sp?nanenodel nf oPort =
50070&di r =/ &naddr =$nanenode. f ul | . host nanme: 8020

1. Execute these commands from the ResourceManager server:
<l ogin as $YARN USER>
export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/ | i bexec

[usr /i b/ hadoop-yar n/ sbi n/ yar n- daenon. sh --confi g $HADOOP_CONF_DI R start
resour cenanager

2. Execute these commands from all NodeManager nodes:
<l ogin as $YARN USER>
export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec

[usr/1i b/ hadoop-yarn/ sbi n/ yar n-daenon. sh --confi g $HADOOP_CONF_DI R st art
nodemanager

where:
* $YARN_USERis the user owning the YARN services. For example, yar n.

» $HADOOP_CONF_DI Ris the directory for storing the Hadoop configuration files. For
example, / et ¢/ hadoop/ conf .

1. Change permissions on the container-executor file.

chown -R root: hadoop /usr/lib/hadoop-yarn/bin/contai ner-execut or
chnod -R 650 /usr/lib/hadoop-yarn/bin/contai ner-execut or

E

2. Execute these commands from the JobHistory server to set up directories on HDFS:

If these permissions are not set, the healthcheck script will return an errror
stating that the datanode is UNHEAL THY.

su $HDFS USER

hadoop fs -nkdir -p /nr-history/tnp

hadoop fs -chnod -R 1777 /nr-history/tnp

hadoop fs -nkdir -p /nr-history/done

hadoop fs -chnmod -R 1777 /nr-history/done

hadoop fs -chown -R $MAPRED USER $HDFS USER /nr - hi story

hadoop fs -nkdir -p /app-I|ogs
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hadoop fs -chnod -R 1777 /app-| ogs
hadoop fs -chown yarn /app-I|ogs

3. Execute these commands from the JobHistory server:
<l ogin as $VAPRED USER>
export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/ | i bexec/

[usr /i b/ hadoop- mapr educe/ sbi n/ nr - j obhi st ory- daenon. sh - -
confi g $HADOOP_CONF_DI R start hi storyserver

where:
» $HDFS_USERis the user owning the HDFS services. For example, hdf s.
* $MAPRED USERis the user owning the MapRed services. For example, mapr ed.

» $HADOCP_CONF_DlI Ris the directory for storing the Hadoop configuration files. For
example, / et ¢/ hadoop/ conf .

1. Try browsing to the ResourceManager:

htt p: // $resour cemanager . ful | . host nane: 8088/

2. Create a $CLIENT_USER in all the nodes and add it in users group.

useradd client
usermod -a -G users client

3. As the HDFS user, create a/ user/ $CLI ENT_USER.

sudo su $HDFS_USER

hdfs dfs -nkdir /user/$CLI ENT_USER

hdfs dfs -chown $CLI ENT_USER: $CLI ENT_USER / user/ $CLI ENT_USER
hdfs dfs -chnod -R 755 /user/$CLI ENT_USER

4. Run the smoke test as the $CLIENT_USER, using Terasort and sort 10GB of data.

su $CLI ENT_USER

[usr /i b/ hadoop/ bi n/ hadoop jar /usr/li b/ hadoop- mapr educe/ hadoop- mapr educe-
exanpl es-*.jar teragen 10000 tnp/teragenout

[usr /i b/ hadoop/ bi n/ hadoop jar /usr/lib/hadoop- mapr educe/ hadoop- mapr educe-
exanpl es-*.jar terasort tnp/teragenout tnp/terasortout
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5. Installing Zookeeper

This section describes installing and testing Apache ZooKeeper, a centralized tool for
providing services to highly distributed systems.

5.1. Install the ZooKeeper RPMs

In a terminal window, type:

¢ For RHEL/CentOS/Oracle Linux

yuminstall zookeeper

e For SLES

zypper install zookeeper

e For Ubuntu

apt-get install zookeeper

e Note
4

Grant the zookeeper user shell access on Ubuntu.

user nod zookeeper -s /bin/bash

5.2. Set Directories and Permissions

Create directories and configure ownership and permissions on the appropriate hosts as
described below.

If any of these directories already exist, we recommend deleting and recreating them. Use
the following instructions to create appropriate directories:

1. We strongly suggest that you edit and source the bash script files included with the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi |l e)to set up
these environment variables in your environment.

2. Execute the following commands on all nodes:

nkdir -p $ZOOKEEPER LOG DI R
chown - R $ZOOKEEPER USER: $HADOOP_GROUP $ZOOKEEPER LOG DI R;
chmod -R 755 $ZOOKEEPER LOG DI R,

nkdir -p $ZOOKEEPER PI D DI R
chown - R $ZOOKEEPER USER: $HADOOP_GROUP $ZOCKEEPER PI D DI R;
chmod - R 755 $ZOOKEEPER PI D DI R

nkdir -p $ZOOKEEPER DATA DI R
chmod - R 755 $ZOOKEEPER DATA DI R
chown - R $ZOOKEEPER USER $HADOOP_GROUP $ZOOKEEPER DATA DI R
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where:

* $ZOOKEEPER _USER s the user owning the ZooKeeper services. For example,
zookeeper.

* $ZOOKEEPER LOG DI Ris the directory to store the ZooKeeper logs. For example, /
var/ | og/ zookeeper.

* $ZOOKEEPER _PI D_DI Ris the directory to store the ZooKeeper process ID. For
example, / var/ run/ zookeeper.

* $ZOOKEEPER _DATA DI Ris the directory where ZooKeeper will store data. For
example, / gri d/ hadoop/ zookeeper/ dat a.

3. Initialize the ZooKeeper data directories with the 'myid' file. Create one file per
ZooKeeper server, and put the number of that server in each file.

vi $ZOOKEEPER DATA DI R/ nyi d

In the myid file on the first server, enter the corresponding number:

1

In the myid file on the second server, enter the corresponding number:
2

In the myid file on the second server, enter the corresponding number:

3

There are several configuration files that need to be set up for ZooKeeper.
» Extract the ZooKeeper configuration files to a temporary directory.

The files are located in the confi gurati on_fil es/ zookeeper directories where you
decompressed the companion files.

* Modify the configuration files.

In the respective temporary directories, locate the following files and modify the
properties based on your environment. Search for TODOin the files for the properties to
replace.

1. Edit zoo. cf g and modify the following properties:
dat aDi r =$zk. dat a. directory. path
server. 1=%$zk. server 1. ful | . host nane: 2888: 3888
server. 2=$zk. server2. ful | . host nane: 2888: 3888

server. 3=$zk. server 3. ful | . host nane: 2888: 3888
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2. Edit the hbase- si t e. xm and modify the following properties:

<property>
<nanme>hbase. zookeeper . quor unx/ nanme>
<val ue>$zk. server 1. full . host nane, $zk. server 2. ful | . host nane, $zk. server 3.
full.host nane</val ue>
<descri pti on>Conma separated |ist of Zookeeper servers (match to what is
specified in zoo.cfg but w thout portnunbers)</description>
</ property>

» Copy the configuration files

1.

On all hosts create the config directory:

rm-r $ZOOKEEPER CONF DIR ;
nkdir -p $ZOOKEEPER CONF_DIR ;

. Copy all the ZooKeeper configuration files to the $ZOOKEEPER_CONF_DI Rdirectory.

. Set appropriate permissions:

chnod a+x $ZOOKEEPER CONF DI R/ ;
chown - R $ZOOKEEPER USER: $HADOOP_GROUP $ZOOKEEPER CONF DI R/ . ./
chnod -R 755 $ZOOKEEPER CONF DI R/ . ./

where:

* $ZOOKEEPER _CONF_DI Ris the directory to store the ZooKeeper configuration files. For
example, / et ¢/ zookeeper/ conf.

* $ZOOKEEPER_USER s the user owning the ZooKeeper services. For example,
zookeeper.

In order to install and configure HBase and other Hadoop ecosystem components, you
must start the ZooKeeper service:

su - zookeeper -c 'source /etc/zookeeper/conf/zookeeper-env.sh ; export
ZOOCFGDI R=/ et c/ zookeeper/ conf ; /usr/|i b/ zookeeper/bi n/ zkServer.sh start >> /
var /| og/ zookeeper/zoo. out 2>&1'
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This section describes installing and testing Apache HBase, a distributed, column-oriented
database that provides the ability to access and manipulate data randomly in the context
of the large blocks that make up HDFS.

In a terminal window, type:

» For RHEL/CentOS/Oracle Linux
yuminstall zookeeper hbase
* For SLES
zypper install zookeeper hbase
* For Ubuntu

apt-get install zookeeper hbase

Create directories and configure ownership + permissions on the appropriate hosts as
described below.

If any of these directories already exist, we recommend deleting and recreating them. Use
the following instructions to create appropriate directories:

1. We strongly suggest that you edit and source the bash script files included with the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi |l e) toset up
these environment variables in your environment.

2. Execute the following commands on all nodes:

nkdir -p $HBASE_LOG DI R
chown - R $HBASE_USER: $HADOOP_GROUP $HBASE LOG DI R;
chmod - R 755 $HBASE_LOG DI R

nkdir -p $HBASE_PID DI R;

chown - R $HBASE_USER: $HADOOP_GROUP $HBASE_PI D DI R;
chmod -R 755 $HBASE_PID DI R;

where:

* $HBASE _LOG DI Ris the directory to store the HBase logs. For example, / var / | og/
hbase.

* $HBASE_PI D_DI Ris the directory to store the HBase process ID. For example, / var /
run/ hbase.

* $HBASE USERis the user owning the HBase services. For example, hbase.
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» $HADOOP_CGROUP is a common group shared by services. For example, hadoop.

There are several configuration files that need to be set up for HBase and ZooKeeper.
* Extract the HBase configuration files to a temporary directory.

The files are located in the conf i gurati on_fil es/ hbase directory where you
decompressed the companion files.

* Modify the configuration files.

In the respective temporary directories, locate the following files and modify the
properties based on your environment. Search for TODOin the files for the properties to
replace.

1. Edit zoo. cf g and modify the following properties:
dat aDi r =$zk. data. directory. path
server. 1=$zk. server 1. ful | . host nane: 2888: 3888
server. 2=$zk. server 2. ful | . host nane: 2888: 3888

server. 3=%$zk. server 3. ful | . host nane: 2888: 3888

2. Edit the hbase- si t e. xm and modify the following properties:

<property>
<nane>hbase. r oot di r </ nane>
<val ue>hdf s: // $hbase. nanenode. f ul | . host nane: 8020/ apps/ hbase/ dat a</ val ue>

<description>Enter the HBase NaneNode server hostname</descripti on>
</ property>

<property>
<nanme>hbase. zookeeper . quor unx/ name>
<val ue>$zk. server 1. ful | . host nanme, $zk. server 2. ful | . host nane, $zk. server 3
ful | . host name</ val ue>
<descri pti on>Conma separated |ist of Zookeeper servers (match to what is
specified in zoo.cfg but w thout portnunbers)</description>
</ property>

3. Edit the r egi onser ver s file and list all the RegionServers hostnames (separated
by newline character) in your environment. For example, see the sample
regi onser ver s file with hostnames Regi onSer ver 1 through Regi onSer ver 9.

Regi onSer ver 1
Regi onSer ver 2
Regi onSer ver 3
Regi onSer ver 4
Regi onSer ver 5
Regi onSer ver 6
Regi onSer ver 7
Regi onSer ver 8
Regi onSer ver 9
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» Copy the configuration files

1. On all hosts create the config directory:

rm-r $HBASE_CONF_DIR ;
nkdir -p $HBASE_CONF DIR ;

rm-r $ZOOKEEPER CONF DIR ;
nkdir -p $ZOOKEEPER CONF DIR ;

2. Copy all the HBase configuration files to the SHBASE_CONF_DI R,

3. Set appropriate permissions:

chmod a+x $HBASE_CONF DI R/ ;
chown - R $HBASE_USER $HADOOP_GROUP $HBASE CONF DIR/ . ./
chnod -R 755 $HBASE CONF DIR/ . ./

where:

* $HBASE_CONF_DI Ris the directory to store the HBase configuration files. For example,
/ et c/ hbase/ conf.

* $HBASE_USERis the user owning the HBase services. For example, hbase.

Use these steps to validate your installation.
1. Start HBase.

a. Execute this command from the HBase Master node:

<l ogi n as $HDFS_USER>

/usr /i b/ hadoop/ bi n/ hadoop fs -nkdir /apps/hbase

[usr/li b/ hadoop/ bi n/ hadoop fs -chown -R hbase /apps/ hbase

<l ogi n as $HBASE USER>

/usr/1ib/hbase/ bi n/ hbase- daenon. sh --config $HBASE CONF_DIR start master

b. Execute this command from each HBase Region Server node:

<l ogi n as $HBASE_USER>

lusr/1i b/ hbase/bi n/ hbase- daenon. sh --config $HBASE_CONF_DIR start
regi onserver

where:

* $HBASE_CONF_DI Ris the directory to store the HBase configuration files. For
example, / et ¢/ hbase/ conf .

* $HBASE_USER s the user owning the HBase services. For example, hbase.
2. Smoke Test HBase.

From a terminal window, enter:

su - $HBASE_USER
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hbase shel |

In the HBase shell, enter the following command:

st at us

6.5. Starting the HBase Thrift and REST APIs

Administrators must manually start the Thrift and REST APIs for HBase.
Starting the HBase Thrift API

Run the following command to start the HBase Thrift API:

[usr/bin/hbase thrift start
Starting the HBase REST API

Run the following command to start the HBase REST API:

[usr/li b/ hbase/ bi n/ hbase- daenon. sh start rest --infoport 8085
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To install the Phoenix RPM:
1. Install Phoenix on all HBase Region servers:
¢ RHEL/CentOS/Oracle Linux:
yum install phoenix
* For SLES:
zypper install phoeni x
* For Ubuntu or Debian:
apt-get install phoenix
2. Link the Phoenix core jar file to the HBase Master and Region Servers:

In -sf /usr/lib/phoenix/lib/phoenix-core-4.0.0.$version.jar /usr/lib/hbase/
I'i b/ phoeni x. j ar

where $ver si on is the five-digit HDP version of the Phoenix jar. For example,
2.1.5.0-695.

3. Add the following configuration to hbase- si t e. xml on all HBase nodes, the Master
Server, and all Region Servers:

<property>
<nanme>hbase. def aul t s. f or. ver si on. ski p</ name>
<val ue>true</ val ue>
</ property>
<property>
<name>hbase. r egi onser ver. wal . codec</ nanme>
<val ue>or g. apache. hadoop. hbase. r egi onser ver . wal . | ndexedWALEdi t Codec</
val ue>
</ property>

4. Restart the HBase Master and Region Servers.
5. Add the phoenix-4.0-client.jar to the classpath of any Phoenix client.
Configuring Phoenix for Security

Phoenix administrators must perform the following additional steps to configure Phoenix
to run in a secure Hadoop cluster:

1. Execute the following command to link the HBase configuration file with the Phoenix
libraries:

In -sf <HBASE CONFI G DI R>/ hbase-site.xm <PHOEN X HOVE>/ bi n/ hbase-site. xm

2. Execute the following command to link the Hadoop configuration file with the Phoenix
libraries:
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In -sf <HADOOP_CONFI G DI R>/ core-site.xm <PHOEN X HOVE>/ bi n/ core-site.xmn

E

Phoenix administrators may safely ignore the following warnings when running
the pssql . py and sgl | i ne. py Phoenix scripts in secure mode:

14/ 04/ 19 00: 56: 24 WARN util.Nati veCodelLoader: Unable to | oad native-
hadoop library for your platform.. using builtin-java classes where
appl i cabl e

14/ 04/ 19 00: 56: 24 WARN util.Dynam cC assLoader: Failed to identify
the fs of dir hdfs://<HOSTNAME>: 8020/ apps/ hbase/ data/li b, ignored
java.io. |l OException: No FileSystem for schene: hdfs

Smoke Testing Phoenix

Execute the following commands to verify your installation on an unsecure cluster:

=

The command assumes an unsecure cluster with the following values for
configuration parameters:

» hbase. zookeeper. quor unel ocal host
* hbase. zookeeper . property. clientPort=2181
» zookeeper . znode. par ent =/ hbase- unsecure

For a secure cluster, the zookeeper . znode. par ent configuration property
requires a different value:

e zookeeper. znode. par ent =/ hbase

cd $PHOENI X_HOVE/ bi n
./ psql.py |ocal host:2181:/ hbase-unsecure /usr/share/ doc/ phoeni x- 4. 0.
0. $ver si on/ exanpl es/ WEB_STAT. sql /usr/shar e/ doc/ phoeni x- 4. 0. 0. $ver si on/
exanpl es/ WEB_STAT. csv
[ usr/ shar e/ doc/ phoeni x- 4. 0. 0. $ver si on/ exanpl es/ WEB_STAT_QUERI ES. sql

where $ver si on is the four-digit HDP version. For example, 2.1.5.0.
Troubleshooting Phoenix

You may encounter a runtime exception similar to the following:

Exception in thread "mai n" java.lang. ||| egal AccessError: class com googl e.
pr ot obuf . HBaseZer oCopyByt eStri ng cannot access its superclass com googl e.
prot obuf . Li teral ByteString

at java.l ang. Cl assLoader. defi neCl ass1(Nati ve Met hod)

at java.l ang. C assLoader. defi neC ass(d assLoader . j ava: 800)

at java.security. Secured assLoader . defi ned ass(Secur eCl assLoader .
j ava: 142)

To resolve this issue, place hbase- prot ocol *. j ar immediately after hbase- si t e. xml
in the HADOOP_ CLASSPATH environment variable, as shown in the following example:
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HADOOP_CLASSPATH=/ pat h/ t o/ hbase-si te. xm : / pat h/ t o/ hbase- pr ot ocol . j ar
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8. Installing Apache Pig

This section describes installing and testing Apache Pig, a platform for creating higher level
data flow programs that can be compiled into sequences of MapReduce programs, using
Pig Latin, the platform’s native language.

Complete the following instructions to install Pig:
1. Install the Pig RPMs
2. Set Up Configuration Files

3. Validate the Installation

8.1. Install the Pig RPMs

On all the hosts where you will execute Pig programs, install the RPMs.

¢ For RHEL or CentOS:

yuminstall pig

* For SLES:
zypper install pig
* For Ubuntu or Debian:
apt-get install pig

The RPM will install Pig libraries to / usr/ | i b/ pi g. Pig configuration files are placed in/
usr/ i b/ pig/conf.

8.2. Set Up Configuration Files

Use the following instructions to set up configuration files for Pig:
1. Extract the Pig configuration files.

From the downloaded scri pt s. zi p file, extract the files from the
configuration_fil es/pigdirectoryto atemporary directory.

2. Copy the configuration files.

a. On all hosts where Pig will be executed, create the Pig configuration directory:

rm-r $PI G CONF_DI R
nkdir -p $PI G_ CONF_DI R

b. Copy all the configuration files to $PI G_ CONF_DI R.

c. Set appropriate permissions:

chnod -R 755 $PI G CONF_DI R
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where:

» $PI G_CONF_DI Ris the directory to store Pig configuration files. For example, / et ¢/
pi g/ conf.

* $PI G_USERis the user owning the Pig services. For example, pi g.

» $HADOOP_CGROUP is a common group shared by services. For example, hadoop.

Use the following steps to validate your installation:

1. On the host machine where Pig is installed execute the following commands:

su $HDFS USER
[usr/1ib/hadoop/ bi n/ hadoop fs -copyFroniocal /etc/passwd passwd

2. Create the pig script file / t np/ i d. pi g with the following contents:

A
B

| oad ' passwd' using PigStorage(':');
foreach A generate \$0 as id; store Binto '/tnp/id.out";

3. Execute the Pig script:

su $HDFS USER
pig -l /tnp/pig.log /tnp/id.pig
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9. Installing Apache Hive and Apache
HCatalog

This section describes installing and testing Apache Hive, a tool for creating higher level SQL
queries using HiveQL, the tool’s native language, that can be compiled into sequences of
MapReduce programs.

It also describes installing and testing Apache HCatalog, a metadata abstraction layer that
insulates users and scripts from how and where data is physically stored.

Complete the following instructions to install Hive and HCatalog:

A W N =

5

. Install the Hive and HCatalog RPMs

. Set Directories and Permissions

. Set Up the Hive/HCatalog Configuration Files

. Create Directories on HDFS

. Validate the Installation

9.1. Install the Hive and HCatalog RPMs

e

Note

It is recommended that you set the soft and hard limits for number of

processes that the Hive user can consume in your server / et ¢/ security/

limts. conf file as follows.

For non-secured clusters:

<hi ve user |D> sof t
<hi ve user |D> hard
For secured clusters:

<hi ve user |D> sof t
<hi ve user |D> hard

nproc
npr oc

nproc
nproc

128
1024

128
32768

. On all client/gateway nodes (on which Hive programs will be executed), Hive Metastore

Server, and HiveServer2 machine, install the Hive RPMs.

* For RHEL/CentOS/Oracle Linux:

yum install hive
yum install hive-hcatal og
e For SLES:

hi ve
hi ve- hcat al og

zypper instal
zypper install

¢ For Ubuntu:
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apt-get install hive
apt-get install hive-hcatal og

2. Optional - Download and install the database connector .jar file for your Hive metastore
database.

By default, Hive uses an embedded Derby database for its metastore. However, you

can choose to enable a local or remote database for the Hive metastore. Hive supports
Derby, MySQL, Oracle, SQL Server, and Postgres. You will need to install the appropriate
JDBC connector for your Hive metastore database. Hortonworks recommends using an
embedded instance of the Hive Metastore with HiveServer2. An embedded metastore
runs in the same process with HiveServer2 rather than as a separate daemon.

E

Administrators who all Hive queries to run as the hi ve system

user rather the actual user who submitted the query must set the

hi ve. server 2. enabl e. doAs configuration property tot r ue and must
configure HiveServer2 to use a local Metastore. A value of t r ue for this
property requires a local Metastore server.

For example, if you previously installed MySQL, you would use the following steps to
install the MySQL JDBC connector:

a. Execute the following command on the Hive metastore machine.

[ For RHEL/ CENTOS/ ORACLE LI NUX]
yuminstall mysql-connector-java*

[ For SLES]
zypper install nysql-connector-java*

[ For UBUNTU]
apt-get install mysql-connector-java*

b. After the install, the MySQL connector .jar file is placed in the / usr/ shar e/ j ava/
directory. Copy the downloaded .jar file to the / usr /1 i b/ hi ve/ | i b/ directory on
your Hive host machine.

¢. Verify that the .jar file has appropriate permissions.

Create directories and configure ownership + permissions on the appropriate hosts as
described below.

If any of these directories already exist, we recommend deleting and recreating them. Use
the following instructions to set up Pig configuration files:

1. We strongly suggest that you edit and source the bash script files included in the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi |l e)to set up
these environment variables in your environment.
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2. Execute these commands on the Hive server machine:
nkdir -p $H VE_LOG DI R,

chown -R $H VE_USER $HADOOP_GROUP $HI VE_LOG DI R
chnod -R 755 $HI VE_LOG DI R;

where:
e $H VE_LOG Dl Ris the directory for storing theHive Server logs.

This directory name is a combination of a directory and the $Hl VE_USER.
* $HI VE_USERis the user owning the Hive services. For example, hi ve.

* $HADOOP_CGROUP is a common group shared by services. For example, hadoop.

Use the following instructions to set up the Hive/HCatalog configuration files:
1. If you have not already done so, download and extract the HDP companion files.

A sample hive-site.xml file is included in the confi gurati on_fil es/hi ve folderin
the HDP companion files.

2. Modify the configuration files.

Inthe configuration_files/hive directory, edit the hi ve-site. xm fileand
modify the properties based on your environment. Search for TODOin the files for the
properties to replace.

a. Edit the connection properities for your Hive metastore database in hi ve-
site.xm:

<property>
<nane>j avax. j do. opti on. Connect i onURL</ name>
<val ue>j dbc: nmysql : // TODO- HI VE- METASTORE- DB- SERVER: TODO- HI VE-
METASTORE- DB- PORT/ TODO- HI VE- METASTORE- DB- NAME?cr eat eDat abasel f Not Exi st =
true</val ue>
<descri pti on>Enter your Hive Metastore Connection URL, for exanple if
MySQL: jdbc: nysql :/ /1 ocal host: 3306/ nysql ?cr eat eDat abasel f Not Exi st =t r ue</
descri ption>
</ property>

<property>
<nane>j avax. j do. opti on. Connect i onUser Name</ name>
<val ue>TODO HI VE- METASTORE- DB- USER- NAME</ val ue>
<descri pti on>Enter your Hi ve Metastore database user nane. </
descri ption>
</ property>

<property>
<nanme>j avax. j do. opti on. Connect i onPasswor d</ nane>
<val ue>TODO Hl VE- METASTORE- DB- PASSWORD</ val ue>
<descri pti on>Enter your Hi ve Metastore database password. </
descri pti on>
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</ property>

<property>
<name>j avax. j do. opti on. Connecti onDri ver Nane</ name>
<val ue>TODO- HI VE- METASTORE- DB- CONNECTI ON- DRI VER- NAME</ val ue>
<descri pti on>Enter your H ve Metastore Connection Driver Nane, for
exanple if MySQL: com nysql.jdbc. Driver</description>
</ property>

If you plan on storing Hive data in a columnar format, such as ORC, verify that the

hi ve.optim ze. sort.dynani c. partition propertyissettotrue, the default
value for Hive 0.13.x. Enabling dynamic partitions improves Hive performance when
using columnar formats.

<property>
<name>hi ve. opti m ze. sort. dynam c. partiti on</ nane>
<val ue>t rue</ val ue>

</ property>

Optional: If you want storage-based authorization for Hive, set the following Hive
authorization parameters in the hi ve-si t e. xim file:

<property>
<nanme>hi ve. security. aut hori zati on. enabl ed</ nane>
<val ue>t rue</ val ue>

</ property>

<property>

<nanme>hi ve. security. aut hori zati on. manager </ nanme>

<val ue>or g. apache. hadoop. hi ve. gl . security. authori zati on.
St or ageBasedAut hori zat i onPr ovi der </ val ue>
</ property>

<property>
<name>hi ve. securi ty. net ast or e. aut hori zat i on. manager </ nane>
<val ue>or g. apache. hadoop. hi ve. gl . security. aut hori zati on.

St or ageBasedAut hori zat i onProvi der </ val ue>

</ property>

<property>

<name>hi ve. securi ty. aut henti cat or. manager </ nanme>

<val ue>or g. apache. hadoop. hi ve. gl . security. ProxyUser Aut henti cat or </
val ue>
</ property>

Hive also supports SQL standard authorization. See Hive Authorization for more
information about Hive authorization models.

For a remote Hive metastore database, use the following hi ve- si t e. xim property
value to set the IP address (or fully-qualified domain name) and port of the metastore
host.

<property>
<nane>hi ve. net ast or e. uri s</ nane>
<val ue>thrift://$metastore. server. full.hostnane: 9083</ val ue>
<description>URl for client to contact netastore server. To enable
Hi veServer 2, |eave the property value enpty. </description>

</ property>
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To enable HiveServer2 for remote Hive clients, assign a value of a single empty space
to this property. Hortonworks recommends using an embedded instance of the Hive
Metastore with HiveServer2. An embedded metastore runs in the same process with
HiveServer2 rather than as a separate daemon. You can also configure HiveServer2 to
use an embedded metastore instance from the command line:

hive --service hiveserver2 -hiveconf hive.netastore.uris=" "

Optional: By default, Hive ensures that column names are unique in query results
returned for SELECT statements by prepending column names with a table alias.
Administrators who do not want a table alias prefix to table column names can
disable this behavior by setting the following configuration property:

<property>
<nanme>hi ve. resul t set . use. uni que. col um. nanes</ nanme>
<val ue>f al se</ val ue>

</ property>

X

Hortonworks recommends that deployments disable the DataNucleus
cache by setting the value of the dat anucl eus. cache. | evel 2. type
configuration parameter to none. Note that the

dat anucl eus. cache. | evel 2 configuration parameter is ignored, and
assigning a value of none to this parameter will not have the desired effect.

=

3. Copy the configuration files.

You can also use the HDP utility script to fine-tune memory configuration
settings based on node hardware specifications.

a. On all Hive hosts create the Hive configuration directory.

rm-r $H VE_CONF_DIR ;
nkdir -p $H VE_CONF DIR ;

b. Copy all the configuration files to $H VE_CONF_DI Rdirectory.

c. Set appropriate permissions:

chown -R $HI VE_USER $HADOOP_GROUP $HI VE_ CONF DIR/ . ./
chnod -R 755 $H VE CONF DIR/ ../ ;
where:

* $H VE_CONF_DI Ris the directory to store the Hive configuration files. For example, /
et ¢/ hi ve/ conf.

» $H VE_USERIs the user owning the Hive services. For example, hi ve.

» $HADOOP_CGROUP is a common group shared by services. For example, hadoop.
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The hi ve-si t e. xm file in the HDP companion files includes the settings for Hive and
HiveServer2 for Tez.

If you have already configured the hi ve- si t e. xrm connection properities for your Hive
metastore database as described in the previous section, the only remaining task would

be to adjust the hi ve. t ez. cont ai ner. si ze and hi ve. t ez. j ava. opt s values as
described in the following section. You can also use the HDP utility script to calculate these
Tez memory configuration settings.

Apart from the configurations generally recommended for Hive and HiveServer2 and
included in the hi ve- si te. xm file in the HDP companion files, for a multi-tenant use-
case, only the following configurations are required in the hi ve- si t e. xm configuration
file to configure Hive for use with Tez.

Configuration Parameter Description Default Value
hi ve. execut i on. engi ne This setting determines whether Hive | If this value is set to "mr", Hive queries
queries will be executed using Tez or will be executed using MapReduce.
MapReduce. If this value is set to "tez", Hive
queries will be executed using
Tez. All queries executed through
HiveServer2 will use the specified
hi ve. execut i on. engi ne setting.
hi ve.tez. cont ai ner. si ze The memory (in MB) to be used - 1(not specified) If this is not
for Tez tasks. If this is not specified specified, the memory settings from
(-1), the memory settings from the MapReduce configurations
the MapReduce configurations (mapr educe. map. nenory. nb)will
(mapr educe. map. nenory. nb)will be used by default.
be used by default for map tasks.
hive.tez.java.opts Java command line options for If this is not specified, the
Tez. If this is not specified, the MapReduce java opts settings
MapReduce java opts settings (mapr educe. map. j ava. opt s) will
(mapr educe. map. j ava. opt s) will | be used by default.
be used by default for map tasks.
hi ve. server2.tez. def aul t. quellAxomma-separated list of queues The default value is an empty string,
configured for the cluster. which prevents execution of all
queries. To enable query execution
with Tez for HiveServer2, this
parameter must configured.
hi ve. server 2.t ez. sessi ons. per Thiehaniber gfisessions for 1 Larger clusters may improve
each queue named in the performance of HiveServer2 by
hi ve. server 2.t ez. def aul t. queugiscreasing this number.
hi ve.server2.tez.initialize. defahles a sesstoornss HiveServer2 fal se
without enabling Tez for HiveServer2.
Users may potentially may want to
run queries with Tez without a pool of
sessions.
hi ve. server 2. enabl e. doAs Required when the queue-related fal se
configurations above are used.

Examples of Hive-Related Configuration Properties:
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<property>

<nane>hi ve. execut i on. engi ne</ name>

<val ue>t ez</ val ue>
</ property>
<property>

<nane>hi ve. t ez. cont ai ner. si ze</ nane>

<val ue>- 1</ val ue>

<description>Menory in nb to be used for Tez tasks. If this is not
specified (-1) then the nenory settings for map tasks will be used from
mapr educe confi guration</description>
</ property>

<property>
<nane>hi ve. tez. j ava. opt s</ nane>
<val ue></ val ue>
<descri pti on>Java opts to be specified for Tez tasks. If this is
not specified then java opts for nmap tasks will be used from mapreduce
confi guration</description>
</ property>

<property>
<nane>hi ve. server 2. t ez. def aul t . queues</ nane>
<val ue>def aul t </ val ue>

</ property>

<property>
<nane>hi ve. server 2. t ez. sessi ons. per. def aul t . queue</ nane>
<val ue>1</ val ue>

</ property>

<property>
<nanme>hi ve. server2.tez.initialize.default.sessions</nane>
<val ue>f al se</ val ue>

</ property>

<property>
<nane>hi ve. server 2. enabl e. doAs</ nanme>
<val ue>f al se</ val ue>

</ property>

=

Users running HiveServer2 in data analytic tools such as Tableau must reconnect
to HiveServer2 after switching between the Tez and MapReduce execution

engines.

a' ’ You can retrieve a list of queues by executing the following command: hadoop
gueue -1list.

You can use the t ez. queue. nane property to specify which queue will be used for Hive-
on-Tez jobs. You can also set this property in the Hive shell, or in a Hive script. For more
details, see "Configuring Tez with the Capacity Scheduler" on this page.
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1. Create the Hive user home directory on HDFS.
Logi n as $HDFS USER

hadoop fs -nkdir -p /user/$H VE_USER
hadoop fs -chown $H VE USER: $HDFS_USER / user/ $H VE_USER

2. Create the warehouse directory on HDFS.
Logi n as $HDFS_USER
hadoop fs -nkdir -p /apps/ hive/ warehouse
hadoop fs -chown -R $H VE_USER: $HDFS_USER / apps/ hi ve
hadoop fs -chnbd -R 775 /apps/ hive
where:
* $HDFS_USER s the user owning the HDFS services. For example, hdf s.
* $H VE_USERIs the user owning the Hive services. For example, hi ve.

3. Create the Hive scratch directory on HDFS.
Logi n as $HDFS_USER
hadoop fs -nkdir -p /tnp/scratch
hadoop fs -chown -R $H VE_USER: $HDFS USER /t np/ scr at ch
hadoop fs -chmod -R 777 /tnp/scratch

where:
* $HDFS_USER s the user owning the HDFS services. For example, hdf s.

* $H VE_USER s the user owning the Hive services. For example, hi ve.

Use the following steps to validate your installation:

1. Initialize the Hive Metastore database schema.

$HI VE_HOVE/ bi n/ schemat ool -initSchema - dbType <$dat abaseType>
* The value for $databaseType can be derby, mysqg|l, oracle, mssq|l, or postgres.
» $HIVE_HOME is by default configured to usr/ 1 i b/ hi ve

2. Edit hive-site.xml to set the value of datanucleus.autoCreateSchema to false:

<property>

<nane>dat anucl eus. aut oCr eat eSchenma</ nane>

<val ue>f al se</ val ue>

<descri pti on>Creates necessary schema on a startup if one doesn't exist</
descri ption>
</ property>

3. Start the Hive Metastore service.
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su $H VE_USER
nohup hive --service netastore -hiveconf hive.log.file=hivenetastore.log
>$H VE_LOG DI R/ hi ve. out 2>$H VE_LOG DI R hi ve. | og &

Where $H VE_LOG DI Ris the location of the Hive log directory, for example / var/
| og/ hive/

E

You may receive the following error after running the su $Hl VE_USER
command:

su hive
This account is currently not avail able.

If you get this error, you may need to reassign the $Hl VE_USER shell. You
can confirm this by looking for the following line in et ¢/ passwd:

hi ve: x: 493: 493: Hi ve: /var/|i b/ hi ve:/sbi n/ nol ogi n

This indicates that the $HI VE_USER s assigned to the sbi n/ nol ogi n
shell, which blocks access. You can use the following command to assign the
$HI VE_USERto the bi n/ bash shell.

sudo chsh -s /bin/bash hive
This command should return the following:

Changi ng shell for hive.
Shel | changed.

You should then be able to successfully run the su $H VE_USER command.
4. Smoke Test Hive.

a. Open Hive command line shell.
hi ve

b. Run sample commands.
show dat abases;

create table test(coll int, col2 string);
show t abl es;

5. Start HiveServer2.

su $H VE_USER

[usr/1ib/hivelbin/hiveserver2 -hiveconf hive.nmetasture.uris=" " -

hi veconf hive.log.fil e=hiveserver2.log >$H VE_LOG DI R/ hi veser ver 2. out
2> $H VE_LOG DI R/ hi veserver2.log &

Where $HI VE_LOG DI Ris the location of the Hive log directory, for example / var/
| og/ hi ve/

6. Smoke test HiveServer2.
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a. Open Beeline command line shell to interact with HiveServer2.

[usr/1ib/hivelbin/beeline

b. Establish connection to server.

I connect jdbc: hive2://$hive.server.full.hostnanme: 10000 $H VE_USER
passwor d org. apache. hi ve. j dbc. Hi veDri ver

¢. Run sample commands.
show dat abases;
create table test2(a int, b string);
show t abl es;
where:

* $HI VE_USERis the user that owns the HIVE services. For example, hi ve.

* $H VE_LOG DI Ris the directory for storing the Hive Server logs. This directory name is a
combination of a directory and the $HI VE_USER.
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10. Installing and Configuring Apache Tez

Apache Tez is the next generation Hadoop query processing framework and execution
engine written on top of YARN. Tez is a replacement for the MapReduce application that
supports a range of performance features that radically improve query latency in Hadoop.
This improvement in query performance enables the use of Hadoop for interactive queries
by business analysts and data scientists. With Tez, Hadoop provides both interactive and
batch queries.

Prerequisites

Verify that your cluster meets the following pre-requisites before installing Tez:

¢ Apache Hadoop 2.4

* YARN

e Note
~ 4

Hadoop administrators can also intall Tez using Ambari, which may reduce
installation time by automating the installation across all cluster nodes.

Use the following instructions to install and configure Tez:
1. Install the Tez RPM

2. Configure Tez

3. Validate the Tez Installation

4. Enable Tez for Hive Queries

5. Validate Hive-on-Tez Installation

6. Troubleshooting

e Note
4

There are no additional steps required to secure Tez if your cluster is already
configured for security.

10.1. Install the Tez RPM

On all client/gateway nodes:
1. Install the Tez RPMs on all client/gateway nodes:

* For RHEL/CentOS/Oracle Linux:

yuminstall tez
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e For SLES:

zypper install tez

¢ For Ubuntu or Debian:

apt-get install tez

2. Execute the following commands to create the Tez configuration directories. These HDFS

directories must be publicly accessible.

E

The $HDFS_USERis the user that owns the HDFS service. For example,

hdf s.

su $HDFS USER
hdfs dfs -nkdir -p /apps/tez

3. Execute the following commands from any one of the cluster client nodes to upload the

Tez jar files and their dependencies into HDFS:

su $HDFS_USER

hdfs dfs -copyFroniocal /usr/lib/tez/* [apps/tez

hdfs dfs -chown -R hdfs:users /apps/tez
hdfs dfs -chnod 755 /apps

hdf s df s -chnod 755 /apps/tez

hdfs dfs -chnod 755 /apps/tez/lib/

hdf s dfs -chnod 644 /apps/tez/*.jar

hdf s dfs -chnod 644 /apps/tez/lib/*.jar

4. Execute the following command to verify that the files were copied with the preceeding

step:

hdfs dfs -1s /apps/tez

This should return a list of files that looks similar to this:

Found 10 itens

dr wxr - Xr - x - hdfs users 0 2014-06-04
dr wxr - Xr - x - hdfs users 0 2014-06-04
- T WKT - XTI - X 3 hdfs users 748252 2014- 06- 04
0.2.1.2.0-402.jar

- T WXT - XT - X 3 hdfs users 29846 2014-06- 04
common-0.4.0.2.1.2.0-402.j ar

- T WXT - XT - X 3 hdfs users 980888 2014- 06- 04
0.2.1.2.0-402.jar

- FWKT - XTI - X 3 hdfs users 242111 2014-06- 04
mapr educe-0.4.0.2. 1. 2. 0-402.j ar

- T WKT - XTI - X 3 hdfs users 195627 2014-06- 04
mapr educe- exanpl es-0.4.0. 2. 1. 2. 0-402. j ar

- T WXT - XT - X 3 hdfs users 110388 2014- 06- 04
internal s-0.4.0.2.1.2.0-402.j ar

- T WXT - XT - X 3 hdfs users 348559 2014- 06- 04
library-0.4.0.2.1.2.0-402.jar

- FWKT - XTI - X 3 hdfs users 2615 2014- 06- 04

4.0.2.1.2.0-402.jar

14:
14:
14:
14:
14:
14:
14:
14:
14:

14.

07
07
07
07
07
07
07
07
07

07

[ apps/ t ez/ conf
[apps/tez/lib

[ apps/tez/tez-api-0.4.
[ apps/tez/tez-

[ apps/tez/tez-dag-0. 4.
[ apps/tez/tez-

| apps/tez/tez-

[ apps/tez/tez-runtinme-

[ apps/tez/tez-runti me-

| apps/tez/tez-tests-0.
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Perform the following steps to configure Tez for your Hadoop cluster:

1. Createat ez-site.xm configuration file and place itin the/ et ¢/ t ez/ conf
configuration directory.

Asamplet ez-site.xm fileisincluded inthe confi gurati on_fil es/tez folderin
the HDP companion files.

2. Create the $TEZ_CONF_DI R environment variable and set it to to the location of the
tez-site. xnl file.

export TEZ CONF_DI R=/etc/tez/ conf

3. Create the $TEZ_JARS environment variable and set it to the location of the Tez jars
and their dependencies.

export TEZ JARS=/usr/lib/tez/*:/usr/lib/tez/libl*

E

4. Configurethetez. li b. uri s property with the HDFS paths containing the Tez jar files
inthetez-site. xm file.

Be sure to include the asterisks (*) in the above command.

<property>

<nanme>tez.|ib. uris</ nane>

<val ue>${fs. def aul t. nane}/ apps/tez/, ${fs. defaul t. nane}/ apps/tez/lib/ </
val ue>
</ property>

5. Add $TEZ_CONF_DI Rand $TEZ_JARS to the $HADOOP_CLASSPATH environment
variable.

export HADOOP_CLASSPATH=$TEZ CONF_DI R: $TEZ_JARS: $HADOOP_CLASSPATH
Where:
 $TEZ_CONF_DI Ris the location of t ez-site. xni .

* $TEZ_JARSiis the location of Tez jars and their dependencies.
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Configuration Parameter Description Default Value
tez.lib.uris Location of the Tez jars and their dependencies. Tez |N/A
applications download required jar files from this
location, so it should be public accessible.
tez.aml og. | evel Root logging level passed to the Tez Application I NFO
Master.
tez.staging-dir The staging directory used by Tez when application |/t np/ ${ user . nane}/
developers submit DAGs, or Dynamic Acyclic Graphs. |st agi ng
Tez creates all temporary files for the DAG job in this
directory.
tez. am resour ce. menory. ntirhe amount of memory in MB that YARN will 1536
allocate to the Tez Application Master. The size
increases with the size of the DAG.
tez.amjava.opts Java options for the Tez Application Master process. |- server -Xmx1024m -

The value specified for - Xnx value should be less
than specified int ez. am r esour ce. menory. nb,
typically 512 MB less to account for non-JVM
memory in the process.

Dj ava. net. prefer| Pv4St a
- XX: +UseNUMA - XX:
+UseParal | el GC

tez.am shuffle-vertex-
nmanager. m n-src-
fraction

In case of a Shuffle operation over a Scatter-Gather
edge connection, Tez may start data consumer
tasks before all the data producer tasks complete

in order to overlap the shuffle 10. This parameter
specifies the fraction of producer tasks which should
complete before the consumer tasks are scheduled.
The percentage is expressed as a decimal, so the
default value of 0. 2 represents 20%.

0.2

tez.am shuffl e-vertex-
manager . max- src-
fraction

In case of a Shuffle operation over a Scatter-Gather
edge connection, Tez may start data consumer
tasks before all the data producer tasks complete

in order to overlap the shuffle 10. This parameter
specifies the fraction of producer tasks which should
complete before all consumer tasks are scheduled.
The number of consumer tasks ready for scheduling
scales linearly between min-fraction and max-
fraction. The percentage is expressed as a decimal,
so the default value of 0. 4 represents 40%.

0.

tez.am am
rm heartbeat.interval -
ns. max

This parameter determines how frequently the
Tez Application Master asks the YARN Resource
Manager for resources in milliseconds. A low value
can overload the Resource Manager.

250

tez.am groupi ng.split-
waves

Specifies the number of waves, or the percentage
of queue container capacity, used to process a data
set where a value of1 represents 100% of container
capacity. The Tez Application Master considers this
parameter value, the available cluster resources,
and the resources required by the application to
calculate parallelism, or the number of tasks to run.
Processing queries with additional containers leads
to lower latency. However, resource contention
may occur if multiple users run large queries
simultaneously.

Tez Default:1. 4; Hive Default:
1.7

tez. am groupi ng. m n-
si ze

Specifies the lower bound of the size of the primary
input to each task when The Tez Application Master
determines the parallelism of primary input reading
tasks. This configuration property prevents input
tasks from being too small, which prevents the
parallelism for the tasks being too large.

16777216

ck=true
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Configuration Parameter

Description

Default Value

t ez. am gr oupi ng. max-
si ze

Specifies the upper bound of the size of the primary
input to each task when the Tez Application Master
determines the parallelism of primary input reading
tasks. This configuration property prevents input
tasks from being too large, which prevents their
parallelism from being too small.

1073741824

tez.am cont ai ner.reuse. e

rabbmrtdiner is the unit of resource allocation in
YARN. This configuration parameter determines
whether Tez will reuse the same container to run
multiple tasks. Enabling this parameter improves
performance by avoiding the memory overhead

of reallocating container resources for every task.
However, disable this parameter if the tasks contain
memory leaks or use static variables.

true

tez.am contai ner.reuse.r
fal | back. enabl ed

fplecifies whether to reuse containers for rack-local
tasks. This configuration parameter is ignored unless
tez. am cont ai ner. reuse. enabl ed is enabled.

true

tez.am cont ai ner. reuse. n
| ocal - fall back. enabl ed

dpecifies whether to reuse containers for non-local
tasks. This configuration parameter is ignored unless
tez. am cont ai ner. reuse. enabl ed is enabled.

true

tez. am cont ai ner. sessi on
allocation-mllis

. Dietlearyiines when a Tez session releases its
containers while not actively servicing a query.
Specify a value of - 1 to never release an idle
container in a session. However, containers may still
be released if they do not meet resource or locality
needs. This configuration parameter is ignored
unlesst ez. am cont ai ner. reuse. enabl ed is
enabled.

10000 (10 seconds)

tez. am cont ai ner. reuse. |
allocation-mllis

oldel arhgudiedftime to wait in milliseconds before
assigning a container to the next level of locality.
The three levels of locality in ascending order are
NODE, RACK, and NON_LOCAL.

250

tez.task. get-
task. sl eep.interval -
ms. max

Determines the maximum amount of time in
milliseconds a container agent waits before asking
The Tez Application Master for another task.

Tez runs an agent on a container in order to
remotely launch tasks. A low value may overload the
Application Master.

200

tez.session.client.tinmeo|

Bpesiies the amount of time in seconds to wait
for the Application Master to start when trying to
submit a DAG from the client in session mode.

180

tez. sessi on. am dag. subm

tSpecifies the smosint of time in seconds that the Tez
Application Master waits for a DAG to be submitted
before shutting down. The value of this property is
used when the Tez Application Manager is running
in Session mode, which allows multiple DAGs to be
submitted for execution. The idle time between
DAG submissions should not exceed this time.

300

tez.runtine.internediate
out put . shoul d- conpr ess

Specifies whether Tez should compress intermediate
output.

fal se

tez.runtine.internedi ate
out put . conpr ess. codec

FSpecifies the codec to used when compressing
intermediate output. This configuration is
ignored unlesst ez. runt i ne. i nt er nedi at e-
out put . shoul d- conpr ess is enabled.

or g. apache. hadoop.io.co

tez.runtine.internediate
i nput . i s-conpressed

-Specifies whether intermediate output is
compressed.

fal se

tez.runtime.intermnediate
i nput . conpr ess. codec

Specifies the codec to use when reading
intermediate compressed input. This
configuration property is ignored unless

org. apache. hadoop. i 0. co

npr ess. SnappyCo

mpr ess. Snappy Co
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Configuration Parameter Description Default Value

tez.runtine.internmediate-input.is-
conpr essed is enabled.

tez.yarn. ats. enabl ed Specifies that Tez should start the TimeClient for fal se
sending information to the Timeline Server.

You can use the t ez. queue. nane property to specify which queue will be used for Tez
jobs. Currently the Capacity Scheduler is the default Scheduler in HDP. In general, this is not
limited to the Capacity Scheduler, but applies to any YARN queue.

If no queues have been configured, the default queue will be used, which means that 100%
of the cluster capacity will be used when running Tez jobs. If queues have been configured,
a queue name must be configured for each YARN application.

Settingt ez. queue. nane int ez-si te. xm would apply to Tez applications that use
that configuration file. To assign separate queues for each application, you would need
separate tez-site.xml files, or you could have the application pass this configuration to Tez
while submitting the Tez DAG.

For example, in Hive you would use the the t ez. queue. namne property in hi ve-
site.xm to specify the queue to be used for Hive-on-Tez jobs. To assign Hive-on-Tez
jobs to use the "engineering" queue, you would add the following property to hi ve-
site.xm:

<property>
<nane>t ez. queue. nane</ nane>
<val ue>engi neeri ng</ val ue>
</ property>

Setting this configuration property in hi ve-si t e. xnml will affect all Hive queries that read
that configuration file.

To assign Hive-on-Tez jobs to use the "engineering" queue in a Hive query, you would use
the following command in the Hive shell or in a Hive script:

set tez.queue. nane=engi neeri ng;

Use the following procedure to run an example Tez application, such as
OrderedWordCount, and validate your Tez installation.

1. Create a samplet est . t xt file:

foo
bar
foo
bar
foo

2. Login as the $HDFS_USER. The $HDFS_USERis the user that owns the HDFS service.
For example, hdf s:
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su $HDFS_USER

3. Upload the t est . t xt file into HDFS:

hadoop fs -put test.txt /tnp/test.txt

4. Execute the following command to run the OrderedWordCount application using Tez:

hadoop jar /usr/lib/tez/tez-mpreduce-exanpl es-*.jar orderedwordcount /tnp/
test.txt /tnp/out

5. Run the following command to verify the word count:
hadoop fs -cat '/tnp/out/*'
This should return:

foo 3
bar 2

Limitations

This release of Tez does not support the following actions:

* SMB joins

* SELECT TRANSFORM queries

* Index creation

*» Skew joins

Use the following instructions to enable Tez for Hive Queries:

1. Copy the hi ve- exec- 0. 13. 0. j ar to HDFS at the following location: / apps/ hi ve/
i nstall/hive-exec-0.13.0.jar.

su - $HI VE_USER
hadoop fs -nkdir /apps/hive/install

hadoop fs -copyFroniocal /usr/lib/hivellib/hive-exec-* [apps/hivel/install/
hi ve- exec-0.13.0.j ar

2. Enable Hive to use Tez DAG APIs. On the Hive client machine, add the following to your
Hive script or execute it in the Hive shell:

set hive. execution. engi ne=t ez;
Disabling Tez for Hive Queries
Use the following instructions to disable Tez for Hive queries:

On the Hive client machine, add the following to your Hive script or execute it in the Hive
shell:
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set hive. execution. engi ne=nr;

Tez will then be disabled for Hive queries.

Use the following procedure to validate your configuration of Hive-on-Tez:
1. Create a sample test.txt file:

echo -e "alice mller\t49\t3. 15" > student.txt
2. Upload the new data file to HDFS:

su $HDFS_USER
hadoop fs -nkdir -p /user/test/student
hadoop fs -copyFroniocal student.txt /user/test/student

3. Open the Hive command-line shell:

su $HDFS USER
hi ve

4. Create a table named st udent in Hive:

hi ve> CREATE EXTERNAL TABLE student(nane string, age int, gpa double) ROW
FORVMAT DELI M TED FI ELDS TERM NATED BY '\t'
STORED AS TEXTFI LE LOCATI ON ' /user/test/student'

5. Execute the following query in Hive:
hi ve> SELECT COUNT(*) FROM student;

If Hive-on-Tez is configured properly, this query should successfully return results:

hi ve> SELECT COUNT(*) FROM st udent;
Query I D = hdfs_20140604161313_544c4455- df b3- 4119- 8b08- b70b46f ee512
Total jobs =1
Launching Job 1 out of 1
Nunmber of reduce tasks determned at conpile time: 1
In order to change the average |oad for a reducer (in bytes):
set hive. exec. reducers. byt es. per. reducer =<nunber >
In order to limt the maxi num nunber of reducers:
set hive. exec. reducers. max=<numnber >
In order to set a constant nunmber of reducers:
set mapreduce. j ob. reduces=<nunber >
Starting Job = job_ 1401734196960 0007, Tracking URL = http://c6401. anbari
apache. or g: 8088/ pr oxy/ appl i cati on_1401734196960_0007/
Kill Command = /usr/|ib/hadoop/bi n/ hadoop job -kill job_1401734196960_0007
Hadoop job information for Stage-1: nunber of mappers: 1; nunber of
reducers: 1
2014- 06- 04 16:13: 24,116 Stage-1 nap
2014-06-04 16:13: 30,670 Stage-1 map
82 sec
2014- 06- 04 16:13: 39, 065 Stage-1 nap
1.97 sec
MapReduce Total cumulative CPU time: 1 seconds 970 nsec
Ended Job = job_1401734196960_0007

0% reduce = 0%
100% reduce = 0% Cunul ative CPU 0.

100% reduce = 100% Cunul ative CPU
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MapReduce Jobs Launched:

Job 0: Map: 1 Reduce: 1 Cunmul ative CPU. 1.97 sec HDFS Read: 240 HDFS
Wite: 2 SUCCESS

Total MapReduce CPU Tine Spent: 1 seconds 970 nsec

(016

1

Ti me taken: 28.47 seconds, Fetched: 1 row(s)
hi ve>

View the Tez logs to help troubleshoot problems with your installation and configuration.
Tez logs are accessible through the YARN CLI using the yarn | ogs command.

yarn | ogs -applicationld <APPLI CATI ON_| D> [ OPTI ONS]

You can find the application ID at the end of the output to a running application, as shown
in the following output from the OrderedWordCount application.

14/ 02/ 26 14:45: 33 | NFO exanpl es. Order edWor dCount : DAG 1 conpl eted. Fi nal State=
SUCCEEDED

14/ 02/ 26 14:45:33 I NFO client. TezSession: Shutting down Tez
Sessi on, sessi onName=0Or der edWor dCount Sessi on, appl i cati onl d=
appl i cation_1393449467938 0001

Apache Tez is still maturing as a technology, and there is not yet complete feature parity
between it and Apache MapReduce. Try the following troubleshooting techniques if a Tez-
based application does not run successfully.

* Does the application run successfully with Query Vectorization turned off?
* Does the application run successfully with Tez in a different session?
* Does the application run successfully with MapReduce?

Include all configuration settings and the answers to the above three questions with
your support call. Providing Hortonworks Technical Support with the Tez configuration
settings used for a problematic query is critical. The same query run with both the Tez
and MapReduce execution engines should return the same results.
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11. Installing WebHCat

11.1.

11.2.

T

his section describes installing and testing WebHCat, which provides a REST interface to

Apache HCatalog services like job submission and eventing.

Use the following instructions to install WebHCat:

1

2

w

4

5

. Install the WebHCat RPMs

. Set Directories and Permissions

. Modify WebHCat Configuration Files

. Set Up HDFS User and Prepare WebHCat Directories On HDFS

. Validate the Installation

Install the WebHCat RPMs

On the WebHCat server machine, install the necessary RPMs.

For RHEL/CentQS/Oracle Linux:

yum -y install hive-hcatal og hive-webhcat
yum -y install webhcat-tar-hive webhcat-tar-pig

For SLES:
zypper install hcatal og webhcat-tar-hive webhcat-tar-pig

For Ubuntu:

apt-get install hcatal og webhcat-tar-hive webhcat-tar-pig

Set Directories and Permissions

C

reate directories and configure ownership and permissions on the appropriate hosts as

described below.

If any of these directories already exist, we recommend deleting and recreating them. Use
the following instructions to set up Pig configuration files :

1.

We strongly suggest that you edit and source the bash script files included in the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi |l e)to set up
these environment variables in your environment.

. Execute these commands on your WebHCat server machine to create log and pid

directories.

nkdir -p $WEBHCAT LOG DI R
chown - R $WEBHCAT USER $HADOOP_GROUP $WEBHCAT LOG DI R
chmod -R 755 $WEBHCAT_LOG DI R
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nkdir -p $WEBHCAT PID DI R
chown - R $WEBHCAT_USER $HADOOP_GROUP $WEBHCAT PI D DI R
chmod - R 755 $WEBHCAT_PI D_DI R

where:

* $WEBHCAT _LOG DI Ris the directory to store the WebHCat logs. For example, var /
| og/ webhcat .

» $WEBHCAT_PI D_DI Ris the directory to store the WebHCat process ID. For example,
[ var/run/webhcat .

* SWEBHCAT_USERis the user owning the WebHCat services. For example, hcat .

* $HADOOP_GROUP is a common group shared by services. For example, hadoop.

Use the following instructions to modify the WebHCat config files:
1. Extract the WebHCat configuration files to a temporary directory.

The files are located in the conf i gurati on_fil es/ webhcat directory where you
decompressed the companion files.

2. Modify the configuration files.

In the temporary directory, locate the following files and modify the properties based on
your environment.

Search for TODOin the files for the properties to replace. See Define Environment
Parameters for more information.

a. Edit the webhcat - si t e. xm and modify the following properties:

<property>
<nane>t enpl et on. hi ve. properti es</ nanme>
<val ue>hi ve. net astore. | ocal =f al se, hive. metastore.uris=thrift:/
[ $net ast ore. server. ful |l . host nane: 9083, hi ve. net ast or e. sasl . enabl ed=no
hi ve. net ast or e. execut e. set ugi =t r ue</ val ue>
<descri pti on>Properties to set when runni ng H ve. </ descripti on>
</ property>

<property>

<nane>t enpl et on. zookeeper . host s</ name>

<val ue>$zookeeper 1. ful | . host nane: 2181, $zookeeper 1. ful | . host nane: 2181, . .
</ val ue>

<descri pti on>ZooKeeper servers, as comma separated HOST: PORT pairs. </
descri ption>
</ property>

<property>

<name>t enpl et on. control | er. map. nenx/ nane>

<val ue>1600</ val ue>

<description>Total virtual nenmory available to map tasks.</description>
</ property>
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<property>
<nane>hi ve. net ast or e. war ehouse. di r </ nane>
<val ue>/ pat h/ t o/ war ehouse/ di r </ val ue>
</ property>
3. Set up the WebHCat configuration files.

a. Delete any existing WebHCat configuration files:

rm-rf $WEBHCAT CONF_DI R/ *
b. Copy all the config files to $WEBHCAT_CONF_DI Rand set appropriate permissions:
chown - R $WEBHCAT USER $HADOOP_GROUP $WEBHCAT CONF DI R
chmod -R 755 $WEBHCAT_ CONF_DI R

where:

* $VEBHCAT_CONF_DlI Ris the directory to store theWebHCat configuration files. For
example, / et ¢/ hcat al og/ conf / webhcat .

* $WEBHCAT_USER s the user owning the WebHCat services. For example, hcat .

» $HADOOP_GROUP is a common group shared by services. For example, hadoop.

1. Set up the WebHCat user.

Logi n as $WEBHCAT_USER

hadoop fs -nkdir /user/$WEBHCAT USER

hadoop fs -chown -R $WEBHCAT USER: $WEBHCAT USER / user / $WEBHCAT_USER
hadoop fs -nkdir /apps/webhcat

2. Prepare WebHCat directories on HDFS.

hdf s df s -copyFronlocal /usr/share/ HDP-webhcat/ pi g.tar.gz /apps/webhcat/
hdf s dfs -copyFromlLocal /usr/share/ HDP-webhcat/ hive.tar.gz /apps/webhcat/
hdf s dfs -copyFronliocal /usr/lib/hadoop-mapreduce/ hadoop-stream ng*.jar /
apps/ webhcat /

3. Set appropriate permissions for the HDFS user and the webhcat directory.

hadoop fs -chown -R $WEBHCAT_USER: users /apps/webhcat
hadoop fs -chnod -R 755 /apps/ webhcat

where:

* SWEBHCAT_USERis the user owning the WebHCat services. For example, hcat .

1. Start the WebHCat server.
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<l ogi n as $WEBHCAT_ USER>
su -hcat -c '/usr/lib/hive-hcatal og/sbi n/ webhcat _server.sh --config /etc/
hcat al og/ conf/webhcat start'

2. From the browser, type:

http://$WebHCat . server. ful | . host nane: 50111/ t enpl et on/ v1/ st at us

You should see the following output:

{"status":"ok","version":"v1l"}

78



Hortonworks Data Platform Oct 28, 2014

12. Installing Apache Oozie

12.1.

This section describes installing and testing Apache Oozie, a server based workflow engine
optimized for running workflows that execute Hadoop jobs.

Complete the following instructions to install Oozie:
1. Install the Oozie RPMs

2. Set Directories and Permissions

3. Set Up the Oozie Configuration Files

4. Validate the Installation

Install the Oozie RPMs

1. On the Oozie server, install the necessary RPMs.
¢ For RHEL/CentOS/Oracle Linux:
yum install oozie oozie-client
* For SLES:
zypper install oozie oozie-client
* For Ubuntu and Debian:
apt-get install oozie oozie-client
2. Optional - Enable the Oozie Web Console
* Create a lib extension directory.
cd /usr/lib/oozie
¢ Add the ExtJS library to the Oozie application.
* For RHEL/CentOS/Oracle Linux:

yuminstall extjs-2.2-1
cp /usr/share/ HDP- cozi e/ ext-2.2.zip |ibext/

e For SLES:

zypper install extjs-2.2-1
cp /usr/share/ HDP- oozi e/ ext-2.2.zip |ibext/

¢ For Ubuntu and Debian:

apt-get install extjs
cp /usr/share/ HDP- cozi e/ ext-2.2.zip |ibext/

e Add LZO JAR files.
cp /usr/lib/hadoop/lib/hadoop-Izo-*.jar |ibext/
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3. Optional: Add database connector JAR files.

a. Execute the following command on the Oozie metastore machine:
yum install mysql-connector-java*

b. Add the downloaded JAR files.

/usr/lib/oozielbin/oozie-setup.sh -hadoop 2.x /usr/lib/hadoop -extjs /
usr/ shar e/ HDP- oozi e/ ext-2.2.zip -jars /usr/lib/hadoop/!|ib/hadoop-I|zo-*.
jar:/usr/sharel/javal mysql -connector-java.j ar

Create directories and configure ownership and permissions on the appropriate hosts as
described below.

If any of these directories already exist, delete and recreate them. Use the following
instructions to set up Oozie configuration files:

1. We strongly suggest that you edit and source the bash script files included in the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi | e) to set up
these environment variables in your environment.

2. Execute the following commands on your Oozie server:

nkdir -p $00ZI E_DATA;
chown -R $00ZI E_USER $HADOOP_GROUP $00ZI E_DATA;
chnod -R 755 $00ZI E_DATA;

nkdir -p $00ZI E_LOG DI R
chown -R $00ZI E_USER $HADOOP_GROUP $00ZI E_LOG DI R;
chnod -R 755 $0OZI E_LOG DI R;

nkdir -p $00ZIE_PID DI R
chown -R $00ZI E_USER $HADOOP_GROUP $00ZI E_PI D DI R;
chnod -R 755 $0OZI E_PID DI R;

nkdir -p $0ZI E_ TMP_DI R;
chown -R $00ZI E_USER $HADOOP_GROUP $00ZI E_ TMP_DI R;
chmod -R 755 $OOZI E_TMP_DI R;

nkdi r /etc/oozielconf/action-conf
chown -R $00ZI E_USER: $HADOOP_GROUP $OZI E_TMP_DI R;
chnod -R 755 $00ZI E_TWP_DI R,

where:

« $OZI E_DATA is the directory to store the Oozie data. For example, / var / db/
00zi e.

* $OZI E_LOG DI Ris the directory to store the Oozie logs. For example, / var/ | og/
oozi e.

* $OZI E_PI D_DI Ris the directory to store the Oozie process ID. For example, / var /
run/ oozi e.
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* $OQZI E_TMP_DI Ris the directory to store the Oozie temporary files. For example, /
var/t np/ oozi e.

* $OZI E_USERis the user owning the Oozie services. For example, 00zi e.

* $HADOOP_GROUP is a common group shared by services. For example, hadoop.

Complete the following instructions to set up Oozie configuration files:
1. Extract the Oozie configuration files to a temporary directory.

The files are located in the confi gurati on_fil es/ 0ozi e directory where you
decompressed the companion files.

2. Modify the configuration files, based on your environment and Oozie database type.
* For Derby:

In the temporary directory, locate the following file and modify the properties. Search
for TODOin the files for the properties to replace.

a. Edit the oozi e-si t e. xm and modify the following properties:

<property>
<nane>o00zi e. base. ur| </ name>
<val ue>htt p:// $oozi e. ful | . host nane: 11000/ oozi e</ val ue>
<descri pti on>Enter your Oozi e server hostnane. </descri ption>
</ property>

<property>

<nane>00zi e. servi ce. St oreServi ce. j dbc. url </ name>

<val ue>j dbc: der by: $00ZI E_DATA DI R/ $soozi e. db. schema. nane- db; cr eat e=
true</val ue>

</ property>

<property>
<nane>o00zi e. servi ce. JPAServi ce. j dbc. dri ver </ name>
<val ue>or g. apache. der by. j dbc. EnbeddedDr i ver </ val ue>
</ property>

<property>
<nane>o00zi e. servi ce. JPASer vi ce. j dbc. user nane</ nanme>
<val ue>$00Z| E_DBUSER</ val ue>

</ property>

<property>
<nane>00zi e. servi ce. JPASer vi ce. j dbc. passwor d</ nane>
<val ue>$00Z| E_DBPASSWD</ val ue>

</ property>

<property>
<name>o00zi e. servi ce. Wr kf | owAppSer vi ce. syst em | i bpat h</ name>
<val ue>/ user/ $0ZI E_USER/ shar e/ | i b</ val ue>

</ property>
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* For MySQL:

a. Install and start MySQL 5.x.

b. Create the Oozie database and Oozie MySQL user. For example, using the MySQL
mysql command-line tool:

See Metastore Database Requirements for supported versions and
Installing and Configuring MySQL 5.x for instructions.

$ nysgl -u root -p
Ent er password: *x***x

mysqgl > create database oozie
Query OK, 1 row affected (0.03 sec)

nmysql > grant all privileges on oozie.* to 'oozie' @I ocal host"'
identified by 'oozie';
Query OK, 0 rows affected (0.03 sec)

mysql > grant all privileges on oozie.* to 'oozie' @% identified by
' oozie';
Query OK, 0 rows affected (0.03 sec)

nysqgl > exit
Bye

¢. Configure Oozie to use MySQL.

Edit properties in the oozie-site.xml file as follows:

<property>
<nanme>o00zi e. servi ce. JPASer vi ce. j dbc. dri ver </ name>
<val ue>com nysql . j dbc. Dri ver </ val ue>

</ property>

<property>
<nanme>o00zi e. servi ce. JPAServi ce. j dbc. url </ nane>
<val ue>j dbc: nmysql : / /| ocal host : 3306/ oozi e</ val ue>

</ property>

<property>
<nane>o00zi e. servi ce. JPASer vi ce. j dbc. user nane</ name>
<val ue>oozi e</ val ue>

</ property>

<property>
<nane>00zi e. servi ce. JPASer vi ce. j dbc. passwor d</ nanme>
<val ue>oo0zi e</ val ue>

</ property>

In the JDBC URL property, replace localhost with the hostname where
MySQL is running.
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d. Add the MySQL JDBC driver JAR to Oozie.

Copy or symlink the MySQL JDBC driver JAR into the / var/ | i b/ oozi e/ directory.

E

* For Postgres:

You must manually download the MySQL JDBC driver JAR file.

a. Install PostgreSQL 8.4.x or 9.0.x.

b. Create the Oozie user and Oozie database. For example, using the Postgres psql
command-line tool:

See Metastore Database Requirements for supported versions and
Installing and Configuring MySQL 5.x for instructions.

$ psql -U postgres

Password for user postgres: *****

post gres=# CREATE ROLE o0o0zi e LOG N ENCRYPTED PASSWORD ' oozi €'
NOSUPERUSER | NHERI T CREATEDB NOCREATEROLE;

CREATE ROLE

post gr es=# CREATE DATABASE "oozi e" WTH OMER = oozie
ENCCODI NG = ' UTF8'

TABLESPACE = pg_def aul t

LC_COLLATE = 'en_US. UTF8'

LC _CTYPE = 'en_US. UTF8'

CONNECTION LIMT = -1;

CREATE DATABASE

postgres=# \q
¢. Configure Postgres to accept network connections for user oozie.

Edit the Postgres dat a/ pg_hba. conf file as follows:

host o0ozie oozie 0.0.0.0/0 nd5

d. Reload the Postgres configuration.

$ sudo -u postgres pg_ctl reload -s -D /opt/PostgresSQ./ 8. 4/ dat a
e. Configure Oozie to use Postgres.

Edit the oozi e-si t e. xnl file as follows:

<property>
<nanme>00zi e. servi ce. JPAServi ce. j dbc. dri ver </ nane>
<val ue>or g. post gresql . Dri ver </ val ue>

</ property>

<property>
<nanme>00zi e. servi ce. JPASer vi ce. j dbc. ur | </ name>
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<val ue>j dbc: post gresql : / /| ocal host : 5432/ oozi e</ val ue>
</ property>
<pr operty>
<nanme>00zi e. servi ce. JPASer vi ce. j dbc. user nane</ nanme>
<val ue>oo0zi e</ val ue>
</ property>
<property>
<nanme>00zi e. servi ce. JPASer vi ce. j dbc. passwor d</ nane>
<val ue>oo0zi e</ val ue>
</ property>

E

In the JDBC URL property, replace localhost with the hostname where
Postgres is running. In the Postgres case , unlike MySQL or Oracle, there
is no need to download and install the JDBC driver separately, because
the driver is license-compatible and bundled with Oozie.

¢ For Oracle:

a. Install and start Oracle 11g.

See Metastore Database Requirements for supported versions and
Installing and Configuring MySQL 5.x for instructions.

b. Create the Oozie Oracle user.

For example, using the Oracle sqlplus command-line tool:

$ sql pl us system@ ocal host

Ent er password: *****x

SQ.> create user oozie identified by oozie default tabl espace users
tenporary tabl espace tenp;

User created.

SQ.> grant all privileges to oozie;
G ant succeeded.

SQL> exit
$

c. Configure Oozie to use Oracle.

Edit the oozi e-si t e. xnl file as follows:

<property>
<nanme>o00zi e. servi ce. JPASer vi ce. j dbc. dri ver </ name>
<val ue>or acl e. j dbc. dri ver. Oracl eDri ver </ val ue>
</ property>
<property>
<nane>00zi e. servi ce. JPASer vi ce. j dbc. ur | </ nane>
<val ue>j dbc: or acl e: t hi n: @ ocal host : 1521: oozi e</ val ue>
</ property>
<property>
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<nane>o00zi e. servi ce. JPASer vi ce. j dbc. user nane</ nanme>
<val ue>oozi e</ val ue>

</ property>

<property>
<name>o00zi e. servi ce. JPASer vi ce. j dbc. passwor d</ nanme>
<val ue>oo0zi e</ val ue>

</ property>

E

Note: In the JDBC URL property, replace localhost with the hostname
where Oracle is running and replace oozie with the TNS name of the
Oracle database.

d. Add the Oracle JDBC driver JAR to Oozie. Copy or symlink the Oracle JDBC driver
JARinthe/var/li b/ oozi e/ directory.

Note: You must manually download the Oracle JDBC driver JAR file.

3. Edit the 00zi e- env. sh and modify the following properties to match the directories
created:

nmodi fy: export JAVA HOVE=

add: JRE_HOVE=$
{ JAVA_HOVE}

export OOZI E_CONFI G=$%
{OQzI E_CONFI G -/ et c/ oozi e/ conf}

export CATALI NA BASE=$
{ CATALI NA BASE: -/ var/li b/ oozi e/ oozi e-server}

export CATALI NA TMPDI R=$
{ CATALI NA TWMPDI R: -/ var/t np/ oozi e}

export OOZI E_CATALI NA HOVE=/ usr/ | i b/ bi gt op-t ontat
4. Copy the Configuration Files.

On your Oozie server create the config directory, copy the configuration files, and set
the permissions:

rm-r $0O0ZI E_CONF_DIR ;
nkdir -p $00ZI E_ CONF DIR ;

5. Copy all the config files to $00ZI E_CONF_DI Rdirectory.

6. Set appropriate permissions.

chown -R $00ZI E_USER $HADOOP_GROUP $0CZI E_CONF DI R/ . ./
chmod -R 755 $O0ZIE CONF DIR/ ../ ;

where:
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* $OO0ZIE_CONF_DIR is the directory to store Oozie configuration files. For example, /
et c/ oozi e/ conf.

» $OO0OZIE_DATA is the directory to store the Oozie data. For example, / var / db/
oozi e.

» $O0ZIE_LOG_DIR is the directory to store the Oozie logs. For example, / var / | og/
oozi e.

» $OO0ZIE_PID_DIR is the directory to store the Oozie process ID. For example, / var /
run/ oozi e.

* $O0ZIE_TMP_DIR is the directory to store the Oozie temporary files. For example, /
var/t np/ oozi e.

» $OO0ZIE_USER is the user owning the Oozie services. For example, 0ozi €.

* $HADOOP_GROUP is a common group shared by services. For example, hadoop.
7. Configure your database for Oozie:

* For Derby:

No database configuration is required.

* For MySQL:
echo "create database if not exists oozie;" | nysqgl -u root
echo "grant all privileges on oozie.* to 'oozie' @l ocal host' identified by
'oozie';" | nysql -u root
echo "grant all privileges on oozie.* to 'oozie' @hostnane -f° identified
by 'oozie';" | mysqgl -u root

* For Postgres:

echo "CREATE DATABASE oozie;" | psql -U postgres

echo " CREATE USER oozie W TH PASSWORD ' oozie';" | psql -U postgres

echo "GRANT ALL PRI VI LEGES ON DATABASE oozie TO oozie;" | psql -U postgres
¢ For Oracle:

bash -1 -c 'echo "create user oozie identified by oozie;" | sqlplus

system root @ host nane -f*'

bash -1 -c 'echo "GRANT SELECT_CATALOG ROLE TO oozie;" | sql plus systenl

r oot @ host nane -f '

bash -1 -c 'echo "GRANT CONNECT, RESOURCE TO oozie;" | sql plus system

r oot @ host nane -f '

Use these steps to validate your installation.

1. If you are using a non-Derby database, copy your database connector jar file into / usr/
I'i b/ ooziellibext.

2. Run the setup script to prepare the Oozie Server.
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cd /usr/lib/ooziel

bi n/ oozi e- set up. sh prepar e-war

chnod 777 -R /var/| og/ oozi e

In -s /etc/oozielconf/action-conf /etc/ooziel/conf.dist/action-conf

3. Create the Oozie DB schema

cd /usr/lib/ooziel
bi n/ oozi edb. sh create -sqglfile oozie.sqgl -run Validate DB Connection

4, Start the Oozie server:

<l ogi n as $o0o0zi e_user>
cd /usr/lib/ooziel
/fusr/libl/oozielbin/oozie-start.sh

5. Confirm that you can browse to the Oozie server:

http://{oozie.full.hostnane}: 11000/ oozi e

6. Access the Oozie Server with the Oozie client.

00zi e admin -oozie http://$oozie.full.hostnane: 11000/ oozi e -status

You should see the following output:

Syst em node: NORMAL
Next steps:

For example workflow templates, download companion files, and use
\ oozi e_wor kf | ows.

For more information about Apache Oozie, see http://oozie.apache.org/docs/4.0.0/ .
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13. Installing Hue

13.1.

Hue provides a Web application interface for Apache Hadoop. It supports a file browser,
JobTracker interface, Hive, Pig, Oozie, HBase, and more.

EEEEEN
EEEEEN
EEEEEN
HDFS HIVE + PIG JoB JoB
FILE BROWSER HCATALOG CONSOLE BROWSER DESIGNER

HUE APPLICATIONS

Complete the following instructions to install Hue:
1. Prerequisites
2. Configure HDP

. Install Hue

W

. Configure Hue
5. Start Hue

6. Validate Hue

Prerequisites

Complete the following prerequisites before deploying Hue.
1. Verify that you have a host that supports Hue:
* 64-bit Red Hat Enterprise Linux (RHEL) 5 or 6

¢ 64-bit CentOS 5 or 6+ 64-bit Oracle Linux 5 or 6
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¢ 64-bit SUSE Linux Enterprise Server (SLES) 11, SP1 or SP3

E

Hue is not supported on Ubuntu.

2. Verify that you have a browser that supports Hue:

Linux (RHEL, CentOS, Oracle, SLES)

Windows (VISTA, 7)

Mac OS X (10.6 or later)

Firefox latest stable release

Firefox latest stable release

Firefox latest stable release

Google Chrome latest stable release

Google Chrome latest stable release

Google Chrome latest stable release

N/A

Internet Explorer 9 (for Vista +
Windows 7)

N/A

N/A

Safari latest stable release

Safari latest stable release

3. Verify that you have at least Python 2.6.6 or higher installed.

4. Stop all the services in your cluster. For more information see the instructions provided
here.

5. Install and run the HDP Hadoop cluster from HDP-2.1.X.

The following table outlines the dependencies on the HDP components:

Component Required Applications Notes

HDFS Yes Core, Filebrowser HDFS access through
WebHDFS or HttpFS

YARN Yes JobDesigner, JobBrowser, | Transitive dependency via

Hive Hive or Oozie

Oozie No JobDesigner, Oozie Oozie access through REST
API

Hive No Hive, HCatalog Beeswax server uses the
Hive client libraries

WebHCat No HCatalog, Pig HCatalog and Pig use
WebHcat REST API

6. Choose a Hue Server host machine in your cluster where you want to deploy your Hue
Server.

Typically, you can choose to deploy Hue on any node within your cluster. However, if
your corporate firewall policies allow, you can also use a remote host machine as your
Hue server. For pilot or small cluster sizes, you can use the master install machine for HDP
as your Hue server.

7. Configure the firewall.
a. Verify that the host machines within your cluster can connect to each other over TCP.

b. The machines outside your cluster must be able to open TCP port 8000 on the Hue
Server (or the configured Hue web HTTP port) to interact with the system.
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E

If you are using an Ambari-managed cluster, use Ambari to update the Service
configurations (core-site.xml, mapred-site.xml, webhbcat-site.xml and oozie-
site.xml). Do not edit the configuration files directly and use Ambari to start
and stop the services.

1. Modify the hdf s-si te. xm file.

On the NameNode, Secondary NameNode, and all the DataNodes, add the following
properties to the $HADOOP_CONF_DI R/ hdf s-si t e. xm file.

where $HADOOP_CONF_DI Ris the directory for storing the Hadoop configuration files.
For example, / et ¢/ hadoop/ conf .

<property>
<nane>df s. webhdf s. enabl ed</ nane>
<val ue>t rue</ val ue>

</ property>

2. Modify the cor e-si te. xml file.

On the NameNode, Secondary NameNode, and all the DataNodes, add the following
properties to the $HADOOP_CONF_DI R/ cor e-si te. xm file.

where $HADOOP_CONF_DI Ris the directory for storing the Hadoop configuration files.
For example, / et ¢/ hadoop/ conf.

<property>
<nane>hadoop. pr oxyuser . hue. host s</ name>
<val ue>*</val ue>

</ property>

<property>
<name>hadoop. pr oxyuser . hue. gr oups</ nanme>
<val ue>*</val ue>

</ property>

<property>

<name>hadoop. pr oxyuser . hcat . gr oups</ name>
<val ue>*</val ue>

</ property>

<property>

<nanme>hadoop. pr oxyuser . hcat . host s</ nane>
<val ue>*</val ue>

</ property>

3. Modify the webhcat - si t e. xm file. On the WebHCat Server host, add the
following properties to the $WEBHCAT _CONF_DI R/ webhcat - si t e. xm Where
$WEBHCAT_CONF_DI Ris the directory for storing WebHCat configuration files. For
example, / et ¢/ webhcat / conf .

vi $WEBHCAT_CONF_DI R/ webhcat -si te. xni
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<property>
<name>webhcat . pr oxyuser . hue. host s</ nanme>
<val ue>*</val ue>

</ property>

<property>
<nanme>wWebhcat . pr oxyuser . hue. gr oups</ nane>

<val ue>*</val ue>
</ property>

4. Modify the oozi e-si t e. xm file. On the Oozie Server host, add the following
properties to the $00ZI E_CONF_DI R/ oozi e-si t e. xml Where $00ZI E_ CONF_DI R
is the directory for storing Oozie configuration files. For example, / et ¢/ oozi e/ conf.

vi $00ZI E_CONF_DI R/ oozi e-site. xmn
<property>
<nane>00zi e. ser Vi ce. ProxyUser Ser vi ce. proxyuser . hue. host s</ nane>

<val ue>*</val ue>
</ property>
<property>
<nane>00zi e. ser Vi ce. ProxyUser Ser vi ce. proxyuser . hue. gr oups</ name>

<val ue>*</val ue>
</ property>

5. Switch to the HDFS user and stop the NameNode by running the following command:

su $HDFS_USER
[usr /i b/ hadoop/ sbi n/ hadoop- daenon. sh --confi g $HADOOP_CONF_DI R st op
nanenode

Where $HADOOP_CONF_DI Ris the directory for storing the Hadoop configuration files.
For example, / et ¢/ hadoop/ conf

Execute the following command on all Hue Server host machines:

* For RHEL/CentOS/QOracle Linux:

yuminstall hue

e For SLES:

zypper install hue

=

Hue is not supported on Ubuntu or Debian hosts.

Use the following commands to explore the configuration options for Hue.

* To list all available configuration options:
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[usr/lib/ hue/build/env/bin/hue config help | |ess

* To use multiple files to store your configuration:

Hue loads and merges all of the files with extension . i ni located in the / et ¢/ hue/
conf directory.

Use the following instructions to configure Hadoop for Hue:

1.

2.

Configure Web Server

Configure Hadoop

. Configure Beeswax

Configure JobDesigner and Oozie

. Configure UserAdmin

Configure WebHCat

Use the following instructions to configure Web server:

These configuration variables are under the [ deskt op] section in the hue. i ni
configuration file.

1.

Specify the Hue HTTP Address.

Use the following options to change the IP address and port of the existing Web Server
for Hue (by default, CherryPy).

# Webserver listens on this address and port
http_host=0.0.0.0
http_port =8000

The default setting is port 8000 on all configured IP addresses.

. Specify the Secret Key.

To ensure that your session cookies are secure, enter a series of random characters (30 to
60 characters is recommended) as shown below:

secret key=j FE93j ; 2[ 290- ei w. KEi WN2s3[ ' d; /. g[ el Wy#e=+| ei * @/h<gWbo

. Configure authentication.

By default, the first user who logs in to Hue can choose any username and password
and gets the administrator privileges. This user can create other user and administrator
accounts. User information is stored in the Django database in the Django backend.

. (Optional.) Configure Hue for SSL.

Install pyOpenSSL in order to configure Hue to serve over HTTPS. To install pyOpenSSL,
from the root of your Hue installation path, complete the following instructions:
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a. Execute the following command on the Hue Server:

./ buil d/ env/bin/easy_install pyQOpenSSL

b. Configure Hue to use your private key. Add the following to hue. i ni file:

ssl _certificat e=$PATH To_CERTI FI CATE
ssl _privat e_key=$PATH To_KEY

Ideally, you should have an appropriate key signed by a Certificate Authority. For
test purposes, you can create a self-signed key using the openssl command on your
system:

### Create a key
openssl genrsa 1024 > host. key

### Create a self-signed certificate
openssl req -new -x509 -nodes -shal -key host.key > host.cert

2

To upload files using the Hue File Browser over HTTPS, you must have a
proper SSL Certificate.

Use the following instructions to configure Hadoop:

These configuration variables are under the [ hadoop] section in the hue. i ni
configuration file.

1. Configure an HDFS Cluster.
Hue supports only one HDFS cluster currently.

Ensure that you define the HDFS cluster under the [ hadoop] [ [ hdf s_cl ust ers] ]
[[[defaul t]]] sub-section. Use the following variables to configure the HDFS cluster:

fs_defaultfs This is equivalent to f s. def aul t FS(f s. def aul t . nane)
in Hadoop configuration. For example, hdf s: //
f gdn. nanenode. host : 8020

webhdfs_url You can also set this to be the WebHDFS URL. The default
value is the HTTP port on the NameNode. For example,
http://fqgdn. nanenode. host : 50070/ webhdf s/ v1

hadoop_hdfs_home This is the home of your Hadoop HDFS installation. It is the
root of the Hadoop untarred directory or usually / usr /1 i b/
hadoop.

hadoop_bin Use this as the HDFS Hadoop launcher script, which is usually

{usr/ bi n/ hadoop.
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hadoop_conf_dir This is the configuration directory of the HDFS, typically /
et ¢/ hadoop/ conf .

E

2. Configure a YARN (MR2) Cluster.

For more information on how to configure Hue
with a NameNode HA cluster, see Deploy Hue
with an HA Cluster.

Hue supports only one YARN cluster currently.

Ensure that you define the YARN cluster under the [ hadoop] [ [ yarn_cl ust er s] ]
[[[defaul t]]] sub-section. Use the following variables to configure the YARN cluster:

resourcemanager_host
resourcemanager_port

submit_to

hadoop_mapred_home

hadoop_bin

hadoop_conf_dir

resourcemanager_api_url

proxy_api_url

history_server_api_url

node_manager_api_url

The host running the ResourceManager.
The port for the ResourceManager IPC service.

Set this property to true. Hue will be submitting jobs
to this YARN cluster. But note that JobBrowser will
not be able to show MR2 jobs.

This is the home of your Hadoop MapReduce
installation. It is the root of HDP Hadoop-
MapReduce directory (/ usr/ | i b/ hadoop-
mapr educe). If subni t _toistrue for this
cluster, this configuration value is set as the
$HADOOP_MAPRED_HOVE for BeeswaxServer and
child shell processes.

Use this as the YARN/MR2 Hadoop launcher script (/
usr/ bi n/ hadoop).

This is the configuration directory of the YARN/MR2
service, typically set to / et ¢/ hadoop/ conf.

The URL of the ResourceManager API. For example,
http://fqdn. resourcemanager. host: 8088.

The URL of the ProxyServer API. For example,
http://fqgdn. resour cenanager . host: 8088.

The URL of the HistoryServer API. For example,
http://fqdn. hi storyserver. host: 19888.

The URL of the NodeManager API. For example,
http://fqgdn. resour cenanager. host: 8042.
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In the [ beeswax] section of the configuration file, you can optionally specify the
following:

beeswax_server_host

hive_home_dir

hive_conf_dir

beeswax_server_heapsize

The hostname or IP that the Beeswax Server should

bind to. By default it binds to localhost, and therefore
only serves local IPC clients.

The base directory of your Hive installation.

The directory containing your hi ve-si te. xm Hive

configuration file.

The heap size (- Xnx) of the Beeswax Server.

Depending on your environment and the
Hive queries you run, queries may fail with
anlnternal error processing
guer y message. Look for an error message
j ava. |l ang. Qut O Menor yErr or:

GC overhead limt exceededin
the beeswax_server. out log file. To
increase the heap size to avoid this out

of memory error, modify the hadoop-
env. sh file and change the value of
HADOOP_CLI ENT_OPTS.

You can receive email notfications when a query completes.

To configure email notifications:

1.

Confirm that the / et ¢/ hue/ conf/ hue. i ni file is pointing to the correct SMTP server

host and port.

notifications.

. Select Step 2: Names and Groups.

. Add your e-mail address and save.

. Set up your user profile. Select User Admin and select your user name for email

. From the Beeswax Query Editor, select Email me on completion and run your query.
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Query Editor LTS NTIEE Saved Queries History Tables Settings

s Query Editor

default

SETTINGS

Add

FILE RESOURCES

Add

USER-DEFINED FUNCTIONS

Add

PARAMETERIZATION

» Enable Parameterization

EMAIL NOTIFICATION

™ Email me on completion

Save as... Explain orcreatea  New query

13.4.4. Configure JobDesigner and Oozie

Inthe [ | i boozi e] section of the configuration file, you should specify:

oozie_url The URL of the Oozie service as specified by the OOZI E_URL environment
variable for Oozie.

13.4.5. Configure UserAdmin

Inthe [ user adni n] section of the configuration file, you can optionally specify:

default_user_group The name of a default group that is suggested when creating
a user manually. If the LdapBackend or PamBackend
are configured for user authentication, new users will
automatically be members of the default group.

13.4.6. Configure WebHCat

Inthe [ hcat al og] section of the hue. i ni configuration file, update the following
property:

templeton_url The hostname or IP of the WebHCat server. For example: "http://
host nane: 50111/t enpl eton/ v1/*"

13.5. Start Hue

As a root user, execute the following command on the Hue Server:

/etc/init.d/ hue start

This command starts several subprocesses corresponding to the different Hue components.
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e/ Note

To stop Hue, execute the following command:

/etc/init.d/ hue stop

To restart Hue, execute the following command:

/etc/init.d/ hue restart

13.6. Validate Configuration

For any invalid configurations, Hue displays a red alert icon on the top navigation bar:

Configuration  Check for misconfiguration  Server Logs

Misconfiguration
detected

To view the current configuration of your Hue Server, select About > Configuration or
http:// hue. server: 8000/ dunp_confi g.

13.7. Configuring Hue for an External Database

By default, Hue uses and embeded database, SQLite 3.6, but you can configure Hue to use
any of the following external databases:

¢ Using Hue with Oracle 11gr2
¢ Using Hue with MySQL 5.x

* Using Hue with PostgreSQL 8.x, 9.x

13.7.1. Using Hue with Oracle

To set up Hue to use an Oracle database:

1. Create a new user in Oracle and grant privileges to manage this database using the
Oracle database admin utility:

# sql pl us sys/root as sysdba

CREATE USER $HUEUSER | DENTI FI ED BY $HUEPASSWORD def aul t t abl espace “USERS’
tenmporary tabl espace “TEMP";

GRANT CREATE TABLE, CREATE SEQUENCE, CREATE PROCEDURE, CREATE TRI GGER,
CREATE SESSI ON, UNLI M TED TABLESPACE TO $HUEUSER;

Where $HUEUSER is the Hue user name and $HUEPASSWORD is the Hue user password.
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2. Open the/ et ¢/ hue/ conf/ hue. i ni file and edit the [[database]] section (modify for
your Oracle setup).
[ [ dat abase] ]
engi ne=or acl e
host =$DATABASEI PADDRESSORHOSTNAME
por t =$PORT
user =$HUEUSER

passwor d=$HUEPASSWORD
nanme=$DBNANVE

3. Install the Oracle instant clients and configure cx_Oracle.

a. Download and extract thei nst antcl i ent-basic-linux andinstantclient-
sdk-| i nux Oracle clients from Oracle's download site.

b. Set your ORACLE_HOME environment variable to point to the newly downloaded
client libraries.

¢. Set your LD_LIBRARY_PATH environment variable to include ORACLE_HOMIE.

d. Create symbolic link for library expected by cx_Oracle:

In -sf libclntsh.so.11.1 |ibcl ntsh. so

4. Install or Upgrade the DJango Python library south:

pip install south --upgrade

5. Synchronize Hue with the external database to create the schema and load the data:

[fusr/1ib/huel/build/ env/bin/hue syncdb --noi nput

6. Start Hue.

#/etc/init.d/ hue start

To set up Hue to use a MySQL database:

1. Create a new user in MySQL and grant privileges to it to manage the database using the
MySQL database admin utility:

# mysql -u root -p

CREATE USER $HUEUSER | DENTI FI ED BY ' $HUEPASSWORD ;

GRANT ALL PRI VILECES on *.* to ‘$HUEUSER @I ocal host’ W TH GRANT OPTI ON;
GRANT ALL on $HUEUSER * to ‘ $HUEUSER @ ocal host’ | DENTI FI ED

BY $HUEPASSWORD,

FLUSH PRI VI LECES;

Where $HUEUSER is the Hue user name and $HUEPASSWORD is the Hue user password.

2. Create the MySQL database for Hue.

# nmysql -u root -p
CREATE DATABASE $DBNANE;
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3. Open the/ et ¢/ hue/ conf/ hue. i ni file and edit the [ [ dat abase]] section (modify
for your MySQL setup).

[ [ dat abase] ]

engi ne=nysql

host =$DATABASE| PADDRESSORHOSTNANMVE
por t =$PORT

user =$HUEUSER

passwor d=$HUEPASSWORD
name=$DBNAME

4. Synchronize Hue with the external database to create the schema and load the data:

[usr /i b/ huel/buil d/env/bin/hue syncdb --noi nput

5. Start Hue:

# /etc/init.d/ hue start

To set up Hue to use a PostgreSQL database:

1. Create a database in PostgreSQL using the PostgreSQL database admin utility:

# sudo -u postgres psdql
CREATE DATABASE $DBNAMNE

2. Exit the database admin utility.

\q <enter>

3. Create the Hue user:

# sudo -u postgres psqgl -d $DBNAME
CREATE USER $HUEUSER W TH PASSWORD ' $HUEPASSWORD ' ;

Where $HUEUSER is the Hue user name and $HUEPASSWORD is the Hue user password.

4. Openthe/ et ¢/ hue/ conf/ hue. i ni file and edit the [[database]] section (modify for
your PostgreSQL setup).

[ [ dat abase] ]

engi ne=post gr esql _psycopg2

host =$DATABASE| PADDRESSORHOSTNANME
por t =$PORT

user =3HUEUSER

passwor d=$HUEPASSWORD
nanme=$DBNAVE

5. Install the PostgreSQL database adapter for Python (psycopg?2):

RHEL/CentOS/Oracle Linux

yuminstall python-devel -y
yuminstal |l postgresqgl-devel -y
cd /usr/lib/hue

source buil d/ env/ bi n/acti vate
pip install psycopg2
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6. Synchronize Hue with the external database to create the schema and load the data:
[usr /i b/ huel/buil d/env/bin/hue syncdb --noi nput

7. Start Hue:

# /etc/init.d/ hue start
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14. Installing Apache Sqoop

14.1.

14.2.

This section describes installing and testing Apache Sqoop, a component that provides a
mechanism for moving data between HDFS and external structured datastores. Use the
following instructions to deploy Apache Sqoop:

1. Install the Sqoop RPMs
2. Set Up the Sqoop Configuration

3. Install the Sqoop RPMs

Install the Sqoop RPMs

On all nodes where you plan to use the Sqoop client, install the following RPMs:

* For RHEL/CentOS/Oracle Linux:

yuminstall sqoop

e For SLES:

zypper install sqoop

¢ For Ubuntu:

apt-get install sqoop

Set Up the Sqoop Configuration

This section describes how to set up and edit the deployment configuration files for Sqoop.
Use the following instructions to set up Sqoop configuration files:

1. We strongly suggest that you edit and source the bash script files included in the
companion files (downloaded in Download Companion Files).

Alternatively, you can also copy the contents to your ~/ . bash_profi | e) toset up
these environment variables in your environment.

2. Extract the Sqoop configuration files to a temporary directory.

The files are located in the conf i gurati on_fil es/ sqoop directory where you
decompressed the companion files.

3. Modify the configuration files.

In the temporary directory, locate the following files and modify the properties based on
your environment.

Search for TODOin the files for the properties to replace. See Define Environment
Parameters for more information.
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a. From the file you downloaded in Download Companion Files extract the files in
configuration_fil es/sqoop to atemporary directory.

b. Copy all the configuration files to the Sqoop configuration directory, such as/ usr/
I'i b/ sqoop/ conf.

14.3. Validate the Installation

Execute the following command. You should see the Sqoop version information displayed.

sqoop version | grep 'Sqoop [0-9].*'
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15. Installing Mahout

Install Mahout on the Machine that will run it, either the Hadoop node or your client
environment. Do not install it on every node in your cluster.

To install the Mahout RPM use the following command:
¢ RHEL/CentOS/Oracle Linux:

yum instal |l nmahout
e For SLES:

zypper install mahout

¢ For Ubuntu:

apt-get install mahout
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16. Installing and Configuring Flume in
HDP

You can manually install and configure Apache Flume to work with the Hortonworks Data
Platform (HDP).

Use the following links to install and configure Flume for HDP:
e Understand Flume

¢ Install Flume

¢ Configure Flume

e Start Flume

* HDP and Flume

¢ A Simple Example

16.1. Understand Flume

Flume is a top-level project at the Apache Software Foundation. While it can function as
a general-purpose event queue manager, in the context of Hadoop it is most often used
as a log aggregator, collecting log data from many diverse sources and moving them to a
centralized data store.

e Note
4

What follows is a very high-level description of the mechanism. For more
information, access the Flume HTML documentation set installed with Flume.
After you install Flume, access the documentationsetatfile:///usr/
['ib/flume/docs/index. ht M onthe host on which Flume is installed.
The “Flume User Guide” is available atfile:///usr/lib/flunme/docs/
Fl umeUser Gui de. ht i . If you have access to the Internet, the same
documentation is also available at the Flume website, flume.apache.org.

16.1.1. Flume Components

A Flume data flow is made up of five main components: Events, Sources, Channels, Sinks,

and Agents.

Events An event is the basic unit of data that is moved using Flume. It is similar to a
message in JMS and is generally small. It is made up of headers and a byte-
array body.

Sources The source receives the event from some external entity and storesitin a

channel. The source must understand the type of event that is sent to it: an
Avro event requires an Avro source.
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Channels A channel is an internal passive store with certain specific characteristics. An
in-memory channel, for example, can move events very quickly, but does
not provide persistence. A file based channel provides persistence. A source
stores an event in the channel where it stays until it is consumed by a sink. This
temporary storage lets source and sink run asynchronously.

Sinks The sink removes the event from the channel and forwards it on either to a
destination, like HDFS, or to another agent/dataflow. The sink must output an
event that is appropriate to the destination.

Agents  An agent is the container for a Flume data flow. It is any physical JVM running
Flume. An agent must contain at least one source, channel, and sink, but the
same agent can run multiple sources, sinks, and channels. A particular data flow
path is set up through the configuration process.

Flume is included in the HDP repository, but it is not installed automatically as part of the
standard HDP installation process. Hortonworks recommends that administrators not install
Flume agents on any node in a Hadoop cluster. The following image depicts a sample
topology with six Flume agents:

* Agents 1, 2, and 4 installed on web servers in Data Centers 1 and 2.

* Agents 3 and 5 installed on separate hosts in Data Centers 1 and 2 to collect and forward
server data in Avro format.

» Agent 6 installed on a separate host on the same network as the Hadoop cluster in Data
Center 3 to write all Avro-formatted data to HDFS

It is possible to run multiple Flume agents on the same host. The sample
topology represents only one potential data flow.
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@ = Flume Agent(s)

Data Center 2 Data Center 3

(Hadoop Cluster)
e Note
,//Y

Hortonworks recommends that administrators use a separate configuration
file for each Flume agent. In the diagram above, agents 1, 2, and 4 may have
identical configuration files with matching Flume sources, channels, sinks. This
is also true of agents 3 and 5. While it is possible to use one large configuration
file that specifies all the Flume components needed by all the agents, this is
not typical of most production deployments. See Configure Flume for more
information about configuring Flume agents.

16.3. Prerequisites

1. The following Flume components have HDP component dependencies. You cannot use
these Flume components if the dependencies are not installed.

Table 16.1. Flume 1.4.0 Dependencies
FlufeDP

1.4,Component
Compependiencies

HDFSladoop 2.4
Sink

HB3séBase 0.98.0
Sink

HiveHive 0.13.0,
SinkHCatalog

0.13.0, and
Hadoop 2.4

See HDP Deployment Options for more information.
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2. You must correctly set and export your JAVA HOME environment variable for your
operating system.

See here for instructions on installing JDK. Use the following command to export the
variable:

export JAVA HOVE=/ pat h/to/java

To install Flume, from a terminal window type:

e For RHEL or CentOS:

yuminstall flune
yuminstall flunme-agent #This installs init scripts

e For SLES:

zypper install flune
zypper install flume-agent #This installs init scripts

e For Ubuntu and Debian:

apt-get install flune
apt-get install flune-agent #This installs init scripts

The main Flume files are located in/ usr /1 i b/ f | ume and the main configuration files are
located in/ et c/ fl une/ conf.

Administrators edit three configuration files to configure a Flume agent:
o fl une. conf

o flune-env. sh

* | 0g4j . properties

flume.conf

Configure each Flume agent by defining properties in a configuration file at/ et ¢/ f | une/
conf/fl ume. conf. The init scripts installed by the f | urre- agent package read the
contents of this file to start a single Flume agent on any host. At a minimum, the Flume
configuration file must specify the required sources, channels, and sinks for your Flume
topology. For example, the following sample Flume configuration file defines a Netcat
source, a Memory channel, and a Logger sink:

# exanpl e. conf: A singl e-node Flume configuration

107


http://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.1.7/bk_installing_manually_book/content/rpm-chap1-2.html#rpm-chap1-2-5
https://flume.apache.org/releases/content/1.4.0/FlumeUserGuide.html#flume-sources
https://flume.apache.org/releases/content/1.4.0/FlumeUserGuide.html#flume-channels
https://flume.apache.org/releases/content/1.4.0/FlumeUserGuide.html#flume-sinks
https://flume.apache.org/releases/content/1.4.0/FlumeUserGuide.html#netcat-source
https://flume.apache.org/releases/content/1.4.0/FlumeUserGuide.html#netcat-source
https://flume.apache.org/releases/content/1.4.0/FlumeUserGuide.html#memory-channel
https://flume.apache.org/releases/content/1.4.0/FlumeUserGuide.html#logger-sink

Hortonworks Data Platform Oct 28, 2014

# Nanme the conponents on this agent
al.sources =r1l

al.sinks = ki1

al.channels = cl

# Descri bel/ configure the source

al.sources.rl.type = netcat
al.sources.rl.bind = | ocal host
al.sources.rl.port = 44444

# Describe the sink al.sinks.kl.type = | ogger

# Use a channel which buffers events in nenory
al.channel s. cl.type = menory

al.channel s. cl. capacity = 1000

al.channel s. cl. transacti onCapacity = 100

# Bind the source and sink to the channel
al.sources.rl.channels = cl1
al. si nks. k1. channel = cl

See the Apache Flume 1.4.0 User Guide for a complete list of all available Flume
components. To see what configuration properties you can adjust, a template

for this file is installed in the configuration directory at: / et ¢/ f | une/ conf/
flunme. conf. properties.tenpl at e. Asecond template file exists for setting
environment variables automatically at start-up: / et ¢/ f | une/ conf/f | une-
env. sh. tenpl at e.

E

flume-env.sh

Make sure to specify a target folder in HDFS if you use an HDFS sink.

Set environment options for a Flume agentin/ et ¢/ fl ume/ conf/fl ume- env. sh:

* To enable JMX monitoring, add the following properties to the JAVA_OPTS property:
JAVA OPTS="-Dcom sun. managenent . j nxr enot e
- Dcom sun. managenent . j nxr enot e. port =4159
- Dcom sun. managenent . j nxr enot e. aut hent i cat e=f al se
- Dcom sun. nanagenent . j nxr enot e. ssl =f al se"

* To enable Ganglia monitoring, add the following properties to the JAVA _OPTS property:

JAVA OPTS="-Df | ume. noni t ori ng. t ype=gangl i a
-Df | ume. nmoni t ori ng. host s=<gangl i a- server >: 8660"

Where <ganglia-server> is the name of the Ganglia server host.

* To customize the heap size, add the following properties to the JAVA_ OPTS property:

JAVA OPTS= " - Xms100m - Xmx4000nt
logdj.properties

Set the log directory for log4jin/ et c/ fl umme/ conf /| og4j . properti es:
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flunme.log.dir=/var/log/flune

16.7. Start Flume

There are two options for starting Flume.

e Start Flume directly. On the Flume host:

Jfusr/lib/flunme/bin/flume-ng agent -c /etc/flunme/conf -f /etc/flume/conf/
flume. conf -n agent

¢ Start Flume as a service. On the Flume host:

servi ce flune-agent start

16.8. HDP and Flume

Flume ships with many source, channel, and sink types. For use with HDP the following
types have been thoroughly tested:

16.8.1. Sources

¢ Exec (basic, restart)
¢ Syslogtcp

¢ Syslogudp
16.8.2. Channels

* Memory

¢ File
16.8.3. Sinks

¢ HDFS: secure, nonsecure
* HBase

See the Apache Flume 1.4.0 User Guide for a complete list of all available Flume
components.

16.9. A Simple Example

The following snippet shows some of the kinds of properties that can be set using the
properties file. For more detailed information, see the “Flume User Guide”.
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agent .
agent .
agent .
agent .
agent .
agent .
. Si nks = hdfsSi nk

agent

agent .
agent .
. Si nks. hdf sSi nk

agent

agent .
agent .

sources = pstream

channel s = menor yChannel

channel s. menor yChannel . t ype = nmenory
sour ces. pstream channel s = nenor yChannel
sources. pstream type = exec

si nks. hdf sSi nk

sour ces. pstream command = tail -f /etc/passwd
type = hdfs
channel = menoryChanne

si nks. hdf sSi nk

si nks. hdf sSi nk
si nks. hdf sSi nk

hdf s. path = hdfs:// <FQDN>: 8020/ hdp/ user/r oot/ fl unet est
hdfs.fil eType = SequenceFil e
hdf s. witeFormat = Text

The source here is defined as an exec source, the agent runs a given command on start-
up which streams data to st dout , where the source gets it. In this case, the command is a
Python test script. The channel is defined as an in-memory channel and the sink is an HDFS

sink.
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17. Installing and Configuring Apache
Storm

17.1.

This section describes how to install and configure Apache Storm, a distributed, fault-
tolerant, and high-performance real time computation tool used to stream data into
Hadoop.

Complete the following instructions to install Apache Storm.
1. Install the Storm RPMs.

2. Configure Storm.

3. Configure supervisor to run the Storm daemons.

4. Validate the installation.

Install the Storm RPMs

Execute the following command on each client cluster node and gateway node to install
the Storm RPMs:

* For RHEL/CentOS/Oracle Linux:
yuminstall storm

¢ For SLES:

zypper install storm

¢ For Ubuntu:

apt-get install storm

Important

Ubuntu users must manually create the / et ¢/ st or m conf directory and
the st or m yani file that resides there.

1. Execute the following command to create the conf directory:
sudo nkdir -p /etc/storn conf
2. Execute the following command to create the st or m yami file:

sudo touch /etc/storm conf/storm yam

e Note
4

Storm requires version 2.6 or higher as the default system Python interpreter.
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Use the following procedure to configure Storm:

1. Add the following properties to the / et ¢/ st or ml conf/ st orm yam file to configure
Storm.

st orm zookeeper . servers:
- $ZOOKEEPER_SERVERS

ni nbus. host: $NI MBUS HOSTNAME

drpc. servers:
- "l ocal host "

stormlocal.dir: $STORM LOCAL_DI R

| ogvi ewer . port: 8081
ZOOKEEPER _SERVERS is a comma-separated list of ZooKeeper servers.
NI MBUS_HOSTNAME is the hostname where the Storm Nimbus server is started.

STORM LOCAL_DI Rshould be / t np/ st or i | ocal , and it must exist on all Storm
nodes.

2. Execute the following commands:

chown -R storm storm $STORM LOCAL_DI R
chnod -R 755 $STORM LOCAL_DI R

Use the following steps to configure Storm to work with a secured Zookeeper cluster:

1. Create aj aas. conf fileinthe/ et c/ st or mf conf with the following content on all
hosts in the Storm cluster :

Cient {
com sun. security. aut h. rodul e. Kr bS5Logi nMbdul e required
useKeyTab=t r ue
keyTab="$keyt ab"
st or eKey=true
useTi cket Cache=f al se
servi ceNane="zookeeper"
pri nci pal =" $pri nci pal ";

|5
2. Add the following configuration properties to the st or m yani file:

ni mbus. chi | dopts: "-Dj ava. security. auth. | ogi n. confi g=/path/to/jaas. conf"
ui .chil dopts:"-Djava. security.auth.login.config=/path/to/jaas.conf"
supervi sor. chil dopts: "-Dj ava. security. auth. | ogin. config=/path/to/jaas.conf"
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17.4. Configure Process Controller

Storm administrators should install and configure a process controller to monitor and

run Apache Storm under supervision. Storm is a fail-fast application, meaning that it is
designed to fail under certain circumstances, such as a runtime exception or a break in
network connectivity. Without a watchdog process, these events can quickly take down
an entire Storm cluster in production. A watchdog process prevents this by monitoring for
failed Storm processes and restarting them when necessary. This section describes how

to configure super vi sor d to manage the Storm processes, but adminstrators may use
another process controller of their choice, such as moni t or daenont ool s.

Nimbus Node

Add the following stanzas to the / et ¢/ super vi sor d. conf to configure Supervisor to
start and stop all the Storm daemons:

[ program st or m ni nbus]
conmand=st or m ni nmbus
di rectory=/hone/ st orm
autorestart=true

user =st orm

[ program st or m super vi sor|]
comrand=st or m super vi sor
di rect ory=/hone/ st orm

aut orestart=true

user =st orm

[ program st or m ui ]
comrand=st or m ui

di rect ory=/ home/ st orm
autorestart=true

user =st orm

[ program st orm | ogvi ewer]
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comrand=st or m | ogvi ewer
autorestart=true
user =storm

[ program st or m dr pc]
comrand=st or m dr pc
di rect ory=/ home/ st orm

autorestart=true
user=storm

Validate the Apache Storm installation to verify a successful installation and configuration.

2

1. Execute the following command to start the Storm daemons:

You must start ZooKeeper before starting Storm.

¢ RHEL/CentOS/Oracle Linux

[usr/ bin/supervisord start
e SLES

[ usr/ bin/supervisord start
e Ubuntu

servi ce supervisor start

2. Execute the following command to view the status of the Storm daemons:

e RHEL/CentOS/Oracle Linux

[ usr/ bi n/ supervi sorctl status
e SLES

[ usr/ bin/supervisorctl status
e Ubuntu

servi ce supervisor status
You should see output similar to the following:
stormdr pc RUNNI NG pid 3368, uptinme 0:31:31
stor m | ogvi ewer RUNNI NG pid 3365, uptinme 0:31:31
st or m ni mbus RUNNI NG pid 3370, uptinme 0:31:31
st or m super vi sor RUNNI NG pid 8765, uptime 0:00:12
st or m ui RUNNI NG pid 3369, uptime 0:31:31

3. Point your browser to the following URL:

http://<stormui-server>: 8080
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You should see a web page similar to the following:
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Storm Ul

Cluster Summary
Version Nimbus uptime Supervisors Used slots
0.9.0.1 J4m 155 ] 0

Topology summary

Name - Id Status Uptime

WordCount WordCount-2-1391628483 ACTIVE 21d 6h 5m 2

Supervisor summary

Id Host Uptime

Nimbus Configuration

Key ~ Value
dev.zookeeper.path ftmp/dev
drpc.childopts -Xmx768
drpec.invocations.port 3773
drpc.port 377
darpc.gueus.size 128
drpc.request.timeout.secs GO0
drpc.servers ["ocalhos

drpc.worker.threads bd
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18. Installing Accumulo

Apache Accumulo is a highly scalable structured and distributed key/value store for high
performance data storage and retrieval.

1. Install the accumulo RPM
2. Configure accumulo

3. Validate the installation

e Note
~ 4

Accumulo requires HDFS and ZooKeeper to be running before starting.
Password-less SSH must be configured between at least the Accumulo master
and TabletServer machines. It is recommended that you run Network Time
Protocol (NTP) within the cluster to keep node clocks in sync to avoid problems
with automatically timestamped data.

18.1. Install the Accumulo RPM

To install the Accumulo RPM use the following command:
¢ RHEL/CentOS/Oracle Linux:
yuminstall accumul o
* For SLES:
zypper install accunmulo
* For Ubuntu:

apt-get install accunulo

18.2. Configure Accumulo

1. Accumulo provides example configurations that you can modify. Copy all files from one
of the examples folders in / et ¢/ accunul o/ conf / exanpl es to/ et ¢/ accunul o/
conf .

For example, you would use the following command to copy all of the files in the / et ¢/
accumul o/ conf / exanpl es/ 512MB/ st andal one folder to the / et ¢/ accunul o/
conf folder:

cp /etc/accunul o/ conf/ exanpl es/ 512MB/ st andal one/ * /et ¢/ accunmul o/ conf

2. Make an Accumulo data directory:

su hdfs
hadoop fs -nkdir -p /user/accumnul o/ dat a
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3. Change permissions to restrict access to the data directory to the accumulo user:

su hdfs
hadoop fs -chmod -R 700 /user/accunul o/ dat a

4. Change ownership of the data directory to the Accumulo user and group.

su hdfs
hadoop fs -chown -R accum o: accumul o /user/accunul o/ dat a

To validate that Accumulo is set up correctly:
1. Start the Accumulo service:

a. Initialize Accumulo:

/usr/lib/accunul o/ bi n/accunul o init
b. Enter a instance name and password.

¢. Run the Accumulo start-all.sh script:

fusr/lib/accunul o/bin/start-all.sh

2. View the Accumulo native Ul:

ht t p: // $accunul o- nast er : 50095
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19. Installing Falcon

Apache Falcon provides a framework for simplifying the development of data management
applications in Apache Hadoop. Falcon enables users to automate the movement and
processing of data sets. Instead of hard-coding complex data set and pipeline processing
capabilities, Hadoop applications can now rely on the Apache Falcon framework for these
functions.

1. Install the Falcon RPM

2. Configure Proxy Settings

w

. Configure Falcon Entites

IS

. Configuring Oozie for Falcon

Ul

. Configuring Hive for Falcon

6. Validate Falcon

e Note
4

Falcon works with Oozie jobs, Pig scripts, and Hive queries. We recommend
that at a minimum you have Oozie and Pig installed to successfully use Falcon
for data governance.

19.1. Install the Falcon RPM

To install the Falcon RPM, use the following command:
¢ RHEL/CentOS/Oracle Linux:
yuminstall falcon
* For SLES:
zypper install falcon
* For Ubuntu or Debian:

apt-get install falcon

19.2. Configure Proxy Settings

1. Stop all services.

2. Change the proxy settings for the falcon user in the cor e- si t e. xm file.

<property>
<nane>hadoop. pr oxyuser . f al con. gr oups</ nane>
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<val ue>user s</ val ue>

<descri pti on> Proxy group for Hadoop. </description>
</ property>
<property>

<nanme>hadoop. pr oxyuser . f al con. host s</ nanme>

<val ue>*</val ue>

<descri pti on> Proxy host for Hadoop. </description>
</ property>

3. Start all services.

Falcon provides the following XML configuration files to build your data pipeline:
* Cluster: Defines where your data and processes are stored.

» Feed: Defines the datasets to be cleaned and processed.

* Process: Consumes feeds, invokes processing logic, and produces further feeds.

After you have installed Falcon, edit the example entities in Defining Data Pipelines or
create your own based on the Falcon Schemas.

Falcon uses HCatalog for data availability notification when Hive tables are replicated.
Make the following configuration changes to Oozie to ensure Hive table replication in
Falcon:

1. Stop the Oozie service on all Falcon clusters.

Execute these commands on the Oozie host machine.

su $0ZI E_USER
[usr/lib/ooziel/bin/oozie-stop.sh

Where $O0ZI E_USERis the Oozie user. For example, oozie.

2. Copy each cluster's hadoop conf directory to a different location. For example, if you
have two clusters, copy one to /etc/hadoop/conf-1 and the other to /etc/hadoop/
conf-2.

3. For each oozie-site.xml file, modify the
oozi e. servi ce. HadoopAccessor Ser vi ce. hadoop. confi gur at i ons property,

specifying clusters, the RPC ports of the NameNodes, and HostManagers accordingly.

For example, if Falcon connects to three clusters, specify:
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<property>
<nanme>00zi e. servi ce. HadoopAccessor Ser vi ce. hadoop. conf i gur at i ons</ nanme>
<val ue>*=/ et ¢/ hadoop/
conf , $NameNode: $r pcPor t NN=$hadoopConf Di r 1, $Resour ceManager 1: $r pcPor t RM=$hadoopConf Di r 1, $N
: $r pcPor t NN =$hadoopConf Di r 3, $Resour ceManager 3 : $r pcPor t RM
=$hadoopConf Di r 3</ val ue>
<descri pti on>
Comma separ at ed AUTHORI TY=HADOOP_CONF_DI R, where AUTHORITY is the
HOST: PORT of
t he Hadoop service (JobTracker, HDFS). The wildcard '*'
configuration is
used when there is no exact match for an authority. The
HADOOP_CONF_DI R cont ai ns
the rel evant Hadoop *-site.xml files. If the path is relative is
| ooked within
the Oozie configuration directory; though the path can be absol ute
(i.e. to point
to Hadoop client conf/ directories in the local filesystem
</ descri pti on>
</ property>

4. Add the following properties in bold to the / et ¢/ oozi e/ conf/ oozi e-si t e. xm
file:

<property>
<nane>00zi e. servi ce. ProxyUser Ser vi ce. proxyuser . f al con. host s</ nane>
<val ue>*</val ue>
</ property>
<property>
<nane>00zi e. servi ce. ProxyUser Ser vi ce. proxyuser . f al con. gr oups</ nane>
<val ue>*</val ue>
</ property>
<property>
<name>o00zi e. servi ce. URl Handl er Servi ce. uri . handl er s</ nane>
<val ue>or g. apache. oozi e. dependency. FSURI Handl er, or g. apache. oozi e
dependency. HCat URI Handl er </ va
ue>
</ property>
<property>
<name>00zi e. servi ces. ext </ name>
<val ue>or g. apache. oozi e. servi ce. JMSAccessor Ser Vi ce,
or g. apache. oozi e. servi ce. Partiti onDependencyManager Ser vi ce,
or g. apache. oozi e. servi ce. HCat Accessor Ser vi ce
</ val ue>
</ property>
<I-- Coord EL Functions Properties -->
<property>
<name>o00zi e. servi ce. ELServi ce. ext. functi ons. coord-j ob- submi t -
i nst ances</ nanme>
<val ue>now=or g. apache. oozi e. ext ensi ons. Cozi eELExt ensi ons#phl_now_echo,
t oday=or g. apache. oozi e. ext ensi ons. Qozi eELExt ensi ons#phl_t oday_echo,
yest er day=or g. apache. oozi e. ext ensi ons.
Qozi eELExt ensi ons#phl_yest erday_echo
curr ent Mont h=or g. apache. oozi e. ext ensi ons.
Qozi eELExt ensi ons#phl_current Mont h_echo,
| ast Mont h=or g. apache. oozi e. ext ensi ons.
Qozi eELEXxt ensi ons#phl_| ast Mont h_echo, current Year=or g. apache. oozi e.
ext ensi ons. Oozi eELExt ensi ons#phl_current Year _echo,
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| ast Year =or g. apache. oozi e. ext ensi ons.
Qozi eELEXxt ensi ons#phl_| ast Year _echo,
f or nat Ti me=or g. apache. oozi e. coor d.
Coor dELFunct i ons#phl_coord_f or mat Ti me_echo,
| at est =or g. apache. oozi e. coor d
Coor dELFunct i ons#ph2_coor d_| at est _echo
f ut ur e=or g. apache. oozi e. coord
Coor dELFunct i ons#ph2_coord_future_echo
</val ue>
</ property>
<property>
<nane>00zi e. servi ce. ELServi ce. ext . functi ons. coord- acti on-creat e-i nst </
nanme>
<val ue>
now=or g. apache. oozi e. ext ensi ons. Cozi eELExt ensi ons#ph2_now_i nst ,
t oday=or g. apache. oozi e. ext ensi ons. Qozi eELExt ensi ons#ph2_t oday_i nst,
yest er day=or g. apache. oozi e. ext ensi ons.
Qozi eELEXxt ensi ons#ph2_yest erday_i nst,
curr ent Mont h=or g. apache. oozi e. ext ensi ons.
Cozi eELExt ensi ons#ph2_current Mont h_i nst
| ast Mont h=or g. apache. oozi e. ext ensi ons.
Qozi eELExt ensi ons#ph2_| ast Mont h_i nst ,
current Year =or g. apache. oozi e. ext ensi ons.
Qozi eELExt ensi ons#ph2_current Year _i nst,
| ast Year =or g. apache. oozi e. ext ensi ons.
Qozi eELEXxt ensi ons#ph2_| ast Year _i nst,
| at est =or g. apache. oozi e. coor d
Coor dELFunct i ons#ph2_coord_| at est _echo
f ut ur e=or g. apache. oozi e. coord
Coor dELFunct i ons#ph2_coor d_f ut ure_echo
f or mat Ti me=or g. apache. oozi e. coord.
Coor dELFunct i ons#ph2_coord_f or mat Ti nme,
user =or g. apache. oozi e. coor d. Coor dELFunct i ons#coor d_user
</ val ue>
</ property>
<property>
<nanme>00zi e. servi ce. ELServi ce. ext. functi ons. coord- acti on-start </ name>
<val ue>
now=or g. apache. oozi e. ext ensi ons. Cozi eELExt ensi ons#ph2_now,
t oday=or g. apache. oozi e. ext ensi ons. Qozi eELExt ensi ons#ph2_t oday,
yest er day=or g. apache. oozi e. ext ensi ons.
Qozi eELEXt ensi ons#ph2_yest er day,
curr ent Mont h=or g. apache. oozi e. ext ensi ons.
Cozi eELExt ensi ons#ph2_current Mont h,
| ast Mont h=or g. apache. oozi e. ext ensi ons.
Qozi eELExt ensi ons#ph2_| ast Mont h,
current Year =or g. apache. oozi e. ext ensi ons.
Qozi eELExt ensi ons#ph2_curr ent Year,
| ast Year =or g. apache. oozi e. ext ensi ons.
Qozi eELEXxt ensi ons#ph2_| ast Year,
| at est =or g. apache. oozi e. coor d. Coor dELFunct i ons#ph3_coor d_|I at est,
f ut ur e=or g. apache. oozi e. coor d. Coor dELFunct i ons#ph3_coord_f ut ure,
dat al n=or g. apache. oozi e. ext ensi ons. Qozi eELExt ensi ons#ph3_dat al n,
i nst anceTi ne=or g. apache. oozi e. coord.
Coor dELFunct i ons#ph3_coor d_nom nal Ti e,
dat eX f set =or g. apache. oozi e. coord
Coor dELFunct i ons#ph3_coor d_dat eCf f set
f or mat Ti ne=or g. apache. oozi e. coord.
Coor dELFunct i ons#ph3_coord_f or mat Ti e,
user =or g. apache. oozi e. coor d. Coor dELFunct i ons#coor d_user
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</ val ue>
</ property>
<property>
<name>o00zi e. servi ce. ELServi ce. ext. functi ons. coor d- sl a- subm t </ nane>
<val ue>
i nst anceTi ne=or g. apache. oozi e. coord.
Coor dELFunct i ons#phl_coord_nom nal Ti me_echo_fi xed,
user =or g. apache. oozi e. coor d. Coor dELFunct i ons#coor d_user
</ val ue>
</ property>
<property>
<name>o00zi e. servi ce. ELServi ce. ext. functi ons. coor d- sl a- cr eat e</ nane>
<val ue>
i nst anceTi nme=or g. apache. oozi e. coord.
Coor dELFunct i ons#ph2_coor d_nom nal Ti e,
user =or g. apache. oozi e. coor d. Coor dELFunct i ons#coor d_user
</ val ue>
</ property>

5. Copy the existing Oozie WAR fileto/ usr/ | i b/ oozi e/ oozi e. war .

This will make sure all existing items in the WAR file are still present after the current
update.

su root
cp $CATALI NA BASE/ webapps/ oozi e. war /usr/|i b/ oozi e/ oozi e. war

Where $CATALI NA_BASE is the path for the Oozie web app. By default,
$CATALINA_BASE is/ var /| i b/ oozi e/ oozi e- server.

6. Add the Falcon EL extensions to Oozie.

Copy the extension JAR files provided with the Falcon Server to a temporary directory on
the Oozie server. For example, if your standalone Falcon Server is on the same machine
as your Qozie server, you can just copy the JAR files.

nkdir /tnp/fal con-oozie-jars cp

lusr/lib/fal con/ oozi el ext/fal con-oozie-el -extension-0.5.0.2.1.5.0-695.jar \
[ tnp/ f al con- oozi e-j ar s/

7. Package the Oozie WAR file.
su oozie

cd /usr/lib/oozielbin
./ 0oozi e-setup. sh prepare-war —d /tnp/fal con-oozie-jars

8. Start the Oozie service on all Falcon clusters.

Execute these commands on the Oozie host machine.

su $0ZI E_USER
/usr/lib/oozielbin/oozie-start.sh

Where $OZ1 E_USER is the Oozie user. For example, oozie.
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Falcon-generated Hive actions require changes to hive-site.xml to pass the right
configuration parameters.

O This configuration change lets you work with Hive tables and Oozie workflows,
but impacts all Hive actions, including non-Falcon Oozie workflows.

Under the oozie configuration directory (typically / et ¢/ oozi e/ conf), there is a
subdirectory called act i on- conf . Under that directory, either create or modify the file
hive-site.xml and add the following property:

<property>
<nanme>hi ve. net ast or e. execut e. set ugi </ name>
<val ue>true</ val ue>
</ property>

After making this change, restart the Oozie service. If you have Oozie configured for HA,
perform this configuration change on all Oozie server nodes.

If you are using secure clusters, verify that hadoop. security. auth_to_I ocal in core-
site.xml is consistent across all clusters.

O Inconsistencies in rules for hadoop. security. auth_to_I| ocal canlead to
issues with delegation token renewals.

You must also create the following property definitions in your cluster entity or entities:

<properties>
<property nanme="dfs. nanenode. ker ber os. pri nci pal " val ue="nn/ $ny.
i nt er nal @GEXAMPLE. COM'/ >
<property name="hi ve. net ast ore. ker beros. pri nci pal " val ue="hi ve/ $ny.
i nt er nal @XAVPLE. COM'/ >
<property name="hive.netastore.uris" value="thrift://$ny.internal:9083"/>
<property nane="hi ve. net ast ore. sasl . enabl ed" val ue="true"/>
</ properties>

=

Replace $my.internal @EXAMPLE.COM and $my.internal with your own values.

To validate Falcon, submit your entities to Falcon:

1. Submit your cluster entity.
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For example, to submit $sampleClusterFile.xml:

falcon entity -type cluster -submt -file $yourd usterFile.xnl
2. Submit your dataset or feed entity.

For example to sumbit $sampleFeedFile.xml:

falcon entity -type feed -submit -file $yourFeedFile. xn
3. Submit your process entity.

For example, $sampleProcessFile.xml:

falcon entity -type process -submit -file $yourProcessFile.xmn
For each entity, you should see the following success message for sumbit:
fal con/def aul t/ Submt successful ($entity type) $yourEntityFile

For example, for a process entity named rawEmaillngestProcess, you would see a successful
message as:

fal con/defaul t/Submt successful (process) rawEmail |l ngestProcess
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20. Installing Knox

Apache Knox Gateway (Apache Knox) is the Web/REST APl Gateway solution for Hadoop.
It provides a single access point for all of Hadoop resources over REST. It also enables the
integration of enterprise identity management solutions and numerous perimeter security
features for REST/HTTP access to Hadoop.

Knox can be installed on kerberized and non-kerberized clusters.
Complete the following instructions to install Knox:
1. Install the Knox RPM

2. Validating the Knox Gateway Installation

20.1. Install the Knox RPMs on the Knox server

To install the Knox RPM, run the following command as root:
¢ RHEL/CentOS/Oracle Linux:
sudo yuminstall knox
* For SLES:
zypper install knox
e For Ubuntu:
apt-get install knox
The installation creates the following:
¢ knox userin/ et c/ passwd
¢ Knox installation directory: / usr/ | i b/ knox, which is referred to as $gat eway_hone.
¢ Knox configuration directory: / et ¢/ knox/ conf

¢ Knox log directory: / var /| og/ knox

20.2. Set up and Validate the Knox Gateway
Installation

Setting up and validating the Knox Gateway installation requires a fully operational
Hadoop Cluster that can be accessed from the gateway. This section explains how to get

the gateway up and running and then test access to your existing cluster with the minimal
configuration.

@ .
W' Usethe setup in this section for initial gateway testing. For detailed
configuration instructions, see the Knox Gateway Administrator Guide
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To set up the gateway and test access:
1. Set the master secret:
su -1 knox -c "$gat eway_hone/ bi n/ gat emay. sh set up"
You are prompted for the master secret, enter the password at the prompts.

2. Start the gateway:

su -1 knox -c "$gat eway_hone/ bi n/ gat emway. sh start"
Starting Gateway succeeded with PID 1871.

The gateway starts and the PID is stored in / var / r un/ knox.

3. Start the demo LDAP service that contains the guest user account for testing:

su -1 knox -c "$gat eway_hone/ bi n/| dap. sh start"
Starting LDAP succeeded with PI D 1965.

E

In a production environment, we recommend using Active Directory or
OpenLDAP for authentication. For detailed instructions on configuring
Knox Gateway, see Configuring Authentication in the Knox Gateway
Administrator Guide.

4. Verify that the gateway and LDAP service are running:

su -1 knox -c "$gat eway_hone/ bi n/ gat eway. sh st at us”
Gateway is running with PID 1871.
su -1 knox -c "$gat eway_hone/ bi n/| dap. sh st at us"

LDAP is running with PID 1965.

5. Confirm access from gateway host to WebHDFS Service host using telnet:

tel net $webhdfs_host $webhdfs_port

X

6. Update the WebHDFS host information:

You must successfully be able to reach the internal cluster service from the
gateway before continuing.

a. Open the $gat eway_home/ conf/t opol ogi es/ sandbox. xm file in an editor,
such as vi.

b. Find service definition for WebHDFS and update it as follows:

<servi ce>

<r ol e>\WWEBHDFS</ r ol e>

<url >http:// $webhdf s_host : $webhdf s_port/webhdf s</ url >
</ servi ce>

where $webhdf s_host and $webhdf s_port (default port is 50070) match your
environment.
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¢. (Optionally) Comment out the Sandbox specific hostmap information:

<! -- REMOVE SANDBOX HOSTMAP PROVI DER
<provi der >
<r ol e>host map</r ol e>
<nane>st at i c</ nane>
<enabl ed>f al se</ enabl ed>
<par anp
<nane>| ocal host </ name><val ue>sandbox, sandbox. hort onwor ks. conx/
val ue>
</ par an»
</ provi der >
-->

7. (Optionally) Rename the Sandbox Topology Descriptor file to match the name of your
cluster:

nmv $gat eway_hone/ conf/t opol ogi es/ sandbox. xml $gat eway_ hone/ conf/
t opol ogi es/ cl ust er - nane. xmn

The gateway is now configured to allow access to WebHDFS.

8. On an external client that has curl, enter the following command:

curl -k -ssl3 -u guest:guest-password -X GET "https://$gat eway_host : 8443/
gat eway/ sandbox/ webhdf s/ v1/ ?op=LI STSTATUS"

where:

« sandbox is the name of the cluster topology descriptor file that you created for
testing. If you renamed it, then replace sandbox in the command above.

* $gat eway_host is the Knox Gateway hostname.

The status is returned.
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21. Installing Ganglia

21.1.

21.2.

This section describes installing and testing Ganglia, a system for monitoring and capturing
metrics from services and components of the Hadoop cluster.

Install the Ganglia RPMs

On the host you have chosen to be the Ganglia server, install the server RPMs.

* For RHEL/CentOS/Oracle Linux:

yum install ganglia-gnmond-3.5.0-99 gangli a-gnet ad-3.5. 0-99 gangl i a- web- 3. 5.
7-99

e For SLES:

zypper install ganglia-gnond-3.5.0-99 gangli a-gnetad-3.5.0-99 gangli a-web- 3.
5.7-99

On each host in the cluster, install the client RPMs:

¢ For RHEL/CentOS/Oracle Linux:

yuminstall ganglia-gnond-3.5. 0-99

¢ For SLES:

zypper install ganglia-gnond-3.5.0-99

Install the Configuration Files

There are several configuration files that need to be set up for Ganglia.

21.2.1. Extract the Ganglia Configuration Files

From the file you downloaded in Download Companion Files, open the
configuration_files.zip andcopy the filesin the gangl i a folder to a temporary
directory. The gangl i a folder contains two sub-folders, obj ect s and scri pt s.

21.2.2. Copy the Configuration Files

On each host in the cluster:
1. Grant execute permissions on the following scripts:
e /usr/libexec/ hdp/ ganglial/ setupGanglia. sh
e /usr/libexec/ hdp/ ganglial/ start Rrdcached. sh

2. Change permissions on the RRD base directory to grant access to nobody:

chown -R nobody: nobody $RRDCACHED BASE DI R
chnmod -R 755 $RRDCACHED BASE DI R
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. Create the directory for the obj ect s folder:

nkdir -p /usr/libexec/hdp/ganglia

. Copy the objects files:

cp <tnp-directory>/ganglial/objects/*.* [usr/libexec/hdp/ganglial

. Copy the Ganglia monitoring init scripttoini t. d

cp <tnp-directory>/ganglialscripts/hdp-gnond /etc/init.d

On the Ganglia Server Host:

1.

Copy the entire contents of the scripts foldertoinit.d

cp -R <tnmp-directory>/ganglial/scripts/* /etc/init.d/

. On the Ganglia server, to configure the gnond collector:

[usr/libexec/ hdp/ gangli a/ setupGanglia.sh -c HDPH storyServer -m
lusr/libexec/ hdp/ gangli a/ setupGangli a. sh -c¢c HDPNaneNode -m
[usr/libexec/ hdp/ gangli a/ setupGangli a.sh -c HDPSI aves -m
lusr/libexec/ hdp/gangli al/setupGanglia.sh -t

. If HBase is installed, on the HBase Master:

lusr/|ibexec/ hdp/ gangli a/ setupGangli a. sh -c¢ HDPHBaseMaster -m

. On the NameNode and SecondaryNameNode servers, to configure the gnond emitters:

[usr/libexec/ hdp/ gangli a/ setupGangli a. sh -c HDPNaneNode

. On the ResourceManager server, to configure the gnond emitters:

[usr /i bexec/ hdp/ gangli a/ setupGangli a. sh -c¢ HDPResour ceManager

. On all hosts, to configure the gnond emitters:

lusr/libexec/ hdp/ gangli a/ setupGangli a. sh -c HDPS| aves

. If HBase is installed, on the HBase Master, to configure the gnond emitter:

lusr/libexec/ hdp/gangli al/ setupGangli a.sh -c HDPHBaseMast er

. On the Ganglia server, use a text editor to open the following master configuration files:

/ et ¢/ gangl i a/ hdp/ HDPNanmeNode/ conf . d/ gnond. mast er . conf

[ et c/ gangl i a/ hdp/ HDPHi st orySer ver/ conf. d/ gnond. mast er. conf

/ et c/ gangl i a/ hdp/ HDPResour ceManager / conf . d/ gnond. nast er . conf
[ et c/ gangl i a/ hdp/ HDPSI aves/ conf . d/ gnond. mast er . conf

And if HBase is installed:

/ et c/ gangl i a/ hdp/ HDPHBaseMast er / conf . d/ gnond. mast er . conf
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2. Confirm that the "bind” property in each of these files is set to the Ganglia server
hostname.

3. On the Ganglia server, use a text editor to open the gret ad configuration file:
[ et c/ gangl i a/ hdp/ gnet ad. conf

4. Confirm the "data_source" properties are set to the Ganglia server hostname. For
example:
dat a_source "HDPS| aves" my. gangli a. server. host nane: 8660
dat a_sour ce "HDPNaneNode" ny.gangli a.server. host nane: 8661

dat a_sour ce "HDPResour ceManager" ny.gangli a.server. host nane: 8664
dat a_source "HDPHi storyServer" my.ganglia.server. host nane: 8666

And if HBase is installed:

dat a_source "HDPHBaseMaster" my.ganglia.server. host nane: 8663

5. On all hosts except the Ganglia server, use a text editor to open the slave configuration
files:
/ et ¢/ gangl i a/ hdp/ HDPNaneNode/ conf . d/ gnond. sl ave. conf
[ et c/ gangl i a/ hdp/ HDPHi st or ySer ver/ conf. d/ gnond. sl ave. conf

/ et c/ gangl i a/ hdp/ HDPResour ceManager / conf . d/ gnond. sl ave. conf
[ et c/ gangl i a/ hdp/ HDPSI aves/ conf. d/ gnond. sl ave. conf

And if HBase is installed

/ et c/ gangl i a/ hdp/ HDPHBaseMast er / conf . d/ gnond. sl ave. conf

6. Confirm that the host property is set to the Ganglia Server hostname.

On each host in the cluster:
1. Stop the Hadoop services.

2. Change to the Hadoop configuration directory.

cd $HADOOP_CONF_DI R

3. Copy the Ganglia metrics properties file into place.

mv hadoop-netrics2. properties- GANGLI A hadoop-metri cs2. properties

4. Edit the metrics properties file and set the Ganglia server hostname.

namenode. si nk. gangl i a. server s=ny. gangl i a. server. host nane: 8661

dat anode. si nk. gangl i a. server s=ny. gangl i a. server. host nane: 8660

r esour cemanager . si nk. gangl i a. servers=my. gangl i a. server. host nane: 8664
nodemanager . si nk. gangl i a. server s=ny. gangl i a. server. host nane: 8660

hi st oryserver. si nk. gangl i a. server s=ny. gangl i a. server. host nane: 8666
mapt ask. si nk. gangl i a. server s=ny. gangl i a. server. host nanme: 8660

r educet ask. si nk. gangl i a. server s=ny. gangl i a. server. host nane: 8660

5. Restart the Hadoop services.
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21.3. Validate the Installation

Use these steps to validate your installation.

21.3.1. Start the Ganglia Server

On the Ganglia server:

service httpd restart
/etc/init.d/ hdp-gnetad start

21.3.2. Start Ganglia Monitoring on All Hosts

On all hosts:

/etc/init.d/ hdp-gnond start

21.3.3. Confirm that Ganglia is Running

Browse to the Ganglia server:

http://{ganglia. server}/ganglia
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22. Installing Nagios

This section describes installing and testing Nagios, a system that monitors Hadoop cluster
components and issues alerts on warning and critical conditions.

22.1. Install the Nagios RPMs

On the host you have chosen to be the Nagios server, install the RPMs:

[ For RHEL and Cent OS]

yum -y install net-snnp net-snnp-utils php-pecl-json

yum -y install wget httpd php net-snnp-perl perl-Net-SNWP fping nagi os nagi os-
pl ugi ns nagi os- Wwww

[ For SLES]

zypper -n --no-gpg-checks install net-snnp

zypper -n --no-gpg-checks install wget apache2 php php-curl perl-SNW perl -
Net - SNMP f pi ng nagi os nagi os- pl ugi ns nagi os- ww

22.2. Install the Configuration Files

There are several configuration files that must be set up for Nagios.

22.2.1. Extract the Nagios Configuration Files

From the file you downloaded in Download Companion Files, open the
configuration_files.zip andcopy the files in the nagi os folder to a temporary
directory. The nagi os folder contains two sub-folders, obj ect s and pl ugi ns.

22.2.2. Create the Nagios Directories

1. Make the following Nagios directories:

nkdi r /var/nagi os /var/ nagios/rw /var/| og/ nagi os /var/| og/ nagi os/ spool /
checkresul ts /var/run/ nagi os

2. Change ownership on those directories to the Nagios user:

chown - R nagi os: nagi os /var/nagi os /var/nagi os/rw /var/| og/ nagi os /var/l og/
nagi os/ spool / checkresul ts /var/run/ nagi os

22.2.3. Copy the Configuration Files
1. Copy the contents of the obj ect s folder into place:
cp <tnp-directory>/ nagi os/objects/*.* /etc/nagios/objects/

2. Copy the contents of the pl ugi ns folder into place:

cp <tnp-directory>/nagi os/plugins/*.* [usr/l|ib64/nagi os/pl ugi ns/
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1. Choose a Nagios administrator password, for example, “admin”.

2. Set the password. Use the following command:

ht passwd -c -b /etc/nagi os/ ht passwd. users nagi osadm n adm n

1. Open/ et ¢/ nagi os/ obj ect s/ cont act s. cf g with a text editor.

2. Change the nagi os@ ocal host value to the admin email address so it can recceive
alerts.

1. Open/ et ¢/ nagi os/ nagi os. cf g with a text editor.

2. In the section OBJECT CONFI GURATI ON FI LE( S), add the following:

# Definitions for hadoop servers

cfg fil e=/etc/nagi os/ obj ect s/ hadoop- conmands. cfg
cfg_fil e=/etc/nagi os/ obj ect s/ hadoop- hosts. cfg

cfg file=/etc/nagi os/ obj ects/ hadoop- host gr oups. cfg

cfg fil e=/etc/nagi os/ obj ect s/ hadoop- servi ces. cfg
cfg_fil e=/etc/nagi os/ obj ects/ hadoop-servi cegroups. cfg

3. Change the conmand- f i | e directive to/ var/ nagi os/ r w nagi os. cnd:

conmmand_fi | e=/var/ nagi os/ rw nagi os. cnd

1. Open/ et c/ nagi os/ obj ect s/ hadoop- host s. cf g with a text editor.

2. Create a"defi ne host { ...}"entryfor each host in your cluster using the following
format:

define host {
alias @HOST@
host nane @HOST@
use |inux-server
address @HOST@
check_interval 0.25
retry_interval 0.25
max_check_attenpts 4
notifications_enabled 1
first_notification_delay O # Send notification soon after
change in the hard state
notification_interval 0O # Send the notification once
notification_options d,u,r

}
3. Replace the "@HOST@ with the hostname.
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22.2.8. Set Host Groups

1. Open/ et c/ nagi os/ obj ect s/ hadoop- host gr oups. cf g with a text editor.

2. Create host groups based on all the hosts and services you have installed in your cluster.
Each host group entry should follow this format:

define hostgroup {
host gr oup_nane @NAVE@
alias @\LI AS@
nmenber s @VEMBERS@

}
Where

Table 22.1. Host Group Parameters

Parameter Description
@GNAVE@ The host group name
@\LI AS@ The host group alias
@VEMBERS@ A comma-separated list of hosts in the group

3. The following table lists the core and monitoring host groups:

Table 22.2. Core and Monitoring Hosts

Service Component Name Alias Members

All servers in the all-servers All Servers List all servers in the

cluster cluster

HDFS NameNode namenode namenode The NameNode host

HDFS SecondaryNameNode | snamenode snamenode The Secondary
NameNode host

MapReduce JobTracker jobtracker jobtracker The Job Tracker host

HDFS, MapReduce Slaves slaves slaves List all hosts running
DataNode and
TaskTrackers

Nagios nagios-server nagios-server The Nagios server
host

Ganglia ganglia-server ganglia-server The Ganglia server
host

4. The following table lists the ecosystem project host groups:

Table 22.3. Ecosystem Hosts

Service Component Name Alias Members

HBase Master hbasemaster hbasemaster List the master server

HBase Region regions-servers region-servers List all region servers

ZooKeeper zookeeper-servers zookeeper-servers List all ZooKeeper
servers

Oozie oozie-server oozie-server The Oozie server

Hive hiveserver hiverserver The Hive metastore
server
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Service Component Name Alias Members
WebHCat webhcat-server webhcat-server The WebHCat server
Templeton templeton-server templeton-server The Templeton server

1. Open/ et c/ nagi os/ obj ect s/ hadoop- servi ces. cf g with a text editor.

This file contains service definitions for the following services: Ganglia, HBase (Master
and Region), ZooKeeper, Hive, Templeton and Oozie

2. Remove any services definitions for services you have not installed.

3. Replace the parameter GNAG OS_BI N@and @TATUS_DAT@parameters based on the
operating system.
[ For RHEL and Cent OS]
@BTATUS _DAT@ = / var/ nagi os/ st at us. dat
@NAGQ OS_BI N@ = / usr/ bi n/ nagi os
[ For SLES]

@TATUS _DAT@= /var/li b/ nagi os/ st at us. dat
@\AG OCS_BI N@ = /usr/ sbi n/ nagi os

4. If you have installed Hive or Oozie services, replace the parameter @AVA_ HOVE@ with
the path to the Java home. For example, / usr/j ava/ def aul t .

1. Open/ et ¢/ nagi os/ obj ect s/ hadoop- conmands. cf g with a text editor.

2. Replace the @TATUS DAT @parameter with the location of the Nagios status file. The
file is located:

[ For RHEL and Cent OS]
/ var/ nagi os/ st at us. dat

[ For SLES]
[var/li b/ nagi os/ st at us. dat

1. Open/ et c/ nagi os/ obj ect s/ hadoop- commands. cf g with a text editor.

2. Add the following commands:
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defi ne conmand{
command_nane check_t enpl et on_st at us
command_| i ne $USER1$/ check_wr apper . sh $USER1$/

check_t enpl et on_st at us. sh $HOSTADDRESS$ $ARGL$ $ARR2$ $ARG3S $SARAS $ARGES
$ARGE$ $ARGT$

}

defi ne conmand{
comand_nane check_t cp_wr apper

command_| i ne $USER1$/ check_wr apper . sh $USER1$/ check_tcp -H
$HOSTADDRESSS -p $ARGL$ $ARR2$

}
22.3. Validate the Installation

Use these steps to validate your installation.

22.3.1. Validate the Nagios Installation

Validate the installation.

nagi os -v /etc/nagi os/ nagios.cfg

22.3.2. Start Nagios and httpd

Start the Nagios server and httpd.

/etcl/init.d/ nagios start
/etc/init.d/ httpd start

22.3.3. Confirm Nagios is Running
Confirm the server is running.
/etc/init.d/ nagi os status

This should return:
nagios (pid #) is running...

22.3.4. Test Nagios Services

Run the following command:

[usr/1ib64/ nagi os/ pl ugi ns/ check_hdfs_capacity. php -h nanenode_host name -p
50070 -w 80% -c 90%

This should return:

OK: DFSUsedGB: <sone#>, DFSTot al GB: <sone#>

22.3.5. Test Nagios Access

1. Browse to the Nagios server:
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htt p: // <nagi 0s. server >/ nagi os

2. Login using the Nagios admin username (nagiosadmin) and password (see Set the
Nagios Admin Password).

3. Click on hosts to validate that all the hosts in the cluster are listed.

4. Click on services to validate all the Hadoop services are listed for each host.

1. Login to one of your cluster DataNodes.

2. Stop the TaskTracker service.

su -1 mapred -c "/usr/lib/hadoop/ bi n/ hadoop-daenon. sh --config /etc/hadoop/
conf stop tasktracker"

3. Validate that you received an alert at the admin email address and that you have critical
state showing on the console.

4. Start the TaskTracker service.

su -1 mapred -c¢ "/usr/lib/hadoop/ bi n/ hadoop-daenon. sh --config /etc/hadoop/
conf start tasktracker"

5. Validate that you received an alert at the admin email address and that critical state is
cleared on the console.
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This section provides information on enabling security for a manually installed version of
HDP.

This section provides information on setting up Kerberos for an HDP installation.

To create secure communication among its various components, HDP uses Kerberos.
Kerberos is a third-party authentication mechanism, in which users and services that

users wish to access rely on a the Kerberos server to authenticate each to the other. This
mechanism also supports encrypting all traffic between the user and the service. The
Kerberos server itself is known as the Key Distribution Center, or KDC. At a high level, it has
three parts:

» A database of the users and services (known as principals) that it knows about and their
respective Kerberos passwords

* An authentication server (AS) which performs the initial authentication and issues a
Ticket Granting Ticket (TGT)

» A Ticket Granting Server (TGS) that issues subsequent service tickets based on the initial
TGT.

A user principal requests authentication from the AS. The AS returns a TGT that is
encrypted using the user principal's Kerberos password, which is known only to the

user principal and the AS. The user principal decrypts the TGT locally using its Kerberos
password, and from that point forward, until the ticket expires, the user principal can use
the TGT to get service tickets from the TGS.

Because a service principal cannot provide a password each time to decrypt the TGT, it uses
a special file, called a keytab, which contains its authentication credentials.

The service tickets are what allow the principal to access various services. The set of hosts,
users, and services over which the Kerberos server has control is called a realm.

=

Because Kerberos is a time-sensitive protocol, all hosts in the realm must be
time-synchronized, for example, by using the Network Time Protocol (NTP).
If the local system time of a client differs from that of the KDC by as little as 5
minutes (the default), the client will not be able to authenticate.
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To use Kerberos with HDP, either use an existing KDC or install a new one for HDP only.
The following gives a very high level description of the installation process. For more
information, see RHEL documentation, CentOS documentation, SLES documentation. or
Ubuntu and Debian documentation.

1. Install the KDC server:
¢ On RHEL, CentOS, or Oracle Linux, run:
yum install krb5-server krb5-1ibs krb5-auth-dialog krb5-workstation

e On SLES, run:

zypper install krb5 krb5-server krb5-client

¢ On Ubuntu or Debian, run:

apt-get install krb5 krb5-server krb5-client

=

When the server is installed you must edit the two main configuration files, located by
default here:

The host on which you install the KDC must itself be secure.

2. Update the KDC configuration by replacing EXAMPLE. COMwith your domain and

ker ber os. exanpl e. comwith the FQDN of the KDC host; the configuration files are
located:

* On RHEL, CentOS, or Oracle Linux:

» /et c/ krb5. conf

» /var/ ker ber os/ kr b5kdc/ kdc. conf .
* On SLES:

» /et c/ krb5. conf

* /var/li b/ kerberos/krb5kdc/ kdc. conf
* On Ubuntu or Debian:

» /et c/ krb5. conf

» /var/ ker ber os/ kr b5kdc/ kdc. conf .

3. Copy the updated kr b5. conf to every cluster node.
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1. Use the utility kdb5_ut i | to create the Kerberos database:

* On RHEL, CentOS, or Oracle Linux:
[usr/sbin/kdb5 util create -s
e On SLES:

[on SLES]
kdb5 util create -s

* On Ubuntu or Debian:

[on Ubuntu or Debi an]
kdb5_util -s create

=

The - s option stores the master server key for the database in a stash
file. If the stash file is not present, you must log into the KDC with the
master password (specified during installation) each time it starts. This will
automatically regenerate the master server key.

2. Set up the KDC Access Control List (ACL):

¢ On RHEL, CentOS, or Oracle Linux add administrators to / var / ker ber os/
kr b5kdc/ kadnb. acl .

¢ On SLES, add administratorsto/ var /| i b/ ker ber os/ kr b5kdc/ kadnb. acl .

E

For example, the following line grants full access to the database for users
with the adm n extension:

*/adm n@XAMPLE. COM  *
3. Restart kadmi n for the change to take effect.

4. Create the first user principal. This must be done at a terminal window on the
KDC machine itself, while you are logged in as r oot . Notice the . | ocal . Normal
kadmi n usage requires that a principal with appropriate access already exist. The
kadni n. | ocal command can be used even if no principals exist.

[ usr/sbin/kadm n. | ocal -q "addprinc $usernane/ adm n"

Now this user can create additional principals either on the KDC machine or through the
network. The following instruction assume you are using the KDC machine.

5. On the KDC, start Kerberos:

¢ On RHEL, CentOS, or Oracle Linux:
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/ sbi n/ servi ce krb5kdc start
/ sbin/service kadm n start

e On SLES:

rckrb5kdc start
rckadm nd start

¢ On Ubuntu or Debian:

/etc/init.d/ krb5-kdc start
/etc/init.d/ kadm n start

Each service in HDP must have its own principal. As services do not login with a password to
acquire their tickets, their principal's authentication credentials are stored in a keytab file,
which is extracted from the Kerberos database and stored locally with the service principal.

First you must create the principal, using mandatory naming conventions. Then you must
create the keytab file with that principal's information and copy the file to the keytab
directory on the appropriate service host.

Step 1: Create a service principal using the kadm n utility:

kadm n: addprinc -randkey $princi pal _nane/ $servi ce- host - FQDN@hadoop. r eal m

You must have a principal with administrative permissions to use this command. The
r andkey is used to generate the password.

where

E

In the example each service principal's name has appended to it the fully
qualified domain name of the host on which it is running. This is to provide a
unique principal name for services that run on multiple hosts, like DataNodes
and TaskTrackers. The addition of the hostname serves to distinguish, for
example, a request from DataNode A from a request from DataNode B. This is
important for two reasons:

* If the Kerberos credentials for one DataNode are compromised, it does not
automatically lead to all DataNodes being compromised

* If multiple DataNodes have exactly the same principal and are simultaneously
connecting to the NameNode, and if the Kerberos authenticator being sent
happens to have same timestamp, then the authentication would be rejected
as a replay request.

The $principal_name part of the name must match the values in the table below.

=

The NameNode, Secondary NameNode, and Oozie require two principals each.
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2

If you are configuring High Availability (HA) for a Quorom-based

NameNode, you must also generate a principle (j n/ $FQDN) and keytab

(j n. servi ce. keyt ab) for each JournalNode. JournalNode also requires the
keytab for its HTTP service. If the JournalNode is deployed on the same host
as a NameNode, the same keytab file (spnego. servi ce. keyt ab) can be
used for both. In addition, HA requires two NameNodes. Both the active and
standby NameNode require their own principle and keytab files. The service
principles of the two NameNodes can share the same name, specified with the
df s. nanenode. ker ber os. pri nci pal propertyinhdf s-site.xm, but
the NameNodes still have different fully qualified domain names.

Service Component Mandatory Principal Name
HDFS NameNode nn/$FQDN
HDFS NameNode HTTP HTTP/$FQDN
HDFS SecondaryNameNode nn/$FQDN
HDFS SecondaryNameNode HTTP HTTP/$FQDN
HDFS DataNode dn/$FQDN
MR2 History Server j hs/$FQDN
MR2 History Server HTTP HTTP/$FQDN
YARN ResourceManager r my$FQDN
YARN NodeManager nny$FQDN
Oozie Qozie Server oozi e/$FCQDN
Oozie Oozie HTTP HTTP/$FQDN
Hive Hive Metastore hi ve/$FQDN

HiveServer2

Hive WebHCat HTTP/$FQDN
HBase MasterServer hbase/$FQDN
HBase RegionServer hbase/$FQDN
Hue Hue Interface hue/$FQDN
ZooKeeper ZooKeeper zookeeper /$FCQDN
Nagios Server Nagios nagi os/$FQDN
JournalNode Server® JournalNode j n/$FCQDN
Gateway Knox knox/$FQDN

@0nly required if you are setting up NameNode HA.

For example: To create the principal for a DataNode service, issue this command:

kadmi n: addprinc -randkey dn/$datanode-host @hadoop. real m

Step 2: Extract the related keytab file and place it in the keytab directory (by default /
et ¢/ kr b5. keyt ab) of the appropriate respective components:

kadm n: xst -k $keytab_file_nane $princi pal _name/fully.qualified.domain. name

You must use the mandatory names for the $keyt ab_f i | e_namne variable shown in this

table.
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23.2.

Table 23.2. Service Keytab File Names

Component Principal Name Mandatory Keytab File Name
NameNode nn/$FCQDN nn. servi ce. keyt ab
NameNode HTTP HTTP/$FQDN spnego. servi ce. keyt ab
SecondaryNameNode nn/$FQDN nn. servi ce. keyt ab
SecondaryNameNode HTTP HTTP/$FQDN spnego. servi ce. keyt ab
DataNode dn/$FQDN dn. servi ce. keyt ab
MR2 History Server j hs/$FQDN nm servi ce. keyt ab
MR2 History Server HTTP HTTP/$FQDN spnego. servi ce. keyt ab
YARN r ny$FQDN rm service. keyt ab
YARN nny$FQDN nm servi ce. keyt ab
Oozie Server oozi e/$FQDN 0o0zi e. service. keyt ab
Oozie HTTP HTTP/$FQDN spnego. servi ce. keyt ab
Hive Metastore hi ve/$FQDN hi ve. servi ce. keyt ab
HiveServer2
WebHCat HTTP/$FQDN spnego. servi ce. keyt ab
HBase Master Server hbase/$FQDN hbase. servi ce. keyt ab
HBase RegionServer hbase/$FCQDN hbase. servi ce. keyt ab
Hue hue/$FQDN hue. servi ce. keyt ab
ZooKeeper zookeeper /$FQDN zk. servi ce. keyt ab
Nagios Server nagi os/$FQDN nagi os. servi ce. keyt ab
Journal Server® j n/$SFQDN j n.service. keytab
Knox Gateway” knox/$FQDN knox. servi ce. keyt ab

@0nly required if you are setting up NameNode HA.
POnly required if you are using a Knox Gateway.

For example: To create the keytab files for the NameNode, issue these commands:

kadnmi n: xst -k nn.service. keytab nn/ $nanenode- host

kadm n: xst -k spnego. service. keytab HTTP/ $nanmenode- host

When you have created the keytab files, copy them to the keyt ab directory of the

respective service hosts.

Step 3: Verify that the correct keytab files and principals are associated with the correct
service using the kl i st command. For example, on the NameNode:

klist -k -t /etc/security/nn.service. keytab

Do this on each respective service in your cluster.

Configuring HDP

This section provides information on configuring HDP for Kerberos.
» Configuration Overview
» Creating Mappings Between Principals and UNIX Usernames

* Creating the Database and Setting Up the First Administrator
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* Creating Principals and Keytab Files for HDP

Configuring HDP for Kerberos has two parts:
* Creating a mapping between service principals and UNIX usernames.

Hadoop uses group memberships of users at various places, such as to determine group
ownership for files or for access control.

A user is mapped to the groups it belongs to using an implementation of the
G oupMappi ngSer vi cePr ovi der interface. The implementation is pluggable and is
configured incore-site. xnl .

By default Hadoop uses Shel | BasedUni xGr oupsMappi ng, which is an
implementation of G oupMappi ngSer vi cePr ovi der . It fetches the group
membership for a username by executing a UNIX shell command. In secure clusters, since
the usernames are actually Kerberos principals, Shel | BasedUni xG oupsMappi ng will
work only if the Kerberos principals map to valid UNIX usernames. Hadoop provides a
feature that lets administrators specify mapping rules to map a Kerberos principal to a
local UNIX username .

* Adding information to three main service configuration files.

There are several optional entries in the three main service configuration files that must
be added to enable security on HDP.

HDP uses a rule-based system to create mappings between service principals and their
related UNIX usernames. The rules are specified in the cor e- si t e. xm configuration file
as the value to the optional key hadoop. security.auth_to_| ocal .

The default rule is simply named DEFAULT. It translates all principals in your default
domain to their first component. For example, myuser nane @G\PACHE. ORGand

myuser name/ adm n@\PACHE. OCRGboth become myuser nane, assuming your default
domain is APACHE.ORG.

To accommodate more complex translations, you can create a hierarchical set of rules to
add to the default. Each rule is divided into three parts: base, filter, and substitution.

The base begins with the number of components in the principal name (excluding the
realm), followed by a colon, and the pattern for building the username from the sections of
the principal name. In the pattern section $0 translates to the realm, $1 translates to the
first component and $2 to the second component.

For example:
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[ 1: $1@0] translates myuser name @\PACHE. ORGto nyuser name @\PACHE. ORG
[ 2: $1] translates myuser nane/ adnm n@\PACHE. ORGto nyuser nane
[ 2: $1%%2] translates myuser nane/ adm n@\PACHE. ORGto “myuser nane%admni n

The filter consists of a regex in a parentheses that must match the generated string for the
rule to apply.

For example:
(. *%dm n) matches any string that ends in %&admi n

(. * @OVE. DOVAI N) matches any string that ends in @OVE. DOVAI N

The substitution is a sed rule that translates a regex into a fixed string.

For example:

s/ @GACME\ . COM / removes the first instance of @OVE. DOVAI N.

s/ @A-Z] *\. COM / removes the first instance of @followed by a name followed by COM

s/ X/ 'Y/ g replaces all of the Xin the name with Y

* If your default realm was APACHE. ORG, but you also wanted to take all principals from
ACME. COMthat had a single component j oe @GA\CMVE. COM you would create this rule:

RULE: [ 1: $1@0] (. @\CVE. COM s/ @/ /
DEFAULT

* To also translate names with a second component, you would use these rules:
RULE: [ 1: $1@0] (. G\CME. COM s/ @/ /

RULE: [ 2: $1@0] (. @CMVE. COM s/ @/ /
DEFAULT

* To treat all principals from APACHE. ORGwith the extension / admi n as admi n, your
rules would look like this:

RULE[ 2: $1962@50] (. %adni n@PACHE. ORG) s/ . / adni n/
DEFAULT

To enable security on HDP, you must add optional information to various configuration
files.

Before you begin, set JSVC_Home in hadoop- env. sh.

* For RHEL/CentOS/Oracle Linux:
export JSVC HOME=/usr/|i bexec/bi gtop-utils
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e For SLES and Ubuntu:

export JSVC HOVE=/usr/|ib/bigtop-utils

To the core-site. xm file on every host in your cluster, you must add the following

information:
Property Name Property Value Description
hadoop. security. aut henti cati oker ber os Set the authentication type for the
cluster. Valid values are: simple or
kerberos.
hadoop. r pc. prot ecti on aut hentication; integrity; This is an [OPTIONAL] setting. If not
privacy set, defaults to aut hent i cati on.
aut henti cat i on=authentication
only; the client and server mutually
authenticate during connection setup.
i ntegrity =authentication and
integrity; guarantees the integrity of
data exchanged between client and
server as well as authentication.
pri vacy = authentication, integrity,
and confidentiality; guarantees that
data exchanged between client and
server is encrypted and is not readable
by a “man in the middle”.
hadoop. security. aut horizationtrue Enable authorization for different
protocols.
hadoop. security. aut h_t o_I ocal The mapping rules. For The mapping from Kerberos principal
exampleRULE: [ 2: $1@0] names to local OS user names. See
([jt]t @*EXAWPLE. COM s/ . */ Creating Mappings Between Principals
mapred/ RULE: [ 2: $1@0] and UNIX Usernames for more
([ nd] n@ * EXAMPLE. COM s/ . */ information.
hdf s/ RULE: [ 2: $1@0]
(hm@ * EXAMPLE. COM s/ . */
hbase/ RULE: [ 2: $1@50]
(rs@*EXAVMPLE. COM s/ . */
hbase/ DEFAULT
The XML for these entries:

<property>
<name>hadoop. security. aut henti cati on</ nane>
<val ue>ker ber os</ val ue>

<descri pti on> Set the
aut hentication for the cluster. Valid values are: sinple or
ker ber os.

</ descri ption>
</ property>

<property>
<nanme>hadoop. securi ty. aut hori zati on</ name>
<val ue>true</ val ue>
<descri pti on> Enabl e
aut hori zation for different protocols.
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</ descri ption>
</ property>

<property>

<nanme>hadoop. security. auth_to_I ocal </ nanme>

<val ue>

RULE: [ 2: $1@0] ([j t]t @ * EXAMPLE. COM s/ . */ mapr ed/
RULE: [ 2: $1@50] ([ nd] n@ * EXAMPLE. COM) s/ . */ hdf s/

RULE: [ 2: $1@0] (hm@ * EXAMPLE. COM s/ . */ hbase/
RULE: [ 2: $1@50] (r s@ * EXAMPLE. COM s/ . */ hbase/

DEFAULT</ val ue>

<descri pti on>The mappi ng from kerberos princi pal nanes

to | ocal OS user nanmes.</description>

</ property>

When using the Knox Gateway, add the following to the cor e-si t e. xnl file on the

master nodes host in your cluster:

Property Name Property Value

Description

hadoop. proxyuser . knox. gr oups|users

Grants proxy privileges for knox user.

hadoop. proxyuser . knox. hosts |$knox_host _FQDN

Identifies the Knox Gateway host.

When using the Hue, add the following to the cor e- si t e. xil file on the master nodes

host in your cluster:

Property Name Property Value

Description

hue. ker ber os. pri nci pal . short naue

Hue Kerberos principal name.

hadoop. proxyuser . hue. groups |*

Group to which all the hue users
belong. Use the wild card character
to select multiple groups, for example
cli*.

hadoop. proxyuser . hue. hosts |*

hadoop. proxyuser . knox. hosts |$hue_host _FQDN

Identifies the Knox Gateway host.

The XML for these entries:

<pr operty>

<name>hadoop. security. aut henti cati on</ nane>

<val ue>ker ber os</ val ue>
<descri pti on> Set the

authentication for the cluster. Valid values are: sinple or

ker ber os.
</ descri pti on>
</ property>

<property>

<nanme>hadoop. securi ty. aut hori zat i on</ name>

<val ue>t rue</ val ue>
<descri pti on> Enabl e

aut hori zation for different protocols.

</ descri pti on>
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</ property>

<property>

<nanme>hadoop. security. aut h_to_| ocal </ name>

<val ue>

RULE: [ 2: $1@h0] ([jt]t @ * EXAMPLE. COV) s/ . */ mapr ed/
RULE: [ 2: $1@50] ([ nd] n@ * EXAMPLE. COV) s/ . */ hdf s/

RULE: [ 2: $1@h0] (hm@ * EXAMPLE. COM) s/ . */ hbase/
RULE: [ 2: $1@0] (r s@ * EXAMPLE. COM s/ . */ hbase/
DEFAULT</ val ue> <descri pti on>The nappi ng from kerberos pri nci pal
CS user nanes. </ descri pti on>

to | ocal
</ property>
<property>

<nane>hadoop. pr oxyuser . knox. gr oups</ nane>

<val ue>user s</ val ue>
</ property>
<property>

<nane>hadoop. pr oxyuser . knox. host s</ nane>
<val ue>Knox. EXAMPLE. COW/ val ue>

</ property>

nanes

To the hdf s-si t e. xml file on every host in your cluster, you must add the following

information:

Property Name

Property Value

Description

df s. perm ssi ons. enabl ed

true

If t r ue, permission checking in HDFS is
enabled. If f al se, permission checking
is turned off, but all other behavior

is unchanged. Switching from one
parameter value to the other does not
change the mode, owner or group of
files or directories.

df s. perm ssi ons. super group

hdf s

The name of the group of super-users.

df s. bl ock. access. t oken. enabl

2t rue

If t r ue, access tokens are used as
capabilities for accessing DataNodes. If
f al se, no access tokens are checked
on accessing DataNodes.

df s. namenode. ker ber os. pri nci

pah/ _HOST@XAMPLE. COM

Kerberos principal name for the
NameNode.

df s. secondary. nanenode. ker be

os/ pHOBT@¥AVPLE. COM

Kerberos principal name for the
secondary NameNode.

df s. web. aut henti cati on. ker be

HETPF | HOBP@EXAVPLE. COM

The HTTP Kerberos principal used by
Hadoop-Auth in the HTTP endpoint.

The HTTP Kerberos principal MUST
start with '"HTTP/' per Kerberos HTTP
SPNEGO specification.

df s. web. aut henti cati on. ker be

bst &egeabrity/ keyt abs/
spnego. servi ce. keyt ab

The Kerberos keytab file with the
credentials for the HTTP Kerberos
principal used by Hadoop-Auth in the
HTTP endpoint.

df s. dat anode. ker ber os. pri nci

dh/ _HOST@EXAMPLE. COM

The Kerberos principal that the
DataNode runs as. "_HOST" is replaced
by the real host name .
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Property Name

Property Value

Description

df s. namenode. keytab.file

/etcl/security/ keytabs/
nn. servi ce. keyt ab

Combined keytab file containing the
NameNode service and host principals.

df s. secondary. nanenode. keyt a

o/ ét tesecurity/ keyt abs/
nn. servi ce. keyt ab

Combined keytab file containing the
NameNode service and host principals.
<question?>

df s. dat anode. keytab.file

/etcl/security/ keytabs/
dn. servi ce. keyt ab

The filename of the keytab file for the
DataNode.

i p-10-111-59-170. ec2. i nternal

df s. htt ps. port 50470 The HTTPS port to which the
NameNode binds
df s. namenode. ht t ps- addr ess Example: The HTTPS address to which the

NameNode binds
150470

df s. dat anode. dat a. di r. perm

750

The permissions that must be set

on the df s. dat a. di r directories.
The DataNode will not come up if all
existing df s. dat a. di r directories do
not have this setting. If the directories
do not exist, they will be created with
this permission

df s.cluster.adm nistrators

hdf s

ACL for who all can view the default
servlets in the HDFS

df s. nanenode. kerberos.intern

a${ dpsegebpaunkéepai cati on. ker

ber os. pri nci pal }

df s. secondary. nanenode. ker be

$&df st eebabuspeegocarti oci pai

ber 0s. pri nci pal }

The XML for these entries:

<property>
<nanme>df s. per m ssi

ons</ nanme>

<val ue>t rue</ val ue>

<description> If "
HDFS. If "fal se",
of f, but all

ot her behavi or

true",
perm ssion checking is tur
is

enabl e perm ssion checking in

ned

unchanged. Switching fromone paraneter value to the other does

not change the node
</ descri ption>

directori es.
</ property>

<property>
<nanme>df s. per m ssi

ons. super gr oup</ name>

<val ue>hdf s</ val ue>
<descri pti on>The nane of the group of
super - users. </ descri pti on>

</ property>

<property>

<nanme>df s. namenode. handl er. count </ name>
<val ue>100</ val ue>

<descri pti on>Added to grow Queue size so that nore
client connections are all owed</description>

</ property>

<property>

<name>i pc. server. nex. r esponse. si ze</ name>
<val ue>5242880</ val ue>

</ property>

<pr operty>

<nane>df s. bl ock. access. t oken. enabl e</ nane>

owner or group of files or
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<val ue>true</ val ue>
<description> If "true", access tokens are used as capabilities
for accessing datanodes. |If "false", no access tokens are checked on
accessi ng dat anodes. </description>
</ property>

<property>
<nane>df s. nanenode. ker ber os. pri nci pal </ name>
<val ue>nn/ _HOST@EXAMPLE. COW/ val ue>
<descri pti on> Kerberos principal nanme for the
NameNode </descripti on>

</ property>

<property>
<nanme>df s. secondary. nanenode. ker ber os. pri nci pal </ nane>
<val ue>nn/ _HOST@EXAMPLE. COVK/ val ue>
<descri pti on>Ker beros princi pal name for the secondary NaneNode.
</ descri pti on>
</ property>

<property>
<!--cluster variant -->
<name>df s. secondary. htt p. addr ess</ nane>
<val ue>i p- 10- 72- 235- 178. ec2. i nt er nal : 50090</ val ue>
<descri pti on>Addr ess of secondary namenode web server</descri pti on>
</ property>

<property>
<nanme>df s. secondary. htt ps. port </ name>
<val ue>50490</ val ue>
<descri pti on>The https port where secondary- nanenode
bi nds</ descri pti on>
</ property>

<property>
<nanme>df s. web. aut henti cati on. ker ber os. pri nci pal </ nane>
<val ue>HTTP/ _HOST@EXAMPLE. COWK/ val ue>
<description> The HTTP Kerberos principal used by Hadoop-Auth in the
HTTP endpoi nt
The HTTP Kerberos principal MIST start with 'HTTP/' per Kerberos HITP
SPNEGO speci ficati on.
</ descri pti on>
</ property>

<property>
<nanme>df s. web. aut hent i cati on. ker ber os. keyt ab</ name>
<val ue>/ et c/ security/ keyt abs/ spnego. servi ce. keyt ab</ val ue>
<descri pti on>The Kerberos keytab file with the credentials for the
HTTP
Ker beros princi pal used by Hadoop-Auth in the HTTP endpoi nt.
</ descri ption>
</ property>

<property>
<nanme>df s. dat anode. ker ber os. pri nci pal </ name>
<val ue>dn/ _HOST@EXAMPLE. COVK/ val ue>
<descri pti on>
The Kerberos principal that the DataNode runs as. " HOST" is repl aced
by the rea
host nane.
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</ descri ption>
</ property>

<property>
<nanme>df s. nanenode. keyt ab. fi | e</ name>
<val ue>/ et c/ security/ keytabs/ nn. servi ce. keyt ab</ val ue>
<descri pti on>
Conbi ned keytab file containing the nanenode service and host
princi pal s.
</ descri pti on>

</ property>

<property>
<name>df s. secondary. nanmenode. keyt ab. fi | e</ name>
<val ue>/ et c/ security/ keytabs/ nn. servi ce. keyt ab</ val ue>
<descri pti on>
Conbi ned keytab file containing the nanenode service and host
princi pal s.
</ descri ption>

</ property>

<property>
<nane>df s. dat anode. keyt ab. fi | e</ name>
<val ue>/ et c/ security/ keyt abs/ dn. servi ce. keyt ab</ val ue>
<descri pti on>
The filename of the keytab file for the DataNode.
</ descri ption>
</ property>

<property>
<name>df s. htt ps. port </ name>
<val ue>50470</ val ue>
<descri ption>The https port where nanmenode
bi nds</ descri pti on>
</ property>

<property>
<nane>dfs. htt ps. addr ess</ nane>
<val ue>i p- 10- 111- 59- 170. ec2. i nt er nal : 50470</ val ue>
<descri pti on>The https address where nanmenode bi nds</descri ption>
</ property>

<property>
<nanme>df s. dat anode. dat a. di r. per nx/ name>
<val ue>750</ val ue>
<descri pti on>The perm ssions that should be there on
dfs.data.dir directories. The datanode will not come up if the
perm ssions are different on existing dfs.data.dir directories. If
the directories don't exist, they will be created with this
per m ssi on. </ descri pti on>
</ property>

<property>
<nanme>df s. access. ti ne. preci si on</ name>
<val ue>0</val ue>
<descri pti on>The access tinme for HDFS file is precise upto this
val ue. The default value is 1 hour. Setting a value of 0
di sabl es access tinmes for HDFS.
</ descri ption>
</ property>
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<property>
<nanme>dfs. cl ust er. adm ni st r at or s</ nane>
<val ue> hdf s</val ue>
<description>ACL for who all can view the default
servlets in the HDFS</description>
</ property>

<property>
<nanme>i pc. server. read. t hreadpool . si ze</ nane>
<val ue>5</val ue>
<descri pti on></descri pti on>

</ property>

<property>
<nanme>df s. nanenode. ker ber os. i nt er nal . spnego. pri nci pal </ name>
<val ue>${df s. web. aut henti cati on. ker ber os. pri nci pal } </ val ue>
</ property>

<property>
<nanme>df s. secondary. nanenode. ker ber os. i nt er nal . spnego. pri nci pal </ nanme>

<val ue>${df s. web. aut henti cati on. ker ber os. pri nci pal } </ val ue>
</ property>

In addition, you must set the user on all secure DataNodes:

export HADOOP_SECURE DN USER=hdf s
export HADOOP_SECURE DN PI D DI R=/grid/ 0/ var/run/ hadoop/ $HADOOP_SECURE DN USER

You must add the following information to the yar n- si t e. xm file on every host in your
cluster:

Property Name Property Value Description

yarn. resour cemanager . pri nci payar n/ | ocal host @2XAMPLE. COM | The Kerberos principal for the
ResourceManager.

yarn. resour cenanager . keytab |/ etc/ krb5. keyt ab The keytab for the ResourceManager.

yar n. nodemanager . pri nci pal yar n/ | ocal host @XAMPLE. COM | The Kerberos principal for the
NodeManager.

yar n. nodenmanager . keyt ab / et c/ kr b5. keyt ab The keytab for the NodeManager.

yar n. nodemanager . cont ai ner- |or g. apache. hadoop. yar n. ser vel Tnodessahagevill Exerux€fauachjehExecut or

executor. cl ass containers.

yar n. nodemanager . | i nux- hadoop- 3. 0. 0- SNAPSHOT/ bi n/ The path to the Linux container

cont ai ner-executor. path cont ai ner - execut or executor.

yar n. nodemanager. | i nux- hadoop A special group (e.g. hadoop) with

cont ai ner - execut or. gr oup executable permissions for the

container executor, of which the
NodeManager Unix user is the group
member and no ordinary application
user is. If any application user belongs
to this special group, security will

be compromised. This special group
name should be specified for the
configuration property.

153



Hortonworks Data Platform Oct 28, 2014

Property Name Property Value Description
yarn. tineline- yarn/ | ocal host @XAMPLE. COM | The Kerberos principal for the Timeline
servi ce. princi pal Server.
yarn.tineline- / et ¢/ kr b5. keyt ab The Kerberos keytab for the Timeline
servi ce. keyt ab Server.
yarn. resour cemanager . webapp. det egat i on- Flag to enable override of the default
t oken-auth-filter.enabl ed Kerberos authentication filter with

the RM authentication filter to allow
authentication using delegation tokens
(fallback to Kerberos if the tokens are
missing). Only applicable when the
http authentication type is Kerberos.

yarn.tineline-service.http- |kerberos Defines authentication used
aut henti cation. type for the Timeline Server HTTP
endpoint. Supported values
are: simple | kerberos |

$AUTHENTICATION_HANDLER_CLASSNAME

yarn.tineline-service.http- |HTTP/I ocal host @XAMPLE. COM |The Kerberos principal to be used for

aut henti cati on. ker ber os. pri nci pal the Timeline Server HTTP endpoint.
yarn.tineline-service.http- |/etc/krb5. keytab The Kerberos keytab to be used for the
aut henti cati on. ker ber os. keyt ab Timeline Server HTTP endpoint.

The XML for these entries:

<property>
<nanme>yar n. r esour cenanager . pri nci pal </ nanme>
<val ue>yarn/ | ocal host @XAMPLE. COW/ val ue>
</ property>

<property>
<nanme>yar n. r esour cenanager . keyt ab</ nane>
<val ue>/ et c/ kr b5. keyt ab</ val ue>

</ property>

<property>
<nanme>yar n. nodemanager . pri nci pal </ nane>
<val ue>yar n/ | ocal host @GXAMPLE. COW/ val ue>
</ property>

<property>
<nane>yar n. nodemanager . keyt ab</ nane>
<val ue>/ et c/ kr b5. keyt ab</ val ue>

</ property>

<property>

<nane>yar n. nodermanager . cont ai ner - execut or . cl ass</ nane>

<val ue>or g. apache. hadoop. yar n. ser ver . nodenanager . Li nuxCont ai ner Execut or </
val ue>
</ property>

<property>
<nanme>yar n. nodemanager . | i nux- cont ai ner - execut or . pat h</ name>
<val ue>hadoop- 3. 0. 0- SNAPSHOT/ bi n/ cont ai ner - execut or </ val ue>
</ property>

<property>
<nane>yar n. nodemanager . | i nux- cont ai ner - execut or . gr oup</ nane>
<val ue>hadoop</ val ue>

</ property>
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<property>
<name>yarn. ti mel i ne-service. pri nci pal </ name>
<val ue>yar n/ | ocal host @XAMPLE. COW/ val ue>

</ property>

<property>
<name>yarn. ti mel i ne-servi ce. keyt ab</ name>
<val ue>/ et c/ kr b5. keyt ab</ val ue>

</ property>

<property>

<nanme>yar n. r esour cenmanager . webapp. del egati on-t oken-aut h-filter. enabl ed</
name>

<val ue>t rue</val ue>
</ property>

<property>
<nanme>yarn.timel i ne-service. http-authentication.type</nane>
<val ue>ker ber os</ val ue>

</ property>

<property>
<nanme>yarn.timeline-service. http-authentication. kerberos. pri nci pal </ name>
<val ue>HTTP/ | ocal host @XAVPLE. COW/ val ue>

</ property>

<property>
<name>yarn.timeline-service. http-authentication. kerber os. keyt ab</ name>
<val ue>/ et c/ kr b5. keyt ab</ val ue>

</ property>

To the mapr ed- si te. xm file on every host in your cluster, you must add the following

information:
Property Name Property Value Description

mapr educe. j obhi story. keytab |/etc/security/keytabs/ Kerberos keytab file for the
j hs. service. keyt ab MapReduce JobHistory Server.

mapr educe. j obhi st ory. pri nci pajl hs/ _HOST@ ODO- KERBERCS- Kerberos principal name for the
DOVAI N MapReduce JobHistory Server.

mapr educe. j obhi st ory. webapp. a@l@b&s3OBH STORYNODE- MapReduce JobHistory Server Web Ul
HOSTNAME: 19888 host:port

mapr educe. j obhi st ory. webapp. hTOpe: A08HEeSTORYNODE- MapReduce JobHistory Server HTTPS
HOSTNAME: 19889 Web Ul host:port

mapr educe. j obhi st ory. webapp. speegbsecurity/ keyt abs/ Kerberos keytab file for the spnego

keytab-file spnego. servi ce. keyt ab service.

mapr educe. j obhi st ory. webapp. sHR€Bb- HOST@ ODO- KERBERCS- Kerberos principal name for the

pri nci pal DOVAI N spnego service.

The XML for these entries:

<property>
<nanme>mapr educe. j obhi st ory. keyt ab</ name>
<val ue>/ et c/ security/ keytabs/jhs. service. keyt ab</ val ue>
</ property>
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<property>

<nane>mapr educe. j obhi st ory. pri nci pal </ name>
<val ue>j hs/ _HOST@ ODO- KERBEROS- DOVAI N</ val ue>

</ property>

<property>
<nanme>mapr educe. j obhi st ory. webapp. addr ess</ nane>

<val ue>TODO JOBHI STORYNODE- HOSTNAME: 19888</ val ue>
</ property>

<property>
<name>mapr educe. j obhi st ory. webapp. htt ps. addr ess</ nanme>
<val ue>TODO JOBHI STORYNODE- HOSTNAME: 19889</ val ue>

</ property>

<property>
<name>mapr educe. j obhi st ory. webapp. spnego- keyt ab-fi | e</ name>
<val ue>/ et c/ security/ keyt abs/ spnego. servi ce. keyt ab</ val ue>
</ property>

<property>
<nanme>mapr educe. j obhi st ory. webapp. spnego- pri nci pal </ name>

<val ue>HTTP/ _HOST@ ODO- KERBEROS- DOVAI N</ val ue>

</ property>

For HBase to run on a secured cluster, HBase must be able to authenticate itself to HDFS. To
the hbase-si te. xm file on your HBase server, you must add the following information.
There are no default values; the following are all only examples:

Property Name

Property Value

Description

hbase.

mast er. keytab.file

/etcl/security/ keytabs/
hm servi ce. keyt ab

The keytab for the HMaster service
principal

hbase.

nmast er . ker ber os. pri nci

bhid _HOST@EXAMPLE. COM

The Kerberos principal name that
should be used to run the HMaster
process. If _HOST is used as the
hostname portion, it will be replaced
with the actual hostname of the
running instance.

hbase.

regi onserver. keytab. fil

ket c/ security/ keytabs/
rs.service. keytab

The keytab for the HRegionServer
service principal

hbase.

regi onserver. ker ber os.

bor § hcHPST @XAMPLE. COM

The Kerberos principal name

that should be used to run the
HRegionServer process. If _HOST is
used as the hostname portion, it will be
replaced with the actual hostname of
the running instance.

hbase.

superuser

hbase

Comma-separated List of users or
groups that are allowed full privileges,
regardless of stored ACLs, across the
cluster. Only used when HBase security
is enabled.

hbase.

coprocessor.region.cla

5SES

Comma-separated list of Coprocessors
that are loaded by default on all
tables. For any override coprocessor
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Property Name

Property Value

Description

method, these classes will be called

in order. After implementing your
own Coprocessor, just put it in HBase's
classpath and add the fully qualified
class name here. A coprocessor can
also be loaded on demand by setting
HTableDescriptor.

hbase. coprocessor. master.cl a

5Ses

Comma-separated list of

or g. apache. hadoop. hbase. copro
coprocessors that are loaded by default
on the active HMaster process. For any
implemented coprocessor methods,
the listed classes will be called in

order. After implementing your own
MasterObserver, just put it in HBase's
classpath and add the fully qualified
class name here.

cessor . Mast er Qb

The XML for these entries:

<property>

<nanme>hbase. nast er. keyt ab. fi | e</ nanme>
<val ue>/ et c/ security/ keyt abs/ hm servi ce. keyt ab</ val ue>
path to the kerberos keytab file to use for |ogging

<descri pti on>Ful |

in the configured HVvaster server

</ descri ption>
</ property>

<property>

<nanme>hbase. nast er. ker ber os. pri nci pal </ nane>

princi pal .

<val ue>hm _HOST@EXAMPLE. COWK/ val ue>

<descri pti on>Ex.

The kerberos princi pal
shoul d be used to run the Hvaster
nanme should be in

the form user/hostnane@QOVAI N.
as the hostnanme portion,

princi pal

of the running
i nst ance.
</ descri pti on>

</ property>

<property>

<nane>hbase. r egi onser ver. keyt ab. fi | e</ nane>

"hbase/ HOST@EXAMPLE. COM' .
name t hat
process.

If "_HOST"

it will

be repl aced with the actual

The

i s used
host nanme

<val ue>/ et c/ security/ keytabs/rs. service. keyt ab</ val ue>

<descri pti on>Ful |

path to the kerberos keytab file to use for

| oggi ng

in the configured HRegi onServer server principal.

</ descri pti on>
</ property>

<property>

<nane>hbase. r egi onser ver. ker ber os. pri nci pal </ name>
<val ue>r s/ _HOST@XAMPLE. COW/ val ue>

<descri pti on>Ex.

The kerberos pri nci pal
shoul d be used to run the HRegi onServer process.
name should be in the form
user/ host narme @OVAI N.
is used as the hostnane portion,
host nane of the running

pri nci pal

with the actual

"hbase/ HOST@EXAMPLE. COM' .
nane t hat

I'f _HOST
it owill

The

be repl aced
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instance. An entry for this principal mnmust exist
in the file specified in hbase.regionserver. keytab.file
</ descri ption>

</ property>

<!--Additional configuration specific to HBase security -->

<property>
<nanme>hbase. super user </ name>
<val ue>hbase</ val ue>
<descri ption>Li st of users or groups (comma-separated), who are
al lowed full privileges, regardl ess of stored ACLs, across the
cluster. Only
used when HBase security is enabl ed
</ descri pti on>
</ property>

<property>

<name>hbase. copr ocessor. r egi on. cl asses</ nane>

<val ue></ val ue>

<descri pti on>A comma-separated |ist of Coprocessors that are | oaded

by default on all tables. For any override coprocessor nethod, these
cl asses

will be called in order. After inplenenting your own Coprocessor,

just put it in HBase's classpath and add the fully qualified class
name here. A

coprocessor can al so be | oaded on dermand by setting HTabl eDescri ptor.

</ descri pti on>
</ property>

<property>
<name>hbase. copr ocessor. mast er . cl asses</ nane>
<val ue></val ue>
<descri pti on>A conma-separated |ist of
or g. apache. hadoop. hbase. copr ocessor. Mast er Cbserver coprocessors that
are | oaded by default on the active HVaster process. For any

i npl ement ed

coprocessor nmethods, the listed classes will be called in order.
After inplementing your owmn MasterQobserver, just put it in HBase's
classpath and add the fully qualified class nane here.
</ descri pti on>

</ property>

Hive Metastore supports Kerberos authentication for Thrift clients only. HiveServer does
not support Kerberos authentication for any clients:

Property Name Property Value Description

hi ve. net ast ore. sasl . enabl ed |true If t r ue, the Metastore Thrift interface
will be secured with SASL and clients
must authenticate with Kerberos

hi ve. net ast or e. ker ber os. keyt abef ¢l gecuri ty/ keyt abs/ The keytab for the Metastore Thrift
hi ve. servi ce. keyt ab service principal
hi ve. net ast or e. ker ber os. pri nchipa/ _HOST@EXAMPLE.COM The service principal for the Metastore

Thrift server. If _HOST is used as the
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Property Name Property Value Description

hostname portion, it will be replaced
with the actual hostname of the
running instance.

hi ve. net ast or e. cache. pi nobj t ypaisle, Database, Type,FieldSchema,Ord¢Comma-separated Metastore object
types that should be pinned in the

cache
The XML for these entries:
<property>
<name>hi ve. net ast or e. sasl . enabl ed</ nane>
<val ue>t rue</ val ue>
<description>lf true, the netastore thrift interface will be secured

w th

SASL.

Clients must authenticate with Kerberos. </description>
</ property>

<property>
<nane>hi ve. net ast or e. ker ber os. keyt ab. fi | e</ name>
<val ue>/ et c/ security/ keyt abs/ hi ve. servi ce. keyt ab</ val ue>
<description>The path to the Kerberos Keytab file containing the
netastore thrift server's service principal.</description>

</ property>

<property>
<nane>hi ve. net ast or e. ker ber os. pri nci pal </ name>
<val ue>hi ve/ _HOST@EXAMPLE. COWK/ val ue>
<descri pti on>The service principal for the metastore thrift server.
The
special string _HOST will be replaced automatically with the correct
host nane. </ descri pti on>
</ property>

<property>
<nane>hi ve. net ast or e. cache. pi nobj t ypes</ nane>
<val ue>Tabl e, Dat abase, Type, Fi el dSchema, Or der </ val ue>
<description>Li st of comma separated netastore object types that
shoul d be pinned in
the cache</description>
</ property>

To the oozi e-si t e. xm file, you must add the following information:

Property Name Property Value Description

oozi e. service. Aut hori zati onSerrvuee. security. enabl ed Specifies whether security (user name/
admin role) is enabled or not. If it is
disabled any user can manage the
Oozie system and manage any job.

oozi e. servi ce. HadoopAccessor Seruece. ker ber os. enabl ed Indicates if Oozie is configured to use
Kerberos
| ocal .realm EXAMPLE. COM Kerberos Realm used by Oozie and

Hadoop. Using | ocal . r eal mto be
aligned with Hadoop configuration.
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Property Name

Property Value

Description

0o0zi

. service. HadoopAccessor

Beevcteekeyt b/ keyeabs/
0ozi e. servi ce. keyt ab

The keytab for the Oozie service
principal.

00zi

. service. HadoopAccessor

Seozi eb. KEBPk@XARPLECOPEI

Kerberos principal for Oozie service

oozi

.authentication.type

ker ber os

oozi

.aut henti cation. kerbero

SHT PhcHEST @EXAVPLE. COM

Whitelisted job tracker for Oozie
service

0o0zi

.aut henti cation. kerbero

[ &egt sabcurity/ keyt abs/
spnego. servi ce. keyt ab

Location of the Oozie user keytab file.

00zi

. service. HadoopAccessor

Ber vi ce. naneNode. whi tel i st

oozi

.aut henti cation. kerbero

COM s/ . */ mapr ed/

COM s/ . */ hdf s/

RULE: [ 2: $1@h0] ( hm@ * EXAMPLE.
COM) s/ . */ hbase/

RULE: [ 2: $1@b0] (r s@ * EXAMPLE.
COM) s/ . */ hbase/

DEFAULT

SRULE: [ 2: $1@0] ([jt]t @ * EXAVPLE.

RULE: [ 2: $1@50] ([ nd] n@ * EXANPLE.

The mapping from Kerberos principal
names to local OS user names. See
Creating Mappings Between Principals
and UNIX Usernames for more
information.

oozi

.service. ProxyUser Servi

eser exyuser . knox. gr oups

Grant proxy privileges to the knox
user. Note only required when using a
Knox Gateway.

0o0zi

. service. ProxyUser Servi

Bkpoxxioser FQDNX. host s

Identifies the Knox Gateway. Note only
required when using a Knox Gateway.

23.2.3.6.2. webhcat-site.xml

To the webhcat - si t e. xnl file, you must add the following information:

Table 23.12. webhcat-site.xml

Property Name

Property Value

Description

t enpl et on. ker ber os. pri

HTTRAIHOST@EXAMPLE.COM

t enpl et on. ker ber os. ke

tabc/ security/ keytabs/ spnego. servi ce. keyt ab

t enpl et on. ker ber 0s. secseetet

hadoop. pr oxyuser. knox

gseuss

Grant proxy
privileges
to the

knox user.
Note only
required
when using
a Knox
Gateway.

hadoop. pr oxyuser. knox

$flsos_host _FQDN

Identifies
the Knox
Gateway.
Note only
required
when using
a Knox
Gateway.

23.3. Configure Secure HBase and ZooKeeper

Use the following instructions to set up secure HBase and ZooKeeper:

1. Configure HBase Master
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N

. Create JAAS configuration files

3. Start HBase and ZooKeeper services

IS

. Configure secure client side access for HBase

Ul

. Optional: Configure client-side operation for secure operation - Thrift Gateway

)]

. Optional: Configure client-side operation for secure operation - REST Gateway

~N

. Configure HBase for Access Control Lists (ACL)

Edit SHBASE_CONF_DI R/ hbase- si t e. xm file on your HBase Master server to add
the following information ($HBASE_CONF_DI Ris the directory to store the HBase
configuration files. For example, / et ¢/ hbase/ conf):

=

<property>
<nanme>hbase. mast er . keyt ab. fi | e</ name>
<val ue>/ et c/ security/ keyt abs/ hbase. servi ce. keyt ab</ val ue>
<description>Full path to the kerberos keytab file to use
for logging in the configured Hvaster server principal

There are no default values. The following are all examples.

</ descri ption>
</ property>

<property>

<nanme>hbase. mast er. ker ber os. pri nci pal </ name>

<val ue>hbase/ _HOST@EXAMPLE. COWK/ val ue>

<descri pti on>Ex. "hbase/ _HOST@EXAMPLE. COM'

The kerberos principal name that should be used to run the HMaster
process.

The princi pal name should be in the form user/hostname@OVAI N. | f
" HOST" is used as the hostnane portion,

it will be replaced with the actual hostname of the running instance.

</ descri ption>
</ property>

<property>
<nanme>hbase. r egi onser ver. keyt ab. fi | e</ name>
<val ue>/ et c/ security/ keyt abs/ hbase. servi ce. keyt ab</ val ue>
<description>Full path to the kerberos keytab file to use for |ogging
in the configured HRegi onServer server principal
</ descri ption>

</ property>
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<property>
<nanme>hbase. r egi onser ver. ker ber os. pri nci pal </ nanme>
<val ue>hbase/ _HOST@EXAMPLE. COWK/ val ue>
<descri pti on>Ex. "hbase/ HOST@XAMPLE. COM'. The kerberos princi pal nane
t hat shoul d be used to run the HRegi onServer process
The princi pal name should be in the form user/hostname@QOVAI N
If _HOSTis used as the hostname portion, it will be replaced with the actua
host nane of the runni ngi nstance.
An entry for this principal nust existin the file specified in hbase
regi onserver. keytab.file
</ descri ption>
</ property>

<!--Additional configuration specific to HBase security -->

<property>

<name>hbase. super user </ nanme>

<val ue>hbase</ val ue>

<descri ption>Li st of users or groups (comma-separated), who are
al l oned full privileges, regardl ess of stored ACLs, across the cluster.
Only used when HBase security is enabl ed.

</ descri ption>
</ property>

<property>

<name>hbase. copr ocessor. r egi on. cl asses</ nane>

<val ue>or g. apache. hadoop. hbase. security.t oken. TokenProvi der, org.
apache. hadoop. hbase. security. access. Secur eBul kLoadEndpoi nt, or g. apache. hadoop.
hbase. security. access. AccessControl |l er </val ue>

<descri pti on>A conma-separated |ist of Coprocessors that are | oaded by
default on all tables.

</ descri pti on>
</ property>

<property>
<nanme>hbase. security. aut henti cati on</ nanme>
<val ue>ker ber os</ val ue>

</ property>

<pr operty>
<nanme>hbase. r pc. engi ne</ name>
<val ue>or g. apache. hadoop. hbase. i pc. Secur eRpcEngi ne</ val ue>

</ property>

<property>
<nane>hbase. securi ty. aut hori zat i on</ nane>
<val ue>t rue</ val ue>
<descri pti on>Enabl es HBase aut horization. Set the value of this
property to false to disable HBase authorization
</ descri pti on>

</ property>

<property>

<name>hbase. copr ocessor. nmast er . cl asses</ nane>

<val ue>or g. apache. hadoop. hbase. security. access. AccessControl | er </
val ue>

</ property>
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<property>

<nanme>hbase. bul kl oad. st agi ng. di r </ nane>

<val ue>/ apps/ hbase/ st agi ng</ val ue>

<description>Directory in the default filesystem owned by the hbase
user, and has perm ssions(-rwx--x--x, 711) </description>

</ property>

For more information on bulk loading in secure mode, see HBase Secure BulkLoad. Note
that the hbase. bul kil oad. st agi ng. di r is created by HBase.

1. Create the following JAAS configuration files on the HBase Master, RegionServer, and
HBase client host machines.

These files must be created under the $HBASE_CONF_DI Rdirectory:

where $HBASE_CONF_DI Ris the directory to store the HBase configuration files. For
example, / et ¢/ hbase/ conf .

* On your HBase Master host machine, create the hbase- server . j aas file under the
/ et c/ hbase/ conf directory and add the following content:

Server {

com sun. security. aut h. nodul e. Kr bSLogi nvbdul e required
useKeyTab=t r ue

st or eKey=t r ue

useTi cket Cache=f al se

keyTab="/et c/ security/ keyt abs/ hbase. servi ce. keyt ab"
pri nci pal =" hbase/ $HBase. Mast er . host nane" ;

}s

* On each of your RegionServer host machine, create the r egi onser ver. j aas file
under the / et ¢/ hbase/ conf directory and add the following content:

Server {

com sun. security. aut h. nrodul e. Kr bSLogi nvbdul e required
useKeyTab=t r ue

st or eKey=true

useTi cket Cache=f al se

keyTab="/etc/ security/ keyt abs/ hbase. servi ce. keyt ab"
princi pal =" hbase/ $Regi onSer ver . host nane";

1

e On HBase client machines, create the hbase-cl i ent . j aas file under the / et c/
hbase/ conf directory and add the following content:

Cient {

com sun. security. aut h. nodul e. Kr bSLogi nvbdul e required
useKeyTab=f al se

useTi cket Cache=t r ue;

)i

2. Create the following JAAS configuration files on the ZooKeeper Server and client host
machines.
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These files must be created under the $ZOOKEEPER _CONF_DI R directory, where
$ZOOKEEPER_CONF_DI Ris the directory to store the HBase configuration files. For
example, / et ¢/ zookeeper/ conf:

* On ZooKeeper server host machines, create the zookeeper - server . j aas file
under the / et ¢/ zookeeper/ conf directory and add the following content:

Server {

com sun. security. aut h. modul e. Kr b5Logi nMbdul e required
useKeyTab=t r ue

st or eKey=true

useTi cket Cache=f al se

keyTab="/et c/ security/ keyt abs/ zookeeper. servi ce. keyt ab"
pri nci pal ="zookeeper/ $ZooKeeper . Ser ver . host nane";

IR

¢ On ZooKeeper client host machines, create the zookeeper - cl i ent . j aas file under
the / et ¢/ zookeeper/ conf directory and add the following content:

Adient {

com sun. security. aut h. modul e. Krb5Logi nMbdul e required
useKeyTab=f al se

useTi cket Cache=t r ue;

b
3. Edit the hbase- env. sh file on your HBase server to add the following information:

export HBASE_OPTS ="-D ava. security. auth. | ogi n. confi g=$HBASE_CONF_DI R/ hbase-
client.jaas"

export HBASE _MASTER OPTS ="-Dj ava.security.auth.login.config=

$HBASE_CONF_DI R/ hbase- server. j aas"

export HBASE REGQ ONSERVER OPTS="-Dj ava. security. aut h. | ogi n. confi g=
$HBASE_CONF_DI R/ r egi onser ver . j aas"

where HBASE CONF_DI Ris the HBase configuration directory. For example, / et ¢/
hbase/ conf .

4. Edit zoo. cf g file on your ZooKeeper server to add the following information:

aut hProvi der. 1=or g. apache. zookeeper . server . aut h. SASLAut hent i cati onProvi der
j aasLogi nRenew=3600000

ker ber os. renoveHost FronPri nci pal =t r ue

ker ber os. r enoveReal nFronPri nci pal =t r ue

5. Edit zookeeper - env. sh file on your ZooKeeper server to add the following
information:

export SERVER JVMFLAGS ="-D ava. security. auth. | ogin.
conf i g=$ZOOKEEPER_CONF_DI R/ zookeeper - ser ver . j aas"
export CLI ENT_JVMFLAGS ="-Dj ava. security. auth.| ogin.
conf i g=$ZOOKEEPER_CONF_DI R/ zookeeper - cl i ent . j aas"

where $ZOOKEEPER _CONF_DI Ris the ZooKeeper configuration directory. For example,
/ et c/ zookeeper/ conf.
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Start the HBase and ZooKeeper services using the instructions provided here.

If the configuration is successful, you should see the following in your ZooKeeper server
logs:

11/ 12/ 05 22:43:39 | NFO zookeeper. Logi n: successfully | ogged in.
11/12/05 22:43:39 | NFO server. N CServer ChxnFactory: binding to port 0.0.0.0/0.

0. 0. 0: 2181

11/ 12/ 05 22: 43: 39 | NFO zookeeper. Login: TGT refresh thread started.

11/12/ 05 22:43:39 | NFO zookeeper. Login: TGT valid starting at: Mon Dec
05 22:43:39 UTC 2011

11/ 12/ 05 22: 43: 39 | NFO zookeeper. Logi n: TGI expires: Tue Dec

06 22:43:39 UIC 2011
11/ 12/ 05 22:43:39 | NFO zookeeper. Logi n: TGT refresh sleeping until: Tue Dec 06
18: 36: 42 UTC 2011

11/ 12/ 05 22: 43:59 | NFO aut h. Sasl Ser ver Cal | backHandl er :

Successful |y authenticated client: authenticationl D=hbase/ip-10-166-175-249.
us-west - 1. conput e. i nt er nal @GHADOOP. LOCALDOVAI N;

aut hori zat i onl D=hbase/ i p- 10- 166- 175- 249. us- west - 1. conput e. i nt er nal GHADOOP.

LOCALDOVAI N.
11/12/ 05 22:43:59 | NFO aut h. Sasl Server Cal | backHandl er: Setting authorizedl D
hbase

11/12/05 22: 43:59 | NFO server. ZooKeeper Server: addi ng SASL aut hori zation for
aut hori zati onl D: hbase

HBase configured for secure client access is expected to be running on top of a secure HDFS
cluster. HBase must be able to authenticate to HDFS services.

1. Provide a Kerberos principal to the HBase client user using the instructions provided
here.

* Option I: Provide Kerberos principal to normal HBase clients.

For normal HBase clients, Hortonworks recommends setting up a password to the
principal.

* Setmaxrenew i fe.
The client principal's maxr enew i f e should be set high enough so that it allows
enough time for the HBase client process to complete. Client principals are not
renewed automatically.
For example, if a user runs a long-running HBase client process that takes at most
three days, we might create this user's principal within kadmin with the following
command:

addprinc -maxrenew i fe 3days

* Option II: Provide Kerberos principal to long running HBase clients.
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a. Set-up a keytab file for the principal and copy the resulting keytab files to where
the client daemon will execute.

Ensure that you make this file readable only to the user account under which the
daemon will run.

2. On every HBase client, add the following properties to the $HBASE _CONF_DI R/
hbase-site. xm file:

<property>
<nane>hbase. security. aut henti cati on</ name>
<val ue>ker ber os</ val ue>

</ property>

E

The client environment must be logged in to Kerberos from KDC or keytab
via the ki ni t command before communication with the HBase cluster

is possible. Note that the client will not be able to communicate with the
cluster if the hbase. securi ty. aut henti cati on property in the client-
and server-side site files fails to match.

<property>
<nane>hbase. r pc. engi ne</ nanme>
<val ue>or g. apache. hadoop. hbase. i pc. Secur eRpcEngi ne</ val ue>

</ property>

Add the following to the $HBASE _CONF_DI R/ hbase- si t e. xm file for every Thrift
gateway:

<property>
<nanme>hbase. thrift. keytab. fil e</ nane>
<val ue>/ et ¢/ hbase/ conf/ hbase. keyt ab</ val ue>
</ property>
<property>
<nanme>hbase. thrift. kerberos. pri nci pal </ name>
<val ue>$USER/ _ HOST@HADOOP. LOCALDOVAI N</ val ue>
</ property>

Substitute the appropriate credential and keytab for $USER and $KEYTAB respectively.

The Thrift gateway will authenticate with HBase using the supplied credential. No
authentication will be performed by the Thrift gateway itself. All client access via the Thrift
gateway will use the Thrift gateway's credential and have its privilege.
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Add the following to the $HBASE _CONF_DI R/ hbase- si t e. xnmi file for every REST
gateway:
<property>
<nanme>hbase. rest . keyt ab. fi | e</ nane>
<val ue>$KEYTAB</ val ue>
</ property>
<property>
<nane>hbase. r est . ker ber os. pri nci pal </ name>

<val ue>$USER/ _HOST@HADOOP. LOCALDOVAI N</ val ue>
</ property>

Substitute the appropriate credential and keytab for $USER and $KEYTAB respectively.
The REST gateway will authenticate with HBase using the supplied credential. No

authentication will be performed by the REST gateway itself. All client access via the REST
gateway will use the REST gateway's credential and have its privilege.

Use the following instructions to configure HBase for ACL:
1. Open ki ni t as HBase user.
a. Create a keytab for principal hbase @REALMand store it in the
hbase. headl ess. keyt ab file. See instructions provided here for creating principal

and keytab file.

b. Open ki ni t as HBase user. Execute the following command on your HBase Master:

kinit -kt hbase. headl ess. keyt ab hbase

2. Start the HBase shell. On the HBase Master host machine, execute the following
command:

hbase shel |

3. Set ACLs using HBase shell:

grant '$USER , ' $perni ssions'
where

* $USERis any user responsible for create/update/delete operations in HBase.

=

You must set the ACLs for all those users who will be responsible for
create/update/delete operations in HBase.
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» $per ni ssi ons is zero or more letters from the set "RWCA": READ('R'), WRITE('W"),
CREATE('C'), ADMIN('A").

To enable Hue to work with a HDP cluster configured for Kerberos, make the following
changes to Hue and Kerberos.

1.

2.

Configure Kerberos as described in Setting Up Security for Manual Installs.

Create a principal for the Hue Server.

addpri nc -randkey hue/ $FQDN@EXAMPLE. COM

where $FQDN is the hostname of the Hue Server and EXAMPLE.COM is the Hadoop
realm.

. Generate a keytab for the Hue principal.

xst -k hue. service. keyt ab hue/ $FQDN@EXAMPLE. COM

. Place the keytab file on the Hue Server. Set the permissions and ownership of the keytab

file.

. letc/security/ keytabs/ hue. service. keyt ab

chown hue: hadoop /etc/security/keytabs/hue. service. keyt ab
chnod 600 /etc/security/keytabs/hue. service. keyt ab

. Confirm the keytab is accessible by testing kinit.

su - hue
kinit -k -t /etc/security/keytabs/hue. service. keytab hue/ $FQDNGEXAMPLE. COM

. In the [kerberos] section in the /etc/hue/conf/hue.ini configuration file.

[[ ker beros]]

# Path to Hue's Kerberos keytab file

hue_keyt ab=/ et c/ security/ keyt abs/ hue. servi ce. keyt ab
# Kerberos principal name for Hue

hue_pri nci pal =hue/ $SFQDN@EXAVMPLE. COM

. Set the path to the kinit based on the OS.

# Path to kinit

# For RHEL/CentOS 5.x, kinit_path is /usr/kerberos/bin/kinit
# For RHEL/CentOS 6.x, kinit_path is /usr/bin/kinit

ki nit _pat h=/usr/ ker ber os/ bi n/ ki ni t

. Set security_enabled=true for every component in hue.ini.

[[hdfs_clusters]], [[yarn_clusters]], [[liboozie]], [[hcatal og]]

10Save the hue.ini file.

11Restart Hue.
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# /etc/init.d/ hue restart

23.5. Setting up One-Way Trust with Active
Directory

In environments where users from Active Directory (AD) need to access Hadoop Services,
set up one-way trust between Hadoop Kerberos realm and the AD (Active Directory)
domain.

O Warning

Hortonworks recommends setting up one-way trust after fully configuring and
testing your Kerberized Hadoop Cluster.

23.5.1. Configure Kerberos Hadoop Realm on the AD DC

Configure the Hadoop realm on the AD DC server and set up the one-way trust.

1. Add the Hadoop Kerberos realm and KDC host to the DC:

kset up /addkdc $hadoop.real m $KDC- host

2. Establish one-way trust between the AD domain and the Hadoop realm:

netdom trust $hadoop.real m /Domai n: $AD. domain /add /real m/
passwor dt : $t rust _password

3. (Optional) If Windows clients within the AD domain need to access Hadoop Services,
and the domain does not have a search route to find the services in Hadoop realm, run
the following command to create a hostmap for Hadoop service host:

ksetup /addhosttoreal nmap $hadoop- servi ce- host $hadoop. real m

e Note
,//’

Run the above for each $hadoop- host that provides services that need to
be accessed by Windows clients. For example, Oozie host, WebHCat host,
etc.

4. (Optional) define the encryption type:

ksetup / Set EncTypeAttr $hadoop.real m $encryption_type

Set encryption types based on your security requirements. Mismatching encryption types
causes problems.

e Note
y/

Run ksetup / Get EncTypeAttr $krb_real mto list the available
encryption types. Verify that the encryption type is configured for the
Hadoop realm in the kr b5. conf .
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Add the AD domain as a realm to the kr b5. conf on the Hadoop cluster hosts. Optionally
configure encryption types and UDP preferences.

1. Open the kr b5. conf file with a text editor and make the following changes:
a. Tol i bdef aul t s, add the following properties:
Sets the Hadoop realm as default:

[I'ibdefaults]
def aul t _domai n = $hadoop. real m

Set the encryption type:

[I'ibdefaults]

defaul t _tkt_enctypes = $encryption_types
default _tgs_enctypes = $encryption_types
permtted_enctypes = $encryption_types

where the $encrypti on_t ypes match the type supported by your environment.
For example:

default _tkt_enctypes = aes256-cts aesl128-cts rc4-hmac arcfour-hmac- nmd5
des-cbc-nd5 des-chc-crc

default _tgs_enctypes = aes256-cts aesl28-cts rc4-hmac arcfour-hnmac- nd5
des-cbc-nd5 des-chbc-crc

permtted_enctypes = aes256-cts aesl28-cts rc4-hmac arcfour-hmac-nd5 des-

cbc-md5 des-chc-crc

If TCP is open on the KDC and AD Server:

[1I'i bdef aul t s]
udp_preference_limt =1

b. Add a realm for the AD domain:

[ real ns]

$AD. DOVAI N = {
kdc = $AD- host - FQDN
adm n_server = $AD- host - FQDN
def aul t _domai n = $AD- host - FQDN

}
¢. Save the kr b5. conf the changes to all Hadoop Cluster hosts.

2. Add the trust principal for the AD domain to the Hadoop MIT KDC:

kadmi n
kadnmi n: addprinc krbt gt/ $hadoop. r eal m@AD. donai n

This command will prompt you for the trust password, use the same password as the
earlier step.
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e Note

If the encryption type was defined, then use the following command to
configure the AD principal:

kadmi n: addprinc -e "$encryption_type" krbtgt/$hadoop.
r eal m@AD. domai n
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24. Upgrade from HDP 1.3 to HDP 2.1
Manually

24.1.

Use the following instructions to upgrade to the latest release of HDP from HDP 1.3:

1

2.

8.

9

. Getting Ready to Upgrade
Upgrade Hadoop

. Migrate the HDP Configurations
. Create Local Directories

. Start HDFS

. Upgrade ZooKeeper

. Upgrade HBase

Upgrade Hive and HCatalog

. Upgrade Oozie

10Upgrade WebHCat (Templeton)

1

1

1

1Upgrade Pig
2Upgrade Sqoop

3Upgrade Flume

14Upgrade Mahout

1

1

1

Getting Ready to Upgrade

5Upgrade Hue
6.Finalize Upgrade

7 Install New HDP 2.1 Services

HDP Stack upgrade involves removing HDP 1.x MapReduce and replacing it with HDP 2.x
YARN and MapReduce2. Before you begin, review the upgrade process and complete the

b

1. Back up the following HDP 1.x directories:

ackup steps.

e / et ¢/ hadoop/ conf
e [ et c/ hbase/ conf

* /et c/ hcat al og/ conf
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E With HDP 2.1, / et ¢/ hcat al og/ conf is divided into / et c/ hi ve-
hcat al og/ conf and/ et ¢/ hi ve- webhcat / conf .You cannot use /
et c/ hcat al og/ conf in HDP 2.1.

* /etc/ hivel conf

e [ etc/ pi g/ conf

« [ et c/ sqoop/ conf

* [etc/flune/conf

» / et c/ mahout / conf

» /[ etc/oozi e/ conf

» / et c/ hue/ conf

e [ etc/ zookeeper/ conf

» Optional - Back up your userlogs directories, ${ mapr ed. | ocal . di r}/ user| ogs.

2. Run the f sck command as the HDFS Service user and fix any errors. (The resulting file
contains a complete block map of the file system.) For example:

su $HDFS_USER
hadoop fsck / -files -blocks -locations > dfs-old-fsck-1.1og

where $HDFS_USER is the HDFS Service user. For example, hdf s.

2

3. Use the following instructions to compare status before and after the upgrade:

2

a. Capture the complete namespace of the file system. (The following command does a
recursive listing of the root file system.)

This example is for unsecure clusters. In secure mode, your cluster requires
kerberos credentials the HDFS user.

The following commands must be executed by the user running the HDFS
service (by default, the user is hdf s).

su $HDFS_USER
hdfs dfs -lIsr / > dfs-old-Isr-1.10g

where $HDFS_USER is the HDFS Service user. For example, hdf s.

b. Run the report command to create a list of DataNodes in the cluster.

su $HDFS USER
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hdfs df sadmin -report > dfs-old-report-1.1o0g

where $HDFS_USER is the HDFS Service user. For example, hdf s.

¢. Optional. You can copy all or unrecoverable only data stored in HDFS to a local file
system or to a backup instance of HDFS.

d. Optional. You can also repeat the steps 3 (a) through 3 (c) and compare the results
with the previous run to ensure the state of the file system remained unchanged.

4. Check for HFiles in V1 format. HBase 0.96.0 discontinues support for HFileV 1. Before
the actual upgrade, install the HBase 0.96 binaries on a separate host using the hbase-
site. xnm configuration file from the running HBase 0.94 binaries. Then, run the
following command against the HBase 0.96 binaries to check if there are HFiles in V1
format:

hbase upgrade -check
HFileV1 was a common format prior to HBase 0.94. You may see output similar to:
Tabl es Processed:

hdfs: / /1 ocal host: 41020/ nyHBase/ . META.

hdf s: / /1| ocal host : 41020/ nyHBase/ usert abl e
hdf s:/ /1 ocal host : 41020/ myHBase/ Test Tabl e
hdf s: / /1 ocal host : 41020/ myHBase/ t

Count of HFileVvli: 2

HFi | eV1:

hdf s: / /1 ocal host : 41020/ myHBase/ usert abl e/ f a02dac1f 38d03577bd0f 7e666f 12812/
fam | y/ 249450144068442524

hdf s: // 1| ocal host : 41020/ nyHBase/ usert abl e/ ecdd3eaee2d2f cf 8184ac025555bb2af /
fam | y/ 249450144068442512

Count of corrupted files: 1

Corrupted Files:

hdf s: / /1 ocal host : 41020/ myHBase/ usert abl e/ f a02dac1f 38d03577bd0f 7e666f 12812/
famly/ 1

Count of Regions with HFileVl: 2

Regi ons to Maj or Conpact:

hdf s:// 1 ocal host : 41020/ myHBase/ usert abl e/ f a02dac1f 38d03577bd0f 7e666f 12812
hdf s: / /1 ocal host : 41020/ myHBase/ usert abl e/ ecdd3eaee2d2f cf 8184ac025555bb2af

When you run the upgrade check, if “Count of HFileV1” returns any
files, start the hbase shell to use major compaction for regions that

have HFileV1 format. For example in the sample output above, you

must compact the f a02dac1f 38d03577bd0f 7e666f 12812 and
ecdd3eaee2d2f cf 8184ac025555bb2af regions.

5. Optional. If you are upgrading HBase on a secure cluster, flush the ACL table by running
the following HBase shell command as the $HBase_User.

flush ' _acl _
6. Stop all HDP 1.3 services (including MapReduce) except HDFS:

a. Stop Nagios. On the Nagios host machine, execute the following command:
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servi ce nagi os stop
b. Stop Ganglia.
i. Execute this command on the Ganglia server host machine:
[etc/init.d/ hdp-gnetad stop
ii. Execute this command on all the nodes in your Hadoop cluster:
[etc/init.d/ hdp-gnond stop

c. Stop Oozie. On the Oozie server host machine, execute the following command:

sudo su -1 $OZIE USER -c "cd $OZIE LOG DIR; /usr/li b/ oozi e/ bi n/ oozi e-
st op. sh"

where:
* $OZI E_USERis the Oozie Service user. For example, 0ozi e

* $OZI E_LOG DI Ris the directory where Oozie log files are stored (for example: /
var/ | og/ oozi e).

d. Stop WebHCat. On the WebHCat host machine, execute the following command:
su -1 $WEBHCAT_USER -c "/usr/lib/hcatal og/ sbi n/ webhcat _server.sh stop"
where:

* $VWEBHCAT _USERIis the WebHCat Service user. For example, hcat .

e. Stop Hive. On the Hive Metastore host machine and Hive Server2 host machine,
execute the following command:

ps aux | awk '{print $1,$2}' | grep hive | awk '{print $2}' | xargs kil
>/ dev/ nul | 2>&1

This will stop Hive Metastore and HCatalog services.

f. Stop ZooKeeper. On the ZooKeeper host machine, execute the following command:

su - $ZOOKEEPER USER -c "export ZOOCFGDI R=/ et c/ zookeeper/conf ; export
ZOOCFG=zo00. cfg ;source /etc/zookeeper/conf/zookeeper-env.sh ; /usr/lib/
zookeeper/ bi n/ zkSer ver . sh stop"

where $ZOOKEEPER _USER is the ZooKeeper Service user. For example, zookeeper .
g. Stop HBase.

i. Execute these commands on all RegionServers:

su -1 $HBASE USER -c "/usr/li b/ hbase/ bi n/ hbase-daenon. sh --config /etc/
hbase/ conf stop regi onserver"

ii. Execute these commands on the HBase Master host machine:
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su -1 $HBASE USER -c "/usr/li b/ hbase/ bi n/ hbase-daenon. sh --config /etc/
hbase/ conf stop master"

where $HBASE USER is the HBase Service user. For example, hbase.
h. Stop MapReduce

i. Execute these commands on all TaskTrackers slaves:

su -1 $MAPRED USER -c "/usr/li b/ hadoop/ bi n/ hadoop- daenpon. sh --config /
et ¢/ hadoop/ conf stop tasktracker"

ii. Execute these commands on the HistoryServer host machine:

su -1 $MAPRED USER -c "/usr/|i b/ hadoop/ bi n/ hadoop- daenon. sh --config /
et ¢/ hadoop/ conf stop historyserver"

iii. Execute theses commands on the node running the JobTracker host machine:

su -1 $MAPRED USER -c "/usr/|i b/ hadoop/ bi n/ hadoop- daenon. sh --config /
et ¢/ hadoop/ conf stop jobtracker"

where $MAPRED_USER is the MapReduce Service user. For example, mapr ed.

7. As the HDFS user, save the namespace by executing the following command:

su $HDFS_USER
hdfs df sadmi n -saf enode enter
hdf s df sadmi n - saveNanespace

8. Backup your NameNode metadata.
a. Copy the following checkpoint files into a backup directory:
e dfs.nane.dir/edits
e df s. nane. di r/i mage/ f si nage
e df s. nane. dir/current/fsimge
b. Store the | ayout Ver si on of the namenode.
${dfs. nane. dir}/current/VERSI ON

9. If you have any prior HDFS upgrade in-progress, finalize it if you have not done so
already.

su $HDFS USER
hdf s df sadmi n -finalizeUpgrade

100ptional - Backup the Hive Metastore database.

E

These instructions are provided for your convenience. Please check your
database documentation for the latest back up instructions.
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Database Type Backup Restore

MySQL nysql dunp $dbnane > nysql $dbname <
$out put fi | ename. sql For $i nput fil enane. sql For example:
example: mysql durmp hive >/ nysqgl hive < /tnp/nydir/
t np/ nydi r/ backup_hi ve. sql backup_hi ve. sql

Postgres sudo -u $usernane sudo -u $usernane
pg_dunp $dat abasenane > psqgl $dat abasenane <
$out put fil ename. sql For $i nput fil ename. sql For
example: sudo -u postgres example: sudo -u postgres
pg_dunp hive > /tnp/ nmydir/ |psqgl hive < /tnp/nydir/
backup_hi ve. sql backup_hi ve. sql

Oracle Connect to the Oracle database Import the database: i np
using sql pl us export the user nanme/ passwor d@at abase
database: exp user nane/ ile=input_file.dnp
passwor d@lat abase full =yes
file=output_file.dnp

11.Optional - Backup the Oozie Metastore database.

=

These instructions are provided for your convenience. Please check your

database documentation for the latest back up instructions.

pg_dunp $dat abasenanme >
$out put fi | enane. sql For
example: sudo -u postgres
pg_dunp oozie > /tnp/ nydir/
backup_oozi e. sql

Database Type Backup Restore
MySQL nysql dunp $dbnane > nysql $dbname <
$out put fi | ename. sql For $input fil enane. sql For example:
example: mysql dunp oozie >/ |nysqgl oozie < /tnp/nydir/
t np/ nydi r/ backup_oozi e. sql |backup_oozi e. sql
Postgres sudo -u $usernane sudo -u $usernane

psgl $dat abasenane <

$i nput fil ename. sql For
example: sudo -u postgres
psql oozie < /tnp/nydir/
backup_oozi e. sql

12Stop HDFS

a. Execute these commands on all DataNodes:

su -1 $HDFS _USER -c "/usr/li b/ hadoop/ bi n/ hadoop- daenon. sh --config /etc/
hadoop/ conf stop datanode"

If you are running a secure cluster, stop the DataNode as root:

su -c "/usr/lib/hadoop/ bi n/ hadoop-daenon. sh --config /etc/hadoop/ conf

st op dat anode”

b. Execute these commands on the Secondary NameNode host machine:

su -1 $HDFS_USER -c "/usr/li b/ hadoop/ bi n/ hadoop- daenon. sh --config /etc/
hadoop/ conf stop secondar ynanenode”

c. Execute these commands on the NameNode host machine:
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su -1 $HDFS USER -c "/usr/li b/ hadoop/ bi n/ hadoop- daenon. sh --config /etc/
hadoop/ conf stop nanmenode”

where $HDFS_USER is the HDFS Service user. For example, hdf s.

13Verify that edit logs in ${ df s. nane. di r}/ narme/ current/ edi t s* are empty. These
log files should have only 4 bytes of data, which contain the edit logs version. If the edit
logs are not empty, start the existing version NameNode and then shut it down after a
new fsimage has been written to disks so that the edit log becomes empty.

1. On all nodes, clean the yum repository.

* For RHEL/CentOS:
yum cl ean al |

* For SLES:
zypper clean --all

* For Ubuntu or Debian:

apt-get clean all
2. Uninstall the HDP 1.x packages.

* For RHEL/CentOS:

yum er ase hadoop- pi pes hadoop- sbhi n hadoop-nati ve oozi e

e For SLES:

zypper rm hadoop- pi pes hadoop-sbi n hadoop-native oozi e hbase hadoop*

¢ For Ubuntu or Debian:

apt -get renove hadoop- pi pes hadoop-sbi n hadoop-nati ve oozi e hbase hadoop*

3. Configure your repository.

The standard HDP install fetches the software from a remote yum repository
over the Internet. To use this option, you must set up access to the remote
repository and have an available Internet connection for each of your

hosts

E

If your cluster does not have access to the Internet, or you are

creating a large cluster and you want to conserve bandwidth, you can
instead provide a local copy of the HDP repository that your hosts can
access. For more information, see Deployment Strategies for Data Centers
with
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Firewalls, a separate document in this set.
a. For each node in your cluster, download the yum repo configuration
file hdp. r epo. From a terminal window,

enter the following wget command.

* For RHEL/CentOS/Oracle Linux 5

wget http://public-repo-1. hortonworks. com HDP/ cent 0s5/ 2. x/ updat es/ 2. 1.
7.0/ hdp.repo -O /etc/yumrepos. d/ hdp. repo

» For RHEL/CentOS/Oracle Linux 6:

wget http://public-repo-1. hortonworks. coml HDP/ cent 0s6/ 2. x/ updat es/ 2. 1.
7.0/ hdp.repo -O /etc/yumrepos. d/ hdp. repo

* For SLES 11 SP1:

wget http://public-repo-1. hortonworks. coml HDP/ susellspl/ 2. x/ updat es/ 2.
1.7.0/ hdp.repo -O /etc/zypp/ repos. d/ hdp. repo

e For SLES 11 SP3:

wget http://public-repo-1. hortonworks. com HDP/ susellsp3/ 2. x/ updat es/ 2.
1.7.0/ hdp.repo -O /etc/zypp/repos. d/ hdp. repo

e For Ubuntu 12.04

wget http://public-repo-1. hortonworks. com HDP/ ubuntul2/2.1.5. 0/ hdp. |i st
-O /etc/apt-get/repos.d/ hdp.|i st

e For Debian 6:

wget http://public-repo-1. hortonworks. coml HDP/ debi an6/ 2. 1. 5. 0/ hdp. | i st
-O /etc/apt-get/repos.d/ hdp.|ist

b. Confirm the HDP repository is configured by checking the repo
list.

* For RHEL/CentOS/Oracle Linux:
yum repol i st

e For SLES:

zZypper repos
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e For Ubuntu or Debian:

apt-get |ist

4. Use the HDP Utility script to calculate memory configuration settings.
5. Install Hadoop
* For RHEL/CentOS/Oracle Linux:
yum upgr ade hadoop*
* For SLES:
zypper install hadoop* hadoop-hdfs hadoop-|zo

* For Ubuntu or Debian:
apt - get updat e
apt-get install hadoop hadoop-hdfs |ibhdfsO |ibhdfs0O-dev hadoop-yarn
hadoop- mapr educe hadoop-client opensslliblzo2-2 |iblzo2-dev hadoop-I|zo
6. Install YARN
* For RHEL/CentOS/Oracle Linux:
yum i nstal | hadoop- mapr educe hadoop-yarn
* For SLES:
zypper install hadoop-mapreduce hadoop-yarn
* For Ubuntu or Debian:
apt-get install hadoop- mapreduce hadoop-yarn
7. Verify HDP 2.x packages have installed successfully.
* For RHEL/CentOS/Oracle Linux:
yum | i st hadoop*| grep HDP-2
* For SLES:
zypper pal grep HDP-2
Verify that you have HDP 2.x installed:
hadoop versi on

You may need to add /etc/hadoop/conf/hadoop-env.sh in /usr/bin/hadoop for
$JAVA_HOME.

¢ For Ubuntu or Debian:

dpkg -s HDP-2 | grep Status
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Configurations and configuration file names have changed between HDP 1.3.2 (Hadoop
1.2.x) and HDP 2.1 (Hadoop 2.4). To successfully upgrade to HDP 2.x, back up your current
configuration files, download the new HDP 2.1 files, and compare. The following tables
provide mapping information to make the comparison between releases easier.

To migrate the HDP Configurations

1.

Back up the following HDP 1.x configurations on all nodes in your clusters.
* / et ¢/ hadoop/ conf
» / et c/ hbase/ conf

» /etc/ hcat al og/ conf

E

With HDP 2.1, / et ¢/ hcat al og/ conf is divided into/ et ¢/ hi ve-
hcat al og/ conf and/ et c/ hi ve- webhcat .You cannot use / et ¢/
hcat al og/ conf in HDP 2.1.

e [ etc/ hivel conf

e /etc/pig/conf

e / et c/ sqoop/ conf

e [etc/flune/conf

e / et c/ mahout / conf

e [etc/oozi el conf

e [ etc/ zookeeper/ conf

. Edit/ et ¢/ hadoop/ conf/ core-site.xnm andsethadoop. rpc. protecti onfrom

none to authentication.

. Copy your/ et ¢/ hcat al og/ conf configurations to/ et c/ hi ve- hcat al og/ conf

and/ et ¢/ hi ve- webhcat as appropriate.

. Copy | 0g4j . properti es from the hadoop config directory of the companion files to

/ et ¢/ hadoop/ conf . The file should have owners and permissions similar to other files
in/ et c/ hadoop/ conf.

. Download the your HDP 2.x companion files from Download Companion Files and

migrate your HDP 1.x configuration.

. Copy these configurations to all nodes in your clusters.

e / et c/ hadoop/ conf
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» /et c/ hbase/ conf

» / etc/ hcat al og/ conf
» /et c/ hivel conf

e [ etc/pig/conf

e / etc/ sqoop/ conf

» [etc/flune/conf

» /et c/ mahout / conf

» /[ etc/ oozi e/ conf

* [ etc/ zookeeper/ conf

Upgrading the repo using yum or zypper resets all configurations. Prepare
to replace these configuration directories each time you perform a yum or

zypper upgrade.

7. Review the following HDP 1.3.2 Hadoop Core configurations and the new configurations

or locations in HDP 2.x

HDP 1.3.2 config HDP 1.3.2 config file

HDP 2.1 config

HDP 2.1 config file

fs.default.name core-site.xml fs.defaultFS core-site.xml
fs.checkpoint.dir core-site.xml dfs.namenode.checkpoint.dirhdfs-site.xml
fs.checkpoint.edits.dir core-site.xml dfs.namenode.checkpoint.edhsiflisite.xml
fs.checkpoint.period core-site.xml dfs.namenode.checkpoint.pehdé-site.xml
io.bytes.per.checksum core-site.xml dfs.bytes-per-checksum hdfs-site.xml
dfs.df.interval hdfs-site fs.df.interval core-site.xml
hadoop.native.lib core-site.xml io.native.lib.available core-site.xml
hadoop.configured.node.mapping net.topology.configured.nodearagipéngnl

topology.node.switch.mappirgriesgite. xml

net.topology.node.switch.mpapimsiiexahl

topology.script.file.name core-site.xml

net.topology.script.file.name

core-site.xml

topology.script.number.args| core-site.xml

net.topology.script.number.

acgse-site.xml

=

The hadoop. r pc. prot ect i on configuration property in cor e-
site. xm needs to specify authentication, integrity and/or privacy. No
value defaults to authentication, but an invalid value such as "none" causes

an error.

8. Review the following 1.3.2 HDFS site configations and their new configurations and files

in HDP 2.x.

182



Hortonworks Data Platform Oct 28, 2014

Table 24.4. HDP 1.3.2 Hadoop Core Site (hdfs-site.xml)

HDP 1.3.2 config HDP 1.3.2 config file HDP 2.1 config HDP 2.1 config file
dfs.block.size hdfs-site.xml dfs.blocksize hdfs-site.xml
dfs.write.packet.size hdfs-site.xml dfs.client-write-packet-size | hdfs-site.xml
dfs.https.client.keystore.resqumdés-site.xml dfs.client.https.keystore.resquimdés-site.xml
dfs.https.need.client.auth | hdfs-site.xml dfs.client.https.need-auth | hdfs-site.xml
dfs.read.prefetch.size hdfs-site.xml dfs.bytes-per-checksum hdfs-site.xml
dfs.socket.timeout hdfs-site.xml dfs.client.socket-timeout hdfs-site.xml
dfs.balance.bandwidthPerSechdfs-site.xml dfs.datanode.balance.bandwidtfsRerS eanl
dfs.data.dir hdfs-site.xml dfs.datanode.data.dir hdfs-site.xml
dfs.datanode.max.xcievers | hdfs-site.xml dfs.datanode.max.transfer.thinelfsisite.xml
session.id hdfs-site.xml dfs.metrics.session-id hdfs-site.xml
dfs.access.time.precision hdfs-site.xml dfs.namenode.accesstime.pregudfesite.xml
dfs.backup.address hdfs-site.xml dfs.namenode.backup.addredsdfs-site.xml
dfs.backup.http.address hdfs-site.xml dfs.namenode.backup.http- | hdfs-site.xml
address

fs.checkpoint.dir hdfs-site.xml dfs.namenode.checkpoint.dirhdfs-site.xml

fs.checkpoint.edits.dir hdfs-site.xml dfs.namenode.checkpoint.edhslfiisite.xml

fs.checkpoint.period hdfs-site.xml dfs.namenode.checkpoint.pehdé-site.xml

dfs.name.edits.dir hdfs-site.xml dfs.namenode.edits.dir hdfs-site.xml

heartbeat.recheck.interval | hdfs-site.xml dfs.namenode.heartbeat.redtetfs-site.xml
interval

dfs.http.address hdfs-site.xml dfs.namenode.http-address | hdfs-site.xml

dfs.https.address hdfs-site.xml dfs.namenode.https- hdfs-site.xml
address

dfs.max.objects hdfs-site.xml dfs.namenode.max.objects | hdfs-site.xml

dfs.name.dir hdfs-site.xml dfs.namenode.name.dir hdfs-site.xml

dfs.name.dir.restore hdfs-site.xml dfs.namenode.name.dir.restdndfs-site.xml

dfs.replication.considerLoad| hdfs-site.xml dfs.namenode.replication.corsifesiteaximl

dfs.replication.interval hdfs-site.xml dfs.namenode.replication.intévistsite.xml

dfs.max-repl-streams hdfs-site.xml dfs.namenode.replication.makdfs-site.xml
streams

dfs.replication.min hdfs-site.xml dfs.namenode.replication.m|mdfs-site.xml

dfs.replication.pending.timephdfsesite.xml dfs.namenode.replication.pemdifsesitieranlit-
sec

dfs.safemode.extension hdfs-site.xml dfs.namenode.safemode.extdrdfeosite.xml

dfs.safemode.threshold.pct | hdfs-site.xml dfs.namenode.safemode.thrdstbtidite.xml
pct

dfs.secondary.http.address | hdfs-site.xml dfs.namenode.secondary.httfrdfs-site.xml
address

dfs.permissions hdfs-site.xml dfs.permissions.enabled hdfs-site.xml

dfs.permissions.supergroup | hdfs-site.xml dfs.permissions.superusergrobidfs-site.xml

dfs.df.interval hdfs-site.xml fs.df.interval core-site.xml

dfs.umaskmode hdfs-site.xml fs.permissions.umask-mode | hdfs-site.xml

9. Review the following HDP 1.3.2 MapReduce Configs and their new HDP 2.x Mappings
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Table 24.5. HDP 1.3.2 Configs now in Capacity Scheduler for HDP 2.x

(mapred-site.xml)

HDP 1.3.2 config

HDP 1.3.2
config file

HDP 2.1 config

HDP 2.1
config file

mapred.map.child.java.opts

mapred-site.xml

mapreduce.map.java.opts

mapred-site.xml

mapred.job.map.memory.mb

mapred-site.xml

mapreduce.map.memory.mb

mapred-site.xml

mapred.reduce.child.java.opts

mapred-site.xml

mapreduce.reduce.java.opts

mapred-site.xml

mapred.job.reduce.memory.mb

mapred-site.xml

mapreduce.reduce.memory.mb

mapred-site.xml

security.task.umbilical.protocol.acl

mapred-site.xml

security.job.task.protocol.acl

mapred-site.xml

10.Review the following HDP 1.3.2 Configs and their new HDP 2.x Capacity Scheduler

mappings.

Table 24.6. HDP 1.3.2 Configs now in Capacity Scheduler for HDP 2.x
(capacity-scheduler.xml)

HDP 1.3.2 config

HDP 1.3.2 config file

HDP 2.1 config

HDP 2.1 config file

mapred.queue.names

mapred-site.xml

yarn.scheduler.capacity.root

qapaeiy-scheduler.xml

mapred.queue.default.acl- | mapred-queue-acls.xml yarn.scheduler.capacity.root|defmdtyastrsedutet.joils
submit-job

mapred.queue.default.acl- | mapred-queue-acls.xml yarn.scheduler.capacity.root|defmdtyasthedhaleister] jobs
administer-jobs

mapred.capacity- capacity-scheduler.xml yarn.scheduler.capacity.root|defmdtyagaedyler.xml
scheduler.queue.default.cappcity

mapred.capacity- capacity-scheduler.xml yarn.scheduler.capacity.root|defsadtyiseineduler.xml
scheduler.queue.default.usef- limit-factor

limit-factor

mapred.capacity- capacity-scheduler.xml yarn.scheduler.capacity.root|defmdtyrsakieduter.xml
scheduler.queue.default. maximum- capacity

capacity

mapred.queue.default.state | capacity-scheduler.xml yarn.scheduler.capacity.root|defmdtysateeduler.xml

2.X

11.Compare the following HDP 1.3.2 configs in hadoop-env.sh with the new configs in HDP

Table 24.7. HDP 1.3.2 Configs and HDP 2.x for hadoop-env.sh

HDP 1.3.2 config

HDP 2.1 config

Description

JAVA_HOME

JAVA_HOME

Java implementation to use

HADOOP_HOME_WARN_SUPPRESS

HADOOP_HOME_WARN_SUPPRESS

HADOOP_CONF_DIR

HADOOP_CONF_DIR

Hadoop Configuration Directory

Not in hadoop-env.sh.

HADOOP_HOME

Not in hadoop-env.sh.

HADOOP_LIBEXEC_DIR

HADOOP_NAMENODE_INIT_HEAPSIZ

HADOOP_NAMENODE_INIT_HEAPSIZ

E

HADOOP_OPTS

HADOOP_OPTS

Extra Java runtime options. Empty by
default.

HADOOP_NAMENODE_OPTS

HADOOP_NAMENODE_OPTS

Command specific options appended
to HADOOP_OPTS.

HADOOP_JOBTRACKER_OPTS

Not in hadoop-env.sh.

Command specific options appended
to HADOOP_OPTS.
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HDP 1.3.2 config

HDP 2.1 config

Description

HADOOP_TASKTRACKER_OPTS

Not in hadoop-env.sh.

Command specific options appended
to HADOOP_OPTS.

HADOOP_DATANODE_OPTS

HADOOP_DATANODE_OPTS

Command specific options appended
to HADOOP_OPTS.

HADOOP_BALANCER_OPTS

HADOOP_BALANCER_OPTS

Command specific options appended
to HADOOP_OPTS.

HADOOP_SECONDARYNAMENODE_(

DARDOOP_SECONDARYNAMENODE_(

DedEhmand specific options appended
to HADOOP_OPTS.

HADOOP_CLIENT_OPTS

HADOOP_CLIENT_OPTS

Applies to multiple commands (fs, dfs,
fsck, distcp etc).

HADOOP_SECURE_DN_USER

Not in hadoop-env.sh.

Secure datanodes, user to run the
datanode as

HADOOP_SSH_OPTS

HADOOP_SSH_OPTS

Extra ssh options.

HADOOP_LOG_DIR

HADOOP_LOG_DIR

Where log files are stored.
$HADOOP_HOME/logs by default.

HADOOP_SECURE_DN_LOG_DIR

HADOOP_SECURE_DN_LOG_DIR

Where log files are stored in the
secure data environment.

HADOOP_PID_DIR

HADOOP_PID_DIR

Directory where pid files are stored, /
tmp by default.

HADOOP_SECURE_DN_PID_DIR

HADOOP_SECURE_DN_PID_DIR

Directory where pid files are stored, /
tmp by default.

HADOOP_IDENT_STRING

HADOOP_IDENT_STRING

String representing this instance of
hadoop. $USER by default.

Not in hadoop-env.sh.

HADOOP_MAPRED_LOG_DIR

Not in hadoop-env.sh.

HADOOP_MAPRED_PID_DIR

Not in hadoop-env.sh.

JAVA_LIBRARY_PATH

Not in hadoop-env.sh.

JSVC_HOME

For starting the datanode on secure
cluster.

E

Some of the configuration settings refer to the variable HADOOP_HOME .
The value of HADOOP_HOME is automatically inferred from the location
of the startup scripts. HADOOP_HOMIE is the parent directory of the

bi n directory that holds the Hadoop scripts. In many instances this is
$HADOOP_| NSTALL/hadoop.

12 Add the following properties

<pr operty>
<name>yar n. r esour cemanag

totheyarn-site. xnl file:

er. schedul er. cl ass</ nane>

<val ue>or g. apache. hadoop. yar n. server . r esour cenanager . schedul er. capaci ty.

Capaci t ySchedul er </ val ue>
</ property>

<property>

<name>yar n. r esour cemanager . r esour ce-tracker . addr ess</ nane>
<val ue>$r esour cemanager . f ul | . host name: 8025</ val ue>
<descri pti on>Ent er your ResourceManager host nane. </ descri pti on>

</ property>
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<property>
<name>yar n. r esour cemanager . schedul er . addr ess</ nane>
<val ue>$r esour cemanager. f ul | . host name: 8030</ val ue>
<descri pti on>Ent er your ResourceManager hostnane. </ descri pti on>
</ property>

<property>
<name>yar n. r esour cemanager . addr ess</ nane>
<val ue>$r esour cemanager . ful | . host nanme: 8050</ val ue>
<descri pti on>Ent er your ResourceManager host nanme. </ descri pti on>
</ property>

<property>
<name>yar n. r esour cenanager . adm n. addr ess</ nane>
<val ue>$r esour cemanager . f ul | . host name: 8141</ val ue>
<descri pti on>Ent er your ResourceManager host nane. </ descri pti on>
</ property>

<property>
<name>yar n. nodemanager . | ocal - di r s</ name>
<val ue>/ gri d/ hadoop/ yarn/ | ocal , / gri d1/ hadoop/ yar n/ | ocal </ val ue>
<descri pti on>Comma separated |ist of paths. Use the list of directories
from $YARN LOCAL_DI R
For exanpl e, /grid/ hadoop/yarn/local,/gridl/hadoop/yarn/local.</description>
</ property>

<property>
<name>yar n. nodemanager . | og- di r s</ nane>
<val ue>/ gri d/ hadoop/ yar n/ | og</ val ue>
<description>Use the list of directories from $YARN LOCAL_LOG DI R
For exanpl e, /grid/ hadoop/yarn/log,/gridl/hadoop/yarn/l| og,/
gri d2/ hadoop/ yar n/ | og</ descri pti on>
</ property>

<property>

<nane>yar n. | og. server. url </ nane>

<val ue>htt p: // $j obhi st oryserver. ful | . host nane: 19888/ j obhi st ory/ | ogs/ </
val ue>

<description>URL for job history server</description>
</ property>

<property>
<name>yar n. r esour cemanager . webapp. addr ess</ nane>
<val ue>$r esour cemanager . f ul | . host name: 8088</ val ue>
<description>URL for job history server</description>
</ property>

<property>
<name>yar n. nodemanager . adni n- env</ nanme>
<val ue>VALLOC ARENA NAX=$MALLOC_ARENA MAX</ val ue>
<descripti on>Restrict the nunber of nenory arenas to prevent excessive VMEM
use by the glib arena all ocator.
For exanpl e, MALLOC ARENA MAX=4</descri pti on>
</ property>

13 Add the following properties to the mapr ed- si t e. xmi file:
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<property>
<nanme>mapr educe. j obhi st ory. addr ess</ nane>
<val ue>$j obhi st oryserver. full . host nane: 10020</ val ue>
<descri pti on>Ent er your JobH storyServer hostnane. </ descri ption>
</ property>

<property>
<nanme>mapr educe. j obhi st ory. webapp. addr ess</ nane>
<val ue>$j obhi st oryserver. full.host nane: 19888</ val ue>
<descri pti on>Enter your JobH storyServer hostnane.</description>
</ property>

<property>
<name>mapr educe. shuf f | e. por t </ nane>
<val ue>13562</ val ue>

</ property>

<property>
<nane>mapr educe. f r anewor k. name</ nane>
<val ue>yar n</ val ue>

</ property>

14 For a secure cluster, add the following properties to mapr ed-site. xm :

<property>
<nanme>nmapr educe. j obhi st ory. pri nci pal </ nane>
<val ue>j hs/ PRI NCl PAL@REALM ACME. COWK/ val ue>
<descri pti on>Ker beros princi pal name for the MapReduce JobHi story
Server. </ descri pti on>
</ property>
<property>
<name>mapr educe. j obhi st ory. keyt ab</ name>
<val ue>/ et c/ security/ keytabs/jhs. service. keyt ab</ val ue>
<descri pti on>Ker beros keytab file for the MapReduce JobH story Server. </
descri pti on>
</ property>

15For a secure cluster, you must also update hadoop.security.auth_to_local in cor e-
site. xm toinclude a rule regarding the mapreduce.jobhistory.principal value you set
in the previous step.

RULE: [ 2: $1@0] ( PRI NCI PAL@REALM ACVE. COM) s/ . */ napr ed/

where PRINCIPAL and REALM are the kerberos principal and realm you specified in
mapreduce.jobhistory.principal.

16 Delete any remaining HDP1 properties in the mapr ed-si t e. xni file.

17 Replace the default memory configuration settings in yarn-site.xml and mapred-
site.xml with the YARN and MapReduce memory configuration settings you calculated
previously.

You must create local directories for YARN on each NodeManager host in your cluster (in
HDP-2, the NodeManager replaces the TaskTracker) and set the appropriate permissions
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for the YARN log directories. If these directories do not exist, you can create them using the
instructions on this page.

1.

Set the permissions in the yar n. nodemanager . | ocal - di r s directories. Run these
commands on all DataNodes in your cluster.

chown -R yarn: hadoop ${yarn. nodemanager. | ocal - dir s}
chnod 755 ${yarn. nodemanager . | ocal - di r s}

where ${ yar n. nodermanager . | ocal - di r s} is your local directory.

. Change the permissions of the directories in yar n. nodenmanager . | og-di r s. If these

directories do not exist, you can create them using the instructions on this page. Run
these commands on all DataNodes in your cluster.

chown -R yarn: hadoop ${yar n. nodenanager. | og-dirs}
chnod 755 ${yarn. nodemanager . | og-di r s}

where ${ yar n. nodermanager . | og- di r s} is your log directory.

. Create directories for YARN_LOG_DIR and YARN_PID_DIR.

a. Open/ et ¢/ hadoop/ conf/yar n-env. sh

b. Write down your values for YARN_LOG_DIR and YARN_PID_DIR as the following
instructions require values for the ${ YARN_LOG DI R} and ${ YARN_PI D DI R}. For
example in yar n- env. sh:

YARN _LOG DI R=/gri d/ 0/ var/| og/ hadoop/ yar n
YARN _PI D DI R=/gri d/ O/ var/run/ hadoop/ yar n

. Make directories for ${ YARN LOG DI R} and ${ YARN PI D DI R} and set the

appropriate permissions for them.

mkdi r ${ YARN LOG DI R}
chown yarn: hadoop ${YARN LOG DI R}
chrmod 755 ${ YARN_LOG DI R}

nkdir ${ YARN_PI D DI R}
chown yarn: hadoop ${YARN PI D D R}
chmod 755 ${YARN PI D DI R}

Start HDFS.

To start HDFS, run commands as the $HDFS USER.

1.

Start the NameNode. On the NameNode host machine, execute the following command:
su $HDFS USER

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/ | i bexec
[usr /i b/ hadoop/ sbi n/ hadoop- daenon. sh start namenode -upgrade

On a large system, this can take a long time to complete.
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=

Run this command with the -upgrade option only once. After you have
completed this step, you can bring up the NameNode using this command
without including the -upgrade option.

. Verify that the NameNode is up and running:

ps -ef|grep -i NaneNode

. Start the Secondary NameNode. On the Secondary NameNode host machine, execute

the following command:

su $HDFS USER
export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec
[usr/1i b/ hadoop/ sbi n/ hadoop- daenon. sh start secondar ynamenode

. Verify that the Secondary NameNode is up and running:

ps -ef| grep SecondaryNaneNode

Start DataNodes. On all the DataNodes, execute the following command:

If you are working on a non-secure DataNode, use $HDFS_USER. For a secure
DataNode, use root.

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec
[usr /i b/ hadoop/ sbi n/ hadoop- daenon. sh start dat anode

. Verify that the DataNode process is up and running:

ps -ef| grep DataNode

. Verify that Namenode can go out of safe mode.

hdfs df sadm n -saf enbde wai t
Saf enbde is OFF

In general, it takes 5-10 minutes to get out of safemode. For thousands of nodes with
millions of data blocks, getting out of safemode could take up to 45 minutes.

Analyze if the filesystem is healthy.

1.

Run the fsck command on namenode as $HDFS_USER:

hadoop fsck / -files -blocks -locations > dfs-newfsck-1.1o0g

. Run hdfs namespace and report.

« List directories.

hadoop dfs -Isr / > dfs-newlsr-1.10g
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* Run report command to create a list of DataNodes in the cluster.

hadoop dfsadmin -report > dfs-newreport-1.Iog

. Compare the namespace report before the upgrade and after the upgrade. Verify that

user files exist after upgrade.

dfs-ol d-fsck-1.1og < -- > dfs-newfsck-1.Iog
dfs-old-Isr-1.log < -- > dfs-newlsr-1.10g

E

You must do this comparison manually to catch all errors.

. From the Namenode WebU|, see if all DataNodes are up and running.

htt p: // <nanenode>: 50070

You must create the following HDFS directories after you upgrade:

* YARN NodeManager remote applications log

* HDFS Job History

To create the YARN NodeManager remote applications log

1

2.

. Open/ et c/ hadoop/ conf/yarn-site. xm .

Write down the value of the yar n. nodemanager . r enot e- app- | 0g- di r so that you
can use it in place of the ${yarn. nodemanager . renot e- app-1 og-di r} variable
in later examples. For example: ${ yar n. nodenmanager . r enot e- app-1 og-di r}

= [app-1 ogs

. Create the ${yarn.nodemanager.remote-app-log-dir} in HDFS.

hdfs dfs -nkdir ${yarn. nodemanager. renpte-app-|og-dir}
hdf s df s -chown -R yarn: hadoop ${yarn. nodemanager . r enot e- app- | og-di r}
hdfs dfs -chnmod -R 777 ${yarn. nodemanager . r enot e- app- | og-di r}

. Create a JobHistory directory in HDFS.

a. Open nmapred-site. xm .

b. Write down the value of the mapr educe. j obhi st ory. done- di r so that you can
use it in place of the ${ mapr educe. j obhi st ory. done-di r} variable in later
examples.

¢. Write down the value of the mapr educe. j obhi story. i nt er nedi at e-
done-di r so that you can use it in place of the
${ mapr educe. j obhi st ory. i nt er nedi at e- done- di r} variable in later
examples.

d. Create the JobHistory directories in HDFS.
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hadoop dfs -nkdir ${nmapreduce.j obhi story. done-dir}

hadoop dfs -nkdir ${nmapreduce.jobhi story.internedi at e-done-dir}

hadoop dfs -chown -R nmapred: hadoop ${mapreduce. j obhi story. done-dir}
hadoop dfs -chown -R mapred: hadoop ${mapreduce.j obhi story.internedi at e-
done-dir}

hadoop dfs -chnod -R 777 ${mapreduce. j obhi story. done-dir}

hadoop dfs -chnmod -R 777 ${nmapreduce. j obhi story.internmedi at e-done-dir}

2

You have to create the parent directories in HDFS by yourself. Grant the
parent directories the same permissions.

To start YARN, run commands as a YARN user. To start MapReduce, run commands as a
MapReduce user.

1. If you have a secure cluster, create the following principals and keytabs for YARN before
you start the YARN service:

yarn. resour cemanager . pri nci pa

yar n. r esour cemanager . keyt ab

yar n. nodenmanager . pri nci pa

yar n. nodenanager . keyt ab

yarn. resour cemanager . webapp. spnego- pri nci pal
yar n. nodenanager . webapp. spnego- pri nci pa

mapr educe. j obhi st ory. webapp. spnego- pri nci pa
yarn. resour cemanager . webapp. spnego- keyt ab-fil e
yar n. nodenanager . webapp. spnego- keyt ab-fil e
mapr educe. j obhi st ory. webapp. spnego- keyt ab-fil e

2. Start the ResourceManager on your previous JobTracker host.

su $YARN USER

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec

[usr /i b/ hadoop-yar n/ sbi n/ yar n- daenon. sh start resourcenmanager
ps -ef | grep -i resourcenanager

3. Prepare the NodeManager hosts.

a. Change permissions for / usr/ | i b/ hadoop- yar n/ bi n/ cont ai ner -
executor.cfg

chown yarn: hadoop /usr/|i b/ hadoop-yarn/bi n/ cont ai ner - execut or
chnmod -R 650 /usr/|1ib/hadoop-yarn/bi n/ cont ai ner - execut or

b. On all NodeManager hosts, add the yarn user to the hadoop group.

For example if you are using CentOS6:

usernod -a -G hadoop yarn

4. Start the NodeManager on your previous TaskTracker hosts.

su $YARN_USER
export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec
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[usr /i b/ hadoop-yarn/ sbi n/ yar n- daenon. sh start nodenmanager
ps -ef | grep -i nodenanager

5. To start MapReduce, run the following commands as MapReduce user:
su $MAPREDUCE USER
export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec
[ usr /i b/ hadoop- mapr educe/ shi n/ nr - j obhi st ory- daenon. sh --confi g /etc/hadoop/

conf start historyserver
ps -ef | grep -i jobhistoryserver

To smoke test your Hadoop upgrade, you can run the following MapReduce job.

Run this command as regular user. The job uses MapReduce to write

100MB of data into HDFS with RandomWriter. hadoop j ar /usr/

| i b/ hadoop- mapr educe/ *exanpl es*.jar randommriter -

Dt est.randommrite.total _bytes=100000000 test-after-upgrade You should
see messages similar to:

map 0% reduce 0%

map 100% r educe 100%
Job ... conpl eted successfully

You sucessfully submitted your first MapReduce job in HDP 2.x. The next steps are to
upgrade your other components to 2.x.

Basic troubleshooting:

1. To find the number of active nodes and NodeManagers, access the ResourceManager
web Ul:

http://<resource nmanager host>: 8088/ cl ust er/ nodes
The number of active nodes should be equal to the number of nodemanagers.

2. Error messages. Access the ApplicationMaster WebUI to view the container logs.

a. Looking at your console logs for MapReduce job, there is a line in this format:

13/ 10/ 02 17:57:21 | NFO mapreduce. Job: The url to track the job: http://
<resour ce manager host >: 8088/ proxy/ application_1380673658357_0007/

b. Go to the URL and select the job link.

c. Select the logs link under ApplicationMaster table. It will redirect you to the container
logs. Error messages display here.

1. Execute the following command on all the ZooKeeper nodes:

* For RHEL/CentOS/Oracle Linux:
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yum upgr ade zookeeper

e For SLES:

Run the following commands:

zypper rm zookeeper
zypper install zookeeper

¢ For Ubuntu or Debian:

apt - get updat e zookeeper

2. Replace your configuration after upgrading. Replace the ZooKeeper template
configuration in / et ¢/ zookeeper/ conf .

3. Start ZooKeeper. On all the ZooKeeper host machines, execute the following command:

sudo su -1 $ZOOKEEPER USER -c "source /etc/zookeeper/conf/zookeeper-env. sh;
export ZOOCFGDI R=/ et c/ zookeeper/conf; /usr/lib/zookeeper/bin/zkServer.sh
start >> $ZOOKEEPER LOG DI R/ zoo. out \ "

where
* $ZOOKEEPER USERis the ZooKeeper Service user. For example, zookeeper .

* $ZOOKEEPER_LOG DI Ris the directory where ZooKeeper server logs are stored. For
example, / var /| og/ zookeeper .

1. Start the Zookeeper zkServer and NameNode services.
2. Upgrade HBase.
Run the following commands on both the HBase Master and the RegionServers hosts.

e For RHEL/CentOS/Oracle Linux:

yum upgr ade hbase
* For SLES:
Run the following commands:

zypper rm hbase
zypper install hbase

¢ For Ubuntu or Debian:

apt-get install hbase

3. Replace your configuration after upgrading. Replace the HBase template configuration
in/ et c/ hbase/ conf.
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4. As the HBase user, run an upgrade:

sudo su -|

You should see a completed Znode upgrade with no errors.

5. Start services. Run as root:

Suppose $HBASE USER = hbase

$HBASE_USER -c "hbase upgrade -execute"

sudo su -1 hbase -c¢ "/usr/lib/hbase/bi n/ hbase-daenon. sh --config /etc/hbase/
conf start master"
sudo su -| hbase -c "/usr/lib/hbase/bi n/ hbase- daenon. sh --config /etc/hbase/

conf start regionserver"

6. Check processes.

ps -ef | grep -i hmaster
ps -ef | grep -i hregion

In HDP 2.1 (Hive 0.13.0) the Decimal data type is now treated as the type Decimal(10,0):

10 digits of precision and 0 scale. This is a change from the variable precision and scale that
was available in Hive 0.11.0 and Hive 0.12.0, which allowed up to 38 digits of precision and
unlimited scale.

To avoid unintended "rounding" of decimal data, sites that were previously running Hive
0.11.0 and Hive 0.12.0 may need to migrate tables with Decimal columns after upgrading
to Hive 0.13.0. For details, see the Apache Hive wiki. For assistance with upgrades that

involve Decimal data, please contact Hortonworks Support.

1. Stop the Hive Metastore, if you have not done so already.

2. Upgrade Hive and HCatalog. On the Hive and HCatalog host machines, execute the
following commands:

For RHEL/CentOS:

yum upgr ade hive
yum er ase hcat al og
yum instal |l hive-hcatal og

For SLES:

Run the following commands:

zypper up hive
zypper erase hcatal og

zypper install hive-hcatal og

For Ubuntu or Debian:

apt - get update hive hcat al og

3. Upgrade the Hive Metastore database schema by running the upgrade scripts included
in HDP for your metastore database. HDP includes upgrade scripts for the following
databases:
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* MySQL

* Postgres

* Oracle

* MS SQL Server

* Derby

Upgrading MySQL Hive Metastore

Run the following scripts as the root user to upgrade a MySQL Hive Metastore from 1.3.x
to 2.1.x:

> cd /usr/lib/hivelscripts/ metastore/upgrade/ mysql
> nysql hive

nysql > source upgrade-0.11.0-to-0.12. 0. nysql . sql
nmysql > source upgrade-0.12. 0-to-0. 13. 0. nysql . sql

Upgrading Postgres Hive Metastore

Run the following scripts as the root user to upgrade a Postgres Hive Metastore from
1.3.xto 2.1.x:

cd /usr/lib/hivelscripts/ metastore/ upgrade/ postgres
psql -d hive -a -f upgrade-0.11.0-to-0.12. 0. postgres. sql
psql -d hive -a -f upgrade-0.12.0-to0-0.13.0. postgres. sql

Upgrading Oracle Hive Metastore

Run the following scripts as the root user to upgrade an Oracle Hive Metastore from
1.3.xto 2.1.x:

cd /usr/lib/hivelscripts/netastore/upgrade/oracle
sql pl us

SQL> @ipgr ade-0. 11. 0-t0-0. 12. 0. or acl e. sql

SQL> @pgrade-0.12. 0-to-0.13. 0. oracl e. sql

4. Edit hive-env.sh to point to the new hive-hcatalog.jar:

if [ "${H VE_AUX JARS PATH}" !'="" ]; then
export H VE_AUX JARS PATH=/usr/|i b/ hi ve- hcat al og/ shar e/ hcat al og/ hi ve-
hcat al og-core. jar: ${ H VE_AUX_JARS_PATH}
el se

export H VE_AUX JARS PATH=/usr/ i b/ hi ve- hcat al og/ shar e/ hcat al og/ hi ve-
hcat al og-core. jar
fi

5. Download and extract the HDP companion files. Copy the hi ve- si t e. xm filein
the confi guration_fil es/ hive directory of the extracted companion files to the
et ¢/ hi ve/ conf directory on your Hive host machine. This new version of the hi ve-
site. xnl file contains new properties for HDP-2.1 features.

6. Edit the hi ve-site. xn file and modify the properties based on your environment.
Search for TODOin the file for the properties to replace.
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a. Edit the connection properities for your Hive metastore database in hi ve-
site.xm:

<property>

<nane>j avax. j do. opti on. Connect i onURL</ nane>

<val ue>j dbc: mysql : / / TODO- HI VE- METASTORE- DB- SERVER: TODO- HI VE-
METASTORE- DB- PORT/ TODO- HI VE- METASTORE- DB- NAME?cr eat eDat abasel f Not Exi st =
true</val ue>

<descri pti on>Enter your Hi ve Metastore Connection URL, for exanple if

MySQL: jdbc: nysql :/ /1 ocal host: 3306/ nysql ?cr eat eDat abasel f Not Exi st =t r ue</
descri pti on>
</ property>

<property>
<name>j avax. j do. opt i on. Connect i onUser Nane</ nanme>
<val ue>TODO Hl VE- METASTORE- DB- USER- NAME</ val ue>
<descri pti on>Enter your Hi ve Metastore database user nane. </
descri pti on>
</ property>

<property>
<nane>j avax. j do. opti on. Connect i onPasswor d</ hame>
<val ue>TODO- Hl VE- METASTORE- DB- PASSWORD</ val ue>
<descri pti on>Enter your Hive Metastore database password. </
descri ption>
</ property>

<property>
<name>j avax. j do. opti on. Connecti onDri ver Nane</ name>
<val ue>TODO Hl VE- METASTORE- DB- CONNECTI ON- DRI VER- NAME</ val ue>
<descri pti on>Enter your Hi ve Metastore Connection Driver Nanme, for
exanple if MySQL: com nysql.jdbc. Driver</description>
</ property>

Optional: If you want Hive Authorization, set the following Hive authorization
parameters in the hi ve-site. xm file:

<property>
<name>hi ve. securi ty. aut hori zati on. enabl ed</ name>
<val ue>t r ue</ val ue>

</ property>

<property>

<name>hi ve. securi ty. aut hori zati on. manager </ nane>

<val ue>or g. apache. hadoop. hi ve. gl . security. authori zati on.
St or ageBasedAut hori zat i onPr ovi der </ val ue>
</ property>

<property>
<name>hi ve. securi ty. net ast or e. aut hori zat i on. manager </ nane>
<val ue>or g. apache. hadoop. hi ve. gl . security. aut hori zati on.

St or ageBasedAut hori zat i onPr ovi der </ val ue>

</ property>

<property>

<nanme>hi ve. security. aut henti cat or. manager </ name>

<val ue>or g. apache. hadoop. hi ve. gl . security. ProxyUser Aut henti cat or </
val ue>
</ property>
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For a remote Hive metastore database, use the following hi ve- si t e. xim property
value to set the IP address (or fully-qualified domain name) and port of the metastore
host. To enable HiveServer2, leave this property value empty.

<property>
<nane>hi ve. net ast or e. uri s</ nane>

<val ue>thrift://$metastore. server. full.hostnane: 9083</ val ue>
<description>URl for client to contact netastore server. To enable
Hi veServer 2, |eave the property value enpty. </description>
</ property>

E

7. If you are using a MySQL database for your Hive Metastore, run the following scripts to
upgrade the Metastore:

You can also use the HDP utility script to fine-tune your configuration
settings based on node hardware specifications.

e /usr/lib/hivelscripts/netastore/upgrade/ nysql/upgrade-0.11. O-
to-0.12. 0. nysql . sql

e« /usr/lib/hivelscripts/netastore/upgrade/ nysql /upgrade-0.12. 0-
to-0.13. 0. nysql . sql

8. Edit hive-site.xml to set the value of datanucleus.autoCreateSchema to true:

<property>

<nane>dat anucl eus. aut oCr eat eSchenma</ nane>

<val ue>t rue</ val ue>

<descri pti on>Creates necessary schema on a startup if one doesn't exist</
descri pti on>

</ property>

9. Edit hive-site.xml to update the value of hive.metadata.export.location to the new, joint
hive-hcatalog jar (previously hcatalog-core.jar):

<property>

<nane>hi ve. net adat a. export .| ocati on</ nanme>

<val ue>export H VE_AUX JARS_PATH=/ usr/|i b/ hi ve- hcat al og/ shar e/ hcat al og/
hi ve- hcat al og-core. jar</val ue>
</ property>

10Start the Hive Metastore service.

Logi n as $H VE_USER
nohup hi ve --service netastore>$H VE LOG DI R/ hi ve. out 2>$H VE_LOG DI R/ hi ve.
log &

11Start HiveServer2. On the Hive Metastore host machine, execute the following
command:

sudo su -1 $H VE USER -c "nohup /usr/li b/ hive/bin/hiveserver2 -hiveconf

hive. metastore.uris=" ' -hiveconf hive.log.file=hs2.10g -hiveconf hive.l og.
dir=/grid/0/var/log/hive > /grid/0/var/log/hivelhive.out 2> /grid/0/var/l og/
hi ve/ hive.l og &"
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where
* $H VE_USERIs the Hive Service user. For example, hi ve.

e $H VE_LOG DI Ris the directory where Hive server logs are stored (example: / var /
| og/ hi ve).

. Before you upgrade, stop any job in a RUNNING or SUSPENDED state before you
upgrade:

oozie job -oozie http://]ocal host: 11000/ cozie -kill 14-20090525161321- oozi e-
j oe

. Execute the following command on the Oozie server and client machines:
* For RHEL/CentOS:
rm-rf [usr/lib/ooziel

rm-rf /var/lib/ooziel
yuminstall oozie

e For SLES:

Run the following commands:

zypper rm oozie
zypper install oozie

¢ For Ubuntu or Debian:

apt-get install oozie

. Remove your old Oozie configuration. First change permisisons on 00zi e-t ontat -
conf and then remove the / usr /1 i b/ oozi e/ conf directory.

chnmod -R 777 /etc/alternatives/oozi e-tontat-conf/conf
rm/usr/libl/oozielconf

. Create a symlink for/ usr/1i b/ oozi e/ conf to/ et c/ oozi e/ conf.

In -s /etc/oozielconf /usr/lib/oozielconf

. You must replace your configuration after upgrading. Copy / et ¢/ 0ozi e/ conf from
the template to the conf directory on each oozie server and client.

. Change the JDBC config to match your Oozie database. The entries to edit are:

oozi e. servi ce. JPASer vi ce. jdbc. dri ver
oo0zi e. servi ce. JPASer vi ce. j dbc. url

For example, for MySQL, use:

00zi e. servi ce. JPAServi ce. jdbc. driver = com nysql.jdbc.Driver
oozi e. servi ce. JPAServi ce.jdbc.url = jdbc:nysql://$my_server:ny_port/oozie?
cr eat eDat abasel f Not Exi st =t r ue
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7. Copy the JDBC jar to libext-customer.

a. Createthe/usr/1i b/ oozie/libext-custoner directory.

cd /usr/lib/oozie
nkdi r |i bext-custoner

b. Grant read/write/execute access to all users for the libext-customer directory.

chmod -R 777 /usr/lib/ooziellibext-custoner
8. Copy the JDBC jar of your Oozie database to the libext-customer directory. For example,

if you are using MySQL, copy your nysql - connector-java.jar to/usr/lib/
oozi e/l ibext-custoner and/usr/1ib/ooziel/libtools.

E

9. Copy these files to the libext-customer directory

HDP 2.1 does not provide the MySQL jar. You can download one from
MySQL, when you download mysql-connector-java here.

cp /usr/lib/hadoop/!lib/hadoop-|zo*.jar /usr/lib/ooziellibext-customer
cp /usr/share/ HDP- oozi e/ ext-2.2.zip /usr/lib/ooziellibext-custoner/

10Extract share-lib.

cd /usr/lib/oozie
tar xzvf /[usr/lib/ooziel//oozie-sharelib.tar.gz

su -1 hdfs -c "hdfs dfs -rnr /user/oozie" <!--remove your old oozdi e user
dir-->

su -1 hdfs -c "hdfs dfs -nkdir -p /user/oozie" <!--create new oozi e user
dir-->

su -1 hdfs -c "hdfs dfs -copyFroniLocal /usr/lib/ooziel/share /user/oozie/."

You may see complaints that some files exist. This is an expected behavior.

su -1 hdfs -c "hdfs dfs -chown oozi e: hadoop /user/ oozi e"
su -l hdfs -c "hdfs dfs -chnmod -R 755 /user/ oozie"

11.Run upgrade as the Oozie user. Do not run as the root user to execute this.

su $00ZI E_USER
[usr/lib/ooziel/bin/ooziedb. sh upgrade -run

12.Prepare the Oozie WAR file. Run as root:

sudo su -1 oozie -c "/usr/lib/oozielbin/oozie-setup.sh prepare-war -d /usr/
|'i b/ oozi e/l ibext-custoner"

Look for console output to indicate success. For example, if you are using MySQL you
should see something similar to:

I NFO Addi ng extension: |ibext-custoner/nysql-connector-java.jar
New OCozie WAR file with added 'JARs' at /var/lib/ooziel/oozie-server/webapps/
00zi e. war

13Replace the content of / user/ oozi e/ shar e in HDFS. On the Oozie server host:
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a. Extract the Oozie sharelib into a t np folder.

nkdir -p /tnp/oozie_tnp

cp /usr/lib/oozieloozie-sharelib.tar.gz /tnp/oozie_tnp
cd /tnp/oozie_tnmp

tar xzvf oozie-sharelib.tar.gz

b. Back up the/ user/ oozi e/ shar e folder in HDFS and then delete it. If you have any
custom files in this folder back them up separately and then add them back after the
share folder is updated.

su -1 hdfs -c "hdfs dfs -copyToLocal /user/oozie/share /tnp/oozie_tnp/
oozi e_share_backup”
su -| hdfs -c "hdfs dfs -rm-r /user/oozie/share"

¢. Add the latest share libs that you extracted in step 1. After you have added the files,
modify ownership and ACL.

su -1 hdfs -c "hdfs dfs -copyFromiocal /tnp/oozie tnp/share /user/ooziel.

su -1 hdfs -c "hdfs dfs -chown -R oozie: hadoop /user/oozie"
su -1 hdfs -c "hdfs dfs -chnmod -R 755 /user/oozie"

14Set the 00zi e. servi ce. Wor kf | owAppSer vi ce. syst em | i bpat h in oozie-site.xml
to the right path of sharelib in hdfs.

<property>
<nane>o00zi e. servi ce. Wr kf | owAppSer vi ce. syst em | i bpat h</ name>
<val ue>/user/$
{user. nane}
/sharel/li b</val ue>
<descri pti on>
System |ibrary path to use for workfl ow applications.
This path is added to workflow application if their job properties sets
the property 'oozie.use.systemlibpath' to true.
</ descri pti on>
</ property>

15Start Oozie. Run as root.

sudo su -1 oozie -c "cd /grid/0/var/log/oozie; /usr/lib/oozielbin/oozie-
start.sh"

16 Check processes.

ps -ef | grep -i oozie

1. Install WebHCat.

¢ For RHEL/CentOS:

yum install hive-webhcat webhcat-tar-hive webhcat-tar-pig
* For SLES:

Run the following command:
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zypper install hive-webhcat webhcat-tar-hive webhcat-tar-pig

¢ For Ubuntu or Debian:

apt-get install webhcat-tar-hive webhcat-tar-pig
Also see the instructions on manually deploying the WebHCat instance provided here.

2. Copy the appropriate configurations from / et c/ hcat al og/ conf to/ et c/ hi ve-
webhcat/ conf /.

3. Copy the new Pig, Hive and Hadoop-streaming jars to HDFS using the path you specified
in./ et c/ hi ve-webhcat / conf/ and change ownership to the hcat user with 755
permissions. For example:
hdf s df s- copyFroniocal /usr/share/HDP-webhcat/ hive.tar.gz /usr/share/ HDP-
webhcat / pig.tar. gz
[usr /i b/ hadoop- mapr educe/ hadoop-streani ng.jar hdfs:///apps/webhcat/.

hdfs dfs -chnod -R 755 hdfs:///apps/webhcat/*
hdfs dfs -chown -R hcat hdfs:///apps/webhcat/*

4. Replace your WebHCat configuration after upgrading. Copy your modified/ et ¢/
webhcat / conf from the template to the configuration directory in all your WebHCat
hosts.

5. Start WebHCat:

sudo su -1 $WVEBHCAT _USER -c "/usr/lib/hive-hcatal og/ sbi n/ webhcat server. sh
start"”

6. Smoke test WebHCat. On the WebHCat host machine, execute the following command:
htt p: / / $WEBHCAT_HOST_MACHI NE: 50111/t enpl et on/ v1/ st at us

If you are using a secure cluster, excecute the following command:
curl --negotiate -u: http://cluster.$PRI NCl PAL. $REALM 50111/t enpl et on/ v1/

st at us
{"status":"ok","version":"v1"}[ nachi ne@cne] $

7. Remove shared libraries from old Templeton installation. On the WebHCat host machine,
execute the following command:

sudo su -1 $HDFS_USER -c "hadoop dfs -rnr -skipTrash /apps/tenpl eton”
rm-rf /usr/share/ HDP-t enpl et on

where
» $WEBHCAT _USER s the WebHCat Service user. For example, hcat .

e $HDFS_USER s the HDFS Service user. For example, hdf s.

1. On all the Pig clients, execute the following command:

* For RHEL/CentOS:
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yum upgrade pig
* For SLES:
Run the following commands:

zypper rm pig
zypper install pig

¢ For Ubuntu or Debian:

apt-get install pig

2. You must replace / et ¢/ hi ve-webhcat / conf/ your configuration after upgrading.
Copy / et c/ pi g/ conf from the template to the conf directory in pig hosts.

Upgrade Sqoop. On the Sqoop host machine, execute the following command:
* For RHEL/CentOS/Oracle Linux:

yum upgr ade sqoop
* For SLES:

Run the following commands:

zypper rm sgoop
zypper install sqoop

e For Ubuntu or Debian:

apt-get install sqoop

* You must replace your configuration after upgrading. Copy / et ¢/ sqoop/ conf from
the template to the conf directory in sqoop hosts.

Upgrade Flume. On the Flume host machine, execute the following command:

* For RHEL/CentOS/Oracle Linux:
yum upgr ade fl une

* For SLES:
zypper update flune
zypper renove flune

zypper se -s flunme

You should see Flume in the output. Install Flume:
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zypper install flune

When removing and installing packages, rename those files the / conf
directory that have . r pnrsave extension to original to retain the customized
configs. Alternatively, you can also use the configuration files (under the /
conf directory) you backed up before upgrading.

* You must replace your configuration after upgrading. Copy / et ¢/ f | une/ conf from
the template to the conf directory in Flume hosts.

e For Ubuntu or Debian:

apt-get install flune

By default on installation Flume does not start running immediately. To validate, replace
your default conf / f | unme. conf with the provdied f | une. conf, restart Flume, and see if
the data is flowing by examining the destination.

Use this f | ume. conf file:

1. Nanme the conponents on this agent
al.sources =rl
al.sinks = k1
al.channels = cl
2. Descri be/ configure the source
al.sources.rl.type = seq
3. Describe the sink
al.sinks. kl.type = file_rol
al. si nks. k1. channel = c1
al.sinks.kl.sink.directory = /tnp/flune
4. Use a channel which buffers events in nenory
al. channel s. cl.type = nenory
5. Bind the source and sink to the channel
al.sources.rl. channels = c1
al. si nks. k1. channel = cl

After starting Flume, check / t mp/ f | une to see if there are any files there. The files should
contain simple sequential numbers. After validating, stop Flume and revert changes to
f I ume. conf to prevent your disk from filling up.

Upgrade Mahout. On the Mahout client machines, execute the following command:

* For RHEL/CentOS/Oracle Linux:

yum upgr ade mahout

e For SLES:
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zypper renmove mahout
zypper se -s mahout

You should see Mahout in the output. Install Mahout:

zypper install mahout

When removing and installing packages, rename those files the / conf
directory that have . r pmsave extension to original to retain the customized
configs. Alternatively, you can also use the configuration files (under the /
conf directory) you backed up before upgrading.

¢ For Ubuntu or Debian:

apt-get install mahout

* You must replace your configuration after upgrading. Copy / et ¢/ mahout / conf from
the template to the conf directory in mahout hosts.

To validate mahout:

1. Create a test user:

hadoop fs -put /tnp/sanple-test.txt /user/testuser

2. Create a mahout test output directory:

hadoop fs -nkdir /user/testuser/ mahoutt est

3. Set up mahout to convert the plain text file sanpl e-t est . t xt into a sequence file
that is in the output directory mahout t est .

mahout seqdirectory --input /user/testuser/sanple-test.txt --output /user/
testuser/ mahouttest --charset utf-8

For HDP 2.1, use the Hue version shipped with HDP 2.1. If you have a previous version of
Hue, the following steps to upgrade Hue.

O If you are using the embedded SQLite database, you must perform a backup of
the database before you upgrade Hue to prevent data loss. To make a backup
copy of the database, simply do a "dump" and redirect the results to a file.

su $HUE_USER
cd /var/lib/hue
sqglite3 desktop.db .dunp > ~/desktop. bak

Execute the following command on all Hue Server host machines:
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* For RHEL/CentOS/Oracle Linux:

yum upgr ade hue

e For SLES:

zypper update hue

E

If you are using the embedded SQLite database, remember to restore your
database after upgrade.

To restore the database from a backup, make sure the destination database is
empty before copying. If necessary, rename or remove the current destination
database. Then, copy your backup to the destination database. For example:

su $HUE_USER

cd /var/lib/hue

mv deskt op. db deskt op. db. ol d
sqlite3 desktop.db < ~/desktop. bak

You can start HDFS without finalizing the upgrade. When you are ready to discard your
backup, you can finalize the upgrade.

O You must verify your filesystem health before finalizing the upgrade. After you
finalize an upgrade, you cannot roll back.

Run the following command as the $HDFS_USER:

hdf s df sadmi n -finalizeUpgrade

Install new HDP 2.1 Services:

* Tez — Apache Tez is a YARN-based processing framework that greatly improves query
response times for Hive and other YARN applications.

* Phoenix — Apache Phoenix is a SQL skin over HBase that makes it easier and faster to
build HBase applications.

» Storm — A real-time event stream processing platform that provides fixed, continuous, &
low latency processing for very high frequency streaming data.

* Falcon — Apache Falcon provides a framework for simplifying the development of data
management applications in Apache Hadoop.

* Knox — Apache Knox is the Web/REST API Gateway solution for Hadoop. It provides a
single access point for all of Hadoop resources over REST.
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25. Upgrade from HDP 2.0 to HDP 2.1
Manually

This document provides instructions on how to upgrade to HDP 2.1 from the HDP 2.0
release.

25.1.

Use the following instructions to upgrade to the latest release of HDP 2.1 from HDP 2.0:

1.

2.

8.
9.

Getting Ready to Upgrade

Upgrade Hadoop

. Start HDFS

. Upgrade ZooKeeper

. Upgrade HBase

. Upgrade Hive and HCatalog

. Upgrade Oozie

Upgrade WebHCat (Templeton)

Upgrade Pig

10.Upgrade Sqoop

11Upgrade Flume

12Upgrade Mahout

13Upgrade Hue

14 Finalize Upgrade

15.nstall New HDP 2.1 Services

e Note
4

If you need to do a maintenance release to maintenance release
upgrade, check the latest version of the release notes in the Hortonworks

Documentation.

Getting Ready to Upgrade

HDP Stack upgrade involves upgrading from HDP 2.0 to HDP 2.1 versions and adding the
new HDP 2.1 services.

O Warning

Rollback to HDP 2.0 requires an update to HDP 2.0. Contact Support for the

patch.
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The first step is to ensure you keep your HDP 2.0 configurations:
1. Back up the following HDP directories:

e / et c/ hadoop/ conf

» / et c/ hbase/ conf

e / etc/ hive-hcat al og/ conf

» /et c/ hi ve-webhcat / conf

» /et c/ hivel conf

e /etc/pig/conf

« [ et c/ sqoop/ conf

o /etc/flunmel/conf

» / et c/ mahout / conf

* /et c/ oozi e/ conf

» /et c/ hue/ conf

e [ etc/ zookeeper/ conf

» Optional - Back up your userlogs directories, ${ mapr ed. | ocal . di r}/ user| ogs.

2. Run the f sck command as the HDFS Service user and fix any errors. (The resulting file
contains a complete block map of the file system.)

su $HDFS USER
hdfs fsck / -files -blocks -locations > dfs-old-fsck-1.1o0g

where $HDFS USER is the HDFS Service user. For example, hdf s.

3. Use the following instructions to compare status before and after the upgrade:

E

a. Capture the complete namespace of the file system. (The following command does a
recursive listing of the root file system.)

The following commands must be executed by the user running the HDFS
service (by default, the user is hdf s).

su $HDFS_USER
hadoop dfs -Isr / > dfs-old-Isr-1.10g

where $HDFS_USER is the HDFS Service user. For example, hdf s.

E

In secure mode you must have kerberos credentials for the hdfs user.

207



Hortonworks Data Platform Oct 28, 2014

b. Run the report command to create a list of DataNodes in the cluster.

su $HDFS USER
hadoop dfsadmin -report > dfs-old-report-1.1o0g

where $HDFS_USER is the HDFS Service user. For example, hdf s.

c. Optional - You can copy all or unrecoverable only data storelibext-customer directory
in HDFS to a local file system or to a backup instance of HDFS.

d. Optional - You can also repeat the steps 3 (a) through 3 (c) and compare the results
with the previous run to ensure the state of the file system remained unchanged.

4. As the HDFS user, save the namespace by executing the following command:

su $HDFS_USER
hadoop df sadnmi n - saf ennde enter
hadoop df sadm n - saveNanespace

5. Backup your NameNode metadata.
a. Copy the following checkpoint files into a backup directory:
e dfs.nane.dir/edits
o df s. nane. di r/i mage/ f si mage
e df s. nane. dir/current/fsimge
b. Store the | ayout Ver si on of the namenode.
${dfs. nane. dir}/current/VERSI ON

6. Finalize any prior HDFS upgrade, if you have not done so already.

su $HDFS USER
hdf s df sadmi n -finalizeUpgrade

7. Optional - Backup the Hive Metastore database.

E

These instructions are provided for your convenience. Please check your
database documentation for the latest back up instructions.

Database Type Backup Restore
MySQL nysql dunp $dbnane > nysql $dbnanme <
$out put fi |l ename. sql For $i nput fil ename. sql For example:

example: nysql dunp hive >/ nysql hive < /tnp/nydir/
t np/ nydi r/ backup_hi ve. sql backup_hi ve. sql

Postgres sudo -u $usernane sudo -u $usernane
pg_dunp $dat abasenane > psqgl $dat abasenane <
$out put fi |l enane. sql For $i nput fil ename. sql For
example: sudo -u postgres example: sudo -u postgres
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Database Type

Backup

Restore

pg_dunp hive > /tnp/nydir/
backup_hi ve. sql

psql hive < /tnp/nydir/
backup_hi ve. sql

Oracle

Connect to the Oracle database
using sql pl us export the
database: exp user name/
passwor d@lat abase full =yes
file=output_file.dnp

Import the database: i np
user nanme/ passwor d@at abase
ile=input_file. dnmp

8. Optional - Backup the Oozie Metastore database.

E

These instructions are provided for your convenience. Please check your
database documentation for the latest back up instructions.

Database Type

Backup

Restore

MySQL

nysql dunp $dbnane >

$out put fi | enane. sql For
example: mysql dunp oozie > /
t np/ mydi r/ backup_oozi e. sql

nysql $dbname <

$i nput fil enane. sql For example:
nysqgl oozie < /tnp/nydir/
backup_oozi e. sql

Postgres

sudo -u $usernane

pg_dunp $dat abasenane >
$out put fi | enane. sql For
example: sudo -u postgres
pg_dunp oozie > /tnp/ mydir/
backup_oozi e. sql

sudo -u $usernane

psql $dat abasenane <

$i nput fil ename. sql For
example: sudo -u postgres
psql oozie < /tnp/nydir/
backup_oozi e. sql

9. Stop all services (including MapReduce) and client applications deployed on HDFS using
the instructions provided here.

10Verify that edit logs in ${ df s. nane. di r}/ nane/ current/ edi t s* are empty. These
log files should have only 4 bytes of data, which contain the edit logs version. If the edit
logs are not empty, start the existing version NameNode and then shut it down after a
new fsimage has been written to disks so that the edit log becomes empty.

1. Download the HDP 2.1 rusing a local repository or a remote repository.

2. On all nodes, clean the yum repository.

* For RHEL/CentOS:

yum cl ean al |

e For SLES:

zypper clean -a

¢ For Ubuntu or Debian:

apt-get clean all

3. Use the HDP Utility script to calculate memory configuration settings.
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4. Upgrade Hadoop
¢ For RHEL/CentOS/Oracle Linux:
yum upgr ade hadoop*
e For SLES:
zypper up hadoop* hadoop- hdfs hadoop-|zo hadoop- mapr educe hadoop-yarn

¢ For Ubuntu or Debian:
apt - get updat e
apt-get install hadoop hadoop-hdfs |ibhdfsO |ibhdfsO-dev hadoop-yarn

hadoop- mapr educe hadoop-client opensslliblzo2-2 |iblzo2-dev hadoop-I|zo
hadoop- mapr educe hadoop-yarn

5. Verify HDP 2.1 packages have installed successfully.
* For RHEL/CentOS/Oracle Linux:
yum | i st hadoop*| grep HDP-2
* For SLES:
zypper pal grep HDP-2
Verify that you have HDP 2.1 installed:
hadoop versi on

You may need to add / et ¢/ hadoop/ conf / hadoop- env. shin/ usr/ bi n/
hadoop for $JAVA_HOME.

¢ For Ubuntu or Debian:

dpkg -s HDP-2 | grep Status

To start HDFS, run commands as the $HDFS USER.

1. Start the NameNode. On the NameNode host machine, execute the following command:

su $HDFS USER
export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec
[usr/1ib/hadoop/ sbi n/ hadoop- daenon. sh start nanenode -upgrade

On a large system, this can take a long time to complete.

=

2. Verify that the NameNode is up and running:

Run this command with the -upgrade option only once. After you have
completed this step, you can bring up the NameNode using this command
without including the -upgrade option.
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ps -ef|grep -i NaneNode

3. Start the Secondary NameNode. On the Secondary NameNode host machine, execute
the following command:

su $HDFS USER

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec
[usr/1i b/ hadoop/ sbi n/ hadoop- daenon. sh start secondar ynanenode

4. Verify that the Secondary NameNode is up and running:
ps -ef| grep SecondaryNaneNode

@

Start DataNodes. On all the DataNodes, execute the following command:

If you are working on a non-secure DataNode, use $HDFS_USER. For a secure
DataNode, use root.

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec
[usr /i b/ hadoop/ sbi n/ hadoop- daenon. sh start dat anode

6. Verify that the DataNode process is up and running:
ps -ef| grep Dat aNode
7. Verify that NameNode can go out of safe mode.

hdf s df sadmi n -saf enpde wait
Saf ennde is OFF

In general, it takes 5-10 minutes to get out of safemode. For thousands of nodes with
millions of data blocks, getting out of safemode can take up to 45 minutes.

Analyze if the filesystem is healthy.
1. Run the fsck command on namenode as $HDFS_USER:
hdfs fsck / -files -blocks -locations > dfs-newfsck-1.1o0g
2. Run hdfs namespace and report.
* List directories.
hdfs dfs -lIsr / > dfs-newlsr-1.10g
¢ Run report command to create a list of DataNodes in the cluster.
hdf s df sadmin -report > dfs-newreport-1.1o0g

3. Compare the namespace report before the upgrade and after the upgrade. Verify that
user files exist after upgrade.

dfs-ol d-fsck-1.1og < -- > dfs-newfsck-1.Iog
dfs-old-Isr-1.1log < -- > dfs-newlsr-1.10g
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E

4. From the Namenode WebUI, see if all DataNodes are up and running.

You must do this comparison manually to catch all errors.

http://<namenode>: 50070

To start YARN, run commands as a YARN user. To start MapReduce, run commands as a
MapReduce user.

1. Start the ResourceManager on all your ResourceManager hosts.

su $YARN USER

export HADOOP_LI BEXEC DI R=/usr/ i b/ hadoop/|i bexec

[usr /i b/ hadoop-yarn/ sbi n/yarn- daenon. sh start resourcenmanager
ps -ef | grep -i resourcenanager

2. Start the NodeManager on all your NodeManager hosts.

su $YARN_USER

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec

[usr /i b/ hadoop-yar n/ sbi n/ yar n- daenon. sh start nodenmanager
ps -ef | grep -i nodenmnager

3. To start MapReduce, run the following commands as MapReduce user:

su $NMAPREDUCE_USER

export HADOOP_LI BEXEC DI R=/usr/|i b/ hadoop/|i bexec

[usr /i b/ hadoop- mapr educe/ sbi n/ nr - j obhi st ory- daenmon. sh --confi g /etc/hadoop/
conf start historyserver

ps -ef | grep -i jobhistoryserver

To smoke test your Hadoop upgrade, you can run the following MapReduce job.

Run this command as regular user. The job uses MapReduce to write 100MB of data

into HDFS with RandomWriter hadoop jar /usr/|i b/ hadoop- mapreduce/
hadoop- mapr educe- exanpl es- $<versi on>.jar randomwiter -

Dt est.randommrite.total bytes=10000000 test-after-upgrade. You should
see messages similar to:

map 0% reduce 0%

map 100% r educe 100%
Job ... conpl eted successfully

MapReduce works successfully. You can now upgrade your other components.

Basic troubleshooting:

1. To find the number of active nodes and NodeManagers, access the ResourceManager
web Ul:
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http://<resource manager host>: 8088/ cl ust er/ nodes
The number of active nodes should be equal to the number of nodemanagers.
2. Error messages. Access the ApplicationMaster WebUI to view the container logs.

a. Looking at your console logs for MapReduce job, there is a line in this format:

13/10/02 17:57:21 | NFO mapreduce. Job: The url to track the job: http://
<resour ce manager host >: 8088/ proxy/ appli cation_1380673658357_0007/

b. Go to the URL and select the job link.

c. Select the logs link under ApplicationMaster table. It will redirect you to the container
logs. Error messages display here.

1. Execute the following command on all the ZooKeeper nodes:

¢ For RHEL/CentOS/Oracle Linux:

yum upgr ade zookeeper

* For SLES:
Run the following commands:
zypper up zookeeper

¢ For Ubuntu or Debian:

apt - get update zookeeper

2. Replace your configuration after upgrading. Replace the ZooKeeper template
configurationin / et c/ zookeeper/ conf .

3. Start ZooKeeper. On all the ZooKeeper host machines, execute the following command:

sudo su -1 $ZOOKEEPER USER -c "source /etc/zookeeper/conf/zookeeper-env. sh;
export ZOOCFGDI R=/ et c/ zookeeper/conf; /usr/lib/zookeeper/bin/zkServer.sh
start >> $ZOOKEEPER LOG DI R/ zoo. out\ "

where
» $ZOOKEEPER USERis the ZooKeeper Service user. For example, zookeeper .

e $ZOOKEEPER LOG DI Ris the directory where ZooKeeper server logs are stored. For
example, / var /| og/ zookeeper.

1. Start the Zookeeper zkServer and NameNode services.
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2. Upgrade HBase.

Run the following commands on both the HBase Master and the RegionServers hosts.
¢ For RHEL/CentOS/Oracle Linux:

yum upgr ade hbase
* For SLES:

Run the following commands:

zypper up hbase
* For Ubuntu or Debian:

apt-get install hbase

3. Replace your configuration after upgrading. Replace the HBase template configuration
in/ et c/ hbase/ conf.

4. As the HBase user, run an upgrade:
sudo su -|I $HBASE USER -c "hbase upgrade -execute"
You should see a completed Znode upgrade with no errors.
5. Start services. Run as root:

Suppose $HBASE USER = hbase

sudo su -1 hbase -c "/usr/lib/hbase/bi n/ hbase-daenmon. sh --config /etc/hbase/
conf start master"
sudo su -1 hbase -c¢ "/usr/lib/hbase/bi n/ hbase-daenmon. sh --config /etc/hbase/

conf start regi onserver"

6. Check processes.

ps -ef | grep -i hmaster
ps -ef | grep -i hregion

In HDP 2.1 (Hive 0.13.0) the Decimal data type is now treated as the type Decimal(10,0):
10 digits of precision and 0 scale. This is a change from the variable precision and scale that
was available in Hive 0.11.0 and Hive 0.12.0, which allowed up to 38 digits of precision and
unlimited scale.

In order to avoid unintended "rounding" of decimal data, sites that were previously
running Hive 0.11.0 and Hive 0.12.0 may need to migrate tables with Decimal columns
after upgrading to Hive 0.13.0. For details, see the Apache Hive wiki. For assistance with
upgrades that involve Decimal data, please contact Hortonworks Support.

1. Stop the Hive Metastore service, if you have not done so already.

E

Make sure that the Hive metastore database is running.
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2. Upgrade Hive and HCatalog. On the Hive and HCatalog host machines, execute the
following commands:

¢ For RHEL/CentOS:

yum upgr ade hive
yum er ase hcat al og
yum instal |l hive-hcatal og

e For SLES:

Run the following commands:

zypper rm hive hcat al og
zypper install hive-hcatal og
zypper install bigtop-toncat

¢ For Ubuntu or Debian:

apt - get update hive hcatal og

3. Upgrade the Hive Metastore database schema.

$HI VE_HOVE/ bi n/ schemat ool - upgradeSchenma -dbType <$dat abaseType>
The value for $dat abaseType can be derby, mysql, oracle, or postgres.

4. Download and extract the HDP companion files. Copy the hi ve-sit e. xm filein
the confi guration_fil es/hive directory of the extracted companion files to the
et ¢/ hi ve/ conf directory on your Hive host machine. This new version of the hi ve-
site. xnl file contains new properties for HDP-2.1 features.

5. Edit the hi ve-si t e. xm file and modify the properties based on your environment.
Search for TODOin the file for the properties to replace.

a. Edit the connection properities for your Hive metastore database in hi ve-
site.xm:

<property>

<nane>j avax. j do. opti on. Connect i onURL</ nane>

<val ue>j dbc: nysql : // TODO H VE- METASTORE- DB- SERVER: TODO- HI VE-
METASTORE- DB- PORT/ TODO- HI VE- METASTORE- DB- NAME?cr eat eDat abasel f Not Exi st =
true</val ue>

<descri pti on>Enter your Hi ve Metastore Connection URL, for exanple if

MySQ.: j dbc: nysql://| ocal host: 3306/ nysql ?cr eat eDat abasel f Not Exi st =t r ue</
descri pti on>
</ property>

<property>
<nane>j avax. j do. opt i on. Connect i onUser Nane</ nanme>
<val ue>TODO Hl VE- METASTORE- DB- USER- NAME</ val ue>
<descri pti on>Enter your Hi ve Metastore database user nane. </
descri pti on>
</ property>

<property>
<nane>j avax. j do. opti on. Connect i onPasswor d</ hame>
<val ue>TODO- HI VE- METASTORE- DB- PASSWORD</ val ue>
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<descri pti on>Enter your Hive Metastore database password. </
descri ption>
</ property>

<property>
<name>j avax. j do. opti on. Connecti onDri ver Nane</ name>
<val ue>TODO Hl VE- METASTCORE- DB- CONNECTI ON- DRI VER- NAME</ val ue>
<descri pti on>Enter your Hi ve Metastore Connection Driver Nane, for
exanple if MySQ.: com nysql.jdbc. Driver</description>
</ property>

Optional: If you want Hive Authorization, set the following Hive authorization
parameters in the hi ve- si t e. xm file:

<property>
<name>hi ve. security. aut hori zati on. enabl ed</ nanme>
<val ue>t r ue</ val ue>

</ property>

<property>

<name>hi ve. securi ty. aut hori zati on. manager </ nane>

<val ue>or g. apache. hadoop. hi ve. gl . security. aut hori zati on.
St or ageBasedAut hori zat i onPr ovi der </ val ue>
</ property>

<property>
<name>hi ve. security. net ast ore. aut hori zat i on. manager </ nane>
<val ue>or g. apache. hadoop. hi ve. gl . security. aut hori zati on.

St or ageBasedAut hori zat i onPr ovi der </ val ue>

</ property>

<property>

<nanme>hi ve. security. aut henti cat or. manager </ nanme>

<val ue>or g. apache. hadoop. hi ve. gl . security. ProxyUser Aut hent i cat or </
val ue>
</ property>

For a remote Hive metastore database, use the following hi ve- si t e. xim property
value to set the IP address (or fully-qualified domain name) and port of the metastore
host. To enable HiveServer2, leave this property value empty.

<property>
<nane>hi ve. net ast or e. uri s</ nane>
<val ue>thrift://$metastore. server.full.hostnane: 9083</ val ue>
<description>URl for client to contact netastore server. To enable
Hi veServer 2, |eave the property value enpty. </description>

</ property>

E

6. Disable autocreation of schemas to match HDP 2.1 configurations.

You can also use the HDP utility script to fine-tune your configuration
settings based on node hardware specifications.

Edit hive-site.xml to set the value of datanucleus.autoCreateSchema to false.
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<property>

<nane>dat anucl eus. aut oCr eat eSchenma</ nane>

<val ue>f al se</val ue>

<descri ption>Creates necessary schema on a startup if one doesn't exist.</
descri ption>
</ property>

7. Start Hive. On the Hive Metastore host machine, execute the following command:

sudo su -1 $H VE _USER -c "nohup hive --service netastore > $H VE_LOG DI R/
hi ve. out 2> $H VE_LOG DI R/ hi ve. |l og &"

8. Start Hive Server2. On the Hive Server2 host machine, execute the following command:

sudo su -1 $H VE_USER -c "nohup /usr/lib/ hive/bin/hiveserver2 -hiveconf
hi ve. metastore.uris=\" \" > $H VE_LOG DI F/ hi veserver 2. out 2> $H VE_LOG Dl K/
hi veserver 2.1 og &
where
* $H VE_USERIs the Hive Service user. For example, hi ve.

e $H VE_LOG DI Ris the directory where Hive server logs are stored (example: / var /
| og/ hi ve).

1. Before you upgrade, stop any job in a RUNNING or SUSPENDED state before you
upgrade.

2

a. Check for running and suspended jobs using the following commands

Proceeding with an Oozie upgrade when you have running or suspended
jobs might cause the upgrade to fail or result in data corruption.

oozie jobs -oozie http://local host: 11000/ ocozie -filter status=SUSPENDED
oozi e jobs -oozie http://1ocal host: 11000/ oozie -filter status=RUNNI NG

b. If both commands return results showing that there are no jobs matching the criteria,
you can proceed with the upgrade:

0ozie jobs -oozie http://local host: 11000/ ocozie -filter status=SUSPENDED
No Jobs match your criterial

c. If either of the commands returns a list of jobs similar to the following example, you
should terminate each job before proceeding:

0ozie jobs -oozie http://local host: 11000/ ocozie -filter status=SUSPENDED
Job I D App Nane Status User Group Started Ended
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0000005- 150710151956050- oozi e- 0ozi - W Spar k SUSPENDED oozi e - 2015-09-16
16: 47 GMI 2015-09-16 16:47 GVI

0000004- 150710151956050- oozi e- 0ozi - W Pi g1 SUSPENDED oozi e - 2015-09-16
16: 46 GMI 2015-09-16 16:46 GVI

0000003- 150710151956050- 0ozi e- 00zi - W Pi g1 SUSPENDED oozi e - 2015-09-11
00: 02 GMI 2015-09-11 00: 02 GMI

oozi e jobs -oozie http://|ocal host: 11000/ oozie -filter status=RUNNI NG
Job I D App Nane Status User Group Started Ended

0000007-150710151956050- oozi e- 0ozi - W Spar k RUNNI NG oozi e - 2015-09-16
16: 52 GMI 2015-09-16 16: 52 GVI

0000006- 150710151956050- 00zi e- oozi - W For k_Exanpl e RUNNI NG oozi e -
2015-09- 16 16:52 GMTI 2015-09- 16 16:52 GVI

d. Terminate each running or suspended job using the following command:

oozie job -oozie http://local host: 11000/ cozie -kill
0000007-150710151956050- oozi e- oozi - W

2. Execute the following command on the Oozie server and client machines:
* For RHEL/CentOS:
yum upgr ade oozi e
e For SLES:
Run the following commands:
zypper up oozie
* For Ubuntu or Debian:
apt-get install oozie

3. You must replace your configuration after upgrading. Copy / et ¢/ 0ozi e/ conf from
the template to the conf directory on each oozie server and client.

4. Change the JDBC config to match your Oozie database. The entries to edit are:

oozi e. servi ce. JPAServi ce. j dbc. dri ver
oozi e. servi ce. JPASer vi ce. j dbc. url

For example, for MySQL, use:
oozi e. servi ce. JPAServi ce. jdbc. driver = com nysql .jdbc. Driver

oozi e. servi ce. JPAServi ce. jdbc.url = jdbc:nysqgl://$ny_server:ny_port/oozi e?
cr eat eDat abasel f Not Exi st =t r ue

5. Copy the JDBC jar to libext-customer.
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a. Createthe/ usr/1i b/ oozi e/libext-custoner directory.

cd /usr/lib/oozie
nkdir |ibext-custoner

b. Grant read/write/execute access to all users for the libext-customer directory.

chmod -R 777 /usr/|ib/ooziellibext-customner
6. Copy the JDBC jar of your Oozie database to the libext-customer directory. For example,

if you are using MySQL, copy your nysql - connect or-j ava.jar to/usr/Ilib/
oozi e/l i bext-customer and/usr/|ib/oozie/libtools.

E

7. Copy these files to the libext-customer directory

HDP 2.1 does not provide the MySQL jar. You can download one from
MySQL, when you download mysql-connector-java here.

cp /usr/lib/hadoop/lib/hadoop-1zo*.jar /usr/lib/ooziellibext-custoner
cp /usr/share/ HDP- oozi e/ ext-2.2.zip /usr/|ib/ooziellibext-custoner/

8. Extract share-lib.
cd /usr/lib/oozie
tar xzvf /[usr/lib/ooziel//oozie-sharelib.tar.gz

su -1 hdfs -c "hdfs dfs -nkdir -p /user/oozie"
su -l hdfs -c "hdfs dfs -copyFronLocal /usr/lib/ooziel/share /user/ooziel."

You may see complaints that some files exist. This is an expected behavior. Delete any
exisitng / 00zi e/ shar e and replace it with the newly extracted files.

su -1 hdfs -c "hdfs dfs -chown oozi e: hadoop /user/oozie"
su -1 hdfs -c "hdfs dfs -chnod -R 755 /user/oozie"

9. Run upgrade as the Oozie user. Do not run as the root user to execute this.

su $00ZI E_USER
[usr/lib/ooziel/bin/ooziedb. sh upgrade -run

10Prepare the Oozie WAR file. Run as root:

sudo su -1 oozie -c "/usr/lib/oozielbin/oozie-setup.sh prepare-war -d /usr/
l'i b/ oozi e/l i bext - cust oner "

Look for console output to indicate success. For example, if you are using MySQL you
should see something similar to:

I NFO Addi ng extension: |ibext-customer/nysqgl-connector-java.jar
New Oozie WAR file with added 'JARs' at /var/lib/ooziel/oozi e-server/webapps/
00zi e. war

11Replace the content of / user/ oozi e/ shar e in HDFS. On the Oozie server host:

a. Verify that all the Oozie jobs have been successfully stupped by running the following
commands:
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0ozie jobs -oozie http://local host: 11000/ ocozie -filter status=SUSPENDED
oozi e jobs -oozie http://local host: 11000/ oozie -filter status=RUNNI NG

If either of these commands indicates suspended or running jobs, you should repeat
step 1 before proceeding.

b. Extract the Oozie sharelib into a t nmp folder.

nkdir -p /tnp/oozie_tnp

cp /usr/lib/oozieloozie-sharelib.tar.gz /tnp/oozie_tnp
cd /tnp/oozie_tnp

tar xzvf oozie-sharelib.tar.gz

c. Back up the/ user/ oozi e/ shar e folder in HDFS and then delete it. If you have any
custom files in this folder back them up separately and then add them back after the
share folder is updated.

su -1 hdfs -c "hdfs dfs -copyTolLocal /user/oozie/share /tnp/oozie_tnp/
oozi e_share_backup"
su -1 hdfs -c "hdfs dfs -rm-r /user/ooziel/share"

d. Add the latest share libs that you extracted in step 1. After you have added the files,
modify ownership and ACL.

su -1 hdfs -c "hdfs dfs -copyFromiocal /tnp/oozie_tnp/share /user/ooziel.

su -1 hdfs -c "hdfs dfs -chown -R oozie: hadoop /user/oozie"
su -1 hdfs -c "hdfs dfs -chnpd -R 755 /user/oozie"

12Set the 00zi e. servi ce. Wr kf | owAppSer vi ce. syst em | i bpat h in oozie-site.xml
to the right path of sharelib in hdfs.

<property>
<nane>o00zi e. servi ce. Wr kf | owAppSer vi ce. syst em | i bpat h</ name>
<val ue>/ user/ $
{user. nane}
[ share/li b</val ue>
<descri pti on>
System |ibrary path to use for workfl ow applications
This path is added to workflow application if their job properties sets
the property 'oozie.use.systemlibpath' to true.
</ descri pti on>
</ property>

13Start Oozie. Run as root.

sudo su -1 oozie -c "cd /grid/0/var/log/oozie; /usr/lib/oozielbin/oozie-
start.sh"

14Check processes.

ps -ef | grep -i oozie

1. Upgrade WebHCat.
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* For RHEL/CentOS:

yum upgr ade hi ve-webhcat webhcat-tar-hi ve webhcat-tar-pig
e For SLES:

Run the following command:

zypper up hive-webhcat webhcat-tar-hive webhcat-tar-pig

¢ For Ubuntu or Debian:

apt-get install webhcat-tar-hive webhcat-tar-pig
Also see the instructions on manually deploying WebHCat instance provided here.

2. You must replace your configuration after upgrading. Copy / et ¢/ webhcat / conf from
the template to the conf directory in webhcat hosts.

3. Start WebHCat:

sudo su -1 $WEBHCAT _USER -c "/usr/li b/ hi ve-hcat al og/ shi n/ webhcat _server. sh
start"

4. Smoke test WebHCat. On the WebHCat host machine, execute the following command:
htt p: // $WEBHCAT _HOST_MACHI NE: 50111/t enpl et on/ v1/ st at us

If you are using a secure cluster, excecute the following command:

curl --negotiate -u: http://cluster.$PRI NCl PAL. $REALM 50111/t enpl et on/ v1/
st at us
{"status":"ok","version":"v1"}[ nachi ne@cne] $

1. On all the Pig clients, execute the following command:
* For RHEL/CentOS:
yum upgr ade pig
* For SLES:
Run the following commands:
zypper up pig
* For Ubuntu or Debian:

apt-get install pig

2. You must replace your configuration after upgrading. Copy / et ¢/ pi g/ conf from the
template to the conf directory in pig hosts.
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Upgrade Sqoop. On the Sqoop host machine, execute the following command:

* For RHEL/CentOS/Oracle Linux:

yum upgr ade sqoop

e For SLES:
Run the following commands:
zypper up sqoop

* For Ubuntu or Debian:
apt-get install sqoop

* You must replace your configuration after upgrading. Copy / et ¢/ sqoop/ conf from
the template to the conf directory in sqoop hosts.

Upgrade Flume. On the Flume host machine, execute the following command:

* For RHEL/CentOS/Oracle Linux:

yum upgr ade fl une

* For SLES:
zypper update flume
zypper renove flune
zypper se -s flunme

You should see Flume in the output. Install Flume:

zypper install flume

When removing and installing packages, rename those files the / conf
directory that have . r pnsave extension to original to retain the customized
configs. Alternatively, you can also use the configuration files (under the /
conf directory) you backed up before upgrading.

* You must replace your configuration after upgrading. Copy / et ¢/ f | urme/ conf from
the template to the conf directory in Flume hosts.

e For Ubuntu or Debian:

apt-get install flune
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By default on installation Flume does not start running immediately. To validate, replace
your default conf / f | unmre. conf with the provdied f | une. conf, restart Flume, and see if

the data is flowing by examining the destination.

Use this f | une. conf file:

1. Nane the conponents on this agent
al.sources =rl
al.sinks = k1
al.channels = cl

2. Descri be/ configure the source
al.sources.rl.type = seq

3. Describe the sink
al.sinks.kl.type = file_rol
al. si nks. k1. channel = c1
al.sinks.kl.sink.directory = /tnp/flune

4. Use a channel which buffers events in nenory

al. channel s. cl.type = nenory

5. Bind the source and sink to the channel
al.sources.rl.channels = ci
al. si nks. k1. channel = c1

After starting Flume, check / t mp/ f | une to see if there are any files there. The files should
contain simple sequential numbers. After validating, stop Flume and revert changes to

f I unme. conf to prevent your disk from filling up.

Upgrade Mahout. On the Mahout client machines, execute the following command:

* For RHEL/CentOS/Oracle Linux:
yum upgr ade mahout
* For SLES:

zypper renove mahout
zypper se -s mahout

You should see Mahout in the output. Install Mahout:

zypper install nahout

When removing and installing packages, rename those files the / conf

directory that have . r pnsave extension to original to retain the customized
configs. Alternatively, you can also use the configuration files (under the /

conf directory) you backed up before upgrading.

e For Ubuntu or Debian:

apt-get install mahout
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* You must replace your configuration after upgrading. Copy / et ¢/ mahout / conf from

the template to the conf directory in mahout hosts.

To validate mahout:

1.

Create a test user:

hadoop fs -put /tnp/sanple-test.txt /user/testuser

. Create a mahout test output directory:

hadoop fs -nkdir /user/testuser/ mahoutt est

. Set up mahout to convert the plain text file sanpl e- t est . t xt into a sequence file
that is in the output directory mahout t est .

mahout seqdirectory --input /user/testuser/sanple-test.txt --output /user/
testuser/ mahouttest --charset utf-8

For HDP 2.1, use the Hue version shipped with HDP 2.1. If you have a previous version of
Hue, the following steps to upgrade Hue.

O If you are using the embedded SQLite database, you must perform a backup of

the database before you upgrade Hue to prevent data loss. To make a backup
copy of the database, simply do a "dump" and redirect the results to a file.

su $HUE_USER
cd /var/lib/hue
sqglite3 desktop.db .dunp > ~/ deskt op. bak

Execute the following command on all Hue Server host machines:

* For RHEL/CentOS/Oracle Linux:

yum upgr ade hue hue-common hue- beeswax hue-hcat al og hue- pi g hue-oozi e

e For SLES:

zypper up hue hue-common hue- beeswax hue- hcat al og hue-pi g hue-oozie

=

If you are using the embedded SQLite database, remember to restore your
database after upgrade.

To restore the database from a backup, make sure the destination database is
empty before copying. If necessary, rename or remove the current destination
database. Then, copy your backup to the destination database. For example:
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su $HUE_USER

cd /var/lib/ hue

nv deskt op. db deskt op. db. ol d

sqlite3 desktop.db .dunmp < ~/desktop. bak

You can start HDFS without finalizing the upgrade. When you are ready to discard your
backup, you can finalize the upgrade.

X

Run the following command as the $HDFS_USER:

You must verify your filesystem health before finalizing the upgrade. After you
finalize an upgrade, you cannot roll back.

hdfs df sadm n -finalizeUpgrade

Install new HDP 2.1 Services:

* Tez — Apache Tez is a YARN-based processing framework that greatly improves query
response times for Hive and other YARN applications.

* Phoenix — Apache Phoenix is a SQL skin over HBase that makes it easier and faster to
build HBase applications.

» Storm — A real-time event stream processing platform that provides fixed, continuous, &
low latency processing for very high frequency streaming data.

* Falcon — Apache Falcon provides a framework for simplifying the development of data
management applications in Apache Hadoop.

* Knox — Apache Knox is the Web/REST API Gateway solution for Hadoop. It provides a
single access point for all of Hadoop resources over REST.
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Use the following instructions to uninstall HDP:
1. Stop all the installed HDP services.
2. If HCatalog is installed, execute the following command on all the cluster nodes:

¢ For RHEL/CentOS/Oracle Linux:

yum renmove hcat al og\ *

e SLES:

zypper renove hcat al og\ *

¢ Ubuntu:

sudo apt-get renove hcatal og\*

3. If Hive is installed, execute the following command on all the cluster nodes:

For RHEL/CentOS/Oracle Linux:

yum r enove hive\*

SLES:

zypper renove hive\*

¢ Ubuntu:

sudo apt-get renove hive\*

4. If HBase is installed, execute the following command on all the cluster nodes:

For RHEL/CentOS/Oracle Linux:

yum renove hbase\ *

SLES:

zypper renove hbase\*

¢ Ubuntu:

sudo apt-get renove hbase\*
5. If ZooKeeper is installed, execute the following command on all the cluster nodes:

* For RHEL/CentOS/Oracle Linux:

yum r enove zookeeper\*

e SLES:

zypper renove zookeeper\*
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¢ Ubuntu:
sudo apt-get renobve zookeeper\*
6. If Oozie is installed, execute the following command on all the cluster nodes:
* For RHEL/CentOS/Oracle Linux:
yum renove oozie\*
e SLES:
zypper renobve 00zie\*
* Ubuntu:
sudo apt-get renbve oozie\*
7. If Pig is installed, execute the following command on all the cluster nodes:
* For RHEL/CentOS/Oracle Linux:
yum renove pig\*
 SLES:
zypper renove pig\*
* Ubuntu:
sudo apt-get renpve pig\*

8. If compression libraries are installed, execute the following command on all the cluster
nodes:

yum r enove snappy\ *
yum r enove hadoop-| zo\*

9. If Knox is installed, execute the following command on all the gateway host:

¢ For RHEL/CentOS/Oracle Linux:
yum renove knox\*
e SLES:
zypper renove knox\*
* Ubuntu:
sudo apt-get renove knox\*
10Uninstall Hadoop. Execute the following command on all the cluster nodes:
yum renove hadoop\ *

11.Uninstall ExtJS libraries and MySQL connector. Execute the following command on all the
cluster nodes:
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yum renove extjs-2.2-1 nysql-connector-java-5.0.8-1\*
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