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Configuring Ranger Authentication with UNIX, LDAP, or AD

Configuring Ranger Authentication with UNIX, LDAP, or AD

Configuring Ranger Authentication with UNIX, LDAP, or AD

This section describes how to configure the authentication method that determines who is allowed to login to the
Ranger web interface. The options are local Unix, AD, or LDAP.
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Configure Ranger Authentication for UNIX

How to configure Ranger to use Unix for user authentication.

About thistask

Y ou can configure Ranger authentication in two ways:

» During installation: Ranger Customize Services > Advanced tab > Ranger Settings
e Afteringtalation: Ambari > Ranger > Configs > Advanced > Ranger Settings
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Configure Ranger Authentication for AD

Procedure
1. Fromthe Ranger Settings tab:

a) Enter the external URL, e.g. http://my-vm.hortonworks.com:6080.

b) Under Authentication method, select UNIX.

¢) Under HTTP enabled, make a selection. This option enables you to select HTTP/HTTPS communication for
Ranger admin console. If you disable HTTP, only HTTPS is alowed. HTTP is enabled by default.

2. From the UNIX Authentication Settingstab, enter the following values:

Table 1: UNIX Authentication Settings

usersync module is running the UNIX
Authentication Service.

Configuration Property Description Default Value Example Value Requi

Allow remote Login Flag to enable/disable remote login via | TRUE TRUE No.
UNIX Authentication Mode.

ranger.unixauth.service.hostname The FQDN where the ranger-usersync | localhost myunixhost.domain.com Yes, i
moduleis running (along with the sel ect
UNIX Authentication Service).

ranger.unixauth.service.port The port number where the ranger- 5151 5151 Yes, i

sel et

Configure Ranger Authentication for AD

How to configure Ranger to use AD for user authentication.

About thistask

Y ou can configure Ranger authentication in two ways:

* During installation: Ranger Customize Services > Advanced tab > Ranger Settings

« Afteringtalation: Ambari > Ranger > Configs > Advanced > Ranger Settings

Add Service Wizard

Exieral URL

WTTP enabied

o OB400, ambar apache.org 5080

ez et LDKF

O ACTIVE RRECTORY
UN
NONE

r

ranger, kdap A fase.on e eEAmphe, Do s
Fanger.kdap ad mind an anger_ug,ldap,_bind_anj]

FENgEn, A g Bind
Dazmwon

Dseveairs haiivsd {Owly o e A =AW, T

AL

FRNQET.kap a0 el




Configuring Ranger Authentication with UNIX, LDAP, or AD Configure Ranger Authentication for AD

Procedure

1. Fromthe Ranger Settings tab:
a) Enter the external URL, e.g. http://my-vm.hortonworks.com:6080.
b) Under Authentication method, select ACTIVE_DIRECTORY.

¢) Under HTTP enabled, make a selection. This option enables you to select HTTP/HTTPS communication for
Ranger admin console. If you disable HTTP, only HTTPS is alowed. HTTP is enabled by default.

2. From the AD Settingstab, enter the following values:

Property Description Default value Samplevalues
ranger.ldap.ad.base. dn The Distinguished Name (DN) dc=example,dc=com dc=example,dc=com

of the starting point for directory

server searches.
ranger.ldap.ad.bind.dn The full Distinguished Name {{ranger_ug_ldap_bi nd_dn}} {{ranger_ug_ldap_bi nd_dn}}

(DN), including Common Name
(CN) of an LDAP user account
that has privileges to search for
users. Thisisamacro variable
vauethat is derived from the
Bind User value from Ranger
User Info > Common Configs.

ranger.ldap.ad.bind.password Password for the bind.dn. This
isamacro variable value that
is derived from the Bind User
Password value from Ranger
User Info > Common Configs.

Domain Name (Only for AD) The domain name of the AD dc=example,dc=com
Authentication service.

ranger.ldap.ad.referral* See below. ignore follow | ignore | throw

ranger.ldap.ad.url The AD server URL. Thisis {{ranger_ug_ldap_url }} {{ranger_ug_ldap_url }}
amacro variable value that is
derived from the LDAP/AD

URL value from Ranger User
Info > Common Configs.

ranger.ldap.ad.user.searchfilter The search filter used for Bind {{ranger_ug_ldap_us {{ranger_ug_ldap_us
Authentication. Thisisamacro | er_searchfilter}} er_searchfilter}}
variable value that is derived
from the User Search Filter value
from Ranger User Info > User
Configs.

3. Optional: Custom ranger-admin-site Settings for Active Directory:
a) Select Custom ranger-admin-site, then click Add Property.




Configuring Ranger Authentication with UNIX, LDAP, or AD Configure Ranger Authentication for AD

¥ AD Settings

ranger.ldap.ad.domain lecalhost & C

ranger.ldap.ad.ur Idap:/fad xasecura. nat-388 I -

b LDAP Settings

» Advanced I'Hngﬁr-ﬁﬂr'l"ll'l-ﬁltﬂ-

P Advanced ranger-env

¥ Advanced ranger-ugsync-site

*  Custom admin-propertias

T Custom ranger-admin-sia

Add Property ...

b Custom ranger-site
¥ Custom ranger-ugsync-site
*  Custom usersync-properties

b) Thefollowing table shows the Custom ranger-admin-site settings required for Active Directory (AD)

authentication:
Key Value
ranger.ldap.ad.base.dn dc=example,dc=com
ranger.Idap.ad.bind.dn cn=adadmin,cn=Users,dc=example,dc=com
ranger.ldap.ad.bind.password Secret123!
ranger.ldap.ad.referral* follow | ignore | throw

*  Custom ranger-site

ranger.dap.ad. base. dn do=axampha,dc=com [+ =]
ranger.ldap.ad.bind.dn cn=adadmin,cn=LUsers dc=axample,dc=com o 9
ranger.dap.ad.bimd, sacret123! [+ =
password

ranger.ldap.ad.referral follow -+ - |
Add Property

*

There are three possible values for ranger.Idap.ad.referral: follow, throw, and ignore. The recommended setting is
follow.

When searching a directory, the server might return several search results, along with afew continuation
references that show where to obtain further results. These results and references might be interleaved at the
protocol level.




Configuring Ranger Authentication with UNIX, LDAP, or AD Configure Ranger Authentication for LDAP

*  When this property is set to follow, the AD service provider processes all of the normal entriesfirst, and then
follows the continuation references.

«  When this property is set to throw, al of the normal entries are returned in the enumeration first, before
theReferral Exception is thrown. By contrast, a "referral” error response is processed immediately when this
property is set to follow or throw.

*  When this property is set to ignore, it indicates that the server should return referral entries as ordinary entries
(or plain text). This might return partial results for the search. In the case of AD, a PartialResultException is
returned when referrals are encountered while search results are processed.

Configure Ranger Authentication for LDAP

How to configure Ranger to use LDAP for user authentication.

About thistask
Y ou can configure Ranger authentication in two ways:

* During installation: Ranger Customize Services > Advanced tab > Ranger Settings
o Afteringtalation: Ambari > Ranger > Configs > Advanced > Ranger Settings
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Procedure

1. Fromthe Ranger Settings tab:
a) Enter the external URL, e.g. http://my-vm.hortonworks.com:6080.
b) Under Authentication method, select LDAP.

¢) Under HTTP enabled, make a selection. This option enables you to select HTTP/HTTPS communication for
Ranger admin console. If you disable HTTP, only HTTPS is alowed. HTTP is enabled by default.
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2. From the LDAP Settingstab, enter the following values:

Property Description Default value Samplevalues
Group Search Base {{ranger_ug_ldap_group_searchbase}}

Group Search Filter {{ranger_ug_ldap_group_searchfilter}}

LDAP URL {{ranger_ug_ldap_url}}

Bind User {{ranger_ug_ldap_bind_dn}}

Bind User Password N/A

User Search Filter (uid={0})

ranger.ldap.base.dn dc=example,dc=com
ranger.Idap.group.roleattribute cn

ranger.ldap.referral See below. ignore follow|throw|ignore
ranger.ldap.user.dnpattern uid={ 0} ,ou=users,dc=xasecure,dc¥net

There are three possible values for ranger.Idap.ad.referral: follow, throw, and ignore. The recommended setting is
follow.

When searching a directory, the server might return several search results, along with afew continuation
references that show where to obtain further results. These results and references might be interleaved at the
protocol level.

*  When this property is set to follow, the AD service provider processes al of the normal entriesfirst, and then
follows the continuation references.

« When this property is set to throw, al of the normal entries are returned in the enumeration first, before the
Referral Exception is thrown. By contrast, a"referral" error response is processed immediately when this
property is set to follow or throw.

* When this property is set to ignore, it indicates that the server should return referral entries as ordinary entries
(or plain text). This might return partial results for the search. In the case of AD, a PartialResultException is
returned when referrals are encountered while search results are processed.

Ranger AD Integration

A conceptual overview of Ranger-AD integration architecture.
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Ranger AD Integration: Architecture Overview
Authorization and Auditing w/ Ranger

< (WebUl) Ranger Administration Portal )

Enterprise
Users
| !
-
-
e

— - Ranger

.. Hease RN 4 Plugin Kok

Plugin 4
SIS Ranger W N Ranger e —————
Hive server2 Plugin Plugin L Kafka
I |ﬂﬁ Ranger Ranger
\ Plugin Plugin “
! Ranger Ranger
% Plugin Plugin w
Currently Supported in Ranger
HOF 2.5 o
 HortassorsInc. 3011 - 01 AN Rights Reserved Plugin W

When a Ranger plugin for acomponent (like HBase or HDFS) is activated, Ranger will bein full control of any
access. Thereisatwo-way communication between the Ranger plugin and Ranger (Admin) Policy Server (RPS):

Hadoop Components

s

1. Pluginsto RPS: Ranger pluginsregularly call the RPSto seeif new policies were defined in the Ranger
Administration Portal (RAP). Generally allow for 30 sec. for a policy to be updated.

2. RPSto components: The RPS queries the component for meta objects that live on the component to base policies
upon (this provides the autocomplete and dropdown list when defining policies.)

The first communication channel (Pluginsto RPS) is essential for the plugin to function whereas the second (RPS to
components) is optional. It would still be possible to define and enforce policiesif the second does not work, but you
will not have autocomplete during policy definition.

Configuration details on both communication channels are configured on both Ambari configuration for the
component and on the RAP.

Example for HDFS plugin:
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Ranger AD Integration

Enable Ranger for HDFS

Ranger repository config
password

Ranger repository config
user

commeon.name.for,
catificate

hadoop.rpe.protection

Palicy user for HOFS

¥ Advanced ranger-hofs-¢

xasocure policymgr,
clientss] keystore

xasecure policymgr,
clientssl keystore.
credential file

xasecura.policymgr.
clientssl keystore.
password

xasecura.policymgr.
clientssl truststore

xasecuns policymgr.
clientssl truststore
cradential file

xasecune policymgr.
clientssl.truststore.
password

Advanced ranger-hdfs-plugin-properties

™ c

hadoop

authentication

ambari-ga

o licymgr-5s.

fusrdp/curenthadoop-client/contranger-plugin-keystore, jks

joeks/Mile{{credantial_file)}

fusr/hdp/current/hadoop-cllent/cont/ranger-plugin-truststone. ks

jceks/file{(credential _fila}}

The ‘Ranger repository config user’ isthe one that involved the second communication channel (RPS
to components) for getting metadata from HDFS (like HDFS folders) across. The settings on the HDFS

configuration have to match those set at the Ranger end (Access Manager > Resource Based Policies > HDFS >

&

10
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Ranger AD Integration

Ranger U Access Manager B Audit £ Settings
Edit Service
Service Details :
Service Name * HDP_ _hadoop
Description hdfs repo
Active Status © Enabled Disabled

Select Tag Service

Config Properties :

Username *

Password *

Namenode URL *

Authorization Enabled

Authentication Type *

Select Tag Service

hdfs://' -hdp25-m-01:8020
Yes j
Kerberos j

To verify if the paramount first communication channel (Pluginsto RPS) works can be done by having alook in the

RAP at Audit > Plugins:

Rﬂl‘lg.l’ 0 Access Manages N Audit & Settings
AR Admin Login Seveoms Plugh
a
EXpSIT Date | CET) * Sarvice Mame Plugin id
12 W01 01100 P HOP have hiveServer i hopi-mOF-HOP | hive 17228
12 M016 011200 PM HOP  have hiveServerd@  hOpS-m-0G-HOP, em 172.2%
12N N201E V10915 AM HOP e wind  hOeZS-m01HDP  adas 17226
1232016 1 1:00-14 AM HO#® s il hapdSem0t HOR arias 17336
12932006 0312 Aam HE® L el hap2Sm0t HOP das 17225
12MRR01E VIS8 PM HOF_ hafa hafiad  hoplSe03eOF 0 hafa 17126

o ademin

Lase Upaaea Teme - (EECTEDEIETT) O

Flugn ® Hitp Reaponds Coe SEatus

wikches ¥y
PO TR I PP
Poliches synced to phaghn
Poiicies synced m phagn

Podcies synoed i phapin

gpppBee

Policies synced I phagin

To verify the second communication channel (RPS to components) press the
‘Test Connection’ button (Access Manager > Resource Based Policies > HDFS >

11
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Ranger AD Integration

Authorization Enabled

Authentication Type *

hadoop.security.auth_to_local

dfs.datanode. kerberos.principal

dfs.namenode.kerberos.principal

dfs,secondary.namenode. kerberos, principal

RPC Protection Type

Common Name for Certificate

Add New Configurations

Yes ;J
Kerberos j

RULE[1:31@$0)(ambari-qa-hdp_rj

dns/l  -hdp25-m-01@FIELD.HORTQ

nnfl -hdp25m-01@FIELD.HORTC

A/l -hdp25-m-01@FIELD.HORTO

Authentication ;]

Name

ambari.service.check.user
tag.download.auth.users

policy.download.auth,users

ambari-qa

hdfs

hdfs

Value

If the settings are right you'll get:

Connected Successfully.

Ranger AD Integration: Ranger Audit

Ranger plugins furthermore send their audit event (whether access was granted or not and based on which policy)
directly to the configured sink for audits, which can be HDFS, Solr or both. Thisisindicated by the yellow arrowsin

the architectural graph.

The audit access tab on the RAP (Audit > Access) is only populated if Solr isused as sink.

12
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oo a  Frpe accen Frpe v arcem Eviaeces Coare Evumt Coumt g

This screen points out an important Ranger feature. When the plugin is enabled AND no specific policy isin place
for access to some object, the plugin will fall back to enforcing the standard component level Access Control Lists
(ACL’s). For HDFS that would be the user : rwx / group : rwx / other : rwx ACL’s on folders and files.

Once this defaulting to component ACL’ s happens the audit events show a“ - * inthe ‘Policy ID’ column instead of a
policy number. If a Ranger policy was in control of allowing/denying the policy number is shown.

Ranger AD Integration: Overview
Rangers AD Integration has 2 levels:

1. Ranger Ul authentication (which users may log on to Ranger itself?)
2. Ranger User / group sync (which users/ groups to define policies for?)

The configuration of both is done entirely on Ambari.

Ranger Ul Authentication
Reference information on Ranger Ul authentication, when configuring Ranger AD integration.

Thisisan extraAD level filter option on top of Kerberos authentication that maps to:

13
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Ranger

& Username:

& Password:

For working with AD there are 2 options for defining who can access the Ranger Ul; LDAP or
ACTIVE _DIRECTORY. Thereis not much difference between them, just another set of properties.

Some of the configuration isin fact shared with the configuration of Ranger usersync as can be seen by the property
with formats like ranger_ug_Idap_bind_dn. These properties are provided at runtime only with the value of another
property by that name.

ACTIVE_DIRECTORY

The configuration for it ison Ambari > Ranger > Configs > Advanced:

Authentication method LDAP
© ACTWWE_DIRECTORY

LUNIX

NONE
HTTP enabled o c
¥  AD Settings
ranger. idap.ad base.dn (%] OU=User Accounts, OlU=CorpUsers, DC=field DC=hortormworks, DC=com o
ranger idap.ad bind, dn {{ranger_ug_ldap_bind_dn}} [+

ranger.idap.ad.bind.

password

Domain Name (Only for FIELD. HORTONWORKS.COM

AD)

ranger idap.ad. referral fallow c
ranger.idap.ad.urf {{ranger_ug_Idap_ur(]} ¢
ranger. ldap.ad. user, [sAMACCountNames={0}) [+
searchfilter

The ranger.ldap.ad.base.dn determines the base of any search, so users not on this OU tree path can not be
authenticated.

14
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The ranger.ldap.ad.user.searchfilter is a dynamic filter that maps the user name in the Ranger Web Ul login screen to
SAMAccountName. For example, the AD sAMAccountName property has example values like k.reshi and d.alora so
make sure to enter a matching value for * Username’ in the logon dialogue.

With ACTIVE_DIRECTORY it is not possible to limit the scope of users that can access Ranger Ul any further by
refining the ranger.ldap.ad.user.searchfilter even further to :

(& (memberOf=CN=Hdp_admins,OU=Company,OU=User
Accounts,OU=CorpUsers,DC=field,DC=hortonworks,DC=com)(sAMAccountName={ 0} ))

This does NOT work with the ACTIVE_DIRECTORY option.
LDAP
The other LDAP related properties do alow for more fine tuning:

¥ Ranger Settings

External URL http// -hdp25-m-02:6080 c
Authentication method O LDAP

ACTIVE_DIRECTORY

UNIX

NONE
HTTP enabled & <
¥ LDAP Settings
ranger./dap.base.dn ou OU=User Accounts, OU=Complsers, DC=field, DC=hortonworks, DC=com L+
Bind User {{ranger_ug_ldap_bind_dn}} c

Bind User Password = ssssssssasisssismsmsmsssisisasnsssassssssnns

ranger./dap.group cn c
roleattribute

ranger./dap.referral follow c
LDAP URL {{(ranger_ug_idap url}} c
ranger.|dap.user. DC=intentionally, DC=wrong c
dnpattern

User Search Filter (&lobjectclass=userimemberOfsCN=Hdp_admins,OU OU=User Accounts,OU c

Thereis 1 catch though; the ranger.ldap.user.dnpattern is evaluated first, so usually putting avaue like:
CN={ 0} ,0U=L ondon,OU=Company,OU=User Accounts,OU=CorpUsers,DC=field,DC=hortonworks,DC=com

Would work, but has 2 by-effects; first users would have to log on with their ‘long username’ (like ‘ Kvothe Reshi
/ Denna Alora) which would also mean that policies would have to be updated using that long hame in stead of the
k.reshi short name variant.

Second traversing AD by DN patterns does not allow for applying group filters at al. In the syntax above only users
directly in OU=London would be able to log on.

That adverse behavior can be worked around by intentionally putting a DN pattern (DC=intentionally,DC=wrong) in
the ranger.Idap.user.dnpattern property AND avalid filter in User Search Filter:

15
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(& (objectclass=user)(memberOf=CN=Hdp_admins,OU=Company,OU=User
Accounts,OU=CorpUsers,DC=field,DC=hortonworks,DC=com)(sAMAccountName={ 0} ))

Thisworks because thefilter is only applied after the DN pattern query on AD does not return anything. If it does,
then the User Search Filter isnot applied.

Ranger has avery simple approach to the internal user list that is kept in arelational schema. That list contains all
users that were synced with AD ever, and all those users can potentially log on to Ranger Ul. But only admin users
can really do anything policy related things on the Ranger Ul (see next section).

Beware that all thisis till only about authentication to Ranger. Someone from the ‘Hdp_admins’ group would still
not have a Ranger admin role.

Ranger Ul Authorization

Reference information on Ranger Ul authorization, when configuring Ranger AD integration.

The Ranger authorization model is quite simple. It is maintained on the Ranger Ul at Settings>Users/Groups :

Ranger UAccess Manager [ Audit & Settings
Users/Groups

Users Groups

User List

Q Search for your users

User Name Email Address Role

FANReTUSErsync Aderln |

angertagsync Admin

A user can be either anormal user or an admin:

16
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User Detail
[# Basic Info &; Change Password
User Name * Kvothe
First Name* | Kvothe o
Last Name Reshi i)

Email Address

Select Role * | ¥ Admin =|
| User |~ »
Group Rothfuss &

Only user with an Admin role can view or alter policiesin Ranger.

Ranger Usersync
Reference information on Ranger usersync, when configuring Ranger AD integration.

A vital part of the Ranger architecture is the ability to get users and groups from the corporate AD to usein policy
definitions.

Ranger usersync runs as separate daemon:

17
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Ranger AD Integration

ResourceManager / YARN

WebHCat Server / Hive

e 0 0 0o o

Stop

@ VapReduceZ
0 Tez Ranger Admin OStar‘[ed
S lin Ranger Usersync & Started
Ranger Tagsyncs 1/1 Started
© HBase
Ranger HDFS plugin Enabled
B P Ranger YARN plugin Enabled
L8 Sqoop Ranger Hive plugin Enabled
©@ Oozie Ranger HBase plugin Enabled
@ ZooKeeper Ranger Atlas plugin Enabled
@ Falcon [ Ranger Kafka plugin Enabled
® Ambari Infra Ranger Knox plugin Enabled
@ Ambari Metrics
@ Atas
@ Kafka
© Knox
@ Log Search
It can also be (re)started separately from Ambari:
© Ranger Admin / Ranger Started .
Ranger KMS Server / Ranger KMS Started -
Ranger Usersync / Ranger Started -

Turn On Maintenance Mode

Zeppelin Notebook / Zeppelin No...

Started

-

Ranger User sync Configuration

Usersync has alot of moving parts and can have very different outcomes. Two main sets of properties govern the way

users and groups are synchronized.

Without Enable Group Sear ch First (a setting on the tab Group Configs) the primary access pattern is user based
and groups will only be searched/added based on the usersit findsfirst. In contrast, with Enable Group Search First
enabled, the primary access pattern is group based (in turn based on the group search filter) and users will only be
searched/added based on the group membershipsit finds first

18
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Sync Source

Usemama Attribute

sAMACcountName

User Object Class

Lger

User Search Base

OU=CorplUsers, DC=fleld, DC=hortonworks, DC=com

Usar Saarch Filler

JimemberOf=CN=Hdp_admins,Ol= ,OU=User Accounts, OU=CorplUsers, DC=field, DC=horton

User Search Scope

Usar Group Name Attribute

sAMAccountName

Group User Map Sync

Enable User Search

Val ue of ‘User Search Base’
OU=Cor pUser s, DC=f i el d, DC—hortonvvorks DC=com

Val ue of ‘User Search Filter’:
(| (menber OF =CN=Hdp_admi ns, OU=Conpany, OU=User

Account s, OQU=Cor pUser s, DC=fi el d, DC=hor t onwor ks, DC=comn)
(menber OF =CN=Hdp_user s, OQ=Conpany, OU=User

Account s, OU=Cor pUser s, DC=f i el d, DC=hort onwor ks, DC=com) )

Val ue of ‘User Group Nane Attribute’:
sAMAccount Nanme

19
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Ranger User Info

Enabla User Sync

Sync Source

LDAP/AD =
Common Configs  User Configs  Group Configs

Enable Group Sync

Group Member Artribute

member

Group Name Attnbute

rame

Group Obpect Class

group

Group Search Base

OuU= JOU=User Accounts,OU=CormpUsers, DC=field, DC=hortonworks,DC=com

Group Search Filler

CN=Hdp_users)(CNsHdp_adrmins])

Enable Group Search First

Val ue of ‘G oup Search Base':
(] (CN=Hdp_user s) (CN=Hdp_admi ns))

User search

Group User search

Beware that the filters on group level limit the returns on the user search and vice versa. In the graph above if the left
oval would be the results of al users queried by the settings on the User configs and the right oval all users queried
by Group configs settings, the eventual set of users that make it to the Ranger usersync is the overlap between the
two.

20
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Hortonworks therefore recommends to have the filters on both ends set exactly the same to potentially have a 100%
overlap in the ovals.

In the example configuration given the scope of the usersync would be all members of both the groups ‘Hdp_admins’
and ‘Hdp_users'.

Theresult in Ranger User list:
[ Ghers o3

Uroups

User List

Liner Mame il Addres [ Uner Source Groups Viibibty

HAAEa0aaanantd

Regarding the other switches on the user and group sync pages, best of both worlds isto have Enable Group Search
First and Enable User Search enabled at the same time.

The logging of arun of the usersync deamon can be retrieved from /var/log/ranger/usersync/usersync.log on the
server hosting Ranger Admin. A successful run might output logging like below:

From that log it clearly shows that the groups are synced first and that all users belonging to those groups are then
retrieved according to its own settings, after which the user parts are enriched/overwritten by the returns from the user
queries.

Beware:

If you don’t enable Enable User Search that enrichment does NOT happen. Logging for such arun looks like this:
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The result in Ranger Ul are other user names (LongUserName) derived from ‘member’ group attributes full DN. You

get the long name * James Kirk’ in the Ranger userlist in stead of j.kirk.

Ranger does not treat those as one and the same user:

O Audit

Ranger

UAccess Manager © Settings

systemd-bus-proxy
ambi_ranger_ademin
slider

sssd

rangerioakup

N R EEL

LRl

Policies that were defined for user ‘k.reshi’ will not map to the user ‘Kvothe Reshi’ and vice versa. To prevent any
confusion it is probably best to delete the long username versions from Rangers userlist.

Beware:

On thefirst page of Rangers user list there are lots of HDP system users. Most of them were put there by the Ranger

installer and during the plugins installs:

Ranger DAccess Manager [ Audit & Settings

@ Search for your users

User Name Email Address

2eppein

logsearch

HOG000000000G0G006060RAA

JE0AG00AA0AEARAAAAAAAE

User Source

) ,
] ﬂgﬂgﬂﬂﬁﬂ

ifi

ja0aaa0aaa
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Do NOT remove those system users!

There are basic access policies based on those system users designed to keep a Ranger governed HDP component
working after Ranger is given all control over that components authorizations. Without those policies/users many
HDP components will be in serious trouble.

Ranger User M anagement

Reference information on Ranger user management, when configuring Ranger AD integration.

Bast
Auri
Felurian

Cinder

m Set Visibility

Visibility

User can be easily remove from Ranger by checking the username in the list and hit the red Delete button. Ranger
takes care of referential integrity so that user will also be removed from any policy.

Known Issue: Ranger Group Mapping

For Ranger AD integration, there is an issue with Ranger not being able to map a user on agroup ‘Hdp_admins' to a
policy that allows/denies access to the group ‘Hdp_admins'. The issue is on the capital characters that might be on a
AD group name definition.

Most HDP components get the group information for a user viathe SSSD daemon. When asked for the groups the
user ‘d.threpe’ belongs to we get:

[centos@ ] k- hdp25-m 01 ~]$ groups d.threpe
d.threpe : domai n_users hdp_adm ns hadoop

So ‘hdp_admins’ al in lower case. Ranger does not treat this as the same value as ‘Hdp_admins’ which came viathe
group sync and was applied to some policies.

There is no way to make the group sync write or retrieve the group names all in lower case since thereisno AD
attribute that rewritesit in lowercase.

Thisissue can be worked around fortunately (till it gets solved). The solution is to define alocal group in Ranger asa
shadow group of areal group from AD, but then all in lower case:
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Ty —
slider m
sssd | External |
Hdp_users
Hdp_admins m
hdp_admins Im
hdp_users Im

If we now create policies and use that lower case ‘shadow’ group literal the result isthat policies are correctly
mapped to the AD groups again:

Ranger DAccess Manager [3 Audit & Settings

Service Manager

List of Policies : HDP_ " atlas

HD#® atlas Policies

Q Search for your policy

Policy ID Policy Name Status Audit Logging Groups
S all - taxonomy { Enabled [ Enabled | | Hdp_admins | hdp_users | hdp_admins
10 all - operation  Enabled [ Enabled | | Hdp_admins | hdp_admins | hdp_users |
" all - type  Enabled Enabled | | Help_admins | hdp_admins | hdp_users
12 all - entity [ Enabled  Enabled | | Hdp_admins | hdp_users.
13 all - term [ Enabled [ Enabied | | Hdp_admins | hdp users | hdp_admins

*The ‘Hdp_admins' entry does not have to be there, it is shown for clarification only. ‘hdp_admins’ is necessary to
make it work.
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