Configuring Knox SSO 3

Configuring Apache Knox SSO

Date of Publish: 2018-07-15

http://docs.hortonwor ks.com


http://docs.hortonworks.com

Contents

Setting Up KNOX SSO......uiiiiiiieeiie et s ettt sseesseesneesnnes 3
Configuring an Identity Provider (1dP).......cccoeieiiiiie e 3
Configuring an LDAP/AD Identity Provider (IAP)......coovie ittt st s seeen 4
Configuring an Okta Identity Provider (IAP).......coeoeieiiieecieeeee sttt a et snesre e e 6
Enable Knox SSO Using the AmMDbari CL1 ... 8

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN....10



Configuring Knox SSO Setting Up Knox SSO

Setting Up Knox SSO

Knox SSO provides web Ul SSO (Single Sign-on) capabilities to your cluster. Knox SSO enables your usersto login
once and gain accessto cluster resources. To set up Knox SSO, you will configure an identity provider, enable SSO
using the Ambari CL1, and then manually configure various component settings.

Context

The flexibility of the Apache Knox authentication and federation providers allows KnoxSSO to provide normalization
of authentication events through token exchange, resulting in acommon JWT (JSON WebToken)-based token.

KnoxSSO provides an abstraction for integrating any number of authentication systems and SSO solutions, and
enables participating web applications to scale to those solutions more easily. Without the token exchange capabilities
offered by KnoxSSO, each component Ul would need to integrate with each desired solution on its own. With
KnoxSSO, they only need to integrate with the single solution and common token.

Configuring Knox SSO Workflow Overview
There are two waysto set up Knox SSO:

* LDAP/AD: Usesthe default form-based identity provider, Shiro. Use thisif you have an Active Directory
deployment.

e SAML: Usesthe pac4j provider and integrates with the identity provider Okta. Use this if you integrate with an
external identity provider.

To set up Knox SSO with LDAP/AD, complete the following workflow:

Install Knox.

Configure Ambari Authentication for LDAP/AD.

Configure an LDAP/AD ldentity Provider (1dP).

Enable Knox SSO using the Ambari CLI.

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN.
Restart all servicesthat require arestart via Ambari.

To set up Knox SSO with SAML/Okta, complete the following workflow:

1. Install Knox.

2. Configure an Okta ldentity Provider (1dP).
3. Set up Knox SSO viathe Ambari CLI.
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. Set up Knox SSO via Component Config Files.
. Restart all servicesthat require arestart via Ambari.

For information on what services are supported for Knox SSO, see the “Knox Supported Services Matrix”.

Related Information
Knox Supported Services Matrix

Configuring an Identity Provider (IdP)

Knox has two identity providers. form-based (for LDAP/AD) and SAML (for Okta).
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Configuring an LDAP/AD ldentity Provider (IdP)

The form-based identity provider (IdP) isthe default identity provider for KnoxSSO out of the box and isinstalled by
Ambari. Thisform-based 1dP is used for LDAP/AD.

Pre-requisites

L DAP authentication must be configured for Ambari and that it be the same LDAP server as Knox SSO is using for
form-based |dP. See “ Configuring Ambari Authentication for LDAP/AD”.

Reference

Theinstalled configuration of the provider leverages the Shiro provider which attempts to authenticate a request by
looking for HTTP basic credentials.

Instead of responding with an HTTP basic challenge, however, the browser is redirected to the KnoxAuth application
to present the user with aform in which to submit username and password.

knoxsso.xml with Shiro provider

The following knosso.xml topology file illustrates the use of the Shiro provider, the hosting of the knoxauth
application, and the configuration of the KNOXSSO service itself.

The typical Shiro provider configuration is augmented with new parameters for achieving the behavior described
above.

The restrictedCookies parameter is used to add the WWW-Authenticate header in order to suppressthe HTTP basic
challenge.

The redirectToUrl parameter is used to indicate where to redirect the browser rather, than issuing an HTTP basic
challenge.

Note, aso, the application element which is used to indicate that a given application isto be hosted by the Knox
gateway and how it relates to the redirectToUrl parameter in the Shiro provider.

The knoxsso.xml topology describes the manner in which a client acquires a KnoxSSO websso cookie/token. The
Shiro provider allows the integration LDAP/AD with HTTP Basic Auth credentials.

<t opol ogy>
<gat eway>
<provi der >
<r ol e>webappsec</rol e>
<name>WebAppSec</ nane>
<enabl ed>t r ue</ enabl ed>
<par ane
<nanme>xfrane. opti ons. enabl ed</ nanme>
<val ue>t rue</ val ue>
</ par an»
</ provi der >
<pr ovi der >
<rol e>aut henti cati on</rol e>
<nanme>Shi r oPr ovi der </ nane>
<enabl ed>t r ue</ enabl ed>
<par anp
<nane>sessi onTi neout </ nanme>
<val ue>30</ val ue>
</ par an»
<par an
<nane>r edi r ect ToUr | </ nane>
<val ue>/ gat eway/ knoxsso/ knoxaut h/ | ogi n. ht m </ val ue>
</ par an»
<par an
<nane>r estri ct edCooki es</ nane>
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val ue>

<val ue>org.

<nane>nai n.

<val ue>r emenber me, WAV Aut hent i cat e</ val ue>
</ par an®
<par ane
<name>nai n. | dapReal nx/ name>
<val ue>or g. apache. hadoop. gat eway. shi r or eal m KnoxLdapReal nx/

</ par an®
<par an®
<nane>nai n. | dapCont ext Fact or y</ nane>

apache. hadoop. gat eway. shi r or eal m KnoxLdapCont ext Fact or y</ val ue>
</ par ane
<par an®>
<name>nai n. | dapReal m cont ext Fact or y</ name>
<val ue>$l dapCont ext Fact or y</ val ue>
</ par an»
<par an®
<name>nmai n. | dapReal m user DnTenpl at e</ name>
<val ue>ui d={ 0}, ou=peopl e, dc=hadoop, dc=apache, dc=or g</ val ue>
</ par an®
<par ane
<name>nai n. | dapReal m cont ext Fact ory. ur | </ nane>
<val ue>l dap: / /| ocal host : 33389</ val ue>
</ par ane
<par an®>
<nanme>nai n. | dapReal m aut hent i cat i onCachi ngEnabl ed</ name>
<val ue>f al se</ val ue>
</ par an»
<par anp

| dapReal m cont ext Fact ory. aut henti cat i onMechani snx/ name>
<val ue>si npl e</ val ue>

</ par an»

<par ane
<name>urls./**</ nane>
<val ue>aut hcBasi c</ val ue>

</ par an®

</ provi der >
<pr ovi der >

<rol e>i dentity-assertion</rol e>
<nane>Def aul t </ name>
<enabl ed>t r ue</ enabl ed>

</ provi der >
<provi der >

<r ol e>host map</rol e>
<nane>st at i c</ name>
<enabl ed>t r ue</ enabl ed>
<par anmr<name>| ocal host </

nane><val ue>sandbox, sandbox. hort onwor ks. conk/ val ue></ par an»
</ provi der >
</ gat eway>

<appl i cati on>
<name>knoxaut h</ name>
</ appl i cation>

<servi ce>

<r ol

e>KNOXSSO</ r ol e>

<par anp

<name>knoxsso. cooki e. secur e. onl y</ name>
<val ue>t rue</ val ue>

</ par an®
<par anp

<nane>knoxsso. t oken. ttl </ name>
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<val ue>30000</ val ue>
</ par an®
<par an>
<name>knoxsso. redi rect.whitelist.regex</nanme>
<val ue>"https?:\/\/(c64\d\d\. anbari\. apache\. org| | ocal host |
127\.0\.0\.1]0:0:0:0:0:0:0:1]::1):[0-9]. *$</ val ue>
</ par an®
</ service>
</t opol ogy>

The following parameters must be updated to match your environment:

e redirectToUrl
e main.ldapRealm.userDnTemplate
e main.ldapReal m.contextFactory.url

e You can point this to the demo LDAP server (Idap://localhost:33389) or your own LDAP server.
» knoxsso.redirect.whitelist.regex

Related Information
Configuring Ambari Authentication for LDAP/AD

Configuring an Okta I dentity Provider (1dP)

Apache Knox with KnoxSSO + pac4j provider enables the use of a number of new authentication and SSO solutions
for accessing and devel oping KnoxSSO-enabled applications (including Ambari, Ranger, service Uls and custom
built applications that utilize REST APIsthrough Knox.) This section illustrates the integration of the Oktaidentity
service offering by leveraging the pac4j provider SAML capabilities in Apache Knox.

Reference

A similar flow to what is described below would be available for Ambari and Ranger, or any KnoxSSO participating
application.

As opposed to the KnoxSSO form-based IdP, where the actual form is hosted by a Knox hosted authentication app,
SAML IdPs need to have KnoxSSO instances configured within the SAML solution as participating in the SAML
SSO flow as a service provider. This generally requires the creation of an “Application” in Okta and other providers
which will contain the required endpoints and metadata required for verifying requests for login and redirecting users
back to KnoxSSO after the authentication event is successful.

knoxsso.xml with Okta

The knoxsso.xml topology file will need to be changed from the form-based IdP configuration to the SAML-based
IdP by swapping the Shiro provider with the pac4j provider for Knox.

The knoxsso.xml topology describes the manner in which a client acquires a KnoxSSO websso cookie/token. The
pac4j federation provider allows the integration of a number of authentication solutions. In this case, the openid
connect capability is being leveraged to integrate the cloud-based PrivaK ey identity service.

The following topology file is an example for use with Okta.

<t opol ogy>
<gat eway>
<provi der >
<rol e>f ederati on</rol e>
<nane>pac4j </ name>
<enabl ed>t r ue</ enabl ed>
<par an
<name>pac4j . cal | backUr | </ nane>
<val ue>https://ww. | ocal . com 8443/ gat eway/ knoxsso/ api / vl/ websso</
val ue>
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</ par an®>

<par anp
<nane>cl i ent Nane</ nane>
<val ue>SAM_2d i ent </ val ue>
</ par ane

<par an®
<name>samnl . i dentityProvi der Met adat aPat h</ nane>
<val ue>htt ps://dev-122415. okt apr evi ew. com app/
exk5nc5z1xbFKb7nHOh7/ sso/ sam / net adat a</ val ue>
</ par ane

<par ane

<nane>sanl . servi ceProvi der Met adat aPat h</ nanme>
<val ue>/t np/ sp- net adat a. xm </ val ue>
</ par an»

<par an®
<name>sanl . servi ceProvi der Enti tyl d</ nane>
<val ue>https://ww. | ocal . com 8443/ gat eway/ knoxsso/ api / vl/ websso?
pac4j Cal | back=t rue&anp; cl i ent _name=SAM_20 i ent </ val ue>
</ par an»
</ provi der >
<provi der >
<rol e>i dentity-assertion</rol e>
<nanme>Def aul t </ name>
<enabl ed>t r ue</ enabl ed>
<par ane
<name>pri nci pal . mappi ng</ name>
<val ue>guest @xanpl e. comrguest ; </ val ue>
</ par an»
</ provi der >
</ gat eway>

<servi ce>
<r ol e>KNOXSSO</ r ol e>
<par an>
<name>knoxsso. cooki e. secur e. onl y</ nanme>
<val ue>t rue</val ue>
</ par an»
<par an®>
<name>knoxsso. t oken. tt| </ nane>
<val ue>100000</ val ue>
</ par an»
<par an
<name>knoxsso. redirect.whitelist.regex</name>
<val ue>"https?:\/\/(wwh .| ocal \.conjl ocal host| 127\.0\. O\. 1|
0:0:0:0:0:0:0:1]::1):[0-9]. *$</ val ue>
</ par an»
</ service>
</t opol ogy>

In the above example, we have configured the Okta application to assert the user’s ID as their email address. In order
to leverage this as the identity, we need to map it to a username that will be valid within the cluster. The identity
assertion provider above does a simple mapping from a known email address to a known username. More appropriate
assertion provider usage would likely be to use the regex assertion provider that would allow you to extract the
username from the email address.

We currently do not have support for establishing groups from the SAML assertion and must rely on the participating
applications to do a group lookup based on the username.
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Related Information
Oktainformation on SAML-based SSO
Configuring the SAML application using the Okta SAML App Wizard

Enable Knox SSO Using the Ambari CL |

To enable Knox SSO (Single Sign-on) for your cluster, you must begin with the Ambari CLI wizard. It prompts you
for SSO settings and propagates them across your cluster. The wizard then configures SSO for Atlas, Ambari, and
Ranger Uls.

About thistask

When you enable SSO, unauthenticated users who try to access a service (e.g., Ambari, Atlas, etc), are redirected to
the Knox SSO login page for authentication. This makes signing into services faster and easier, with fewer credentials
to remember.

Before you begin
The Ambari Server must be running and you must be logged in as root.

Procedure

1. From the command line, begin the SSO setup wizard: ambari-server setup-sso.
2. When prompted, enter your Ambari Admin credentials.
3. Depending on your configuration, choose a path:

e If SSOisnot configured, it prompts Do you want to configure SSO authentication.

e Enter y to continue through the wizard.
¢ Enter nto exit the wizard.
« |f SSO isalready configured, it prompts Do you want to disable SSO authentication.

e Entery to disable SSO for Ambari and the services (if services were being managed). Then it exits the
wizard.

< Enter n to continue through the wizard.

4. Enter the provider URL using the format: https://<hostname>:8443/gateway/knoxsso/api/v1/websso.
https://dw-weekly.field.hortonworks.com: 8443/gateway/knoxsso/api/v1/websso

5. Populate the Public Certificate PEM:
a) Export the Knox certificate: ./knoxcli.sh export-cert --type PEM

[root @w weekly bin]# ./knoxcli.sh export-cert --type PEM
Certificate gateway-identity has been successfully exported to: /usr/
$REPQ $VERSI ON knox/ dat a/ security/ keyst ores/ gat eway-identity. pem

b) Copy the contents of thefile, excluding the ----- BEGIN CERTIFICATE----- and ----- END
CERTIFICATE-----.

[ root @w weekly bin]# ./knoxcli.sh export-cert --type PEM
Certificate gateway-identity has been successfully exported to: /usr/
$REPQ $VERSI ON/ knox/ dat a/ securi ty/ keyst ores/ gat eway-i dentity. pem
[root @w weekly bin]# vi /usr/$REPQ $VERSI ON knox/ dat a/ security/
keyst ores/ gat eway-identity. pem

----- BEG N CERTI FI CATE- - - - -

M | oqToof o6gfwl f f gl | f JG+oql 7YUWGEQYJKoql hvoNf QZFf OF wGTZLM k& 1UZf hMoVWMK GTf L
f gNVf f gTf FRI 03QxGTf Lf gNVf f o Tf FRI 03QxGgf Nf gNVf f o Tf Khhg&voGZNM sGf 1UZox MZVGVq
GGZoM YT 1UZf xM gHot G2VI f 2x5LnmgpgWkkLmhvonRvf nGrvont qLm\vf Tf ZFwOx O 2MTUx Nj U0
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M ff FwOxOTf 2MIUxNj UOM f f MHUxoqf Jf gNVf f YTT | VTMQOwowYGVQQ ZwRUg XNOMQOwowYGVQCH
ZWRUg XNOMBWEQYGVQKZWg | YWRVT 3f x GTT Lf gNVf f sTf FRI 03QxKG nf gNVf f MTH2R3LXAE qW s
ZS5nf W/sqo5of 3J0f 253f 3Jr oy5j f 20wgg8waEQYJKoql hvoNf Qzf f &F &gYOf M GIf oGF f M s9Q6M
f 4f 4AUssf / Y f pfr 7k3Gx8v0/

VI unb6OL3M Ov YQFt NSvGWETZ25QBYHOV G 4f r i 91 qwj 6qwWzZYW

RQUTI xui OGPi MhK70onmLf | ngpoGYNSJ3/ shf QUoyN7+Ji | nYYn/

rJvt 4Yt 362gGvJynf sZGGKko

j ohFAvOFLoqG gM f f ZwGQYJKoql hvoNf QZFf f GgYZf ZormmBZTJJuf WAvf p8CE1Qx7J4i 0Y6G69
qgf 76j 40n8f qGgRVf oKYvr | ZuJdsZKHpl PGht nVt gHEYYf 6vf f SXoMpp5qf vZLf gnR1IHNI 60Zq
qf 7J9gn9MPZql r f 5/ kOGY85W0UUK Vot RLj sK/ ni Hhoj GKf f Jr ok7hMJo7TYWf Q

————— END CERTI FI CATE- - - - -

¢) When prompted Public Certificate PEM (empty line to finish input), paste the contents of the cert.pem file.

M | ogToof o6gfw ff gl | fJG+oqgl 7YUWEQYIKoql hvoNf QZFf &F wGTZLM kG 1UZf hMbWIWKGTf L
f gNVf f gTf FRI 03QxGTf Lf gNVf f o Tf FRI 03QxGqf Nf gNVf f o Tf Khhg®voGZNM sGf 1UZox MZVGVq
GGZoMb YT 1UZf xM gHot G2VI f 2x5LngpgWkLmhvonRvf nGrvont qLm\vf Tf ZFwWOx OGF 2MTUx Nj U0
M f f FwOxOTf 2MIUx N UOM f f MHUxoqf Jf gNVf f YT | VTMQOwowYGVQQ ZwRUg XNOMOwowYGVQCH
ZWRUg XNOMBWARYGVQRKZwWgl YWRV T 3f xGTf Lf gNVf f sTf FRI 03QxKG nf gNVf f MTH2R3LXA gW s
ZS5nt W/sgo5of 3J0f 253f 3Jr oy5j f 20wgq8wGQYJKoql hvoNf Qzf f F GgYOf M GIf oG f M s9Q6M
f 4f 4AUssf / Yf f pf r 7k3Gx8vO0/

VI unb6OL3M Ov YQFt NSvGWETZ25QRBYHOV G 4f r i 91 gwj 6gwWzZYW

RQUTI xui OGPi MhK70onmnLf | ngpoGYNSJ3/ shf QUoyN7+Ji | nYYn/

rJvt 4Yt 362gGvJynf sZGEKko

j ohF4vOFLogqG gM f f ZwGQYJKogl hvoNf QZFf Of &gYZf ZormBZTJJuf WAvT p8CB1Qx7J4i 0Y6G69
ggf 76j 40h8f qGgRVf oKYvr | ZuJsZKHpl PCGht nVt gHGBYYT 6vf f SXoMh3op5qf vZLf qnR1IHNI 60Zq
gf 739gn9MPZgl r f 5/ kOGY85wWO0UUk Vgot RLj sK/ ni Hhoj GKf f Jr ok7hMJo7TYW Q

6. When prompted Use SSO for Ambari [y/n] (n)?, enter Y to use or N to not use SSO for Ambari.

Ambari does not need to be configured for SSO in order for the services to be configured for SSO (and vice-
versa).

7. When prompted Manage SSO configurations for eligible services[y/n] (n)?, enter your selection.

 y beginsthe service SSO setup wizard.
* nexitsthe SSO setup wizard, saving your PEM setup and Ambari SSO selections.

If you choose Y, the configurations for each eligible service are changed depending on the your selection when
prompted.

If you choose N, Ambari does not alter the existing configuration for any service. Thisisimportant if the cluster
was set up using Blueprints and you do not want Ambari to change the SSO settings explicitly set.

8. If you chosey, you are prompted Use SSO for all services[y/n] (y)?.

e yautomatically setsup SSO for all available services.
« nenters SSO set up for each individual service, allowing you to choose for which services you wish to enable
SSO.
9. For the IWT Cookie name (), hadoop-jwt is the default.

10. Leave JWT audiences list empty.
The prompt returns Ambari Server 'setup-sso' completed successfully.

11. Select Ambari > Actions > Restart All Required to restart all other services that require arestart.
Example

Example Knox SSO via ambari-server setup-sso

[ root @w weekly ~]# $JAVA HOVE/ bi n/ keyt ool -export -alias gateway-identity
-rfc -file cert.pem-keystore /usr/$REPQ current/knox-server/datal/security/

keyst or es/ gat eway. j ks

[root @w weekly ~]# cd /usr/$REPQ current/knox-server/bin

[ root @w weekly bin]# ./knoxcli.sh export-cert --type PEM

Certificate gateway-identity has been successfully exported to: /usr/$REPQ

$VERSI OV knox/ dat a/ securi ty/ keyst or es/ gat eway-i dentity. pem
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[root @w weekly bin]# vi /usr/$REPQ $VERSI ON knox/ dat a/ security/keystores/
gat eway-identity. pem
/1 <copy the certificate>

[ root @w weekly ~]# anbari-server setup-sso
Usi ng python /usr/bin/python

Setting up SSO aut hentication properties...
Enter Ambari Admin |ogin: admin

Enter Anmbari Admi n password:

SSO is currently not configured
Do you want to configure SSO authentication [y/n] (y)? vy
Provider URL (https://knox.exanpl e.com 8443/ gat eway/ knoxsso/ api / vl/ websso):
https://dw weekly. fiel d. hortonworks.com 8443/ gat eway/ knoxsso/ api / vl/ websso
Public Certificate PEM (enpty line to finish input):
M | oqToof o6gfwi f f gl | f JG+oql 7YUWGEQYJKoql hvoNf QZFf OF wGTZLM k&F 1UZf hMo VWM GTf L
f gNVf f gTf FRI 03QxGTf Lf gNVf f oTf FRI 03QxCGqgf Nf gNVf f o Tf khhq@voGZNM sGF 1UZox MZVGVq
GGZoMYE 1UZf xM gHot @VI f 2x5LmgpgWkkLmhvonRvf nGvont gLm\vf Tf ZFwOxOGF 2MIUx N U0
M f f FwOxOTf 2MTUxNy UOM f f MHUxoqf Jf gNVF f YTT | VTMQOwowYGVQQ ZwRUg XNOMOwowYGVQRH
ZWRUg XNOMBWARYGVQRKZwWgl YWRv T 3f xGTf Lf gNVf f sTf FRI 03QXKG nf gNVf f MTH2R3LXA gW s
ZS5nf W/sgo5of 3J0f 253f 3Jr oy5j f 20wgg8waQYJKoql hvoNf Qzf f &F &gYOf M GIf oGF f M s9Q6M
f4f 4Ussf/ Yf f pf r 7k3Gx8v0/ VI unbOL3M OvYQFt NSvGWEZTZ25QBYHOV S 4f r gi 91 qwj 6gwZYW
RQUTI xui OGPi MhK70onnLf | ngpoGYNSJ3/ shf QUoyN7+Ji | nYYn/ r Jvt 4Yt 362gGvJynf sZGGKko
j ohF4AvOFLoqG gM f f ZwGQYJKoql hvoNf QZFf f GgYZf ZormBZTJJuf WAvf p8CE1Qx7J4i 0Y6 69
ggf 76j 40h8f qGqRVf oKYvr | ZuJsZKHpl PGht nVt gHGBYYT 6vf f SXoMh3pp5qf vZLf qnR1HNI 60Zq
gf 7J9qn9MPZql r f 5/ kOGY85wO0UUk Vgot RLj sK/ ni Hhoj CKf f Jr ok7hMJo7TYW Q=

Use SSO for Anbari [y/n] (n)? vy

Manage SSO configurations for eligible services [y/n] (n)? vy
Use SSO for all services [y/n] (n)? vy

JWI' Cooki e name (hadoop-jwt): hadoop-jwt

JW audi ences |ist (conma-separated), enpty for any ():
Anbari Server 'setup-sso' conpl eted successfully.

[root @w weekly ~]# anbari-server restart

What to do next

Y ou must next manually configure Knox SSO by using component configuration files. These steps are documented in
“Set up Knox SSO via Component Config Files’.

Related Information

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN
Ambari CLI Wizard for Knox SSO Reference

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppdlin,
or YARN

Asof HDP-3.0.0, SSO is enabled using the ambari-server setup-sso wizard. SSO for Ambari, Atlas, and Ranger is
automatically enabled by the wizard. To enable SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN, you must
manually change their configuration files. Users who try to access these components will be redirected to the Knox
SSO login page for authentication.

Before you begin
Y ou must be running Ambari 2.7.0.0 with HDP-3.0.0 or higher.
Y ou must have aready enabled SSO using ambari-server setup-sso.
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Configuring Knox SSO Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or
YARN

Procedure
1. In Ambari, set the following properties for your components:

* HDFS: core-site.xml

"hadoop. htt p. aut henti cati on.type":

"or g. apache. hadoop. security. aut henti cation. server. JWRedirect Aut henti cati onHandl er
"hadoop. http. aut henti cati on. public. key. pent': “3$SSOPUBLI CKEY"
"hadoop. http. aut henti cati on. aut henti cati on. provider.url":

" $SSOPROVI DERURL"

¢ Qozie: oozie-sitexml

oozi e. aut henti cati on. t ype=or g. apache. hadoop. security. aut henti cation. server. JWRedi r
0ozi e. aut henti cati on. aut henti cati on. provider.url=https://
$KNOX_HOST: 8443/ gat eway/ knoxsso/ api / v1l/ websso
0ozi e. aut henti cati on. publ i c. key. pemr$SKNOX_PUBLI C_KEY
optional : oozie.authentication. expected.jw.audi ences=$AUDI ENCES
(defaul t: EMPTY; which neans ALL)
optional : oozie.authentication.jw.cooki e=$COKI E- NAME (defaul t: hadoop-
jwt)
e MapReduce2: core-site.xml

"hadoop. htt p. aut henti cati on. type":

"or g. apache. hadoop. security. aut henti cati on. server. JWRedi rect Aut henti cati onHandl er
"hadoop. htt p. aut henti cati on. public. key. pent': “$SSOPUBLI CKEY"
"hadoop. htt p. aut henti cati on. aut henti cati on. provider.url":

" $SSOPROVI DERURL"

e Zeppelin: Advanced zeppelin-shiro-ini > shiro_ini_content

knoxJwt Real m = or g. apache. zeppel i n. real m j wt . KnoxJwt Real m
knoxJwt Real m provi der Url = $PROVI DERURL

knoxJwt Real m | ogi n = gat eway/ knoxsso/ knoxaut h/ | ogi n. ht m
knoxJwt Real m publ i ckeyPat h = $PATH OF KNOX- SSO. PEM

knoxJwt Real m | ogout APl = fal se

knoxJwt Real m | ogout = gat eway/ knoxssout/ api / vl/ webssout
knoxJwt Real m cooki eName = hadoop-j wt

knoxJwt Real m r edi rect Param = ori gi nal Url

knoxJwt Real m gr oupPri nci pal Mappi ng = group. princi pal . mappi ng
knoxJwt Real m pri nci pal Mappi ng = pri nci pal . mappi ng

aut hc = org. apache. zeppel i n.real mjwt.KnoxAut henti cationFilter

e Zeppelin: Advanced spark2-env, for SPARK_HISTORY_OPTS

export SPARK HI STORY_OPTS=
Dspark. ui.filters=org. apache. hadoop. security. aut hentication. server. Aut henti cati onFi

Dspar k. or g. apache. hadoop. security. aut henti cati on. server. Aut henti cati onFilter. parans
="t ype=or g. apache. hadoop. security. aut henti cati on. server. JWRedi rect Aut henti cati onk

ker ber os. pri nci pal =$SPARK_HI STORY_KERBERGS_PRI NCI PAL,

ker ber os. keyt ab=$SPNEGO_KEYTAB,

aut henti cati on. provi der. ur| =$PROVI DER_URL ,

publi c. key. pemr$PUBLI C_KEY"’

* YARN: core-sitexml
"hadoop. htt p. aut henti cati on.type":

"org. apache. hadoop. security. aut henti cati on. server. JWRedi rect Aut henti cati onHandl er
"hadoop. htt p. aut henti cati on. publ i c. key. pent': “$SSOPUBLI CKEY"
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Configuring Knox SSO Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or
YARN

"hadoop. htt p. aut henti cati on. aut henti cati on. provider.url":
" $SSOPROVI DERURL"

2. Click Save and confirm subsequent prompts.
3. Click Ambari > Actions > Restart All Required to restart all other servicesthat require arestart.
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