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Using Ranger to Provide Authorization in Hadoop

Ranger manages access control through a user interface that ensures consistent policy administration across Hadoop
data access components. Security administrators can define security policies at the database, table, column, and file
levels, and can administer permissions for specific LDAP-based groups or individual users. Rules based on dynamic
conditions such astime or geolocation can aso be added to an existing policy rule. The Ranger authorization model is
pluggable and can be easily extended to any data source using a service-based definition.

Once a user has been authenticated, their access rights must be determined. Authorization defines user access rights to
resources. For example, a user may be alowed to create a policy and view reports, but not allowed to edit users and
groups. Y ou can use Ranger to set up and manage access to Hadoop services.

Ranger enables you to create services for specific Hadoop resources (HDFS, HBase, Hive, etc.) and add access
policiesto those services. Y ou can aso create tag-based services and add access policies to those services. Using
tag-based policies enables you to control access to resources across multiple Hadoop components without creating
separate services and policies in each component. Y ou can also use Ranger TagSync to synchronize the Ranger tag
store with an external metadata service such as Apache Atlas.

For more information on Ranger authorization, see the “HDP Security Features’ Authorization overview.

Related Information
HDP Security Features

Ranger Policies Overview

Ranger has two types of policies: resource-based and tag-based.

Resour ce-based policies

Ranger enables you to configure resource-based services (HDFS, HBase, Hive, etc.) and add access policiesto those
services.

Tag-based policies

Ranger enables you to create tag-based services and add access policies to those services.

Ranger Tag-Based Policies

Ranger enables you to create tag-based services and add access policies to those services.

Tag-Based Policies Overview

* Animportant feature of Ranger tag-based authorization is the separation of resource-classification from access-
authorization. For example, resources (HDFS file/directory, Hive database/table/column etc.) containing sensitive
data such as social security numbers, credit card numbers, or sensitive health care data can be tagged with PIl/
PCI/PHI — either as the resource enters the Hadoop ecosystem or at alater time. Once aresource is tagged, the
authorization for the tag would be automatically enforced, thus eliminating the need to create or update policies
for the resource.

» Using tag-based policies also enables you to control access to resources across multiple Hadoop components
without creating separate services and policies in each component.

» Tag details are stored in atag store. Ranger TagSync can be used to synchronize the tag store with an external
metadata service such as Apache Atlas.
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Tag Store

Details of tags associated with resources are stored in atag store. Apache Ranger plugins retrieve the tag details
from the tag store for use during policy evaluation. To minimize the performance impact during policy evaluation (in
finding tags for resources), Apache Ranger plugins cache the tags and periodically poll the tag store for any changes.
When a change is detected, the plugins update the cache. In addition, the plugins store the tag detailsin alocal cache
file—just asthe policies are stored in alocal cache file. On component restart, the plugins will use the tag data from
the local cachefileif the tag store is not reachable.

Apache Ranger plugins download the tag details from the store managed by Ranger Admin. Ranger Admin persists
the tag details in its policy store and provides a REST interface for the plugins to download the tag details.

Tags

Ranger Tags can have attributes. Tag attribute values can be used in Ranger tag-based policies to influence the
authorization decision.

For example, to deny access to aresource after a specific date:

1. Addthe EXPIRES_ON tag to the resource.

2. Add an exipry_date tag attribute and set its value to the expiry date.

3. Create aRanger policy for the EXPIRES_ON tag.

4. Add acondition in this policy to deny access when the date specified the in expiry_date tag attribute is later than
the current date.

Note that the EXPIRES_ON tag policy is created as the default policy in tag service instances.

TagSync

Ranger TagSync is used to synchronize the tag store with an external metadata service such as Apache Atlas.
TagSync is adaemon process similar to the Ranger UserSync process.

Ranger TagSync receives tag details from Apache Atlas via change notifications. As tags are added to, updated, or
deleted from resources in Apache Atlas, Ranger TagSync receives notifications and updates the tag store.

Tags and Policy Evaluation

When authorizing an access request, an Apache Ranger plugin evaluates applicable Ranger policies for the resource
being accessed. The following diagram shows the details of the policy evauation flow. More details on the stepsin
thisworkflow are provided in the subsequent sections.
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Apache Ranger Policy Evaluation Flow with Tags

Resource access
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Find tags for the
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DENY ALLOW DENY /
ALLD PASS-THROUGH
Apache Ranger Policy Evaluation Flow with Tags
Finding Tags

Apache Ranger supports a service to register context enrichers, which are used to update context data to the access
request.

The Ranger Tag service, which is part of the tag-based policies feature, adds a context enricher named
RangerTagEnricher. This context enricher is responsible for finding tags for the requested resource and adding the
tag details to the request context. This context enricher keeps a cache of the available tags; while processing an access
reguest, it finds the tags applicable for the requested resource and adds the tags to the request context. The context
enricher keeps the cache updated by periodically polling Ranger Admin for changes.

Evaluating Tag-Based Policies

Oncethelist of tags for the requested resource is found, the Apache Ranger policy engine evaluates the tag-based
policies applicable to the tags. If apolicy for one of these tag resultsin adeny, access will be denied. If none of
the tags are denied, and if apolicy allows for one of the tags, access will be allowed. If thereis no result for any
tag, or if there are no tags for the resource, the policy engine will evaluate the resource-based policies to make the
authorization decision.

Using Tagsin Conditions

Apache Ranger allows the use of custom conditions while evaluating authorization policies. The Apache Ranger
policy engine makes various regquest details — such as user, groups, resource, and context — available to the conditions.
Tagsin the request context, which are added by the enricher, are available to the conditions and can be used to
influence the authorization decision.

The default policy in tag service instances, the EXPIRES_ON tag, uses such condition to check to seeif the request
dateislater than the value specified in tag attribute expiry _date. This default policy does not work unless an
EXPIRES_ON tag has been created in Atlas.
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Related Information
Apache Ranger Wiki> Context Enrichers

Apache Ranger Access Conditions

The Apache Ranger access policy model consists of two major components. specification of the resources apolicy is
applied to, such as HDFS files and directories, Hive databases. tables. and columns, HBase tables, column-families,
and columns, and so on; and the specification of access conditions for specific users and groups

Allow Deny and Exclude Conditions

Apache Ranger supports the following access conditions:

* Allow
¢ Exclude from Allow
e Deny

e Exclude from Deny
These access conditions enable you to set up fine-grained access control policies.

For example, you can allow accessto a"finance" database to all usersin the "finance" group, but deny accessto all
usersin the "interns' group. Let's say that one of the members of the "interns' group, "scott", needs to work on an
assignment that requires access to the "finance" database. In that case, you can add an Exclude from Deny condition
that will allow user "scott" to access the "finance" database. The following image shows how this policy would be set
up in Apache Ranger:
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Enable Deny Conditionsfor Policies
The deny condition in policiesis disabled by default and must be enabled for use.

1. From Ambari>Ranger>Configs>Advanced>Custom ranger-admin-site, add
ranger.servicedef.enableDeny AndExceptionsl nPolicies=true .
2. Restart Ranger.

Policy Evaluation of Access Conditions

Apache Ranger policies are evaluated in a specific order to ensure predictable results (if thereis no access policy that
allows access, the authorization request will typically be denied). The following diagram shows the policy evaluation

work-flow:




HDP Ranger Authorization

Using the Ranger Console

Resource atcess
Request

v

Find policies for the
accessed resource

'

Has maore
policies with

e —No————

Dy
Conditions?

i
Yes

Request matches
——flo— a deny condition in —io—
the policy?

Y5

Yegm— Request matches T

a demy exclude?

M

DEMY

A mone

plicies with
4 —Hho

Alllow

Conditions ¢

Hesguest matches
i Alboray cosmeiticsn in
the policy ¢

fes

Heguest matches
an allow exclude ?

ALLOWY

Apache Ranger Policy Evaluation Flow

Using the Ranger Console

This chapter contains an overview of the Ranger console.
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Opening and Closing the Ranger Console
Overview of how to open and close the Ranger console.

To open the Ranger Console, log in to the Ranger portal at http://<your_ranger_server_address>:6080 (E.G., http://
dw-weekly.field.hortonworks.com:6080). To log in, enter your user name and password, then click Sign In.

Ranger

.'. LISérmame

Ranger Console Home Page

Ranger UAccessManager [ Audit & Settings
| Service Manager

Service Manager | mmpor: MY
= HDFS +8E8 [= HBASE +8E [SHIVE +80
a - 2l - IR al -
al - Al e al -
= YARN +088 [=KNOX +BE8 [=STORM +850
al - <) worson al -
al - |l restnon al - |
= SOLR +08E8 [> KAFKA +0GE [=ATLAS +88
r E cbA01 _kafka F | u LAl _at ry n
) - | test kafka Al - | 2l - |

10
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Ranger Login Console
After you log in, your user name is displayed at the top right of the Ranger Console.

Ranger Uioemesge Okl 0 Seng &

ETTTe
Lerelie Masafir

To log out of the Ranger Console, click your user name, then select Log Out.

Ranger Uaceslnsgs 0OAsit  © Seiting & e
| orcs lasager ¥ rene
Service kianager ECIETT

Ranger Console Navigation
Explains the basic Ranger console/GUI.

« The Service Manager for Resource Based Policies pageis displayed when you log in to the Ranger Console. You
can use this page to create services for Hadoop resources (HDFS, HBase, Hive, etc.) and add access policies to

those resources.

Ranger UAccessmanager [ Audit © Settings W admin
Service Manager B Export

= HDFS +0@E > HBASE +88 [=HIVE +60

€640 _hadoop @ ﬂ cE401_hbase o n 6401 _hive [ “

test hdfs i teat_hbase & ﬂ test_hipve [r n

= YARN +8EB [=KNOX +8EB [=STORM +6h6

Al _yarn o n B0 _kmox T ﬂ chd1_stoem [F 3 n

LEST_yarn r n EEsE_loroa & ﬂ test_sborm r3 B

= SOLR +0G8 [= KAFKA +8EB [=ATLAS +60

&4 _scir ¥ g n cEa01_kafka & ﬂ cb4l _atlas [F § n

test_solr @ n tast_kafka & ﬂ test_atlas @ B

Clicking Access Manager in the top menu opens the Service Manager for Resource Based Policies page, and also
displays a submenu with links to Resource Based Policies, Tag Based Policies, and Reports (this submenu is also
displayed when you pass the mouse over the Access Manager link).
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UAccyss Manager [0 Au

B Resource Based Policies
W Tag Based Policies
& Reports

» Access Manager > Resource Based Policies -- Opens the Service Manager for Resource Based Policies page.
Y ou can use this page to create services for resources (HDFS, HBase, Hive, etc.) and add access policies to those
services.

€er UAccess Manager [O Audit

m B Resource Based Policie
W Tag Based Policies
& Reports

T

» Access Manager > Tag Based Policies -- Opens the Service Manager for Tag Based Policies page. Y ou can use
this page to create tag-based services and add access policies to those services. Using tag-based policies enables
you to control access to resources across multiple Hadoop components without creating separate services and
policiesin each component.

12
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I' UAccess Manager [B Audit

I Resource Based Policies

W Tag Based Policies
& Reports

anag

» Access Manager > Reports -- Opens the Reports page. Y ou can use this page to generate user access reports for
resource and tag-based policies based on policy name, resource, group, and user name.

Ra nger UAccessManager [ Audit & Settings

B Resource Based Policies

W Tag Based Policies

Search Criteria

Reports

* Audit -- You can use the Audit page to monitor user activity at the resource level, and also to set up conditional
auditing based on users, groups, or time. The Audit page includes the Access, Admin, Login Sessions, and Plugins
tabs.

. Ranger UAccessManager [ Audit & Settings

Access Admin Login Sessions Plugins

Q sTARTDATE: 03/23/2016
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»  Settings -- Enables you to manage and assign policy permissions to users and groups. Clicking or passing the
mouse over Settings displays a submenu with links to the Users/Groups and Permissions pages.

Ra nger UAccessManager [ Audit & Settings

Users/Groups & Users/Groups

[ Permissions

Users Groups

User List

Q, Search for your users...

User Name Email Address

1
admin m
[ a3 4

Resour ce-Based Services and Policies

Ranger enables you to configure resource-based services for Hadoop components (e.g. HBase, Kafka, Storm, etc.)
and add access policies to those services.

Configuring Resour ce-Based Services

The Service Manager for Resource Based Policies page is displayed when you log in to the Ranger Console. You
can also access this page by selecting Access Manager > Resource Based Policies. Y ou can use this page to create
services for Hadoop resources (HDFS, HBase, Hive, etc.) and add access policies to those resources.

* To add anew resource-based service, click the Add icon

( )
in the applicable box on the Service Manager page. Enter the required configuration settings, then click Add.

* To edit aresource-based service, click the Edit icon

&

at the right of the service. Edit the service settings, then click Save to save your changes.
» Todelete aresource-based service, click the Deleteicon

e )

at the right of the service. Deleting a service also deletes all of the policies for that service.

14
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Service Manager mimport [ 120
= HDFS +8E [= HBASE +0GE [=HIVE +060
6401 _hadoop 7 I £E401_hbase o H b4 _hihve @ n
best_hdfs rall i Eest_hbase ra ﬂ test_hive [r n
= YARN + = KNOX +0 = STOR™Add Service

Delete Service
B0 _yanm @ | B0 _knvox Edit Service
test_yarn @ Eest lorsox [ n
= SOLR +88 [= KAFKA +8E [=ATLAS +860
e _solr Al = cB401_kafka o ﬂ 6401 _atlas [ n
test solr & WG test kafka ra ﬂ test_atlas 3 n

This section describes how to configure resource-based services for the following Hadoop components:

e HBase
« HDFS
* Hive

« Kafka
¢ Knox

e Salr

e Storm

* YARN
e Atlas

Configure a Resour ce-based Service: HBase
How to add a service to HBase.

Procedure
1. Onthe Service Manager page, click the Add icon
( )

next to HBase.
The Create Service page appears.

15
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Ranger UAccessManager [ Audt  © Settings & admin

Sarvics Manager ) Create Sendes
Create Service

Service Detalls :

Senvice Hame ¥

Demoription

Aithoe Batus @ Enabled Disabled
Select Tag Service '

Config Properties :

IUsernama ® adrmin
Panvword * L] ]
Fudsnp aniuriy. aulhedlication ® Lemiphe

i rraates ke By o8 peindipsal
hbase securiy. autfwnikation * Semple
e rockeeper property. clentPon * FALCH]
Fibase nookeepar.guonam ¥
POOkESET INocE. paren fhbase
Comman Name for Certficate

Add New Configurations Hame Walue

Test Cannection

2. Enter the following information on the Create Service page:

Table 1: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.

Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto HBase.

16
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Table 2: Config Properties

Field name Description
Username The end system username that can be used for connection.
Password The password for the username entered above.

hadoop.security.authorization

The complete connection URL, including port and database name.
(Default port: 10000.) For example, on the sandbox, jdbc:hive2://
sandbox:10000/.

hbase.master.kerberos.principal

The Kerberos principal for the HBase Master. (Required only if
Kerberos authentication is enabled.)

hbase.security.authentication

As noted in the hadoop configuration file hbase-site.xml.

hbase.zookeeper.property.clientPort

As noted in the hadoop configuration file hbase-site.xml.

hbase.zookeeper.quorum

As noted in the hadoop configuration file hbase-site.xml.

zookeeper.znode.parent

As noted in the hadoop configuration file hbase-site.xml.

Common Name for Certificate

The name of the certificate.

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CName in Create Service
pages.

Add New Configurations

Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure a Resour ce-based Service: HDFS

How to add a service to HDFS.

Procedure

1. Onthe Service Manager page, click the Add icon
(
next to HDFS.
The Create Service page appears.

17
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Ranger UacessManager [ Asik O Senings ¥ admin

2 Creste Senioe

Create Service

Service Details

Serace Mame *

Diimicription

Sothee Statur o) Enabled Disalbsbed

Solect Tag Lerdce

Config Properties :

Username * admn
Paiiwecrd * (e ]
Harmasde LEL *

Aaatharizarion Enabied )

Jarrantication Type * Shmphe
Fadcop wecurtyauth 2o local
4 datancde kbeiberey priccipal
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AR SNy naTEnode kerbens principsl

RPL Probection Typs garticaticn
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Al Mo Cindr g il Mame Vit

Test Cannition

2. Enter the following information on the Create Service page:

Table 3: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.

Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto HDFS.

18



HDP Ranger Authorization

Resource-Based Services and Policies

Table 4. Config Properties

Field name Description

Username The end system username that can be used for connection.

Password The password for the username entered above.

NameNode URL hdfs://INAMENODE_FQDN:8020
The location of the Hadoop HDFS service, as noted in the hadoop
configuration file core-site.xml OR (if thisisaHA environment) the
path for the primary NameNode.
Thisfield was formerly named fs.defaultFS.

Authorization Enabled Authorization involves restricting access to resources. If enabled,
user need authorization credentials.

Authentication Type The type of authorization in use, as noted in the hadoop

configuration file core-site.xml; either smple or Kerberos. (Required
only if authorization is enabled).

Thisfield was formerly named hadoop.security.authorization.

hadoop.security.auth_to_local

Maps the login credential to a username with Hadoop; use the value
noted in the hadoop configuration file, core-site.xml.

dfs.datanode.kerberos.principal

The principal associated with the datanode where the service resides,
as noted in the hadoop configuration file hdfs-sitexml. (Required
only if Kerberos authentication is enabled).

dfs.namenode.kerberos.principal

The principal associated with the NameNode where the service
resides, as noted in the hadoop configuration file hdfs-sitexml.
(Required only if Kerberos authentication is enabled).

dfs.secondary.namenode.kerberos.principal

The principal associated with the secondary NameNode where
the service resides, as noted in the hadoop configuration file hdfs-
sitexml. (Required only if Kerberos authentication is enabled).

RPC Protection Type

Only authorised user can view, use, and contribute to a dataset. A
list of protection values for secured SASL connections. Values:
Authentication, Integrity, Privacy

Common Name For Certificate

The name of the certificate.

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CNamein Create Service

pages.

Add New Configurations

Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure a Resour ce-based Service: Hive
How to add a service to Hive.

Procedure

1. Onthe Service Manager page, click the Add icon

(

next to Hive.

The Create Service page appears.
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2. Enter the following information on the Create Service page:

Table5: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based

policiesto Hive.

Table 6: Config Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.

jdbc.driver ClassName The full classname of the driver used for Hive connections. Defaullt:

org.apache.hivejdbc.HiveDriver
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Field name Description

jdbc.url The complete connection URL, including port and database name.
(Default port: 10000.) For example, on the sandbox, jdbc:hive2://
sandbox:10000/.

Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CNamein Create Service
pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

What to do next

Usually, the Ranger Hive service definition uses the HiveServer2 (HS2) JDBC driver to fetch Hive database/table
info for resource lookup and testing the connection. Alternatively, you can configure the service definition to use
Hive metastore libraries connecting to the Hive metastore database directly. Thisis recommended when it is difficult
to set up HiveServer2 on your cluster, such as when using HDCloud for AWS.

1. Under Ambari>Hive>Configs>Advanced, edit Hive properties:
2. Add the below properties to custom ranger-hive-plugin-properties:

ranger.service.config.param.enable.hive.metastore.lookup = true

ranger.service.config.param.hive.site.file.path = /etc/hive/conf/hive-site.xml

raner Larace oonlig HLE o b=
param.enable hive:
migtasione nokup

ranger serace oonhg e hvelcontTese-sRe ki £ =
param. hive sie file path

3. Save and restart required components.
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4. Totest the configuration is successful, create a new Hive service and specify the jdbc.url as "none", then run Test

Canfig Properties :
sermame * Firae
Paivword ® o
b drivesrClassName * o ageachee . Fitve jd b e D
=TT mnE
Cormmon Marme for Cemificare
Add Mew Configurations MName Value
enable hase meLatione sodup Irue n
hive site file path fetchivedcondhibee-sime, xm n
ambari senice chack user amibari-ga n
W
Test Connection
Connection.
Configure a Resour ce-based Service: Kafka
How to add a service to Kafka.
Procedure
1. Onthe Service Manager page, click the Add icon
( )
next to Kafka.
The Create Service page appears.
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2. Enter the following information on the Create Service page:

Table 7: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based

policiesto Kafka.

Table 8: Config Properties

Field name Description
Username The end system username that can be used for connection.
Password The password for the username entered above.

ZooKeeper Connect String

Defaults to localhost:2181 (Provide FQDN of zookeeper host :
2181).
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Field name

Description

Ranger Plugin SSL CName

Provide common.name.for.certificate which is registered with
Ranger (in Wire Encryption environment).

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CName in Create Service

pages.

Add New Configurations

Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure a Resour ce-based Service: Knox

How to add a service to Knox.

Procedure

1. Onthe Service Manager page, click the Add icon

(

next to Knox.

The Create Service page appears.

Ranger
| Service Manager ) Create Servce_d

Create Service

U Access Manager

Service Detalls :

fervice Nama *

Durmecriptian

Actier Stahuy

Salact Tag Serds

Conflg Properibes |

[ETSTF -

oot Marved Ao Cemificaie

Seskcl s Eonfigurstiany

Teat Comnacion

0 Audit O Settings

Disabied

© Enabled

Hama

Walue

2. Enter the following information on the Create Service page:
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Table 9: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.

Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based
policies to Knox.

Table 10: Config Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.

knox.url The Gateway URL for Knox.

Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CNamein Create Service

pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure a Resour ce-based Service: Solr
How to add a service to Solr.

Procedure

1. Onthe Service Manager page, click the Add icon
( )
next to Solr.
The Create Service page appears.
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2. Enter the following information on the Create Service page:
Table 11: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.

Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based

policiesto Solr.

Table 12: Config Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.

Solr URL For HDP Search's Solr Instance: http://Solr_host:8983

For Ambari Infra's Solr Instance: http://Solr_host:8886
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Field name

Description

Ranger Plugin SSL CName

Provide common.name.for.certificate which is registered with
Ranger (in Wire Encryption environment).

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CName in Create Service
pages.

Add New Configurations

Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure a Resour ce-based Service: Storm
How to add a service to Storm.

Procedure

1. Onthe Service Manager page, click the Add icon

(

next to Storm.

The Create Service page appears.

Ranger UacesMansger M Audit & Sattings

Croate Service
Service Detalls
% Wi Mamae *
Meriphinn
Acther ftatun Q) Enabled | Dl
a1 T Sor p
Config Proparties :
[T L adisn
PFasweeard *
Wil Ll ¢
inarsin Sarre dor Coilifiale
Ak Bn © el sy Hams

Tesr Covmrisiman

s admin

L)

2. Enter the following information on the Create Service page:
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Table 13: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.

Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto Storm.

Table 14: Config Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.

Nimbus URL Host name of nimbus format, in the form: http://ipaddress:8080.

Thisfield was formerly named nimbus.url.

Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CName in Create Service

pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure a Resour ce-based Service: YARN
How to add a serviceto YARN.

Procedure

1. Onthe Service Manager page, click the Add icon
( )
next to YARN.
The Create Service page appears.
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2. Enter the following information on the Create Service page:
Table 15: Service Details
Field name Description
Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto YARN.
Table 16: Config Properties
Field name Description
Username The end system username that can be used for connection.
Password The password for the username entered above.
YARN REST URL Http or https://RESOURCEMANAGER_FQDN:8088.
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Field name

Description

Authentication Type

The type of authorization in use, as noted in the hadoop
configuration file core-site.xml; either simple or Kerberos. (Required
only if authorization is enabled).

Thisfield was formerly named hadoop.security.authorization.

Common Name For Certificate

The name of the certificate.

Thisfield isinterchangeably named Common Name For
Certificate and Ranger Plugin SSL CName in Create Service

pages.

Add New Configurations

Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure a Resour ce-based Service: Atlas
How to add a service to Atlas.

Procedure

1. Onthe Service Manager page, click the Add icon

(

next to Storm.

The Create Service page appears.

Ranger ChcesManager [ Audit & Settings

Create Service

Service Detalls :
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2. Enter the following information on the Create Service page:

Table 17: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based

policiesto Atlas.

Table 18: Config Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.
atlas.rest.address Atlas host and port: : http:/atlas_host_ FQDN:21000.
Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For
Certificate and Ranger Plugin SSL CName in Create Service
pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configuring Resour ce-Based Policies

To view the policies associated with a service, click the service name on the Resource Based Policies Service
Manager page. The policies for that service will be displayed in alist, along with a search box.

« To add anew resource-based policy to the service, click Add New Policy.
« To edit aresource-based palicy, click the Edit icon

at the right of the entry for that service. Edit the policy settings, then click Save to save your changes.
« To delete aresource-based policy, click the Deleteicon

e )

at the right of the entry for that service.
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Ranger UAccessManager [ Audit & Settin % admin
g 4 s w

List of Policies : dwweekly_hbase

Q Search for your policy... it
Policy ID Policy Name Policy Labels Status Audit Logging  Groups Users Action
3 all - table, column-family, column - | ® | E
4 Service Check User Policy for Hb... m m m i l
11 grant-1532451641294  atlas | E3i=A
12 grant-1532451641509 Enabled Enabled  atlas | | ® || & |

« Configure a Resource-based Service Policy:

e HBase
« HDFS
« Hive

« Kafka
e Knox
e Salr

e Storm
* YARN
e Atlas

Related Information
Importing and Exporting Resource-Based Policies

Configure a Resour ce-based Policy: HBase
How to add a new policy to an existing HBase service.

Procedure

1. On the Service Manager page, select an existing service under HBase.
= HBASE +0

::E-d{lﬂ_h%ase = |E}
test_hbase 7 g E

The List of Policies page appears.
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Ranger UAccess Manager [0 Audit  # Settings .?. admin
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List of Policies : dwweekly_hbase
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2. Click Add New Palicy.
The Create Policy page appears.
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3. Complete the Create Policy page as follows:
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Table 19: Policy Details

Label Description

Policy Name Enter an appropriate policy name. This name cannot be duplicated
across the system. Thisfield is mandatory.

HBase Table Select the appropriate database. Multiple databases can be selected
for aparticular policy. Thisfield is mandatory.

HBase Column-family For the selected table, specify the column families to which the
policy applies.

HBase Column For the selected table and column families, specify the columnsto

which the policy applies.

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy isaudited. (De-select to disable
auditing).

Policy Label Specify alabel for this policy. You can search reports and filter

policies based on these | abels.

Table 20: Allow Conditions

L abel Description

Select Group Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains all users, so granting access to the public
group grants accessto all users.

Select User Specify a particular user to which this policy applies (outside of an
already-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.
Delegate Admin When apolicy is assigned to auser or agroup of users those users

become the delegated admin. The delegated admin can update, delete
the policies. It can also create child policies based on the original

policy (base policy).

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add.

What to do next
Provide User Access to HBase Database Tables from the Command Line

HBase provides the means to manage user access to HBase database tables directly from the command line. The most
commonly-used commands are;

* GRANT
Syntax:

grant '<user-or-group>','<perm ssions>','<table>
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For example, to create a policy that grants userl read/write permission on the table usertable, the command would
be:

grant 'userl','RW, 'usertable'

The syntax is the same for granting CREATE and ADMIN rights.
« REVOKE

Syntax:
revoke '<user-or-group>','<usertabl e>'
For exampl e, to revoke the read/write access of userl to the table usertable, the command would be:

revoke 'userl1','usertabl e

E Note:

Unlike Hive, HBase has no specific revoke commands for each user privilege.

Related Information
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: HDFS
How to add a new policy to an existing HDFS service.

About thistask

Through configuration, Apache Ranger enables both Ranger policies and HDFS permissions to be checked for a user
reguest. When the NameNode receives a user request, the Ranger plugin checks for policies set through the Ranger
Service Manager. If there are no policies, the Ranger plugin checks for permissions set in HDFS.

We recommend that permissions be created at the Ranger Service Manager, and to have restrictive permissions at the
HDFS level.

Procedure

1. On the Service Manager page, select an existing service under HDFS.

=, HDFS +06B8

rﬁn‘.f'!‘_li':.'lrlinp P u
tact hofe — u

The List of Policies page appears.
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Ranger UAccess Manager [0 Audit  # Settings .?. admin
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2. Click Add New Palicy.
The Create Policy page appears.
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3. Complete the Create Palicy page as follows:

Table 21: Palicy Details

Field Description

Policy Name Enter a unique name for this policy. The name cannot be duplicated
anywhere in the system.
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Field Description

Resource Path Define the resource path for the policy folder/file. To avoid the need
to supply the full path OR to enable the policy for all subfolders

or files, you can either complete this path using wildcards (for
example, /home*) or specify that the policy should be recursive. (See

below.)

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy isaudited. (De-select to disable
auditing).

Policy Label Specify alabel for this policy. You can search reports and filter

policies based on these | abels.

Table 22: Allow Conditions

L abel Description

Select Group Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains all users, so granting access to the public
group grants access to all users.

Select User Specify a particular user to which this policy applies (outside of an
already-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.
Delegate Admin When apolicy is assigned to a user or agroup of users those users

become the delegated admin. The delegated admin can update, delete
the policies. It can also create child policies based on the original
policy (base policy).

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add.

Related Information
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: Hive
How to add a new policy to an existing Hive service.

Procedure

1. On the Service Manager page, select an existing service under Hive.

= HIVE +MHE
6401 _hive # E

\F

test _hinve F H

37



HDP Ranger Authorization

Resource-Based Services and Policies

The List of Policies page appears.

Ranger UAccess Manager [0 Audit  # Settings .?. admin
List of Policies : dwweekly_hbase
Q, Search for your policy... 9 Add New Policy
Policy ID Policy Name Policy Labels Status Audit Logging Groups Users Action
3 all - table, column-family, column - Enabled Enabled - @ | &
4 Service Check User Policy for Hb... - [ Enabled il Enabled | - ambari-q ®| @
12 grant-1540414674220 - Enabled Enabled - m @& | [#
13 grant-1540414674586 - Enabled Enabled - [ atlas | ® | @
2. Click Add New Palicy.
The Create Policy page appears.
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3. Complete the Create Policy page as follows:
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Table 23: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This name cannot be duplicated
across the system. Thisfield is mandatory. The policy is enabled by
defaullt.

Database Type in the applicable database name. The autocomplete feature

displays available databases based on the entered text.

Include is selected by default to allow access. Select Exclude to deny
access..

Table To continue adding a table-based policy, keep Table selected.

Type in the applicable table name. The autocomplete feature displays
available tables based on the entered text.

Include is selected by default to allow access. Select Exclude to deny
access.

UDF To continue adding a UDF-based policy, select UDF.

Typein the applicable UDF name. The autocomplete feature displays
available tables based on the entered text.

Include is selected by default to allow access. Select Exclude to deny
access.

Column Type in the applicable Hive column name. The autocomplete feature
displays available columns based on the entered text.

Include is selected by default to allow access. Select Exclude to deny
access.

If using the Ranger Hive plugin with HiveServer2 or HiveServer2-
LLAP, where column or description permissionsinclude

all, you must set a parameter for Hive columnsto display as
expected: in Ambari>Hive, under ranger-hive-security.xml, enter:
xasecure.hive.describetabl e.showcol umns.authori zati on.option=show-
all. Failure to set this parameter will result in the error message

HiveA ccessControl Exception.

URL Specify the cloud storage path (for example s3a://dev-admin/demo/
campaigns.txt) where the end-user permission is needed to read/write
the Hive data from/to a cloud storage path.

Permissions: READ operation on the URL permits the user to
perform HiveServer2 operations which use S3 as data source for
Hive tables. WRITE operation on the URL permits the user to
perform HiveServer2 operations which write data to the specified S3
location.

ThisfeatureisaTechnical Preview: it is not ready for production
deployment.

URI Hive INSERT OVERWRITE queries require a Ranger URI policy
to allow write operations, even if the user has write privilege granted
through HDFS policy.

Failure to specify thisfield will result in the following error: Error
while compiling statement: FAILED: HiveA ccessControl Exception
Permission denied: user [jdoe] does not have [WRITE] privilege on
[/tmp/*] (state=42000,code=40000)

Example value: /tmp/*
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Field Description

Description (Optional) Describe the purpose of the policy.

If using the Ranger Hive plugin with HiveServer2 or HiveServer2-
LLAP, where column or description permissions include

all, you must set a parameter for Hive columnsto display as
expected: in Ambari>Hive, under ranger-hive-security.xml, enter:
xasecure.hive.describetabl e.showcol umns.authorizati on.option=show-
all. Failure to set this parameter will result in the error message

HiveA ccessControl Exception.

Hive Service Name hiveserviceis used only in conjunction with Permissions=Service
Admin. Enables a user who has Service Admin permission in Ranger
to run the kill query API: kill query <querylD> . Supported value: *.

(Required)

Audit Logging Specify whether this policy isaudited. (De-select to disable
auditing).

Policy Label Specify alabel for this policy. You can search reports and filter

policies based on these | abels.

Table 24: Allow Conditions

L abel Description

Select Group Specify agroup to which this policy applies. To designate the group
as an Administrator for the chosen resource, select the Delegate
Admin check box. (Administrators can create child policies based on
existing policies).

The public group contains all users, so granting access to the public
group grants access to all users.

Select User Specify one or more users to which this policy applies. To designate
the group as an Administrator for the chosen resource, select the
Delegate Admin check box. (Administrators can create child policies
based on existing policies).

Permissions Add or edit permissions: Select, Update, Create, Drop, Alter, Index,
Lock, All, ReplAdmin, Service Admin, Select/Deselect All.

If using the Ranger Hive plugin with HiveServer2 or HiveServer2-
LLAP, where column or description permissions include

all, you must set a parameter for Hive columns to display as
expected: in Ambari>Hive, under ranger-hive-security.xml, enter:
xasecure.hive.describetabl e.showcol umns.authorizati on.option=show-
all. Failure to set this parameter will result in the error message

HiveA ccessControl Exception.

In order to execute repl dump, repl load, or repl status commands,
you must set a parameter: in Ambari>Hive, under hive-site.xml,
enter: hive.distcp.privileged.doAs=hive.

Service Admin is used in conjunction with Hive Service Name and
thekill query API: kill query <querylD> .

Delegate Admin When Delegate Admin is selected, administrative privileges are
assigned to the applicable users and groups. Delegated administrators
can update and delete palicies, and can aso create child policies
based on the original policy.

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add.

What to do next

Provide User Access to Hive Database Tables from the Command Line
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Hive provides the means to manage user access to Hive database tables directly from the command line. The most
commonly-used commands are:

* GRANT
Syntax:

grant <permni ssions> on table <table> to user <user or group>;

For example, to create a policy that grants userl SELECT permission on the table default-hivesmoke22074, the
command would be;

grant select on table default.hivesnoke22074 to user userl1;
The syntax is the same for granting UPDATE, CREATE, DROP, ALTER, INDEX, LOCK, ALL, and ADMIN

rights.
* REVOKE

Syntax:
revoke <perni ssions> on table <table> fromuser <user or group>;

For example, to revoke the SEL ECT rights of userl to the table default.hivesmoke22074, the command would be;
revoke select on table default.hivesnoke22074 from user user1;

The syntax isthe same for revoking UPDATE, CREATE, DROP, ALTER, INDEX, LOCK, ALL, and ADMIN
rights.

Related Information
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: Kafka
How to add a new policy to an existing Kafka service.

Procedure

1. Onthe Service Manager page, select an existing service under Kafka.

(= KAFKA +he

c6401 kafka * B
0
E5l HKaATED F H

The List of Policies page appears.
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Rangel’ UAccess Manager [0 Audit  # Settings

dwweekly_hbase Policies

List of Policies : dwweekly_hbase

Q, Search for your policy...

Policy ID Policy Name Policy Labels Status
3 all - table, column-family, column m
4 Service Check User Policy for Hb... -- m
12 grant-1540414674220
13 grant-1540414674586

s admin

o Add New Policy

Audit Logging Groups Users Action
- = EANCA
[ Enabled - =
- atias E<dl &
- atlas | il

2. Click Add New Palicy.
The Create Policy page appears.

Ranger UAccess Manager [ Audit & Settings

Create Policy

Policy Details :

s admin

Policy Type

Policy Label

Policy Label ‘

transactionalid
cluster
delegationtoken

Audit Logging E )

Policy Name * ) (i normal |

| e

@ Add Validity Period

3. Complete the Create Policy page as follows:

Table 25: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This hame cannot be duplicated
across the system. Thisfield is mandatory.

Policy Label Specify alabel for this policy. You can search reports and filter
policies based on these | abels.

Topic Kafkaresource type. A topic is a category or feed name to which
messages are published.

Transactiona |ID Kafkaresource type, uniquely identifies producersin a persistent
way.

Cluster Kafka resource type.

Delegation Token Kafka resource type for authentication.

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy isaudited. (De-select to disable
auditing).
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Table 26: Allow Conditions

L abel

Description

Select Group

Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains al users, so granting access to the public
group grants access to all users.

Select User

Specify a particular user to which this policy applies (outside of an
aready-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Policy Conditions

Specify |P address range.

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.
Delegate Admin When apolicy is assigned to a user or agroup of users those users

become the delegated admin. The delegated admin can update, delete
the policies. It can also create child policies based on the original

policy (base policy).

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add.

Related I nformation
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: Knox
How to add a new policy to an existing Knox service.

Procedure

1. Onthe Service Manager page, select an existing service under Knox.

+88
Al © |
Al © |

= KNOX

cBAD1. knox

ot

The List of Policies page appears.
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UAccess Manager

EL T

List of Policies : dwweekly_hbase

Q, Search for your policy...

Policy ID Policy Name

3

all - table, column-family, column

4 Service Check User Policy for Hb... --
12 grant-1540414674220
13 grant-1540414674586

[ Audit ¥ Settings o admin
o
Policy Labels Status Audit Logging Groups Users Action
[Enabiea] - o @]
 Enabled Jf Enabled | - =
 Enabled I Enabled - E3 @&
O Em - @ [eE

2. Click Add New Palicy.
The Create Policy page appears.

Ranger ODacesbanager ©hvdit 0 Seaing Wy achmin

Larsion Manage: ol i ooy Creste Policy
Create Pelicy
Folicy Detalls:
Pty Tyt E
Poley Harre ™ m
Ko Topogs *
. — irciocie
s ogpng QL
Dencripson
Allaw Conditions @
Snle0 GrTup Salert Lngsr Palicy Condiciara FerreiELoan okegane Admin
Ay [orhbmes 4 Al Foprom - -
3. Complete the Create Policy page as follows:
Table 27: Policy Details
Field Description
Policy Name Enter an appropriate policy name. This hame cannot be duplicated
across the system. Thisfield is mandatory.
Knox Topology Enter an appropriate Topology Name.
Knox Service Enter an appropriate Service Name.
Description (Optional) Describe the purpose of the policy.
Audit Logging Specify whether this policy isaudited. (De-select to disable
auditing).
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Field Description

Policy Label Specify alabel for this policy. Y ou can search reports and filter
policies based on these labels.

Table 28: Allow Conditions

Label Description

Select Group Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains al users, so granting access to the public
group grants access to all users.

Select User Specify a particular user to which this policy applies (outside of an
aready-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Policy Conditions Specify |P address range,

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.

Delegate Admin When apolicy is assigned to a user or agroup of users those users

become the delegated admin. The delegated admin can update, delete
the policies. It can also create child policies based on the original

policy (base policy).

Since Knox does not provide a command line methodology for assigning privileges or rolesto users, the User and
Group Permissions portion of the Knox Create Policy form is especially important.

4. You can use the Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of thelist is applied first, then the second, then the third, and so on.

5. Click Add.

Related I nformation
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: Solr
How to add a new policy to an existing Solr service.

Procedure

1. Onthe Service Manager page, select an existing service under Solr.

= SOLR +06B6
tﬁ-‘-'ﬁl'ﬁull 4 E

o

test_solr #

The List of Policies page appears.
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Ranger UAccess Manager [0 Audit  # Settings .9. admin

dwweekly_hbase Policies

List of Policies : dwweekly_hbase

Q, Search for your policy... e Add New Policy

Policy ID Policy Name Policy Labels Status Audit Logging Groups Users Action
3 all - table, column-family, column - - @ | E
4 Service Check User Policy for Hb... -- m m - i E
12 grant-1540414674220 - - Ex @ || ]
13 grant-1540414674586 - Enabled [ Enabled -  atlas ||| &

2. Click Add New Palicy.
The Create Policy page appears.

Ranger vacesManager [ Asdit O Settings -

> testestPulcies > Crsate Polkcy

Craate Policy

Palicy Details ;
poicyTree [0

Py Maime * m

11

oy Coletion *

mude Loggre Qe

Description
Allow Comditions :

Palicy Delegee
Conditiany e Admin

Add Cprghitian Add Pprminpons -
* -

Satleary Group Felecn Liser

3. Complete the Create Policy page as follows:

Table 29: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This hame cannot be duplicated
across the system. Thisfield is mandatory.

Solr Collection For HDP Search's Solr Instance: http:host_ip:8983/solr
For Ambari Infra's Solr Instance: http:host_ip:8886/solr

Description (Optional) Describe the purpose of the policy.
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Field

Description

Audit Logging

Specify whether this policy is audited. (De-select to disable
auditing).

Policy Label

Specify alabel for this policy. Y ou can search reports and filter
policies based on these labels.

Table 30: Allow Conditions

L abel

Description

Select Group

Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains all users, so granting access to the public
group grants access to all users.

Select User

Specify a particular user to which this policy applies (outside of an
already-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Policy Conditions

Specify |P address range,

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.
Delegate Admin When apolicy is assigned to a user or agroup of users those users

become the delegated admin. The delegated admin can update, delete
the policies. It can also create child policies based on the original
policy (base policy).

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add.

Related Information
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: Storm
How to add a new policy to an existing Storm service.

Procedure

1. Onthe Service Manager page, select an existing service under Storm.

(= STORM +M08

chdl] storm
5404 st0n 2l <]
:

The List of Policies page appears.
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Ranger UAccess Manager [0 Audit  # Settings .9. admin

dwweekly_hbase Policies

List of Policies : dwweekly_hbase

Q, Search for your policy... e Add New Policy

Policy ID Policy Name Policy Labels Status Audit Logging Groups Users Action
3 all - table, column-family, column - - @ | E
4 Service Check User Policy for Hb... -- m m - i E
12 grant-1540414674220 - - Ex @ || ]
13 grant-1540414674586 - Enabled [ Enabled -  atlas ||| &

2. Click Add New Palicy.
The Create Policy page appears.

Ranger UacessManager [ Audt O Settings v admin
N S sersice? Policier Create Policy
Create Palicy
Pedicy Datails ;
oty tpe D
Policy Marme * m m
Stem Tepology cx
Dricr iption
Ml Legerg ﬂ
Allow Conditions : shaw =
Select Group Sobect Unar Permiziona MMII:.

Add Fprmispons & n

3. Complete the Create Policy page as follows:

Table 31: Policy Details

Label Description

Policy Name Enter an appropriate policy name. This name is cannot be duplicated
across the system. Thisfield is mandatory.

Storm Topology Enter an appropriate Topology Name.

Description (Optional) Describe the purpose of the policy.
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Label

Description

Audit Logging

Specify whether this policy isaudited. (De-select to disable
auditing).

Policy Label

Specify alabel for this policy. Y ou can search reports and filter
policies based on these labels.

Table 32: Allow Conditions

L abel

Description

Select Group

Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains all users, so granting access to the public
group grants access to all users.

Select User

Specify a particular user to which this policy applies (outside of an
already-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Storm User and Group Permissions*

Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.

Delegate Admin

When apolicy is assigned to a user or agroup of users those users
become the delegated admin. The delegated admin can update, delete
the policies. It can also create child policies based on the original

policy (base policy).

Since Storm does not provide a command line methodology for assigning privileges or roles to users, the User and
Group Permissions portion of the Storm Create Policy form is especially important.

Table 33: * Storm User and Group Permissions

Actions

Description

File upload

Allows auser to upload files.

Get Nimbus Conf

Allows a user to access Nimbus configurations.

Get Cluster Info Allows a user to get cluster information.

File Download Allows a user to download files.

Kill Topology Allows a user to kill the topology.

Rebalance Allows a user to rebalance topologies.

Activate Allows a user to activate a topology.

Deactivate Allows a user to deactivate a topology.

Get Topology Conf Allows a user to access atopology configuration.
Get Topology Allows a user to access a topology.

Get User Topology Allows a user to access a user topology.

Get Topology Info

Allows a user to access topology information.

Upload New Credential

Allows a user to upload a new credential.

Admin

Provides a user with delegated admin access.

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add.
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Related Information
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: YARN
How to add a new policy to an existing YARN service.

Procedure

1. Onthe Service Manager page, select an existing service under YARN.

= YARN +068
::E.-iméﬁarn i

test_yarn #

The List of Palicies page appears.

Ranger UAccess Manager [ Audit %+ Settings o admin

dwweekly_hbase Policies

List of Policies : dwweekly_hbase

Q, Search for your policy... bid

Policy ID Policy Name Policy Labels Status Audit Logging Groups Users Action
3 all - table, column-family, column -
4 Service Check User Policy for Hb... --

12 grant-1540414674220

BAAE
BOAE
00§

13 grant-1540414674586

(6] (0] [o][e
KISIENC
EEEE

2. Click Add New Palicy.
The Create Policy page appears.
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Ranger Cacesmansger [audit O Settings & admin
[ Servce Manager ) VAR servee Poies ) Create oky 2
Create Palicy
Palicy Dogadls ;
Polcy Type (L
Pulicy Mama *  crabied |
Guesse * L rocursiv: |
Description
Al Legging E

Allow Conditions :

Select Group Selack User Permicbons D:;:::'
4 . a
*
3. Complete the Create Policy page as follows:
Table 34: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This hame cannot be duplicated
across the system. Thisfield is mandatory.

Queue The fundamental unit of scheduling in yarn.

Recursive Y ou can indicate whether all files or folders within the existing
folder comes under the policy. Can be used instead of wildcard
characters.

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy is audited. (De-select to disable
auditing).

Policy Label Specify alabel for this policy. Y ou can search reports and filter
policies based on these labels.

Table 35: Allow Conditions

L abel Description

Select Group Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains all users, so granting access to the public
group grants access to all users.
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L abel Description

Select User Specify a particular user to which this policy applies (outside of an
already-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.
Delegate Admin When apolicy is assigned to a user or agroup of users those users

become the delegated admin. The del egated admin can update, delete
the policies. It can also create child policies based on the original
policy (base policy).

4. Click Add.

Related I nformation
Wildcards and Variables in Resource-based Policies

Configure a Resour ce-based Policy: Atlas
How to add a new policy to an existing Atlas service.

Procedure

1. Onthe Service Manager page, select an existing service under Atlas.

(= ATLAS +80

c6401, atlas @ E
ﬁj
test_atlas I E

The List of Policies page appears.

Ranger UAccess Manager [ Audit % Settings s admin

List of Policies : dwweekly_hbase

Q, Search for your policy... i

Policy ID Policy Name Policy Labels Status Audit Logging Groups Users Action
3 all - table, column-family, column m m - i E
4 Service Check User Policy for Hb... -- m m - @ E
12 grant-1540414674220 [ Enabled Ml Enabled | - [ atlas | @ | &
13 grant-1540414674586 [ Enabled Il Enabled | - ®| @

2. Click Add New Palicy.
The Create Policy page appears.
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Ranger UsacessManager [ Aust O Setings
[ Servce barager o s servce’ pocies 0 CressePolcy 3

Create Palicy
Policy Dwetalls :
Policy Type =
—— Lo §
iy  ncuds §
Deacription
Aurdit Logping ﬂ

idlow Conditions :

Selact Gromp Sobect Unar

3. Complete the Create Policy page as follows:

Table 36: Palicy Details

Delegate

Adrin

Ferminnlony

Field Description

Policy Name Enter an appropriate policy name. This name cannot be duplicated
across the system. Thisfield is mandatory.

entity Select entity, type, operation, taxonomy, or term.

Description (Optional) Describe the purpose of the policy.

Audit Logging

Specify whether this policy is audited. (De-select to disable
auditing).

Policy Label

Specify alabel for this policy. Y ou can search reports and filter
policies based on these labels.

Table 37: Allow Conditions

L abel

Description

Select Group

Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains all users, so granting access to the public
group grants access to all users.

Select User

Specify a particular user to which this policy applies (outside of an
already-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).
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L abel Description

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.

Delegate Admin When apolicy is assigned to a user or agroup of users those users

become the delegated admin. The delegated admin can update, delete
the policies. It can also create child policies based on the original

policy (base policy).

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add.

Related Information
Wildcards and Variables in Resource-based Policies

Wildcards and Variablesin Resour ce-based Policies
Reference for wildcards and variables in resource-based policies.

Ranger Authorization Resource Policy Wildcard Characters
Wildcard characters can be included in the resource path, the database name, the table name, or the column name:

* *indicates zero or more occurrences of characters
e ?indicates asingle character

Ranger Authorization Resource Policy {USER} Variable

The variable {USER} can be used to autofill the accessing user, for example:

In Select User, choose {USER}.

In Resour ce Path, enter data { USER}.

Ranger Authorization Resource Policy { USER} Variable Recommended Practices and Customizability

Ranger requiresthat string '{ USER}' is used to represent accessing user as the user in the policy-item in a Ranger
policy. However, Ranger provides flexible way of customizing the string that is used as shorthand to represent the
accessing user's name in the policy resource specification. By default, Ranger policy resource specification expects
characters'{' and '} as delimiters for string 'USER', however, ranger supports customizable way of specifying
delimiter characters, escaping those delimiters, and the string 'USER' itself by prefixing it with another, user-specified
string on a per resource-level basisin the service definition of each component supported by Ranger.

For example, if for acertain HDFS installation, if the path names may contain '{' or '}' as valid characters, but not '%'
character, then the service-definition for HDFS can be specified as:

"resources": |
{
"itemd": 1,
"name": "path",
"type": "path",
"l evel ": 10,
"parent": "",
"mandat ory": true,
"l ookupSupported": true,
"recursiveSupported": true,
"excl udesSupported": false,
"mat cher":
"or g. apache. ranger. pl ugi n. resour cenat cher . Ranger Pat hResour ceMat cher ",
"mat cher Options": {"w ldcard": true, "ignoreCase": false},
"repl aceTokens":true, "tokenDelimterStart":"%, "tokenDelimterEnd":"%,
"tokenDelimterPrefix":"ranger Token: "}
"val i dati onRegEx":"",

"val i dati onMessage": ,
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Ilui Hi nt II: n II,
"l abel ": "Resource Path",
"description": "HDFS file or directory
pat h"
}

]

Corresponding ranger policy for the use case for HDFS will be written as follow:

resour ce: path=/home/ % anger Token: USER%
user: {USER}
permi ssions: all, del egateAdm n=true

The following customizable matcherOptions are available for this feature:

« replaceTokens: trueif short-hand for user in resource-spec needs to be replaced at run-time with current-user's
name; false if the resource-spec needsto be interpreted asit is. Default value: true.

« tokenDelimiterStart: Identifies start character of short-hand for current-user in resource specification. Default
vaue: {.

» tokenDelimiterEnd: Identifies end character of short-hand for current-user in resource specification. Default
value}.

» tokenDelimiterEscape: |dentifies escape character for escaping tokenDelimiterStart or tokenDelimiterEnd values
in resource specification. Default value: \.

« tokenDelimiterPrefix: |dentifies special prefix which together with string 'USER' makes up short-hand for current-
user's name in the resource specification. Default value: .

Importing and Exporting Resour ce-Based Policies

Y ou can export and import policies from the Ranger Admin Ul for cluster resiliency (backups), during recovery
operations, or when moving policies from test clusters to production clusters. Y ou can export/import a specific subset
of policies (such as those that pertain to specific resources or user/groups) or clone the entire repository (or multiple
repositories) via Ranger Admin Ul.

Interfaces

Y ou can import and export policies from the Access Manager page:
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Ranger UacessManager [ Audit & Settings o admin
Service Manager | mimpor [T
= HDFS [= HBASE +0GE [=HIVE +80

5401 _hadoop & “ 6401 _hbase o n o6401_hive 7] “
vest_hdfs & - test_hbase & - test_hive @ -

= YARN +688 = KNOX +88 [= STORM +6G08
B0 _yarn @ “ cBa01_lonox Ir - obd01_storm [r] -

Lest_yarn [r 3 - ts_rax Ir - best_storm # -

[= SOLR +088 [=KAFKA +0E [=ATLAS +68

5401 _soir @ n c6401_kafka @ n o540 _atlas @ -
test_solr & n test_kafka o - test_atlas 7] -

Y ou can also export policies from the Reports page:

Ranger UaccessManager [ Audit & Settings o admin
Reports
Search Criteria
Palicy Mame Policy Type | Select policy type U Li]

Component Salect Comporant

Search By Group = || Select Group '

Export 7,
HDES Excel file
CEW File
Policy ID  Pelicy Name Rescurces Policy Type  Status  Allow Conditions  Allow Exclude Dany Conditions Dai 1SON file
15 all - path path* [ Access Il Enabled | + + + +
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Table 38: Export Policy Options

Access Manager Page Reports Page
Formats JSON JSON
Excel
csv
Filtering Supported No Yes
Specific Service Export Yes Viafiltering

Filtering

When exporting from the Reports page, you can apply filters before saving the file.

Export Formats

Y ou can export policies in the following formats:

* Excd
 JSON
e CSV

Note: CSV format is not supported for importing policies.

When you export policies from the Access Manager page, the policies are automatically downloaded in JSON format.
If you wish to export in Excel or CSV format, export the policies from the Reports page dropdown menu.

Required User Roles

The Ranger admin user can import and export only Resource & Tag based policies. The credentials for this user are
set in Ranger Configs > Advanced ranger-env in the fields labeled admin_username (default: admin/admin).

The Ranger KM S keyadmin user can import and export only KMS policies. The default credentials for this user are

keyadmin/keyadmin.

Limitations

To successfully import policies, use the following database versions:

e MariaDB: 10.1.16+
e MySQL: 5.6.x+

e Oracle: 11gR2+

e PostgreSQL: 8.4+

e MSSQL: 2008 R2+

Partial import is not supported.

Related Information

Configuring Resource-Based Policies

Importing and Exporting Tag-Based Policies

Import Resour ce-Based Policiesfor a Specific Service
How to import the policies for a specific service (HBase, YARN, etc).

Procedure

1. From the Access Manager page, click the Import icon beside the service:
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= HBASE +Hag
c6401_hbase o E
o

B

test_hbase

The Import Policy page opens.

r

Import Policy

Select File :
Select file X, Ovwverride Policy : [~

Mo file chosen

Specify Service Mapping :
Source Destination

Enter service name To Celect service name r| X

k.

2. Select thefileto import.
Y ou can only import policiesin JSON format.
3. (Optional) Configure the import operation:
a) The Override Policy option deletes all policies of the destination repositories.
b) Service Mapping maps the downloaded file repository, i.e. source repository to destination repository.
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Import Policy

Select File :
Select file X, Override Policy : @

Ranger_Policies_ 20170209 1927059, /son X

Specify Service Mapping :
Source Destination

hbasedevi To | hbase1 x |[v| X

[ 4

4. Click Import.
A confirmation message appears. “ Success. File import successfully.”

Related Information
Import Resource-Based Policies for All Services

Import Resour ce-Based Policiesfor All Services
How to import the policies for al service.

Procedure

1. From the Access Manager page, click the Import button:

Ranger UAccess Manager [4 Audit @ Settings o admiln
N
Service Manager @ Export

The Import Policy page opens.
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Import Policy

Service Type:

# hdfs | | hbase | | % hive

s atlas
Select File :

Select file X

Mo file chosen

Specify Service Mapping :
Source

Enter service name

s

2. Select thefileto import.

Y ou can only import policiesin JSON format.

3. (Optional) Configure the import operation:

¥ yarn

% knox | | % storm | | % solr

Override Policy : [

Destination

% kafka

a) Service Types enables you to remove specific services from the import.
b) The Override Policy option deletes al policies of the destination repositories.
¢) Service Mapping maps the downloaded file repository, i.e. source repository to destination repository.
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Import Policy

Service Type :
x hdfs | |x hbase | = hive | |x yarn | |[x knox = storm  x solr | = kafka

x atlas

Select file :
Select file & Override Policy : #

File Name : all_in_one.xls

Specify service Mapping :

hadoopdevi To | hdfs1 % |»| X
hivedev1 To | hivel x|» %
hbasedevi To | hbasel x |» x
+

ke 4

4. Click Import.
A confirmation message appears. “ Success. File import successfully.”

Related Information
Import Resource-Based Policies for a Specific Service

Export Resour ce-Based Policiesfor a Specific Service
How to export the policies for a specific service (HBase, YARN, etc).

About thistask
If you wish to export in Excel or CSV format, export the policies from the Reports page dropdown menu.

Procedure

1. From the Access Manager page, click the Export icon beside the service:
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= HBASE +6Ga)]

cb401_hbase & n
test_hbase i ﬂ

The Export Policy page opens.
2. Click the Export button.

Export Policy

Select Service Name *
| % c6402_hadoop | | % hdfs_service_2 |

s Fl

The file downloads in your browser as a JSON file.

Related Information
Export All Resource-Based Policies for All Services

Export All Resource-Based Policiesfor All Services
How to export the policies for all service.

About thistask
If you wish to export in Excel or CSV format, export the policies from the Reports page dropdown menu.

Procedure

* From the Access Manager page:
a) Click the Export button:

Ranger DaAccess Manager [ Audit @ Settings oh admin
y
Service Manager gimport R

The Export Policy page opens.
b) Remove components or specific services and click Export.
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Export Policy

Service Type:

x hdfs | |x hbase | |x hive | |x yarn | |x knox | |x storm | | x solr

» atlas

Select Service Name *
x c6402_hadoop | x hdfs_service_2 | | x c6402_hbase | | x c6402_hive

® c6402_yarn | | = cBb402_knox | | = cb402_atlas

Cancel

[

The file downloads in your browser as a JSON file.
« From the Reports page:
a) Apply filters before exporting file.
b) Open the Export drop-down menu:

B Bxport =

Excel file

C5W file

e
' |SON file

+*

¢) Select thefileformat.
The file downloads in your browser.

Related Information
Export Resource-Based Policies for a Specific Service

Row-level Filtering and Column Masking in Hive

» kafka

Export

Y ou can use Apache Ranger row-level filtersto set access policies for rowsin Hive tables. Y ou can also use Ranger
column masking to set policies that mask datain Hive columns, for example to show only the first or last four

characters of column data.

Row-level Filteringin Hive with Ranger Palicies

Row-levd filtering helps simplify Hive queries. By moving the access restriction logic down into the Hive layer, Hive
applies the access restrictions every time data access is attempted. This helps simplify authoring of the Hive query,

and provides seamless behind-the-scenes enforcement of row-level segmentation without having
the predicate of the query.

to add thislogic to
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About thistask

Row-level filtering also improves the reliability and robustness of Hadoop. By providing row-level security to
Hive tables and reducing the security surface area, Hive data access can be restricted to specific rows based on user
characteristics (such as group membership) and the runtime context in which this request is issued.

Typical use cases where row-level filtering can be beneficial include:

* A hospital can create a security policy that allows doctorsto view datarows only for their own patients, and that
allows insurance claims administrators to view only specific rows for their specific site.

* A bank can create a policy to restrict accessto rows of financial data based on the employee's business division,
locale, or based on the employee's role (for example: only employees in the finance department are allowed to see
customer invoices, payments, and accrual data; only European HR employees can see European employee data).

e A multi-tenant application can create logical separation of each tenant's data so that each tenant can see only their
own data rows.

Y ou can use Apache Ranger row-level filtersto set access policies for rowsin Hive tables. Row-level filter policies
are similar to other Ranger access policies. You can set filters for specific users, groups, and conditions.

The following conditions apply when using row-level filters:

« Thefilter expression must be avalid WHERE clause for the table or view.

» Eachtable or view should have its own row-level filter policy.

*  Wildcard matching is not supported on database or table names.

» Filtersare evaluated in the order listed in the policy.

e Anaudit log entry is generated each time arow-level filter is applied to atable or view.

Procedure

1. On the Service Manager page, select an existing Hive Service.

Ranger UAccessManager [ Audit & Settings & admin
_Service Manager

Service Manager mimport [T

= HDFS +88 [= HBASE +08E8 | = HIVE +080

&40 _hadoor . n cB401 hbase o’ n Bt _hbvs ) n

test hdfs ra n teat_hbase ¥ u test_hipve ra u

= YARN +%88 [=KNOX +MB [= STORM +68

a2 - - | : 2l

y 2 - B 2l - | . 2 -

(= SOLR +8EB [=KAFKA +M8E [ ATLAS +068

& o o H s kafka ¥y n | 5 & n

L2 ra u (: afka F ﬂ i u

2. Select the Row Level Filter tab, then click Add New Policy.
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Ranger oOacesmsnager [ fsdit & Settings
|_Sorvice Meneger )
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3. Onthe Create Policy page, add the following information for the row-level filter:

Table 39: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This name cannot be duplicated
. across the system. The policy is enabled by default.

(required)

Hive Database Type in the applicable database name. The auto-complete feature
] displays available databases based on the entered text.

(required)

Hive Table Type in the applicable table name. The auto-complete feature

(required) displays available tables based on the entered text.

Audit Logging

Audit Logging is set to Yes by default. Select No to turn off audit
logging.

Description

Enter an optional description for the policy.

Table 40: Row Filter Conditions

Label Description

Select Group Specify the groups to which this policy applies.
The public group contains all users, so granting access to the public
group grants access to all users.

Select User Specify one or more users to which this policy applies.

Access Types Currently select isthe only available access type. This will be used
in conjunction with the WHERE clause specified in the Row Level
Filter field.

Add Row Filter «  Tocreate arow filter for the specified users and groups, Click

Add Row Filter, then type avalid WHERE clause in the Enter
filter expression box.

* Toalow Select access for the specified users and groups
without row-level restrictions, do not add arow filter (leave the
setting as "Add Row Filter").

¢ Filtersare evaluated in the order listed in the policy. The filter at
the top of the Row Filter Conditionslist is applied first, then the
second, then the third, and so on.
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Policy Details
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4. To move acondition in the Row Filter Conditionslist (and therefore change the order in which it is evaluated),
click the dotted rows icon at the left of the condition row, then drag the condition to anew position in the list.
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5. Click Add to add the new row-level filter policy.

Dynamic Resour ce-Based Column Masking in Hive with Ranger Policies
Y ou can use Apache Ranger dynamic resource-based column masking capabilities to protect sensitive datain Hive
in near real-time. Y ou can set policies that mask or anonymize sensitive data columns (such as Pll, PCI, and PHI)
dynamically from Hive query output. For example, you can mask sensitive data within a column to show only the first
or last four characters.

About thistask

Dynamic column masking policies are similar to other Ranger access policies for Hive. Y ou can set filters for specific
users, groups, and conditions. With dynamic column-level masking, sensitive information never leaves Hive, and

no changes are required at the consuming application or the Hive layer. Thereis also no need to produce additional
protected duplicate versions of datasets.

The following conditions apply when using Ranger column masking policies to mask data returned in Hive query
results:

« A variety of masking types are available, such as show last 4 characters, show first 4 characters, Hash, Nullify,
and date masks (show only year).

* You can specify amasking type for specific users, groups, and conditions.

e Wildcard matching is not supported.

» Each column should have its own masking policy.

* Masksare evaluated in the order listed in the policy.
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* Anaudit log entry is generated each time a masking policy is applied to a column.

Procedure

1. Onthe Service Manager page, select an existing Hive Service.

Ranger UAccessManager [ Audit & Settings o admin
Service Manager 0
(= HDFS +®EB = HBASE +08E | =HIVE +068
5401 _hadoop @ [ o001 hvase @ B | cse0rnive R - |
vest hdfs rd n test_hbase rs n test_hive [ n
(= YARN +0BE = KNOX +%E [ STORM +68
B4 _yarn o n cEA01_knox w n cb4l1_storm o “
test_yarn [ n rest_kimas " § H best_stenm [ “

(= SOLR +%@EB [=KAFKA +0BE [ ATLAS +068
o401 _solr @ n cBA01 _kafka o ﬂ chd01_atlas [F3 n
Test_soir [r n test_kafka r g n test_atlas "3 n

2. Select the Masking tab, then click Add New Policy.

Ranger ©hces ianager © Sestings

Paliy 0 Falicy Mame Faven Rt Logging. Growps Users. Actsan

o Podrries founsd’

3. Onthe Create Policy page, add the following information for the column-masking filter:
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Table 41: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This name cannot be duplicated
) across the system. The policy is enabled by default.

(required)

Hive Database Type in the applicable database name. The auto-complete feature
. displays available databases based on the entered text.

(required)

Hive Table Type in the applicable table name. The auto-complete feature

(required) displays available tables based on the entered text.

Hive Column Type in the applicable column name. The auto-complete feature

(required) displays available columns based on the entered text.

Audit Logging

Audit Logging is set to Yes by default. Select No to turn off audit
logging.

Description

Enter an optional description for the policy.

Table 42: Mask Conditions

Label Description

Select Group Specify the groups to which this policy applies.
The public group contains all users, so granting access to the public
group grants access to all users.

Select User Specify one or more users to which this policy applies.

Access Types Currently select isthe only available access type.

Select Masking Type To create arow filter for the specified users and groups, click Select

Masking Option, then select a masking type:

¢ Redact — mask al aphabetic characterswith "x" and all numeric
characterswith "n".

¢ Partial mask: show last 4 — Show only the last four characters.

¢ Partial mask: show first 4 — Show only thefirst four characters.

¢ Hash—Replace dl characters with a hash of entire cell value.

¢ Nullify — Replace all characterswith aNULL value.

¢ Unmasked (retain original value) — No masking is applied.

« Date: show only year — Show only the year portion of adate
string and default the month and day to 01/01

¢ Custom — Specify a custom masked value or expression. Custom
masking can use any valid Hive UDF (Hive that returns the
same data type as the data type in the column being masked).

Masking conditions are evaluated in the order listed in the policy.
The condition at the top of the Masking Conditionslist is applied
first, then the second, then the third, and so on.
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4. To move acondition in the Mask Conditionslist (and therefore change the order in which it is evaluated), click
the dotted rows icon at the left of the condition row, then drag the condition to a new position in the list.
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5. Click Add to add the new column masking filter policy.

Dynamic Tag-Based Column Masking in Hive with Ranger Policies

Where Ranger resource-based masking policy for Hive anonymizes data from a Hive column identified by the
database, table, and column, tag-based masking policy anonymizes Hive column data based on tags and tag attribute
values associated with Hive column (usually specified as metadata classification in Atlas).

About thistask

The following conditions apply when using Ranger column masking policies to mask data returned in Hive query
results:

» A variety of masking types are available, such as show last 4 characters, show first 4 characters, Hash, Nullify,
and date masks (show only year).

* You can specify amasking type for specific users, groups, and conditions.

e Wildcard matching is not supported.

 |f there are multiple tag masking policies applied to the same Hive column, the masking policy with the
lexicographically smallest policy-name is chosen for enforcement, E.G., policy "a" is enforced before policy "aa'.

* Masksare evaluated in the order listed in the policy.

* Anaudit log entry is generated each time a masking policy is applied to a column.
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Procedure

1. Select Access Manager > Tag Based Policies, then select a tag-based service.

Ranger UAccess Manager [ Audit & Settings

Service Manager

= TAG +%38

cb401 _tag [ | o)

2. Select the Masking tab, then click Add New Palicy.

R nger U Acceds Manager
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3. Onthe Create Policy page, add the following information for the column-masking filter:

Table 43: Policy Details

Field Description
Policy Type Set to Hive by default.
(required)
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Field Description
Policy Name Enter an appropriate policy name. This hame cannot be duplicated
. across the system. The policy is enabled by default.
(required)
TAG Enter the applicable tag name, E.G., MASK.
(required)
Audit Logging Audit Logging is set to Yes by default. Select No to turn off audit
logging.
Description Enter an optional description for the policy.
Table 44: Mask Conditions
L abel Description
Select Group Specify the groups to which this policy applies.

The public group contains all users, so granting access to the public
group grants access to all users.

Select User Specify one or more users to which this policy applies.

Policy Conditions Click Add Conditions to add or edit policy conditions. Currently
"Accessed after expiry_date? (yes/no)" is the only available policy
condition. To set this condition, type yesin the text box, then select
the green check mark button to add the condition.

Access Types Currently hive and select are the only available access types.

Select Masking Option To create arow filter for the specified users and groups, click Select

Masking Option, then select a masking type:

¢ Redact — mask al aphabetic characterswith "x" and all numeric
characters with "n".

¢ Partial mask: show last 4 — Show only the last four characters.

e Partial mask: show first 4 — Show only thefirst four characters.

¢ Hash—Replace al characters with a hash of entire cell value.

¢ Nullify — Replace all characterswith aNULL value.

¢ Unmasked (retain original vaue) — No masking is applied.

« Date: show only year — Show only the year portion of a date
string and default the month and day to 01/01

¢ Custom — Specify a custom masked value or expression. Custom
masking can use any valid Hive UDF (Hive that returns the
same data type as the data type in the column being masked).

Masking conditions are evaluated in the order listed in the policy.
The condition at the top of the Masking Conditions list is applied
first, then the second, then the third, and so on.
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4. You can usethe Plus (+) symbols to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of thelist is applied first, then the second, then the third, and so on.

5. Click Add to add the new palicy.

Tag-Based Services and Policies

Ranger enables you to create tag-based services and add access policies to those services.

Adding a Tag-based Service
How to add a new tag-based service to Ranger.

About thistask

Y ou can access the Service Manager for Tag-Based Policies page by selecting Access Manager > Tag Based Policies.
Y ou can use this page to create tag-based services and add tag-based access policies that can be applied to Hadoop
resources. Using tag-based policies enables you to control access to resources across multiple Hadoop components
without creating separate services and policies in each component. Y ou can also use Ranger TagSync to synchronize
the Ranger tag store with an external metadata service such as Apache Atlas.
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Procedure
1. Click the Addicon

(+ )

in the TAG box on the Service Manager page.

Ranger UAccess Manager [O Audit & Settings

Service Manager

(= TAG +|7

cB401_tag #

2. Onthe Service Details page, type in a service name and an optional description. The service is enabled by default,
but you can disable it by selecting Disabled. To add the service, click Add.
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Ranger UAccessManager [ Audit @ Settings

Service Manager Create Sendce

Create Service

Service Details :

Service Mame * tag servicel

Description

Active Status i) Enabled Disabled

3. Thenew tag service appears on the Service Manager page.

Ranger UAccess Manager [O Audit & Settings

Service Manager

= TAG +88

cb401_tag [ | o)

Adding Tag-Based Policies

Tag-based policies enable you to control access to resources across multiple Hadoop components without creating
separate services and policiesin each component. Y ou can aso use Ranger TagSync to synchronize the Ranger tag
store with an external metadata service such as Apache Atlas.
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Procedure

1. Select Access Manager > Tag Based Policies, then select a tag-based service.

Ranger UAccess Manager [B Audit £ Settings

Service Manager

= TAG +%38

cb401 _tag [ | o)

2. OnthelList of Policies page, click Add New Policy.

Ranger vacessmanager [ Audit @ Sertings
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The Create Policy page appears:

Ranger vacessManager [NAudt  © Semings W admin

Create Policy
Palicy Details :
policy Type (0 !
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3. Enter information on the Create Policy page asfollows:

Table 45: Policy Details

Field Description

Policy Type Set to Access by default.

Policy Name Enter an appropriate policy name. This hame cannot be duplicated
across the system. Thisfield is mandatory.

TAG Enter the applicable tag name.

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy is audited. (De-select to disable
auditing).

Policy Label Specify alabel for this policy. Y ou can search reports and filter

policies based on these | abels.
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Table 46: Allow, Exclude from Allow, Deny, and Exclude from Deny Conditions

Label Description

Select Group Specify the group to which this policy applies. To designate the
group as an Administrator for the chosen resource, specify Admin
permissions. (Administrators can create child policies based on
existing policies).

The public group contains all users, so setting a condition for the
public group appliesto all users.

Select User Specify a particular user to which this policy applies (outside of an
aready-specified group) OR designate a particular user as Admin
for this policy. (Administrators can create child policies based on
existing policies).

Policy Conditions Click Add Conditions to add or edit policy conditions.

" Accessed after expiry_date (yes/no)?": To set this condition, type
yesin the text box, then select the green check mark button to add
the condition.

Enter boolean expression: Available for alow or deny conditions
on tag-based policies. For examples and details, see “Using Tag
Attributes and Values in Ranger Tag-Based Policy Conditions’.

Component Permissions Click Add Permissions to add or edit component conditions. To add
component permissions, enter the component name in the text box,
then use the check boxes to specify component permissions. Select
the green check mark button to add the chosen component conditions
to the policy.

4. You can usethe Plus (+) symbols to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. Click Add to add the new palicy.
Related Information

Using Tag Attributes and Valuesin Ranger Tag-Based Policy Conditions
Using Basic and Advanced Search

Using Tag Attributes and Valuesin Ranger Tag-Based Policy Conditions

Enter boolean expression allows Ranger to use tag attributes and values when configuring tag-based policy Allow or
Deny conditions. It allows admins to provide boolean expression(s) using tag attributes.

The policy condition isintroduced in the tag service definition:

{
"item d": 2,
"name": " expressi on",
"eval uator":
"org. apache. ranger. pl ugi n. condi ti oneval uat or. Ranger Scri pt Condi ti onEval uat or ",
"eval uat orOptions" : {"engi neNane":"JavaScri pt",
"ui.isMultiline":"true"},
"l abel ":"Enter bool ean expression",
"description": "Bool ean expression"

The following variables can be referenced in the boolean expression:

» ctx: Context handler containing APIs to access metadata information from the request.
 tag: Information about the current tag.
« tagAttr: Map containing all the current tag attributes and corresponding values.

The following APls available from the request:

79



HDP Ranger Authorization Tag-Based Services and Policies

e getUser(): Returnsastring.

* getUserGroups(): Returns a set of strings containing groups.

« getClientlPAddress(): Returns a string containing client | P address.

« getAction(): Returns a string containing information about the action being requested.

For two scenarios:

« User “sam” needs to be denied a policy based on the | P address of the machine from where the resources are
accessed.

Set the deny condition for user sam with the following boolean expression:

if ( tagAttr.get('ipAddr').equals(ctx.getCientlPAddress()) ) {
ctx.result = true;

}

« Deny one particular user, “bob” from agroup, “users’, only when this user is accessing resources from a
particular | P defined as an tag attribute in Atlas.

Set the deny condition for group users with the following boolean expression:

if (tagAttr.get('ipAddr').equal s(ctx.getdientlPAddress()) &&
ctx. get User (). equal s("bob")) {
ctx.resul t=true;

}

| tagAttr.get{ipAddr’.equalsict.getClientlPAddress()) ) {
ch.result = true;)

Dy Cunrioni gy

Sabern Grosp Salect Umer Fabcy (Eecition Comgonest Farmiteoss

| e miin, ovaionps Lastnaon I ’

= wern = bob - &

(tagAttr.get(ipAddr).equals(ct.getClientPAddress()) &&
ctx.getUser().equals{"bob")) {

chx. result=true;}

Adding a Tag-Based PIl Policy

Example of how to add a Pl tag-based policy. In this example we create a tag-based policy for objects tagged "PII" in
Atlas. Accessto objectstagged "PlI" is allowed for members of the "audit" group. All other users (the "public” group)
are denied access.

Procedure
1. Select Access Manager > Tag Based Policies, then select atag-based service.
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Ranger UAccess Manager [0 Audit & Settings

Service Manager

= TAG +%8

cb401_tag [ ||

2. OnthelList of Palicies page, click Add New Policy.

Ranger vacesManagsr [ Audit @ Sertings

Sarvice Maragsi b Lag serdie! Pelices

List of Policles : tag sarviced

nEmme (=

Palicy b0 Palicy Mams Statua A Leggpom Groups Usera Action

Mo Polichis o]
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The Create Policy page appears:

Ranger vacessManager [NAudt  © Semings v admin

Serdes Marager b L service! Polides 3

Create Policy
Palicy Details :
policy Type [HEEEY |
Podicy Mame + ] m
TG
Description
]
Aude Logeing  Qa

Mlow Conditions :

Selact Group Swlect Lser Psliey Conditlens  Companant Parmissians |

A Gongitians | Add Peremarnions & ﬂ

&
Enclude fram Allow Conditions thaw @
Dany Conditians @
Selecd Group Saleel User Wil £ ! £ Fermissd
Agd Conditions & Ady Purenisiions 4 ﬂ
*
Exchude from Deny Conditions : re——

3. Enter the following information on the Create Policy page:

Table 47: Policy Details

Field Description

Policy Type Set to Access by default.

Policy Name Pl

TAG PIl

Audit Logging YES

Description Restrict access to resources with the PII tag.
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Table 48: Allow Conditions

Label Description
Select Group audit

Select User <none>
Policy Conditions <none>
Component Permissions hive

(select al permissions)

Table 49: Deny Conditions

Label Description
Select Group public
Select User <none>
Policy Conditions <none>
Component Permissions hive

(select all permissions)

Table 50: Exclude from Allow Conditions

L abel Description
Select Group audit

Select User <none>
Policy Conditions <none>
Component Permissions hive

(select al permissions)
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R.Iﬂg.f U&ocess Manager [ Audit @ Seftings o admin
rosey Tye ()
Policy Mara ® | Il m i atin:
TAG e =
N ¢
g . 3w
Fil iag
Allow Conditions |
Belenh Graup Bt ] User Paliry Cand nrp
L] Agd Consitsase| 4 C # n
s
Exchachs froim Allowy Condniong

Deny Conditions |

Salexi Greup Saipri Uvar Palbry Coani Comp
 pabl A Congitoes | 3 » -_
0
Exchude from Deny Conditions
Nl B i N L Balicy Condith Lo
LR A € i| & # u
*

In this example we used Allow Conditions to grant access to the "audit" group, and then used Deny Conditionsto
deny access to the "public" group. Because the "public" group includes al users, we then used Exclude from Deny
Conditions to exclude the "audit" group, in effect reinstating the "audit" group's original Allow access condition.

4. Click Add to add the new policy.

Tag Policy Default EXPIRES ON Policy
An EXPIRES_ON tag-based policy is created automatically when atag service instance created. This default policy
denies access to objects tagged with EXPIRES_ON after the expiry date specified in the Atlas tag attribute. Y ou can
use the following steps to review the default EXPIRES_ON policy.
Procedure

1. Select Access Manager > Tag Based Poalicies, then select atag-based service.
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Ranger UAccess Manager [0 Audit & Settings

Service Manager

= TAG +%8

cb401_tag (&

2. OnthelList of Palicies page, click the Edit icon for the default EXIRES_ON policy.

Ran Qer  Uawes Mansgr

The Edit Policy page appears.
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lll‘lg!r Uaccess Marager 5 Asdit  © Setiings o admin
Edin Palicy

Policy Detads

Bpdery i1

rokicy Type [EEEED)
=
Tag® w PAPREE D8

el Linggorg E

Dewirpton oy for data mith EXFSRIES_O4 |

Allowy Conditigey

Rt 4 e imap LR Palay Cardink [< ®
Ao Condtomn 4 P a .
|
*
|
Eud e from Alow Comchbions
|
Deny Condielans |
i
Sabgai Group Salnci U Py it Campoasai Parmbaioy |
e L0 CE EEIEE ) |
- ey ke | KAPWA | SOLA T ATUAE n
# # |
-
| Exchade from Deny Conditions
| |

3. We can seethat the default EXPIRES_ON policy denies access to all users, and for all components, after the
expiry date specified in the Atlas tag attribute.

Importing and Exporting Tag-Based Policies

Y ou can export and import policies from the Ranger Admin Ul for cluster resiliency (backups), during recovery
operations, or when moving policies from test clusters to production clusters. Y ou can export/import a specific subset
of policies (such as those that pertain to specific resources or user/groups) or clone the entire repository (or multiple
repositories) via Ranger Admin Ul.

Interfaces

Y ou can import and export policies from the Access Manager>Tag Based Policies page:
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Ranger UacessManager [Audit & Settings v admin
| Service Manager
Service Manager mimport N TERE
= TAG
B4l _tag @ n

Y ou can aso export policies from the Reports page:

Hanger UAccess Manager [0 Audit 4 Settings & admin

Liser Access Report

Reports
Search Criteria
Palicy Mafme Policy Type | Select policy type v

Component Sabact Comporsant

Search By Group = Select Group

0, Search

Export 7,
HDES Excedl file
C5WV file
Folicy 1D Policy Name Resources Policy Type  Status  Allow Conditions Allow Exclude Deny Conditions Dai JSOM file
15 all - path pathu® [ Access Ml Enabled | + + + +

Table51: Export Policy Options

Access Manager Page Reports Page
Formats JSON JSON
Excel
csv
Filtering Supported No Yes
Specific Service Export Yes Viafiltering

Filtering
When exporting from the Reports page, you can apply filters before saving the file.
Export Formats

Y ou can export policiesin the following formats:
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* Excd
e JSON
« CSV

Note: CSV format is not supported for importing policies.

When you export policies from the Access Manager page, the policies are automatically downloaded in JSON format.
If you wish to export in Excel or CSV format, export the policies from the Reports page dropdown menu.

Required User Roles

The Ranger admin user can import and export only Resource & Tag based policies. The credentials for this user are
set in Ranger Configs > Advanced ranger-env in the fields labeled admin_username (default: admin/admin).

The Ranger KM S keyadmin user can import and export only KMS policies. The default credentials for this user are
keyadmin/keyadmin.

Limitations
To successfully import policies, use the following database versions:

e MariaDB: 10.1.16+
e MySQL: 5.6.x+

e Oracle: 11gR2+

e PostgreSQL: 8.4+

e MSSQL: 2008 R2+

Partial policy import is not supported.

Related I nformation
Importing and Exporting Resource-Based Policies

Import Tag Based Policies
How to import tag-based policies.

Procedure

« Viathe Import icon:
a) From the Access Manager>Tag Based Policies page, click the Import icon beside the service:

= TAG +6h
- B
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The Import Policy page opens.

Import Policy

Select File :
Select file X Override Policy : [~

Mo file chosen

Specify Service Mapping :
Source Destination

Enter service name To Celect service name r| X

k.

b) Select thefileto import.
Y ou can only import policies in JSON format.
¢) (Optiona) Configure the import operation:

« The Override Policy option deletes all policies of the destination repositories.
« Service Mapping maps the downloaded file repository, i.e. source repository to destination repository.
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For example:

Import Policy

Select File :
Select file X Owverride Policy : [

Ranger_Policies_ 20170209 192820,json X

Specify Service Mapping :
Source Destination

tagdev1 To | tag? % |v| %

+

[ 4

d) Click Import.
A confirmation message appears. “ Success. File import successfully.”

* Viathe Import button:
a) From the Access Manager>Tag Based Policies page, click the Import

Ranger UaAccessManager [ Audit & Settings ¥ admin
[ Service Manager 4
Service Manager B2 | oo
= TAG +Eh
chdll_tag @ n

button:

The Import Policy page opens.
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Import Policy

Service Type:
¥ 1ag

Select File :
Select file X,

Mo file chosen

Specify Service Mapping :
Source

[

b) Select thefileto import.

Y ou can only import policiesin JSON format.
c) (Optional) Configure the import operation:

To

Owerride Policy : [~

Select serv

Destination

» Service Types enables you to remove specific services from the import.

* The Override Policy option deletes all policies of the destination repositories.

e Service Mapping maps the downloaded file repository, i.e. source repository to destination repository.

For example:
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Import Policy

Select File :
Select file X, Owverride Policy : [

Ranger_Policies_ 20170209 192820,json X

Specify Service Mapping :
Source Destination

tagdev1 To | tag1 % |v| %

+

[ 4

d) Click Import.
A confirmation message appears. “ Success. File import successfully.”

Related I nformation
Export Tag-Based Policies

Export Tag-Based Policies
How to export all tag-based policies.

Procedure

« From the Access Manager>Tag Based Policies page:
a) Click the Export button or icon:

Ranger U Access Manager [ Audit @ Settings & admin

Service Manager B Export
(= TAG +dg]
cB401_tag @ n

The Export Policy page opens.
b) Remove components or specific services and click Export.
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Export Policy

Service Type :
x (3

Select Service Name *

# tag_service_1

Cancel Export

¢) Thefile downloadsin your browser asaJSON file.

If you wish to export in Excel or CSV format, export the policies from the Reports page dropdown menu.
» From the Reports page:

a) Filter Component to tag and click Sear ch.
b) (Optional) Apply filters before exporting file.
¢) Open the Export drop-down menu:

B Export =

Excel file

CSW file

I
| |SON file

+

d) Select thefile format.
The file downloads in your browser.

Related Information
Import Tag Based Policies

Createa Time-bound Policy

Where Apache Ranger policies used to be permanent once authored, as of HDP 3.0, you can now create a time-bound
policy. This enables you to configure a policy to be effective for a specified time range. Y ou can add a validity period
to resource- and tag-based policies.

About thistask
For example, you may want to create atime-bound policy for:

« Financial information about earnings that is sensitive and restricted only until the earnings release date.

» Block acertain user for a specific time period (e.g., a compromised user account being investigated needs to be
put on "hold" from accessing resources in Hadoop services).
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» Block acertain group for a specific time (e.g., excluding temporary employees from writing on resources during
the holiday season).

Procedure

1. From Ranger, click Access Manager > Resour ce Based Policies | Tag Based Policies > <select the service> >
Add New Policy

Ranger UAccess Manager [0 Awlit £ Settings o admin

Service Man L [ Resou:ﬁ; Based Policies

Service Mani & Reports Export
= HDFS +688 = HBASE +68 (= HIVE +6a
dwweekly_hadoop o ]|[e] _g. dwweekly hbaEe [e][=] dwweekly_hive [e]l=]
= YARN +688 = KNOX +6Ba (=, STORM +6a
dwweekly_yarn o ]|[e] dwweekly_knof [=][=]
= SOLR +688 = KAFKA +838 = NIFI +6B8
= KYLIN +688 = SQOOopP +6Ba (= ATLAS +6a

dwweekly_atlas e @
v -
Ranger UAccess Manager [ Audit & Settings l,l admin

dwweekly_hbase Policies

List of Policies : dwweekly_hbase

Q Search for your policy... e R&J| Acdd New Policy
pt

Policy ID Policy Name Policy Labels Status Audit Logging Groups Users Action
3 all - table, column-family, column - | Enabled | [ Enabied | = | @ | E
4 Service Check User Policy for Hbase - [ Enabled | [ Enabled | A
7" grant-1532451641294 - [ Enabled | [ Enabled 3 e =]
12 grant-1532451641509 - [ Enabled | [ Enabled 3 e =]

2. Complete the fields of the Create Policy page.
3. Click Add Validity Period.
4. Inthe Policy Validity Period dialog box, specify the Start Time, End Time, and Time Zone.
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Ranger UAccessManager [1Audit & Settings 0 admin

T

Create Policy

Policy Details :

PolicyType  [nnd © Add Validity Period
Policy Name * | Temp Employees Override [ enabled @

Policy Label | Policy Label Policy Validity Period

HBase Table * % sales m )

Start Time End Time Time zone

e 2018/12/01 00:00:27 x HE 2018/12/31 23:59:27 ® America/Los_Angel... x | v n
HBase Column-family * (exclude

+

HBase Column * (_ exclude

Capcel m

Description

Audit Logging (X

Allow Conditions :

Select Group Select User permissions Delegate Admin

x temp_employees Select User Read |3 - -

m St

5. If you want this policy to take precedence over al other policies during its validity period, click Override
A decision from this policy stops further evaluation of policies.
6. Click Add.

Administering Ranger User §Groups and Permissions

To view thelist of users and groups who can access the Ranger portal or its services, select Settings > Users/Groups
in the top menu.

The Userd/Groups page lists:

« Internal users who can log in to the Ranger portal; created by the Ranger console Service Manager.

» External users who can access services controlled by the Ranger portal; created at other systemslike Active
Directory, LDAP or UNIX, and synched with those systems.

* Adminswho are the only users with permission to create users and create services, run reports, and perform other
administrative tasks. Admins can also create child policies based on the original policy (base policy).
« On the Groups page, you can click the people icon under Users and view the members of that group.
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Ranger UAccessManager [ Audit & Settings & admin

Users Groups
Group List
T : czzn emm O
a) Group Name Group Source Visibility Users
public ==  visible ] o
o hadoop [ External | [ visivie @
& [ xternal } [ visible } 3
0 rs [ xternal} [ visivle ] )
0 s [ External ] [ visiic ] L
0 polkitd [ xternal } [ visivie } [
0 hrony [ External } [ visible } ®
fsnobody [ xternal } [ visivle } [
o centos [ External } [visible } @

Add a User

How to add a new user to the user list in Ranger.

Procedure

1. Select Settings > User Groups.
The Users/Groups page appears.

Ranger UAccessManager [ Audit © Settings & admin

Lisers Groups

™ Permismsions

User List

2. Search for your users... - Akl Mew User St Visibiliy - ﬂ

Groups Visibliiy

User Name Email Address

admin
rANgEruSersync
FAMBErLEEIyTE
amb_ranger_admin
hadoop

ambari-ga

shicder

bk

il

reppelin

goooaegamn
Eﬁﬂﬁﬂﬂﬁﬂﬂﬂg
AEOB0BO0AA

snlash

2. Click Add New User .
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The User Detail page appears.

Ranger U Access Manager [ Audit  © Settings & admin

User Detall

Lser Name *

MNew Password *
Password Conflrm *
First Name ¥

Last Mame

Ernail Address

Select Role * Admin

ar

Group  Plegse select +

3. Add therequired user details, then click Save.
The user isimmediately added to the list.

Edit a User

How to edit auser in Ranger.

Procedure

1. Select Settings > User Groups.
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The Usersg/Groups page opens to the Users tab.

Ranger UAccess Manager [ Audit & Settings & admin
Users/Groups
Users Groups
Group List
(a} Group Name Group Source visibility users
a] public [intermal | [ visible } )
o hadoop [ Externai [visible } 3
0 ranger = (Vo] ¥
0w [Ecemal] [Veie] ¥
a] hdfs  External |  visible } &
o polkitd | Externai |  visible | ")
0 | rony = [Veie] ¥
a] nfsnobody == visioie | @
0 centos [Extmmal [stole @

2. Select auser profileto edit.

Ranger UAccessManager (3 Audit & Settings 1 admin
Edit your own profile # Profile
0
Users Groups O Logou
User List [Edit a user profile
Q Search for yoy/ users... o Set Visibility ~
] User Name Email Address Role User Source Groups Visibility
O admin | Admin | [ internal  admin | hadoop | has |  Visible
O  rangerusersync [ Admiin | [ Internal |  Visible |
0 rangertagsync | Admin ==  Visible
[0 amb_ranger_admin m m m
0 hadoop m m - m
@ ambariaa [user [Excernal [ hadoop ] users [Visibi
o slider  user |  External|  slider |  Visible |

E Note:
You can only fully edit internal users. For external users, you can only edit the user role.

98



HDP Ranger Authorization

Administering Ranger Users/Groups and Permissions

User Detail

[# Basic Infa
User Hame *
First Mame *
Larst Marrss
Email Address
Salect Role

Grenip

8, Change Passward

aal

Mal

Liger

User Detail

User Mamig ¥

First Hame

Last Marme

Email Address

Sebect Aole *

Group

The User Detail page appears.

3. To edit your own user profile, click Username > Profile.

wuseridi
wuseri0]

user00]

User

m S

-
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& Lag Ous

The User Profile page appears.

User Profile
[# Bask Info 2, Change Password
First Mame * Admin
Last Mamie ®
Ernael Address

Select Role * Adimin

4. Edit the appropriate details, then click Save.

Delete a User

How to permanently delete a user in Ranger.

Before you begin
Only userswith role "admin™ may delete a user.

Procedure

1. Select Settings > User Groups.
The Users/Groups page appears.
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Ha“ger U Access Manager  [9 Audit  © Settings ¥ admin

D Permissions
Lisers Groups
User List
2. Saarch for your users... . ﬂ
User Name Emall Address Role User Source Groups Visibility

admin v I rcorna | [adein | hadsoop [ has [visibie
FANEETUSET THTIC m m o m
rangeriagsyns Cacrmin JE oot [ Visible|
amb_ramger_admin m m m
hadoop  User | =0 -  Viaibila |
ambariga (user JRY cierroi [ hadoop | users [ Vistie
shider =3 Eﬂ E: m
e (ser | CExternal [ hasoop [visibie
seppelin (usor SN e [hacdoop [Visiie
splash (ser [ el [ splash | root [vivisi

2. Select the check box of the user you want to delete and click the Deleteicon

= )

at theright of the User List menu bar.

Ranger UAccessManager [ Audit & Settings & admin
Lsers Groups
User List 2

s e -

User Name Emaill Address Role User Source Groups Wislbllity
admin | Admin = | Visihis |
r-“'l.sl'rl.llﬂrﬁ'}ﬂl m m m
FAREEFLEEIYT M [ Visdbla |
amb_ranger_adiin e o Sae o WAL 1O delete user 'splash'? 3
hadoop 3  Viokde
ambari-na Cancel m
sader | | (Ve
hive | wser | =  visible
zeppelin 3 2 [Vishe

& Success "
1 mtulnn"  oer Ugr cargeind 1 carsstully! £
WoP e [

3. You are prompted to confirm the user deletion; select OK.
Y ou receive confirmation that the operation has succeeded.

Add a Group

How to add a group in Ranger.
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Procedure

1. Select Settings > User S/Groups.
The Usersg/Groups page opens to the Users tab.

Ranger UAccessManager [1Audit O Settings & admin
D Permissions
Lisars Groups
User List
2. Saarch for your users... . ﬂ
User Name Emall Address Role User Source Groups Visibllity
ain Cncemin I ivcornat [ admin | hadoop | hats [visioe
rangerusersync | Admin = -  visibie
rangertagsyme | Admin imternal |  visibile
amb,anger_admin (i JRE ietermai [Vistoe
hatoop e  Extornai  Visitle
ambari aa [user JRRN cccrval [ hasoop ] users [visivie
sider  User | | Externa | [ siider |  Viaitie
hove (user SR c~errsi = [visibia
reppelin o o [hadoop Vil
splash (uver JRY oo [ spiash | roct [Visiie]
2. Click the Groups tab.
The Groups page appears.
Users Groups
Group List
Q Search for your groups... °

(a} Group Name Group Source Visibility Users

o public =3  visible } L3

O adoop == [visoe w

o ranger [ Externai visible | ¥

0 |users = [V ®

o hdfs | Externai |  visible | &

o polkitd =3 [ visible | 3

o chrony === visivie | 3

o nfsnobody =3 visible } o

o centos [ External visible | ¥

3. Click Add New Group.
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The Group Create page
Ranger UAcessMsnager [ Audit O Settings & sdmin

B Seanch for your USSTS.

User Hama Email Asdrwan ‘Robr L ST
sdmin =0 =3 == Ranger UAcesManager [©Asdt © Setings
pRe—— E=En =3 -  r—
— E = UseraiGiougs > Group Cresne
R — =a it | Group Detall
hadoop = =0 -
amieri = =3 [ haed Group Mame *
shijer :: E’I :
- L e [rae] ”‘“"’"“
ceppe = =3 =
st e | =2 =
HEP [ ima | == [ et | m
it = =3 =
appears. ranger = =3 ==
4. Enter aunique name for the group, and an optional description, then click Save.
Edit a Group
How to edit agroup in Ranger.
Procedure
1. Select Settings > User S/Groups.
The Userg/Groups page opens to the Users tab.
Ra nger UAccessManager [ Audit O Settings i admin
™ Permissions
Lrsers Groups
User List
2 Search for your users.., - ﬂ
User Name Email Address Role Usier Source Groups Vislbllity
admin [ acmin IR interna | [ aderin | hadoop | bafs [Mte
rARgeruseriync | Admin = - [ vizible
rangerLageme | Admilr =  visibile
amb_ranger_admin m m m
hadoop E:I m m
ambari-ga  user |  External [ hadoop | usees |  visibile
shdjer  Lizer | @ E: m
hiren  user | ==  visibile
zeppelin  User  External =  Visitile
splash | user | == [ sptash | root |  isibile

2. Click the Groups tab.

103



HDP Ranger Authorization Administering Ranger Users/Groups and Permissions

Ranger UAccess Manager [ Audit & Settings & admin
Users Groups
Group List

(a} Group Name Group Source visibility s

a] public [intermal | [ visible } )

o hadoop [ Externai [visible } ")

O ranger = [ ¥

a] rs [ Externai visible | L3

a] hdf  External |  visible } &

0 polkitd =3 visible } )

0 rony [Excerna] oD ®

0 nfsnobody == visioie | w
= [visoe ®

3. Select agroup name to edit.
Ranger UAccessmansger [ Audit O Settings & admin

LHsrg Groups
Group List

Q. gaarch foF your proupd. .. J Add M Group

Group Name Group Source
[=]

shder

Vislbiliy

hadoog
wplagh
[ eals

hdfs

jaGaaaa I

jadaaac

ranger

4. The Group Edit page appears.

Growup Bdst

Group Detail

Group Mame * piiblic

Description pubdic group

-r“f"E m

5. Edit the group details, then click Save.
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Delete a Group

How to permanently delete a group in Ranger.

Before you begin
Only users with role "admin™ may delete a group.

Procedure
1. Select Settings > User Groups.
The Users/Groups page appears.
Users. Groups
Group List
0 Group Name Group Source Visibility Users
0 public [ internal ]  visible | &
a) hadoop [ externai [ visivie | 3
a) 5 =3  visible | &
0 wers =0 [vsoe ] @
o s [Excornai [vsio ] w
0 polkitd [ External ] [ visiole | [
0 chrony | External |  visibie | )
0 snobody [ External |  visible | [
0 centos [Externa | [ Visible | .
2. Click the Groupstab.
The Groups page appears.
Ranger UAcessManager [ Audit & Settings e
Users Groups
Group List
& Search fo your groupe.
0 Group Name Group Source Visibility Users
0 pubic =3 [V M
0 hadoop | Externai |  visible | &
0 ranger [ Externa | [ visivie | ")
0 wes = [visioe M
o s =0 [vsoe ] @
0 polkitd === visiole } o
0 chrony [ External ] [ visiole | o
0 nfsnobody [ External | [ visible | )
0 centos | External |  visible | ")

3. Select the check box of the group you want to delete and click the Deleteicon

o )

at theright of the Group List menu bar.
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Ranger UhcessManager [ Audit  © Settings )
Lheers Groups
Group List

A Spweh Tor your proups.. s

Group Name Group Source
publi intmrnal |
shider APE POU SN PO Wi B0 Selete Proup laih T ﬁ_
hadaog 3
ool
hfs  Externai  Viike
ranger | External |  Visible |
e q oSuccess ¥ 4 i Vit
packes Group defeted successfulld m
e | Btemai  Vinible |
nisnabody =0 Vil |

4. You are prompted to confirm the group deletion; select OK.
Y ou receive confirmation that the operation has succeeded.

What to do next
Usersin adeleted group will be reassigned to no group. Y ou can edit the user to reassign it to groups.

Related Information
Edit aUser

Add/Edit Permissions

How to add or edit a user or group in Ranger.

Procedure

1. Select Settings > Permissions.
The Userg/Groups page opens to the Permissions page.

Permisslons
a2

[ e | ramprrnorrps: | kpadein | e JRES

| adrun | ranpennarspss | sk ranper simie |
| mamen | ramgursiorapai | st ranger wdwas |

:,uul.'-;i
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2. Click the Editicon

]

(

next to the permission you would like to edit.

The Edit Permission page appears.
[ Permisziorn. b iserionn 3

Edit Fermission

Policy Dwtadls :

TR

User and Group Permissions ;

3. Edit the permission settings, then click Save.

SelE Giowp

ke Used
AN | | PSS

a ami ranges akra
Iy T

v

arribarg

hate

rarge

Y ou can select multiple users and groups from the drop-down menus.

Administering Ranger Reports

Y ou can use the Reports page to help manage policies more efficiently as the number of policiesincreases. The page
listsal HDFS, HBase, Hive, YARN, Knox, Storm, Solr, Kafka, Atlas, and tag-based policies.

Ranger UAcessManager [ Audit & Settings % admin

Reports

Search Criteria

Policy Name
Component

Policy Label | Se

HDFS

Policy ID

all- path

Deny Conditions

Allow Conditions

2 kms-audit-path

SearchBy | Group~ || Select Grou

Policy Name

Policy Type | Access

el

path/ranger/audit/kms

Policy Type status Allow Conditions Allow Exclude Deny Conditi
@ - + -
Accesses
Accesses
= [ Enabled | + + +

lons  Deny Exclude

View Ranger Reports

How to view reports on one or more policiesin Ranger.

To view reports on one or more policies, select Access Manager > Reports.
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D Acoess Manager [

‘ Hrucaror llaneed Fodxie
W Tag Bused Policies

ik AEgEris
Ranger UAccessManager [ Audit & Settings W admin
Reports
Search Criteria
Policy Name Policy Type | Access v i)
Component | Select Component Resource
Policy Label | Select Policy Label
SearchBy | Group~ || Select Group
HDFS
Policy ID Policy Name Policy Labels Resources Policy Type status Allow Exclude Deny s Deny Exclude
all - path - pathi/  Enabled | - + - +
Group: Users Accesses
Deny Conditions
No records found
Group: Users Accesses
Allow Conditions
[pas} [ read [ write [ exscute }
2 kms-audit-path - pathz/ranger/audit/kms  Enabled | + + + +

More policy information is available when you click

below Allow Conditions.

Search Ranger Reports
Reference information for searching Ranger reports on one or more policies.
Y ou can search based on:

» Policy Name — The policy name assigned to the policy.
» Policy Type— The policy type assigned to the policy (Access, Masking, or Row Level Filter).
« Policy Label — The label assigned to the policy.

e Component — The component assigned to the policy (HDFS, HBase, Hive, YARN, Knox, Storm, Solr, Kafka,
Atlas, and tag).

* Resource — The resource path used when creating the policy.
* Group, Username — The group and the users to which the policy is assigned.
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Ranger U Access Manager O Audit % Settings ﬁ admin

User Access Report

Reports

Search Criteria

Policy Name Policy Type | Access - (i}
Component Resource
Policy Label | Select Policy Label -

SearchBy | Group~ || Select Group -

HDFs
Policy ID Policy Name Policy Labels Resources Policy Type Status Allow Conditions Allow Exclude Deny Conditions Deny Exclude
1 all - path - pathz/* | Enabled | - + - +
Groups Users Accesses
Deny Conditions
No records found
Groups Users Accesses
Allow Conditions
2 kms-audit-path - path:/ranger/audit/kms | Enabled | + + + +

Export Reports
Reference information for exporting Ranger reports on one or more policies.
Y ou can export alist of reportsin three file formats:

+ CsViile
» Excdl file
+ JSON

“a“ger D Acgess Managedr [ At © Semings ﬁ ailEnln
Reports
Search Critena
Policy Hame Pobicy Type | Sebest | o
Cu—poma-t - . Riitrares
march iy Group * i -

HOFS
Palicy it Fallcy Hama e Falicy Type Sastis Allew Enntitiens
z al - path panhy [ szrem | [ rrstiss +
18 al- path path. = = +

For more information on exporting policies from the reports page, see links below.

Related I nformation
Export Tag-Based Policies
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Export Resource-Based Policies for a Specific Service
Export All Resource-Based Policiesfor All Services

Editing Ranger Policiesfrom the Reports Page
Reference information on how to edit Ranger policies from the Reports page.

Y ou can edit policies from the Reports page by selecting the Policy 1D.
Ranger Caoesuansger ©Asdt O Semeg & admin

& admin

[ |
HEFE Policy ame | il . pus o i
Rkt Path = =~
Paliiy 1
H
ko)
v @
HBASE bt Logirs. REEL
Paliny 1 Desriprian Folicy for ol - path,
Al Conditions

o hadows| (5 enbonen e | e | concees

| VR0, § S S,

Adding a New Component to Apache Ranger

How to add a new component to Apache Ranger.
Apache Ranger has three main components:

e Admin Tool -- Provides web interface & REST API for managing security policies.
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e Custom Authorization Module for components -- Provides custom authorization within the (Hadoop) component
to enforce the policies defined in Admin Tool.

» UserGroup synchronizer -- Enables the user/group information in Apache Ranger to synchronize with the
Enterprise user/group information stored in LDAP or Active Directory.

In order to support new component authorization using Apache Ranger, the component details need to be added to
Apache Ranger as follows:

e Add component detailsto the Admin Tool.
» Develop acustom authorization module for the new component.

Adding Component Details to the Admin Tool

The Apache Ranger Admin tool supports policy management via both aweb interface (Ul) and support for a (public)
REST API. In order to support a new component in both the Ul and the Server, the Admin Tool must be modified.

Required Ul changes to support the new component:
1. Add anew component template to the Access Manager page (console home page):

Show new component on the Access Manager page i.e home page[#!/policymanager]. Apache Ranger needs to
add table template to Service Manager page and make changes in corresponding JS files. Ranger also needs to
create a new service type enum to distinguish the component for which the service/policy is created/updated.

For example: Add atable template to PolicyManagerLayout_tmpl.html file to view the new component on the
Access Manager page and make changes in the PolicyManagerLayout.js file related to the new component, such
as passing knox service collection data to the PolicyManagerLayout_tmpl template. Also create a new service type
enum (for example, ASSET_KNOX) in the XAEnums,jsfile.

2. Add new configuration information to the Service Form:

Add new configuration fields to Service Form [AssetForm.js] as per new component configuration information.
Thiswill cause the display of new configuration fields in the corresponding service Create/Update page. Please
note that the AssetForm.jsis a common file for every component to create/update the service.

For example: Add new field(configuration) information to AssetForm.js and AssetForm_tmpl.js.
3. Add anew Palicy Listing page:

Add anew poalicy listing page for the new component in the View Policy list. For example: Create a new
KnoxTablelL ayout.js file and add JS-related changes as per the old component[HiveTablel ayout.js] to the View
Policy listing. Also create a template page, KnoxTableLayout_tmpl.html.

4. Add anew Policy Create/Update page:

Add aPolicy Create/Update page for the new component. Also add a policy form JS file and its template to handle
al policy form-related actions for the new component. For example: Create a new KnoxPolicyCreate.jsfile for
Create/Update Knox Policy. Create a KnoxPolicyForm.js file to add knox policy fieldsinformation. Also create a
corresponding KnoxPolicyForm_tmpl.html template.

5. Other file changes, as needed:

Make changesin existing common files as per our new component like Router.js, Controller.js, XAUtilss,
FormlinputList.js, UserPermissionList.js, XAEnums,js, etc.

Required server changes for the new component:

Let's assume that Apache Ranger has three components supported in their portal and we want to introduce one new
component, Knox:

1. Create New Service Type

If Apache Ranger isintroducing new component i.e Knox, then they will add one new service type for knox. i.e
serviceType = “Knox”. On the basis of service type, while creating/updating service/policy, Apache Ranger will
distinguish for which component this service/policy is created/updated.

2. Add new required parameters in existing objects and popul ate objects
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For Policy Creation/Update of any component (i.e HDFS, Hive, Hbase), Apache Ranger uses only one common
object, "V XPolicy.” The same goes for the Service Creation/Update of any component: Apache Ranger uses

only one common object "V XService.” As Apache Ranger has three components, it will have al the required
parameters of al of those three componentsin "V X Policy/V X Service.” But for Knox, Apache Ranger requires
some different parameters which are not there in previous components. Thus, it will add only required parameters
into "V XPolicy/VXService' object. When a user sends arequest to the Knox create/update policy, they will only
send the parameters that are required for Knox to create/update the VX Policy object.

After adding new parameters into VX Polixy/V X Service, Apache Ranger populates the newly-added parametersin
corresponding services, so that it can map those objects with Entity Object.

3. Add newly-added fields (into database table) related parameters into entity object and popul ate them

As Apache Ranger is using JPA-EclipseLink for database mapping into java, it is necessary to update the Entity
object. For example, if for Knox policy Apache Ranger has added two new fields ("topology™ and “service’) into
db table "x_resource’, it will also have to update the entity object of table (i.e “XXResource’), sinceit is altering
table structure.

After updating the entity object Apache Ranger will populate newly-added parameters in corresponding services
(i.e XResourceService), so that it can communicate with the client using the updated entity object.
4. Change middleware code business logic

After adding and populating newly required parameters for new component, Apache Ranger will have to write
business logic into file "AssetMgr’, where it may also need to do some minor changes. For example, if it wantsto
create adefault policy while creating the Service, then on the basis of serviceType, Apache Ranger will create one
default policy for the given service. Everything else will work fine, asit is common for all components.

Required database changes for the new component:
For service and policy management, Apache Ranger includes the following tables:

o X_asset (for service)
« x_resource (for service)

Aswritten above, if Apache Ranger isintroducing new component then it is not required to create individual tablein
database for each component. Apache Ranger has common tables for all components.

If Apache Ranger has three components and wants to introduce a fourth one, then it will add required fields into these
two tables and will map accordingly with java object. For example, for Knox, Apache Ranger will add two fields
(‘topology”, “service’) into “x_resource’. After this, it will be able to perform CRUD operation of policy and service
for our new component, and also for previous components.

Configuring Advanced Authorization Settings

How to customize the Ranger Advanced Settings when configuring authentication.
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Developing a Custom Authorization M odule

In the Hadoop ecosystem, each component (i.e., Hive, HBase) has its own authorization implementation and ability to
plug in a custom authorization module. To implement the centralized authorization and audit feature for a component,
the component should support a customizable (or pluggable) authorization module.

The custom component Authorization Plugin should do the following:

* Provide authorization based on Policies defined in Policy Admin Tool
* Provide audit information based on the authorization decisions

Implementing Custom Component Authorization

To implement the custom component authorization plugin, the Ranger common agent framework provides the
following functionalities:

» Ability to read all policies from Service Manager for a given service-id
» Ability to log audit information

When the custom authorization moduleisinitialized, the module should do the following:

1. Initiate aREST API call to the “Policy Admin Tool” to retrieve al policies associated with the specific
component.
2. Oncethe policies are available, it should:

« bebuilt into a custom data structure for enabling the authorization module.
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» kick off the policy updater thread to refresh policies from “Policy Admin Tool” at aregular interval.

When the custom authorization module is called to perform authorization of a component action (such as READ
action) on a specific component resource (such as /app folder), the authorization module will:

» ldentify authorization decision - For each policy:policyList:

» If (resource in policy <match> auth-requested-resource)

» If (action-in-policy <match>action-requested

e |If (current-user or current-user-groups or public-group <allowed> for the policy), Return access-allowed
e |dentify auditing needs - For each policy:policyList

e |If (resource in policy <match> auth-requested-resource), return policy.isAuditEnabled()

Special Requirementsfor High Availability Environments

In aHigh Availability (HA) environment, the primary and secondary NameNodes must be configured as described in
the HDP System Administration Guide.

To enable Ranger in the HDFS HA environment, the HDFS plugin must be set up in each NameNode, and then
pointed to the same HDFS service set up in the Security Manager. Any policies created within that HDFS service
are automatically synchronized to the primary and secondary NameNodes through the installed Apache Ranger
plugin. That way, if the primary NameNode fails, the secondary NameNode takes over and the Ranger plugin at that
NameNode begins to enforce the same policies for access control.

When creating the service, you must include the fs.default.name property, and it must be set to the full host name
of the primary NameNode. If the primary NameNode fails during policy creation, you can then temporarily use the
fs.default.name of the secondary NameNode in the service details to enable directory lookup for policy creation.

If, while the primary NameNode is down, you wish to create new policies, thereisa dight differencein user
experience when specifying the resource path. If everything is normal, thisis a drop-down menu with selectable
paths; however, if your cluster is running from the failover node, there will be no drop-down menu, and you will need
to manually enter the path.

Primary NameNode failure does not affect the actual policy enforcement. In this setup for HA, access control is
enforced during primary NameNode failure by the Ranger plugs at the secondary NameNodes.

For Test Connection to be successful for HBase and HDFS in a Ranger HA environment, compl ete the following: In
[etc/ranger/admin, create a symbolic link between hbase-site.xml and hdfs-sitexml:

cd /etc/ranger/adnin
In -s /etc/hadoop/ conf/hdfs-site.xm hdfs-site.xm
In -s /etc/hbase/ conf/hbase-site. xm hbase-site. xnl

Configure Advanced User sync Settings

To access Usersync settings, select the Advanced tab on the Customize Service page. Usersync pullsin users from
UNIX, LDAP, or AD and populates Ranger's local user tables with these users.

About thistask
Configure advanced User Sync settings for the following:

*  Unix

* (Required) LDAP/AD

e (Optional) LDAP/AD

* Automatically Assign ADMIN KEYADMIN Role for External Users
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Configuring Advanced Authorization Settings

Procedure

Unix: If you are using UNIX authentication, the default values for the Advanced ranger-ugsync-site properties are
the settings for UNIX authentication:

*  Advanced ranger-ugsync-site

ranger. usersync. ldap.
hirdkeystare

ranger.usersync.ldap.
Idapbindpassword

raNger USarsync. group.
memberatiributename

ranger. usersync.group.
nameatiribute

Fanger LUSarsync. group.
objectclass

ranger.usersync.group.
searchbase

FaNger USarsync.group.
searchanabled

ranger.usersync.group.
searchfilter

ranger.usersync.group.
sBarchscope

FANQer USersync. group.
usermapsyncenabled

ranger.usersync.idap.
searchBase

ranger. USersync. source.
impl.class

FENQEr USErsync,
credstore.filename

ranger. usersync. enabled

ranger.usersync.
filesource. file

Fanger.USersync.
fibesourcs, baxt. delmiter

ranger.usarsync.
keystare.file

(Required) LDAP/AD
a) LDAP Advanced ranger-ugsync-site Settings

B ©
Type password B  Retype Password ® &
E o C
@ O C
@ o C
e o C
false “@ e c
E o C
@ o C
false @ o C
de=hadoop,dc=apache,dc=ong @ O C
org.apache.ranger.unixusarsync.process. LinixUserGroupBuilder E 2 C
fusrfhdp/currentranger-usersync/conf/ugsync, jceks @0 C
frus B 2 C
fimpfusengroup.txt B & C
@ o C
fusrhdp/curment/ranger-usarsync/conf/unixauthsarvice. ks B 2 C

115



HDP Ranger Authorization Configuring Advanced Authorization Settings

Table52: LDAP Advanced ranger-ugsync-site Settings

Property Name LDAP Value

ranger.usersync.|dap.bindkeystore Set this to the same value as the ranger.usersync.credstore.filename property, i.e, the

default value is /usr/hdp/current/ranger-usersync/conf/ugsync.jceks

ranger.usersync.ldap.bindalias ranger.usersync.ldap.bindalias

ranger.usersync.source.impl.class Idap

b) AD Advanced ranger-ugsync-site Settings

Table 53: AD Advanced ranger-ugsync-site Settings

Property Name LDAP Value

ranger.usersync.source.impl.class Idap

e (Optiona) LDAP/AD. If you are using LDAP or Active Directory authentication, you may need to update the
following properties, depending upon your specific deployment characteristics.
a) Advanced ranger-ugsync-site Settings for LDAP and AD

Table 54: Advanced ranger-ugsync-site Settingsfor LDAP and AD

Property Name

LDAP ranger-ugsync-site Value

AD ranger-ugsync-site Value

ranger.usersync.ldap.url

Idap://127.0.0.1:389

|dap://ad-conrowoller-hostname: 389

ranger.usersync.ldap.binddn

cn=Idapadmin,ou=users,
dc=example,dc=com

cn=adadmin,cn=Users,
dc=example,dc=com

ranger.usersync.ldap.ldapbindpassword

secret

secret

ranger.usersync.ldap.searchBase

dc=example,dc=com

dc=example,dc=com

ranger.usersync.source.impl.class

org.apache.ranger. ladpusersync.
process.L dapUserGroupBuilder

ranger.usersync.ldap.user.searchbase

ou=users, dc=example, dc=com

dc=example,dc=com

ranger.usersync.ldap.user.searchscope

sub

sub

ranger.usersync.ldap.user.objectclass

person

person

ranger.usersync.ldap.user.searchfilter

Set to single empty space if no
value. Do not leave it as“empty”

(objectcategory=person)

ranger.usersync.ldap.user.nameattribute

uid or cn

SAMAccountName

ranger.usersync.ldap.user.groupnamesttribute

memberof ,ismemberof

memberof ,ismemberof

ranger.usersync.group.usermapsyncenabled *

ranger.usersync.ldap.username.caseconversion none none
ranger.usersync.ldap.groupname.caseconversion none none
ranger.usersync.group.searchenabled * false fase

fase false

ranger.usersync.group.searchbase *

ou=groups, dc=example, dc=com

dc=example,dc=com

ranger.usersync.group.searchscope *

sub

sub

ranger.usersync.group.objectclass *

groupofnames

groupofnames
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Property Name LDAP ranger-ugsync-site Value | AD ranger-ugsync-site Value
ranger.usersync.group.searchfilter * needed for AD authentication (member=CN={ 0}, OU=MyUsers,
DC=AD-HDP, DC=COM)
ranger.usersync.group.nameattribute * cn cn
ranger.usersync.group.memberattributename * member member
ranger.usersync.pagedresul tsenabled * true true
ranger.usersync.pagedresultssize * 500 500
ranger.usersync.user.searchenabled * false fase
ranger.usersync.group.search.first.enabled * false false

* Only applies when you want to filter out groups.
After you have finished specifying all of the settings on the Customize Services page, click Next at the bottom

of the page to continue with the installation.

* Automatically Assign ADMIN KEYADMIN Role for External Users. Y ou can use usersync to mark specific
external users, or usersin a specific external group, with ADMIN or KEYADMIN role within Ranger. Thisis
useful in cases where internal users are not allowed to login to Ranger.

a) From Ambari>Ranger>Configs>Advanced>Custom ranger-ugsync-site, select Add Property.
b) Add the following properties:

e ranger.usersync.role.assignment.list.delimiter = &

The default valueis &.
e ranger.usersync.users.groups.assignment.list.delimiter = :

The default valueis :.
e ranger.usersync.username.groupname.assignment.list.delimiter =,

The default valueis,.

e ranger.usersync.group.based.role.assignment.rules =
ROLE_SYS ADMIN:u:userNamel,userName2& ROLE_SYS _ADMIN:g:groupNamel,groupName2& ROLE_KEY _ADI

c) Click Add.
d) Restart Ranger.

ranger.usersync.rol e.assignnent.list.delinmter = &

ranger. usersync. users. groups. assignnent.list.delimter = :

ranger. user sync. user name. gr oupnane. assi gnnent . list.delimter =,

ranger. usersync. group. based. rol e. assi gnnent . rul es :
&ROLE_SYS_ADM N: u: | dapuser _12, | dapuser 2

Related Information
Set Up Hadoop Group Mapping for LDAP/AD

Configure User Sync LDAP SSL
How to configure LDAP SSL using self-signed certsin the default Ranger User Sync TrustStore.

Procedure

1. Thedefault location is /usr/hdp/current/ranger-usersync/conf/mytruststore.jks for the
ranger.usersync.truststore.file property.

2. Alternatively, copy and edit the self-signed ca certs.
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3.

Set the ranger.usersync.truststore.file property to that new cacert file.

cd /usr/ hdp/ <ver si on>/ranger - usersync
servi ce ranger-usersync stop
servi ce ranger-usersync start

Where cert.pem has the LDAPS cert.

Set Up Database Users Without Sharing DBA Credentials

If you do not wish to provide system Database Administrator (DBA) account details to the Ambari Ranger installer,
you can use the dba_script.py Python script to create Ranger DB database users without exposing DBA account
information to the Ambari Ranger installer. Y ou can then run the normal Ambari Ranger installation without specify
aDBA user name and password.

Procedure

1

o~ wD

Download the Ranger rpm using the yum install command: yum install ranger-admin.

Y ou should see one file named dba_script.py in the /usr/hdp/current/ranger-admin directory.

Get the script reviewed internally and verify that your DBA is authorized to run the script.

Execute the script by running the following command: python dba_script.py.

Pass all values required in the argument. These should include db flavor, JDBC jar, db host, db name, db user, and
other parameters.

e If you would prefer not to pass runtime arguments via the command prompt, you can update the /usr/hdp/
current/ranger-admin/install.properties file and then run: python dba_script.py -q

When you specify the -q option, the script will read al required information from the install.propertiesfile.
* You can usethe -d option to run the script in "dry" mode. Running the script in dry mode causes the script to
generate a database script.

pyt hon dba_script.py -d /tnp/generated-script.sql

< Anyone can run the script, but it is recommended that the system DBA run the script in dry mode. In either
case, the system DBA should review the generated script, but should only make minor adjustments to the
script, for example, change the location of a particular database file. No major changes should be made that
substantially ater the script -- otherwise the Ranger install may fail.

The system DBA must then run the generated script.

Run the Ranger Ambari install procedure, but set Setup Database and Database User to No in the Ranger Admin
section of the Customize Services page.

Updating Ranger Admin Passwords

For certain users, if you update the passwords on the Ranger Configs page, you must also update the passwords on the
Configs page of each Ambari component that has the Ranger plugin enabled.

Individual Ambari component configurations are not automatically updated -- the service restart will fail if you do not
update these passwords on each component.

Ranger Admin user -- The credentials for this user are set in Configs > Advanced ranger-env in the fields labeled
admin_username (default value: admin) and admin_password (default value: admin).

Admin user used by Ambari to create repo/policies -- The user name for this user is set in Configs > Admin
Settings in the field labeled Ranger Admin username for Ambari (default value: amb_ranger_admin). The
password for thisuser is set in the field labeled Ranger Admin user's password for Ambari. This password is
specified during the Ranger installation.
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The following image shows the location of these settings on the Ranger Configs page:
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Ranger Password Requirements
Thistopic lists password requirements for Ranger and Ranger KMS.
Ranger user password requirements:

e Minimum of 8 characters
e Must include at least one alphabetical and one numerical character
e Must not include the following unsupported special characters: " '\ "

Ranger and Ranger KM S DB user password requirements:
e Must not include the following unsupported special characters: " '\ "
Ranger database instance password requirements:

» Refer to the password reguirements for the applicable database type (MySQL, PostgreSQL, Oracle, etc.)
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