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| nstalling Ranger Using Ambari Overview

Apache Ranger can be installed either manually using the Hortonworks Data Platform (HDP) or the Ambari User
Interface (Ul). The Ranger service option will be made available through the Add Service wizard after the HDP
cluster isinstalled using the installation wizard.

Once Ambari has been installed and configured, you can use the Add Service wizard to install the following
components:

e Ranger Admin

¢ Ranger UserSync

» Ranger Key Management Service

After these components are installed and started, you can enable Ranger plugins by navigating to each individual

Ranger service (HDFS, HBase, Hiveserver2, Storm, Knox, YARN, and Kafka) and modifying the configuration
under advanced ranger-<service>-plugin-properties.

Note that when you enable a Ranger plugin, you will need to restart the component.

Note:
B Enabling Apache Storm or Apace Kafkarequires you to enable Kerberos. To enable Kerberos on your cluster,
see “ Configuring Authentication with Kerberos'.
Related I nformation
Installing the Ranger Key Management Service

Set Up Hadoop Group Mapping for LDAP/AD

To ensure that LDAP/AD group level authorization is enforced in Hadoop, you should set up Hadoop group mapping
for LDAP/AD.

Before you begin
Y ou must have access to LDAP and the connection details. Note that LDAP settings can vary depending on what
LDAP implementation you are using

About thistask

There are three ways to set up Hadoop group mapping:

e Using SSSD (Recommended)

e Manually create users and groups in the Linux environment
e Incore-sitexml

Procedure

e Using SSSD (Recommended)

The recommended method for group mapping is to use SSSD or one of the following servicesto connect the
Linux OS with LDAP:

e Centrify
* NSLCD
e Winbind
« SAMBA
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Note that most of these services allow you to not only look up a user and enumerate their groups, but also allow
you to perform other actions on the host. None of these features are required for LDAP group mapping on Hadoop
-- all that isrequired isthe ability to lookup (or "validate") a user within LDAP and enumerate their groups.
Therefore, when evaluating these services, take the time to understand the difference between the NSS module
(which performs user/group resolution) and the PAM module (which performs user authentication). NSSis
required. PAM is not required, and may represent a security risk.

» Manually create users and groups in the Linux environment: Manually create users and groups (see link below) in
your Linux environment.

* Incore-sitexml, configure Hadoop to use LDAP-based group mapping:

a) Add the properties shown in the example below to the core-site.xml file.

Y ou will need to provide the value for the bind user, the bind password, and other properties specific to you
LDAP instance, and make sure that object class, user, and group filters match the values specified in your
LDAP instance.

<property>

<nanme>hadoop. securi ty. gr oup. mappi ng</ name>

<val ue>or g. apache. hadoop. security. LdapG oupsMappi ng</ val ue>
</ property>

<property>

<nanme>hadoop. security. group. mappi ng. | dap. bi nd. user </ nane>
<val ue>cn=Manager, dc=hadoop, dc=apache, dc=or g</ val ue>

</ property>

<! -

<property>

<nanme>hadoop. security. group. mappi ng. | dap. bi nd. password. fi |l e</ nane>
<val ue>/ et ¢/ hadoop/ conf /| dap- conn- pass. t xt </ val ue>

</ property>

—>

<property>

<nanme>hadoop. security. group. mappi ng. | dap. bi nd. passwor d</ nane>
<val ue>hadoop</ val ue>

</ property>

<property>

<nanme>hadoop. security. group. mappi ng. | dap. url </ nane>
<val ue>l dap: / /| ocal host : 389/ </ val ue>

</ property>

<property>

<nanme>hadoop. security. group. mappi ng. | dap. base</ nanme>
<val ue></val ue>

</ property>

<property>

<nanme>hadoop. security. group. mappi ng. | dap. search.filter. user </ name>
<val ue>( &anp; (| (obj ect cl ass=per son) (obj ect cl ass=appl i cati onProcess))
(cn={0})) </ val ue>

</ property>

<property>

<nanme>hadoop. security. group. mappi ng. | dap. search.filter.group</ name>
<val ue>(obj ect cl ass=gr oupOf Nanes) </ val ue>

</ property>

<property>
<name>hadoop. security. group. mappi ng. | dap. search. attr. nenber </ name>
<val ue>nmenber </ val ue>
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</ property>

<property>

<nanme>hadoop. security. group. mappi ng. | dap. sear ch. attr. gr oup. nane</ nane>
<val ue>cn</val ue>

</ property>

b) Depending on your configuration, you may be able to refresh user and group mappings using the following
HDFSand YARN commands:

hdf s df sadni n -refreshUser ToG oupsMappi ngs
yarn rmadm n -refreshUser ToG oupsMappi ngs

¢) Verify LDAP group mapping by running the hdfs groups command. This command will fetch groups from
LDAP for the current user. Note that with LDAP group mapping configured, the HDFS permissions can
leverage groups defined in LDAP for access control.
Related Information
Manually create users and groups
SSSD

Ranger Password Requirements

Thistopic lists password requirements for Ranger and Ranger KMS.
Ranger user password requirements:

e Minimum of 8 characters
e Must include at least one aphabetical and one numerical character
e Must not include the following unsupported special characters: " '\ °

Ranger and Ranger KM S DB user password requirements:
e Must not include the following unsupported special characters: " '\ °
Ranger database instance password requirements:

» Refer to the password reguirements for the applicable database type (MySQL, PostgreSQL, Oracle, etc.)

Configuring a Database | nstance for Ranger

A database instance must be running and available to be used by Ranger. Y ou can configure MySQL, Oracle,
PostgreSQL., or Amazon RDS for this purpose.

e A MySQL, Oracle, PostgreSQL, or Amazon RDS database instance must be running and available to be used by
Ranger.

The Ranger installation will create two new users (default names: rangeradmin and rangerlogger) and two new
databases (default names: ranger and ranger_audit).

« Configuration of the database instance for Ranger is described in the following sections for some of the databases
supported by Ranger.

-+ MySQL
* PostgreSQL
* Oracle
¢ AmazonRDS
« |If you choose not to provide system Database Administrator (DBA) account details to the Ambari Ranger
installer, you can use the dba_script.py Python script to create Ranger DB database users without exposing DBA
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account information to the Ambari Ranger installer. Y ou can then run the normal Ambari Ranger installation
without specifying a DBA user name and password. For more information see “ Set up Database Users Without
Sharing DBA Credentias’.

Configurea Ranger DB: MySQL/MariaDB
How to configure your MySQL database instance for Ranger.

Before you begin
A MySQL/Oracle/PostgreSQL/Amazon RDS database instance must be running and available to be used by Ranger.

When using MySQL, the storage engine used for the Ranger admin policy store tables MUST support transactions.
InnoDB is an example of engine that supports transactions. A storage engine that does not support transactionsis not
suitable as a policy store.

If you are using Amazon RDS, see “ Configure an Amazon RDS Database | nstance for Ranger: Prerequisites’.

Procedure
1. The MySQL database administrator should be used to create the Ranger databases. The following series of
commands could be used to create the rangerdba user with password rangerdba.

a) Login asthe root user, then use the following commands to create the rangerdba user and grant it adequate
privileges.

CREATE USER 'rangerdba' @I ocal host' | DENTI FI ED BY 'rangerdba';
GRANT ALL PRIVILEGES ON *.* TO 'rangerdba' @I ocal host "' ;

CREATE USER ' rangerdba' @ % | DENTI FI ED BY 'rangerdba';

GRANT ALL PRIVILEGES ON *.* TO 'rangerdba' @ % ;

GRANT ALL PRI VILEGES ON *.* TO 'rangerdba' @I ocal host® W TH GRANT
OPTI ON;

GRANT ALL PRIVILEGES ON *.* TO 'rangerdba' @% W TH GRANT OPTI ON;
FLUSH PRI VI LEGES;

2. Usethe exit command to exit MySQL.

3. You should now be able to reconnect to the database as rangerdba using the following command: mysgl -u
rangerdba -prangerdba.

4. After testing the rangerdba login, use the exit command to exit MySQL.

5. Confirm that the mysgl-connector-java.jar fileisin the Java share directory. This command must be run on the
server where Ambari server isinstalled: |s /usr/share/java/mysgl-connector-java.jar.
If thefileis not in the Java share directory, use the following command to install the MySQL connector .jar file:
e RHEL/CentOS/Oracle Linux: yum install mysqgl-connector-java*
e SLES: zypper install mysqgl-connector-java*

6. Set the jdbc/driver/path based on the location of the MySQL JDBC driver .jar file. This command must be run on
the server where Ambari server isinstalled: ambari-server setup --jdbc-db={ database-type} --jdbc-driver={/jdbc/
driver/path} .

anbari -server setup --jdbc-db=nysql --jdbc-driver=/usr/share/javalnysql-
connector-java.j ar
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What to do next
“Start the Ranger Installation”

Configure a Ranger DB: PostgreSQL
How to configure your MySQL database instance for Ranger.

Before you begin
A MySQL/Oracle/PostgreSQL/Amazon RDS database instance must be running and available to be used by Ranger.

If you are using Amazon RDS, see “ Configure an Amazon RDS Database | nstance for Ranger: Prerequisites’.

Procedure

1. Onthe PostgreSQL host, install the applicable PostgreSQL connector:
Option
RHEL/CentOS/Oracle Linux um install postgresgl-jdbc*
SLES zypper install -y postgresgl-jdbc

2. Confirm that the .jar fileisin the Java share directory. |s /usr/share/javalpostgresql-jdbc.jar.
3. Change the access mode of the .jar file to 644: chmod 644 /usr/share/javalpostgresgl-jdbc.jar.

4. The PostgreSQL database administrator should be used to create the Ranger databases. The following series of
commands could be used to create the rangerdba user and grant it adequate privileges:

echo " CREATE DATABASE $dbnane;" | sudo -u $postgres psql -U postgres

echo "CREATE USER $rangerdba W TH PASSWORD ' $passwd' ;" | sudo -u $postgres
psql -U postgres

echo "GRANT ALL PRI VI LEGES ON DATABASE $dbnanme TO $rangerdba;" | sudo -u

$postgres psqgl -U postgres

Where:

»  Ppostgresis the Postgres user.
+ $dbname is the name of your PostgreSQL database.

5. Set the jdbc/driver/path based on the location of the PostgreSQL JDBC driver .jar file. This command must be run
on the server where Ambari server isinstalled. ambari-server setup --jdbc-db={ database-type} --jdbc-driver={/
jdbc/driver/path} .

anbari - server setup --jdbc-db=postgres --jdbc-driver=/usr/share/javal
post gresql -j dbc. j ar

6. Run the following command: export HADOOP_CLASSPATH=${ HADOOP_CLASSPATH}:
${JAVA_IDBC LIBS}:/connector jar path.
7. Add Allow Access details for Ranger users:

a) Changelisten _addresses="localhost' to listen_addresses="*"' ("*' = any) to listen from all IPsin postgresgl.conf.
b) Make the following changes to the Ranger db user and Ranger audit db user in the pg_hba.conf file.

all postgres,rangeradmin,rangerlogger trust

all postgres,rangeradmin,rangerlogger 0.0.0.0/0

postgres,rangeradmin,rangerlogger :: /0
" /var /lib/pgsql/data/pg_hba.conf" T74L, 3445C
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8.

After editing the pg_hba.conf file, run the following command to refresh the PostgreSQL database configuration:
sudo -u postgres /usr/bin/pg_ctl -D $PGDATA reload.
If the pg_hba.conf fileislocated in the /var/lib/pgsgl/data directory, the value of $PGDATA is /var/lib/pgsgl/data.

What to do next
“Start the Ranger Installation”

Configurea Ranger DB: Oracle

How to configure your Oracle database instance for Ranger.

Before you begin
A MySQL/Oracle/PostgreSQL/Amazon RDS database instance must be running and available to be used by Ranger.

If you are using Amazon RDS, see “ Configure an Amazon RDS Database Instance for Ranger: Prerequisites’.

Procedure

1

On the Oracle hogt, install the appropriate JDBC .jar file.

a) Download the Oracle JDBC (OJDBC) driver from http://www.oracle.com/technetwork/database/features/jdbc/
index-091264.html.

e For Oracle Database 11g: select Oracle Database 11g Release 2 drivers > ojdbc6.jar.
* For Oracle Database 12c: select Oracle Database 12¢c Release 1 driver > ojdbc7.jar.

b) Copy the .jar fileto the Java share directory.
cp ojdbc? jar /usr/shareljaval

Make sure the .jar file has the appropriate permissions. For example: chmod 644 /usr/share/javalojdbc?.jar

The Oracle database administrator should be used to create the Ranger databases. The following series of
commands could be used to create the RANGERDBA user and grant it permissions using SQL* Plus, the Oracle
database administration utility:

# sql pl us sys/root as sysdba

CREATE USER $RANGERDBA | DENTI FI ED BY $RANGERDBAPASSWORD;
GRANT SELECT_CATALOG ROLE TO $RANGERDBA;

GRANT CONNECT, RESOURCE TO $RANGERDBA;

QIT,

Set the jdbc/driver/path based on the location of the Oracle JDBC driver .jar file. This command must be run on
the server where Ambari server isinstalled: ambari-server setup --jdbc-db={ database-type} --jdbc-driver={/jdbc/
driver/path} .

anbari -server setup --jdbc-db=oracle --jdbc-driver=/usr/share/javal
0j dbcé. j ar

What to do next
“Start the Ranger Installation”

Configure a Ranger DB: Amazon RDS

Ranger requires arelational database as its policy store. There are additional prerequisites for Amazon RDS-based
databases due to how Amazon RDS s set up and managed.
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About thistask
Depending on your DB flavor, there are prerequisite steps to perform when using Amazon RDS. There are three ways
to set up Hadoop group mapping:

* MySQL/MariaDB
¢ PostgreSQL
* Oracle

Procedure

* For MySQL/MariaDB, you must change the variablelog_bin_trust_function_creatorsto 1 during Ranger
installation. From RDS Dashboard>Parameter group (on the left side of the page):

a) Setthe MySQL Server variable log_bin_trust_function_creatorsto 1.
b) (Optional) After Ranger installation is complete, reset log_hin_trust_function_creatorsto its original setting.
The variableis only required to be set to 1 during Ranger installation.
» For PostgreSQL , complete the prerequisites:
The Ranger database user in Amazon RDS PostgreSQL Server should be created before installing Ranger and
should be granted an existing role which must have the role CREATEDB.

a) Using the master user account, log in to the Amazon RDS PostgreSQL Server from master user account
(created during RDS PostgreSQL instance creation) and execute following commands:

CREATE USER $ranger dbuser W TH LOG N PASSWORD ' passwor d'
GRANT $r anger dbuser to $post gresroot

Where $postgresroot isthe RDS PostgreSQL master user account (for example: postgresroot) and
$rangerdbuser isthe Ranger database user name (for example: rangeradmin).

b) If you are using Ranger KMS, execute the following commands:

CREATE USER $ranger kmsuser W TH LOGd N PASSWORD ' passwor d'
GRANT $ranger knsuser to $post gresr oot

Where $postgresroot is the RDS PostgreSQL master user account (for example: postgresroot) and
$rangerkmsuser is the Ranger KM 'S user name (for example: rangerkms).

» For Oracle, dueto limitationsin Amazon RDS, the Ranger database user and tablespace must be created manually
and the required privileges must be manually granted to the Ranger database user:

a) Logintothe RDS Oracle Server from the master user account (created during RDS Oracle instance creation)
and execute following commands:

create user $rangerdbuser identified by “password”;

GRANT CREATE SESSI ON, CREATE PROCEDURE, CREATE TABLE, CREATE

VI EW CREATE SEQUENCE, CREATE PUBLI C SYNONYM CREATE ANY SYNONYM CREATE
TRI GCER, UNLI M TED Tabl espace TO $r anger dbuser;

create tabl espace $rangerdb datafile size 10M aut oextend on;

al ter user $rangerdbuser DEFAULT Tabl espace $rangerdb;

Where $rangerdb is a actual Ranger database name (for example: ranger) and $rangerdbuser is Ranger
database username (for example: rangeradmin).

b) If you are using Ranger KM'S, execute the following commands:

create user $rangerdbuser identified by “password’;

GRANT CREATE SESSI ON, CREATE PROCEDURE, CREATE TABLE, CREATE

VI EW CREATE SEQUENCE, CREATE PUBLI C SYNONYM CREATE ANY SYNONYM CREATE
TRI GGER, UNLI M TED Tabl espace TO $r anger knsuser ;

create tabl espace $rangerknsdb datafile size 10M aut oextend on;

al ter user $rangerknsuser DEFAULT Tabl espace $ranger knsdb;



https://forums.aws.amazon.com/thread.jspa?messageID=450535

HDP Installing Ranger

Start the Ranger Installation

Where $rangerkmsdb is a actual Ranger database name (for example: rangerkms) and $rangerkmsuser is

Ranger database username (for example: rangerkms).

What to do next
“Start the Ranger Installation”

Start the Ranger Installation

How to begin installing Ranger via Ambari.

Before you begin
Y ou must have configured a database instance for Ranger.

Procedure

1. Log into your Ambari cluster with your designated user credentials.
The main Ambari Dashboard page will be displayed.

2. Intheleft navigation menu, click Actions, then select Add Service.

(@ Ambari A Dashboard

ﬁ Dashboard

METRICS

Services

<+ Add Service
P Start All
M Stop All

 Restart All Required
& Download All Client Configs

HEATM

3. On the Choose Services page, select Ranger, then click Next.
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Ambari Metrics 0.1.0 A system for metrics collection that provides storage and retrieval capability for metrics collected from the
cluster
&
Atlas 1.0.0 Atlas Metadata and Governance platform
Kafka 1.0 A high-throughput distributed messaging system
Knox 1.0.0 Provides a single point of authentication and access for Apache Hadoop services in a cluster
Log Search 0.5.0 Log aggregation, analysis, and visualization for Ambari managed services. This service is Technical Preview.
] Ranger 1.0.0 Comprehensive security for Hadoop
[v] Ranger KMS 1.0.0 Key Management Server
SmartSense 1.5.0.27.0.0- SmartSense - Hortonworks SmartSense Tool (HST) helps quickly gather configuration, metrics, logs from
703 common HDP services that aids to quickly troubleshoot support cases and receive cluster-specific

recommendations.
Spark2 233 Apache Spark 2.3 is a fast and general engine for large-scale data processing.

Zeppelin Notebook 0.8.0 A web-based notebook that enables interactive data analytics. It enables you to make beautiful data-driven,
interactive and collaborative documents with SQL, Scala and more.

Druid 0121 A fast column-oriented distributed data store.

Superset 0.15.0 Superset is a data exploration platform designed to be visual, intuitive and interactive. This service is
Toohaical O

The Ranger Requirements page appears.

4. 1If you have not already done so, run ambari-server setup --jdbc-db=$database-type --jdbc-driver=%/jdbc/driver/
path.
ambari-server setup --jdbc-db=mysq| --jdbc-driver=/usr/share/java/mysgl-connector-java.jar

5. You are prompted to Assign Masters. Make a note of the Ranger Admin host for use in subsequent installation
steps. Click Next when finished to continue with the installation.

Add Service Wizard

Assign Masters

sign master coMPONENts to hosts you want 1o run them o

NameNode: dw-weekly field hortonworks.com (29.3 GB, 16 cores)
= =SB ===

SNameNods: e ==
=3 ==

ResourceManager:

Timeline Savice V2.0 Reader [ sroter ] ranger Admin ] ranger ersne

Timeline Service V1.5:

YARN Registry DNS:

History Server:

The Customize Services page appears. These settings are described in the Ranger Installation: Customize Services
section.

6. Onthe Assign Slaves and Clients page, click Next.

What to do next
“Customize Services. Admin”
Related Information

Configuring a Database I nstance for Ranger

Customize Services; Admin

How to customize the Ranger Admin service when installing Ranger via Ambari.

11
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Procedure

1. Onthe Customize Services page, select the Ranger Admin tab, then use the DB Flavor drop-down to select the
database type that you are using with Ranger.

RANGER ADMIN RANGER USER INFO RANGER PLUGIN RANGER AUDIT RANGER TAGSYNC ADVANCED

Ranger Admin

DB FLAVOR Ranger DB host

- dw-weekly.field.hortonworks.com

MYSQL W

ORACLE Driver class name for a JDBC Ranger database
POSTGRES ust dogunload the

MSSaL s/conngctor/j/ from MySQL. Once downloaded to the com.mysql.jdbc.Driver

SQL Anywhere tsql --ibe-

unver=y pauy wemysyrountmysyl.jdbe. Briver

Ranger DB password
Ranger DB name senssrsssnnsannsennsnisssnnseians | | samsssssssssssssssssssasenssansse

ranger

Ranger DB username

rangeradmin

JDBC connect string for a Ranger database

jdbe:mysql://dw-weekly.field.hortonworks.com:3306/ran

2. Enter the database server address in the Ranger DB Host box:

Table 1. Ranger DB Host

DB Flavor Host Example
MySQL <HOST[:PORT]> c6401.ambari.apache.org
or

c6401.ambari.apache.org:3306

Oracle <HOST:PORT:SID> c6401.ambari.apache.org:1521: ORCL
<HOST:PORT/Service> c6401.ambari.apache.org:1521/XE
PostgreSQL <HOST[:PORT]> c6401.ambari .apache.org
or

c6401.ambari.apache.org:5432

MS SQL <HOST[:PORT]> €6401.ambari.apache.org
or

c6401.ambari.apache.org: 1433

SQLA <HOST[:PORT]> €6401.ambari.apache.org
or

c6401.ambari.apache.org: 2638

3. Ranger DB name -- The name of the Ranger Policy database, e.g. ranger_db or ranger. Please note that if you are
using Oracle, you must specify the Oracle tablespace name here.

4. Driver class name for aJDBC Ranger database -- the driver class name is automatically generated based on the
selected DB Flavor. Thetable below lists the default driver class settings. Currently Ranger does not support any
third party JDBC driver.

12
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Table 2: Driver Class Name

DB Flavor Driver classnamefor a JDBC Ranger database
MySQL com.mysql.jdbc.Driver

Oracle oracle.jdbc.driver.OracleDriver

PostgreSQL org.postgresql.Driver

MS SQL com.microsoft.sglserver.jdbc.SQL ServerDriver
SQLA sap.jdbc4.sglanywhere.| Driver

5. Ranger DB username and Ranger DB Password -- Enter the user name and passwords for your Ranger database
server. The following table describes these settings in more detail. Y ou can use the MySQL database that was
installed with Ambari, or an external MySQL, Oracle, PostgreSQL, MS SQL or SQL Anywhere database.

Table 3: Ranger DB Username Settings

Property Description Default Value Example Value Required?
Ranger DB username The username for the rangeradmin rangeradmin Yes
Policy database.
Ranger DB password The password for the PassWORd! Yes
Ranger Policy database
user.

6. JDBC connect string

E Note:

Currently the Ambari installer generates the JIDBC connect string using the jdbc:oracle:thin: @//host: port/

db_name format. Y ou must replace the connection string as described in the following table:

Table 4: JDBC Connect String

21:ORCL

Franger_db

rg:2638;database

DB Flavor Syntax Example Value
MySQL jdbc:mysqgl://DB_HOST:PORT/db_name jdbc:mysql://c6401.ambari.apache.org: 3306/
ranger_db
Oracle For Oracle SID: jdbc:oracle:thin: @c6401.ambari.apache.org: 19
jdbc:oracleithin:@DB_HOST:PORT:SID
For Oracle Service Name: jdbc:oraclecthin:@//
. . c6401.ambari .apache.org:1521/XE
jdbc:oracleithin:@//DB_HOST[:PORT][/
ServiceName]
PostgreSQL jdbc:postgresql://DB_HOST/db_name jdbc:postgresql://
c6401.ambari .apache.org:5432/ranger_db
MS SQL jdbc:sqlserver:// jdbc:sqlserver://
DB_HOST;databaseName=db_name c6401.ambari .apache.org: 1433;databaseNamed
SQLA jdbc:sglanywhere:host=DB_HOST;database=dk) dbarsgl anywhere:host=c6401.ambari.apache.q
7. Setup Database and Database User:
Option
Yes

If set to Yes-- The Database Administrator (DBA) user name and password will need

to be provided as described in the next step.

E Note:

13
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Option
Ranger does not store the DBA user name and password after setup.
Therefore, you can clear these valuesin the Ambari Ul after the Ranger setup
iscomplete.

No If set to No -- A No indicates that you do not wish to provide Database Administrator

(DBA) account details to the Ambari Ranger installer. Setting thisto No continues the
Ranger installation process without providing DBA account details. In this case, you
must perform the system database user setup as described in “ Set up Database Users
Without Sharing DBA Credentials’, and then proceed with the install ation.

@ Note:
If No is selected and the Ul still requires you to enter a user name and
password in order to proceed, you can enter any value -- the values do not
need to be the actual DBA user name and password.

8. Database Administrator (DBA) username and Database Administrator (DBA) password -- The DBA username
and password are set when the database server isinstalled. If you do not have this information, contact the
database administrator who installed the database server.

Table5: DBA Credential Settings

Property Description Default Value Example Value Required?
Database Administrator The Ranger database user | root root Yes
(DBA) username that has administrative

privilegesto create

database schemas and

users.
Database Administrator The root password for the root Yes
(DBA) password Ranger database user.

If the Oracle DB root user Roleis SY SDBA, you must also specify that in the Database Administrator (DBA)
username parameter. For example, if the DBA user name is orcl_root you must specify orcl_root AS SYSDBA.

Note:

E Asmentioned in the note in the previous step, if Setup Database and Database User is set to No, a
placeholder DBA username and password may still be required in order to continue with the Ranger
installation.

The following images show examples of the DB settings for each Ranger database type.
MySQL
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Ranger Admin  Ranger User info  Ranger Plugin  Fanger Audit  Ranger Tagsync  Advanced

Ranger Admin

D& FLAVOR Ranger DB hogt

MYSOL - c5402 ambari apache.om

Ranges DB namae Drtver ciass narme for 8 JOBC Ranger database
Ranger DE usemame Ranger DB passworn

rangeradmen sressssenre @ ]

JDBC connect string for 8 Ranger database

jdbc:rysglfob402 ambari. spache.org 330

Setup Database and Databass User

rangendba — fZ e @
JDBC connect string for oot user

jdbc:mysqlyiic6402 ambar. apache cegr330

Oracle -- if the Oracle instance is running with a Service name.
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Aanger Admin  Ranger User info  Ranger Plugin

Ranger Admin

DB FLAYOR

ORACLE -

Fangar DB name

ranger

Ranger DA usemama

rangeradmin

JOBC canmect siring for a Aanger database

{fcB402. ambari.apache.ong: 1521 KErangar

Satup Database and Database User

Databass Admintstrator (D) usemams

rangendba

JOBC connect string for roat user

ctiinol/e6402 ambar.apache.org:1521/XE

Rangar Audit

Oracle -- if the Oracle instanceis running with a SID.

Ranger Tagsyne  Adwvanced

Feaiggesr DB hesst

oB402_ ambarn .apache.org: 1521/4E

Driver class ram Tor 8 JOBG Ranger database

orische. b drivir OrackDriver

Ranger DB passwaord
........... iy iy

reewr——"—.

=)
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Aanger Admin  Fanges User e Fasger Pugs  Aanges Audt  Aanger Tagmyme  Advanced

Ranger Admin

DE FLANDR Farger D Fom:

ORACLE - cB402 senbari apeche o 1521 :0RCL
Ranger DE name Driver ciass narme for 8 JOBC Ranger database
Ranger DA usemame Ranger DB password

w Easana s @ -------- . @

JDBC connect string for a Ranger database

pdbcooraciathin: @V o402 _ambari.apache.on

Setup Database and Database User

Databass Adminigirator (DEA) ysemams Datatase Acdrminagtrgsor [DEW) passwond
ranganiba IR @  sesessens @
JDBC connect string for rpot user

pdbc-ormckathini@cE402 ambarn apache o

PostgreSQL
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Ranger Admin  Ranger User Info  Ranger Plugin Ranger Awdit  Ranger Tagsyne  Advanced

Ranger Admin

DE FLAVOR Rarger DB hast

POETGRES = 5402 ambari.apache ong:5432

Ranger DB name Driver class name for a JDBC Ranger daiabase
FRnger oy posigresgl. Driver

Ranger DB usamama Ranger DB password

angaradmin sssssssssas .!Ej ......... . {Ej

JOBC connect siring for a Ranger database

sqleVef402 ambari. apache.ong: 5432/ ranger

Setup Database and Database User

Carlabase Administrator (DBA} usamame Dacabase Administrator [DEA) passwond
mmm --------- ':'EI --------- ':E]
JOBG Connect g for ool L

48403 amban, apache, org 5432/ podigres

MS SQL
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Ranger Admin  Ranger Lisar Info

Ranger Admin
DB FLAVOR

MSS0L -

Ranger DB rame

Ranger DB usamame
ranganadmin

Ranger Plugin _ Ranger Aud?  FRanger Tageymc Advanced

402 ambarl apache. org: 1433

D il Felr™d o & JDBC Fanges Satabass

commicresolt sglsenver. jdbe. SOLSenverl

Aanger DS paspaond

e @ R R LELET @

JDEC corrpet steinsg for 8 Fanger databise

ari.apache.ong 1433 databaseMame=ranger

Satup Database and Database Lser

Database Administrator [DBA) Usemame Dt Adrministrator (DBA) password

JDBC connect string for rood user

sqlsanver 6402 ambari apache ong: 1433;

SQL Anywhere
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Ranger Admin Ranger User info  Ranger Plugin  FAanger Audt  Ranger Tageync  Advanced

Ranger Admin

Da FLAVOR Farger 0 nost

S0L Anywhens bl o402 ambariapache. org: 2638

Ranger DB name Drwer class name for a JOBC Ranger database
rRngar sap pihed solanywhens. | Driver

Rangir DB usbmame Rarger DE passwon

angeadmin @ sessssesess L =

JDEEC cornect string for a Ranger database

LAmban.apache. org 2638, GatADASE=TANJE"

Setup Detabase and Detabase Liser

Daiabase Adminisirgior [DEA] usermame Dutabase Admerestrator [DEA) password

i

rangerdba 00 esssssee 'T.-' [e———

JDBEC cornect string for mot user

imanechost=cE402 ambariapache.ong-2638;

9. Totest the DB settings, click Test Connection. If a Ranger database has not been pre-installed, Test Connection
will fail even for avalid configuration.

What to do next
“Customize Services. Audit”
Related I nformation

Set up Database Users Without Sharing DBA Credentials

20
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Customize Services. Audit

How to customize the Ranger Audit service when installing Ranger via Ambari.

About thistask

Apache Ranger uses Apache Solr to store audit logs and provides Ul searching through the audit logs. Solr must

be installed and configured before installing Ranger Admin or any of the Ranger component plugins. The default
configuration for Ranger Auditsto Solr uses the shared Solr instance provided under the Ambari Infra service. Solr
is both memory and CPU intensive. If your production system has high volume of access requests, make sure that the
Solr host has adegquate memory, CPU, and disk space.

SolrCloud is the preferred setup for production usage of Ranger. SolrCloud, which is deployed with the Ambari
Infraservice, is a scalable architecture that can run as a single node or multi-node cluster. It has additional features
such as replication and sharding, which is useful for high availability (HA) and scalability. Y ou should plan your
deployment based on your cluster size. Because audit records can grow dramatically, plan to have at least 1 TB of
free space in the volume on which Solr will store the index data. Solr works well with a minimum of 32 GB of RAM.
Y ou should provide as much memory as possible to the Solr process. It is highly recommended to use SolrCloud with
at least two Solr nodes running on different servers with replication (CCDR) enabled. SolrCloud also requires Apache
ZooK eeper.

It is recommended that you store auditsin both HDFS and Solr. The default configuration for Ranger Auditsto Solr
uses the shared Solr instance provided under the Ambari Infra service. For more information about Audits to Solr, see
and Using Apache Solr for Ranger Audits.

Procedure

1. On the Customize Services page, select the Ranger Audit tab.

It is recommended that you store auditsin Solr and HDFS. Both of these options are set to ON by default. Solr
provides the capability to index and search on the most recent logs while HDFS is used as the more permanent or
longer term store. By default, Solr is used to index the preceding 30 days of audit logs.

2. Under Audit to Solr, turn ON SolrCloud.
The SolrCloud configuration settings will be loaded automatically.
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Audit to Solr Audit to HDFS

Audit to Solr Audit to HDFS

SolrCloud Dastination HDFS Directory

m hatfs./dw-weekly. field_hortonworks.com:B020Vr

External SolrCloud

ranger.audit.solr.zockeapers

dw-weakly. field_hortornworks.com:2181/infra-sa

ranger.audit.solr.usemame

ranger_saolr

ranger.audit.solr. password

serassasssnsnsrasssneda R —— @

What to do next
“Customize Services: Plugins’
Related Information

Using Ambari Core Services>Ambari Infra
SolrCloud
Cross Data Center Replication (CDCR)

Customize Services. Plugins

How to enable Ranger Plugins when installing Ranger via Ambari.

About thistask

If you are using a Kerberos-enabled cluster, there are a number of additional steps you must follow to ensure that you
can use the Ranger plugins on a Kerberos cluster.

The following Ranger plugins are available:

 HDFS
e Hive

e HBase
« Kafka

22


https://docs.hortonworks.com/HDPDocuments/Ambari-2.7.3.0/using-ambari-core-services/content/amb_understanding_ambari_infra.html
https://lucene.apache.org/solr/guide/6_6/solrcloud.html
https://lucene.apache.org/solr/guide/6_6/cross-data-center-replication-cdcr.html

HDP Installing Ranger Customize Services: User Sync

¢ Knox
* YARN
e Storm
e Atlas
e Solr

Procedure

1. Fromthe Ranger Plugin tab, turn On the plugins you want.

RANGER ADMIN  RANGER USER INFO  RANGER PLUGIN  RANGER AUDIT o RANGER TAGSYNC ~ ADVANCED o

Ranger Plugin
HDFS Ranger Plugin Hbase Ranger Plugin Kafka Ranger Plugin

]

YARN Ranger Plugin Atlas Ranger Plugin

Hive Ranger Plugin

For every plugin you enable, you will have to restart the associated component. E.G., if you enable the HDFS
Ranger plugin, you will have to restart HDFS.

2. Click Next.

What to do next
“Customize Services: User Sync”

Customize Services. User Sync

How to customize Ranger User Sync for either UNIX or LDAP/AD when installing Ranger via Ambari.

About thistask
Y ou can customize User Sync for either Unix or LDAP/AD.

Before you begin
Test Run User Sync

Before committing to usersync changes, it is recommended that you test-run that users and groups are being retrieved
asintended.

To test-run loading User and Group datainto Ranger before committing to the changes:

1. Set ranger.usersync.policymanager.mockrun=true. This parameter can be found in Ambari> Ranger> Configs>
Advanced> Advanced ranger-ugsync-site.
2. View the Users and Groups that will be loaded into Ranger: tail -f /var/log/ranger/usersync/usersync.log.

3. After confirming that the users and groups are retrieved as intended, set
ranger.usersync.policymanager.mockrun=false and restart Ranger Usersync.
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Thiswill sync the users shown in the usersync log to the Ranger database.

Procedure

e Customize User Sync for UNIX:

a) On the Customize Services page, select the Ranger User Info tab.
b) Click Yesunder Enable User Sync.
¢) Usethe Sync Source drop-down to select UNIX, then set the following properties.

Table 6: UNIX User Sync Properties

Property Description Default Value
Sync Source Only sync users above this user ID. 500
Password File The location of the password file on the [etc/passwd
Linux server.
Group File The location of the groupsfile on the Linux | /etc/group
server.
Add Service Wizard
e Customize Services
.. I _. . .. R Wi Pl £l i i camiemsanched conbgurations: fof T Servicin you Sebscted. Cusiomizn B i you ses i
»  Mangar i
©  Dalmahifi] * Morags Conlig Grouge E
Ranger Usar Info
st Uner By
ves
roup Fie

d) Permission to /etc/shadow must be set to 444.
* Customize User Sync for LDAP/AD:
a) On the Customize Services page, select the Ranger User Info tab.
b) Click Yesunder Enable User Sync.
¢) Usethe Sync Source drop-down to select LDAP/AD.
d) Set thefollowing properties on the Common Configs tab.
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Table 7: LDAP/AD Common Configs

Property Description Default Value Sample Values
LDAP/AD URL Add URL depending upon Idap://{ host} :{ port} Idap://Idap.example.com:389 or
LDAP/AD sync source Idaps://Idap.example.com:636

Bind Anonymous

If Yesis selected, the Bind User
and Bind User Password are not
required.

NO

Bind User

The location of the groupsfile
on the Linux server.

The full distinguished name
(DN), including common name
(CN), of an LDAP/AD user
account that has privileges to
search for users. The LDAP
bind DN is used to connect to
LDAP and query for users and
groups.

cn=admin,dc=example,dc=com
or admin@example.com

Bind User Password

The password of the Bind User.

Incremental Sync

If Yesis selected, Ranger
Usersync saves the latest
timestamp of all the objects that
are synced previously and uses
that timestamp to perform the
next sync. Usersync then uses a
polling mechanism to perform
incremental sync by using
LDAP attributes uSNChanged
(for AD) or modifytimestamp
(for LDAP).

Enabling Incremental Sync
for the first time will initiate
afull sync; subsequent sync
operations will be incremental.

When Incremental Syncis
enabled, Group Sync (under
the Group Configstab) is
mandatory.

Recommended for large
deployments.

For upgrade installations: No

For new installations: Yes

Yes
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Aanger Admin  Ranger User Info  Fanger Flugin  Ranger Audit  Fanger Tagsyne  Advanced

Ranger User Info

Enaiile Lisesr Sync

Sy Source

LR AD -

Common Configs = User Configes  Group Configs
LDAR/AD LIAL

dap:/foi401.amban. apache o388

Bind Lisar

ch=admin de=aampls, de=com of acdmineam plecom

Gind Liser Passwond

rcremental Syns

€) Set thefollowing properties on the User Configs tab.

Table 8: LDAP/AD User Configs

Property Description Default Value Sample Values
Group User Map Sync Sync specific groupsfor users. | Yes Yes
Username Attribute The LDAP user name attribute. sAMAccountName for AD, uid
or cn for OpenLDAP
User Object Class Object classto identify user person top, person,
entries. organizational Person, user, or
posixAccount
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—examplel,ou=ex

bups,DC=exampl¢
bups,DC=example

Property Description Default Value Sample Values
User Search Base Search base for users. cn=users,dc=example,dc=com;ou
Ranger can search multiple
OUsin AD. Ranger UserSync
module performs a user search
on each configured OU and
adds all the usersinto single list.
Once al the OUs are processed,
auser’s group membership is
computed based on the group
search.
User Search Filter Optl onal additional filter Samp|ef||ter to retrieve all the
constraining the users selected users: cn=*
for syncing. . .
Sample filter to retrieve all
the users who are members
of groupA or groupB: (|
(memberof=CN=GroupA,OU=gr
(memberof=CN=GroupB,0U=gr
User Search Scope Thisvalueisused to limit user | sub base, one, or sub

search to the depth from search
base.

User Group Name Attribute

Attribute from user entry whose
values would be treated as
group values to be pushed into
the Access Manager database.

Y ou can provide multiple
attribute names separated by
commas.

memberof ,ismemberof

memberof, ismemberof, or
gidNumber

Enable User Search

This option is available only
when the "Enable Group Search
First" option is selected.

No

Yes
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f) Set the following properties on the Group Configs tab.

Ranger User Info

Enalibs Lsar Syrc

Sync Source

LOWFYAD -
Common Configs  User Configs

Ussmame Attribute

sAMACcountMame

Liser Obpect Class

Uises Search Base

Ch=USers, do=examphs, do=Com;ousaxample ] ousexampk?

Ligar Saarch Filter

Liser Sgarch Scopoe

suly

User Group Hame Attribute

mamizancd, ismemiband

Group User Map Syne

Group Configs
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Table9: LDAP/AD Group Configs

;0U=group;ou=(

Property Description Default Value Sample Values
Enable Group Sync If Enable Group Syncissetto | No Yes
No, the group names the users
belong to are derived from
“User Group Name Attribute”.
In this case no additional group
filters are applied.
If Enable Group Sync is set to
Y es, the groups the users belong
to areretrieved from LDAP/
AD using the following group-
related attributes.
Enabled by default if
"Incremental Sync" is enabled
under the Common Configs tab.
Group Member Attribute The LDAP group member member
attribute name.
Group Name Attribute The LDAP group name distinguishedName for AD, cn
attribute. for OpenLdap
Group Object Class LDAP Group object class. group, groupofnames, or
posixGroup
Group Search Base Search base for groups. ou=groups,DC=example,DC=cor]
Ranger can search multiple
OUsin AD. Ranger UserSync
module performs a user search
on each configured OU and
adds all the usersinto single list.
Once al the OUs are processed,
auser’'s group membership is
computed based on the group
search configuration. Each OU
segment needs to be separated
by a; (semi-colon).
Group Search Filter Optional additiond filter Samplefilter to retrieve all
constraining the groups selected groups: cn=*
for syncing. . .
Samplefilter to retrieve only the
groups whose cn is Engineering
or Sales: (|(cn=Engineering)
(cn=Sales))
Enable Group Search First No Yes

When Enable Group Search
First is selected, there are two
possible ways of retrieving
users:

¢ |If Enable User Search
isnot selected: users
areretrieved from the
“member” attribute of the
group.

¢ If EnableUser Searchis
selected: user membership
is computed by performing
an LDAP search based on
the user configuration.

29



HDP Installing Ranger

Customize Services: User Sync

Property

Description

Default Value

Sample Values

State:
anchor=nested_|dapad_syncSync|
Nested Groups

Enables nested group
memberships in Ranger so

that the policies configured for
parent groups are applied for all
the members in the subgroups.

If agroup itself is a member

of another group, the users
belonging to the member group
are part of the parent group as
well.

Group Hierarchy Levels
determines evaluated nested
group depth.

If you do not see the Sync
Nested Groups flag, upgrade to
Ambari 2.6.0+.

No

Yes, No

Group Hierarchy Levels

Determines how many nested
groups to evaluate in support of
Sync Nested Groups.

If Group Hierarchy Levelsis
greyed out, enable Sync Nested
Groups.

Set to any integer >0.
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Common Configs  User Configs

Enabla Group Sync

Group Member Attribute

e bar

Group Name Attribute

an

Group Object Class

groupOfNames

Group Search Base

de=ge;de=hortonworks;dec=com

Group Search Fifter

-

an=

Enable Group Search First

Sync Mestad Groups

Group Hierarchy Levels

2

What to do next
“Customize Services. Tagsync”
Related Information

Set Up Hadoop Group Mapping for LDAP/AD

Group Configs
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Customize Services. Tagsync

How to customize the Ranger Tagsync service when installing Ranger via Ambari.

About thistask

Add Service Wizard

Atlas Tag Source

File Tag Source

Vi Source Fis~amas

= Al el h g Mo Bases adklreaa

AtlasRest Tag Source

Ernabis Attrifles! Tag Sorcs

Al FE BT Boarra Afma srdorsel

Procedure

1. To configure Ranger Tagsync, select Ranger Tagsync on the Customize Services page, then specify a Tagsync

source.

It is recommended that you only configure Atlas Tag Source. Configuring File Tag Source or Atlas REST Tag
Sourceis generally not required, and should only be attempted by advanced users.

2. Configure Atlas Tag Source Properties:

Table 10: Atlas Tag Source Properties

Property

Description

Atlas Source: Kafka endpoint

The Kafka endpoint: <kafka_server_url>:6667

Atlas Source: ZooK eeper endpoint

The ZooK eeper endpoint: <zookeeper_server_url>:2181
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Property

Description

Atlas Source: Kafka consumer group

The Ranger entities consumer.

What to do next

“Customize Services: Authentication”

Customize Services. Authentication

This section describes how to configure Ranger authentication for UNIX, LDAP, and AD.

Customize Authentication: UNI X

How to customize the Ranger UNIX Authentication service when installing Ranger via Ambari.

Procedure

Select the Advanced tab on the Customize Services page.

Under Ranger Settings, specify the Ranger Access Manager/Service Manager host address in the External URL
box in the format http://<your_ranger_host>:6080.

1
2.

Under Ranger Settings, select UNIX.

HTTPisenabled by default -- if you disable HTTP, only HTTPS is allowed.

Under UNIX Authentication Settings, set the following properties.

Table 11: UNIX Authentication Settings

Property

Description

Default
Value

Example Value

Allow remote Login

Flag to enable/disable
remote login. Only applies
to UNIX authentication.

true

true

ranger.unixauth.service.hostname

The address of the

host where the UNIX
authentication serviceis
running.

{{ugsync_hog

H{ ugsync_host}}

ranger.unixauth.service.port

The port number on which
the UNIX authentication
serviceisrunning.

5151

5151

Note:

E Propertieswith value {{ xyz} } are macro variables that are derived from other specified valuesin order to
streamline the configuration process. Macro variables can be edited if required -- if you need to restore the
origina value, click the Set Recommended symbol at the right of the property box.
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Add Service Wizard
T FAarger Sellrgs
Entissrual LIFL LRS00 R bt ooy SO0

LR
ACTWVE_DIRECTORY

Aurraration mathod
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Unix Aathartication Seltings
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BT UL B {iegmyno_host]]
noaraTe
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What to do next
“Complete the Ranger Installation”

Customize Authentication: LDAP

How to customize the Ranger LDAP Authentication service when installing Ranger via Ambari.

Procedure

1. Select the Advanced tab on the Customize Services page.

2. Under Ranger Settings, specify the Ranger Access Manager/Service Manager host address in the External URL
box in the format http://<your_ranger_host>:6080.

3. Under Ranger Settings, select LDAP.
4. Under LDAP Settings, set the following properties.

Table 12: LDAP Authentication Settings

Property Description Default Value Example Value

ranger.ldap.base.dn The Distinguished dc=example,dc=com dc=example,dc=com
Name (DN) of the
starting point for
directory server
searches.
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Property Description Default Value Example Value

Bind User Thefull {{ranger_ug_ldap_bind_dn}} {{ranger_ug_ldap_bind_dn}}
Distinguished Name
(DN), including
Common Name
(CN) of an LDAP
user account that has
privileges to search
for users. Thisisa
macro variable value
that is derived from
the Bind User value
from Ranger User
Info > Common
Configs.

Bind User Password Password for the
Bind User. Thisis
amacro variable
value that is derived
from the Bind User
Password value from
Ranger User Info >
Common Configs.

ranger.ldap.group. The LDAP group cn cn

roleattribute role attribute.

ranger.ldap.referral See description ignore follow | ignore | throw
below.

LDAP URL The LDAP server {{ranger_ug_ldap_url}} {{ranger_ug_ldap_url}}
URL. Thisisa

macro variable
valuethat is derived
from the LDAP/AD
URL value from
Ranger User Info >
Common Configs.

ranger.ldap.user. dnpattern | The user DN pattern | Uid={ 0} ,ou=users, cn=ldapadmin,ou=Users,
isexpanded when a | dc=xasecure,dc=net dc=example,dc=com
user is being logged
in. For example, if
the user "ldapadmin”
attempted to log in,
the LDAP Server
would attempt to
bind against the DN
" uid=ldapadmin,ou=ubers,dc=example,dc=com"
using the password
the user provided>

User Search Filter The search filter {{ranger_ug_ldap_user_searchfilter}}] {{ranger_ug_ldap_user_searchfilter}}
used for Bind
Authentication.
Thisisamacro
variable value that
is derived from the
User Search Filter
value from Ranger
User Info > User
Configs.

Note:

E Properties with value {{xyz}} are macro variables that are derived from other specified valuesin order to
streamline the configuration process. Macro variables can be edited if required -- if you need to restore the
original value, click the Set Recommended symbol at the right of the property box.
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There are three possible values for ranger.Idap.referral: follow, throw, and ignore. The recommended setting is
follow.

When searching a directory, the server might return several search results, along with afew continuation
references that show where to obtain further results. These results and references might be interleaved at the
protocol level.

*  When this property is set to follow, the LDAP service provider processes all of the normal entries first, and
then follows the continuation references.

*  When this property is set to throw, all of the normal entries are returned in the enumeration first, before the
Referral Exception is thrown. By contrast, a"referral” error response is processed immediately when this
property is set to follow or throw.

*  When this property is set to ignore, it indicates that the server should return referral entries as ordinary entries
(or plain text). This might return partial results for the search.

Add Service Wizard

T  Aanger Eatiings
Extermal LIFL et AoBAd amitar apache. org SO0
et n menn 0 LDarP
ACTINE_DIFECTORY
LikaX
HOKE
HTTF ikl "4

T LOAP Setiings

rangee, ki e cin

Bind Liser

Bind Liser Pasmsword

canger kg grou i
roleatiriube

ranger, kiap referal gnors
LO&F LRL [Trareges_usg_kan_ i)

ranger. kiap s, Libth= | 7] /o= LSS, h =R SEOLIE, =
dnpamam

Umer Saarch Fitor [Trangar_ug_loap_user_saanchbad}

What to do next
“Complete the Ranger Installation”

Customize Authentication: AD

How to customize the Ranger AD Authentication service when installing Ranger via Ambari.
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Procedure

1. Select the Advanced tab on the Customize Services page.

2. Under Ranger Settings, specify the Ranger Access Manager/Service Manager host address in the External URL
box in the format http://<your_ranger_host>:6080.

3. Under Ranger Settings, select ACTIVE_DIRECTORY.

Under AD Settings, set the following properties.

Table 13: AD Settings

Property

Description

Default Value

Example Value

ranger.ldap.ad.base.dn

The Distinguished Name (DN)
of the starting point for directory
server searches.

dc=example,dc=com

dc=example,dc=com

ranger.Idap.ad.bind.dn

The full Distinguished Name
(DN), including Common Name
(CN) of an LDAP user account
that has privilegesto search for
users. Thisisamacro variable
vauethat is derived from the
Bind User value from Ranger
User Info > Common Configs.

{{ranger_ug_ldap_bind_dn}}

{{ranger_ug_ldap_bind_dn}}

ranger.ldap.ad.bind.password

Password for the bind.dn. This
isamacro variable value that
is derived from the Bind User
Password value from Ranger
User Info > Common Configs.

Domain Name (Only for AD)

The domain name of the AD
Authentication service.

dc=example,dc=com

ranger.ldap.ad.referral

See description below.

ignore

follow | ignore | throw

ranger.ldap.ad.url

The AD server URL. Thisis

{{ranger_ug_ldap_url}}

{{ranger_ug_ldap url}}

amacro variable value that is
derived from the LDAP/AD
URL value from Ranger User
Info > Common Configs.

The search filter used for Bind
Authentication. Thisisamacro
variable value that is derived
from the User Search Filter value
from Ranger User Info > User
Configs.

ranger.ldap.ad.user.searchfilter {{ranger_ug_ldap_user_searchfiltgr§franger_ug_ldap_user_searchfiltgr}}

Note:

K

Properties with value {{xyz} } are macro variables that are derived from other specified valuesin order to
streamline the configuration process. Macro variables can be edited if required -- if you need to restore the
origina value, click the Set Recommended symbol at the right of the property box.

There are three possible values for ranger.ldap.ad.referral: follow, throw, and ignore. The recommended setting is
follow.

When searching a directory, the server might return several search results, along with afew continuation
references that show where to obtain further results. These results and references might be interleaved at the
protocol level.

¢ When this property is set to follow, the AD service provider processes all of the normal entriesfirst, and then
follows the continuation references.

* When this property is set to throw, all of the normal entries are returned in the enumeration first, before the
Referral Exception is thrown. By contrast, a"referral” error response is processed immediately when this
property is set to follow or throw.
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* When this property is set to ignore, it indicates that the server should return referral entries as ordinary entries
(or plain text). This might return partial results for the search. In the case of AD, a Partial ResultException is
returned when referrals are encountered while search results are processed.

Add Service Wizard
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b Mo 550 Settings

When you have finished configuring all of the Customize Services Settings, click Next at the bottom of the page
to continue with the installation.

5. When you save the authentication method as Active Directory, a Dependent Configurations pop-up may appear
recommending that you set the authentication method as LDAP. This recommended configuration should not be
applied for AD, so you should clear (un-check) the ranger.authentication.method check box, then click OK.

Dependent Configurations

Property Service Config Groep File Name Curent Value Recommended Value

D ranger authentication method Aangar Defauk ranger-admin-sin UnNIx LD&P

conet [0

6. Update the Ranger admin truststore configuration:
a) InAmbari > Ranger > Configs > Advanced > Advanced ranger -admin-site, add the following parameters:

ranger.truststore.fil e=/etc/ranger/adnin/truststore

ranger. trust st ore. passwor d=password

b) Restart Ranger.

What to do next
“Complete Ranger Installation”
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Complete the Ranger Installation

How to finish installing Ranger via Ambari, after customizing services.

Procedure

1. Onthe Review page, carefully review all of your settings and configurations. If everything looks good, click
Deploy to install Ranger on the Ambari server.

Add Service Wizard
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2. When you click Deploy, Ranger is installed on the specified host on your Ambari server. A progress bar displays

the installation progress.
Add Service Wizard
o o Install, Start and Test
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3.

When the installation is complete, a Summary page displays the installation details. Y ou may need to restart
services for cluster components after installing Ranger.

If the installation fails, you should complete the installation process, then reconfigure and reinstall Ranger.

Additional Ranger Plugin Configuration Stepsfor Kerberos
Clusters

If you are using a Kerberos-enabled cluster, there are a number of steps you need to follow in order use the following
Ranger plugins on a Kerberos cluster

If you are using a Kerberos-enabled cluster, there are a number of steps you need to follow in order use the following
Ranger plugins on a Kerberos cluster.

Note:
B These procedures assume that you have already enabled the component Ranger plugins.

Additional Ranger Plugin Stepsfor Kerberos: HDFS

How to enable the Ranger HDFS plugin on a Kerberos cluster.

Before you begin

This procedure assumes that you have already completed “ Customize Services: Plugins’.

Procedure

1

Create the system (OS) user rangerhdfslookup. Make sure this user is synced to Ranger Admin (under
Settings>Users/Groups tab in the Ranger Admin User Interface).

Create a Kerberos principal for rangerhdfslookup: kadmin.local -q 'addprinc -pw rangerhdfslookup
rangerhdfsl ookup@example.com.

Note:
B A single user/principa (e.g., rangerrepouser) can aso be created and used across services.
Navigate to the HDFS service.
Click the Config tab.
Navigate to advanced ranger-hdfs-plugin-properties and update the properties listed in the table shown below.

Table 14: HDFS Plugin Properties

Configuration Property Name Value

Ranger repository config user rangerhdfsl ookup@example.com
Ranger repository config password rangerhdfsl ookup
common.name.for.certificate blank
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6. After updating these properties, click Save and restart the HDFS service.

Additional Ranger Plugin Stepsfor Kerberos: Hive

How to enable the Ranger Hive plugin on a Kerberos cluster.

Before you begin
This procedure assumes that you have already completed “ Customize Services: Plugins’.

Procedure
1. Create the system (OS) user rangerhivel ookup. Make sure this user is synced to Ranger Admin (under
Settings>Users/Groups tab in the Ranger Admin Ul).

2. Create aKerberos principal for rangerhivelookup: kadmin.local -q 'addprinc -pw rangerhivelookup
rangerhivel ookup@example.com.

3. Navigate to the Hive service.
4. Click the Config tab and navigate to advanced ranger-hive-plugin-properties.
5. Update the following properties with the values listed in the table below.

Table 15: Hive Plugin Properties

Configuration Property Name Value

Ranger service config user rangerhivel ookup@example.com
Ranger service config password rangerhivel ookup
common.name.for.certificate blank

6. After updating these properties, click Save and then restart the Hive service.
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Additional Ranger Plugin Stepsfor Kerberos. HBase

How to enable the Ranger HBase plugin on a Kerberos cluster.

Before you begin
This procedure assumes that you have already completed “ Customize Services: Plugins’.

Procedure
1. Create the system (OS) user rangerhbasel ookup. Make sure this user is synced to Ranger Admin (under users/
groups tab in the Ranger Admin Ul).

2. Create aKerberos principal for rangerhbasel ookup: kadmin.local -q 'addprinc -pw rangerhbasel ookup
rangerhbasel ookup@example.com.

3. Navigate to the HBase service.
4. Click the Config tab and go to advanced ranger-hbase-plugin-properties.
5. Update the following properties with the values listed in the table below.

Table 16: HBase Plugin Properties

Configuration Property Name Value

Ranger service config user rangerhbasel ookup@example.com
Ranger service config password rangerhbasel ookup
common.name.for.certificate blank

6. After updating these properties, click Save and then restart the HBase service.

Additional Ranger Plugin Stepsfor Kerberos: Knox

How to enable the Ranger Knox plugin on a Kerberos cluster.

Before you begin
This procedure assumes that you have already completed “ Customize Services: Plugins’.

Procedure
1. Create the system (OS) user rangerknoxlookup. Make sure this user is synced to Ranger Admin (under
Settings>Users/Groups tab in the Ranger Admin Ul).

2. Create aKerberos principal for rangerknoxlookup: kadmin.local -q 'addprinc -pw rangerknoxlookup
rangerknoxlookup@example.com.

3. Navigate to the Knox service.
4. Click the Config tab and navigate to advanced ranger-knox-plugin-properties.
5. Update the following properties with the values listed in the table below.

Table 17: Knox Plugin Properties

Configuration Property Name Value

Ranger service config user rangerknoxlookup@example.com
Ranger service config password rangerknoxlookup
common.name.for.certificate blank

6. After updating these properties, click Save and then restart the Knox service.
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7. Open the Ranger Admin Ul by entering the following information:

* http://ranger-host>:6080
* username/password - admin/admin. or use username as shown in advanced ranger-env under the Config tab of
the Ranger service, and password as shown in Admin Settings.

8. After you have successfully logged into the system, you will be redirected to the Access Manager page.
9. Click the repository (clusterName_hadoop) Edit option under the HDFS box.

RARBGET Crobytoar W leriboeun L Sasipinn 1 fais [ R
Lprily Frppeman

10. Update the following properties listed in the table below under the Config Properties section:

Table 18: Knox Configuration Properties

Configuration Property Name Value
fs.default.name hdfs

hadoop.rpc.protection blank
common.name:for.certificate blank

11. Click Named Test Connection. Y ou should see a Connected Successfully dialog box appears.
12.Click Save.
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