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Installing Knox Using Ambari Overview

Apache Knox can be installed either manually using the Hortonworks Data Platform (HDP) or the Ambari User
Interface (Ul). The Knox service option will be made available through the Add Service wizard after the HDP cluster

isinstalled using the installation wizard.

I nstall Knox

How to install Apache Knox using Ambari.

Procedure

1. Loginto your Ambari cluster with your designated user credentials.
The main Ambari Dashboard page will be displayed.

2. Intheleft navigation menu, click Actions, then select Add Service.

@ Ambari A Dashboard

ﬁ Dashboard
METRICS HEATM

- SEMVICES

+ Add Service

P Start All

W Stop All

C Restart All Required

& Download All Client Configs

3. On the Choose Services page, select Knox, then click Next.
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Add Service Wizard

Storm
Accumulo
Infra Solr

Ambari Metrics

Atlas
Kafka

% Knox
Log Search
Ranger
Ranger KMS

SmartSense

Spark2

1.5.0.2.7.0.0-
it
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Apache Hadoop Stream processing framework
Robust, scalable, high performance distributed key/value store.
Core shared service used by Ambari managed components.

A system for metrics collection that provides storage and retrieval capability for metrics collected from the
cluster

Atlas Metadata and Governance platform

A high-throughput distributed messaging system

Provides a single point of authentication and access for Apache Hadoop services in a cluster

Log aggregation, analysis, and visualization for Ambari managed services. This service is Technical Preview.
Comprehensive security for Hadoop

Key Management Server

SmartSense - Hortonworks SmartSense Tool (HST) helps quickly gather configuration, metrics, logs from
common HDP services that aids to quickly troubleshaot support cases and receive cluster-specific
recommendations.

Apache Spark 2.3 is a fast and general engine for large-scale data processing

4. You are prompted to Assign Masters. Make a note of the Knox Gateway host for use in subsequent installation

steps. Click Next.

5. Onthe Knox tab, enter the Knox Master Secret, e.g. Passwordl!, and click Next.

Group  Default (1) -

Knox Gateway @

Knox Gateway host

Knox Master Secret

dw-weekly.field.hortonworks.com

HDFS YARN MAPREDUCEZ TEZ HIVE HBASE PIG ZOOKEEPER INFRASOLR AMBARIMETRICS ATLAS KAFKA KNOX!! MISC

6. Click Deploy.

7. After theinstall succeeds, click through the rest of the screens.

Related Tasks
Set Up Knox Proxy

Enable Knox SSO Using the Ambari CLI

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN

Set Up Knox Proxy

Asof HDP 3.0, Knox Proxy is configured viathe Knox Admin Ul. To set up proxy, you will first define the provider
configurations and descriptors, and the topologies will be automatically generated based on those settings.

About thistask

The same topol ogies that were manageablein Ambari previoudly, still are. Within the Knox Admin Ul, the topologies
that are managed by Ambari should be read-only. Within an Ambari managed cluster, the Knox Admin Ul isto be
used for creating additional topologies. When a Knox instance is not managed by Ambari, al topology management

will be done viathe Knox Admin Ul.

The following steps show the basic workflow for how to set up Knox Proxy. It involves defining provider
configurations and descriptors, which are used to generate your topologies, which can define proxy (among other
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things). For examples of how to set up proxy for a specific service, see “Configuring Proxy with Apache Knox”. It
is recommended that you use the dynamic topology file generation in the Knox Admin Ul; these steps utilize that
workflow. You can a'so manually set up Knox Proxy by manually configuring individual topology files.

Before you begin

e Ambari isinstalled.
e The Demo LDAP server isrunning: Ambari > Knox > Actions > Start Demo L DAP.

« |If you are proxying to services outside of the Knox host domain or redirecting to services for SSO that arein
another domain, your whitelist is explicitly configured to accommodate that: Ambari > Knox > Configs >
Advanced knoxsso-topology, e.g.

<par an®

<name>knoxsso. redi rect.whitelist.regex</name>

<val ue>*https?:\/\/(.*\.field\.hortonworks\.conil ocal host |
127\.0\.0\.1]/0:0:0:0:0:0:0: 1] ::1):[0-9].*%$</val ue
</ par an»

Procedure
1. Navigate from Ambari to the Knox Admin Ul: Ambari > Knox > Quick Links> Knox Admin Ul.
The Knox Admin Ul opens, e.g. https://dw-weekly.field.hortonworks.com:8443/gateway/manager/admin-ui.
2. Logintothe Admin Ul.
If you have not yet changed the credentials, the default credential s are admin/admin-password.
3. Create aProvider Configuration:
a) From the Admin Ul homepage, click Provider Configurations> +.

AP AC

KNOX

Resource Types Provider Configuration %; Provider Configuration Detail

Provider Configurations
Descriptors

Topologies

The Create a New Provider Configuration wizard opens.
b) Name the provider configuration: for example, hdp_ui_provider.
¢) Add an Authentication provider:

1. Click Add Provider.
2. Select Authentication and click Next.

3. Choose your Authentication Provider Type: LDAP, PAM, Kerberos, SSO (Header PreAuth), SSO
Cookie (SSOCaookieProvider), JISON Web Tokens (JWT), CAS, OAuth, SAML, OpenlD Connect,
Anonymous.

Note: OAuth, OpenlD Connect, and CAS are community supported, they are not officially supported by
Hortonworks.

4. Complete the required fields and click OK.
d) Add an Authorization provider:

1. Click Add Provider.
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2. Select Authorization and click Next.

3. Click AccessControl Lists.

4. Fill out the required fields and click OK.
€) Add an Identity Assertion provider:

1. Click Add Provider.
2. Select Identity Assertion and click Next.

3. Choose aldentity Assertion Provider Type: Default, Concatenation, SwitchCase, Regular Expression,
Hadoop Group Lookup (LDAP).

Recommended: Default.
4. Fill out the required fields and click OK.
f) Addan HA provider:

1. Click Add Provider.
2. Select HA and click Next.
3. Select Add Service and click Next.
4. Fill out the required fields and click OK.
4. Define Descriptors for the topology to auto-discover services from Ambari.

a) Create anew descriptor. From the Admin Ul homepage, click Descriptors > +.

b) Name the descriptor.

c) Besidethe Provider Configuration field, click the edit button and select the Provider Configuration you
created before.

d) Add Services (e.g., JOBTRACKER, HIVE, HDFSUI, STORM) by clicking the checkbox beside the service.
If the service you are looking for is not listed, you can add it later by editing the configuration (the plusicon
next to services will present atext box.)

€) Add Discovery details:

Field Examplevalue
Address http://dw-weekly .field.hortonworks.com:8080
Cluster dwweekly
Username admin
Password alias ambari-discovery-password
f) Click OK.

What to do next

Verify the topology was generated correctly. Y ou can review the XML topology file for accuracy from Admin Ul
homepage > Topologies > <topology hame, e.g. devcluster>.

Related Tasks

Install Knox
Enable Knox SSO Using the Ambari CLI
Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN

Example: Configure Knox Gateway for YARN Ul
This example shows you how to set up a new custom Knox topology for YARN Ul and installing services for YARN.

Setting up Topology File
1. Loginto Ambari and access Knox service page.
Knox Admin Ul link could be found on the right pane of the Ambari’s Knox page.

Oncethislink is clicked, user will be asked to provide a username and password. Thiswill be based on the Idap
configured for the manager.
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2. Accessing Knox admin Ul page for topology creation

Once admin landsin to the Knox admin Ul, there are fundamentally three steps more to create a topology of
desired use case.

a. Create acustom provider configuration
b. Define Descriptors for the topology to auto-discover services from Ambari
¢. Saveand verify the topology which is created

Next steps will cover topology creation in detail.
3. Creating a custom Provider Configuration

Admin can click on the “Provider Configurations” in left panel to list al available providers. Click on the “+”
button on the right side to create a new provider.

Admin can select all the providers which are needed for defining “hdp_ui_provider”

e Authentication (Anonymous)

» Authorization (AclsAuthz/Access Control Lists)
e HAProvider (Default)

e |dentity-assertion (Default)

These 4 providers could be added by selecting each and giving values from the auto populated options. Detailed
steps are given below.

Add Authentication>Anonymous.

Add Authorization>Access Control Lists.

Add HAProvider>Default.

Add Identity-Assertion>Default.

Save the provider by clicking on save button at right bottom.

4, Def|n| ng Descriptors for topology: Click on “+” button near to Descriptor to define a new custom descriptor.

®oo o

a. Add all detailsfor a descriptor:

« Define aname for the descriptor
» Select YARNUI from the below list
* Configure Ambari addressin “ Discovery - Address’
e Configure Ambari cluster name in “Discovery - Cluster”
e Provide Ambari user namein “Discovery - Username”
» “Discovery Password Alias’ could be left asit is as below manual step to be ran on knox machine to avoid
configuring password.
b. Creating password dlias, e.g.,

[root @tr-e138-1518143905142-240189- 01- 046340 servi ces]# /usr/ $REPQO
$VERSI OV knox/ bi n/ knoxcli.sh create-alias anbari.di scovery. password
Ent er password:

Ent er password agai n:

anmbari . di scovery. password has been successfully created.

c. Select provider configuration as “hdp_ui_provider”.
Press“Ok” to save the details.
e. Select “hdp_ui” descriptor to add “YARNUIV?2" service.

o

Admin can add custom services which are see on the right pane under “Descriptor Detail”.

Not all serviceslisted are officially supported. See “Knox- Supported Services’ for details on which services
are supported.

5. Verify topology:

Topologies>Select one topology: Thisis read-only pane where all configuration which are done for “hdp_ui”
could be verified.
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Changing QuickLinksfor YARN Uls

Admin need to paste below quicklink.json filein Ambari server machine to ensure that Y ARN Uls quick links are
accessible only via proxy.

1. Quick Link template

{
"nanme": "default",
"description": "default quick |inks configuration",
"configuration": {
"protocol ":

"type": "HTTPS_ONLY"

"l'inks": [
{ _

"nanme": "resourcemanager _ui",
"l abel ": "ResourceManager U ",
"requires_user_nane": "false",
"conmponent _nane": " KNOX_GATEWAY",
url": "%@/ | %D %D gat eway/ hdp_ui / yar nui v2/ ",
"port": {

"https_property": "gateway.port",
"https_default_port": "8443",
"regex": "A(\\d+)$",

"site": "gateway-site"

}

"name": "resourcenmanager _| ogs",
"l abel ": "ResourceManager |ogs",
"requires_user_nane": "false",
"conmponent _nane": " KNOX_GATEVWAY",
url": %@/ | %) %D gat eway/ hdp_ui /yarn/ | ogs",
"port": {
"https_property": "gateway.port",
"https_default_port": "8443",
"regex": "A(\\d+)$",
"site": "gateway-site"

}

"name": "resourcemanager _j nx",
"| abel ": " Resour ceManager JMX",
"requires_user_nane": "false",
"conponent _name": " KNOX_GATEVWAY",
url "%/ | Y@ %@ gat eway/ hdp_ui / yarn/j nx",
"port": {
"https_property": "gateway.port",
"https_default_port": "8443",
"regex": "A(\\d+)$",
"site": "gateway-site"

}

"name": "thread_stacks",

"l abel ":"Thread Stacks",

"requires_user_nane": "false",

"conmponent _nane": " KNOX_GATEVWAY",

url "%/ | Y@ %@ gat eway/ hdp_ui / yarn/ st acks",

"port": {
"https_property": "gateway.port",
"https_default _port": "8443",

8
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"regex": "~(\\d+)$",
"site": "gateway-site"
}
}
]
}
}

Place quicklinks.json in Ambari: In ambari-server host, at following path, place the quicklink file:

[var/lib/anbari-server/resources/stacks/ $REPQ $VERSI OV ser vi ces/ YARN
qui ckl i nks/ qui ckl i nks. j son

Please ensure that existing quicklinks.json in replaced with the attached json file from this document.
Restart Ambari: ambari-server restart
Verify QuickLinks.

Post these steps, Y ARN Quick links will be accessible only via knox proxy.

Example: Configure Knox Gateway for LDAP

This example shows you how to set up the Knox Gateway with ShiroProvider, which involves configuring a provider
for LDAP.

Context

LDAP authentication is configured by adding a " ShiroProvider" authentication provider to the cluster's topology file.
When enabled, the Knox Gateway uses Apache Shiro (org.apache.shiro.realm.ldap.JndiL dapRealm) to authenticate
users against the configured LDAP store.

Setting up Topology File

1

Login to Ambari and access Knox service page.

Knox Admin Ul link could be found on the right pane of the Ambari’s Knox page.

Oncethislink is clicked, user will be asked to provide a username and password. Thiswill be based on the Idap
configured for the manager.

Accessing Knox admin Ul page for topology creation

Once admin landsin to the Knox admin Ul, there are fundamentally three steps more to create atopology of
desired use case.

a. Create acustom provider configuration

b. Define Descriptors for the topology to auto-discover services from Ambari
¢. Saveand verify the topology which is created

Next steps will cover topology creation in detail.
Creating a custom Provider Configuration

Admin can click on the “Provider Configurations” in left panel to list al available providers. Click on the “+”
button on the right side to create a new provider.

Admin can select all the providers which are needed for defining “hdp_ui_provider”

e Authentication (LDAP)

¢ Authorization (AclsAuthz/Access Control Lists)
e HAProvider (Default)

e |dentity-assertion (Default)

These 4 providers could be added by selecting each and giving values from the auto populated options. Detailed
steps are given below.
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Add Authentication>LDAP.

Add Authorization>Access Control Lists.

Add HAProvider>Default.

Add Identity-Assertion>Default.

Save the provider by clicking on save button at right bottom.

4. Deﬂnl ng Descriptors for topology: Click on “+” button near to Descriptor to define a new custom descriptor.

® oo o

a. Add dl detailsfor a descriptor:

« Define aname for the descriptor
* Select $Services from the below list
» Configure Ambari addressin “Discovery - Address’
» Configure Ambari cluster namein “Discovery - Cluster”
e Provide Ambari user namein “Discovery - Username”
» “Discovery Password Alias’ could be left asit is as below manual step to be ran on knox machine to avoid
configuring password.
b. Creating password dlias, e.g.,

[root @tr-el38-1518143905142-240189-01- 046340 servi ces]# /usr/ $REPQ
$VERSI OV knox/ bi n/ knoxcli.sh create-alias anbari.di scovery. password
Ent er password:

Ent er password agai n:

anbari . di scovery. password has been successfully created.

c. Select provider configuration as “hdp_ui_provider”.
d. Press“Ok” to save the details.
e. Select “hdp_ui” descriptor to add “$SERVICES".

Admin can add custom services which are see on the right pane under “ Descriptor Detail”.

Not all serviceslisted are officially supported. See “Knox- Supported Services’ for details on which services
are supported.
5. Verify topology:

Topologies>Select one topology: Thisis read-only pane where all configuration which are done for “hdp_ui”
could be verified.

Changing QuickL inksfor $SERVICE Uls

Admin need to paste below quicklink.json filein Ambari server machine to ensure that $SERVICE Uls quick links
are accessible only via proxy.

1. Quick Link template

{
"nanme": "defaul t"
"description": "default quick |inks configuration",
"configuration": {
"protocol ":
"type": "HTTPS_ONLY"
}1
"l'inks": [
{ _
"name": "resourcenmanager _ui"
"I abel ": "ResourceManager U ",
"requires_user narre": "fal se",
corrponent name": " KNOX_GATEWAY",
url": Y@/ Y@ %@ gat eway/ hdp_ui / $SERVI CE/ "
" port R |

10
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"https_property": "gateway.port",
"https_default _port": "8443",
"regex": "A(\\d+)$",

"site": "gateway-site"

}
}
{

"name": "resourcenanager | ogs",
"l abel ": "ResourceManager |ogs",
"requires_user_nane": "false",
"conmponent _nane": " KNOX_GATEVWAY",
"url": "%/ | %@ %D gat eway/ hdp_ui / $servi ce/ | ogs",
"port": {

"https_property": "gateway.port",

"https_default _port": "8443",

"regex": "~A(\\d+)$",

"site": "gateway-site"

}
3
{

"nanme": "resourcenanager j nx",
"| abel ": " Resour ceManager JMX",
"requires_user_nane": "false",
"component _name": " KNOX_GATEVWAY",
"url " v%@ /| % %@ gat eway/ hdp_ui / $servi ce/ j nx",
"port": {
"https_property": "gateway.port",
"https_default _port": "8443",
"regex": "~A(\\d+)$",
"site": "gateway-site"

}
H
{

"nanme": "thread _stacks",

"l abel ":"Thread Stacks",

"requires_user_nane": "false",

"component _nane": " KNOX_GATEWAY",

"url "t %@/ | % %@ gat eway/ hdp_ui / $servi ce/ st acks",

"port": {
"https_property": "gateway.port",
"https_default_port": "8443",
"regex": "~(\\d+)$",
"site": "gateway-site"

}

}
]
}
}

2. Place quicklinks.json in Ambari: In ambari-server host, at following path, place the quicklink file:

[var/lib/anbari-server/resources/stacks/ $REPQ $VERSI OV ser vi ces/ $SERVI CE/
qui ckl i nks/ qui ckl i nks. j son

Please ensure that existing quicklinks.json in replaced with the attached json file from this document.
Restart Ambari: ambari-server restart
4. Verify QuickLinks.

w

Post these steps, $SERVICE Quick links will be accessible only viaknox proxy.

11
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Enable Knox SSO Using the Ambari CL |

To enable Knox SSO (Single Sign-on) for your cluster, you must begin with the Ambari CLI wizard. It prompts you
for SSO settings and propagates them across your cluster. The wizard then configures SSO for Atlas, Ambari, and
Ranger Uls.

About thistask

When you enable SSO, unauthenticated users who try to access a service (e.g., Ambari, Atlas, etc), are redirected to
the Knox SSO login page for authentication. This makes signing into services faster and easier, with fewer credentials
to remember.

Before you begin
The Ambari Server must be running and you must be logged in as root.

Procedure

1
2.
3.

From the command line, begin the SSO setup wizard: ambari-server setup-sso.
When prompted, enter your Ambari Admin credentials.
Depending on your configuration, choose a path:

e |f SSO isnot configured, it prompts Do you want to configure SSO authentication.

» Entery to continue through the wizard.
» Enter nto exit the wizard.
« If SSO isdready configured, it prompts Do you want to disable SSO authentication.

« Entery to disable SSO for Ambari and the services (if services were being managed). Then it exits the
wizard.

« Enter n to continue through the wizard.

Enter the provider URL using the format: https.//<hostname>:8443/gateway/knoxsso/api/v1/wehsso.
https.//dw-weekly.field.hortonworks.com: 8443/gateway/knoxsso/api/v1/websso

Populate the Public Certificate PEM:
a) Export the Knox certificate: ./knoxcli.sh export-cert --type PEM

[root @w weekly bin]# ./knoxcli.sh export-cert --type PEM
Certificate gateway-identity has been successfully exported to: /usr/
$REPQ $VERSI ON/ knox/ dat a/ security/ keyst ores/ gat eway-i dentity. pem

b) Copy the contents of the file, excluding the ----- BEGIN CERTIFICATE----- and ----- END
CERTIFICATE----- .

[root @w weekly bin]# ./knoxcli.sh export-cert --type PEM
Certificate gateway-identity has been successfully exported to: /usr/
$REPQ' $VERSI ON/ knox/ dat a/ securi ty/ keyst or es/ gat eway-i dentity. pem
[root @w weekly bin]# vi /usr/$REPQ $VERSI OV knox/ dat a/ security/
keyst ores/ gateway-identity. pem

————— BEG N CERTI FI CATE- - - - -

M | oqgToof o6gfwi f f gl | f JG+oql 7YUWGEQYJKoql hvoNf QZFf OF wGTZLM k& 1UZf hMoVWMK GTf L
f gNVf f gTf FRI 03QxGTf Lf gNVf f oTf FRI 03QxCGgf Nf gNVf f o Tf khhq@voGZNM sGF 1UZox MZVGVq
G&XZoMYE 1UZf xM gHot G@WI f 2x5LmgpgWkkLmhvonRvf nGvont gLmN\vf Tf ZFwOx OGF 2MIruUx N U0
M ff FwOxOTf 2MIUxNj UOM f f MHUxoqf Jf gNVf f YTT | VTMQOwowYGVQQ ZwRUg XNOMQOwowYGVQCH
ZWRUg XNOMBWEQYGVQKZWg ! YWRVT 3f x GTT Lf gNVf f sTf FRI 03QxKG nf gNVf f MTH2R3LXAE qW s
ZS5nf W/sqo5of 3J0f 253f 3Jr oy5j f 20wgg8waEQYJKoql hvoNf Qzf f OF &GgYOf M GIf oG f M s9Q6M
f 4f 4AUssf / Y f pfr 7k3Gx8v0/

VI unb6OL3M Ov YQFt NSvGWETZ25QBYHOV G 4f r i 91 gwj 6qwWzZYW

RQUTI xui OGPi MhK70onmnLf | ngpoGYNSJ3/ shf QUoyN7+Ji | nYYn/

rJvt 4Yt 362gGvJynf sZG&Kko

12
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j ohFAvOFLoqG gM f f ZwGQYJKoql hvoNf QZFf F GgYZf ZormmBZTJJuf WAvf p8Cb1Qx7J4i 0Y6C69
ggf 76j 40h8f qGgRVf oKYvr | ZuJsZKHpl PCGht nVt gHGBYYT 6vf f SXoMh3pp5qf vZLf qnR1IHNI 60Zq
qaf 7J9gn9MPZql r f 5/ kOGY85wW0UUK Vot RLj sK/ ni Hhoj CGKf f Jr ok7hMJo7TYW Q

————— END CERTI FI CATE- - - - -

¢) When prompted Public Certificate PEM (empty line to finish input), paste the contents of the cert.pem file.

M | oqToof o6gfwl f f gl | f JG+oql 7YUWGEQYJKoql hvoNf QZFf OF wGTZLM k& 1UZf hMoVWIMK GTf L
f gNVf f gTf FRI 03Qx GTf Lf gNVf f o Tf FRI 03QxCGqf Nf gNVf f o Tf khhgvoGZNM sG 1UZox MZVGVq
GXZoM Y 1Uzf xM gHot GVI f 2x5LmgpgWkkLimhvonRvf nGvont gLm\vf Tf ZFwOx OGS 2MIrUxNj U0
M f f FwOxOTf 2MTUxNj UOM f f MHUxoqf Jf gNVf f YT | VTMQOwowYGVQQ ZwRUg XNOMOwowYGVQCRH
ZWRUg XNOMBWARYGVQRKZwWg |l YWRV T 3f X GTf Lf gNVf f sTf FRI 03QxKG nf gNVf f MTH2R3LXA gW s
ZS5nf W/sgo5of 3J0f 253f 3Jr oy5j f 20wgg8wGQYJKoql hvoNf Qzf f OF &gYOf M GIf oG f M s9(Q6M
f 4f 4Ussf / Yf f pfr 7k3Gx8vO0/

VI un6OL3M Ov YQFt NSvGWETZ25QEBYHOV G 4f r gi 91 gwj 6qwZYW

RQUTI xui OGPi MhK70onmnLf | ngpoGYNSJ3/ shf QUoyN7+Ji | nYYn/

rJvt 4Yt 362gGvJynf sZGEKko

j ohF4vOFLoqG gM f f ZwGQYJKogl hvoNf QZFf f &gYZf ZormBZTJJuf WAvT p8C61Qx7J4i 0Y6G69
qgf 76j 40nh8f qGgRVf oKYvr | ZuJdsZKHpl PGht nVt gHEYYT 6vf f SXoMpp5qf vZLf gnR1IHN 60Zq
gf 7J9gn9MPZgl r f 5/ kOGY85wW0UUk Vgot RLj sK/ ni Hhoj GKf f Jr ok7hMJo7TYW Q

6. When prompted Use SSO for Ambari [y/n] (n)?, enter Y to use or N to not use SSO for Ambari.
Ambari does not need to be configured for SSO in order for the services to be configured for SSO (and vice-
versa).

7. When prompted Manage SSO configurations for eligible services[y/n] (n)?, enter your selection.

« y beginsthe service SSO setup wizard.
¢ nexitsthe SSO setup wizard, saving your PEM setup and Ambari SSO selections.

If you choose Y, the configurations for each eligible service are changed depending on the your selection when
prompted.

If you choose N, Ambari does not alter the existing configuration for any service. Thisisimportant if the cluster
was set up using Blueprints and you do not want Ambari to change the SSO settings explicitly set.

8. If you chosey, you are prompted Use SSO for all services[y/n] (y)?.

« yautomatically setsup SSO for all available services.

e nenters SSO set up for each individual service, alowing you to choose for which services you wish to enable
SSO.

9. For the IWT Cookie name (), hadoop-jwt is the default.

10. Leave JWT audiences list empty.
The prompt returns Ambari Server 'setup-sso' completed successfully.

11. Select Ambari > Actions > Restart All Required to restart all other services that require arestart.
Example

Example Knox SSO via ambari-server setup-sso

[ root @w weekly ~]# $JAVA HOVE/ bi n/ keyt ool -export -alias gateway-identity
-rfc -file cert.pem -keystore /usr/$REPQO current/knox-server/datal/security/

keyst or es/ gat eway. j ks

[root @w weekly ~]# cd /usr/$REPQ current/knox-server/bin

[ root @w weekly bin]# ./knoxcli.sh export-cert --type PEM

Certificate gateway-identity has been successfully exported to: /usr/$REPQO

$VERSI OV knox/ dat a/ securi ty/ keyst or es/ gat eway-i dentity. pem

[root @w weekly bin]# vi /usr/$REPQ $VERSI ON knox/ dat a/ security/keystores/

gat eway-identity. pem

/1 <copy the certificate>

[ root @w weekly ~]# anbari-server setup-sso
Usi ng pyt hon /usr/bin/python

13
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Setting up SSO aut hentication properties...
Enter Ambari Admin | ogin: admn
Enter Anmbari Admi n password:

SSO is currently not configured
Do you want to configure SSO authentication [y/n] (y)? vy
Provi der URL (https://knox.exanpl e.com 8443/ gat eway/ knoxsso/ api / vl/ websso):
https://dw weekly. fiel d. hortonworks.com 8443/ gat eway/ knoxsso/ api / vl/ websso
Public Certificate PEM (enpty line to finish input):
M | oqToof o6gfwi f f gl | f JG+oql 7YUWGEQYJKoql hvoNf QZFf OF wGTZLM k&F 1UZf hMoVWMK GTf L
f gNVf f gTf FRI 03QxGTf Lf gNVf f oTf FRI 03QxCqf Nf gNVf f o Tf khhq@voGZNM sGF 1UZox MZVGVq
GGZoMYG 1UZf xM gHot @V f 2x5LmgpgWkkLmhvonRvf nGvont gLm\vf Tf ZFwOx OGF 2MIrux Ny U0
M f f FwOxOTf 2MIUxNj UOM f f MHUxoqf Jf gNVf f YTT | VTMQOwowYGVQQ ZwRUg XNOMQOwowYGVQCH
ZWRUg XNOMBWEQYGVQKZWgl YWRVT 3f x GTT Lf gNVf f sTf FRI 03QxKG nf gNVf f MTH2R3LXAE qW s
ZS5nf W/sqo5of 3J0f 253f 3Jr oy5j f 20wgg8waQYJKoql hvoNf Qzf f &F &GgYOf M GIf oGF f M s9Q6M
f4f 4Ussf / Yf f pfr 7k3Gx8v0/ VI unbOL3M OvYQFt NSvGVETZ25QBYHOV G 4f r gi 91 qwj 6gwZYW
RQUTI xui OGPi MhK70onnLf | ngpoGYNSJ3/ shf QUoyN7+Ji | niYYn/ r Jvt 4Yt 362gGvJynf sZGEKko
j ohF4vOFLoqG gM f f ZwGQYJKoql hvoNf QZFf F GgYZf ZormBZTJJuf WAvf p8CE1Qx7J4i 0Y6(G69
ggf 76j 40h8f qGgRVf oKYvr | ZuJsZKHpl PCGht nVt gHGBYYT 6vf f SXoMh3pp5qf vZLf qnR1IHNI 60Zq
gf 7J9qn9MPZql r f 5/ kOGY85wWO0UUkVgot RLj sK/ ni Hhoj CGKf f Jr ok7hMJo7TYW Q=

Use SSO for Anbari [y/n] (n)? vy

Manage SSO configurations for eligible services [y/n] (n)? vy
Use SSO for all services [y/n] (n)? vy

JWI' Cooki e name (hadoop-jwt): hadoop-jwt

JW audi ences |ist (conma-separated), enpty for any ():

Anbari Server 'setup-sso' conpl eted successfully.

[ root @w weekly ~]# anbari-server restart

What to do next

Y ou must next manually configure Knox SSO by using component configuration files. These steps are documented in
“Set up Knox SSO via Component Config Files’.
Related Tasks

Install Knox

Set Up Knox Proxy

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN
Related I nformation

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN

Configure Knox SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN

Asof HDP-3.0.0, SSO is enabled using the ambari-server setup-sso wizard. SSO for Ambari, Atlas, and Ranger is
automatically enabled by the wizard. To enable SSO for HDFS, Oozie, MapReduce2, Zeppelin, or YARN, you must
manually change their configuration files. Users who try to access these components will be redirected to the Knox
SSO login page for authentication.

Before you begin

Y ou must be running Ambari 2.7.0.0 with HDP-3.0.0 or higher.

Y ou must have aready enabled SSO using ambari-server setup-sso.

Procedure

1. In Ambari, set the following properties for your components:
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* HDFS: core-site.xml

"hadoop. htt p. aut henti cati on.type":

"or g. apache. hadoop. security. aut henti cation. server. JWRedirect Aut henti cati onHandl er
"hadoop. http. aut henti cati on. public. key. pent': “3$SSOPUBLI CKEY"
"hadoop. http. aut henti cati on. aut henti cati on. provider.url":

" $SSOPROVI DERURL"

¢ Qozie: oozie-sitexml

oozi e. aut henti cati on. t ype=or g. apache. hadoop. security. aut henti cation. server. JWRedi r
0ozi e. aut henti cati on. aut henti cati on. provider.url=https://
$KNOX_HOST: 8443/ gat eway/ knoxsso/ api / v1/ websso
0ozi e. aut henti cati on. publ i c. key. pemr$SKNOX_PUBLI C_KEY
optional : oozie.authentication. expected.jw.audi ences=$AUDI ENCES
(defaul t: EMPTY; which neans ALL)
optional : oozie.authentication.jw.cooki e=$COKI E- NAME (defaul t: hadoop-
jwt)
* MapReduce2: core-site.xml

"hadoop. htt p. aut henti cati on.type":

"or g. apache. hadoop. security. aut henti cati on. server. JWRedirect Aut henti cati onHandl er
"hadoop. htt p. aut henti cati on. public. key. pent': “$SSOPUBLI CKEY"
"hadoop. htt p. aut henti cati on. aut henti cati on. provider.url":

" $SSOPROVI DERURL"

e Zeppelin: Advanced zeppelin-shiro-ini > shiro_ini_content

knoxJwt Real m = or g. apache. zeppel i n. real m j wt . KnoxJwt Real m
knoxJwt Real m provi der Url = $PROVI DERURL

knoxJwt Real m | ogi n = gat eway/ knoxsso/ knoxaut h/ | ogi n. ht m
knoxJwt Real m publ i ckeyPat h = $PATH OF KNOX- SSO. PEM

knoxJwt Real m | ogout APl = fal se

knoxJwt Real m | ogout = gat eway/ knoxssout/ api / vl/ webssout
knoxJwt Real m cooki eName = hadoop-j wt

knoxJwt Real m r edi rect Param = ori gi nal Url

knoxJwt Real m gr oupPri nci pal Mappi ng = group. princi pal . mappi ng
knoxJwt Real m pri nci pal Mappi ng = pri nci pal . mappi ng

aut hc = org. apache. zeppel i n.real mjwt.KnoxAut henti cationFilter

e Zeppelin: Advanced spark2-env, for SPARK_HISTORY_OPTS

export SPARK HI STORY_OPTS='
Dspark. ui.filters=org. apache. hadoop. security. aut hentication. server. Aut henti cati onFi

Dspar k. or g. apache. hadoop. security. aut henti cati on. server. Aut henticationFilter. parans
="t ype=or g. apache. hadoop. security. aut henti cati on. server. JWRedi rect Aut henti cati onk

ker ber os. pri nci pal =$SPARK_HI STORY_KERBERGS_PRI NCI PAL,

ker ber os. keyt ab=$SPNEGO_KEYTAB,

aut henti cati on. provi der. ur| =$PROVI DER_URL ,

publi c. key. pemr$PUBLI C_KEY"’

*  YARN: core-site.xml

"hadoop. htt p. aut henti cati on.type":

"org. apache. hadoop. security. aut henti cati on. server. JWRedi rect Aut henti cati onHandl er
"hadoop. htt p. aut henti cati on. publ i c. key. pent': “$SSOPUBLI CKEY"
"hadoop. http. aut henti cati on. aut henti cati on. provider.url":

" $SSOPROVI DERURL"

2. Click Save and confirm subsegquent prompts.

15



HDP Installing Knox Installing Knox Using Ambari Overview

3. Click Ambari > Actions> Restart All Required to restart all other services that require a restart.

Related Tasks

Install Knox

Set Up Knox Proxy

Enable Knox SSO Using the Ambari CLI
Related Information

Enable Knox SSO Using the Ambari CLI
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