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Apache Ranger Public REST APIs

Apache Ranger Public REST APIs

Reference for the Apache Ranger REST APIs.

Service Definition APIs

Reference for the Apache Ranger REST Service Definition APIs.

Get Service Definition by ID

Reference information for the Ranger REST API service/public/v2/api/servicedef/{id}.

APl Name

Get Service Definition

Request Type

GET

Request URL

service/public/v2/api/servicedef/{ id}
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Service Definition APls

API Name

Get Service Definition

Request Params

Response

"accessTypes": |

"inpliedGants": [],
"itemd": 1,

"l abel": "Read",
"nanme": "read"

s

{ o
"impliedGants": [],
"itemd": 2,
"l abel": "Wite",
"nanme": "wite"

s

{ o
"inpliedGants": [],
"itemd": 3,
"| abel ": "Execute",
"nane":. "execute"

}

"E:onfi gs": [

"itemd": 1,

"l abel ": "Usernane",
"mandat ory": true,
"nane": "username",
"subType": "",

"type": "string",
"uiHnt": "",

"val i dati onMessage": "",
"val i dati onRegEx": ""

P

"itemd": 2,

"l abel ": "Password",
"mandat ory": true,
"nane": "password",
"subType": "",

"type": "password",

Ilui Hi r1.tll: IIII,

"val i dati onMessage": "",
"val i dati onRegEXx": ""

"itemd": 3,

"l abel ": "Nanmenode URL",

"mandat ory": true,

"nanme":
"fs.default.nanme",

"subType": "",

"type": "string",

Ilui Hi r1.tll: IIII,

"val i dati onMessage": "",

"val i dati onRegExX": ""

s

{
"defaul tVal ue": "fal se",
"item d": 4,
"l abel": "Authorization

Enabhl ed"
ERaB+e6

T A= 3

"mandat ory": true,

"nane":

"hadoop. security. aut hori zati on",
"subType":
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Get Service Definition by Name
Reference information for the Ranger REST API service/public/v2/api/servicedef/name/{ name} .

API Name Get Service Definition
Reguest Type GET
Reguest URL service/public/v2/api/servicedef/name/{ name}
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API Name Get Service Definition

Request Params

Response
"accessTypes": |

"inpliedGants": [],
"itemd": 1,

"l abel": "select",
"nane": "sel ect"

"inpliedGants": [],
"itemd": 2,

"l abel ": "update",
"nane": "update"

"inpliedGants": [],
"itemd": 3,

"l abel": "Create",
"nane": "create"

"inpliedGants": [],
"item d": 4,

"l abel ": "Drop",
"nanme": "drop"

"inpliedGants": [],
"item d": 5,

"l abel": "Alter",
"nane": "alter"

"inpliedGants": [],
"itemd": 6,

"l abel ": "I ndex",
"nanme": "index"

"inpliedGants": [],
"itemd": 7,

"l abel ": "Lock",
"name": "l ock"

"inpliedGants": [
"sel ect",
"updat e",
"create",
"drop"”,
"alter",

"i ndex",
"l ock"

1,

"itemd": 8,

"l abel ": "AIl",

"nanme": "all"

}

1onfi gs": [
I

]

U
6 "itemd": 1,
"| abel ": "Usernane",
"mandat ory": true,
"nanme": "usernane",
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Service Definition APls

Create Service Definition

Reference information for the Ranger REST API service/public/v2/api/servicedef.

APl Name

Create Service Definition

Request Type

Post
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API Name Create Service Definition

Reguest URL service/public/v2/api/servicedef

Request Params
"accessTypes": |

"inpliedGants": [],
"itemd": 1,

"l abel": "select",
"nane": "sel ect"

"inpliedGants": [],
"itemd": 2,

"l abel ": "update",
"nane": "update"

"inpliedGants": [],
"itemd": 3,

"l abel": "Create",
"nane": "create"

"inpliedGants": [],
"item d": 4,

"l abel ": "Drop",
"nanme": "drop"

"inpliedGants": [
"sel ect",
"updat e",
"create",
"drop"

]1

"item d": 5,
"label": "AIl",
"narTE"I " aI I "

}

,onfi gs": |

{

]

"itemd": 1,

"l abel ": "Usernane",
"mandat ory": true,
"nanme": "usernane",
"type": "string",

"uiH nt": "",

"val i dati onMessage": "",
"val i dati onRegEx": ""

"itemd": 2,

"l abel ": "Password",
"mandat ory": true,
"nanme": "password",
"type": "password",

"uiH nt": "",

"val i dati onMessage": "",
"val i dati onRegEx": ""

"description
"enuns": [],
"impl A ass":

"org. apache. ranger. servi ces. t est. Rander Ser vi ce’
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Service Definition APls

Update Service Definition by ID

Reference information for the Ranger REST API service/public/v2/api/servicedef/{id}.

APl Name

Update Service Definition

Request Type

PUT
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Service Definition APls

API Name

Update Service Definition

Request URL

service/public/v2/api/servicedef/{ id}

Request Params

{

"accessTypes": |

"inpliedGants": [],
"itemd": 1,

"l abel": "select",
"nane": "sel ect"

"inpliedGants": [],
"itemd": 2,

"l abel ": "update",
"nane": "update"

"inpliedGants": [],
"itemd": 3,

"l abel": "Create",
"nane": "create"

"inpliedGants": [],
"item d": 4,

"l abel ": "Drop",
"nanme": "drop"

"inpliedGants": [],
"itemd": 5,

"l abel ": "I ndex",
"nanme": "index"

"inpliedGants": [
"sel ect",
"updat e",
"create",
"drop"”,

"i ndex"

"item d": 6,

"l abel": "AI",

"nane": "all"

}

"configs": [
{

"itemd": 1,
"l abel ": "Usernane",
"mandat ory": true,
"name": "usernanme",
"type": "string",
Ilui Hi r1.tll: IIII,
"val i dati onMessage": "",
"val i dati onRegExX": ""

"itemd": 2,
"l abel ": "Password",
"mandat ory": true,

"Nnamp" - "naccwnrd"
aS

10

name":—"password";
"type": "password",

n ui Hi nt n : mu ,

"val i dati onMessage": "",
"val i dati onRegEx": ""
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Service Definition APls

Update Service Definition by Name

Reference information for the Ranger REST API service/public/v2/api/servicedef/{ name} .

API Name Update Service Definition
Request Type PUT
Reguest URL service/public/v2/api/servicedef/{ name}
Request Params Application/json
* Example:
Response 200-Application/json

Delete Service Definition by ID

Reference information for the Ranger REST API service/public/v2/api/servicedef/{id}.

API Name Delete Service Definition

Request Type DELETE

Request URL service/public/v2/api/servicedef/{ id}
Request Param

Response 204-No Content

Delete Service Definition by Name

Reference information for the Ranger REST API service/public/v2/api/servicedef/name/{ name} .

APl Name Delete Service Definition

Request Type DELETE

Reguest URL service/public/v2/api/servicedef/name/{ name}
Reguest Param

Response 204-No Content

Sear ch Service Definitions

Reference information for the Ranger REST API service/public/v2/api/servicedef.

API Name Sear ch Service Definitions
Reguest Type GET
Reguest URL service/public/v2/api/servicedef
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Service Definition APls

API Name Sear ch Service Definitions

Reguest Params Query Params
pageSize int The page size required
startindex int The start record index
serviceType string The service definition
names("hdfs’,"hive","hbase","knox","storm", "solr", "kafka',"yarn" )
isEnabled boolean The enabled status : true if enabled; false otherwise
Example:
pageSize=25& startlndex=0

Response

"accessTypes": [

"impliedGants": [],

"itemd": 1,
"l abel ": "Read",
"nanme": "read"

b,

{ o
"inpliedGants": [],
"itemd": 2,

"l abel": "Wite",
"nanme": "wite"

b,

{ o
"inpliedGants": [],
"itemd": 3,

"| abel ": "Execute",
"nane":. "execute"
}

I

"configs": [
"itemd": 1,
"l abel ": "Usernane",
"mandat ory": true,
"nanme": "usernane",
"subType": "",
"type": "string",
"UiH nt": ""

"val i dati onMessage":

"val i dati onRegEx":

b

"description": "Sub
Resource for Test Conponent",
"excl udesSupported”:

true,

"itemd": 2,

"l abel ": "Test sub
resource",

"l evel ": 20,

"l ookupSupported”:
true,
"mandat ory": true,
"mat cher":
"or g. apache. ranger. pl ugi n. r esour cemat
"mat cher Opti ons": {

12

"I gnor eCase™:
"true",

"wi | dCard":
"true"

cher . Range
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Service APIs

Reference for the Apache Ranger REST Service APIs.

Get Serviceby ID
Reference information for the Ranger REST API service/public/v2/api/service/{id} .

APl Name Get Service

Reguest Type GET

Reguest URL service/public/v2/api/service/{id}
Request Params

Response {

"configs": {
"fs.defaul t.name":
"hdf s://akul karni - et p-real -
final -1.noval ocal : 8020",

"hadoop. security.auth to | ocal":

" DEFAULT",
"hadoop. security. aut hentication":
"sinple",
"hadoop. security. aut hori zati on":
"fal se",
"passwor d": tFRrEEET
"user nanme": "hadoop"
}1
"createTine": 1450757397000,
"createdBy": "anmb_ranger_adm n",
"description": "hdfs repo",
"guid":
"ec082eea- 0c22- 43b8- 84e0- 129422f 689b9",
id'r 1,
"i sEnabl ed": true,
"nanme": "cl 1 hadoop",
"pol i cyUpdat eTi me":
1450757398000,

"pol i cyVersion": 2,
"tagVersion": 1,

lltypell: "hdf S",

"updat eTi ne": 1450757398000,
"updat edBy": "amb_ranger_adm n",
"version": 3

Get Service by Name
Reference information for the Ranger REST API service/public/v2/api/service/name/{ name} .

APl Name Get Service

Request Type GET

13
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Service APIs
API Name Get Service
Reguest URL service/public/v2/api/service/name/{ name}
Request Params
Response

"configs": {

"jdbc. driverC assNane":

"org. apache. hi ve.jdbc. H veDriver",
"jdbc.url":

"jdbc: hi ve2: //akul kar ni - et p-real -

final - 1. noval ocal : 10000",

"passwor d": tERxEEEN
"user nanme": "hive"

L]

1,
"createTine": 1450757992000,
"createdBy": "anmb_ranger_adm n",
"description": "hive repo",
"gui d": "2bca8f 98- 4859-43c3-
a8f 4- d31al5f 28793",
"id": 3,
"i sEnabl ed": true,
"nanme": "cl1_hive",
"pol i cyUpdat eTi me":
1450757995000,
"pol i cyVersion": 4,
"tagUpdat eTi ne": 1450916660000,
"tagVersion": 74,
"type": "hive",
"updat eTi ne": 1450757995000,
"updat edBy": "amb_ranger_adm n",
"version": 78

Create Service

Reference information for the Ranger REST API service/public/v2/api/service.

APl Name Create Service

Request Type Post

14
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Service APIs

APl Name Create Service
Reguest URL service/public/v2/api/service
Request Params
{
"configs": {
"paSSV\DI’d": u*****u,
"user nanme": "hadoop"
} i)
"description": "test service",
"i sEnabl ed": true,
"nanme": "cl1 test",
"type": "test",
"version": 1
}
Response
{
"configs": {
"paSSV\DI’d": u*****u,
"user nanme": "hadoop”

} i)
"createTi me": 1451348710255,

"createdBy": "Admn",

"description": "test service",

"guid": "e72cbh64d- 66d7-4632-
b5ae- c6966¢ch52105",

"id": 6,
"i sEnabl ed": true,
"nanme": "cll1 test",

"tagVersion": 1,

"type": "test",
"updat eTi ne": 1451348710256,
"updat edBy": "Admi n",
"version": 1

Update Service by ID

Reference information for the Ranger REST API service/public/v2/api/service/{id}.

API Name Update Service
Request Type PUT
Reguest URL service/public/v2/api/service/{id}
Request Params Application/json
* Example:
Response 200-Application/json

Update Service by Name

Reference information for the Ranger REST API service/public/v2/api/service/name/{ name} .

API Name

Update Service

Request Type

PUT

15
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APl Name Update Service
Reguest URL service/public/v2/api/service/name/{ name}
Request Params
{ .
"configs": {
"paSSV\DI’d": u*****u,
"user nanme": "adm n"
} i)
"description": "test service",
"i sEnabl ed": true,
"nanme": "cl1 test",
"type": "test"
}
Response
{
"configs": {
upassv\Drdu: u*****u,
"usernanme": "adm n"

},
"createTinme": 1451348710000,

"createdBy": "Admn",

"description": "test service",

"guid": "e72ch64d-66d7-4632-
b5ae- c6966cbh52105",

"id": 6,

"i sEnabl ed": true,

"nanme": "cll1 test",

"pol i cyUpdat eTi me":

1451351474000,

"pol i cyVersion": 3,

"tagVersion": 1,

"type": "test",

"updat eTi ne": 1451352016713,

"updat edBy": "Adm n",

"version": 5

Delete Service by ID

Reference information for the Ranger REST API service/public/v2/api/service/{id} .

API Name Delete Service

Request Type DELETE

Reguest URL service/public/v2/api/service/{id}
Request Param

Response 204-No Content

Delete Service by Name

Reference information for the Ranger REST API service/public/v2/api/service/name/{ name} .

APl Name

Delete Service

Request Type

DELETE

16

Service APIs
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Service APIs

API Name Delete Service
Reguest URL service/public/v2/api/service/name/{ name}
Request Param
Response 204-No Content
Search Services
Reference information for the Ranger REST API service/public/v2/api/service.
APl Name Sear ch Services
Request Type GET
Reguest URL service/public/v2/api/service

17
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API Name Sear ch Services

Request Params Query Parameters:

pageSize int The page size required

startndex int The start record index
serviceName stringThe service name
serviceNamePartial string Partial service name

serviceType string The service types(such as
"hdfs","hive","hbase","knox","storm" )

isEnabled boolean The enabled status (true/false): true is enabled, false
otherwise

Example:
pageSize=25& startlndex=0

Response

"configs":
"fs.defaul t.name":
"hdf s://akul karni - et p-real -
final -1. noval ocal : 8020",

"hadoop. security.auth to | ocal":
" DEFAULT",

"hadoop. security. aut hentication":
" S| rr.pl eu ,

"hadoop. security. aut hori zati on":
"fal se",
"passwor d": tFRrEEET
"user nanme": "hadoop"
e
"createTine": 1450757397000,
"creat edBy"
"anmb_ranger_adm n",
"description": "hdfs repo”,
"gui d":
"ec082eea- 0c22- 43b8- 84e0- 129422f 689b9",
id": 1,
"i sEnabl ed": true,
"nanme": "cl1_hadoop”,
"pol i cyUpdat eTi me":
1450757398000,
"pol i cyVersion": 2,
"tagVersion": 1,
"type": "hdfs",
"updat eTi ne": 1450757398000,
"updat edBy":
"amb_ranger_adm n",
"version": 3

}
{
"configs": {
"passwor d": tFRrEEET
"username": "yarn",
"yarn.url":

"http://akul karni - et p-real -
final -1. noval ocal : 8088"

} i)
"createTi me": 1450757747000,
"creat edBy"
“anb-ranger—adm-n"
18 ~ ““description": " "
ption": "yarn repo",
"guid":

"080970a9- 2216- 4660- 962e- 2b48046bf 874",
"id": 2,
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Policy APlIs

Policy APIs

Reference for the Apache Ranger REST Policy APIs.

Get Palicy by 1D

Reference information for the Ranger REST API service/public/v2/api/policy/{id}.

API Name Get Policy
Reguest Type Get
Reguest URL service/public/v2/api/policy/{id}

19
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APl Name Get Palicy
Request Params
Response

"al | onExceptions": [],
"createTine": 1450757397000,
"createdBy": "amb_ranger_adm n",
"denyExceptions": [],
"denyPolicyltens": [],
"description": "Default Policy
for Service: cl1 hadoop",
"guid":
"4c2f 7af b- 23f a- 45e€9- 9b41- 29bdc7423b65",
"id": 1,
"i sAudi t Enabl ed": true,
"i sEnabl ed": true,
"nane":
"cl 1_hadoop-1-20151222040957",
"policyltens": [

"accesses": |

{
"i sAl | oned":
true,
"type": "read"
I
{ .
"i sAl | oned":
true,
"type": "wite"
b,
{ .
"i sAl | oned":
true,
"type":
"execut e"
}
1,
"conditions": [],
"del egat eAdm n": true,
"groups”: [],
"users": [
"ambari - ga"
]
}
]

esour ceSi gnat ure":
" 6f 956063401edab56f 1leae8870claf ac",
"resources": {
"path": {
"i sExcl udes": fal se,
"i sRecursive": true,
"val ues": |
wxn
]

}

ervice": "cl 1l hadoop",
"updat eTi ne": 1450757398000,
"updat edBy": "amb_ranger_adm n",
"version": 2

}

20
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Policy APlIs

Get Policy by Service Name and Policy Name
Reference information for the Ranger REST API service/public/v2/api/servicel{ service-name} /policy/{ policy-name} .

API Name Get Policy
Reguest Type Get
Reguest URL service/public/v2/api/servicel{ service-name} /policy/{ policy-name}

21
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APl Name Get Palicy
Request Params
Response

"al | onExceptions": [],
"createTine": 1450757992000,
"createdBy": "amb_ranger_adm n",
"denyExceptions": [],
"denyPolicyltens": [],
"description": "Default Policy
for Service: cl1 hive",
"guid":

"d6218120- 1b66- 43e6- 9f ef - 9c917a8e9e25",
"id": 4,
"isAudi t Enabl ed": true,
"i sEnabl ed": true,
"nane":

"cl 1 hive-2-20151222041952",
"policyltems": [

"accesses": |

{
"i sAl | oned":
true,
"type": "select"
b,
t
"i sAl | oned":
true,
"type": "update"
b,
t
"i sAl | oned":
true,
"type": "create"
b,
t
"i sAl | oned":
true,
"type": "drop"
s
.
"i sAl | oned":
true,
"type": "alter"
b
t
"i sAl | owed":
true,
"type": "index"
e
t
"i sAl | oned":
true,
"type": "l ock"
b,
t
"i sAl | oned":
true,
"type": "all"
}
1,
"conditions": [],
"del egateAdmn"——true;
22 "groups": [],
"users": [
"ambari - ga"

]
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Policy APlIs

Create Policy

Reference information for the Ranger REST API service/public/v2/api/policy.

APl name

Create Policy

Request Type

POST

23
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HDP Apache Ranger Public REST APIs
APl name Create Policy
Reguest URL service/public/v2/api/policy
Request Params

{
"al | onExceptions": [],
"denyExceptions": [],
"denyPol i cyltens": [
"accesses": |
{
"i sAl | oned":
true,
"type": "drop"

]

1onditions": [1,
"del egat eAdm n": true,

"groups": [],
"users": [
"hadoop"
]
| }
"description": "Policy for

Service: cl1 test”,
"i sAudi t Enabl ed": true,
"i sEnabl ed": true,
"nanme": "cll1 test-1",
"policyltenms": [

"accesses": |

{
"i sAl | oned":
true,
"type": "select"
e
.
"i sAl | oned":
true,
"type": "update"
b,
{ _
"i sAl | oned":
true,
"type": "create"
b,
.
"i sAl | oned":
true,
"type": "drop"
}
1,
"conditions": [],
"del egat eAdm n": true,
"groups": ["public"],
"users": [
]
}
1,
"resources": {
"root": {
"i sExcl udes": fal se,
"i sRecursive": false,
"val nae" - [
24 "abc"
]
}

"sub”: {
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Policy APlIs

Update Policy by ID

Reference information for the Ranger REST API service/public/v2/api/policy/{id}.

APl Name

update policy

Request Type

PUT

25
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HDP Apache Ranger Public REST APIs
APl Name update policy
Reguest URL service/public/v2/api/policy/{id}
Request Params

.
"id": 8,
"al | onExceptions”: [],
"denyExceptions": [],
"denyPolicyltens": [
{
"accesses": |
"i sAl'l onwed":
true,
"type": "drop"
}
b
"conditions": [],
"del egat eAdm n": true,
"groups": [],
"users": [
"adm n"
]
}
b _
"description": "Policy for

Service: cl1 test",
"i sAudi t Enabl ed": true,
"i sEnabl ed": true,
"name": "cl1 test-1",
"policyltems": [

"accesses": |

{
"i sAl | oned":
true,
"type": "select"
s
.
"i sAl'l onwed":
true,
"type": "update"
¥
.
"i sAl'l onwed":
true,
"type": "create"
I -
.
"i sAl'l owed":
true,
"type": "drop"
}
b
"conditions": [],
"del egat eAdm n": true,
"groups": ["public"],
"users": |
]
}
"resources": {
"root": {
"i sExcludes": fal se,
“i-sRecursi-ve":false
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"val ues": |
n ak)cll
]

},
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Update Policy by Service Name and Policy Name
Reference information for the Ranger REST API service/public/v2/api/servicel{ service-name} /policy/{ policy-name} .

APl Name

update policy

Request Type

PUT
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APl Name update policy
Reguest URL service/public/v2/api/servicel{ service-name} /policy/{ policy-name}
Request Params

{
"al | onExceptions": [],
"denyExceptions": [],
"denyPol i cyltens": [
"accesses": |
{
"i sAl | oned":
true,
"type": "drop"

]

1onditions": [1,
"del egat eAdm n": true,

"groups": [],
"users": [
"hadoop",
"adm n"
]
}
. _
"description": "Policy for

Service: cl1 test",
"i sAudi t Enabl ed": true,
"i sEnabl ed": true,
"name": "cl1 test-1",
"policyltems": [

"accesses": |

{
"i sAl | oned":
true,
"type": "select"
s
.
"i sAl'l onwed":
true,
"type": "update"
¥
.
"i sAl'l onwed":
true,
"type": "create"
I -
.
"i sAl'l owed":
true,
"type": "drop"
}
b
"conditions": [],
"del egat eAdm n": true,
"groups": ["public"],
"users": |
]
}
"resources": {
"root": {
"i sExcludes": fal se,
“i-sRecursi-ve":false

28

¥

"val ues": |
n ak)cll
]

},
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Delete Policy by ID

Reference information for the Ranger REST API service/public/v2/api/policy/{id}.

API Name Delete Policy

Request Type DELETE

Reguest URL service/public/v2/api/policy/{id}
Request Params

Response 204 - No Content

Delete Policy by Service Name and Policy Name
Reference information for the Ranger REST API service/public/v2/api/policy.

API Name Delete Policy
Request Type DELETE
Reguest URL service/public/v2/api/policy
Request Params Query Parameters:
servicename string The name of service
policyname string The name of policy
Example:
servicename=service-name& policyname=policy-name
Response 204 - No Content

Search Policiesin a Service

Reference information for the Ranger REST API service/public/v2/api/service/{ service-name} /policy.

APl Name Search Policiesin a Service

APl Name Search Policiesin a Service

Request Type GET

Reguest URL service/public/v2/api/service/{ service-name} /policy
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API Name

Sear ch Poaliciesin a Service

API Name

Search Paliciesin a Service

Request Params

Query Parameters:

pageSize int The page size required

startindex int The start record index

policyName string The Exact Name of the policy
policyNamePartial string The Partial Name of the policy
policyld string The policy 1D

polResource string The policy resource value

resource:resource-type string The policy resource value for given
resource-type

user stringThe user name

group string The group name

isRecursive boolean The isRecursive property (“true” or "false")
isEnabled boolean The enable/disabled property (“true" or "fase")
Example =

pageSize=25& startlndex=0& resource: database=finance

Response

"al | owExceptions": [],
"createTinme": 1450757992000,
"creat edBy"
"anmb_ranger_adm n",
"denyExceptions": [],
"denyPolicyltens": [],
"description": "Default
Policy for Service: cl1_hive",
"guid": "4a322a05-cl7f-4d6c-
b291- 94cae3e6c353",
"id": 3,
"i sAudi t Enabl ed": true,
"i sEnabl ed": true,
"name":
"cl 1 hive-1-20151222041951",
"policyltens": [

"accesses": |

"isAl | owed":
true,
"type":
"sel ect"”
b,
t
"i sAl | onwed":
true,
"type":
"updat e"
b,
t
"i sAl | onwed":
true,
"type":
"create"
b,
t
"isAl | owed":
30 true,
"type":
"drop"
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