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Configuring bundle upload

SmartSense gateway is automatically configured with HTTPS so you don't normally need to perform this
configuration. However, if a specific custom configuration is required by your corporate network firewall policies,
you can use these instructions to configure SmartSense gateway to upload bundles by using HTTPS.

Configurethe HST gateway touse HTTPS

Y ou can configure the gateway to use HTTPS to upload bundles to Hortonworks by using the connectivity and
configuration details available in Configuring the SmartSense gateway for automatic bundle submission. To view
this article, you need avalid Hortonworks support account. To use an authenticated HTTP or HTTPS proxy to upload
bundles to Hortonworks, follow these steps:

Procedure

1. If you would like to set up HTTPS proxy, you must contact Hortonworks Support.

On the SmartSense gateway host, edit the /etc/hst/conf/gateway/hst-gateway.ini file and supply the appropriate
values for your environment:

; Al proxy configurations are applicable only for HTTPS provi der type
;#set to true#t o#ftset up#a#pr oxy#bet ween#gat eway#and#Smart Sense#envi r onnent
;defaul t: fal se

provi der. https. proxy. enabl ed=t rue

; #f ul | y#qual i fi ed#pr oxy#host nane

provi der. https. proxy. host name=your . pr oxy. host

; #proxy#port #t hat #wi | | #be#used#by#gat eway#f or #out bound#access
provi der. https. proxy. port=3128

; #support ed proxy#types#: #HTTP#/ #HTTPS#[ def aul t : HTTP]

provi der. https. proxy.type=HTTP

; supported proxy authentication

#t ypes#: #NONE#/ #BAS| C#/ #DI GEST#[ def aul t : NONE]

provi der. https. proxy. aut h. t ype=BASI C

; #proxy#user nanme#f or #i dent i f i ed#aut h. t ype

provi der. https. proxy. aut h. user name=pr oxyuser

; #pr oxy#passwor d#f or #i dent i fi ed#aut h. t ype

provi der. https. proxy. aut h. passwor d=pr oxypassword

; #[ opti onal ] #any#addi t i onal #pr oxy#set up#par anet er s

; use#"|" to#separate#nmultipl e#paranmeters

; #f or exanpl e: #di gest #r equi r es#set ti ng#par anet er s#such as

; #real medef aul t | nonce=12GHt qeZA! 7Ke43

provi der. https. proxy. aut h. par anet er s=

2. After you update the configuration file, restart the SmartSense gateway:
hst gateway restart

Related Information
Configuring the SmartSense gateway for automatic bundle submission (Salesforce article)

Configuring data anonymization rules

Asdatais captured, specific types of data are automatically anonymized. By default, | P addresses and the domain
component of host names are anonymized. To customize these anonymization rules, follow the steps and use the
reference information related to fields used for defining anonymization rules and anonymization rule types.
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Anonymization rule types

Anonymization rules define regular expressions to anonymize sensitive data (like | P addresses, and so on). Each rule
uses JSON format to define what to match and the value to replace.

Y ou can define the following types of anonymization rules:

« Pattern-based - Anonymize data by pattern, using the extract field to match and extract content to anonymize.

» Property-based - Anonymize structured content. The supported formats are: XML, property, ini, and YAML files.
e Xpath-based - Anonymize XML datausing XPATH.

e JSONPath-based - Anonymize JSON data using JSONPATH.

In addition, there are domain-based rules that can be used to anonymize domain names. They are a specia case of
pattern rules where the anonymization pattern is build from local host FQDN. The domain-based rules cannot be
customized.

Note:

Anonymization rule formats vary between different SmartSense versions. Make sure that you consult the
documentation that matches your SmartSense version.

Patter n-based anonymization rules
Write pattern-based rules to anonymize data by pattern, using the extract pattern to extract content to anonymize.

Required and Optional Fields

* name
» description (optional)

e rule_id (should be set to PATTERN)

o patterns

e extract (optional)

* include_files (optional)

« exclude files (optional)

« action (optional, default valueis ANONY MIZE)

* replace value (optional, applicable only when action=REPLA CE)
» shared (optional, default value is true)

« enabled (optional, default valueis true)

Rule Definition Example (without extract )

"name": "EMAIL",

"rule_id": "Pattern",

"patterns": ["(?<![a-z0-9._%--])[a-2z0-9._ %-]+@a-z0-9.-]+H\.[a-z]{2, 6}(?!
[a-z0-9. %-])$?",

"shared": false
}

The content of the input file version.txt is:

Hadoop 2.7.3.2.5.0.0-1245

Subversion git@ithub. com hortonworks/ hadoop. git -r
cb6e514b14f b60e9995e5ad9543315¢cd404b4e59

Conpi |l ed by jenkins on 2016-08-26T00: 55Z

The content of the output file version.txt, with anonymized email address, is:

Hadoop 2.7.3.2.5.0.0-1245




SmartSense Configuration Configuring data anonymization rules

Subver si on fgpe@nqgfay. nj pf: hort onwor ks/ hadoop. git -r
cb6e514b14f b60e9995e5ad9543315cd404b4e59
Conpi | ed by jenkins on 2016-08-26T00: 55Z

Rule Definition Example (with extract )

{
"name": "KEYSTORE",

"rule_id": "Pattern",
"patterns": ["oozie.https.keystore. pass=(["\\s]*)",
"OZI E_HTTPS_KEYSTORE_PASS=(["\\s]*)"],
"extract": "=([M\s]*)",
"include files": ["java_process.txt", "pid.txt", "anbari-agent.|og",
"java_process.txt", "oozie-env.cmd"],
"shared": false
}

The content of the input file cozie-env.cmd is:

oozi e. htt ps. keyst or e. pass=abcde
set OOZI E_HTTPS_KEYSTORE_PASS=12345

To anonymize the content of the input file, the following anonymization patterns configured in the rule will be used:
"oozie. https. keystore. pass=([*\\s]*)", "OX E HTTPS KEYSTORE PASS=([~"\\s]*)"

oozie.https.keystore.pass=(["\\s]*) and OOZIE_HTTPS KEY STORE_PASS=(["\s]*) match with

oozie.https.keystore.pass=abcde and OOZIE_HTTPS KEY STORE_PASS=12345 respectively.

Next, the extract pattern "=(["\\s]*) is used to identify 12345 and abcde, which are the values to be anonymized.

The content of the output file cozie-env.emd is:

00zi e. htt ps. keyst or e. pass=fvvdwat
set OOZI E_HTTPS_KEYSTORE_PASS=tzdowgt

The values of oozie.https.keystore.pass and OOZIE_HTTPS_KEY STORE_PASS have been anonymized.
More Examples
Example 1: Mask by pattern across all log files, without extract pattern

To mask all email addressesin all log files, use the following rule definition:

{
"name": "EMAIL",

"rule_id": "Pattern",

"patterns": ["(?<![a-z0-9. %-])[a-z0-9. %-]+@a-z0-9.-]1+\\.[a-z]{2,6}(?!
[a-z0-9. _%-]1)"],

"include files": ["*.lo0g*"],

"shared": false

}

Example 2: Mask by pattern across all 1og files, with extract pattern

To mask encryption keys, logged in the following format Key=12.. with avalue consisting of 64 hexadecimal
characters, use the following rule definition:

{
"name": "ENC_KEYS",
"rule_id": "Pattern",
"patterns": ["Key=[a-f\\d]{64}\\s"],
"extract": "=([a-f\\d]{64})",
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"include files": ["*.lo0og*"],
"shared": false

}

Input data, test.log is:

encryption
key=1234567890adc1234567aaabc1234567890adc1234567aaabc12345678901234 f or
keystore

der by. syst em home=nul

Output data, test.log, with the encryption keys anonymized, is:

encryption

key=18697685738f nx1736987qi gyx7611731027yds0096404hl sph91727138403654% f or
keystore

der by. syst em home=nul

Example 3: Mask by pattern across all files, except afew files

To mask email addressesin al files, except hdfs-site.xml and .property files, use the following rule definition:

"name": "EMAIL",

"rule_id": "Pattern",

"patterns": ["(?<![a-z0-9. %-])[a-z0-9. %-]+@a-z0-9.-]1+\\.[a-z]{2,6}(?!
[a-z0-9. _%-]1)"],

"exclude_files" : ["*.properties", "hdfs-site.xm"],

"shared": false

}

Input data, version.txt, is:

Hadoop 2.7.3.2.5.0.0-1245

Subversion git@ithub. com : hortonworks/ hadoop.git -r
cb6e514b14f b60e9995e5ad9543315cd404b4e59

Conmpi | ed by jenkins on 2016-08-26T00: 55Z

Output file version.txt, with an anonymized email address, is:

Hadoop 2.7.3.2.5.0.0-1245

Subver si on fgpe@nqgfay. nj pf : hortonworks/hadoop.git -r
cb6e514b14f b60e9995e5ad9543315cd404b4e59

Conpi | ed by jenkins on 2016-08-26T00: 55Z

Related Information
Fields used for defining anonymization rules

Property-based anonymization rules
Property-based rules anonymize structured content. The supported formats are: XML, property, ini, and YAML files.

Required and Optional Fields

e name
e description (optional)

e rule_id (should be set to PROPERTY)

e properties

« parentNode (optional, applicable only for XML, default value is " property")
e include files
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» exclude files (optional)

« action (optional, default valueis ANONY MIZE)

» replace vaue (optional, applicable only when action=REPLACE)
» shared (optional, default value is true)

» enabled (optional, default value is true)

Rule Definition Example

{
"name": " PASSWORDS",
"rule_id": "Property",
"properties": [".*password.*", ".*awsAccessKeyld.*"],
"include_files": ["*.xm", "*. properties”, "*.yam", "*.ini"],
"exclude_files" : ["capacity-schedul er.xm"],
"action" : "REPLACE",
"repl ace_val ue": "Hi dden"
}

The following examples show how the rule defined above anonymizes specific password-related propertiesin XML,
property, ini, and YAML files.
o XML file content:
<property>
<nanme>f s. s3a. pr oxy. passwor d</ name>
<val ue>Abc7j *4%aTh</ val ue>
<descri pti on>Password for authenticating with proxy server. </

descri pti on>
</ property>

The XML file content, with password value anonymized:

<property>

<nanme>f s. s3a. pr oxy. passwor d</ name>

<val ue>Hi dden</ val ue>

<descri pti on>Password for authenticating with proxy server. </
descri pti on>
</ property>

» Property file content:
j avax. j do. opti on. Connect i onPasswor d=pswd
The property file content, with password value anonymized:

j avax. j do. opti on. Connect i onPasswor d=Hi dden

e Ini file content:
connecti on_passwor d=pswd
The ini file content, with password value anonymized:

connecti on_passwor d=Hi dden

«  YAML file content:

"metrics_collector:\n" +
" truststore.path : \"/etc/security/clientKeys/all.jks
\"\n" +

truststore.type : \"jks\"\n" +
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truststore. password : \"bigdata\"\n"
The YAML file content, with password value anonymized:

"metrics_collector:\n" +

" truststore.path : \"/etc/security/clientKeys/all.jks
\"\n" +

" truststore.type : \"jks\"\n" +

" truststore. password : Hi dden\n"

More Examples
Example 1: Mask one configuration parameter in multiple files

Rule definition example:

{
"name": "JPA PASSWORD',

"rule_id": "Property",

"properties": ["oozie.service.JPAService.|dbc.password"],
"include_files": ["oozie-site.xm ™", "sqoop-site.xm"],
"action" : "REPLACE",

"repl ace_val ue": "Hi dden"

}

This rule anonymizes the value of oozie.service.JPAService.jdbc.password in oozie-site.xml and sqoop-site.xmil:

Input data, sqoop-site.xml:

<property>
<name>o00zi e. servi ce. JPASer vi ce. j dbc. px</ name>
<val ue>at @ _*rue</val ue>

</ property>

Output data, sqoop-site.xml, with anonymized oozie.service.JPA Service.jdbc.px parameter value:

<property>
<name>o00zi e. servi ce. JPASer vi ce. j dbc. px</ name>
<val ue>Hi dden</ val ue>

</ property>

Example 2: Mask multiple configuration parameters in multiple files

Rule definition example;

{
"name": "JDBC_JPA_PASSWORDS",

"rule_id": "Property",
"properties": ["oozie.service.JPAService.]jdbc.password",
"javax. j do. opti on. Connecti onPassword"],

"include files": ["oozie-site.xm", "sqoop-site.xm", "hive-site.xm"],
"action" : "REPLACE",
"repl ace_val ue": "Hi dden"

}

Example 3: Mask a configuration that matches a pattern

Rule definition example:

{
"name": " GLOBAL_JDBC PASSWORDS',

"rule_id": "Property",
"properties": [".*password"],
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"include_files": ["*.xm"],

"action" : "REPLACE",
"repl ace_val ue": "Hi dden"
}
Input data:
ssl-server.xml

<property>
<name>ssl . server. keyst or e. keypasswor d</ name>
<val ue>bi g123! *</ val ue>

</ property>

sdl-client.xml

<property>
<nane>ssl . client. keyst or e. passwor d</ nane>
<val ue>NBg7j *4%aTh</ val ue>

</ property>

Output data:

Anonymized ssl-server.xml

<property>
<nanme>ssl . server. keyst or e. keypasswor d</ nanme>
<val ue>Hi dden</ val ue>

</ property>

Anonymized ssl-client.xml

<property>
<name>ssl . client. keyst or e. passwor d</ nane>
<val ue>Hi dden</ val ue>

</ property>

Related Information
Fields used for defining anonymization rules

XPath-based anonymization rules
XPath-based rules anonymize XML data using X Path.

Required and Optional Fields

e name

* description (optional)

e rule_id (should be set to XPATH)

e paths

e include files

» exclude files (optional)

e action (optional, default valueis ANONY MIZE)

« replace value (optional, applicable only when action=REPLACE)
» shared (optional, default value is true)

« enabled (optional, default valueistrue)

Rule Definition Example

{
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"name": " XPATH RULE",

"rule_id": "XPATH',

"paths": ["/data/record[1]/val ue"],
"include files": ["*test _config.xm "],
"shared": true

}

Sample Input XML Data

<dat a>
<r ecor d>
<name>passwor d</ nane>
<val ue>val ueToAnonym ze</ val ue>
</record>
<record>
<nanme>nane</ nane>
<val ue>val ue</ val ue>
</record>
</ dat a>

Sample Output XML Data (After Anonymization)

<dat a>
<recor d>
<name>passwor d</ nanme>
<val ue>Ysnf z923swc </ val ue>
</record>
<r ecor d>
<nane>nane</ nane>
<val ue>val ue</ val ue>
</record>
</ dat a>

More Examples
Example 1: Rule with nested XML structure

Rule definition example:

{
"name": "NESTED XPATH_RULE",
"rule_id": "XPATH',
"paths": ["/configs/properties/passwd"],
"include_files": ["*config.xm"],
"shared": true

}

Input data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<confi gs>
<properties>
<user >abc</ user>
<passwd>1234</ passwd>
</ properties>
</ confi gs>

Output data (after anonymization):
<?xm version="1. 0" encodi ng="UTF-8" standal one="no" ?>

<confi gs>
<properties>
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<user >abc</ user >
<passwd>191657</ passwd>
</ properties>
</ confi gs>

Example 2: Rule with XML array structure

Rule definition example;

{
"nanme": "ARRAY_XPATH RULE",
"rule_id": "XPATH',
"paths": ["/configs/properties[2]/passwd"],
"include files": ["*config.xm "],
"shared": true
}
Input data:

<?xm version="1. 0" encodi ng="UTF-8" standal one="no" ?>
<confi gs>
<properties>
<dat abase>nysql </ dat abase>
<url >user @ost: port</url >
</ properties>
<properties>
<user >abc</ user>
<passwd>1234</ passwd>
</ properties>
</ confi gs>

Output data (after anonymization):

<?xm version="1. 0" encodi ng="UTF-8" standal one="no" ?>
<confi gs>
<properties>
<dat abase>mnysql </ dat abase>
<url >user @ost: port</url >
</ properties>
<properties>
<user >abc</ user>
<passwd>191657</ passwd>
</ properties>
</ confi gs>

Example 3: Rule with XML map structure

Rule definition example:

{
"name": " MAP_XPATH RULE",
"rule_id": "XPATH',
"paths": ["/configs/properties/passwd"],
"include files": ["*config.xm "],
"shared": true

}

Input data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<confi gs>
<db>nysql </ db>

11
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<properties>
<user _nanme>sa</ user _nane>
<passwd>sa_pass</ passwd>
</ properties>
<pool i _si ze>32</ pool i _si ze>
<ti meout >10</ti meout >
</ configs>

Output data (after anonymization):

<?xm version="1.0" encodi ng="UTF- 8"
<db>nysql </ db>
<properties>
<user _nane>sa</ user _nane>
<passwd>fvm wt t o</ passwd>
</ properties>
<pool i _si ze>32</ pool i _si ze>
<ti meout >10</ti meout >
</ confi gs>

Example 4: Ruleto mask all array elements

Rule definition example;

st andal one="no" ?><confi gs>

{
"nanme": "ALL_FROM ARRAY_ XPATH RULE",
"rule_id": "XPATH',
"paths": ["/configs/properties[*]/passwd"],
"include files": ["*config.xm "],
"shared": true

}

Input data:

<?xm version="1.0" encodi ng="UTF- 8"
<confi gs>
<properties>
<user >abcl</ user >
<passwd>passl</ passwd>
</ properties>
<properties>
<user >abc2</ user >
<passwd>pass2</ passwd>
</ properties>
</ confi gs>

Output data (after anonymization):

<?xm version="1.0"
<confi gs>
<properties>
<user >abcl</ user >
<passwd>fsnf z79</ passwd>
</ properties>
<properties>
<user >abc2</ user>
<passwd>{snf z89</ passwd>
</ properties>
</ confi gs>

encodi ng="UTF- 8"

?>

st andal one="no" ?>

Example 5: Rule to mask some array elements which have passwd

12
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Rule definition example:

{
"nane": " SOVE_FROM ARRAY XPATH RULE",
"rule_id": "XPATH',
"paths": ["/configs/properties[passwd]/passwd"],
"include_files": ["*config.xm "],
"shared": true

}

Input data:

<?xm version="1.0" encodi ng="UTF-8" ?>
<confi gs>
<properties>
<user >abcl</ user >
<passwdl>passi</ passwdl>
</ properties>
<properties>
<user >abc2</ user >
<passwd2>pass2</ passwd2>
</ properties>
<properties>
<user >abc3</ user >
<passwd>pass3</ passwd>
</ properties>
</ confi gs>

Output data (after anonymization):

<?xm version="1. 0" encodi ng="UTF-8" standal one="no" ?>
<confi gs>
<properties>
<user >abcl</ user >
<passwdl>passi</ passwdl>
</ properties>
<properties>
<user >abc2</ user >
<passwd2>pass2</ passwd2>
</ properties>
<properties>
<user >abc3</ user >
<passwd>{snf z99</ passwd>
</ properties>
</ configs>

Related Information
Fields used for defining anonymization rules
XPath syntax

JSONPath-based anonymization rules
JSONPath-based rules anonymize JSON data using JSONPath.

Reguired and Optional Fields

e name

e description (optional)

e rule id (should be set to JSONPATH)
e paths

e include files

13
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» exclude files (optional)
« action (optional, default valueis ANONY MIZE)

» replace vaue (optional, applicable only when action=REPLACE)

» shared (optional, default value is true)
» enabled (optional, default value is true)

Rule Definition Example

{
"name": "JSONPATH RULE",
"rule_id": "JSONPATH',
"paths": ["$.users[0].password"],
"include files": ["*test_config.json"],
"shared": true

}

Sample Input JSON Data

{
"users": [

{ _
"nanme": "Logsearch Adm n",
"usernanme": "adm n",
"password": "testdata"

e

{ .

"name": "Admn",
"user nanme": "adm n",
"password": "test data"
}
]
}

Sample Output JISON Data (After Anonymization)

{

"users": [

{ .
"name": "Logsearch Admin",
"usernane": "adm n",
"password": "qsnfvvczof"

}!

{ _

"nanme": "Adm n",
"usernane": "adm n",
"password": "test data"

}

]
}

More Examples
Example 1: Rule with nested JSON elements

Rule definition example:

{
"name": "NESTED JSONPATH RULE_ 1",

"rule_id": "JSONPATH',

"paths": ["$.configs. properties. passwd"],

"include files": ["*config.]json"],
"shared": true

14
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}
Input data:
{ .
"configs": {
"properties":
"user": "abc",
"passwd": "12! @
}
}
}
Output data (after anonymizarion):
{ _
"configs": {
"properties": {
"user": "abc",
"passwd": "{91! @"
}
}
}

Example 2: Rule with indexed JSON array objects

Rule definition example:

{
"name": " ARRAY_JSONPATH RULE",
"rule_id": "JSONPATH',
"paths": ["$.configs.properties[1].passwd"],
"include_files": ["config.json"],
"shared": true
}
Input data:
{ .
"configs": {
"properties": [
"dat abase": "nysql",
"url": "user @ost:port"
}1
{
"user": "abc",
"passwd”: "12! @
}
]
}
}
Output data (after anonymization):
{

"configs": {
"properties": [

"dat abase": "nysqgl",
"url": "user @ost: port"

15
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3
{

"user": "abc",
"passwd": "91! @"
}
]
}
}

Example 3: Rule with JSON map

Rule definition example:

{
"name": " MAP_JSONPATH RULE",

"rule_id": "JSONPATH",

"paths": ["$.properties. passwd"],
"include_files": ["*config.json"],
"shared": true

}

Input data:

"db": "nysql ",
"properties":{
"user _nane":"sa",
"passwd": "sa_pass"

}

’ ool i _size": 32,
"timeout": 10

}

Output data (after anonymization):

"db": "mysql ",
"properties": {
"user _nanme": "sa",
"passwd”: "fvm wtof"
}

" ooli _size": 32,
“tinmeout": 10

}

Example 4: Rule to mask all JSON objects from list

Rule definition example:

{
"name": "ALL_FROM ARRAY_JSONPATH RULE",

"rule_id": "JSONPATH',

"paths": ["$.configs.properties[*].passwd"],
"include_files": ["*config.json"],

"shared": true

}

Input data:

"configs": {
"properties": [

16
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{
"user": "abcl",
"passwd": "passl"
e
{
"user": "abc2",
"passwd": "pass2"
}

}

Output data (after anonymization):

"configs": {
“"properties": [

"user": "abcl",
"passwd": "qsnfz7q"
}l
{
"user": "abc2",
"passwd": "qsnfz89"
}
]
}
}

Related I nformation

Fields used for defining anonymization rules

JsonPath syntax

Fields used for defining anonymization rules

To define anonymization rules, use the following fields:

Table 1: Fields used for defining anonymization rules

Field Description

name Provides a descriptive name for data anonymized by therule. It hasto
be unique across al rules.

description Provides a description for the rule.

rule_id Defines the class of rules the current rule belongs to.
The supported rule IDs are: PATTERN, PROPERTY, XPATH,
JSONPATH. This parameter is case-insensitive.

patterns Defines alist of data patterns to be anonymized. It is applicable only to

Pattern rules, where rule_id=PATTERN.

These patterns are matched in a case-insensitive manner, which means
that the following pattern keystore.pass=(["\\s]*) matches with any of
the following values:

¢ Kkeystore.pass=123
« KeyStore.Pass=123
* KEYSTORE.PASS=123
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Field

Description

extract

Specifies a pattern to extract data matched through the list of patterns.
The extract pattern is matched in a case-insensitive manner.

For example, in order to anonymize the oozie.https.keystore.pass
password, the following pattern and extract values are used:

"patterns": ["oozie.https.keystore.pass=(["\s]*)"]
"extract": "=(["\g]*)",

This pattern is matched with values such as
oozie.https.keystore.pass=1234.

The extract pattern is used to extract and anonymize only the values
after the = (which in this example is 1234). The ["\\s]* denotes all non-
whitespace characters, and the capturing group () is used the exclude =
from the anonymized value.

If the extract pattern is not configured, the entire value matched

with the pattern is anonymized (which in this exampleis
oozie.https.keystore.pass=1234), regardless of capturing groups used in
the patterns.

properties

Specifies alist of property name patterns to anonymize; these are case-
insensitively matched. It is applicable only to Property rules.

parentNode

Thisfield is applicable to property anonymization in XML files. It
allows you to define the parent node of the property that you want to
anonymize. By default, parentNode is set to "parentNode": "property",
because typically the XML block to anonymize has the parent node
property, likein the following example:

<property>
<nanme>fs. s3a. pr oxy. passwor d</ nane>
<val ue>Abc7j *4%aTh</ val ue>
<descri pti on>Password for

aut henticating with proxy server. </

descri ption>

</ property>

For example, you can anonymize

main.ldapReal m.contextFactory.systemPassword in the following
XML block that has a parent node called param by setting
"parentNode": "param” in the anonymization rule:

<par an»

<nane>nmi n. | dapReal m cont ext Factory. g
nanme>

<val ue>pass</val ue>
</ par an

The rule to anonymize the above content configures param as the root
tag "parentNode": "param":

{
"name"”: "KNOX LDAP Password",

"rule_id": "Property",
"properties":

["mai n. | dapReal m cont ext Fact ory. syst ¢
"include files": ["topol ogi es/

*oxm "],
"action" : "REPLACE",
"par ent Node": "parani,
"repl ace_val ue": "Hi dden"
}

yst enPassy

mPasswor d'
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Field Description

action The supported actions are: ANONYMIZE, DELETE, REPLACE.

The action valueis not case sensitive, so Anonymize or delete are also
accepted values.

ANONY MIZE action encrypts the data using the key indicated by
shared flag, DELETE deletes the data, and REPLACE replaces the data
with a predefined value, which can be customized using replace value.

replace_value Thisfield is used by the REPLACE action to specify areplacement for
the data to anonymize. The default value is Hidden.

shared Indicates which key to use for anonymization (shared or private).

Thisvalue is used when the anonymization action is set to

ANONY MIZE. It is aboolean type property (true/false). If set to

true - the Hortonworks support team can unmask data if needed for
diagnostic purposes; for example, host names and | P addresses for
resolving issues on specific hosts or communication between hosts.
Note that unmasked data is not stored in Hortonworks repositories; it is
discarded as soon as the analysis finishes. The default value is true.

Rules configured with shared = false cannot be unmasked by
Hortonworks (and in some cases might become a roadblock for support
case analysis.)

include files Specifiesalist of glob file patterns for which the rule applies. If not
configured, theruleis applicableto all files.

exclude files Specifiesalist of glob file patterns which are excluded from
anonymization. If not configured, no file is excluded from the rule
application.

enabled A flag (true/false) which specifiesif theruleis enabled to be executed.
By default, it is set to true.

Configure data anonymization rules

Asdatais captured, specific types of data are automatically anonymized. By default, | P addresses and the domain
component of host names are anonymized. To customize these anonymization rules, follow these steps:

Procedure

1. Navigate to the Ambari Dashboard and click the SmartSense service.
2. Click the Config tab.

3. Navigate to the Data Capture section.

4

. Add the new anonymization rule (or change the existing rule) by following the details provided in the
documentation for anonymization rule types.

Related Information
Anonymization rule types

Anonymization ruletypes

Anonymization rules define regular expressions to anonymize sensitive data (like 1P addresses, and so on). Each rule
uses JSON format to define what to match and the value to replace.

Y ou can define the following types of anonymization rules:

» Pattern-based - Anonymize data by pattern, using the extract field to match and extract content to anonymize.
» Property-based - Anonymize structured content. The supported formats are: XML, property, ini, and YAML files.
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e Xpath-based - Anonymize XML datausing XPATH.
*  JSONPath-based - Anonymize JSON data using JSONPATH.

In addition, there are domain-based rules that can be used to anonymize domain names. They are a specia case of
pattern rules where the anonymization pattern is build from local host FQDN. The domain-based rules cannot be
customized.

Note:

Anonymization rule formats vary between different SmartSense versions. Make sure that you consult the
documentation that matches your SmartSense version.

| mproving SmartSense perfor mance

This section contains tips for achieving optimal performance for your cluster.

Tuning JVM memory settings
To achieve optimal performance for your cluster size, you may need to increase the VM memory settings.

The default setting, 2048 MB, is appropriate for a cluster with up to 100 nodes. For each additional 100 nodes,
increase this setting by 0.5 GB to improve performance.

To adjust the setting, in the Ambari Web Ul, navigate to the SmartSense service's Config section > Advanced >
Advanced hst-server-conf where you will find the Server max heap size configuration property.

Cleaning up old bundles

HST server has a background process which periodically deletes bundles older than 30 days. Additionally, bundle
"purge" commands can be used to trigger this process for purging bundles older than specified number of days or for
purging a particular bundle. There are two ways to purge bundles:

* Purge: The bundlefileis removed from the storage but associated records such as recommendations from the HST
DB areretained.

» Hard purge: All bundle data and its associated records such as recommendations from the HST DB are completely
removed.

When using hst purge, soft purging is used unless the hard purging option is specified.
Syntax

# hst purge -h

Usage: hst purge [-r][-b][-H[-q] arg
Triggers bundl e purge job

Opt i ons:

-h, --help show this hel p nessage and exit

-r RETENTI ONDAYS, --retentionDays=RETENTI ONDAYS nunber of days to retain a
bundl e before purging

-H, --hard flag to indicate hard purge

-b BUNDLEI D, --bundl el d=BUNDLEI D purge a particular bundle Id

-q, --quiet flag to purge quietly

Examples

1. Purge bundles older than 5 days:

# hst purge -r 5
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Do you want to continue purgi ng bundl es ol der than 5 days ? y/n (default:
n):

Bundl es purge job triggered successfully.
2. Hard purge bundles older than 20 days:

# hst purge -r 20 -H

Do you want to continue hard purgi ng bundl es ol der than 20 days ? y/n
(default: n): vy

Bundl es purge job triggered successfully.
3. Manually trigger default purge process:

# hst purge

Do you want to continue purging bundl es ol der than 30 days ? y/n (default:
n): n

4. Hard purge a particular bundle;

# hst purge -b a- XXXXXXXX- C- XXXXXXXX_c6énr_0_2017- 05-07_02-00-02 -H
Do you want to continue hard purging bundle : a-xxXxxxxx-c-
XXXXXXXX_c6nr_0_2017-05-07_02-00-02 ? y/n (default: n): vy

Bundl e purged successfully.

5. Purge a particular bundle:

# hst purge -b a- XXXXXXXX-C- XXXXXXXX_c6énr_0 2017-05-05 08-32-09
Do you want to continue purging bundle : a-XXXXXXXX-C-
XXXXXXXX_c6nr_0 _2017-05-05 _08-32-09 ? y/n (default: n): vy

Bundl e purged successful ly.
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