Cloudera Runtime 7.1.4

Apache Knox Authentication

Date published: 2020-04-28
Date modified: 2020-10-26

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© Cloudera Inc. 2025. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



Cloudera Runtime | Contents | iii

APACE KNOX OVEN VIBW....cceiiciie ettt sae s nnes 4
Securing Access to Hadoop CluSter: APaChe KNOX........coueirieirieinieienieesie ettt 4
APEChE KNOX GELAWEAY OVEIVIEW.....c.eiviieiiieiirietisteiiste sttt ettt sttt b e b e e b e b s ettt b et be e e be e es 4
KNOX SUPPOITEA SEIVICES IMALIIX.....cveueiteeetiriete sttt sttt sttt et st sttt s b et st b et bbb 5
Knox Topology Management in CloUudera MaNaQES...........coeerieriiriereriineeeseeiesee e es 6

Proxy Cloudera Manager through Apache KNoX.........cccovvvviecvee e cvee e, 8

Installing APache KNOX......cooiiiieiiee e 8
Apache Knox INstall ROIE ParaMELErS...........oo ittt b e bbb et st sen 10

Managing Knox shared providersin Cloudera Manager.........cccccccoeeevveecnnennne, 11
Configure Apache Knox authentication fOr PAM ..o 12
Configure Apache Knox authentication for AD/LDAP..........ccviiiiresese et 13
Managing existing Apache KNnox Shared ProVIGENS.........oereriirrineeenee ettt 15

Add a new shared provider CONFIQUIBLION. .........cureirieirieirie et 16
Add a new provider in an existing provider CoNfigUIation.............coeureereereereeneeereeseeseeseeeseeees 17
Modify a provider in an existing provider CONfigUIation............ccveereienennennese e 19
Disable a provider in an existing provider CONfiguration............coureereeerieereiereeseeeseeeseeeseeseeees 20
SAVING AlIBSES. ...ttt et b et b e e b e e b e e bRt E et R Rt E e e b e b e R AR R bR Rt bbbt b 22
Configure Kerberos authentication in Apache Knox shared proViders.........coceveereeneeneneeeneeseeseseseens 24

Managing services for Apache Knox via Cloudera Manager ..........cccccceevueenneen. 26
Enable proxy for a known service in APache KNOX.........ccveeeiieriereseieeieeisieee e s st see e enseaseeeenens 27
Disable proxy for a known service in APache KNOX.......uceceiereieieeieeesese s sese e se e seesaessesaeseessesesessessenes 28
Add custom service to existing descriptor in Apache KNOX ProXY.......c.cueverereveseseseeseesessessesesesessesessesns 29
Add custom descriptor 10 APAChE KNOX.......cciiiiiiiieiisiieseseeee et s e e e e ese e e s sesnesrenrennens 31

Managing Service Parametersfor Apache Knox via Cloudera Manager ......... 33
Add custom service Parameter t0 AESCITPLON. ... .....uiiiire ettt ettt e e se e ebe e 33
Modify custom Service Parameter iN AESCIIPLOT........c..ciiieieriirere et sre st see st b e sb e e se e e e e e e ene 35

Remove custom service parameter from deSCIILON. ......c..eiiiiiiree ettt 37



Cloudera Runtime Apache Knox Overview

The Apache Knox Gateway (“Knox”) is a system to extend the reach of Apache™ Hadoop® services to users outside
of aHadoop cluster without reducing Hadoop Security. Knox also simplifies Hadoop security for users who access
the cluster data and execute jobs. The Knox Gateway is designed as areverse proxy.

Establishing user identity with strong authentication is the basis for secure access in Hadoop. Users need to reliably
identify themselves and then have that identity propagated throughout the Hadoop cluster to access cluster resources.

* Authentication: Kerberos

Cloudera uses Kerberos for authentication. Kerberosis an industry standard used to authenticate users and
resources within a Hadoop cluster. CDP also includes Cloudera Manager, which simplifies Kerberos setup,
configuration, and maintenance.

» Perimeter Level Security: Apache Knox

Apache Knox Gateway is used to help ensure perimeter security for Cloudera customers. With Knox, enterprises
can confidently extend the Hadoop REST API to new users without Kerberos complexities, while also
maintaining compliance with enterprise security policies. Knox provides a central gateway for Hadoop REST
APIsthat have varying degrees of authorization, authentication, SSL, and SSO capabilities to enable asingle
access point for Hadoop.

e Authorization: Ranger
OS Security: Data Encryption and HDFS

A conceptual overview of the Apache Knox Gateway, areverse proxy.

Knox integrates with Identity Management and SSO systems used in enterprises and allows identity from these
systems be used for access to Hadoop clusters.

Knox Gateways provides security for multiple Hadoop clusters, with these advantages:

« Simplifies access. Extends Hadoop's REST/HTTP services by encapsulating Kerberos to within the Cluster.

» Enhances security: Exposes Hadoop's REST/HTTP services without revealing network details, providing SSL out
of the box.

e Centralized control: Enforces REST API security centrally, routing requests to multiple Hadoop clusters.
» Enterpriseintegration: Supports LDAP, Active Directory, SSO, SAML and other authentication systems.

Knox can be used with both unsecured Hadoop clusters, and Kerberos secured clusters. In an enterprise solution that
employs Kerberos secured clusters, the Apache Knox Gateway provides an enterprise security solution that:

* Integrates well with enterprise identity management solutions
» Protects the details of the Hadoop cluster deployment (hosts and ports are hidden from end users)
« Simplifies the number of services with which a client needs to interact
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Knox Gateway Deployment Architecture

Users who access Hadoop externally do so either through Knox, viathe Apache REST API, or through the Hadoop
CLI tools.

Knox Supported Services Matrix

A support matrix showing which services Apache Knox supports for Proxy and SSO, for both Kerberized and Non-
Kerberized clusters.

Table 1: Knox Supported Components

Component ‘ Ul Proxy (with SSO) ‘API Proxy ‘

AtlasAPI # #

Atlas Ul # #

Beacon

Cloudera Manager API # #

Cloudera Manager Ul #

Data Analytics Studio (DAS) #

Druid

Falcon

Flink

HBase REST API(akaWebHBase & Stargate) #

HBase Ul #

HDFS Ul #

HiveServer2 HTTP JDBC API (HS2 via #
HTTP)

HiveServer2 LLAP JDBC API

HiveServer2 LLAP Ul

HiveServer2 Ul

Hue #

ImpalaHTTP JDBC API #

Impala Ul #

JobHistory Ul #

JobTracker #

Kudu Ul #

Livy APl + Ul

HH
H*

LogSearch

NameNode

NiFi

NiFi Registry

Qozie API

H O OH| H| H
H|OH| | O

Oozie Ul

Phoenix (aka Avatica) #
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Component Ul Proxy (with SSO) API Proxy

Profiler

Ranger API

Ranger Ul

ResourceManager API

Schema Registry APl + Ul

Streams Messaging Manager (SMM) API

Streams Messaging Manager (SMM) Ul

Solr

Spark3History Ul
SparkHistory Ul

Storm

O O | H | OH | W HOH R
H*

Storm LogViewer

Superset

WebHCat

WebHDFS #

YARN UI

YARN Ul V2

Zeppelin Ul

*H | H| R

Zeppelin WS

Note:
E APIs, Uls, and SSO in the Apache Knox project that are not listed above are considered Community Features.

Community Features are developed and tested by the Apache Knox community but are not officially
supported by Cloudera. These features are excluded for avariety of reasons, including insufficient reliability
or incomplete test case coverage, declaration of non-production readiness by the community at large, and
feature deviation from Cloudera best practices. Do not use these features in your production environments.

Knox Topology Management in Cloudera Manager
In CDP Private Cloud, you can manage Apache Knox topologies via Cloudera Manager using cdp-proxy and cdp-
proxy-api.
Shared providers
The Cloudera Manager configurations where the cdp-proxy and cdp-proxy-api topol ogies can be managed are:

« Knox Simplified Topology Management - cdp-proxy
« Knox Simplified Topology Management - cdp-proxy-api




Cloudera Runtime Apache Knox Overview
o ;; KNOX:I Actions ~ 0Oct 19, 12:17 AM PDT
Status Instances  Configuration Commands  Charts Library  Audits Knox Gateway Home (& Quick Links ~

Q Knox descriptor block @ Filters  Role Groups istory and Rollback

providerConfigRef=pam

cdp-proxy-api

CATEGORY

Advanced 0
Logs 0
Main 2
Monitoring 0

PerPage| 25 v

Filters Show All Descriptions
Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
proxy (

SCOPE providerConfigRef=sso ‘ (=] &)
cdp-proxy
KNOX-1 (Service-Wide) 0
Gateway 0
Knox Gateway 2 Knox Simplified Topology Management - cdp- Knox Gateway Default Group (@)
Knox IDBroker 0 Proxy-api ‘ e\

-250f 220

* The SSO authentication provider is used by the Uls using the Knox SSO capahilities, such as the Admin and

Home Page Uls.

« The API authentication provider is used by predefined topologies, such as admin, metadata or cdp-proxy-api.

* You can add or modify new or existing shared provider configurations.
e You can save diases using a new Knox Gateway command.

Y ou can enable or disable known or custom services in Knox proxy via Cloudera Manager.

There are two kinds of servicesin cdp-proxy:

« Known: officially-supported Knox services. Cloudera Manager provides and manages all the required service

definition files.

» Custom: unofficial, tech preview, or community feature Knox services. Y ou must supply the service definition
files (servicexml and rewrite.xml) exist in the KNOX_DATA_DIR/services folder. These are not recommended

for production environments, and not supported by Cloudera.

Important:

A

These topologies will be deployed by Cloudera Manager only if Knox’s service auto-discovery featureis
turned on using the Enable/Disable Service Auto-Discovery checkbox on Cloudera Manager Ul:

© K KNOX-1

Actions

Status  Instances  Configuration ~ Commands ~ Charts Library  Audits

Q auto_discovery_enabled

Knox Gateway Ul (2

Quick Links «

@Filters  Role Groups

Feb 17,3:05 AMPST

History and Rollback

A

Filters Show All Descriptions
Enable/Disable Service Auto-Discovery Knox Gateway Default Group * @
gateway.auto discovery.enabled

0

0
Knox Gateway 1 PerPage| 254 1-25 of 209
Knox IDBroker 0 —

Important: Adding a custom service will only work if you provide the service definition files (service.xml
and rewrite.xml) in the KNOX_DATA_DIR/servicesfolder.

Y ou can add, modify, or remove custom service parameters in Knox proxy via Cloudera Manager.
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In order to have Cloudera Manager proxied through Knox, there are some steps you must complete.

1. Set thevaluefor frontend url: Cloudera Manager Administration Settings Cloudera Manager Frontend URL :

* Non-HA value: https://$Knox_host:$knox_port
« HA value: https://$Knox_loadbalancer_host:$K nox_loadbalancer_port

2. Set alowed groups, hosts, and users for Knox Proxy: Cloudera Manager Administration Settings External
Authentication :

» Allowed Groups for Knox Proxy: *
» Allowed Hosts for Knox Proxy: *
e Allowed Usersfor Knox Proxy: *

3. Enable Kerberos/SPNEGO authentication for the Admin Console and API: Cloudera Manager Administration
Settings External Authentication Enable SPNEGO/K erberos Authentication for the Admin Console and API: :
true

4. From Cloudera Manager Administration Settings External Authentication , set Knox Proxy Principal: knox.

External authentication must be set up correctly. Cloudera Manager must be configured to use LDAP, following the
standard procedure for setting up LDAP. This LDAP server should be the same LDAP that populates local userson
Knox hosts (if using PAM authentication with Knox), or the same LDAP that Knox is configured to use (if using

L DAP authentication with Knox).

This document provides instructions on how to install Apache Knox using the installation process.

Apache Knox is an application gateway for interacting with the REST APIs and Uls. The Knox Gateway provides a
single access point for all REST and HTTP interactions in your Cloudera Data Platform cluster.

When installing Knox, you must have Kerberos enabled on your cluster.
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Procedure

1. From your Cloudera Manager homepage, go to Status tab $Cluster Name ... Add Service

CLOUDZRA
c Manager H ome
salth | LI au .|,.:"m - H. |
& C | :
f  Add Service [
o
B8
© 9w
o W
& =
Cloudera Mani
T
2. Fromthelist of services, select Knox and click Continue.
3. Onthe Select Dependencies page, choose the dependencies you want Knox to set up:
HDFS, Ranger, Solr, Zookeeper For users that require Apache Ranger for authorization.
HDFS with Ranger. HDFS depends on Zookeeper, and
Ranger depends on Solr.
HDFS, Zookeeper HDFS depends on Zookeeper.
No optional dependencies For users that do not wish to have Knox integrate with
HDFS or Ranger.

4. Onthe Assign Roles page, select role assignments for your dependencies and click Continue:

Knox serviceroles Description Required?

Knox Gateway If Knox isinstalled, at least one instance Required
of thisrole should be installed. Thisrole
represents the Knox Gateway which provides
asingle access point for all REST and HTTP
interactions with Apache Hadoop clusters.
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Knox serviceroles Description Required?

KnoxIDBroker* It is strongly recommended that thisroleis Optional*
installed on its own dedicated host. Asits
name suggests this role will alow you to
take advantage of Knox's Identity Broker
capabilities, an identity federation solution
that exchanges cluster authentication for
temporary cloud credentials.*

Gateway This role comes with the CSD framework. Optional
The gateway structure is used to describe the
client configuration of the service on each
host where the gateway role isinstalled.

* Note: KnoxIDBroker appears in the Assign Roles page, but it is not currently supported in CDP Private Cloud.
On the Review Changes page, most of the default values are acceptable, but you must Enable Kerberos
Authentication and supply the Knox Master Secret. There are additional parameters you can specify or change,
listed in “Knox Install Role Parameters’.
a) Click Enable Kerberos Authentication

Kerberosis required where Knox is enabled.
b) Supply the Knox Master Secret, e.g. knoxsecret.
¢) Click Continue.
The Command Details page shows the status of your operation. After completion, your system admin can view
logs for your installation under stdout.

o

o

Apache Knox Install Role Parameters

Reference information on al the parameters available for Knox service roles.

Service-level parameters

Table 2: Required service-level parameters

INETg[} In Wizard Type Default Value

kerberos.auth.enabled* Boolean

ranger_knox_plugin_hdfs audit_directory No Text ${ranger_base audit_url}/knox
autorestart_on_stop No Boolean false

knox_pam realm_service No Text login

save alias_ command_input_password No Text -

Knox Gateway role parameters

Table 3: Required parameters for Knox Gateway role

Name In Wizard Type Default Value

gateway_master_secret Yes Password -

gateway_conf_dir Yes Path Ivar/lib/knox/gateway/conf
gateway_data dir Yes Path Ivar/lib/knox/gateway/data
gateway_port No Port 8443

gateway_path No Text gateway
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Managing Knox shared providers in Cloudera Manager

Name In Wizard Type

Default Value

gateway_heap_size No Memory 1 GB (min = 256 MB; soft min = 512
MB)
gateway_ranger_knox_plugin_conf_path No Path Ivar/lib/knox/ranger-knox-plugin
gateway_ranger_knox_plugin_policy_cache directory No Path Ivar/lib/ranger/knox/gateway/policy-
cache
gateway_ranger_knox_plugin_hdfs_audit_spool_directory No Path Ivar/log/knox/gateway/audit/hdfs/spool
gateway_ranger_knox_plugin_solr_audit_spool_directory No Path Ivar/log/knox/gateway/audit/sol r/spool

Table 4: Optional parameters for Knox Gateway role

Name Type

Default Value

gateway_default_topology _name Text cdp-proxy
gateway_auto_discovery_enabled Boolean true
gateway_cluster_configuration_monitor_interval Time 60 seconds (minimum = 30 seconds)
gateway_auto_discovery_advanced_configuration_monitor_interval Time 10 seconds (minimum = 5 seconds)
gateway_cloudera_manager_descriptors_monitor_interval Time 10 seconds (minimum = 5 seconds)
gateway_auto_discovery_cdp_proxy_enabled * Boolean true
gateway_auto_discovery_cdp_proxy_api_enabled * Boolean true
gateway_descriptor_cdp_proxy Text Array Contains the required properties of cdp-
proxy topology
gateway_descriptor_cdp_proxy_api Text Array Contains the required properties of cdp-
proxy-api topology
gateway_sso_authentication_provider Text Array Contains the required properties of the
authentication provider used by the
Uls using the Knox SSO capabilities
(Admin Ul and Home Page). Defaults
to PAM authentication.
gateway_api_authentication_provider Text Array Contains the required properties of

the authentication provider used by
pre-defined topologies such as admin,
metadata or cdp-proxy-api. Defaults to
PAM authentication.

Managing Knox shared providers in Cloudera Manager

Information on CDP Private Cloud topology management for Knox from within Cloudera Manager.

* Modifying the SSO authentication provider used by the Uls using the Knox SSO capabilities, such asthe Admin

and Home Page Uls.

api.
Adding/modifying new/existing shared provider configurations.
Saving aliases using a new Knox Gateway command.

Modifying the API authentication provider used by predefined topologies, such as admin, metadata or cdp-proxy-
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Knox authentication configurations for PAM in Cloudera Manager. PAM is the default SSO authentication provider
in CDP Private Cloud.

In CDP Private Cloud, Cloudera Manager added a new Knox configuration, called Knox Simplified Topology M
anagement - SSO Authentication Provider, with the following initial configuration:

rol e=aut henti cati on

aut henti cati on. name=Shi r oPr ovi der

aut henti cati on. param sessi onTi neout =30

aut henti cation. param redi rect ToUr | =/ ${ GATEWAY_PATH} / knoxsso/ knoxaut h/ | ogi n.
ht m

aut henti cati on. param restri ct edCooki es=r enmenber ne, WWV¥ Aut henti cat e

aut henti cati on. paramurl s./**=aut hcBasi c

aut henti cati on. param nmai n. panReal m=or g. apache. knox. gat eway. shi r or eal m KnoxP
anReal m

aut henti cati on. param nmai n. panReal m ser vi ce=l ogi n

Cluster 1
0 KNOX-1 Actions ~ Apr 2,2:08 AM PDT
Status Instances Configuration ~ Commands Charts Library  Audits Knox Gateway UIZ'  Quick Links ~
Q_ SSO Authentication Provider @Filters  Role Groups History and Rollback
Filters Show All Descriptions
Knox Simplified Topology Management - SSO Knox Gateway Default Group ®@
Authentication Provider
SCOPE role=authentication SIc
gateway_sso_authentication_provider
KNOX-1 (Service-Wide) 0
Gateway 0 authentication.name=ShiroProvider =]
Knox Gateway 1 3
Knox IDBroker 0 authentication.param.sessionTimeout=30 S
CATEGORY authentication.param.redirectToUrl=/${GATEWAY_PATH}/knoxsso/knoxauth/login.html =]
Advanced 0
Logs 0 authentication.param.restrictedCookies=rememberme, WWW-Authenticate =]
Main 1
Monitoring 0 authentication.param.main.pamRealm=org.apache knox.gateway.shirorealm.KnoxPamRealm =]
Performance 0
Ports and Addresses 0 authentication.param.main.pamRealm.service=login =]
Resource Management 0 J
Security 0 authentication.param.urls./**=authcBasic =]
Stacks Collection 0

STATUS

Every change here goes directly into knoxsso topology that affects manager, homepage and cdp-proxy topologies as
they are using the federation provider.

A new Knox configuration has been added for CDP Private Cloud, called Knox Simplified Topology Management -
API Authentication Provider, with the following initial configuration:

rol e=aut henti cati on

aut henti cati on. name=Shi r oPr ovi der

aut henti cati on. param sessi onTi neout =30

aut henti cati on. paramurl s./**=aut hcBasi c

aut henti cati on. param mai n. panReal mror g. apache. knox. gat eway. shi r or eal m Knox
PanmReal m

aut henti cati on. param nai n. panReal m ser vi ce=l ogi n

Every change here goes directly into admin, metadata, and cdp-proxy-api topologies.

12
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Knox authentication configurations for LDAP and AD in Cloudera Manager.

In the following sample you will see how to change the PAM authentication (which comes default with Knox) to
LDAP authentication. It is as simple as removing the default PAM related configuration in ShiroProvider and add
LDAP related properties (e.g. with demo LDAP server configuration):

rol e=aut henti cati on

aut henti cati on. name=Shi r oPr ovi der

aut henti cati on. param sessi onTi neout =30

aut henti cation. param redi rect ToUr | =/ ${ GATEWAY_PATH} / knoxsso/ knoxaut h/ | ogi n.
ht m

aut henti cati on. param restri ct edCooki es=r enmenber ne, WWV¥ Aut henti cat e

aut henti cati on. paramurl s./**=aut hcBasi c

aut henti cati on. param nmi n. | dapReal mror g. apache. knox. gat eway. shi r or eal m Knox
LdapReal m

aut henti cati on. param nai n. | dapCont ext Fact or y=or g. apache. knox. gat eway. shiro
real m KnoxLdapCont ext Fact ory

aut henti cati on. param nai n. | dapReal m cont ext Fact or y=$| dapCont ext Fact ory

aut henti cati on. param nmi n. | dapReal m cont ext Fact ory. aut henti cati onMechani snes
i mpl e

aut henti cati on. param nai n. | dapReal m cont ext Factory. url =l dap: //I| ocal host : 33
389

aut henti cati on. param nai n. | dapReal m cont ext Fact ory. syst enlJser name=ui d=guest,
ou=peopl e, dc=hadoop, dc=apache, dc=org

aut henti cati on. param nai n. | dapReal m cont ext Fact ory. syst enPasswor d=${ ALl AS=k
noxLdapSyst enPasswor d}

aut henti cati on. param nai n. | dapReal m user DnTenpl at e=ui d={ 0} , ou=peopl e, dc=h
adoop, dc=apache, dc=or g

aut henti cati on. param r enove=mai n. panReal m

aut henti cati on. param r enove=nmi n. panReal m servi ce

After you finished editing the properties you have to save the configuration changes. Thiswill make the Refresh
Needed stale configuration indicator appear. Once the cluster refresh finishes, all topologies that are configured to use
Knox SSO will be authenticated by the configured LDAP server.

13
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Q Knox Simplified Topology Management - SSO Authentication Provider @Filters  Role Groups History and Rollback
Filters Show All Descriptions
Knox Simplified Topology Management - SSO Knox Gateway Default Group ®@
Authentication Provider
SCOPE ‘ role=authentication B8
gateway_sso_authentication_provider
KNOX-1 (Service-Wide) 0
Gateway 0 [ authentication.name=ShiroProvider B
Knox Gateway 1
Knox IDBroker 0 ‘ authentication.param.sessionTimeout=30 =]
CATEGORY ‘ authentication.param.redirectToUrl=/${GATEWAY_PATH}/knoxsso/knoxauth/login.html =]
Advanced 0
Logs 0 ‘ authentication.param.restrictedCookies=rememberme, WWW-Authenticate B
Main 1
Monitoring 0 ‘ authentication.param.urls./**=authcBasic B
Performance 0
Ports and Addresses 0 ‘ authentication.param.main.ldapRealm=org.apache.knox.gateway.shirorealm.KnoxLdapRealm &S]
Resource Management 0
Security 0 ‘ authentication.param.main.ldapContextFactory=org.apache.knox.gateway.shirorealm.KnoxLdapCoi | (5
Stacks Collection 0
‘ authentication.param.main.ldapRealm.contextFactory=$ldapContextFactory [S]E]
STATUS
© Error 0 ‘ authentication.param.main.ldapRealm.contextFactory.authenticationMechanism=simple =
A Warning 0
Edited 0 ‘ authentication.param.main.ldapRealm.contextFactory.url=Idap://localhost:33389 =]
Non-default 1
Has Overrides 0 ‘ authentication.param.main.ldapRealm.contextFactory.systemUsername=uid=guest,ou=people,dc=t | (5
‘ authentication.param.main.ldapRealm.contextFactory.systemPassword=${ALIAS=knoxLdapSysten | (=
l authentication.param.main.IdapRealm.userDnTemplate=uid={0},ou=people,dc=hadoop,dc=apache, | & [H
‘ authentication.param.remove=main.pamRealm B®
l authentication.param.remove=main.pamRealm.service 8@

Note:

E Asyou can see we used a Knox alias when we declared the system password instead of writing the plain text
password there. To make it easier for the end-users a new Knox Gateway command was created that allows
them to save aliases on all hosts where a Knox Gateway is running. See Saving aliases.

To verify:

$ curl -ku knoxui:knoxui 'https://johndoe-1.abc. cl oudera. com 8443/ gat eway/ ad
m n/ api / v1/ provi der confi g/ knoxsso'
b N
“role" : "authentication",
“name" : "ShiroProvider",
"enabl ed" : true,
" parans" :
"mai n. | dapCont ext Fact ory" : "org. apache. knox. gat eway. shi r or eal m Knox
LdapCont ext Fact ory",
"mai n. | dapReal ' : "org. apache. hadoop. gat eway. shi r or eal m KnoxLdapReal
',
"mai n. | dapReal m cont ext Factory" : "$l dapCont ext Factory",
"mai n. | dapReal m cont ext Fact ory. aut henti cati onMechani sni' : "sinple",
"mai n. | dapReal m cont ext Fact ory. syst enPassword" : "${ALI AS=knoxLdapSys
t emPasswor d} ",
"mai n. | dapReal m cont ext Fact ory. syst enmJser nane" : "ui d=guest, ou=peop
| e, dc=hadoop, dc=apache, dc=or g",
"mai n. | dapReal m cont ext Factory.url" : "ldap://I|ocal host: 33389",
"mai n. | dapReal m user DnTenpl ate" : "ui d={0}, ou=peopl e, dc=hadoop, dc=ap
ache, dc=org",
"redirect ToUrl" : "/${GATEWAY_PATH}/ knoxsso/ knoxaut h/ | ogi n. ht m ",
"restrictedCooki es" : "renmenberme, WWV Aut henti cat e",
"sessionTi neout" : "30",
"urls./**" : "aut hcBasic"
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Note: Any changein SSO authentication configuration alters the Knox SSO topology. This affects the
manager, homepage, and cdp-proxy topol ogies because the SSO cookie federation provider is used.

In the following sample you will see how to change the PAM authentication (which comes default with Knox) to
L DAP authentication:

rol e=aut henti cati on

aut henti cati on. name=Shi r oPr ovi der

aut henti cati on. param sessi onTi neout =30

aut henti cati on. param url s./**=aut hcBasi c

aut henti cati on. param nai n. | dapReal m=or g. apache. knox. gat eway. shi r or eal m Kno
xLdapReal m

aut henti cati on. param mai n. | dapCont ext Fact or y=or g. apache. knox. gat eway. shi r
or eal m KnoxLdapCont ext Fact ory

aut henti cati on. param nai n. | dapReal m cont ext Fact or y=$I dapCont ext Fact ory

aut henti cati on. param nai n. | dapReal m cont ext Fact ory. aut hent i cati onMechani snme
sinmpl e

aut henti cati on. param mai n. | dapReal m cont ext Fact ory. url =l dap:// | ocal host: 3
3389

aut henti cati on. param nmi n. | dapReal m cont ext Fact ory. syst enlUser nanme=ui d=guest
, ou=peopl e, dc=hadoop, dc=apache, dc=or g

aut henti cati on. param nai n. | dapReal m cont ext Fact ory. syst enPasswor d=${ ALI AS=
knoxLdapSyst enPasswor d}

aut henti cati on. param nai n. | dapReal m user DnTenpl at e=ui d={ 0}, ou=peopl e, dc=hado
op, dc=apache, dc=org

aut henti cati on. param r enove=nai n. panReal m

aut henti cati on. param r enove=nmi n. panReal m servi ce

Every change here goes directly into admin, metadata, and cdp-proxy-api topologies.

Y ou can add, modify, or disable an existing shared provider configuration in Apache Knox via Cloudera Manager.

The following default shared provider configurations are deployed in CDP Private Cloud with Knox:

admin admin
homepage homepage
knoxsso homepage
cdp-proxy
manager
manager manager
metadata metadata
pam cdp-proxy-api
Ss0 cdp-proxy

IE Note: pam and sso are available only if service auto-discovery is enabled fo Knox Gateway role.

The following changes are allowed in any of these shared providers:
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» Disable aparticular provider
* Modify aparticular provider
e Add anew provider

All of these actions can be done via editing the Knox Gateway Advanced Configuration Snippet (Safety Valve) for ¢
onf/cdp-resources.xml by implementing the following language elements:

« Thekey of anew entry should be like this: providerConfigs: providerConfig_1 [,providerConfig_2,..,provider
Config_3]
« Thevalue should contain the following name/value pairs separated by a hash (#) character:

r ol e=webappsec| aut henti cati on|federation|identity-assertion|authorization|
host map| ha

$rol e. name=ROLE_NAME (e. g. ShiroProvider)

$rol e. enabl ed=true|fal se (optional; defaults to 'true')

$rol e. param param 1=val ue_1 (paraneters are optional too)

?$'rbl e. param N. par anii=val ue_N

An example of how to add new authorization provider in the manager shared provider configuration.

It is possible that you add a brand new shared provider configuration. In this example you will see how to create test
Providers with the following providers set:

e authentication: ShiroProvider (LDAP) or PAM
e identity-assertion: Default
» authorization: Ranger (X ASecurePDPKnox)

This particular authorization provider is set as follows (in its JSON descriptor):

{
"role": "authorization",
"nanme": "Acl sAut hz",
"enabl ed": "true",
"paranms": {
"knox. acl . node": "OR",
"knox. acl ": "KNOX_ADM N_USERS; KNOX_ADM N_CROUPS; *"
}

}

1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced  Co
nfiguration Snippet (Safety Valve) for  conf/cdp-descriptors.xml:

* name = providerConfigs:testProviders
 value = role=authenti cati on#authenti cati on.name=ShiroProvider#authenti cation.param.main.pamRea m=org
.apache.knox.gateway .shirorealm.K noxPamReal m#authenti cation.param.main.pamReal m.service=login#ro
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| e=identity-asserti on#i dentity-assertion.name=Def aul t#rol e=authori zati on#authori zation.name=X A Secure
PDPKnox

o KNOX-1 Actions ~ 8 Apr 2, 2:46 AM PDT

Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Knox Gateway Ul ('  Quick Links ~

Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-descriptors.xml @Filters  Role Groups History and Rollback

Filters Show All Descriptions

Knox Gateway Advanced Configuration Snippet Knox Gateway Default Group ®@
SCOPE (Safety Valve) for conf/cdp-descriptors.xml View as XML

KNOX-1 (Service-Wide) Name ‘ providerConfigs:manager ‘ [S]E]

0
Gateway 0
Knox Gateway 1
Knox IDBroker 0

Value ‘ role=authorization#authorization.name=Acl hz#authorization.enabl ‘

CATEGORY Description ‘ ‘

Advanced
Logs Final
Main

Monitoring

Performance Name ‘ providerConfigs:testProviders ‘ 26

Ports and Addresses
Resource Management
Security

Value ‘ role=at 1#authentication.name=ShiroProvider#auther .param.mé ‘

coocooocoocoo =

Stacks Collection

Description

STATUS

© Error 0
A Warning 0

Final

2. Saveyour changes.
3. Refresh the cluster.
4. Vdlidate:

$ curl -ku knoxui:knoxui 'https://johndoe-1.abc. cl oudera. com 8443/ gat eway/
adm n/ api / v1/ provi derconfi g/t estProviders'

"providers" : [ {
“role" : "authentication",
“name" : "ShiroProvider",
"enabl ed" : true,
"params" @ {
"mai n. panReal m' : "org. apache. knox. gat eway. shi r or eal m KnoxPanReal ni',
"mai n. panReal m service" : "login"

}

"role" : "identity-assertion",
"name" : "Default",

"enabl ed" : true,

"parans" : { }

"role" : "authorization",
"nane" : " XASecur ePDPKnox",
"enabl ed" : true,

"paranms" : { }

}

An example of how to add a new provider to the authorization provider in the manager shared provider configuration.
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In this example you will see how to add a new HA provider (thistime only the ATLAS service will be configured

for high availahility) in the manager shared provider configuration . This particular authorization provider is set as
follows (in its JSON descriptor):

{
"role": "authorization",
"nane": "Acl sAut hz",
"enabl ed": "true",
"paranms": {
"knox. acl . node": "OR',
"knox. acl ": " KNOX_ADM N_USERS; KNOX ADM N_GROUPS; *"

1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced
nfiguration Snippet (Safety Valve) for  conf/cdp-descriptors.xmi:

Co

¢ name = providerConfigs:manager

 value = role=authorization#authori zation.name=A cl SA uthz#authorization.enabl ed=fal setfauthoriz
ation.param.knox.acl=myTestUser; KNOX_ADMIN_GROUPS;* #authorization.param.knox.acl.mod
e=OR#rol e=hattha.name=HaProvider#ha.param.ATL A S=enabled=true;maxFail overAttempts=3;fail overSleep=1000; maxRet

o I KNOX-1 Actions ~ O Apr 2, 2:35 AM PDT
Status  Instances Configuration ~ Commands  Charts Library ~ Audits ~ Knox Gateway UIZ'  Quick Links v

Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-descriptors.xml

@fFilters  Role Groups  History and Rollback

Filters

Show All Descriptions

®

View as XML
| @@

Knox Gateway Advanced Configuration Snippet
(Safety Valve) for conf/cdp-descriptors.xml

Knox Gateway Default Group
SCOPE

KNOX-1 (Service-Wide)
Gateway

Name ‘ providerConfigs:manager

o-o0o

Knox Gateway

Knox IDBroker Value

‘ role=authorization#authorization.name=AclsAuthz#authorization.enabled=false#¢ ‘

CATEGORY Description ‘ ‘

Advanced
Logs
Main

Final

Monitoring
Performance
Ports and Addresses

coooo =

Actions ~

@ K KNOX-1

Status Instances Configuration

Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-descriptors.xml

6]
L9

Commands  Charts Library ~ Audits ~ Knox Gateway Ul ('  Quick Links v

@ilters

Role Groups

Apr 2,2:36 AM PDT

History and Rollback

Filters Show All Descriptions
Knox Gateway Advanced Configuration Snippet  Knox Gateway Default Group 'O Undo ®
SCOPE (safety Valve) for conf/cdp-descriptors.xml View Editor
KNOX-1 (Service-Wide) 0 <property>
Gateway 0 <name>providerConfigs:manager</name>
Knox Gateway 1 <value>role=authorization#authorization.name=AclsAuthz#authorization.enabled=false#authorization.param.knox
Knox IDBroker 0 acl=myTestUser;KNOX_ADMIN_GROUPS;*#authorization.param.knox.acl.mode=0OR#role=ha#ha.name=HaProvider
#ha.param.ATLAS=enabled=true;maxFailoverAttempts=3;failoverSleep=1000;maxRetryAttempts=300;retrySleep=1
CATEGORY D(/JD</vaJ‘ue>
</property>
Advanced 1 @A
Logs 0
as o

2. Saveyour changes.
3. Refresh the cluster.
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4. Validate:

$ curl -ku knoxui: knoxui 'https://johndoe-1. abc. cl oudera. com 8443/ gat eway/
admi n/ api / v1/ provi der confi g/ manager"'

"providers" : |
b N
"role" : "authorization",
"nanme" : "Acl sAuthz",
"enabl ed" : fal se,
"parans" : {
"knox.acl "™ : "nyTest User; KNOX_ ADM N_GROUPS; *",
"knox. acl . node" : "OR'
}
I
"role" : "ha",
"name" : "HaProvider",
"enabl ed" : true,
" parans" :
"ATLAS" : "enabl ed=true; maxFai |l over Att enpt s=3; f ai | over Sl eep=1000; m
axRet ryAtt enpt s=300; retrySl eep=1000"
}
Pl

}

An example of how to modify the authorization provider in the manager shared provider configuration.

In this example you will see how to modify the authorization provider in the manager shared provider configuration.
This particular authorization provider is set as follows (in its JSON descriptor):

{
"role": "authorization",
"nanme": "Acl sAut hz",
"enabl ed": "true",
"parans": {
"knox. acl . node": "OR",
"knox. acl ": " KNOX_ADM N_USERS; KNOX ADM N_GROUPS; *"
}
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1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced Config
uration Snippet (Safety Valve) for conf/cdp-descriptors.xml:

¢ name = providerConfigs:manager
 value = role=authorization#authorization.name=A cl SA uthz#authorizati on.enabl ed=f al setfauthori zati on.param.
knox.acl=myTestUser;KNOX_ADMIN_GROUPS;*#authori zation.param.knox.acl.mode=OR

o KNOX-1 Actions ~ e Apr 2, 2:35 AM PDT

Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Knox Gateway UIZ'  Quick Links +

Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-descriptors.xml @ Filters  Role Groups History and Rollback

Filters Show All Descriptions

Knox Gateway Advanced Configuration Snippet Knox Gateway Default Group *y ®
SCOPE (Safety Valve) for conf/cdp-descriptors.xml View as XML

KNOX-1 (Service-Wide) Name providerConfigs:manager ‘ (=]
Gateway

Knox Gateway

o-o0o

Value role=authorization#authorization.name=AclsAuthz#authorization.enabled=false#¢ ‘
Knox IDBroker

CATEGORY Description ‘

Advanced
Logs

Main
Monitoring
Performance

Final

coooo =

Ports and Addresses

With this change you are authorizing a user called myTestUser to login and execute administrative actions on the
Knox Admin Ul.

2. Saveyour changes.
3. Refresh the cluster.
4. Validate:

$ curl -ku knoxui: knoxui 'https://johndoe-1. abc. cl oudera. com 8443/ gat eway/
adm n/ api / v1/ provi der confi g/ manager'

"providers" : [
b _—
"role" : "authorization",
"nanme" : "Acl sAuthz",
"enabl ed" : fal se,
"params" @ {
"knox. acl" : "nyTest User; KNOX ADM N_GROUPS; *",
"knox. acl . node" : "OR'

}

"role" : "ha",
"name" : "HaProvider",
"enabl ed" : true,
" parans" :
"ATLAS" : "enabl ed=true; maxFai | over At t enpt s=3; fai | over Sl eep=1000; m
axRet ryAtt enpt s=300; retrySl eep=1000"
}

H]
}

An example of how to disable the authorization provider in the manager shared provider configuration.
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In this example you will see how to disable the authorization provider in the manager shared provider configuration.
This particular authorization provider is set as follows (in its JSON descriptor):

{

"role": "authorization",
"nane": "Acl sAut hz",
"enabl ed": "true",
"paranms": {
"knox. acl . node": "OR',
"knox. acl ": " KNOX_ADM N_USERS; KNOX ADM N_GROUPS; *"

1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced Config
uration Snippet (Safety Valve) for conf/cdp-resources.xmi:

* name = providerConfigs:manager

« value = role=authorization#authorization.name=A cl SA uthz#authori zati on.enabl ed=fal se#fauthorization.param
.knox.acl=KNOX_ADMIN_USERS,KNOX_ADMIN_GROUPS;*#authorization.param.knox.acl.mode=OR

o KNOX-1 Actions ~ C Apr 2, 2:35 AM PDT

Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Knox Gateway UIZ'  Quick Links +

Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources .xml @ Filters  Role Groups History and Rollback

Filters Show All Descriptions

Knox Gateway Advanced Configuration Snippet Knox Gateway Default Group *y ®
SCOPE (Safety Valve) for conf/cdp-resources .xml View as XML

KNOX-1 (Service-Wide) Name providerConfigs:manager ‘ (=]

Gateway
Knox Gateway
Knox IDBroker

o-o0o

Value role=authorization#authorization.name=AclsAuthz#authorization.enabled=false#e ‘

CATEGORY Description ‘

Advanced
Logs Final
Main
Monitoring
Performance

coooo =

Ports and Addresses

2. Saveyour changes.
3. Refresh the cluster.
4. Validate:

$ curl -ku knoxui: knoxui 'https://johndoe-1. abc. cl oudera. com 8443/ gat eway/
adm n/ api / v1/ provi der confi g/ manager'

"providers" : [

b .
"role" : "authorization",
"nanme" : "Acl sAuthz",
"enabl ed" : fal se,
"params" @ {

"knox. acl" : "nyTest User; KNOX ADM N_GROUPS; *",
"knox. acl . nrode" : "OR'

}

n r OI ell . n ha" ,
"nanme" : "HaProvider",
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"enabl ed"

" parans"

"ATLAS"

true,

axRet r yAt t enpt §:300; retrySl eep=1000"

}
}]

The only change is that the enabled flag was changed to false.

"enabl ed=t r ue; maxFai | over Att enpt s=3; fai | over Sl eep=1000; m

There isanew command available for the Knox Gateway role which allows end-users to save an alias=password pair
to an arbitrary number of topologies on each host where an instance of the Knox Gateway isinstalled without the

need of running the Knox CLI tool manually.

A new password-type input field is added, called save aias command_input_password. The format of an entry in

Example: cdp-proxy-api:admin:metadata.knoxL dapSystemPassword=guest-password.

After the end-user entered a meaningful and valid value and saved the configuration changes he/she can run the
command from Knox’s action list: Actions/Save Alias.

Q

Tip: If you need to add a Gateway level dlias, please use _gateway as topology name. For instance: _ ga
teway.knoxL dapSystemPassword=admin-password.

RACK ID

Cluster 1
1€ - c - A
0 | KN OX 1 Actions @ configuration changes have been saved successfully. x
Status  Instances  Configuration ~Commands  Charts Library  Audits  Knox Gateway UI(Z'  Quick Links v
Q Save Alias @ Filters  Role Groups History and Rollback
Filters Show All Descriptions
Save Alias Command Input KNOX-1 (Service-Wide) ®
SCOPE save_alias_command_input_password ‘
KNOX-1 (Service-Wide) 1
Gateway 0
Knox Gateway 0 \
Knox IDBroker 0 Per Page‘ 25% 1-250f216
Cluster 1
® K KNOX-1 Actions +
Status  Instances  Configuration =~ Commands  Charts Library ~ Audits Web Ul v  Quick Links v
Q @ Filters Last Updated: Apr 2, 3:05:30 AMPDT
§ Actions for Selected v Add Role Instances Role Groups
Filters
Status Role Type State Hostname Commission State Role Group
STATUS
Good Health 3 o Knox Gateway Started cloudera.com Commissioned Knox Gateway Default Group
COMMISSION STATE o Knox Gateway Started cloudera.com Commissioned Knox Gateway Default Group
MAINTENANCE MODE o Knox Gateway Started cloudera.com Commissioned Knox Gateway Default Group

1-30f3
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Cluster 1

® K KNOX-1

Status Instances Confi i
Restart

Rolling Restart

Health Tests

Save Alias

@ Knox Gateway Health Stop

Save Alias

Are you sure you want to run the Save Alias command on the service KNOX-1?

Cancel Save Alias

Save Alias X

Status @ Finished Context KNOX-1(%' £ Apr2,3:06:24 AM © 29.99s
Command Save Alias finished successfully on service KNOX-1.

~ Completed 1 of 1 step(s).

© Show All Steps Show Only Failed Steps Show Only Running Steps

v @ Execute 3 steps in parallel Apr 2, 3:06:24 AM 29.99s
Successfully completed 3 steps.

> @ Execute command Save Alias on role Knox Gateway ( ) Knox Gateway @ Apr 2, 3:06:24 AM 24.37s
> @ Execute command Save Alias on role Knox Gateway ( ) Knox Gateway Ic) Apr2,3:06:25 AM 28.97s
>@® Execute command Save Alias on role Knox Gateway ( ) Knox Gateway @ Apr 2,3:06:26 AM 22.24s

Close
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Save Alias X
> @ Execute command Save Alias on role Knox Gateway Knox Gateway @ Apr 2,3:06:24 AM 24.37s
> @ Execute command Save Alias on role Knox Gateway. Knox Gateway (. ) Apr 2,3:06:25 AM 28.97s
v @ Execute command Save Alias on role Knox Gateway Knox Gateway ( =) Apr 2,3:06:26 AM 22.24s

Command (Save Alias (590)) has completed successfully

v @ SaveAlias @ Knox Gateway @ Apr 2,3:06:26 AM 22.21s
Save Alias finished successfully on Knox Gateway ).

$>csd/csd.sh [] stdout stderr Role Log

Thu Apr 2 83:06:35 PDT 2020

JAVA_HOME=/usr/java/jdk1.8.8_232-cloudera

Using -XX:+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp/KNOX-1_KNOX-1-KNOX_GATEWAY- _hprof -
XX:0nOutOfMemoryError=/opt/cloudera/cm-agent/service/common/killparent.sh as CSD_JAVA_Ori>
Using /var/run/cloudera-scm-agent/process/119-knox-KNOX_GATEWAY-SaveAliasCommand as conf dir
Using scripts/saveAliasCommand.sh as process script
CONF_DIR=/var/run/cloudera-scm-agent/process/119-knox-KNOX_GATEWAY-SaveAliasCommand
CMF_CONF_DIR=

Creating alias knoxLdapSystemPassword for topology cdp-proxy-api...

knoxLdapSystemPassword has been successfully created.

Creating alias knoxLdapSystemPassword for topology admin. ..

knoxLdapSystemPassword has been successfully created.

Creating alias knoxLdapSystemPassword for topology metadata...

knoxLdapSystemPassword has been successfully created.

Close

An example of how to add the kerberos-auth configuration provider from Cloudera Manager.

1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced  Co
nfiguration Snippet (Safety Valve) for  conf/cdp-resources.xml:

« name = providerConfigs.kerberos-auth
e vaue=

rol e=aut henti cati on#

aut henti cati on. name=HadoopAut h#

aut henti cati on. param sessi onTi neout =30#

aut henti cati on. param confi g. prefi x=hadoop. aut h. confi g#

aut henti cati on. param hadoop. aut h. confi g. t ype=ker ber os#

aut henti cati on. param hadoop. aut h. confi g. si gnat ur e. secr et =${ ALI AS=AUTH
_CONFI G_SI GNATURE_SECRET}

aut henti cati on. param hadoop. aut h. confi g. t oken. val i di t y=1800#

aut henti cati on. param hadoop. aut h. confi g. cooki e. pat h=/ #

aut henti cati on. param hadoop. aut h. confi g. si npl e. anonynous. al | owed=f al se#
aut henti cati on. param hadoop. aut h. confi g. ker ber os. pri nci pal =AUTH_CONFI G
_KERBEROS_PRI NCI PAL#

aut henti cati on. param hadoop. aut h. confi g. ker ber os. keyt ab=AUTH_CONFI G_KER
BERCS KEYTAB#
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w

aut henti cati on. param hadoop. aut h. confi g. ker ber os. nane. r ul es=DEFAULT

Note: Note: Paste the value = code as asingle line, for e.g. role=authenticati on#authentication.name=
HadoopA uth#authenti cati on.param.sessionTimeout=30[ ...] #authenti cati on.param.hadoop.auth.config.h
adoop.proxyuser.impala.groups=*

8
o KNOX-1 Actians » E} Jan'5, 12:52 AM PST
Status  Instances  Configuration =~ Commands  Charts Library ~ Audits ~WebUl v  Quick Links ~
Q cdp-resources.xml @ Filters  Role Groups History and Rollback
Filters Show All Descriptions
Knox Simplified Topology Management - Knox Gateway Default Group ®
Monitoring Interval
SCOPE 9 10 H second(s) v
gateway.cloudera.manager.descriptors.monitor.interval
KNOX-1 (Service-Wide) 0
Gateway 0
Knox Gateway Advanced Configuration Snippet Knox Gateway Default Group 'O Undo ®@
Knox Gateway 2 (Safety Valve) for conf/cdp-resources.xml
Knox IDBroker 0 ’ iewaspME
Name ‘ providerConfigs:kerberos-auth ‘ =]

CATEGORY

Advanced

Logs

Main

Monitoring
Performance

Ports and Addresses
Resource Management
Security

Stacks Collection

Value ‘ role=authentication#authentication.name=HadoopAuth#authentication.param.ses ‘

Description ‘ Kerberos authentication provider ‘

O Final

coocooo-o-

Where:

e AUTH_CONFIG_KERBEROS PRINCIPAL isthe actual SPNEGO principal generated for the given host
(see Administration -> Security -> Kerberos Principals/ HTTP).

* AUTH_CONFIG_KERBEROS KEYTAB isthe Cloudera Manager-generated keytab file of the current Knox
process. It islocated in Cloudera Manager’s CONF_DIR which can be found on the Processes tab of the Knox
Gateway instance.

« ALIASSAUTH_CONFIG_SIGNATURE_SECRET must not be stored as a plain text password, so use Knox's
alias service. This means that whatever topology will reference that shared provider configuration, the AUTH
_CONFIG_SIGNATURE_SECRET must be created for it (see “ Saving aliases’ for details.

Save your changes.
Refresh the cluster.
Vadlidate:

$ curl -ku knoxui: knoxui https://johndoe-1. abc. cl oudera. com 8443/ gat eway/
adm n/ api / v1/ provi der confi g/ ker ber os-aut h

"providers" : [ {

“role" : "authentication",

"name" : "HadoopAut h"

"enabl ed" : true,

"paranms" : {
"config.prefix" : "hadoop. aut h. config",
"hadoop. aut h. confi g. cooki e. path” : "/",
"hadoop. aut h. confi g. hadoop. pr oxyuser. hi ve. groups” : "*",
"hadoop. aut h. confi g. hadoop. proxyuser. hi ve. hosts" : "*",
"hadoop. aut h. confi g. hadoop. proxyuser. htt pfs. groups" : "*",
"hadoop. aut h. confi g. hadoop. proxyuser. htt pfs. hosts" : "*",
"hadoop. aut h. confi g. hadoop. pr oxyuser. hue. groups" : "*",
"hadoop. aut h. confi g. hadoop. pr oxyuser. hue. hosts" : "*",
"hadoop. aut h. confi g. hadoop. proxyuser. i npal a. groups” : "*",
"hadoop. aut h. confi g. hadoop. proxyuser. i npal a. hosts" : "*",
"hadoop. aut h. confi g. hadoop. proxyuser.|ivy. groups" : "*",
"hadoop. aut h. confi g. hadoop. proxyuser.livy. hosts" : "*"|
"hadoop. aut h. confi g. hadoop. pr oxyuser. oozi e. gr oups" : "*",
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"hadoop. aut h. confi g. hadoop. pr oxyuser. oozi e. hosts" : "*"|
"hadoop. aut h. confi g. ker beros. keytab" : "/var/run/cl oudera-scm agent/
process/ 163- knox- | DBROKER/ knox. keyt ab",
"hadoop. aut h. confi g. ker beros. nanme. rul es" : " DEFAULT",
"hadoop. aut h. confi g. kerberos. princi pal" : "HITP/ sanpl eHost @GABC. CLOUD
ERA. COM',
"hadoop. aut h. confi g. si gnature. secret” : "${ALI ASSAUTH CONFI G_SI GNATU
RE_SECRET}",
"hadoop. aut h. confi g. si npl e. anonynous. al | oned" : "fal se",
"hadoop. aut h. confi g.token.validity" : "1800",
"hadoop. aut h. confi g.type" : "kerberos",
"sessionTi meout" : "30"
}
L
"readOnly" : true
}

Client configuration KNOX-1(1) = Show
Filters Clear Al No files deployed.
FILE File: conf/cdp-resources.xml KNOX-1(1) = Show
... ... @@ -17,6 +17,10 @@
Client configuration 1 17 17 <property>
File: conf/cdp-resources.xml 1 18 18 <name>providerConfigs:admin, metadata, pam</name>
File: hadoop-conf/core-site.xml 1 19019 <value>role=authentication#authentication.name=ShiroProvider#authentication.param.sessionTimeout=30#authentication.param.main.pamRealm=or
File: hbase-conf/core-site.xml 0 20| 28|  </property>
) f | 0 21 + <property>
File: hive-conf/core-site.xm! 22 + <name>providerConfigs :kerberos-auth</name>
File: knox-conf/knox-idbroker... 1 23 + <value>role=authentication#authentication.name=HadoopAuth#authentication.param.sessionTimeout=3@#authentication.param.config.prefix=hadoc
File: yarn-conf/core-sitexml 0 24 + </property>
21 25 </configuration>
22 26

Saving aliases

Y ou can enable or disable known or custom services in Knox proxy via Cloudera Manager.
There are two kinds of servicesin cdp-proxy:

« Known: officially-supported Knox services. Cloudera Manager provides and manages all the required service
definition files.

e Custom: unofficial, tech preview, or community feature Knox services. Y ou must supply the service definition
files (servicexml and rewrite.xml) exist in the KNOX_DATA_DIR/services folder. These are not recommended
for production environments, and not supported by Cloudera.
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f Important:

These topologies will be deployed by Cloudera Manager only if Knox’s service auto-discovery featureis
turned on using the Enable/Disable Service Auto-Discovery checkbox on Cloudera Manager Ul:

Q I KNOX-1 Actions ~ Feb 17, 3:05 AM PST
Status  Instances  Configuration ~Commands  ChartsLibrary ~ Audits  Knox Gateway Ul Z'  Quick Links ~
Q auto_discovery_enabled @Filters  Role Groups History and Rollback
Filters Show All Descriptions
Enable/Disable Service Auto-Discovery Knox Gateway Default Group @
SCOPE gateway.auto discovery.enabled
KNOX-1 (Service-Wide) 0
Gatey 0
Knox Gateway 1 Per Page| 25 4 1-25 of 209
Knox IDBroker 0

For acomprehensive list of known services that can be enabled, see “Knox Supported Services Matrix”.

Knox Supported Services Matrix

How to enable auto-discovery for a known service in Knox proxy via Cloudera Manager.

“Known” services are officially-supported Knox services (like Apache Atlas, Ranger, Salr, etc.) Cloudera Manager
provides and manages all the required service definition files.

For the purposes of this example, we add ATLAS and ATLAS Ul to cdp-proxy. Y ou can add more services, for a
comprehensive list of knoxn services that can be enabled, see “Knox Supported Services Matrix”.

Note: If you use aKnox gateway to access cluster services, you must add the following properties to the
Knox configuration:

¢ ranger.plugin.hive.use.x-forwarded-for.ipaddress=<true> (if you want to use the actual client IP address)
e ranger.plugin.hive.trusted.proxy.ipaddress=<knox.| P.address>

1. From ClouderaManager Knox Configuration , check the Gateway Auto Discovery (cdp-proxy) - $Component
boxes.

In this example, we enable:

e (gateway auto discovery cdp_proxy enabled atlas
e (gateway_ auto discovery cdp_proxy_enabled atlas ui

@ K KNOX-1  scioms~ LY Feb 17, 6:16 AMPST

Status Instances Configuration Commands Charts Library Audits Knox Gateway Ul (& Quick Links ~

Q aute_discovery_cdp_proxy_enabled_atlas] & Filters  Role Groups History and Rollback
Filters Show All Descriptions

Enable Auto Discovery (cdp-proxy) - Atlas API Knox Gateway Default Group @

SCOPE gateway.auto.discovery.cdp-proxy.enabled atlas-api

KNOX-1 (Service-Wide) 0 .

at o e o Enable Auto Discovery (cdp-proxy) - Atlas Web Ul Knox Gateway Default Group * ®@

Gateway

Knox Gatewa 5 gateway.auto.discovery.cdp-proxy.enabled.atlas

Knox IDBroker 0

CATEGORY

PerPage| 254 1-250f 209
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Save your changes.
The ‘Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process finishes.

Stale Configurations

e: conf/auto-discovery-advanced-configuration-cdp-proxy.properties

. KNOX-1(1) | Show
Clear All
Filters . ... 6@ -1,6 41,6 @@
1 -gateway.auto.discovery.cdp-proxy.enabled.atlas=false
EILE 2 -gateway.auto.discovery.cdp-proxy.enabled.atlas-api=false
1 +gateway.auto.discovery.cdp-proxy.enabled.atlas=true
File: conf/auto-discoveryay 1 2 +gateway.auto.discovery.cdp-proxy.enabled.atlas-api=true
lez conl/auto-discovery-acy 3 3 gateway.auto.discovery.cdp-proxy.enabled. cm-api=false
4 4 gateway.auto.discovery.cdp-proxy.enabled.cm-ui=false
SERVICE lear 5 5 gateway.auto.discovery.cdp-proxy.enabled.hbaseui=false
6 6 gateway.auto.discovery.cdp-proxy.enabled.hdfsui=false
K KNOX-1 1
ROLE TYPE

Knox Gateway

Validate that ATLAS in cdp-proxy was added by going to the following URL: http
s//ISKNOX_GATEWAY_HOST:$PORT/$GATEWAY _PATH/admin/api/v1/topol ogies/cdp-proxy.

< C A Not Secure .cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

: Apps @ HWX-Okta ) Cloudera-Okta [ AMBARI-DEV [E3 KNOX-DEV [E3 Docs [E3 LearningMaterial E3 Misc

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <topology>
v<uri>
https://
</uri>
<name>cdp-proxy</name>
<timestamp>1581949152000</timestamp>
<generated>true</generated>
v <gateway>
» <provider>..
» <provider>..
» <provider>..
» <provider>..
</gateway>
v<service>
<role>ATLAS</role>
<url>http://
</service>
v<service>
<role>ATLAS-API</role>
<url>http://
</service>
</topology>

sloudera.com:8443/gateway/cdp-proxy

.</provider>
.</provider>
.</provider>
.</provider>

r.cloudera.com:31000</url>

cloudera.com:31000</url>

Add custom service parameter to descriptor
Knox Supported Services Matrix

How to remove auto-discovery for a known service in Knox proxy via Cloudera Manager.

“Known” services are officially-supported Knox services (like Apache Atlas, Ranger, Salr, etc.) Cloudera Manager
provides and manages all the required service definition files.

In this example, we are going to remove the previously added ATLAS and ATLAS-UI services from cdp-proxy. We
disable the gateway auto_discovery cdp proxy_enabled_atlas and gateway auto discovery cdp_proxy_enabled atl
as _ui checkboxes on Knox’s Configuration page in CM, save the changes and refresh the cluster.
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1. From ClouderaManager Knox Configuration , uncheck the Gateway Auto Discovery (cdp-proxy) - $Component
boxes.

In this example, we disable:

e (gateway auto discovery cdp_proxy_enabled atlas
e (gateway_auto_discovery cdp_proxy_enabled atlas ui

o 1 KNOX-1 Actions ~ e Feb 17,7:01 AMPST

Status  Instances  Configuration ~ Commands  Charts Library  Audits ~ Knox Gateway UI(Z'  Quick Links v

Q gateway_auto_discovery_cdp_proxy_enabled_atlas @Filters RoleGroups  History and Rollback

Filters Showr All Descripticns
Enable Auto Discovery (cdp-proxy) - Atlas API Knox Gateway Default Group @

SCOPE gateway.auto.d cdp-proxy.enabled.atlas-api
KNOX-1 (Service-Wide) 0 -
“ f’ (Service-Wide) ; Enable Auto Discovery (cdp-proxy) - Atlas Web Ul ] Knox Gateway Default Group @
Gateway (
Knox Gateway N gateway.auto discovery.cdp-proxy.enabled.atlas
Knox IDBroker 0

2. Saveyour changes.
3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process finishes.

Stale Configurations

File: conf/auto-discovery-advanced-configuration-cdp-proxy.properties KNOX-1(1) | Show
Filters Clear Al .88 1,6 +1,6 €@
1 -gateway .auto. discovery. cdp-proxy.enabled. atlas=true
2 -gateway.auto. discovery.odp-proxy. enabled. atlas-api=true
FILE +gateway.auto.discovery.cdp-proxy.enabled.atlas=false
+gateway .auto. discovery.cdp-proxy.enabled.atlas-api=false
gateway .auto. discovery. cdp-proxy.enabled.cn-api=false
gateway .auto. discovery. cdp-proxy.enabled.om-ui=false
gateway .auto.discavery . cdp-proxy.enabled . hbaseui=false
gateway .auto.discovery. cdp-proxy.enabled. hdfsui=false

File: conf/auto-discovery-adv... 1

- SERVICE Clea

o ms @

oo w

K KNOX-1 1

4. Validate that custom service got removed by going to the following URL: http
S///SKNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

& C A Not Secure .cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

it Apps © HWX-Okta @ Cloudera-Okta [5 AMBARI-DEV (5 KNOX-DEV (5 Docs [5 LearningMaterial E5 Misc

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<topology>
v<uri>
https:// .cloudera.com:8443/gateway/cdp-proxy
</uri>
<name>cdp-proxy</name>
<timestamp>1581951799000</timestamp>
<generated>true</generated>
v<gateway>
p <provider>...</provider>
p <provider>...</provider>
» <provider>...</provider>
» <provider>...</provider>
</gateway>
</topology>

How to add a custom service to an existing descriptor in Knox proxy using Cloudera Manager.
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“Custom” services are unofficial, tech preview, or community feature Knox services. Y ou must supply the service
definition files (service.xml and rewrite.xml) which exist in the KNOX_DATA_DIR/services folder. These are not
recommended for production environments, and not supported by Cloudera.

In this example, a custom service (MY_SERVICE) in cdp-proxy is added with the following attributes:

* Version: the service' sversion, for example, 1.0.0.
* URL: the service URL, for example, https://sampleHost:1234.
e Service parameter: a sample service parameter, for example, myValue.

Important: Adding a custom service only works if you provide the service definition files (servicexml and
& rewritexml) in the KNOX_DATA_DIR/servicesfolder.

To achieve the goals you need to add three new entries with the above-listed parameters in Knox Simplified Topology
Management - cdp-proxy. Then you save the changes, refresh the cluster and check if the newly added custom service
isavailable in cdp-proxy.

1. From Cloudera Manager Knox Configuration , add the three new entries with the above-listed parameters.

MY_SERVI CE: versi on=1.0.0
MY_SERVI CE: ur | =htt ps: // sanpl eHost : 1234
MY_SERVI CE: cust onfSer vi cePar anet er =nyVal ue

Q I KNOX-1 Actions + e Oct 19, 1:00 AM PDT

Status Instances Configuration ~ Commands  Charts Library  Audits Knox Gateway Home (Z'  Quick Links +

Q Knox descriptor block @Filters  Role Groups  History and Rollback
Filters Show All Descriptions
Knox Simplified Topology Management - cdp- Knox Gateway Default Group * @
rox 1
SCOPE proxy ‘ providerConfigRef=sso =]
cdp-proxy
KNOX-1 (Service-Wide) 0
Gateway 0 ‘ MY_SERVICE:version=1.0.0 S]E3)
Kn eway 2 -
Knex IDBreker Q ‘ MY_SERVICE:url=https://sampleHost:1234 =]
CATEGORY ‘ MY_SERVICE:customServiceParameter=myValue S]E3)
Advanced ]
Logs 0
M . Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
A N proxy-api
M 9 0 ‘ providerConfigRef=pam o®
performance 0 cdp-proxy-api
Ports and Addresses
Resource Management 0
Security 0
Stacks Collection 0 PerPage| 25 v‘ 1-2501220

2. Saveyour changes.
3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process completes.

Stale Configurations

File: conf/cdp-resources.xml KNOX-1(1) | Show
Filters Clear Al 06 -3,9 +3,9 @@
3 <i--hutogenerated by Cloudera Manager-->
4 <configurations
5 <property>
<name>cdp-proxy< /namex
<value=providerconfigRef=sso</value>
<value>providerConfigRef=sso#MY_SERVICE :version=1.8.0#MY_SERVICE :url=https://sampleHost:1234#MY_SERVICE :customServiceParameter=myValue</value>

FILE

Client Configs Metadata

Client configuration
Environment

</property=>

<property>
<name>cdp-proxy-api</name>
<value>providerConfigRef=pam</value>

File: cloudera-monitor proper... 0

S oma

1

System Resources
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4. Vadlidatethat MY_SERVICE in cdp-proxy was added by navigating to the following URL : http
s:///SKNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

How to add a custom descriptor to Apache Knox using Cloudera Manager.

In this example, you add a custom descriptor (MY_SERVICE) in custom-topology with the following attributes:

» ProviderConfigRef: a string representing a reference of an existing share-provider. Y ou must use the pre-
configured pam provider.

e Version: the service' s version, for example, 1.0.0.

¢ URL: the service URL, for example, https.//sasmpleHost:1234.

» Service parameter: a sample service parameter, for example, myValue.

1. From ClouderaManager Knox Configuration , add a new entry in Knox Gateway Advanced Configuration
Snippet (Safety Valve) for conf/cdp-resources.xml as follows:

Nanme = customtopology //This name is custonisable and is used to create a
topol ogy file.

Val ue =provi der Conf i gRef =pan#

MY_SERVI CE: ver si on=1. 0. O#

MY_SERVI CE: ur | =htt ps: // sanpl eHost : 1234#

MY_SERVI CE: myCust onfSer vi cePar anet er =nyVal ue

Description = This is a custom descriptor with one service called MY_SERVI

CE

2. Saveyour changes.
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3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process completes.

Stale Configurations

File: conf/cdp-resources.xml KNOX-1(1) = show

Filters Clear Al 00 -3,9 +3,9 @0
3 <!--Autogenerated by Cloudera Manager--»
4 <configurations
FILE 5 <property>
. 6 <name>cdp-proxy< /name>
Client Configs Metadata 0 £ <valuesproviderConfigRef=sso</value>
Client configuration 0 7+ <value>providerConfigRef=sso#MY_SERVICE :version=1.8.@#MY_SERVICE :url=https://sampleHost:1234#MY_SERVICE :customServiceParameter=myValue</value>
Environment 0 8 <fproperty>
File: cloudera-monitor,proper... 0 9 <property>
File: ol tackmonit o 18 <name>cdp-proxy-api</name>
Ile: cloudera-stack-monitor.... 0 11 <valuesproviderConfigRef=pam</value>
File: conf/cdp-resourcesxml 1
File: log4j2.properties 0
File: solr-conf/solr-env.sh 0
File: z00.cfg 0
System Resources 0
o I KNOX-1 Actions ~ e Oct 19, 1:00 AM PDT

Status Instances Configuration

Commands  Charts Library  Audits Knox Gateway Home (Z'  Quick Links +

Q Knox descriptor block

@ Filters  Role Groups History and Rollback

Filters

SCOPE

KNOX-1 (Service-Wide)
Gateway

Knox Gateway

Knox IDBreker

CATEGORY

Advanced

Logs

Main

Monitoring
Performance

Ports and Addresses
Resource Management
Security

Stacks Collection

oNno o

s oo N oo

o oo

Show All Descriptions

Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
rox |
proxy ‘ providerConfigRef=sso S]E)
cdp-proxy J
| MY_SERVICE version=10.0 =)
l MY_SERVICE:url=https://sampleHost:1234 =]
i MY_SERVICE:customServiceParameter=myValue S
Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
roxy-api
proxy-ap ‘ providerConfigRef=pam =]

cdp-proxy-api

Per Page

25 v 1-2501220
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4. Validate that the operation was successful by navigating to the following URL: http
S/ISKNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

& C A Not Secure | cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<topology>
<uri>https://s cloudera.com: 8443/gateway/cdp-proxy</uri>
<name>cdp-proxy</name>
<timestamp>1603094727000</timestamp>
<generated>true</generated>
» <gateway>
</gateway>
» <service>
</service>
» <service>
</service>
» <service>
</service>
» <service>

</service>
p <service>
</service>
» <service>
</service>
v<service>
<role>MY SERVICE</role>
<version>1.0.0</version>
v <param>
<name>customServiceParameter</name>
<value>myValue</value>
</param>
<url>https://sampleHost:1234</url>
</service>
» <service>

</service>
p <service>

</service>
» <service>

</service>
</topology>

Managing Service Parameters for Apache Knox via
Cloudera Manager

Y ou can add, modify, or remove custom service parameters in Knox proxy via Cloudera Manager.

Add custom service parameter to descriptor

How to add a custom service parameter to a descriptor using Cloudera Manager..
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The descriptor you wish to add a custom service parameter to must be enabled. See “ Add a known service to cdp-
proxy”.

In this example, you are adding a custom service parameter with a custom value (myCustomServiceParameter=myVa
lue) to ATLAS in cdp-proxy.

Note: If you use a Knox gateway to access cluster services, you must add the following properties to the
Knox configuration:

¢ ranger.plugin.hive.use.x-forwarded-for.ipaddress=<true> (if you want to use the actual client |P address)
e ranger.plugin.hive.trusted.proxy.ipaddress=<knox.| P.address>

1. From Cloudera Manager Knox Configuration , add anew linein the Knox Sim
plified Topology =~ Management - cdp-proxy panel in the following format:
$SERVICE_NAME[:$PARAMETER_NAME=$PARAMETER VALUE].
ATLAS:myCustomServiceParameter=myValue

The url and version parameter names are preserved keywords to set the given service's URL and version. Valid
declarations:

ATLAS: url =http://1 ocal host: 123
ATLAS: version: 3.0.0
ATLAS: t est . par anet er. nane=t est . par anet er . val ue

Q L KNOX-1 Actions ~ S 0Oct 19, 12:30 AM PDT

Status Instances Configuration Commands Charts Library  Audits Knox Gateway Home (' Quick Links ~

Q, Knox descriptor block @ Filters  Role Groups History and Rellback
Filters Shew All Descriptions
Knox Simplified Topology Management - cdp- Knox Gateway Default Group +y @
prox
SCOPE ) v providerConfigRef=sso I (=]e]
cdp-proxy

KNOX-1 (Service-Wide)

Gateway 0 ATLAS:myCustomServiceParameter=myValue I BE

Knox Gateway 2

Knox IDBroker 0

Knox Simplified Topology Management - cdp- Knox Gateway Default Group @

CATEGORY p:OKy o providerConfigRef=pam I B

Advanced odp-proxy-ap

Logs 0

Main 2

Monitoring 0

PerPage| 25 v -250f220

Performance

2. Saveyour changes.
3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process completes.

Stale Configurations

File: conf/cdp-resources.xml KNOX-1(1) | Show
. Clear Al
Filters Clear Al . ... ee -3,9 +3,9 ee
3 3 <l--Autogenerated by Cloudera Manager-->
4 4 <configuration>
FILE 5 5 <property>
ettt s 6 6 <name>cdp-proxy</name>
File: conffedp-resources.xml 1 7 <value>providerConfigRef=sso</value>
7 +  <valuesproviderConfigRef=sso#ATLAS :myCustonServiceParaneter=myvalue</value>
SERVICE Clear 8 8 </property>
9 9 <property>
18 18 <name>cdp-proxy-api</nane>
1
el 1 <valuesproviderConfigRef=pam</value
ROLE TYPE
Knox Gateway 1
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Manager

4. Vadlidatethat ATLASin cdp-proxy got updated with the new service parameter by navigating to the following
URL: https://$KNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

& c A Not Secure cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<topology>
<uri>https:// ».cloudera.com: 8443/gateway/cdp-proxy</uri>
<name>cdp-proxy</name>
<timestamp>1603092694000</timestamp>
<generated>true</generated>
» <gateway>

</gateway>
v<service>
<role>ATLAS</role>
V<param>
<name>myCustomServiceParameter</name>
<value>myValue</value>
</param>
</service>
» <service>

</service>
p <service>
</service>
p <service>
</service>
» <service>
</service>
» <service>
</service>
</topology>

How to edit a custom service parameter in a Knox descriptor using Cloudera Manager.

In this sample, you are going to update a previously entered service parameter - myCustomServiceParameter=my

Vaueto myNewValue- for ATLAS in cdp-proxy. Y ou change that entry, save the changes, and refresh the cluster.
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1. From Cloudera Manager Knox Configuration , change the service parameter in the Knox Simplified  Topology
Management - cdp-proxy panel.
Change ATLAS:myCustomServiceParameter=myV aue to Atlas:myCustomServiceParameter=myNewV alue

@ K KNOX-1  etons- 3 Oct 19, 12:37 AM POT

Status  Instances  Configuration ~Commands  Charts Library  Audits  Knox Gateway Home (' Quick Links v

Q_Knox descriptor block @ Filters  Role Groups History and Rollback
Filters Show All Descriptions
Knox Simplified Topology Management - cdp- Knox Gateway Default Group * @
. rox
SCOPE prowy providerConfigRef=sso o®
cdp-proxy
KNOX-1 (Service-Wide) 0 X
Gateway 0 ATLAS:myCustomServiceParameter=myNewValue =
Knox Gateway 2
Knox IDBroker 0
Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
roxy-api .
CATEGORY el providerConfigRef=pam S]e3)
cdp-proxy-api J
Advanced 0
Logs 0
Main 2
Monitoring 0
Perfarmance 0 Perpage| 25 v| 12501720

2. Saveyour changes.
3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process completes.

Stale Configurations
File: conf/cdp-resources.xml KNOX-1(1)  Show
Filters Clear Al ee -3,9 +3,9 @@
3 3 <!--Autogenerated by Cloudera Manager--»
FILE 4 4 <configuration>
5 <property>
File: conf/cdp-resources.xml 1 6 6 <name>cdp-proxy</name>
e cont/edp-resources 7 - svalueproviderConfigRef=sso#ATLAS :myCustomServiceParaneter=nyValues/value>
7 I+ evaluesproviderConfigRef=sso#ATLAS :nyCustomServiceParameter=myNewYalues/value>
SERVICE Clear 8 8 </propertys
9 9 <property>
K KNOX-T 1 18 10 <name>cdp-proxy-api</names
. 1 <value>providerConfigRef=pan</value>
ROLE TYPE
Knox Gateway 1
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4. Validate that custom service parameter got updated with the changes by navigating to the following URL : http
s:///SKNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

< cC A Not Secure cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <topology>
<uri>https:// .cloudera.com:8443/gateway/cdp-proxy</uri>
<name>cdp-proxy</name>
<timestamp>1603093115000</timestamp>
<generated>true</generated>
» <gateway>

</gateway>
v<service>
<role>ATLAS</role>
v <param>
<name>myCustomServiceParameter</name>
<value>myNewValue</value>
</param>
</service>
p <service>

</service>
» <service>
</service>
» <service>
</service>
p <service>
</service>
» <service>
</service>
</topology>

How to remove a custom service parameter from a descriptor using Cloudera Manager.

In this sample, you are going to remove a previously entered service parameter - myCustomServiceParameter=my
NewValue - from ATLAS in cdp-proxy. You remove that entry, save the changes, and refresh the cluster.
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1. From Cloudera Manager Knox Configuration , remove the service parameter in the Knox Simplified  Topo
logy Management - cdp-proxy panel.
Click the minus (-) sign next to ATLAS:myCustomServiceParameter=myNewV a ue.

©

Status  Instances  Configuration ~Commands  Charts Library  Audits  Knox Gateway Home (' Quick Links v

KNOX-1 Actions - e Oct 19, 12:37 AM PDT

Q Knox descriptor block @ Filters  RoleGroups  History and Rollback
Filters Show All Descriptions
Knox Simplified Topology Management - cdp- Knox Gateway Default Group * @
. rox
SCOPE prowy providerConfigRef=sso o®
cdp-proxy
KNOX-1 (Service-Wide) 0 \
Gateway 0 ATLAS:myCustomServiceParameter=myNewValue
Knox Gateway 2
Knox IDBroker 0
Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
roxy-api |
CATEGORY el providerConfigRef=pam S]e3)
cdp-proxy-api
Advanced 0
Logs 0
Main 2
Monitoring 0 -
Perfarmance 0 e [ 2 "‘ ToEolz0

o L KNOX-1 Actions = C Oct 19, 12:40 AM PDT

Status  Instances  Configuration  Commands  Charts Library  Audits  Knox Gateway Home 2 Quick Links ~

Q_ Knox descriptor block @ Filters  Role Groups History and Rollback
Filters Show All Descriptions
Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
v §COPE ‘ providerConfigRef=sso ‘ S]]
KNOX-1 (Service-Wide) 0
Gateway 0
Knox Gateway P Knox Simplified Topology Management - cdp- Knox Gateway Default Group @
C ] roxy-api
Knox IDBroker 0 DJ v-ap ‘ providerConfigRef=pam ‘ om
cdp-proxy-api
CATEGORY
Advanced 0
Logs 0 PerPage| 25 v 1-250f220
Main 2

2. Saveyour changes.
3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process completes.

Stale Configurations

File: conf/cdp-resources.xml KNOX-1(1) = show
5 Clear A
Filters Al ... 8 -3,9 43,9 ¢
3 3 <l--Autogenerated by Cloudera Manager--»
4 4 <configuration>
FILE pll I N
5 5 <propertys
e confedom ol 1 6 6 <name>cdp-proxy</name>
le: coni/cdp-resources.xm 7 - <valuesproviderConfigRef=sso#ATLAS :myCustonServiceParameter=myNewValue</values
7 +  <valuesproviderConfigRef=sso</value>
SERVICE Clear & 8 </property>
9 9 <property>
. 18 18 <name>cdp-proxy-api</namex
" , 1 p-proxy Z
K kNOX-1 11 11 <value>providerConfigRef=pams/value>
ROLE TYPE
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4. Validate that custom service parameter got removed with the changes by navigating to the following URL: http
s:///SKNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

& C A Not Secure | .gce.cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

= Apps @ HWX-Okta  Cloudera - Okta AMBARI-DEV KNOX-DEV Docs LearningMaterial Misc

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<topology>
v<uri>
https:// .cloudera.com:8443/gateway/cdp-proxy
</uri>
<name>cdp-proxy</name>
<timestamp>1581950909000</timestamp>
<generated>true</generated>
» <gateway>...</gateway>
v<service>
<role>ATLAS</role>
<url>http://: .cloudera.com:31000</url>
</service>
v<service>
<role>ATLAS-API</role>
<url>http:// .cloudera.com:31000</url>
</service>
</topology>
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