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Before you begin installing CEM

To start using Cloudera Edge Management (CEM), you need to install it. Learn how to obtain the CEM software bits,
install Edge Flow Manager (EFM), install MiNiFi agents, and configure security. Also learn the system requirements
to do so.

System requirements for EFM and NiFi Registry

Before you begin your installation of Cloudera Edge Management (CEM) software, carefully review the system
requirements for Edge Flow Manager (EFM) and NiFi Registry to understand operating system, database, browser,
and JDK support.

Operating system support

RHEL/CentOS 70,71,72,73,74,75,76,7.7,7.8,7.9
Debian 9
Ubuntu 16.04, 18.04

JDK support

JDK Version
OpenJDK JDK8, JDK11
Oracle JDK JDK8, JDK 11

Note:
E When using Java 11, you must remove the UseParNewGC option from the efm.conf file.

Supported databases

PostgreSQL 9.X (x >= 6), 10.x, 11.x, 12.x
MySQL 5.6,5.7

Browser support

Chrome >=76.0 (latest version 80.0 at time of release)
Firefox >=68.0 (latest version 72.0 at time of release)

Other support

Package Version

Stunnel 5.X
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System requirements for MiNiFi Java

Before you begin your installation of Cloudera Edge Management (CEM) software, carefully review the system
requirements for MiNiFi Javato understand operating system and JDK support.

Operating system support

RHEL/CentOS 7.X, 8X

Debian 9

Ubuntu 16.04, 18.04

Windows 8, 10, Server 2012, Server 2012 R2, Server 2016, Server 2019

JDK support

JDK Version
OpendDK JDK8
Oracle JDK JDK8

System requirements for MiNiFi C++

Before you begin your installation of Cloudera Edge Management (CEM) software, carefully review the system

requirements for MiNiFi C++.

Operating system support (releases before CEM MiNiFi C++ Agent 1.21.06)

RHEL/CentOS 7.X, 8X

Debian 9

Ubuntu 16.04, 18.04

Windows 8, 10, Server 2012, Server 2012 R2, Server 2016, Server 2019

Operating system support (CEM MiNiFi C++ Agent 1.21.06 and above releases)

RHEL/CentOS 7X,8X

Debian 10

Ubuntu 18.04, 20.04

Windows 8, 10, Server 2012, Server 2012 R2, Server 2016, Server 2019

Install Java for CEM

Y ou should install Java on the machine where you will install the EFM Server and NiFi Registry, and on each

machine where you will install aMiNiFi Java agent.

Procedure

1. Download JDK from the appropriate website.
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2. Runtheinstallation command appropriate for your operating system:
For RHEL/CentOS:

yuminstall java-1.8.0-openjdk
For Debian and Ubuntu:

apt-get install openjdk-8-jre

OpenJDK Download
Oracle JDK Download

Learn how to obtain the Cloudera Edge Management (CEM) software bits to download the CEM software. Y ou
download the Edge Flow Manager (EFM) server component and MiNiFi Java agent or MiNiFi C++ agent.

Y ou must first register for a Cloudera account if you have not already done so.

Perform the following steps to obtain the software bits:

Go to https://www.cloudera.com/downl oads.html.

Navigate to Cloudera DataFl ow.

On the Cloudera DataFlow downloads page, select Download CEM under Edge Management.
When prompted, log in with your Cloudera account.

Specify whether you want to download the Source or Binary files, and then download:

o w e

e EFM to download the EFM Server component. This also includes the NiFi Registry server component.

« Either MiNiFi Javaor MiNiFi C++ to download the MiNiFi agent appropriate for your operational objectives.
6. When downloading binary components, you have a choice of what package type to download. The platform-

independent .tar.gz tarball packages are recommended, and that will be the package type used in the installation

instructions in this guide.

Learn how to install the Edge Flow Manager (EFM) server. Y ou need to install database, install NiFi Registry, and
then install and configure EFM server.

Learn how to install a database and configure it with your Cloudera Edge Management (CEM) software to manage,
control, and monitor dataflows.

The EFM Server requrires arelational database. An H2 database is bundled with EFM that is used by default.
Whilethisisfine for development and test environments, for production environments, an external databaseis
recommended.
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For an external database, you can use either MySQL or PostgreSQL . These topics describe how to install and prepare
MySQL and PostgreSQL.

E Note:
Y ou should install either PostgreSQL or MySQL ; both are not necessary.

System requirements

Learn how to install and configure MySQL for Cloudera Edge Management (CEM).

For supported database versions, see System Reguirements.

If you are using PostgreSQL instead of MySQL, you may skip these steps. See the instructions for PostgreSQL in the
next section.

1. Log into the machine on which you want to install MySQL to use for the EFM Server.
2. Install MySQL and the MySQL community server, and start the MySQL service. For install instructions, check
https://dev.mysgl.com/doc/refman/5.7/en/installing.html.

3. Obtain the randomly generated MySQL root password.

grep 'A tenporary password is generated for root@ocal host' \
/var/log/nysqgld.log |[tail -1

4. Reset the MySQL root password. Enter the following command. Y ou are prompted for the password you obtained
in the previous step. MySQL then asks you to change the password.

[ usr/bin/mysqgl _secure_installation
5. Download the MySQL JDBC Connector and place it in the EFM lib directory: /path/to/efm-1.2.0/lib/.
Download the MySQL database driver from https://dev.mysgl.com/downl oads/connector/j/.

It is recommended to select the Platform Independent offering, download one of the archives, extract, and then
copy the connector JAR to thelib directory.

1. Launchthe MySQL shell:
mysgl -u root -p
2. Create the database for the EFM service to use:

CREATE DATABASE ef m
3. Create the efm user account, replacing the final IDENTIFIED BY string with your password:

CREATE USER 'ef M @ % | DENTI FI ED BY ' ef nPassword' ;

4. Assign privileges to the efm account:

GRANT ALL PRIVILEGES ON efm* TO 'efm @ % ;

5. Commit the operation:;

FLUSH PRI VI LEGES;
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1. Configure the database propertiesin the efm.propertiesfile:

ef m db. url =jdbc: mysql : / /1 ocal host: 3306/ ef m
ef m db. dri ver d ass=com nysql . cj.jdbc. Dri ver
ef m db. user nanme=ef m

ef m db. passwor d=ef nPasswor d

The URL should match the host and port of the machine running MySQL . The password should match the value
that you set using the following command:

CREATE USER 'ef M @ % | DENTI FI ED BY ' ef nPassword' ;

Learn how to install and configure PostgreSQL for Cloudera Edge Management (CEM).

For supported database versions, see System Requirements.

If you are using MySQL instead of PostgreSQL, you may skip these steps. See the instructions for MySQL in the
previous section.

1. Install Red Hat Package Manager (RPM) according to the requirements of your operating system:

sudo yuminstall -y https://downl oad. postgresql . org/ pub/repos/yunireporp
nms/ EL- 7- x86_64/ pgdg- r edhat - r epo- | at est . noarch. rpm

2. Install PostgreSQL version 9.6:

yuminstall postgresqgl 96-server postgresql 96-contrib postgresql 96
3. Initiaize the database:

For example, if you are using CentOS 7, use the following syntax:

[ usr/ pgsql - 9. 6/ bi n/ post gresql 96-setup i nitdb
4. Start PostgreSQL.

For example, if you are using CentOS 7, use the following syntax:

systentt!| enabl e postgresql-9. 6. service
systentt!| start postgresql-9.6.service

5. Verify that you canlogin:

sudo su postgres
psql

Itiscritical that you configure PostgreSQL to allow remote connections before you deploy CEM. If you do not
perform these steps in advance of installing the EFM Server, the installation fails.

1. Open /var/lib/pgsql/9.6/data/pg_hba.conf and update to the following:

# "local" is for Unix domain socket connections only
| ocal all all trust
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# | Pv4 | ocal connecti ons:
host all all 0.0.0.0/0 trust

# 1 Pv6 | ocal connecti ons:
host all all ::/0 trust

2. Open /var/libl/pgsql/9.6/data/postgresgl.conf and update to the following:

listen_addresses = '*'

3. Restart PostgreSQL.

systentt| stop postgresqgl-9.6.service
systenct| start postgresql-9.6.service

1. Loginto PostgreSQL:

sudo su postgres
psql

2. Create adatabase for the EFM service to use:

create database efm
CREATE USER ef m W TH PASSWORD ' ef nPasswor d' ;
GRANT ALL PRI VI LEGES ON DATABASE "efm' to ef m

1. Configure the database propertiesin the efm.propertiesfile:

ef m db. url =j dbc: postgresql : //1 ocal host: 5432/ ef m
ef m db. dri ver d ass=or g. postgresql . Dri ver

ef m db. user nane=ef m

ef m db. passwor d=ef nPasswor d

The URL should match the host and port of the machine running PostgreSQL . The password should match the
value that you set using the following command:

CREATE USER ef m W TH PASSWORD ' ef mPasswor d' ;

Using Cloudera Edge Management (CEM) requires a NiFi Registry instance to store your dataflows. Y ou can
configure Edge Flow Manager (EFM) to use an existing NiFi Registry instance or install and run a new one.

1. Locatethe NiFi Registry tarball included with the EFM binaries download from https://www.cloudera.com/
downloads.html.

2. Extract the NiFi Registry software to the desired directory on the target host.
3. Start NiFi Registry:

bin/nifi-registry.sh start
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Learn how to install the Edge Flow Manager (EFM) server.

1. Extract the Cloudera Edge Management (CEM) tars tarball:

tar -xzf CEMversion-platformtars-tarball.tar.gz

2. Locatethe EFM tarball efm-version-bin.tar.gz and move it to the desire host and installation directory.
3. Extract the EFM tarball in the desired installation directory:

tar -xzf efmversion-bin.tar.gz

The Edge Flow Manager (EFM) executable supports installation as a service on most Linux distributions. Thisisan
optional installation step that is not required if you prefer to start the EFM server from the efm.sh executable included
in the EFM bin directory.

Y ou can start the application as a service by using either init.d or systemd.

Toinstall EFM asan init.d service, symlink bin/efm.sh to init.d.
$ sudo In -s /path/to/efmbin/efmsh /etc/init.d/ efm

Once installed, you can start and stop the service as you would other OS services. For example:
$ service efmstart

To configure EFM to start automatically on system boot, use update-rc.d. See man update-rc.d for information on
using this utility.

Note: The EFM application runs as the user who owns the efm.sh launch script. It is recommended to never
IE run as root. The recommended best practice is to create a specific user for running efm. Then use chown to
make that user the owner of efm.sh. For example:

$ chown ef mefm /path/to/efnbin/efmsh

It is also recommended to use Unix or Linux filesystem permissions in order to secure the EFM installation.
The rule of setting minimal access permissions applies. All filesin the EFM installation should only be
accessible to the EFM run-as user. Configuration files should be made read-only (for example, chmod 40

0 <file>). Executable files, such as those in the bin directory, should be made read and executable only (for
example, chmod 500 <file>). Directoriesin the EFM install location should be readable and writable to the
EFM user (for example, chmod 600 <dir>).

Most modern Linux distributions now use systemd as the successor to init.d (System V). In many cases you can
continue to use init.d, but it is also possible to launch EFM using systemd as a service configuration.

Toinstall EFM as a systemd service, create afile named efm.service in the /etc/systemd/system directory. For
example:

[Unit]

10
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Descri pti on=ef m
Af t er =sysl og. t ar get

[ Servi ce]

User =ef m

ExecSt art =/ pat h/t o/ ef ni bi n/ ef m sh
SuccessExit St at us=143

[Install]
Want edBy=nul ti - user.target

and therefore must be configured by using appropriate fields in the service script. Consult the service unit

E Note: When using systemd, the run-as user, the PID file, and the console |og file are managed by systemd

configuration man page for more details.

To configure EFM to start automatically on system boot, use systemctl. See man systemctl for information on
using this utility.

Once the Edge Flow Manager (EFM) server isinstalled, you can configure it by editing the efm.propertiesfile.
At minimum, you should edit the EFM server address, set up the connection to NiFi Registry, and configure the
connection to your database.

Open the efm.properties file located in $EFM_HOM E/conf/efm.properties.
E Note: The EFM home directory isthe root directory where you installed the EFM binary.

Configure the EFM Server address. Change efm.server.address=localhost to efm.server.address={ EFM_IP_O
R_HOSTNAME}, or use 0.0.0.0 to listen on all network interfaces.

Configure your connection by editing the following two properties:
Change efm.nifi.registry.enabled=false to efm.nifi.registry.enabled=true.

Change efm.nifi.registry.url to point to the base URL of your NiFi Registry server.

Configure one of the following properties to identify the NiFi Registry bucket you want EFM to use. Do not set
both.

efm.nifi.registry.bucketld=
efm.nifi.registry.bucketName=

Y ou need to set the efm.encryption.password property which specifies a master password used for encrypting
sensitive data saved to the Edge Flow Manager (EFM) server.

Y ou can set it through the efm.properties file, acommand line argument, or an OS environment variable.

By default, the EFM application uses AES encryption. The encryption key used is deterministically derived from an
encryption password that the admin user must provide to the application at runtime. The property that is read for the
encryption password is efm.encryption.password. Y ou can set the value for this property in following ways:

Asacommand line argument: ./bin/efm.sh  --efm.encryption.password=myEfmPassword

As aJava System Property: -Defm.encryption.password=myEfmPassword

Asan OS environment variable: export EFM_ENCRYPTION_PASSWORD=myEfmPassword
Asakey/value pair in the efm.properties file: efm.encryption.password=myEfmPassword

11
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Note: The master encryption password must be at least 12 characters long. It must be the same for all EFM
E instances.
The derived encryption key length is determined by your Java Runtime Environment encryption strength profiles.

« Unlimited Strength Encryption active: AES 256-hit key
« Unlimited Strength Encryption inactive: AES 128-bit key

It is strongly recommended that you enable Unlimited Strength Encryption in your Java Runtime Environment.

Y ou should ensure that the required ports are available for the Edge Flow Manager (EFM) Server and its components.

Component Port number

EFM Server HTTP 10080

EFM Server Constraint application protocol (CoAP) 8989

After you install and configure the Edge Flow Manager (EFM) server, you can start it. In general, you should start the
EFM server before you install and configure your MiNiFi agents. Learn how to start the EFM server.

1. Fromthe EFM server home directory, run:

bi n/efm sh start

2. Accessthe Ul by browsing to the following location:

http://{ EFM HOST_OR | P}: 10080/ ef m

Learn how to install the MiNiFi agents. Y ou need to install and configure the MiNiFi agents and then start the MiNiFi
agents. Y ou can also do the same on Windows.

Y ou must go through the prerequisites before you begin installation of MiNiFi agent on Windows.

Apache NiFi MiNiFi C++ isbuilt on Window Server 2016, 2019, and Windows 10 operating systems. Since the
project is CMake focused, Cloudera recommends building the Microsoft Installer (MSI) or Windows Installer through
the ms_build.bat script. In order to build the M S|, please install the WiX Toolset.

The project previously required OpenSSL to be installed. If you follow Cloudera build procedures, you do not
need to install that dependency. Further, any M S| distributable requires that systems install the Visual Studio 2010
redistributables.

12
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The preferred way of building the project is through the win_build_vs.bat script found in the root source folder.

Y ou must supply a single command, the build directory. Typically you create a directory with CMake and build the
MSI in that directory referencing your CMake tree. Simply supply the win_build_vs.bat an argument like build as the
name of your build directory and it will create this directory building the project within it. Alternatively, you can use
thewin_build_vs.bat build /K /T /P command to build Kafka, skip tests, and build the CMake at the same time.

If WiX Toolset isinstalled, cpack creates your MSI in the chosen build directory.

Y ou can aso build a64 bit MSI by adding the /64option. To do so, you require the 64-bit version of the Visual Studio
redistributables mentioned in system requirements.

Note: The 64-bit MSI will not run on 32-bit Microsoft Windows platforms. However, the 32-bit MSI will
work across distributions.

Toinstall your MiNiFi agent, you need to download the software for the agent you want to install and extract it.

1. Download thetar.gz or zip files for the MiNiFi Javaor C++ Agent.

wget {java.tar.gz}

wget {cpp.tar.gz}
2. Toinstall the MiNiFi Agent, extract the file to your desired home directory.

After you install the MiNiFi agent, you need to update the configuration files.

If you are configuring a MiNiFi Java agent the configuration file is conf/bootstrap.conf. If you are configuring a
MiNiFi C++ agent, the file is conf/minifi.properties. For more information on MiNiFi C++ agent system propties, see
MiNiFi C++ system properties.

1. Fromthe MiNiFi home directory, open the appropriate configuration file.

2. Configure the Agent Class so that you can logically group MiNiFi instances according to their functionality.
Specify the agent class:

nifi.c2.agent.class={ ACENT_CLASS}

3. Configurethe Agent ID. If you do not specify an Agent ID, MiNiFi generates aunique ID per agent instance.
nifi.c2.agent.identifier={AGENT_| D}

4. Set the nifi.c2.enable property to true to inform MiNiFi that run time flow instructions will be received from EFM.

ni fi.c2.enabl e=true

13



Installation

Install the MiNiFi agents

5. Configure your EFM Server endpoint:

nifi.c2.rest.url=http://{EFM SERVER | P}: 10080/ ef m api / c2- prot ocol / heartb

eat

nifi.c2.rest.url.ack=http://{EFM SERVER | P}: 10080/ ef nf api / c2- prot ocol / ac
know edge

6. Configure your heartbeat interval:

ni fi.c2.agent. heartbeat. peri od={ HEARTBEAT_| NTERVAL}

7. If you areinstalling aMiNiFi C++ Agent, you may also configure metrics. Metrics are not yet available for the
MiNiFi Java Agent.

nifi.c2.agent. protocol.class=RESTSender

For supported processors for MiNiFi Java and MiNiF C++, see MiNiFi Java agent processor support and MiNiFi
C++ Agent processor support.

MiNiFi Java agent processor support
MiNiFi C++ agent processor support
MiNiFi C++ system properties

To communicate with secured EFM, you need to configure additional properties.

If you are configuring a MiNiFi Java agent the configuration file is conf/bootstrap.conf. If you are configuring a
MiNiFi C++ agent, the fileis conf/minifi.properties.

1. For the Java agent, configure the following additional properties in the bootstrap.conf file to communicate with a

security.
security.
security.
security.
security.
security.

secured EFM:
nifi.c2.
nifi.c2.
nifi.c2.
nifi.c2.
ni fi.c2.
nifi.c2.
nifi.c2.

security.

truststore.l ocation=
trust st ore. passwor d=
truststore.type=
keystore. |l ocation=
keyst or e. passwor d=
keystore.type=
need. cli ent. aut h=

2. For the C++ agent, configure the following additional propertiesin the minifi.properties file to communicate with
asecured EFM:

# Security Properties #
# enable tls #
nifi.renote.input.secure=true

# if you want to enable client certificate base authorization #
ni fi.security.need.dientAuth=true

# setup the client certificate and private key PEMfiles #
nifi.security.client.certificate=
nifi.security.client.private. key=

# setup the client private key passphrase file #
nifi.security.client.pass.phrase=./conf/password

14
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# setup the client CA certificate file #
nifi.security.client.ca.certificate=

Configure your MiNiFi agents on Windows
After you install the MiNiFi agent, you need to update the configuration files.

Configure MiNiFi C++ Agent

1. Open the Apache NiFi MiNiFi Setup wizard, and click Next.

#% Apache NiFi MiNiFi Setup

Welcome to the Apache NiFi MiNiFi Setup

Wizard

The Setup Wizard will install Apache NiFi MiNiFi on your
computer. Click Next to continue or Cancel to exit the Setup

Wizard.

P

X

Back

Cancel

The Apache NiFi MiNiFi License page appears.
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2. Check the Click here to accept this license option, and click Next.

e - -
£+ Please review our license = X

Apache NiFi MiNiFi License aracuE wir: ) - —
Please read and accept our license agreement. f?j ‘ fj , f ‘ o ,_-;.;-'-’*..‘5*’

Apache License
Version 2.0, January 2004
http://www_apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use,

(e daTe IRVt T

[ ]Click here to accept this license

Print Back Next Cancel

The Service Account Information page appears.
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3. Enter auser for the windows service that isinstalled and a password.

|,? Service Account Information = X

Apache NiFi MiNiFi Properties APACHE MIF)

Please enter your service account information. ‘ ' , , r_] , f’ L‘f‘ﬁ

Account

LocalSystem

AccountPassword

Back Next Cancel
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4. Click Next.

The Agent Properties page appears as shown in the following image:

Agent Properties

Apache NiFi MiNiFi Properties e NP

Please enter values for properties you wish to use. ’ I l , h , f, % “#‘"’

X

[ ] Enable interactive Command and Control.

Agent Class

Your Agent Class

Agent Identifier

GANOCV11A22642B

Server Heartbeat URL

http://localhost:8181/heartbeat

Server Ack URL

http://localhost:8181/acknowledge

Agent Heartbeat

250 msec

Back

Next

Cancel

5. Check the Enable interactive Command and Control option.

After you enable this option, you can edit your properties.
6. Edit the following properties:

e Agent Class

e Agent Identifier

e Server Heartbeat URL
* Server Ack URL

« Agent Heartbeat

7. Click Next.
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8. Click Install.

75 Apache NiFi MiNiFi Setup == X

APACHE NIF)

MiNifi<—2

Ready to install Apache NiFi MiNiFi

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Glnstall Cancel

Configure MiNiFi Java Agent

1. Download the MiNiFi Javainstaller in your PC through the paywall.

¥+ = | Application Tools  Downloads _ 0
Home Share View Manage

[2)
4 ¥ » ThisPC > Downloads

v @& Search Downloads 2
Mame Date modified Type
s Quick access

& minifi-1.1,0.0-172
[ Desktop
‘ Downloads
Documents
=] Pictures
J} Music

m Videos

@ OneDrive

Size

12/16/2019 8:48 PM  Windows Installer ... 140,120 KB

%% %%

[ This PC
d Network

4 Homegroup
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2. Double-click the executable file.

The HDF MiNiFi setup wizard appears, as shown in the following image:

HDOF MiMiFi package directony
C:minifi Browse

Jawa command

jEva

java.arg.?
-¥ms12m

java.arg.3
¥ 24m

MiMiFi service usemame

minifi

MiMiFi service password

[] Show

Install Cancel Reset

3. Configure the Java command option to the path of the javainstallation you would like to use.

IE Note: By default, CEM assumes that javais on your system's path.

4. Click Install.

Windows starts configuring NiFi MiNiFi, as shown in the following image:

MiF1 BMiMiFi

L] Please wait while Windows configures MNiFi MiNiFi
&

Gathering required information...

I Cancel
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5. Click OK when installation completes.

MiFi MiMiFi

Installation completed succesfully

oK
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6. Search for servicesin the Start menu of your PC and open it, as shown in the following image:
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O @
Best match

Services

A
= App

Apps

2. Component Services

Search the web
/'D Serv - See web results

Settings (3)

jo 5en.r|
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Y ou can also run services by pressing [Windows key + R] and then typing services.msc in the Open field, as

shown in the following image:

4 Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

5

Open:

¥ This task will be created with administrative privileges.

Ok Cancel Browse...

X

After you click OK, the Services window appears.

4 Services - o x
File Action View Help
e |mMEC=Em > e nwn
5 Services (Local) | [N Services (Local
Apache minifi Name - Description  Status  Startup Type  Log OnAs A
& ActiveX Installer (AdnstSV)  Provides Us... Menuzl Local System
%;ii‘;‘:’;‘:fke lJoyn Reuter Service Routes Alllo... Manual (Trig...  Lecal Service
ache minifi Running _Automatic _Aminifi
p Readiness Gets apps re... Running  Manual Local System
£k Application Identity Determines Menual (Trig... Local Senvice
G Application Information Faciitatest..  Running  Manual (Trig.. ~Local System
G Application Layer Gateway . Provides su. Manual Local Service
i Application Management  Processes in.. Manuel Local System
£ AppX Deployment Service (.. Providesinf.. Running  Manual Local System
Gk AssignedAccessManager Se.. AssignedAc.. Manuzl Local System
G Auto Time Zone Updater  Automatica.. Disabled Local Service
€ Background Intelligent Tran... Transfers fl Manuel Local System
“£l: Background Tasks Infrastru.. Windowsin.. Running Automatic  Local System
se Filtering Engine TheBaseFil.. Running Automatic  Local Service
: BitLocker Drive Encryption .. BDESVC hos.. Manual (Trig..  Lacal System
ck Level Backup Engine .. The WBENG... Manuel Local System
G Bluetooth Handsfree Service  Enables wir.. Manual (Trig... Local Senvice
Gk Bluetooth Support Service  The Bluetoo.. Manual (Trig..  Local Service
G BranchCache This service . Manual Network Service
i&; Capability Access Manager .. Provides fac.. Menuzl Local System
G Certificate Propagation Copies user .. Running  Manual Local System
Gk Client License Service (ClipS... Provides inf.. Manual (Tria.. _Local System hd
" Extended { Standard

In the Services window, double-click Apache minifi.

The Apache minifi Properties (Local Computer) window appears.
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8. Check the services setup and click OK.

Apache minifi Properties (Local Computer)

General LogOn Recovery Dependencies

Service name:
Display name: Apache minifi

Description:

Path to executable:
Cminifitminifi-006.0.1.1.0.0-172 \minffi .exe

Startup type: Automatic hl

Service status:  Running
Start Stop Fause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

QK Cancel Apply
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9. Inthe Task Manager window confirm whether the process is running.

1 Task Manager - O *
File Options  View
Processes Performance App history Startup  Users Details  Services
- 36% 16% 0% 0%
MName CPU Memory Disk Metwork
[#5] Metworking-Aquarius master (B1afafe) Microsoft CoreXT 0% 13 MB 0 MB/s 0 Mbps :
[#5] RDP Clipboard Monitor 0.7% 1.7 MB 0 MEB/s 0 Mbps
[#5] Runtime Broker 0% 34 MB 0 MB/s 0 Mbps
[®E] security-Dsms master (3e37c2adc) Microsoft® Azure SecAgent 0% 0.9 MB 0 MB/s 0 Mbps
~ [&] Service Wrapper for Java 0% 31 MBE 0 MEB/s 0 Mbps
. Apache minifi
f= Spoocler SubSystem App 0% 44 MB 0 MB/s 0 Mbps
[8Z] Usermode Font Driver Host 0% 2.3 MB 0 MB/s 0 Mbps
[#5] Usermode Font Driver Host 0% 1.0 MB 0 MB/s 0 Mbps
[®E] Windows Audio Device Graph Isolation 0% 4.1 MB 0 MB/s 0 Mbps
B Windows Command Processor 0% 23 MB 0 MB/s 0 Mbps
B Windows Defender notification icon 0% 1.3 MB 0 MB/'s 0 Mbps
[mE] Windows Defender SmartScreen 0% 18.7 MB 0 MB/s 0 Mbps
[#5] Windows Security Health Service 0% 3.0 MB 0 MB/s 0 Mbps
[MAl Windnuas Shell Fynerience Host (21 NA% 224 MR N1 KR/ N khas v
Fewer details End task

10. Exit or close the window when done.

After MiNiFi isinstalled and configured, you can start it. Learn how to start your MiNiFi agent.

1. From aterminal window, navigate to the MiNiFi installation directory.
2. To start MiNiFi in the foreground, enter:

bin/mnifi.sh run

3. Tostart MiNiFi in the background, enter:

bin/mnifi.sh start

Y ou might need to perform extra configuration steps for the MiNiFi C++ agent.
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If you are using CENTOS7 operating system, you might get the following error when you run the agent:
PID 15860 is stale, renmoving pid file at /grid/0/cloudera flow nanagenment/cp
p-mnifi/bin/.mnifi.pid
Starting MNiFi with PID 10075 and pid file /grid/O0/cloudera_fl ow managene
nt/cpp-mnifi/bin/.mnifi.pid

-bash-4.2% [2019-07-i nfol 14:36:04.369] [main] [info] Using M N Fl_HOVE=/
grid/ 0/ cl oudera_fl ow_managenent/cpp-ninifi from environment.

[ 2019-07-infol 14:36:04.369] [org::apache::nifi::nmnifi::Properties] [info]
Usi ng configuration file located at /grid/0/cloudera_fl ow nmanagenment/cpp-m

inifi/conf/mnifi-log.properties, from./conf/mnifi-Iog.properties

setting default dir to /grid/0/cloudera fl ow managenent/cpp-mninifi/content _

repository

Could not find platformindependent |ibraries <prefix>
Coul d not find platformdependent |ibraries <exec_prefix>

Consi der setting $PYTHONHOVE to <prefix>[: <exec_prefix>]
Fatal Python error: Py Initialize: Unable to get the | ocal e encodi ng

| mport Error: No nodul e nanmed ' encodi ngs’

The error occurs when you use an incorrect path for Python. To troubleshoot, update the following property values:

+ PYTHONHOME=/usr
e PYTHONPATH=/usr/lib64/python3.4

Y ou can prevent accidental exposure of passwords by encrypting sensitive configuration properties in the minifi.p
roperties file. Learn how to encrypt sensitive data.

MiNiFi comeswith atool called encrypt-config (encrypt-config.exe on Windows) which can be found in the bin
directory of theinstallation, next to the main minifi binary. It enables the encryption of sensitive configuration
properties in the minifi.properties file along with the encryption of the flow configuration (config.yml by default).

The security of the encryption depends on the security of the bootstrap.conf file, which contains the encryption key.

E Note: Thisfeatureis available starting with the release of MiNiFi C++ 1.20.09.

The terminologies used in this section are as follows:
e minifi home
The directory as specified to encrypt-config by the --minifi-home option.
« configuration directory
The <minifi home>/conf directory.
» propertiesfile
The <minifi home>/conf/minifi.propertiesfile.
« flow configuration

Thefile specified in the properties file with the key nifi.flow.configuration.file, or if not specified it defaultsto
<minifi home>/conf/config.yml.
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» bootstrap file
Thefile<minifi home>/conf/bootstrap.conf.
e sensitive property

All property in the properties file that we wish to encrypt.

If you have a minifi.properties file in your MiNiFi configuration directory /var/tmp/minifi-home/conf containing the
following sensitive properties:

m nifi-properties
nifi. security.client.pass. phrase=nmy_pass_phrase

n| fi .rest.api.user. nanme=adnin
nifi.rest.api.password=passwordl23

you can run the encrypt-config tool as shown in the following example:

$ ./bin/encrypt-config --mnifi-home /var/tnp/mnifi-home

Generating a new encryption key. ..

Wote the new encryption key to /var/tnp/ mnifi-hone/conf/bootstrap. conf
Encrypted property: nifi.security.client.pass. phrase

Encrypted property: nifi.rest. api.password

Encrypted 2 sensitive properties in /var/tnp/ninifi-home/conf/mnifi.propert
i es

The tool performs the following actions:

1. Generatesanew encryption key.

2. Creates abootstrap.conf file in your configuration directory, and write the encryption key to thisfile.
3. Encryptsthe sensitive properties using this encryption key.

4. Adds a something.protected encryption marker after each encrypted property.

After running the tool, the bootstrap.conf and minifi.properties files look like as shown in the following examples:

boot st rap. conf
nifi.bootstrap.sensitive. key=77cd3f 88ab997f 7ae99b13c70877¢c5274c3b7b495f 601f
290042bh14e7db4d542

m nifi.properties

n| 1.‘i .security.client. pass. phrase=STBnf WOuk5hgSYGEQBuJMBHeZj rYJz/ /| | vE/ V65Q
MySat zScaPYkr aVr pWhBExVgVX/ Cwy Xx
nifi.security.client.pass.phrase. protect ed=xsal sa20pol y1305

nifi.rest.api.user.name=adnin

nifi.rest.api.password=q8XN JMoVABXz7sks506nhaTqqRay4gF| | U3762dj gMWwguH 6G R
+i CCDSk| d TFz KDCXi

nifi.rest.api.password. protected=xsal sa20pol y1305

Y ou should protect the bootstrap.conf file to make sureit is only readable by the user who runs MiNiFi.
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By default, encrypt-config encrypts a (short) list of default sensitive properties. If you want more propertiesto
be encrypted, you can add a nifi.sensitive.props.additional .keys setting with a comma-separated list of additional
sensitive properties to your minifi.properties file before running the encrypt-config tool. For example,

nmnifi.properties

nifi.sensitive. props.additional.keys=nifi.rest.api.user.nane,controller.soc
ket . host, control |l er. socket. port

The tool encrypts the additional properties. Y ou can also do this after you have already encrypted some properties.
In that case, the tool encrypts the additional properties using the existing encryption key and leaves the other, already
encrypted, sensitive properties.

If you later need to modify the value of a sensitive property which was encrypted earlier, perform the following steps:

1. Replace the encrypted value with the new unencrypted value.
2. Delete the something.protected=... line which was added by the toal.
3. Re-run the encrypt-config tool.

The tool encrypts the modified property using the existing encryption key in bootstrap.conf and leaves the other,
aready encrypted, sensitive properties.

Pass the flag --encrypt-flow-config to encrypt-config so that it also encrypts the flow configuration file, not just the
sensitive properties.

If you want to change the encryption key, perform the following steps:

1. If thefilesare aready encrypted, there should be a nifi.bootstrap.sensitive.key=... line in the bootstrap.conf file
(that is, have access to the original key), otherwise you have to manually replace all encrypted data (sensitive
properties and flow configuration) with their original unencrypted values (or some other new value).

2. If present, rename the nifi.bootstrap.sensitive.key=... property in bootstrap.conf to nifi.bootstrap.sensitive.key.old
=... (that is, add .old suffix to the property name).

3. If you have a specific encryption key you would like to use, add it to the bootstrap.conf file (add the line nifi.boo
tstrap.sensitive.key=<your encryption key here>). If you provide no encryption key (no nifi.bootstrap.sensitive
.key property in bootstrap.conf, or no bootstrap.conf at all), anew key is randomly generated and written to boot
strap.conf.

4. Re-run the encrypt-config tool.

Take specia care when changing the encryption key and the flow configuration is encrypted, so that you also re-
encrypt it before deleting the old key (you get awarning if you do not request its re-encryption).

$ cat /var/tnp/ mnifi-honme/conf/bootstrap. conf

nifi.bootstrap.sensitive. key. ol d=0728061a041edb09445ae4dbd95f 11bd255bb0b467
b8ef b239e665aeabace46b
nifi.bootstrap.sensitive. key=46af 2c11a3f 24c8c875ab4bee65e18a75f 825f c3ade0
3abdc8ce49d405b0b730

$ ./bin/encrypt-config --mnifi-home /var/tnp/mnifi-home

A d encryption key found i n conf/bootstrap. conf
Usi ng the existing encryption key found in conf/bootstrap. conf
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Successful ly decrypted property "nifi.security.client.pass.phrase" using old
key.

Encrypted property: nifi.security.client.pass.phrase

Encrypted 1 sensitive property in conf/mnifi.properties

WARNI NG you did not request the flow config to be updated, if it is curre

ntly encrypted and the old key is renoved, you won't be able to recover the

flow confi g.

If you forgot to specify the --encrypt-flow-config flag, you can re-run encrypt-config with the flag, and it re-encrypts
the flow configuration file, as well.

It is always safe to re-run encrypt-config. If it does not find anything new to encrypt, it does not do anything.

When you have successfully re-encrypted all sensitive properties and the flow configuration file(s), you can delete the
nifi.bootstrap.sensitive.key.old line from the bootstrap file.

Specify the property nifi.flow.configuration.encrypt=true, in the properties file to have the new flow configuration
written to the disk encrypted after a flow update (originating from a C2 server). It requires that you have a conf/boo
tstrap.conf in your minifi home, containing an encryption key (nifi.bootstrap.sensitive.key). This master key is also
used on agent startup to decrypt the flow configuration file.

Learn how to enable MiNiFi C++ to get certificates from truststore of the OS.

If you want MiNiFi to communicate with EFM (C2) securely using HTTPS, you need a server certificate that EFM
uses to identify itself and a client certificate that MiNiFi uses to identify itself, aswell as a private key corresponding
to the client certificate.

Manual setup of the client and server certificates on the MiNiFi side:

nifi.renote.input.secure=true

ni fi.security.need.d i entAuth=true
nifi.security.client.certificate=C:\opt\nifildata\ssl\client-certificate.pem
nifi.security.client.private. key=C:\opt\nifildata\ssl\client-certificate.key
#nifi.security.client. pass. phrase=

nifi.security.client.ca.certificate=C \opt\nifildata\ssl\server-certificat

e. pem

#nifi.security.use.systemcert.store=

If both client and server certificates are in the LocalMachine (= "Local Computer") system certificate store (in MY =
"Persona” and ROOT = "Trusted Root Certification Authorities’, respectively), then you can simply do:

nifi.renote.input.secure=true
nifi.security.need.dientAuth=true
#nifi.security.client.certificate=
#nifi.security.client.private. key=
#nifi.security.client. pass. phrase=
#nifi.security.client.ca.certificate=
nifi.security.use.systemcert.store=true

Ensure that the client certificate is exportable.

If you need to select the client certificate by CN, you can add the following property:

nifi.security.w ndows.client.cert.cn=<nmyCertificatel ssuedToNanme>
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If you need to select the client certificate by Extended (= "Enhanced") Key Usage, you can add the following
property:

nifi.security.w ndows.client.cert.key.usage=Client Authentication, Server Au
thenti cation

You can aso use a different system store location or a different system store for the client and server certificates, if
needed:

# instead of Local Machi ne

nifi.security.w ndows.cert.store.|ocation=CurrentUser
# instead of MY

nifi.security.w ndows.client.cert.store=TrustedPeopl e

# instead of ROOT
nifi.security.w ndows. server.cert.store=Trust edPubli sher

Learn how to secure your EFM server and MiNiFi agents.

Y ou can configure the server to authenticate users based on a client certificate provided for TLS mutual
authentication. The server's TLS settings, including what certificates it trusts, are configured using the efm.server.s
sl.* prefixed propertiesin the efm.propertiesfile.

1. Open the efm.propertiesfile.
The properties pertaining to TLS configuration are the following:

ef m server. ssl . enabl ed=f al se

ef m server. ssl . keySt ore=/ pat h/ t o/ keystore.jks

ef m server. ssl . keySt oreType=j ks

ef m server. ssl . keySt or ePasswor d=

ef m server. ssl . keyPasswor d=

ef m server.ssl.trustStore=/path/to/truststore.jks
ef m server. ssl.trust StoreType=j ks

ef m server. ssl . trust St or ePasswor d=

ef m server. ssl . client Aut h=\WANT

2. Change efm.security.user.certificate.enabled=false to efm.security.user.certificate.enabled=true.
3. Change efm.server.sdl.clientAuth=WANT to efm.server.sd.clientAuth=NEED.

Learn how to configure MiNiFi agent TLS by updating the configuration files.

If you are configuring a MiNiFi Java agent, the configuration file is conf/bootstrap.conf. If you are configuring a
MiNiFi C++ agent, the configuration file is conf/minifi.properties.
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1. Openyour MiNiFi Agent configuration filein atext editor.
2. Edit the security properties for Java. For example:

# Security Properties #
# These properties take precedence over any equival ent properties specif
ied in config.ym file #

nifi.mnifi.security. keystore=
nifi.mnifi.security. keystoreType=
nifi.mnifi.security. keystorePasswd=
nifi.mnifi.security.keyPasswd=
nifi.mnifi.security.truststore=
nifi.mnifi.security.truststoreType=
nifi.mnifi.security.truststorePasswd=
nifi.mnifi.security.ssl.protocol =
nifi.mnifi.sensitive.props. key=
nifi.mnifi.sensitive.props.algorithne
nifi.mnifi.sensitive.props. provider=

Note: If you specify any of the security properties and the nifi.minifi.sensitive.props.key property
B remains empty, MiNiFi fails to start with the following error message:

Failed to parse the config YAML while creating the nifi.properties

3. Edit the security properties for C++. For example:

# Security Properties #
# enable tls #
nifi.renote.input.secure=true

# if you want to enable client certificate base authorization #
nifi.security.need.dientAuth=true

# setup the client certificate and private key PEMfiles #
nifi.security.client.certificate=./conf/client.pem
nifi.security.client.private.key=./conf/client.pem

# setup the client private key passphrase file #
nifi.security.client.pass. phrase=./conf/password

# setup the client CA certificate file #
nifi.security.client.ca.certificate=./conf/nifi-cert.pem

# if you do not want to enable client certificate base authorization #
nifi.security.need.dientAuth=fal se

Y ou have the option of specifying an SSL Context Service definition for the RPGs instead of the preceding
properties. Thislinksto a corresponding SSL Context Service defined in the flow.

To do this, specify the SSL Context Service Property in your RPGs and link it to a defined controller service. For
example:

Renot e Processing G oups:
- nane: N Fi Fl ow
i d: 2438e3c8-015a- 1000- 79ca- 83af 40ec1998
url: http://127.0.0. 1: 8080/ ni fi
timeout: 30 secs
yield period: 5 sec
I nput Ports:
- id: 2438e3c8-015a-1000- 79ca- 83af 40ec1999
nanme: fromifi
max concurrent tasks: 1
Properties:
SSL Cont ext Service: SSLServiceName
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Qut put Ports:
- id: ac82e521-015c-1000-2b21-41279516e19a
name: tominifi
max concurrent tasks: 2
Properties:
SSL Cont ext Service: SSLServi ceName
Control |l er Services:
- nane: SSLServi ceName
i d: 2438e3c8-015a- 1000- 79ca- 83af 40ec1974
cl ass: SSLCont ext Servi ce
Properties:
Client Certificate: <client cert path>
Private Key: < private key path >
Passphrase: <passphrase path or passphrase>
CA Certificate: <CA cert path>

If you do not take this approach, the preceding properties will be used for TCP and secure HTTPS
communications.

B Note: We recommend not to use the properties approach listed above when the agents use C2.

Learn how to configure and encrypt MiNiFi C++ repositories.

Persistent repositories, such as the Flow File repository, use a configurable path to store data. The repository locations
and their defaults are defined below. By default the MINIFI_ HOME environment variableis used. If thisvariableis
not specified, you extrapolate the path and use the root installation folder. Y ou may specify your own path in place of
these defaults in the minifi.propertiesfile.

ni fi.provenance.repository.directory.defaul t=3{M N FI _HOVE}/ pr ovenance_r epos
itory
nifi.flowfile.repository.directory.default=${M N FI_HOVE}/fl owfil e_reposi

tory
ni fi.dat abase. content.repository.directory.default=${M NI FI _HOVE}/ content r
epository

Y ou can also use a single database to store multiple repositories with the minifidb:// scheme. This could help with
migration and centralize agent state persistence. In the scheme, the final path segment designates the column family
in the repository, while the preceding path indicates the directory where the rocksdb database is created. For example,
in minifidb:///home/user/minifi/agent_state/flowfile adirectory is created at /home/user/minifi/agent_state populated
with rocksdb-specific content, and in that repository alogically separate subdatabase is created under the name flow
file.

nifi.flowfile.repository.directory.default=mnifidb://${MN FI _HOVE}/ agent _s
tate/flowfile nifi.database.content.repository.directory.defaul t=mnifidb://
${M NI FI _HOVE}/ agent _st at e/ cont ent

ni fi.state. manangenent. provider. | ocal . path=m nifidb://${M N Fl _HOVE}/ agen

t _state/processor_states

Note: You should not simultaneously use the same directory with and without the minifidb:// scheme.
Moreover, the default name is restricted and should not be used.

Y ou can encrypt the repository starting with CEM Agents 1.21.06 release.
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Y ou can provide the rocksdb-backed repositories a key to request their encryption (using AES-256-CTR). In the conf
/bootstrap.conf file:

nifi.flowfile.repository.encryption. key=805D7B95EF44DC27C87FFBCADFDE376DAEGO
4D55DB2C5496DEEF5236362DE62E

ni fi.database. content.repository. encryption. key=

# nifi.state. managenent. provi der. | ocal . encryption. key=

In the above configuration, the first line causes Flow File repository to use the specified 256 bit key. The second line
triggers the generation of arandom 256 bits key persisted back into conf/bootstrap.conf, which the Database Content
repository then uses for encryption. In this way, you can request encryption while not bothering with what key to use.
Finally, asthelast line is commented out, it makes the state manager use plaintext storage, and not trigger encryption.

When multiple repositories use the same directory (as with minifidb:// scheme), the repositories should either be all
plaintext or al encrypted with the same key.

Each of the repositories can be configured to be volatile (state is kept in memory and flushed upon restart). This can
increase the performance but also cause data lossin case of restart while data is being processed by the agent.

To configure the repositoriesin the minifi.propertiesfile:

# For Vol atil e Repositories:

nifi.flowfile.repository.class.nane=Vol atil eFl owFi | eRepository
ni fi.provenance. repository.class. nane=Vol ati | eProvenanceRepository
nifi.content.repository.class. nanme=Vol ati | eCont ent Reposi tory

# configuration options
# maxi mum nunber of entries to keep in nenory
nifi.volatile.repository.options.flowfile.nmx.count=10000

# maxi num nunber of bytes to keep in nenory
nifi.volatile.repository.options.flowile.nmx.bytes=1M

# maxi num nunber of entries to keep in nenory
nifi.volatile.repository.options. provenance. nax. count =10000

# maxi mum nunber of bytes to keep in nenory
nifi.volatile.repository.options.provenance. max. byt es=1M

# maxi num nunber of entries to keep in nenory
nifi.volatile.repository.options.content.nax.count=100000
# maxi mum nunber of bytes to keep in nenory
nifi.volatile.repository.options.content. nax. bytes=1M

# limts locking for the content repository
nifi.volatile.repository.options.content.nininal.locking=true

# For NO OP Repositories:
ni fi.provenance. repository.class. nane=NoOpReposi tory

Systems that have limited memory must be cognisant of the above options. Limiting the maximum count for the
number of entries limits memory consumption but also limits the number of eventsthat can be stored. If you are
limiting the amount of volatile content you are configuring, you may have excessive session rollback dueto invalid
stream errors that occur when a claim cannot be found.

The content repository has a default option for minimal.locking to set to true. This attemptsto use lock free structures.
This may or may not be optimal as this requires additional searching of the underlying vector. This may be optimal
for cases where max.count is not excessively high. In cases where object permanence is low within the repositories,
minimal locking resultsin better performance. If there are many processors so that the content repository fills up
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quickly, performance may be reduced. In all cases alocking cacheis used to avoid the worst case complexity of O(n)
for the content repository, however, this caching is more heavily used when minimal.locking is set to false.

Learn how to configure Knox SSO for the EFM Server.

* You haveinstalled Knox on your CDP cluster.
e You haveinstaled and secured the EFM Server.

1. Obtain the Knox public certificate in PEM format.

openssl s_client

-servernane NAVE

-connect HOST: PORT | sed -ne '/-BEQ N CERTI FI CATE-/, /- END CERTI FI CATE-/ p'
>

knox_server _cert_in_pemfile_format.pem

2. Savethe certificate on the EFM Server and ensure thefile is readable by the user running the EFM process.
3. Update the EFM configuration file with the following properties:

# User Authentication Properties

# authentication via TLS nutual auth with client certificates

ef m security.user.certificate.enabl ed=true

# aut hentication via Knox SSO token passed in a cooki e header

ef m security. user. knox. enabl ed=true

ef m security. user. knox. url =https://knox. myconpany. com 8443/ gat eway/ knox
sso/ api / vl/ websso

ef m security. user. knox. publ i cKey=/ pat h/ t o/ knox-server - keyst or es/ knox_serve
r cert_in_pemfile format.pem

ef m security. user. knox. cooki eNanme=hadoop- j wt

#ef m security. user. knox. audi ences=

# aut hentication via generic reverse proxy with user passed in a header
ef m security. user. proxy. enabl ed=f al se

ef m security. user. proxy. header Name=x- webaut h- user

#ef m security. user. proxy.ipWitelist=

#ef m security. user. proxy.dnWitelist[0]=

4. In Cloudera Manager, update the Knox topology for the Knox SSO service to add the EFM hostname (or EFM
load balancer hostname when clustered) to the authorized redirect URLS. For example:

<servi ce>
<r ol e>KNOXSSO</ r ol e>
<par an®
<name>knoxsso. redirect.whitelist.regex</name>
<val ue>*https?:\/\/(ef M. host nane\. com | ocal host|127\.0\.0\.1]0:0:0:0
:0:0:0:1]::2):[0-9].*%$</val ue>
</ par an»
</ service>

5. Restart EFM and Knox.
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