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Install the MiNiFi Java agent

Learn how to install the MiNiFi Java agent. Y ou need to install and configure the MiNiFi Java agent and then start it.

Y ou can also do the same on Windows.

Before you begin installing MiNiFi Java agent

To start using the MiNiFi Java agent, you need to install it. Learn how to obtain the MiNiFi Java software bit, install
the agent, and configureit. Also learn the system regquirements to do so.

System requirements for MiNiFi Java

Before you begin your installation of Cloudera Edge Management (CEM) software, carefully review the system
reguirements for MiNiFi Java to understand operating system and JDK support.

Operating system support

Operating System Version

RHEL/CentOS 7.X, 8x

Debian 9

Ubuntu 16.04, 18.04

Windows 8, 10, Server 2012, Server 2012 R2, Server 2016, Server 2019

JDK support

JDK Version
OpenJDK JDK8, JDK11
Oracle DK JDK8, JDK11

Installing Java for MiNiFi Java agent

Y ou should install Java on each machine where you will install aMiNiFi Java agent.

Procedure

1. Download JDK from the appropriate website.

2. Runtheinstallation command appropriate for your operating system:

For RHEL/CentOS:
yuminstall java-1.8.0-openjdk
For Debian and Ubuntu:

apt-get install openjdk-8-jre

Installing the MiNiFi Java agent

Toinstall your MiNiFi Java agent, you need to download the software for the agent and extract it.




Cloudera Edge Management

Install the MiNiFi Java agent

Procedure
1. Download thetar.gz or zip files for the MiNiFi Java agent.
wget {java.tar.gz}
2. Toinstall the MiNiFi Java agent, extract the file to your desired home directory.
Installing the MiNiFi Java agent on Windows using the MSI
Learn how to install and configure the MiNiFi Java agent on Windows by using the provided MSI.

Procedure

1. Download the MiNiFi Javainstaller in your PC through the paywall.
¥IE0=1

Home Share View

Application Tools  Downloads _ o %
Manage o
4 ¥ » ThisPC » Downloads

v @& Search Downloads 2
Mame Date modified Type
s Quick access

& minifi-1.1,0.0-172
[ Desktop
‘ Downloads

[£ Documents

Size

12/16/2019 8:48 PM  Windows Installer ... 140,120 KB

%% %%

&=/ Pictures
J} Music
m Videos

@ OneDrive
[ This PC
¥ Network

s& Homegroup
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2. Double-click the executablefile.
The HDF MiNiFi setup wizard appears, as shown in the following image:

g ) rl SETUR

e

HOF MiMiFi package directony
C:\minifi

Java command

Browse

j@va

java.arg.2
-¥mz12m
java.arg.d
-¥mx24m

MiMiFi service usemame

mmirifi

MiMiFi service password

[] Show

Install Cancel Reset

3. Configure the Java command option to the path of the javainstallation you would like to use.

E Note: By default, CEM assumes that javais on your system's path.

4. Click Install.
Windows starts configuring NiFi MiNiFi, as shown in the following image:

MiFi MiNiFi

| Please wait while Windows corfigures NiFi MiNiFi
| T

Gathering required information...

] Cancel
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5. Click OK when installation compl etes.

Installation completed succesfully

OK
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6. Search for servicesin the Start menu of your PC and open it, as shown in the following image:
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O @
Best match

Services
App

3 "-""ﬂ_,-

Apps

2. Component Services
Search the web

/'D Serv - See web results

Settings (3)

jo 5en.r|
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Y ou can also run services by pressing [Windows key + R] and then typing services.msc in the Open field, as
shown in the following image:

= Run bt

=] Type the name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you,

Open:

¥ This task will be created with administrative privileges.

Ok Cancel Browse...

After you click OK, the Services window appears.

% Services o x
File Action View Help
e @ EE= HE > 80w
< Services (Local) || < Services (Local)
Apache minifi Name - Description  Status  Startup Type  Log OnAs ~
G ActiveX Installer (AdnstsV)  Provides Us.. Manual Local System
ﬁ‘;‘:’:ﬁ‘fn £ Allloyn Router Service Routes Alllo... Manual (Trig...  Local Service
Running
p Readiness Gets apps re.. Running  Manual Local System
G Application Identity Determines . Manual (Trig..  Lacal Service
i€ Application Information Fecilitatest.. Running  Menual (Trig... Local System
£ Application Layer Gateway ... Provides su. Menuzl Local Sevice
G} Application Management  Processes in.. Manuzl Local System
G AppX Deployment Service (.. Providesinf.. Running  Manual Local System
Zh AssignedAccessManager Se... AssignedAc. Manuel Local System
£k Auto Time Zone Updater  Automatica. Diszbled Local Sevice
€ Background Intelligent Tran... Transfersfil. Manuzl Local System
G Background Tesks Infrastru.. Windowsin.. Running  Automatic Local System
se Filtering Engine TheBaseFil.. Running  Automatic Local Service
Locker Drive Encryption ... EDESVC hos.. Manual (Trig... Local System
: Block Level Backup Engine .. The WBENG... Manuzl Local System
G Bluctooth Handsfree Service  Enables wir.. Manual (Trig..  Lacal Service
i€ Bluetooth Support Service  The Bluetoo... Menual (Trig... Local Senvice
G BranchCache This service . Manual Network Service
G Capability Access Manager .. Provides fac.. Manuzl Local System
i€k Certificate Propagation Copies user .. Running  Manual Local System
£ Client License Senvice (ClipS... Provides inf.. Menual (Tria... _Local System ¥
 Extended { Standard

7. Inthe Services window, double-click Apache minifi.
The Apache minifi Properties (Local Computer) window appears.
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8. Check the services setup and click OK.

Apache minifi Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: inifi

Diisplay name: Apache minifi

Description:

Path to executable:
C:svminifisminifi-006.0.1.1.0.0-17 2 minifi exe

Startup type: Automatic w

Service status:  Running
Start Stop Fause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

QK Cancel Apply

11
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9. Inthe Task Manager window confirm whether the process is running.

1% Task Manager - O *
File Options  View
Processes Performance App history Startup  Users Details  Services
- 36% 16% 0% 0%
Marme CPU Memory Disk MNetwork
[#5] Metworking-Aquarius master (B1afafe) Microsoft CoreXT 0% 1.3 MB 0 MB/s 0 Mbps :
[®] RDP Clipboard Manitar 0.7% 1.7 MB 0 MB/s 0 Mbps
[#5] Runtime Broker 0% 34 MEB 0 MB/s 0 Mbps
[#5] security-Dsms master (3e37c2adc) Microsoft® Azure Secfgent 0% 0.9 MB 0 MB/s 0 Mbps
v [&F Service Wrapper for Java 0% 3.1 MB 0MB/s 0 Mbps
L. Apache minifi
p=n Spooler SubSystem App 0% 44 MEB 0 MB/s 0 Mbps
[®E] Usermode Font Driver Host 0% 2.3 MB 0 MB/s 0 Mbps
[#5] Usermode Font Driver Host 0% 1.0 MB 0 MB/s 0 Mbps
[#5] Windows Audio Device Graph |solation 0% 41 MEB 0 MB/s 0 Mbps
B Windows Command Processor 0% 2.3 MB 0 MB/s 0 Mbps
@ Windows Defender notification icon 0% 1.3 MB 0 MB/s 0 Mbps
[#] Windows Defender SmartScreen 0% 18.7 MB 0 MEB/s 0 Mbps
[#5] Windows Security Health Service 0% 3.0 MB 0 MB/s 0 Mbps
[Pl Windne Shell Fyneriencs Hnct (21 A% 224 MRE 01 kAR S 0 ke 7
Fewer details End task

10. Exit or close the window when done.

Learn about different configurations that you can perform for your MiNiFi Java agent.

After you install the MiNiFi Java agent, you need to update the configuration files.
If you are configuring a MiNiFi Java agent, the configuration file is conf/bootstrap.conf.

1. Fromthe MiNiF home directory, open the configuration file.
2. Configure the agent class so that you can logically group MiNiFi Javainstances according to their functionality.

nifi.c2.agent.cl ass={ ACENT_CLASS}

Note: Leading and trailing whitespaces are accepted for Agent Class names so consider this when
B configuring agents.

12
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3. Configure the agent ID. If you do not specify an agent ID, MiNiFi generates aunique ID per agent instance.

nifi.c2.agent.identifier={AGENT_I D}

4, Set the nifi.c2.enable property to true to inform MiNiFi that run time flow instructions will be received from EFM.

ni fi.c2.enabl e=true

5. Configure your EFM Server endpoint:

nifi.c2.rest.url=http://{EFM SERVER | P}: 10090/ ef ml api / c2- prot ocol / hearth

eat

nifi.c2.rest.url.ack=http://{EFM SERVER | P}: 10090/ ef nf api / c2- pr ot ocol / ac

know edge

6. Configure your heartbeat interval:

nifi.c2.agent. heartbeat. peri od={ HEARTBEAT | NTERVAL}

To communicate with secured EFM, you need to configure additional properties.

If you are configuring a MiNiFi Java agent, the configuration file is conf/bootstrap.conf.

For the Java agent, configure the following additional properties in the bootstrap.conf file to communicate with a
secured EFM:

c2.
c2.
c2.
c2.
c2.
c2.

security.
security.
security.
security.
security.
security.

truststore.location=
truststore. password=
truststore.type=
keystore. |l ocation=
keyst or e. passwor d=
keystore.type=

After MiNiFi isinstalled and configured, you can start it. Learn how to start your MiNiFi agent.

1. From aterminal window, navigate to the MiNiFi installation directory.
2. To start MiNiFi in the foreground, enter:

bin/mnifi.sh run

3. Tostart MiNiFi in the background, enter:

bin/mnifi.sh start
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