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Legal Notice

© Cloudera Inc. 2024. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2”), the Affero General Public License version 3 (AGPLv3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liability arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Cloudera Impala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.
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ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
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FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
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LAW, CLOUDERA EXPRESSLY DISCLAIMS ANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
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FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
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What's new in Edge Flow Manager

Edge Flow Manager (EFM) is a solution that enables you to manage, control, and monitor agents that are deployed
on the edge devices in IoT implementations. You can use these agents to collect real-time data originating from the
devices to create and push actionable intelligence and insights to the place of data origin.

Edge Flow Manager 1.4.0 is a feature release that contains performance improvements, bug fixes, and new features
including:

• Added agent management functionality.

The main new functionality in this release allows the user to have more visibility and control over the agents
themselves. It provides detailed agent information view along with command execution support against the agents.
For more information, see the Managing agents in CEM section.

• Elevated debug command functionality from technical preview to core feature set.

You can now issue a DEBUG command against an agent which after executing the command uploads a debug
bundle with logs, agent properties, and flow configuration so that you can more easily investigate issues. For more
information, see the Managing agents in CEM section.

• Added properties update command functionality.

With this command it is possible to update agent specific properties through EFM. The update results in agent
restart so the new updated properties are picked up at the startup. For more information, see the Managing agents
in CEM section.

• UI improvements on Monitoring/Dashboard and Edge Events views.
• Dropped support for MySQL 5.6, 5.7 and PostgreSQL 9.x and added support for PostgreSQL 13.
• Removed support for NiFi Registry integration.

NiFi Registry integration was originally supported for the following use cases:

• Designing flows outside of EFM
• Saving a backup copy of flows designed from EFM

However, both use cases are better supported without using NiFi Registry. Also, without using NiFi Registry,
EFM gains the ability to import and export flows in many formats, which improves flow design portability.
For restoring flows from backups, EFM database backup option offers a better experience compared to NiFi
Registry backup option. Because, when reading from NiFi Registry to EFM, key metadata is lost and cannot be
fully recovered. For this reason, in order to accelerate the EFM roadmap and offer you the best capabilities and
experience, Cloudera deprecated in 1.3.0 and now removed the ability to write a copy of flows to NiFi Registry.
Starting with EFM 1.3.0, Cloudera recommended that if you had enabled NiFi Registry integration, then disable
it by setting the efm.nifi.registry.enabled property to false, in the efm.properties file, so that upgrades to future
versions become more seamless.

For more information on bug fixes, see Fixed issues.

Related Information
Managing agents in CEM

EFM download locations

Identify the Edge Flow Manager (EFM) repository location for your operating system and operational objectives.
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Note:  You must have credentials to download Edge Flow Manager (EFM) files. Your download credential is
not the same as the credential you use to access the support portal.

You can get download credentials in the following ways:

• Contact your Cloudera sales representative.
• View the Welcome email for your Edge Management account.
• File a non-technical case within the Cloudera support portal for our Support team to assist you.

For detailed system requirements, and supported processors for EFM, see System requirements for EFM.

Software Location

EFM tar file https://archive.cloudera.com/p/CEM/centos7/1.x/updates/1.4.0.0/tars/
efm/efm-1.4.0.0-125-bin.tar.gz

EFM zip file https://archive.cloudera.com/p/CEM/centos7/1.x/updates/1.4.0.0/tars/
efm/efm-1.4.0.0-125-bin.zip

Related Information
System requirements for EFM

Unsupported features

Some features exist within EFM 1.4.0, but Cloudera does not currently support these capabilities.

The technical preview or community driven features in EFM 1.4.0 includes:

• None

Note:  As of today, EFM is not FIPS compliant. Support for FIPS compliant cryptographic libraries will be
added in the future.

Fixed issues

Summary of fixed issues for this release.

Fixed issues in this release include:

• Manifest change detection was added, earlier change in manifest on agent side was not reflected in EFM.
• Flow re-validation during import added.
• Unassigned agent class is now available for all users not just for the ones that have permissions on it.
• Logging specific parameters (for example, roll configuration and size) can be controlled through application

properties.
• Source/Destination processor name inconsistency corrected between NiFi Registry enabled and NiFi Registry

disabled setup.
• EFM cluster configuration using hostname reliability issues addressed.
• Unused and conflicting transitive dependencies were removed.
• Removed incomplete COAP implementation from the code base.
• Get AgentManifest Permission issue corrected.
• Many additional small improvements and stability fixes.
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Known issues

Summary of known issues for this release.

Known issues in this release include:

• MiNiFi Java GetFile processor ignores Ignore Hidden File property.
• EFM repository usage views do not show data or can be inaccurate.
• Browser back navigation does not work in parts of the EFM web app.
• New MiNiFi Java agents occasionally do not download the current flow for an agent class when connecting to

EFM for the first time.

Workaround: Re-publish the flow for an agent class after new MiNiFi Java agents are added to it. This can be
accomplished by making a minute change in the current flow, such as moving a processor on the canvas in the
Flow Designer, and then by selecting  Actions  Publish Flow... .

• Duplicate processor names in flow definitions cause publishing to be acknowledged incorrectly leading to an
endless publish loop. This issue only affects MiNiFi C++ agents with versions 1.22.04 and 1.22.06. Other versions
or the MiNiFi Java agents are not impacted.

Workaround: If the exact versions of MiNiFi C++ agents are needed, the issue can be mitigated by using unique
processor names in the flow definitions. If that can not be avoided, please reach out to Cloudera for HOTFIX
releases.
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