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CFM

Wheat is Cloudera Flow Management?

Cloudera Flow Management (CFM) powered by Apache NiFi and NiFi Registry isakey part of the Cloudera
DataFlow (CDF) platform. Y ou can use CFM to ingest and manage data without writing asingle line of code. It helps
you to capture any type of data from any source and move it into the enterprise securely, while you transform and
dynamically route this datain between.

Y ou can build complex and scal able data flows, and you can manage, edit, and monitor these flowsin real time with
CFM. You can also adopt a DevOps style flow development lifecycle to deliver your flow applications faster by using
templates, version control, collaboration, and various deployment options.

Cloudera Flow Management integrates seamlessly with CDF components such as Kafka, MiNiFi, Flink, and Spark
Streaming, or platform components such as HBase, Hive, Impala, and Kudu.

CFM has two main components:

» Apache NiFi —the core dataingestion engine with a no-code graphical user interface. It supports processors for
connectivity, transformation, and content routing.

e Apache NiFi Registry —the companion to NiFi that enables DevOps style devel opment of flows. It supports
versioning flows, promoting flows, and deploying flow applications across environments.

Apache NiFi is apowerful, flexible, extensible, and reliable system to distribute and process data. It is data source
agnostic and supports sources of different formats, schemas, protocols, speeds, and sizes. Y ou can design and
automate complex data flows on a configurable platform using 300+ processors. Y ou can build your data flow by
simply dragging and dropping a series of processors using the intuitive graphical user interface of Apache NiFi. When
the data flow is ready, you can monitor and control the pipelinein real time. For more information on Apache NiFi,
see the Apache NiFi User Guide.

Registry is a complimentary application that provides a central location for storing and managing shared and
versioned data flow resources. It helps you with the full flow life cycle development. It integrates with NiFi to allow
storing, retrieving, and upgrading versioned flows. When designing a data flow in NiFi, you may need to define and
test different approaches and work incrementally towards your final goal. NiFi Registry helps you to keep track of
severa flow versions and navigate between them easily. For more information, see the Apache NiFi Registry User
Guide.

Apache NiFi User Guide
Apache NiFi Registry User Guide

This guide isintended for Cloudera Flow Management (CFM) users who have never used, have had limited exposure
to, or only accomplished specific tasks within NiFi and NiFi Registry.

Are you new to Cloudera Flow Management? This Getting Started guide gives you an introductory tour of CFM. It
provides an overview of how to work with data flows, from defining the basic data flow concepts to introducing some
of the most used features. It also gives you a step-by-step guide to building and handling simple data flows.

This guide is not an exhaustive instruction manual or areference guide. The How To documentation is a much more
comprehensive resource that provides you with detailed instructions on how to use CFM components. This content
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Flow management terminology

isintended to show you CFM basics — how the different parts of Flow Management work together and how you can
build simple data flows.

What you can learn in this Getting Started guide:

* Roleof Apache NiFi and NiFi Registry in Cloudera Flow Management
» Key NiFi components that you can use to define a data flow

« How to create and configure data flows

e How to work with templates

* How to manage data flow versions using NiFi Registry

e How you can monitor data flows

« How you can trace the life of data using data provenance

Learn the most essential flow management terms and concepts used in connection with Cloudera Flow Management

(CFM) components and operations.

There are afew key terms and concepts that you should be familiar with to understand the details of Cloudera Flow
Management. For more terms and detailed definitions, see the Apache NiFi User Guide and the Apache NiFi Registry

User Guide.

Term

Definition

Ul icon (if
applicable)

Processor

Apache NiFi processors are the basic blocks of creating a data flow.
Every processor has a different functionality, which contributes to
the creation of the output FlowFile. NiFi processors are responsible
for creating, sending, receiving, transforming, routing, splitting,
merging, and processing FlowFiles. There is alarge number of
processors available by default in NiFi, with the ability to write your
own custom processors as well. Processors can be placed on the NiFi
Ul canvas and connected creating a data flow graph.

P

~

T——

FlowFile

Each piece of user data (data that you bring to NiFi for processing
and transfer) iswrapped in entities called FlowFiles. They have the
original data as content, and some attributes. Attributes are key-value
pairs that are associated with the user data. Some of these attributes
are set by default, but processors can add, remove, or edit them.

Connection

InaNiFi dataflow, FlowFiles move from processor one to another
through a connection that gets validated using a relationship between
processors. A connection is where FlowFiles are temporarily held
between two connected NiFi processors. Whenever you create a
connection, you have to select one or more relationships between
those processors. The overall size of datain a connection is controlled
by the configured Back Pressure Object Threshold and Back Pressure
Data Size Threshold settings you can define per connection.

Dataflow

CFM data flows are built from processors. Each processor has output
relationships such as success or failure. Y ou can connect these to the
appropriate processing elements to create your custom data flow.




CFM

Flow management terminology

Data flow template

It isaNiF component that helps you to combine basic NiFi data flow
building blocks (processor, funnel, input/output port, process group,
and remote process group) into larger building blocks. A template can
be dragged to the canvas and used when creating a new data flow, or
can be exported as an XML file and shared with others. Templates
received from other users can be imported into NiFi.

Process group ItisaNiFi component that enables you to group together different
dataflowsinto alogical construct. Process group can make data e o
flows more understandable from a higher level. A process group can %I
be based on different projects, teams, or organizations. Q—0D
Remote process ItisaNiFi component similar to process groups. However, the P
group remote process group references a remote instance of NiFi. I ﬂ‘l
O—0
Input port ItisaNiFi component that is used to get data from a processor, .
which is not present in that process group. |

Output port

ItisaNiFi component that is used to transfer data to a processor,
which is not present in that process group.

Funnel

ItisaNiFi component that is used to combine the data from many
connections into a single connection.

Label

It isaNiFi component that is used to add text about any component
on the NiFi canvas. Y ou can choose from arange of colorsto add
aesthetic sense.

Flow controller

It maintains the knowledge of how processes connect and manages
the threads and allocations that all processes use. The flow controller
isthe brains of the operation. It acts as the broker facilitating the
exchange of FlowFiles between processors. It provides threads for
extensions to run on, and manages the schedule of when extensions
receive resources to execute.

Bucket

A logical container that stores and organizes versioned items/
resources (for example, flows) in NiFi Registry.

Versioned flow

It isaprocess group placed under version control with the help of
NiFi Registry. Each versioned flow has a name, a description, and
one or more 'snapshots' (versions).

Versioned flow
snapshot

It means asingle version of aversioned data flow. Each snapshot (or
version) has metadata and content. The metadata contains a version
number, acommit message, an author name, and a commit date. The
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content is the representation of the workflow itself when it has been
committed.

Event Events represent the change in FlowFiles while traversing through a
NiFi dataflow. These events are tracked in data provenance.

Data provenance NiFi keeps granular information about each piece of data it handles.
Each point in adata flow where a FlowFile is processed in some
way is considered a 'provenance event'. Various types of provenance
events can occur, depending on the data flow design. Asthe data

is processed through the system, all historical information on what
happened to a particular data object (FlowFile) is stored in NiFi’'s
Provenance Repository.

Apache NiFi User Guide
Apache NiFi Registry User Guide

If you want to create and manage your flows with Cloudera Flow Management (CFM), download and install NiFi and
NiFi Registry. Following the step-by-step instructions will help you get started with CFM.

Y ou can download NiFi and NiFi Registry from the CFM repository. Review the repository Download L ocations to
identify the correct download link suitable for your operating system and operational objectives.

Download from the CFM Repository

Check the Cloudera Flow Management deployment workflow with the different deployment scenarios, and
installation instructions in the CFM Deployment documentation.

Understand your deployment scenario

Y ou can access NiFi and NiFi Registry using their web user interfaces (Uls). The Uls are very intuitive and it is easy
to start creating data flows with CFM.

The NiFi Ul provides awide variety of options for creating dataflows, aswell as visualizing, editing, monitoring, and
administering those dataflows. For information on how to use it, see the Apache NiFi User Guide.

The NiFi Registry Ul displays the available shared resources and provides mechanisms for creating and administering
users/groups, buckets, and policies. For information on how to useiit, see the Apache NiFi Registry User Guide.
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Build your first data flow

Apache NiFi User Guide
Apache NiFi Registry User Guide

Y ou can use Apache NiFi to create data flows for any protocols or data sources. Start your flow with alistener
component, which gets the data from a source system. On the other end of the flow, add a transmitter component that
writes the data to atarget system. Additionally, you can add other components in between that process the data.

Apache NiFi components are the building blocks of data flows. The NiFi Component toolbar contains several data
flow components that you can use when creating a new flow.

R\&l

CLovpzrs [ o k> & B ¥ =

This section walks you through the process of creating NiFi data flows from scratch using basic flow options.

For information about building advanced data flows (using parameters, custom properties, controller services, or
reporting tasks), see the Apache NiFi User Guide.
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Procedure
1. Add dataflow components.

Y ou can add processors and other components to build your data flow as you need. To add a processor to your
flow, drag the processor icon to the canvas from the component toolbar in the top-left of the screen. For more
information, see Adding Components to the Canvas in the Apache NiFi User Guide.

Add Processor

Source Displaying 303 of 303
all groups IV 77 - Version

AttributeRollingWindow 1.11.420.1.0-39 rolling, data science, Attribute E...
amazon attributes

avro aws consume
csv d

delete fetch get
hadoop ingest
insert json kafka
listen logs

AtributesToCSV. 1.11.420.1.039 flowfile, csv, attributes
AttributesToJSON 1114201039 flowfile, json, attributes

111.4201.039 encode, basesd.
CalculateRecordStats 1.11.420.1.039 stats, record, meirics
CaptureChangeMySQL 111.4201.039 cdc, jdbe, mysal, sql
CompareFuzzyHash 111.4201039 fuzzy-hashing, hashing, cyber-s...
CompressContent 1.11.420.1.039 Izma, decompress, compress, s...

1.11.4.20.1.039 subscribe, consume, listen, We..

ge P
put _record ConsumeAMQP 111.4201.039 receive, amqp, rabbit, get, cons..
restricted send ConsumeAzureEventHub 1114201039

source update Concuma Fws 1114201070 FWS Fvehanna Fmail Cancim

cloud, streaming, streams, even...

AttributeRollingWindow 1.11.4.2.0.1.0-39  org.apache nifi - nifi-stateful-analysis-nar

Track a Rolling Window based on evaluating an Expression Language expression on each FlowFile
and add that value to the processor's state. Each FlowFile will be emitted with the count of
FlowFiles and total aggregate value of values processed in the current time window.
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2. Configure the processors.
a) Right-click the processor on the canvas and choose Configure in the context menu. Alternatively, double-click
on the processor.
A configuration dialog with the following tabsis displayed: Settings, Scheduling, Properties, and Comments.
b) Configure the processor according to the behavior you desirein your data flow.

¢) When you have finished configuring the options you need, click Apply to save the changes or cancel all
changes by clicking Cancel.

Configure Processor

A Invalid
SETTINGS SCHEDULING PROPERTIES COMMENTS
Name Automatically Terminate Relationships @
RouteOnAttribute Enabled O unmatched

FlowFiles that do not match any user-define expression will

1 be routed here

dd219e19-81a7-1394-0000-00007022e5¢c2

Type
RouteOnAttribute 1.11.4.2.0.1.0-39

Bundle
org.apache.nifi - nifi-standard-nar

Penalty Duration @ Yield Duration @

30 sec 1 sec

Bulletin Level @
WARN v

CANCEL APPLY

Y ou can connect the data flow components by hovering over a component and dragging the connection icon to
another component. Y ou can then choose which relationships you want to include for this connection.

3. Connect data flow components.

10



CFM Build your first data flow

4. Start your data flow.

When all components are connected, the flow is still not working. To start the processors, click each one
individually and then right-click and choose the Start menu item.

— H RouteOnéttribute

e

o In 0 (D bytes) o] [:onflgure > I

Fead/Write 0 bytes / 0 bytes Fe

Ol 0 (0 byles) L]

Tasks/Time 0/ 00:00:00.000 h Sta” Ta
% Disable

I¥ View data provenance
lbw View status history
& View usage

© View connections F
4, Manage access policies

£ Center in view

4 Change color
== Create template

2 Copy

i1 Delete

Alternatively, you can select all processors and then click the Start icon on the Operate pal ette.

Qb Operate E]

TTT |OT Trucking Fleet - Data Flow

g—p Process Group

2b8fcc2d-B438-3d20-bbb1-bBbd93ff838c

X F (>R =3

After you start the data flow, the icon in the top-left corner of the processors changes from a stopped icon to a
running icon. Y ou can stop the processors by using the Stop icon on the Operate palette or the Stop context menu
item.

11
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By following the above steps, you can choose any processor and other NiFi components to create a flow suitable for
your purpose.

Apache NiFi User Guide

Reviewing the list of available NiFi processors can help you better understand the capabilities of the out-of-the-box
processors.

To create an effective data flow, you must understand what types of processors are available and what they are suited
for. NiFi contains many processors that are available out of the box. These provide capabilitiesto ingest data from
different systems, route, transform, process, split, and aggregate data and also distribute data to many systems. The
number of processors increasesin amost every Apache NiFi release.

For the complete list of NiFi processors available in this release, see the list of Supported NiFi Processors.

Each processor has multiple properties and relationships, and it can be challenging to remember how al of the
different pieces work for the processor. Y ou can review a processor’s usage information by right-clicking the
processor and choosing the View usage menu item.

12
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GenerateFlowFile
- Jard-na & Configure
In 0 (0 bytes)
Read/Write 0 bytes /0 bytes % Disable
Ot 0 (0 bytes)
Tasks/Time 0/ 00:00:00.000 It View data provenance

b View status history
& View usage

© View connections b
&, Manage access policies

< Center in view

& Change color
[E] Group

== Create template

2 Copy

1 Delete

Each FlowFileis created with severa attributes, and these attributes change over the life of the FlowFile. The concept
of aFlowFile provides three primary benefits:

« |t enables you to make routing decisions in the flow so that FlowFiles that meet certain criteria can be handled
differently than other FlowFiles. Thisis done using the RouteOnAttribute and similar processors.

» Attributes are used to configure processors in such away that the configuration of the processor is dependent on
the dataitself. For instance, the PutFile processor uses the attributes to know where to store each FlowFile, while
the directory and filename attributes may be different for each FlowFile.

« Attributes provide valuable context about the data. Thisis useful when reviewing the provenance datafor a
FlowFile. You can search for provenance data that match specific criteria, and it also enables you to view this
context when inspecting the details of a Provenance Event. By doing this, you gain valuable insight as to why the
data was processed one way or another, by glancing at this context that is carried along with the content.

Each FlowFile has aminimum set of attributes called Common Attributes:
filename
A filename that can be used to store the datato alocal or remote file system.
path
The name of adirectory that can be used to store the datato alocal or remote file system.
uuid
A Universaly Unique Identifier that distinguishes the FlowFile from other FlowFiles in the system.

13
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entryDate
The date and time at which the FlowFile entered the system (that is, was created). The value of this
attribute is a number that represents the number of milliseconds since midnight, Jan. 1, 1970 (UTC).
lineageStartDate

Any time that a FlowFileis cloned, merged, or split, this resultsin a'child’ FlowFile being created.
As those children are then cloned, merged, or split, a chain of ancestorsis built. Thisvalue
represents the date and time at which the oldest ancestor entered the system. Another way to think
about thisisthat this attribute represents the latency of the FlowFile through the system. The value
isanumber that represents the number of milliseconds since midnight, Jan. 1, 1970 (UTC).

fileSize
This attribute represents the number of bytes taken up by the FlowFil€' s content.

B Note: The uuid, entryDate, lineageStartDate, and fileSize attributes are system-generated and cannot be
changed.

To extract attributes, add user-defined attributes, route FlowFiles based on their attributes, or perform other complex
tasks with the help of attributes, see Working With Attributes in the Apache NiFi Getting Started Guide for details.

Supported NiFi Processors
Apache NiFi Getting Started Guide

Templates make it easier to reuse and distribute NiFi flows or specific parts of data flows.

Besides reducing devel opment time, reuse al so supports the adoption of standards and patterns in data flow design.
Data flow templates can help you to build alibrary of reusable elements that you can use as pre-built components
in your new flows. Templates can be made from any subset of a flow: asingle processor, a flattened subflow, or a
process group holding a subflow. Alternatively, templates can be made from full flows as well. For more in-depth
information about using templates, see the Apache NiFi User Guide.

Apache NiFi User Guide

Learn how to create data flow templates that you can use as building blocks in another data flow.

Follow these steps to create a template from a reusabl e subflow:

1. Select the components/flow elements you want to include in the templ ate.
2. Click the Create Template icon on the Operate palette.

3. Provide aname and optionally a description for the template.

4. Click Create.

14
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Y ou can export templates from Apache NiFi and use them as a starting point for devel oping other data flows. Y ou can
retain or change all configurations of the downloaded template.

To download atemplate from NiFi:
1. Go tothe Templates option in the Global Menu at the top-right hand corner of the NiFi Ul.
2. Click the download icon of the template you want to download.

The template XML fileis downloaded.

Y ou can import a data flow template to Apache NiFi and use it as a starting point for developing a data flow. When
using the template, you can retain or change all of its configurations.

Templates can be imported and

To upload atemplate into NiFi:

1. Click the Upload Template icon from the Operate pal ette.

2. Click the Search icon in the Upload template window and navigate to the XML file you want to upload.
3. Select thefile.

4. Click Upload.

The template is uploaded and displayed in the templates table in the NiFi Ul. Y ou can now useit to create data flows.

Learn how you can build data flows with the help of templatesin Cloudera Flow Management (CFM).

When you have created or imported templates, you can use these as building blocks in various data flows, just as you
use any data flow component.

To use atemplate in adata flow:
1. Click and drag the Template icon from the Component toolbar to the canvas.
The Add template window containing alist of all available templatesis displayed.

15
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2. Choose the template that you would like to add to the canvas and click Add.
There are some important points to remember when working with templates:

» Sensitive properties (for example, a password configured in a processor) is not added to the template. These
sensitive properties have to be popul ated each time that the templateis used.

» If acomponent that isincluded in the template references a controller service, the controller serviceis also
added to the template. This means that each time that the template is used in a data flow, it creates a copy of
the controller service.

Y ou can access your templates and work with them using the NiFi Templates dialog.

To open the dialog that displays all available templates with the ability to filter, export, and delete them:

16
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1. Select Templates from the Global Menu.

12 UTC

I

W 2 E VU b e O

e O

Summary
Counters

Bulletin Board

Data Provenance

Controller Settings
Parameter Contexts

Cluster

Flow Configuration History

Users

Policies
Templates

Help
About

The NiFi Templates window is displayed.
2. Check thelist of available templates. Y ou can filter the list by name or by description to find the template of your

interest.

17
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3. Ontheright side of the table, you can find the Download icon that you can use to download a template as an XML

file
x
NiFi Templates
Connect NiFI to NiFI Registry
Learn about the steps to configure NiFi to identify the NiFi Registry so that you can support versioned flowsin
Cloudera Flow Management.
Before you begin
* You have added and configured NiFi and NiFi Registry.
* You have started both NiFi and NiFi Registry.
Procedure
1. Fromthe NiFi Ul, select Controller Settings from the Global Menu.
2. Select the Registry Clients tab.
3. Click the Add icon (+) to launch the Add Registry Client dialog.
4. Addthe name and URL location of the NiFi Registry service.
Results
NiFi Settings
GEMERAL REPORTIMG TASK CONTROLLER SERVICES REPORTING TASKS REGISTRY CLIENTS
+
Name Location Description
NiFi Registry https:/cfm-node-3.cloudera.com: 18433 F o

Create a bucket in NiFi Registry

Y ou can store and organize versioned data flows in NiFi Registry buckets. Y ou can create several buckets mapping
to your categorization and grouping needs. Y ou can use these Registry buckets to organize your versioned flows
according to different teams, deployment environments, usage patterns, or different business units.

Procedure

1. Open the Registry UI.

Click the wrench icon (Settings) in the top right corner of the screen.
Click New Bucket in the Buckets window.

Enter a name for your bucket.

Click Create.

o~ wD
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Y ou can see that a new bucket isvisible in the NiF Registry.
For information on how to manage Registry buckets, see the Apache NiFi Registry User Guide.

Apache NiFi Registry User Guide

When NiFi is connected to a NiFi Registry, data flows can be version controlled at the process group level. Learn
how you can work with different flow versionsin NiFi and save them in NiFi Registry.

e You must have a process group already created in NiFi.
e You have connected NiFi to NiFi Registry.
* You have created a bucket in Registry for storing and organizing your NiFi data flows.

Learn how you can place a process group under version control in NiFi.

19
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Procedure

1. Right-click the process group, then click VersionStart version control.

Do test
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0 ]

0 W2 4
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00 bytes) =0
0 bytes [ 0 bytes
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Download flow
== Create template
t#] Copy

i Delete

X Start version control

2. Specify the NiFi Registry bucket where you want to save your versioned data flow.

20



CFM Version data flows

3. Set the flow name, flow description, and version comments.

Registry

NiFi Registry v
Bucket

Doc test w
Flow Name

Flow Description

Version Comments

CANCEL SAVE

4. Click Save.

Results

Your flow version is saved and is ready to be deployed. The process group has a version state icon in the upper-left
corner. If it isagreen checkmark, it indicates that the process group is saved as a versioned flow in the Registry.

Commit local changes

Learn how you can manage local changes made to your versioned data flow in NiFi.

About this task

When you make changes in a data flow, the changes are local at first. If you want these changesto be saved asa
separate flow version, you have to commit these changes to the NiFi Registry.

If you make changes to a versioned process group, the green checkmark icon changes to a grey asterisk because of the
uncommitted local edits.
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1. Right-click the process group or the canvas in the workflow window and choose Version.

The context menu shows that you can save, review, or revert your changes.
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&) Copy
it Delete

X Commit local changes
Show local changes

D Revert local changes

Stop version control

« Seect Commit local changesif you want to save the changes as a new version of the data flow.

e Select Show local changesif you want to see the details of the edits.

» Select Revert local changesif you want to discard the edits.

2. Select Commit local changes.

The Save Flow Version pop-up window appears, where you can add comments to the version to be saved.

3. Click Save.

If you have multiple versions of adata flow saved in NiFi Registry, you can go back to any of the versions. Learn
how you can change the versions of your data flowsin NiFi.

To open adifferent flow version:
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1. Inthe NiFi Ul, right-click the process group and go to VersionChange version to open the list of available

versions.
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Queued 0 (0 bytes
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Read/Write 0 bytes / O bytes
Out 0 = 0 (D bytes)

0 0 0 0

2. Select the version.
3. Click Change.

Your flow version is changed.

Learn how you can work with the data flows stored in your NiFi Registry buckets.

* You can view your versioned flowsin NiFi registry in asinglelist or by bucket.
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Download flow
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&) Copy
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-
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* You can sort and filter the flows according to different criteria.

* You can aso delete aversioned flow from the registry.

* You can check the changelog of each flow for details on its versions. Y ou can get information on who made a
change and when the change was made. If Y ou can also take some actions on the version flow.

For detailed instructions on how to manage flows, see the Apache NiFi Registry User Guide.

Apache NiFi Registry User Guide
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Asdatatravels through your data flows in the Cloudera Flow Management system, it is important to understand
how these data flows are performing. Monitoring information can help you to assess if a data flow requires more
resources. Learn how you can check and observe your flowsin Cloudera Flow Management.

There are multiple ways to monitor the NiFi flows to check on errors, memory usage, CPU usage, data flow statistics,
and so on.

The Status bar provides information about the overall health of the system. Y ou can find it at the top of the NiFi U,
under the component toolbar. It contains important statistics about the current health of NiFi. The number of active
threads can indicate how hard NiFi is working, and the queued statistics indicate how many FlowFiles are queued
across the entire flow, and the total size of those FlowFiles.

If the NiFi instanceisin acluster, we will also see an indicator here telling us how many nodes are in the cluster and
how many are currently connected. In this case, the number of active threads and the queue size are indicative of the
sum of all nodes that are currently connected.

Each processor, process group, and remote process group on the canvas provides fine-grained statistics about their
operations. Connections and process groups provide information about the amount of datain their queues. Processors
provide information on how much data they processed in the last five minutes. Thisisarolling window and allows
you to see things like the number of FlowFiles that have been consumed by a processor, as well as the number of
FlowFiles that have been emitted by the processor. The connections between processors also expose the number of
itemsthat are currently queued.

To see historical values for these metrics, right-click on a component and choose the View Status History menu item.
This shows you a graph that spans the time since NiFi was started, or up to 24 hours, whichever isless. You can
extend or reduce the amount of time that is shown by changing the configuration in the propertiesfile.

Y ou can view the FlowFiles queued in a connection when necessary. Right-click a connection, and click List queue
in the context menu to open the queue listing. Y ou can check the list even when the source and destination processors
are actively running.

Additionaly, details for a Flowfile in the listing can be viewed by clicking Details in the left-most column. From
here, the FlowFile details and attributes are available along with the buttons for downloading or viewing the content.
If the source or destination of the connection is actively running, there is a chance that the desired FlowFileisno
longer in the active queue.

Y ou can delete FlowFiles queued in a connection. Right-click the connection, and click Empty queue in the context
menu to initiate the removal of the FlowFiles. Y ou can remove FlowFiles even if the source and destination
processors are actively running.

If a processor logs anything asa WARNING or ERROR, you see aBulletin Indicator displayed in the top-right
corner of the processor. Thisindicator resembles a sticky note and is displayed for five minutes after the event
occurs. Hovering over the bulletin provides information about the incident so that you do not have to go through log
messages to find it. Y ou can also change the log level at which bulletins occur in the Settings tab of the Configure
dialog for a processor.

When the framework generates a bulletin, a bulletin indicator is highlighted at the top-right of the screen. The bulletin
board shows the latest WARNING and ERROR messages that are generated by NiFi processorsin real time. To
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access the bulletin board, click Bulletin Board in the Global Menu at the top-right corner of the NiFi UI. Clicking this
option takes you to the bulletin board where you can see all bulletins that occur across the NiFi instance and can filter
based on the message, name, ID, ad group ID. It refreshes automatically and you can also disable it. Y ou can navigate
to the component with a bulletin by clicking the component UUID.

NiFi Summary provides information about all of the components on the canvasin atabular format. It also provides
system diagnostics that include disk usage, CPU utilization, Java heap, and garbage collection information. To access
the summary page, click Summary in the Global Menu at the top-right corner of the NiFi Ul. Clicking this option
takes you to the summary page, where you can get information about all the components of that particular NiFi
instance or cluster. Y ou can monitor the following components in the NiFi summary Ul:

* Processors

e Input ports

e Output ports

* Remote process groups
e Connections

e Process groups

Depending on the component, you can filter by name, type, or UIR.

For more in-depth monitoring information, see the Apache NiFi User Guide.

Apache NiFi User Guide

You can track down the life of data, its origin, transformation, and destination using data provenance. Y ou can use
thisinformation to troubleshoot and eval uate data flow compliance and optimization in real time.

NiFi keepsavery granular level of detail about each piece of datathat it ingests. As the data objects are processed
through the system, NiFi records and indexes data provenance details, and this information is stored in NiFi’'s
Provenance Repository. By default, NiFi updates this information every five minutes, but that is configurable.

To search and view this information, select Data Provenance from the Global Menu. This enables you to see the most
recent data provenance information, search the information for specific items, and filter the search results. It isalso
possible to open additional dialog windows to see event details, replay data at any point within the dataflow, and see a
graphical representation of the data' s lineage, or path through the flow.

For more information about data provenance, see the Apache NiFi User Guide.

Apache NiFi User Guide
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