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1. Overview

The REST API provides an interface to aregistry with operations for saving, versioning, reading NiFi flows and
components.

Version: 0.8.0

Contact : Apache NiFi Registry
Contact Email : dev@nifi.apache.org

License: Apache 2.0 License
License URL : https://www.apache.org/licenses/L I CENSE-2.0.html

Terms of service : Asdescribed in the license

BasePath : /nifi-registry-api
Schemes: HTTP, HTTPS

» access: Endpoints for obtaining an access token or checking access status.
* bucket bundles : Create extension bundles scoped to an existing bucket in the registry.
« bucket flows : Create flows scoped to an existing bucket in the registry.

» buckets : Create named bucketsin the registry to store NiFi objects such flows and extensions. Search for and
retrieve existing buckets.

* bundles: Gets metadata about extension bundles and their versions.

» config : Retrieves the configuration for this NiFi Registry.

« extension repository : Interact with extension bundles viathe hierarchy of bucket/group/artifact/version.
» extensions: Find and retrieve extensions.

» flows: Gets metadata about flows.

« items: Retrieve items across al buckets for which the user is authorized.

« policies: Endpoint for managing access policies.

« tenants: Endpoint for managing users and user groups.
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2. Security

2. Security

2.1. Authorization

Type: apiKey
Name : Authorization
In: HEADER

2.2. BasicAuth

HTTP Basic Auth
Type: basic

3. Resources

3.1. Access

Endpoints for obtaining an access token or checking access status.

3.1.1. Get access status

GET / access

Description

Returns the current client's authenticated identity and permissions to top-level resources

Responses

HTTP Code Description

Schema

200 successful operation CurrentUser
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid. The NiFi Registry might be running
unsecured.
Consumes
. /
Produces

» application/json

Security
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apiKey Authorization

Example HTTP request
Request path

[ access

Example HTTP response

Response 200
: A :
"identity" : "string",
"anonynous" : true,
"l ogi nSupported" : true,
"resourcePerni ssions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

},

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"proxy" : {

"canRead" : true,

"canWite" : true,

"canDel ete" : true
iy

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"oi dcl ogi nSupported" : true
}

3.1.2. Performs a logout for other providers that have been issued a JWT.

DELETE / access/ | ogout

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.
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Responses
HTTP Code ‘ Description ‘ Schema ‘
200 User was logged out successfully. No Content
401 Authentication token provided was empty or No Content
not in the correct WT format.
500 Client failed to log out. No Content
Consumes
. /
Produces
. /

Example HTTP request
Request path

/ access/ | ogout

3.1.3. Redirect/callback URI for processing the result of the Openld Connect login
sequence.

GET / access/ oi dc/ cal | back

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Responses
HTTP Code Description
default successful operation No Content
Consumes
. /
Produces
. /

Example HTTP request
Reguest path

[ access/ oi dc/ cal | back
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3.1.4. Retrieves a JWT following a successful login sequence using the configured

Openld Connect provider.

PCOST /access/ oi dc/ exchange

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Responses

HTTP Code Description

200 successful operation string

Consumes
. /

Produces

e text/plain

Example HTTP request
Reguest path

/ access/ oi dc/ exchange

Example HTTP response

Response 200

"string"

3.1.5. Performs a logout in the Openld Provider.

DELETE / access/ oi dc/ | ogout

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Responses

HTTP Code Description

default successful operation No Content
Consumes
. /

11
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Produces
. /

Example HTTP request
Request path

/ access/ oi dc/ | ogout

3.1.6. Initiates a request to authenticate through the configured Openld Connect
provider.

CET / access/ oi dc/ request

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Responses
HTTP Code Description
default successful operation No Content
Consumes
. /
Produces
. /

Example HTTP request
Reguest path

/ access/ oi dc/ request

3.1.7. Create token trying all providers

POST / access/t oken

Description

Creates atoken for accessing the REST API via auto-detected method of verifying client identity claim credentials.
The token returned is formatted as a JSON Web Token (JWT). The token is base64 encoded and comprised of three
parts. The header, the body, and the signature. The expiration of the token is a contained within the body. The token
can be used in the Authorization header in the format 'Authorization: Bearer <token>".

Responses

12
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HTTP Code Description Schema

200 successful operation string

400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content

409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that
isnot vaid. The NiFi Registry may not be
configured to support login with username/
password.

500 NiFi Registry was unable to complete the No Content
request because an unexpected error occurred.

Consumes
. /

Produces

e text/plain

Example HTTP request
Request path

[/ access/t oken

Example HTTP response

Response 200

"string"

3.1.8. Create token using identity provider

POST /access/token/identity-provider

Description

Creates atoken for accessing the REST API via a custom identity provider. The user credentials must be passedin a
format understood by the custom identity provider, e.g., athird-party auth token in an HTTP header. The exact format
of the user credentials expected by the custom identity provider can be discovered by 'GET /access/token/identity-
provider/usage'. The token returned is formatted as a JSON Web Token (JWT). The token is base64 encoded and
comprised of three parts. The header, the body, and the signature. The expiration of the token is a contained within
the body. The token can be used in the Authorization header in the format 'Authorization: Bearer <token>".

Responses

HTTP Code Description

200 successful operation string
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HTTP Code Description

Schema

400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that
isnot vaid. The NiFi Registry may not be
configured to support login with customized
credentials.
500 NiFi Registry was unable to complete the No Content
request because an unexpected error occurred.
Consumes
. /
Produces
e text/plain

Example HTTP request
Reguest path

/ access/token/identity-provider

Example HTTP response

Response 200

"string"

3.1.9. Test identity provider

POST /access/token/identity-provider/test

Description

Tests the format of the credentials against this identity provider without preforming authentication on the credentials
to validate them. The user credentials should be passed in a format understood by the custom identity provider as

defined by 'GET /access/token/identity-provider/usage’.

Responses

HTTP Code Description

200 successful operation

Schema

string

400 NiFi Registry was unable to complete the
request because it was invalid. The request

should not be retried without modification.

No Content
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HTTP Code Description Schema

401 The format of the credentials were not No Content
recognized by the currently configured identity
provider.

409 NiFi Registry was unable to complete the No Content

request because it assumes a server state that
isnot valid. The NiFi Registry may not be
configured to support login with customized
credentials.

500 NiFi Registry was unable to complete the No Content
request because an unexpected error occurred.

Consumes
. /

Produces

o text/plain

Example HTTP request
Request path

/ access/ token/identity-provider/test

Example HTTP response

Response 200

"string"

3.1.10. Get identity provider usage

GET /access/token/identity-provider/usage

Description

Provides a description of how the currently configured identity provider expects credentials to be passed to POST /
access/token/identity-provider

Responses

HTTP Code Description Schema

200 successful operation string

400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.

409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that
isnot vaid. The NiFi Registry may not be
configured to support login with customized
credentials.
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HTTP Code Description

500 NiFi Registry was unable to complete the No Content
request because an unexpected error occurred.

Consumes
. /

Produces

e text/plain

Example HTTP request
Request path

/access/token/identity-provider/usage

Example HTTP response

Response 200

“string"

3.1.11. Create token using kerberos

POST / access/t oken/ ker ber os

Description

Creates atoken for accessing the REST API via Kerberos Service Tickets or SPNEGO Tokens (which includes
Kerberos Service Tickets). The token returned is formatted as a JSON Web Token (JWT). The token is base64
encoded and comprised of three parts. The header, the body, and the signature. The expiration of the tokenisa
contained within the body. The token can be used in the Authorization header in the format 'Authorization: Bearer

<token>'".
Responses
200 successful operation string
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state
that is not valid. The NiFi Registry may not
be configured to support login Kerberos
credentials.
500 NiFi Registry was unable to complete the No Content
request because an unexpected error occurred.
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Consumes
. /

Produces

e text/plain

Example HTTP request
Request path

[ access/ t oken/ ker ber os

Example HTTP response

Response 200

"string"

3.1.12. Create token using basic auth

POST /access/token/ 1 ogin

Description

Creates atoken for accessing the REST API via username/password. The user credentials must be passed in standard
HTTP Basic Auth format. That is: 'Authorization: Basic <credentials>', where <credentials> is the base64 encoded
value of '<username>:<password>'. The token returned is formatted as a JSON Web Token (JWT). Thetoken is
base64 encoded and comprised of three parts. The header, the body, and the signature. The expiration of the token is
a contained within the body. The token can be used in the Authorization header in the format 'Authorization: Bearer

<token>'.

Responses

HTTP Code Description

200 successful operation string
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that
isnot valid. The NiFi Registry may not be
configured to support login with username/
password.
500 NiFi Registry was unable to complete the No Content
request because an unexpected error occurred.
Consumes
. /
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Produces

e text/plain

Security

basic BasicAuth

Example HTTP request
Request path

[ access/ t oken/ | ogi n

Example HTTP response

Response 200

"string"

3.2. Bucket Bundles

Create extension bundles scoped to an existing bucket in the registry.

3.2.1. Get extension bundles by bucket

CET / bucket s/ {bucket | d}/ bundl es

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
‘ Description
Path bucketld required The bucket identifier string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation <
74a546d2b21fb327cc6c2af 0bad9ef 3f 350b0deb. html#_extensionb
> array
400 NiFi Registry was unable to complete the No Content

request because it was invalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
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HTTP Code Description Schema

403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ bucket s/ string/bundl es

Example HTTP response

Response 200
, [ {
"link" : {
"href" : "string",
" par ans"
"string" : "string"
}
“identifier" : "string",
"name" : "string",
"description" : "string",
"bucket ldentifier" : "string",
"bucket Name" : "string",
"creat edTi nestanp” : O,
"nodi fi edTi mestamp” : O,
"type" : "string",
"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}!
"bundl eType" : "string",
"groupld" : "string",
"artifactld" : "string",
"versionCount" : O
bl
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3.2.2. Create extension bundle version

POST / bucket s/ {bucket | d}/ bundl es/ { bundl eType}

Description

Creates aversion of an extension bundle by uploading a binary artifact. If an extension bundle already existsin the
given bucket with the same group id and artifact id as that of the bundle being uploaded, then it will be added as a
new version to the existing bundle. If an extension bundle does not aready exist in the given bucket with the same
group id and artifact id, then a new extension bundle will be created and this version will be added to the new bundle.
Client's may optionally supply a SHA-256 in hex format through the multi-part form field 'sha256'. If supplied, then
this value will be compared against the SHA-256 computed by the server, and the bundle will be rejected if the values
do not match. If not supplied, the bundle will be accepted, but will be marked to indicate that the client did not supply
a SHA-256 during crestion.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Name Description Schema
bucketld required The bucket identifier string
Path bundleType required The type of the bundle enum (nifi-nar, minifi-cpp)
Responses
HTTP Code Description Schema
200 successful operation BundleVersion
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

e multipart/form-data

Produces

» application/json

Security

apiKey Authorization

Example HTTP request
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Request path

/ bucket s/ st ring/ bundl es/string
Response 200

_ {
"l'ink" : {
"href" : "string",
"paranms" @ {
"string" : "string"

}

ersi onMet adat a" : {
"link" : {
"href" . "string",
" parans" :
"string" : "string"
}
b .
"id" : "string",
"bundl el d" : "string",
"bucketld" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string",
"timestamp" : O,
"author" : "string",
"description" : "string",
"sha256" : "string",
"sha256Suppl i ed" : true,
"content Si ze" : O,
"syst emApi Version" : "string",
"bui I dl nfo" : {
"bui l dTool " : "string",
"bui | dFl ags" : "string",
"bui | dBranch" : "string",
"bui | dTag" : "string",
"bui | dRevi sion" : "string",
"built" : O,
"builtBy" : "string"
}

ependencies" : [ {
"groupld" : "string",
"artifactld" : "string",
"version" : "string"

}

}

T,
"bundl e" : {
"l'ink" : {
"href" : "string",
"params" : {
"string" : "string"
}
}

"identifier" : "string",
"name" : "string",
"description"” : "string",
"bucketldentifier" : "string",
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"bucket Nane" : "string",
"creat edTi mestamp" : O,
"nodi fi edTi mestanmp” : O,
"type" : "string",
"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l
"bundl eType" : "string",

"groupld" : "string",
"artifactld" : "string",
"versionCount" : O
e
"bucket" : {
"l'ink" : {
"href" : "string",
"parans" :
"string" : "string"
}
b .
"|dent|f|er" : "string",
"name" : "string",
"creat edTi nest an’p" . 0,
"description" : strlng,

"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,
"pernissions" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true
}l
"revi sion" :
"cli entld : "string",
"version" : O,
"lastModifier" : "string"
}
"filename" : "string"

3.3. Bucket Flows

Create flows scoped to an existing bucket in the registry.

3.3.1. Create flow

POST / bucket s/ {bucket1d}/fl ows

Description

Creates aflow in the given bucket. The flow id is created by the server and populated in the returned entity.

Parameters

Type Name Descnptlon

bucketld required

The bucket identifier
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Type Name Description Schema

body required

The details of the flow to create.

VersionedFlow

Responses

HTTP Code Description

Schema

200 successful operation VersionedFlow
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

« application/json

Produces

» application/json

Security

apiKey

Authorization

Example HTTP request

Reguest path

/ buckets/string/fl ows

"string",

Request body
t,
"link" : {
“href" : "string"
" par ans"
"string" : "string"
}
"identifier" "string"
"name" : "string"
"description" "string",
"bucket | dentifier"
"bucket Nane" "string"
"creat edTi nest anp" 0,
"modi fi edTi mest anp" 0,

"type" : "string",
{

"perm ssi ons"
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"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
"versionCount” : O,
"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
}

Example HTTP response

Response 200

_ {
"l'ink" : {
"href" : "string",
"params" : {
"string" : "string"

}
"identifier" : "string",
"name" : "string",

"description" : "string",
"bucket ldentifier" : "string",
"bucket Nane" : "string",
"creat edTi nestanp” : O,
"nodi fi edTi mestanmp” : O,
"type" : "string",
"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"versi onCount" : O,
"revision" : {
"clientld" : "string",
"version" : 0,
"lastModifier" : "string"
}
}

3.3.2. Get bucket flows

GET / bucket s/ {bucket|d}/fl ows

Description

Retrieves all flows in the given bucket.

Parameters

Type Name Description Schema

bucketld required The bucket identifier string
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Responses

HTTP Code Description

Schema

200 successful operation < VersionedFlow > array
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey

Authorization

Example HTTP request
Reguest path

/ buckets/string/fl ows

Example HTTP response

Response 200
"link"
"href" : "string",
"parans" :

"“string" : "string"
"identifier" : "string",
"name" : "string",
"description" : "string",
"bucket | dentifier" "string",
"bucket Name" : "string",
"creat edTi mestanmp" : O,
"nmodi fi edTi mest anp” 0,

"type" : "string",

"perm ssions" : {
"canRead" : true,
"canWite" : true,
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"canDel ete" : true
s
"versi onCount" : O,
"revision" :
"“clientld" : "string",
"version" : O,
"lastMdifier" : "string"
}
Pl

3.3.3. Get bucket flow

CET / bucket s/ {bucket1d}/fl ows/{fl ow d}

Description

Retrieves the flow with the given id in the given bucket.

Parameters
Type H Name ‘ Description ‘ Schema ‘
Path bucketld required | The bucket identifier | string
Path flowld required Theflow identifier string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 | successful operation | VersionedFlow
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
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Request path

/ buckets/string/flows/string

Example HTTP response

Response 200
"1ink"
“href" : "string",
" parans" :
"string" : "string"
}
}

identifier" : "string",
"name" : "string",
"description" : "string",
"bucketldentifier" : "string",
"bucket Nane" : "string",
"creat edTi mestamp" : O,
"nodi fi edTi mestanmp” : O,
"type" : "string",

"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

ersionCount” : O,
"revision" :
"clientld" : "string",
"version" : O,
"lastModifier" : "string"
}
}

3.3.4. Update bucket flow

PUT /bucket s/ {bucket!|d}/flows/{fl ow d}

Description

Updates the flow with the given id in the given bucket.

Parameters

Path bucketld required The bucket identifier string

Path flowld required The flow identifier string

Body body required The updated flow VersionedFlow
Responses
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HTTP Code Description

Schema

200 successful operation VersionedFlow
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

 application/json
Produces
e application/json

Security

apiKey

Authorization

Example HTTP request
Request path

/ buckets/string/flows/string

Request body

"link" :

“href" "string",

"parans" :

"string" "string"

}
b .
"identifier" "string",
"name" "string",
"description" "string",
"bucketldentifier" "string",
"bucket Nane" "string",

"creat edTi nest anp" 0,
"modi fi edTi mest anp" 0,
"type" "string",
"perm ssions" : {
"canRead" true,
"canWite" true,
"canDel et e" true
}
"ver si onCount " 0,
"revision" :
"clientld" "string",
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"version" : O,
"lastMdifier" : "string"
}
}

Example HTTP response

Response 200

"link"
"href" : "string",
" parans" :
"string" : "string"

"identifier" : "string",
"name" : "string",
"description" : "string",
"bucket ldentifier" : "string",
"bucket Nane" : "string",
"creat edTi nestanp”" : O,
"modi fi edTi mestanmp” : O,
"type" : "string",
"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"versi onCount" : O,
"revision" :
"clientld" : "string",
"version" : O,
"lastModifier" : "string"
}
}

3.3.5. Delete bucket flow

DELETE / bucket s/ {bucket|d}/fl ows/{fl ow d}

Description

Deletes aflow, including all saved versions of that flow.

Parameters
Type Name Description Schema
bucketld required The bucket identifier string
Path flowld required The flow identifier string
Query clientld optional If theclient id is not specified, string

new one will be generated. This
vaue (whether specified or
generated) isincluded in the

response.
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Description
Query version required Theversion is used to verify the | string
client isworking with the latest
version of the entity.
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation 21f54ed3f8d375ae553984b516f20900d896ffab.html#_versionedf
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/ buckets/string/flows/string

Request query
"clientld" : "string",
"version" : "string"
}

Example HTTP response

Response 200
_ {
"l'ink" : {
"href" : "string",
"paranms" : {
"string" : "string"
}
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"identifier" "string"
"name" "string"
"description" “string"

"bucket | dentifier" "string"
"bucket Nane" "string",
"creat edTi mest anp" 0,
"nmodi fi edTi mest anp” 0,
"type" "string",
"perm ssi ons" {

"canRead" : true,

"canWite" : true,

"canbDel et e" true
i
"ver si onCount " 0,
"revision"

"cI i entl d" "string"

"version" : 0,

"l ast Modifier" "string"

}

}

3.3.6. Get bucket flow diff

CET / bucket s/ {bucketld}/flows/{flow d}/diff/{versionA}/{versionB}

Description

Computes the differences between two given versions of aflow.

Parameters

Type Name Description Schema

bucketld required The bucket identifier string
Path flowld required The flow identifier string
Path versionA required Thefirst version number integer (int32)
Path versionB required The second version number integer (int32)
Responses

HTTP Code Description Schema
200 successful operation VersionedFlowDifference
400 NiFi Registry was unable to complete the No Content

request because it was invalid. The request

should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content

request because it assumes a server state that is

not valid.
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Consumes
. /

Produces

« application/json

Security
Type Name
apiKey 22d0e712deaB0bf00b8444e14a19a8fbeB8422e87.html# _authorization

Example HTTP request
8dcbd1757a9adbc94cet51bafb5e36adad4d77db8.xml#_request_path 208dc5d1757a9adbc94ce651bafb5e36adadd77db8.xml#_request_pat!

/ buckets/string/flows/string/diff/0/0

Example HTTP response
8dcbd1757a9adbc94cet51bafb5e36adad4d77db8.xml#_response 200 168dc5d1757a9adbc94ceb51bafb5e36adadd77db8.xml#_response 2

{
"bucketld" : "string",
"flomd" : "string",
"versi onA" : 0,
"versionB" : 0,
"conmponent Di f ferenceG oups"” : [ {
"conmponentld" : "string",
"conponent Nanme" : "string",
"conponent Type" : "string",
"processGoupld" : "string",
"differences" : [ {
"val ueA" : "string",
"val ueB" : "string",
"changeDescription" : "string",
"di fferenceType" : "string",
"di fferenceTypeDescription" : "string"

]
}]
}

3.3.7. Create flow version

POST / bucket s/ {bucket|d}/fl ows/{fl ow d}/versions

Description

Creates the next version of aflow. The version number of the object being created must be the next available version
integer. Flow versions areimmutable after they are created.

Parameters

Type Name D&ecrlptlon Schema

bucketld required The bucket identifier string
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Type Name Description Schema

flowld required The flow identifier string
Body body required The new versioned flow snapshot. | VersionedFlowSnapshot
Responses
HTTP Code Description Schema
200 successful operation VersionedFlowSnapshot
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ bucket s/ string/flows/string/versions

Request body

{
"snapshot Met adat a" : {

"link" : {

"href" : "string",

" par ans"

"string" : "string"

}
"bucketldentifier" : "string",
"flow dentifier" : "string",
"version" : 0,
"“timestamp" : O,
"aut hor" : "string"
"coments" : "string"

33

3. Resources



Cloudera DataFlow for Data Hub

3. Resources

}1

"fl owContents" : {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {

"x" : 0.0,
y* : 0.0

}

rocessGoups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0
}

rocessGoups” : [ "..." ],
"renot eProcessG oups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y* : 0.0

}

argetUri" : "string",
"targetUris" : "string",
"conmuni cati onsTi meout™ : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y'" . 0.0
}

enot eGroupl d" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
“duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
L
"out put Ports" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
}!
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"renmot eG oupld" : "string",
"concurrentl ySchedul abl eTaskCount" : O,
"useConpression" : true,
"bat chSi ze" : {

“count" : O,

"size" : "string",

"duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState"” : "string",
"groupldentifier" : "string"
Pl
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"processors" : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0

}l

"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}!
"style" : {
"string" : "string"
}1
"type" : "string",
"properties" : {
"string" : "string"
}

’ropertyDescri ptors" : {

"string" : "<<_versionedpropertydescriptor>>"

}

nnotati onData" : "string",
"schedul i ngPeriod” : "string",
"schedul i ngStrategy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel" : "string",
"runDurationMIIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer m nat edRel ati onshi ps" : [ "string"
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0

}

t ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
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"al | owRenpt eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"

Pl

"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
y" : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount "
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"connections" : |
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
}

ource" : {

"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

I abel | ndex" : O,
"zl ndex" : O

01

"sel ect edRel at i onshi ps" : [ "string" ],

"backPressurebj ect Threshol d" : 0,
"backPressur eDat aSi zeThr eshol d"
"flowFil eExpiration” : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,
y" : 0.0

" o;adBaI anceStrategy"” : "string",

"partitioningAttribute" : "string",
"| oadBal anceConpr essi on" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

[a—

"string",
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"y" : 0.0

"l abel " : "string",
"width" : 0.0,
"“height" : 0.0,
"style" : {

"string" : "string"
i
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [

"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
}

,orrponent Type" : "string",
"groupldentifier" : "string"

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"bundl| e"
"group" : "string",
"artifact" : "string",
"version" : "string"

"control |l erServiceApis" : [ {
"type" : "string",
"bundl| e"
"group" : "string",
"artifact" : "string",
"version" : "string"
}
T _
"properties" : {
"string" : "string"

}!

"propertyDescriptors" : {
"string" : "<<_versionedpropertydescriptor>>"

}1

"annotationbData" : "string",
"conponent Type" : "string",
"groupldentifier” : "string"

1

"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucket I d" : "string",
"flowd" : "string",
"version" : O,
"latest" : true

}

ari abl es" :
"string" : "string"

}
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" par anmet er Cont ext Nane" : "string",
"conponent Type" : "string",
"fl owFi | eConcurrency" : "string",
"fl owFi | eQut boundPol i cy" : "string",
"groupldentifier” : "string"
1
"renot eProcessG oups" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

argetUri" : "string",
"targetUris" : "string",

"conmuni cationsTi meout™ : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",

"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
"renmot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"useConpression" : true,
"bat chSi ze" : {

“count" : O,

"size" : "string",

“duration" : "string"
I
"conponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"

L
"out put Ports" : [ {

"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" . 0.0
b _
"renmot eG oupld” : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"useConpression" : true,
"bat chSi ze" : {

"count" : O,

"size" : "string",

"duration"” : "string"
¥
"conponent Type" : "string",
“"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
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Pl
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"processors” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

undl e" : {

"group" : "string",
"artifact" : "string",
"version" : "string"

}!
"style" : {
"string" : "string"
}1
"type" : "string",
"properties" : {
"string" : "string"
}l
"propertyDescriptors” : {
"string" : "<<_versionedpropertydescriptor>>"

}

nnotati onData" : "string",

"schedul i ngPeriod" : "string",
"schedul i ngStrategy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel " : "string",
"runDurationMIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer mi nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

} ] 1)

nput Ports" : [ {

"identifier" : "string",

"name" : "string",

"coments" : "string",

"position" : {
"x" : 0.0,

y" : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | onRenot eAccess"” : true,
"conponent Type" : "string",
"groupldentifier" : "string"
L
"out put Ports" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y" : 0.0

}
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"type" : "string",
"concurrent| ySchedul abl eTaskCount "
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"connections" : [
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

ource" : {

"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

},

abel | ndex" : O,
"zl ndex" : O

01

"sel ect edRel at i onshi ps" : [ "string" ],

"backPressurebj ect Threshol d" : 0,
"backPressur eDat aSi zeThr eshol d"
"flowFil eExpiration” : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y* 1 0.0

" o;adBaI anceStrategy” : "string",

"partitioningAttribute" : "string",
"| oadBal anceConpr essi on" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

"l abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y*" 1 0.0
3, .
"l abel" : "string",
"width" : 0.0,
"height" : 0.0,
"style" : {

"string" : "string"
}

’onponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [ {

"string",
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"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
}

onponent Type" : "string",
"groupldentifier" : "string"

P,

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
"y" . 0.0
}

ype" : "string",
"bundl e" : {

"group" : "string",
"artifact" : "string",
"version" : "string"

"control |l erServiceApis" : [ {
"type" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
}
T _
"properties" : {
"string" : "string"

}!
"propertyDescriptors" : {

"string" : "<<_versionedpropertydescriptor>>"
}1
"annotationbData" : "string",

"conponent Type" : "string",

"groupldentifier" : "string"
1
"ver si onedFl owCoor di nat es" : {

"registryUl" : "string",

"bucket I d" : "string",

"flowd" : "string",

"version" : O,

"l atest" : true

}

,ariabl es" : {
"string" : "string"

}

ar anet er Cont ext Nanme" : "string",
"conponent Type" : "string",
"fl owFil eConcurrency” : "string",
"fl owFi | eCut boundPol i cy" : "string",
"groupldentifier" : "string"

"external Controll erServices" : {
"string" : "<<_ external controllerservicereference>>"

aranet er Cont ext s" : {
"string" : "<<_ versionedparanetercontext>>"
}!
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"fl owEncodi ngVersion" : "string",
"flow' : {
"l'ink" : {
"href" : "string",
"params" @ {
"string" : "string"

}

identifier" : "string",
"name" : "string",
"description"” : "string",
"bucketldentifier" : "string",
"bucket Nane" : "string",
"creat edTi mestamp" : O,
"nodi fi edTi mestanmp” : O,
"type" : "string",

"perm ssions" @ {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

ersi onCount” : O,
"revision" : {
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}
e
"bucket" : {
"link" : {
"href" : "string",
"params" : {
"string" : "string"
}
"identifier" : "string",
"name" : "string",
"creat edTi mestamp" : O,
"description" : "string",
"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead"” : true,
"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"revision" : {
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
}
e
"latest" : true
}
Response 200

{
"snapshot Met adat a" : {
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"link" : {
"href" : "string",
"paranms" : {
"string" : "string"
}

"bucketldentifier" : "string",
"flow dentifier" : "string",
"version" : O,

"timestamp" : O,

"aut hor" : "string",
"coments" : "string"

}1
"fl owContents" : {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

rocessGoups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0
}

rocessGoups” : [ "..." ],

"renot eProcessG oups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0

"targetUri" : "string",
"targetUris" : "string",
"conmuni cati onsTi meout™ : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {

"identifier" : "string",

"name" : "string",

"coments" : "string",

"position" : {

"x" : 0.0,

y" : 0.0

}

enot eGroupl d" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
“duration" : "string"

}

’orrponent Type" : "string",
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“"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
bl
"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
b .
"remot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount " 0,
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
"duration" : "string"
I
"conponent Type" : "string",
"targetld" : "string",
"schedul edState"” : "string",
"groupldentifier" : "string"
Pl
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"processors”" : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
¥
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
s
"style" : {
"string" : "string"
I
"type" : "string",
"properties" : {
"string" : "string"
¥
"propertyDescri ptors"” {
"string" : "<<_versionedpropertydescriptor>>"
e
"annotationbData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngSt r at egy" "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel " : "string",
"runDurationMIIlis" : O,
"concurrent| ySchedul abl eTaskCount "
"aut oTer nmi nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"
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Pl
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

ype" : "string",
"concurrentl ySchedul abl eTaskCount "
"schedul edState" : "string",
"al | onRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"concurrent| ySchedul abl eTaskCount "
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"connections" : [ {
"identifier" : "string",
"nanme" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}1
"source" : {
"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

I abel | ndex" : O,
"zl ndex" : 0,

0;

01

"sel ectedRel ati onshi ps" : [ "string" ],

"backPressurebj ect Threshol d" : 0,
"backPressur eDat aSi zeThr eshol d"
"flowFil eExpiration” : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y" . 0.0
bl

"string",
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"| oadBal anceStrategy" : "string",
"partitioni ngAttribute" : "string",
"| oadBal anceConpr essi on" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" . 0.0

=
[a—

}

abel" : "string",

"width" : 0.0,
"“height" : 0.0,
"style" : {

"string" : "string"
i
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s"

"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
}

,orrponent Type" : "string",
"groupldentifier" : "string"

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

y" : 0.0

}

ype" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

"control |l erServiceApis" : [ {
"type" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
}
T _
"properties" : {
"string" : "string"

}!
"propertyDescriptors" : {

"string" : "<<_ versionedpropertydescri ptor>>"
}1
"annotationbData" : "string",
"conponent Type" : "string",
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"groupldentifier" : "string"
L
"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucketld" : "string",
"flowd" : "string",
"version" : O,
"l atest" : true

}1
"variabl es" : {
"string" : "string"
}l
" par anmet er Cont ext Nane" : "string",
"conponent Type" : "string",
"fl owFi | eConcurrency" : "string",
"fl owFi | eQut boundPol i cy" : "string",
"groupldentifier” : "string"
1
"renot eProcessG oups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

argetUri" : "string",
"targetUris" : "string",

"conmuni cati onsTi meout™ : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,

"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"conments" : "string",
"position" : {
"x" : 0.0,
"y'" . 0.0
}. |
"renmot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
“duration" : "string"
}1
"conponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
L
"out put Ports" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
}!
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"renmot eG oupld" : "string",
"concurrentl ySchedul abl eTaskCount" : O,
"useConpression" : true,
"bat chSi ze" : {

“count" : O,

"size" : "string",

"duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState"” : "string",
"groupldentifier" : "string"
Pl
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"processors" : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0

}l

"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}!
"style" : {
"string" : "string"
}1
"type" : "string",
"properties" : {
"string" : "string"
}

’ropertyDescri ptors" : {

"string" : "<<_versionedpropertydescriptor>>"

}

nnotati onData" : "string",
"schedul i ngPeriod” : "string",
"schedul i ngStrategy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel" : "string",
"runDurationMIIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer m nat edRel ati onshi ps" : [ "string"
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0

}

t ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
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"al | owRenpt eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y*" 1 0.0
}

ype" : "string",
"concurrent| ySchedul abl eTaskCount "
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"connections" : |
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
}

ource" : {

"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

},

abel | ndex" : O,
"zl ndex" : O

01

"sel ect edRel at i onshi ps" : [ "string" ],

"backPressurebj ect Threshol d" : 0,
"backPr essur eDat aSi zeThr eshol d"
"flowFil eExpiration” : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y* 1 0.0

" o;adBaI anceStrategy"” : "string",

"partitioningAttribute" : "string",
"| oadBal anceConpr essi on" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"string",
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"y" : 0.0

"l abel " : "string",
"width" : 0.0,
"“height" : 0.0,
"style" : {

"string" : "string"
i
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [

"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
}

,orrponent Type" : "string",
"groupldentifier" : "string"

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"bundl| e"
"group" : "string",
"artifact" : "string",
"version" : "string"

}

ontrol | erServiceApis" : [ {

"type" : "string",

"bundl| e"
"group" : "string",
"artifact" : "string",
"version" : "string"

}

T _

"properties" : {

"string" : "string"

}!
"propertyDescriptors" : {

"string" : "<<_versionedpropertydescriptor>>"
}1
"annotationbData" : "string",

"conponent Type" : "string",

"groupldentifier” : "string
1
"ver si onedFl owCoor di nat es" : {

"registryUl" : "string",

"bucket I d" : "string",

"flowd" : "string",

"version" : O,

"latest" : true

}

ari abl es" :
"string" : "string"

}
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" par anmet er Cont ext Nane" : "string",
"conponent Type" : "string",

"fl owFi | eConcurrency" : "string",
"fl owFi | eQut boundPol i cy" : "string",
"groupldentifier” : "string"

"external Control | er Services" : {
"string" : "<<_external controllerservicereference>>

ar amet er Cont ext s" : {
"string" : "<<_versionedparanetercontext>>"

"fl owEncodi ngVersion" : "string",
"flow' : {
"l'ink" : {
"href" : "string",
"paranms" @ {
"string" : "string"

}

"identifier" : "string",
"name" : "string",
"description"” : "string",
"bucketldentifier" : "string",
"bucket Nane" : "string",
"creat edTi mestamp" : O,
"nodi fi edTi mestanmp” : O,
"type" : "string",
"permssions" @ {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

ersionCount” : O,
"revision" :
"clientld" : "string",
"version" : O,
"lastMdifier" : "string
}

"bucket" : {
"link"
"href" : "string",
"parans" :
"string" : "string"

}

identifier" : "string",
"name" : "string",

"creat edTi mestamp" : O,
"description" : "string",

"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead"” : true,
"pernissions" : {

"canRead" : true,
"canWite" : true,

"canDel ete" : true

}

"revision" : {
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
}
L
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"latest" : true

}

3.3.8. Get bucket flow versions

GET /bucket s/ {bucket|d}/flows/{flow d}/versions

Description

Gets summary information for al versions of aflow. Versions are ordered newest->oldest.

Parameters
Type H Name ‘ Description ‘ Schema ‘
Path bucketld required The bucket identifier string
Path flowld required The flow identifier string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful Opaaion VersonedFIUWSnapshotMeta:lata
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/ bucket s/ string/flows/string/versions

Example HTTP response
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Response 200

III i r]l(ll

“"href" : "string",

" parans" :

"string" : "string"

}
"bucket Identifier" : "string",
"flomdentifier" : "string",
"version" : 0,
"timestanmp" : O,
"author" : "string",
"coments" : "string"

bl

3.3.9. Get latest bucket flow version content

CET / bucket s/ {bucket1d}/fl ows/{fl ow d}/versions/| at est

Description

Getsthe latest version of aflow, including the metadata and content of the flow.

Parameters
Type Name Description Schema
bucketld required The bucket identifier string
Path flowld required The flow identifier string
Responses
HTTP Code Description Schema
200 successful operation VersionedFl owSnapshot
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

53



Cloudera DataFlow for Data Hub 3. Resources

apiKey Authorization

Example HTTP request
Request path

/ bucket s/ string/flows/string/versions/| atest

Example HTTP response

{
"snapshot Met adat a" : {
"l'ink" : {
"href" : "string",
" par ans"
"string" : "string"
}

"bucket ldentifier" : "string",
"flowm dentifier" : "string",
"version" : O,

"timestamp" : O,

"author" : "string",
"coments" : "string"

}l
"flonContents" : {

"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" . 0.0,

"y" : 0.0

}

1

rocessGoups” : [ {
"identifier" : "string",

"name" : "string",
"coments" : "string",
"position" : {

"x" . 0.0,

"y" . 0.0
}

n

rocessGoups" : [ "..." ],
"renot eProcessG oups" : [ {

“identifier" : "string",
"name" : "string",
"conments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
3, _ _
“targetUri" : "string",
"targetUris" : "string",
"comuni cati onsTi neout" : "string",

"yi el dDuration" : "string",
"transportProtocol" : "string",

"l ocal Networ kl nterface" : "string",
"proxyHost" : "string",

"proxyPort" : O,
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"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

enot eG oupl d* : "string",
"concurrentl ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {

"count" : O,

"size" : "string",
"duration" : "string"

}

onponent Type" : "string",
“"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
T
"output Ports" : [ {
"identifier" : "string",
"name" : "string",
"conments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

enot eG oupl d" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
"duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState"” : "string",
"groupldentifier" : "string"
Pl
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"processors" : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0

}l

"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}!
"style" : {

"string" : "string"
}1
" ypell : "Stl"l r.]gll,
"properties" : {
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"string" : "string"

}1
"propertyDescriptors" : {
"string" : "<<_versionedpropertydescriptor>>"
}!
"annot ati onData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngStrat egy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yieldDuration"” : "string",
"bul | eti nLevel ™ : "string",
"runDurationMIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer mi nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {

"x" : 0.0,

"y" . 0.0

}

ype" : "string",
"concurrentl| ySchedul abl eTaskCount"” : O,
"schedul edState" : "string",
"al | onRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"connections" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}1
"source" : {
"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

56



Cloudera DataFlow for Data Hub 3. Resources

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"nanme" : "string",
"coments" : "string"

"| abel | ndex" : O,
"zl ndex" : 0,
"sel ect edRel ati onshi ps" : [ "string" ],
"backPressurebj ect Threshol d* : 0,
"backPressureDat aSi zeThreshol d" : "string",
"flowFil eExpiration" : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y" : 0.0
"| oadBal anceStrategy" : "string",
"partitioni ngAttribute" : "string",
"| oadBal anceConpressi on" : "string",
"conponent Type" : "string",
"groupldentifier” : "string"

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0

v
[a—

}

abel" : "string",

"width" : 0.0,
"“height" : 0.0,
"style" : {

"string" : "string"
i
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s"
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y" : 0.0

}

,orrponent Type" : "string",
"groupldentifier" : "string"

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"bundl e" : {

"group" : "string",
"artifact" : "string",
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"version" : "string"
"controllerServiceApis" : [ {
"type" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
}
T _
"properties” : {
"string" : "string"

}1
"propertyDescriptors" : {

"string" : "<< versionedpropertydescri ptor>>"
e
"annotationData" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"
L
"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucketld" : "string",
"flowd" : "string",
"version" : O,
"l atest" : true
e
"variabl es" : {
"string" : "string"
¥
" par anmet er Cont ext Nane" : "string",
"conponent Type" : "string",
"fl owFi | eConcurrency" : "string",
"fl owFi | eQut boundPol i cy" : "string",
"groupldentifier" : "string"
} ] 1
"renot eProcessG oups" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
b . .
"targetUri" : "string",
"targetUris" : "string",
"conmuni cationsTi meout™ : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net workl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y'" . 0.0
b .
"renmot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"useConpression" : true,
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"bat chSi ze" : {
“count" : O,
"size" : "string",
"duration" : "string"

}

onponent Type" : "string",
“"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
T
"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"conments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

enot eG oupl d" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
"duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState"” : "string",
"groupldentifier" : "string"
Pl
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"processors” : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0

}l

"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

},
"style" : {
"string" : "string"
e
"type" : "string",
"properties" : {
"string" : "string"
}

’ropertyDescri ptors" : {

"string" : "<<_versionedpropertydescriptor>>"

}

nnotati onData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngStrategy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel" : "string",
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"runDurationMIlis" : O,

"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer mi nat edRel ati onshi ps" : [ "string"
"schedul edState" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {

"x" : 0.0,

"y" . 0.0

}

ype" : "string",
"concurrentl| ySchedul abl eTaskCount"” : O,
"schedul edState" : "string",
"al | onRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"output Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"concurrentl ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"connections" : |
"identifier" : "string",
"nanme" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
y* : 0.0

}

ource" : {

"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

},

abel | ndex" : O,

"zl ndex" : 0,

"sel ectedRel ati onshi ps" : [ "string" ],
"backPressurebj ect Threshol d" : 0,
"backPressureDat aSi zeThreshol d" : "string",
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"flowFil eExpiration" : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y" : 0.0

"| oadBal anceStrategy" : "string",
"partitioni ngAttribute" : "string",
"| oadBal anceConpressi on" : "string",
"conponent Type" : "string",
"groupldentifier” : "string"

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" 1 0.0

=——
[a—

"l abel" : "string",
"width" : 0.0,
“height" : 0.0,
"style" : {

"string" : "string"
i
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [

"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
}

,orrponent Type" : "string",
"groupldentifier" : "string"

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"bundl e"
"group" : "string",
"artifact" : "string",
"version" : "string"

}

ontrol | erServiceApis" : [ {

"type" : "string",

"bundl| e"
"group" : "string",
"artifact" : "string",
"version" : "string"

}

T _

"properties" : {

"string" : "string"
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},
"propertyDescriptors" : {
"string" : "<< versionedpropertydescri ptor>>"
I
"annotationData" : "string",
"conmponent Type" : "string",
"groupldentifier" : "string"
L
"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucketld" : "string",
"flowd" : "string",
"version" : O,
"latest" : true
"variabl es" : {
"string" : "string"

¥

" par anmet er Cont ext Nane" : "string",

"conponent Type" : "string",

"fl owFi | eConcurrency" : "string",

"fl owFi | eQut boundPol i cy" : "string",

"groupldentifier” : "string"
"external Control | er Services" : {

"string" : "<<_externalcontrollerservicereference>>"
I
"par anet er Cont ext s" : {

"string" : "<<_versionedparanetercontext>>"
"fl owEncodi ngVersion" : "string",
"flow' : {

"l'ink" : {

"href" : "string",
"paranms" @ {

"string" : "string"
}

"identifier" : "string",

"nanme" : "string",

"description" : "string",

"bucketldentifier" : "string",

"bucket Nane" : "string",

"creat edTi mestamp" : O,

"nodi fi edTi mestanmp” : O,

"type" : "string",

"permssions" @ {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

I

"versionCount" : O,

"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

"bucket" : {

"link"

"href" : "string",
"parans" :

"string" : "string"
}

62



Cloudera DataFlow for Data Hub 3. Resources

"identifier" : "string",
"name" : "string",

"creat edTi nestanp” : O,
"description" : "string",

"al | owBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,

"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}!

"revision" :

"clientld" : "string",
"version" : O,
"lastModifier" : "string"

}

}!
"latest" : true

}

3.3.10. Get latest bucket flow version metadata

CET / bucket s/ {bucket1d}/flows/{fl ow d}/versions/|atest/netadata

Description
Gets the metadata for the latest version of aflow.

Parameters
Type Name Description Schema
bucketld required The bucket identifier string
Path flowld required The flow identifier string
Responses
HTTP Code Description Schema
200 successful operation VersionedFlowSnapshotM etadata
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json
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Security

apiKey

Authorization

Example HTTP request
Reguest path

/ bucket s/ string/flows/string/versions/|atest/netadata

Example HTTP response

Response 200
_ {
"link" : {
“href" "string",
" par anms"

"string" "string"
"bucket I dentifier" "string",
"flowl dentifier" "string",
"version" 0,

"timestanp" 0,
"aut hor" "string",
"coment s" "string"

3.3.11. Get bucket flow version

CET / bucket s/ {bucket1d}/flows/{fl ow d}/versions/{versi onNunber}

Description

Getsthe given version of aflow, including the metadata and content for the version.

Parameters

Type Name Description Schema

bucketld required The bucket identifier string
Path flowld required The flow identifier string
Path versionNumber required The version number integer (int32)
Responses
HTTP Code Description Schema
200 successful operation VersionedFl owSnapshot
400 NiFi Registry was unable to complete the No Content

request because it was invalid. The request
should not be retried without modification.
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HTTP Code Description Schema

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ buckets/string/flows/string/versions/O

Example HTTP response

Response 200

{
"snapshot Met adat a" : {
"link" : {
"href" : "string",
"parans" :
"“string" : "string"
}

"bucket ldentifier" : "string",
"flow dentifier" : "string",
"version" : 0,

"timestanp" : O,

"aut hor" : "string",
"conments" : "string"

}1
"fl owContents" : {
“identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y" 1 0.0
}

'rocessGroups" A
“identifier" : "string",
"name" : "string",

65



Cloudera DataFlow for Data Hub

3. Resources

"coments" : "string",
"position" : {

"x" . 0.0,

"y*" : 0.0
}

rocessGoups” : [ "..." ],

"renot eProcessG oups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y* 1 0.0
}

argetUri" : "string",
"targetUris" : "string",
"conmuni cati onsTi meout™ : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y" : 0.0

}

, enot eGroupl d" : "string",

"concurrent| ySchedul abl eTaskCount "

"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
“duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
L
"out put Ports" : [ {
"identifier" : "string",

"nanme" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y* 1 0.0
b _
"renmot eG oupld” : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {

"count" : O,

"size" : "string",

"duration"” : "string"
}l
"conponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
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Pl
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"processors" : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}l
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}!
"style" : {
"string" : "string"
}1
"type" : "string",
"properties" : {
"string" : "string"
}l
"propertyDescriptors” : {
"string" : "<<_versionedpropertydescriptor>>"

}

nnotati onData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngStrategy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel " : "string",
"runDurationMIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer mi nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
y" : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | onRenot eAccess"” : true,
"conponent Type" : "string",
"groupldentifier" : "string"
L
"out put Ports" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y" : 0.0

}
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"type" : "string",
"concurrent| ySchedul abl eTaskCount "
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"connections" : [
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

ource" : {

"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

I abel | ndex" : O,
"zl ndex" : O

01

"sel ect edRel at i onshi ps" : [ "string" ],

"backPressurebj ect Threshol d" : 0,
"backPressur eDat aSi zeThr eshol d"
"flowFil eExpiration” : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y* 1 0.0

" o;adBaI anceStrategy” : "string",

"partitioningAttribute" : "string",
"| oadBal anceConpr essi on" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

[a—

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0

"l abel" : "string",
"width" : 0.0,
"height" : 0.0,
"style" : {

"string" : "string"
},
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [ {

"string",
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"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
}

onponent Type" : "string",
"groupldentifier" : "string"

P,

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" . 0.0,
"y" . 0.0
}

ype" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

"control |l erServiceApis" : [ {
"type" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
}
T _
"properties" : {
"string" : "string"

}!
"propertyDescriptors" : {
"string" : "<<_versionedpropertydescriptor>>"

"annotationbData" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"
1
"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucket I d" : "string",
"flowd" : "string",
"version" : O,
"latest" : true

}

,ariabl es" : {
"string" : "string"

}

ar anet er Cont ext Nanme" : "string",

"conponent Type" : "string",
"fl owFil eConcurrency” : "string",
"fl owFi | eCut boundPol i cy" : "string",
"groupldentifier" : "string"

I

"renot eProcessG oups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
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"y" : 0.0
b . .
"targetUi" : "string",
"targetUris" : "string",
"conmuni cationsTi meout™ : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y'" . 0.0
}. |
"renmot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
“duration" : "string"
e
"conponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
L
"out put Ports" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" . 0.0,
"y*" . 0.0
b _
"renmot eG oupld” : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
"duration"” : "string"
¥
"conponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
} ] 1
"conponent Type" : "string",
"groupldentifier" : "string"
L
"processors" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
J
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"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}!
"style" : {
"string" : "string"
}1
"type" : "string",
"properties" : {
"string" : "string"
}l
"propertyDescriptors” : {
"string" : "<<_versionedpropertydescriptor>>"

}

nnot ati onData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngStrategy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel" : "string",
"runDurationMIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer mi nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"
] 1
nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"conments" : "string",
"position" : {
"x" : 0.0,
"y'" . 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | onRenot eAccess"” : true,
"conponent Type" : "string",
"groupldentifier" : "string"
L
"out put Ports" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y" : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"

} ] 1)

"connecti ons"
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
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X
y

e

"source" : {
"id* : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

: 0.0
" 0.0

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

},

abel | ndex" : O,
"zl ndex" : 0,
"sel ectedRel ati onshi ps" : [ "string" ],
"backPressurebj ect Threshol d" : 0,
"backPressureDat aSi zeThreshol d" : "string",
"flowFil eExpiration” : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y*" . 0.0
"| oadBal anceStrategy” : "string",
"partitioningAttribute" : "string",
"| oadBal anceConpr essi on" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

"l abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0
"l abel " : "string",
"wi dt h" : 0.0,
"height" : 0.0,
"style" : {

"string" : "string"
}

’onponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y" : 0.0

}

’ onponent Type" : "string",
"groupldentifier" : "string"

"controllerServices" : [ {
"identifier" : "string",
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"name" : "string",
"coments" : "string",
"position" : {

"x" . 0.0,

"y" . 0.0
}

ype" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}

ontrol | erServiceApis" : [ {
"type" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
}
T _
"properties" : {
"string" : "string"

}!
"propertyDescriptors" : {

"string" : "<<_versionedpropertydescriptor>>"
}1
"annotationbData" : "string",

"conponent Type" : "string",

"groupldentifier” : "string"
1
"ver si onedFl owCoor di nat es" : {

"registryUl" : "string",

"bucket I d" : "string",

"flowd" : "string",

"version" : O,

"l atest" : true

}

,ariabl es" : {
"string" : "string"

}

ar anet er Cont ext Nanme" : "string",
"conponent Type" : "string",
"fl owFi |l eConcurrency” : "string",
"fl owFi | eCut boundPol i cy" : "string",
"groupldentifier" : "string"

}

xt ernal Control | er Servi ces" : {
"string" : "<<_ external controllerservicereference>>"

}

ar anet er Cont ext s" : {
"string" : "<<_ versionedparanetercontext>>"

"fl owencodi ngVersi on" : "string",
"flow' : {
"l'ink" : {
"href" : "string",
"paranms" : {
"string" : "string"

}

"identifier" : "string",
"name" : "string",
"description" : "string",
"bucketldentifier" : "string",
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"bucket Nane" : "string",
"creat edTi mestamp" : O,
"nodi fi edTi mestanmp” : O,
"type" : "string",
"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

e
"versionCount" : O,
"revision" :
"cI i entld" : "string",
"version" : O,
"lastMdifier" : "string"
}
e
"bucket" : {
"link" : {
"href" : "string",
" par ans"
"string" : "string"
}
b _
"identifier" : "string",
"name" : "string",

"creat edTi mestamp" : O,
"description" : "string",
"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,
"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"revision" :
"clientld" : "string",
"version" : O,
"lastModifier" : "string"

}
},

"latest" : true

3.4. Buckets

Create named bucketsin the registry to store NiFi objects such flows and extensions. Search for and retrieve existing
buckets.

3.4.1. Create bucket

POST / buckets

Parameters

Type Name Description Schema

body required The bucket to create Bucket
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Responses

HTTP Code Description

Schema

200 successful operation Bucket
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
Consumes

» application/json
Produces
 application/json

Security

apiKey

Authorization

Example HTTP request

true,

ng"

Request path
/ bucket s
Regquest body
_ {
"link" : {
“href" "string",
" par anms"
"string" "string"
"identifier" "string",
"name" "string",
"creat edTi nestanp” : O,
"description" : "string"
"al | owBundl eRedepl oy"
"al | owPubl i cRead" true,
"perni ssi ons" {
"canRead" true,
"canWite" true,
"canDel et e" true

}!

"revision" :
"“clientld" "string",
"version" : O,
"lastMdifier" : "stri

}

}
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Example HTTP response

Response 200
“link" :
“"href" : "string",
" parans" :
"string" : "string"
}
"identifier” : "stri ng",
"name" : "string",
"creat edTi nestanp” : O,
"description" : "string",

"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,

"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l

"revision" :
"clientld" : "string",
"version" : O,
"lastModifier" : "string"

}

}

3.4.2. Get all buckets

CGET / bucket s

Description

Thereturned list will include only buckets for which the user is authorized.If the user is not authorized for any
buckets, this returns an empty list.

Responses

HTTP Code Description Schema

200 successful operation < Bucket > array
401 Client could not be authenticated. No Content
Consumes
. /

Produces

 application/json

Security

apiKey Authorization
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Example HTTP request
Request path

/ bucket s

Example HTTP response

Response 200
_ [ {
"l'ink" : {
“"href" : "string",
" parans" :
"string" : "string"
}
b .
"identifier" : "string",
"name" : "string",
"creat edTi nestanp” : O,
"description” : "string",
"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,
"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}l
"revision" :
"clientld" : "string",
"version" : O,
"lastModifier" : "string"
}
bl

3.4.3. Get bucket fields

GET / buckets/fields

Description

Retrieves bucket field names for searching or sorting on buckets.

Responses
HTTP Code Description
200 successful operation Fields
Consumes
. /
Produces

» application/json

Security
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apiKey

Authorization

Example HTTP request
Request path

/ bucket s/ fi el ds

Example HTTP response

Response 200

“fiel dsi [ "string" ]
}

3.4.4. Get bucket

CET / bucket s/ {bucket | d}

Description

Gets the bucket with the given id.

Parameters

Description

Path bucketld required The bucket identifier string
Responses

HTTP Code Description Schema

200 successful operation Bucket

401 Client could not be authenticated. No Content

403 Client is not authorized to make this request. No Content

404 The specified resource could not be found. No Content
Consumes
. /

Produces

 application/json

Security

apiKey

Authorization
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Example HTTP request
Request path

/ bucket s/ string

Example HTTP response

Response 200
"link" :
“"href" : "string",
" parans" :
"string" : "string"
}
"identifier" : "string",
"name" : string,
"creat edTi nestanp” : O,
"description" : "string",

"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,

"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l

"revision" :
"clientld" : "string",
"version" : O,
"lastModifier" : "string"

}

}

3.4.5. Update bucket

PUT / bucket s/ { bucket | d}

Description
Updates the bucket with the given id.

Parameters
Type Name Description Schema
bucketld required The bucket identifier string
Body body required The updated bucket Bucket
Responses

HTTP Code Description

200 successful operation Bucket
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HTTP Code Description Schema

400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

e application/json
Produces
» application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/ buckets/string

Request body
"link" :
"href" : "string",
" par ans"

"string" : "string"
"identifier” : "stri ng",
"name" : "string",

"creat edTi nestanp”" : O,
"description" : "string",

"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,

"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"revision" :
“clientld" : "string",
"version" : O,
"lastModifier" : "string"

}

}
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Example HTTP response

Response 200
"link" :
"href" : "string",
"parans"
"“string" : "string"
}
"i denti fi er" : "stri ng",
"name" : "string" .
"creat edTi nest arrp 0,
"description" : "string",
"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" true,
"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" "string"
}

}

3.4.6. Delete bucket

DELETE / bucket s/ { bucket | d}

Description

Deletes the bucket with the given id, along with all objects stored in the bucket

Parameters

Type Name Description Schema

bucketld required

The bucket identifier

string

Query

clientld optional

If theclient id is not specified,
new one will be generated. This
vaue (whether specified or
generated) isincluded in the

response.

string

Query

version required

The version is used to verify the
client isworking with the latest
version of the entity.

string

Responses
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HTTP Code Description Schema

200 successful operation Bucket

400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
Consumes

.

Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/ buckets/string

Request query
“clientld" : "string",
"version" : "string"
}

Example HTTP response

Response 200
III i I,1l(ll
"href" : "string",
"parans" :

"“string" : "string"
| dentifier" : "string",
"name" : "string",

"creat edTi nestanp” : O,
"description" : "string",

"al | owBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,
"pernissions" : {
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"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"

}

}
3.5. Bundles

Gets metadata about extension bundles and their versions.

3.5.1. Get all bundles

GET / bundl es

Description

Gets the metadata for all bundles across all authorized buckets with optional filters applied. The returned results
will include only items from buckets for which the user is authorized. If the user is not authorized to any buckets, an
empty list will be returned.

E Note: This endpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Name Description Schema
Query artifactld optional Optional artifactld to filter results. | string
The value may be an exact match,
or awildcard, such as 'nifi-%'
to select all bundles where the
artifactld starts with 'nifi-'.
Query bucketName optional Optional bucket name to filter string
results. The value may be an exact
match, or awildcard, such as'My
Bucket%' to select al bundles
where the bucket name starts with
‘My Bucket'.
Query groupld optional Optional groupld to filter results. | string
The value may be an exact match,
or awildcard, such as ‘com.%'
to select all bundles where the
groupld starts with ‘com.".
Responses
HTTP Code Description Schema
200 successful operation < ExtensionBundle > array
401 Client could not be authenticated. No Content
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Consumes
. /

Produces

« application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ bundl es

Request query

"artifactld" : "string",
"bucket Nane" : "string",
"groupld" : "string"

Example HTTP response

Response 200

{
“link" :
"href" : "string",
" par ans"
"string" : "string"

“identifier" : "string",
"name" : "string",
"description" : "string",
"bucket ldentifier" : "string",
"bucket Nane" : "string",
"creat edTi nestamp" : O,
"modi fi edTi mestanp" : O,
"type" : "string",

"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l

"bundl eType" : "string",
"groupld" : "string",
"artifactld" : "string",
"versionCount" : O

}]
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3.5.2. Get all bundle versions

GET / bundl es/ ver si ons

Description

Gets the metadata about extension bundle versions across all authorized buckets with optional filters applied. If the
user is not authorized to any buckets, an empty list will be returned.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Name Description Schema
Query artifactld optional Optional artifactld to filter results. | string
The value may be an exact match,
or awildcard, such as 'nifi-%' to
select all bundle versions where
the artifactld starts with 'nifi-".
Query groupld optional Optional groupld to filter results. | string
The value may be an exact match,
or awildcard, such as'com.%' to
select all bundle versions where
the groupld starts with ‘com.'.
Query version optiona Optional version to filter results. | string
The value maye be an exact
match, or awildcard, such as'1.0.
%' to select al bundle versions
where the version starts with '1.0.".
Responses
200 successful Opa'a| on < BundleVersionMetadata > aray
401 Client could not be authenticated. No Content
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ bundl es/ ver si ons

85

3. Resources



Cloudera DataFlow for Data Hub 3. Resources

Request query
"artifactld" : "string",
"groupld" : "string",
"version" : "string"
}
Response 200
_ [ {
"l'ink" : {
"href" : "string",
"parans" : {
"string" : "string"
b .
"id" : "string",
"bundl el d" : "string",
"bucketld" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string",
"timestamp" : O,
"author" : "string",
"description" : "string",
"sha256" : "string",
"sha256Suppl i ed" : true,
"contentSi ze" : O,
"syst emApi Version" : "string",
"bui I dl nfo" : {
"bui |l dTool " : "string",
"bui | dFl ags" : "string",
"bui | dBranch" : "string",
"bui |l dTag" : "string",
"bui | dRevi sion" : "string",
"built" : 0,
"bui ltBy" : "string"
}
bl

CET / bundl es/ {bundl el d}

Gets the metadata about an extension bundle.
B Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.
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‘ Description
Path bundleld required The extension bundle identifier string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation ExtensionBundle
400 NiFi Registry was unable to complete the No Content

request because it was invalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/bundl es/string

Example HTTP response

Response 200
"link"
"href" : "string",
"parans" :

"string" : "string"
"identifier" : "string",
"name" : "string",
"description" : "string",
"bucket |l dentifier" : "string",
"bucket Name" : "string",
"creat edTi mestamp" : O,

"nodi fi edTi mestanmp” : O,
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"type" : "string",

"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}!

"bundl eType" : "string",

"groupld" : "string"

"artifactld" : "string"

"versionCount" : O

3.5.4. Delete bundle

DELETE / bundl es/ { bundl el d}

Description

Deletes the given extension bundle and al of it's versions.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Name Description Schema
bundleld required The extension bundle identifier string
Responses
HTTP Code Description Schema
200 successful operation ExtensionBundle
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security
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Authorization

apiKey

Example HTTP request
Request path

/ bundl es/ string

Example HTTP response

Response 200
"link" :
“href" : "string",
" parans" :
"string" : "string"
}
"identifier" : "string",
"name" : "string",
"description" : "string",
"bucketldentifier" : "string",
"bucket Nane" : "string",
"creat edTi mestamp" : O,
"nodi fi edTi nestanmp” : O,
"type" : "string",
"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
I
"bundl eType" : "string",
"groupld" : "string",
"artifactld" : "string",
"versionCount" : O
}

3.5.5. Get bundle versions

CET / bundl es/ {bundl el d}/ ver si ons

Description
Gets the metadata for the versions of the given extension bundle.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

bundleld required The extension bundle identifier string
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Responses

HTTP Code Description

Schema

200 successful operation < BundleVersionMetadata > array
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey

Authorization

Example HTTP request
Reguest path

/ bundl es/ string/ versions

Example HTTP response

Response 200

"link" :

“href" "string",

"parans" :

"string" "string"

b .
"id" : "string",
"bundl el d" "string",
"bucket | d" "string",
"groupl d" "string",
"artifactld" "string",
"versi on" "string",
"timestamp" : O,
"aut hor" "string",
"description" "string"
"sha256" "string",

"sha256Supr i ed" true,
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"contentSi ze" : O,

"syst emApi Version" : "string",

"bui I dl nfo" : {
"bui | dTool " : "string",
"bui | dFl ags" : "string",
"bui | dBranch" : "string",
"bui |l dTag" : "string",
"bui | dRevi sion" : "string",
"built" : 0,
“"builtBy" : "string"

}

bl

3.5.6. Get bundle version

GET / bundl es/ {bundl el d}/ versi ons/ {ver si on}

Description
Gets the descriptor for the given version of the given extension bundle.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Description Schema
Path bundleld required The extension bundle identifier string
Path version required The version of the bundle string
Responses
HTTP Code Description
200 successful operation BundleVersion
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security
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apiKey Authorization

Example HTTP request
Request path

/ bundl es/ string/versions/string

Example HTTP response

Response 200

"l'i nk"
"href" : "string",
" parans" :
"string" : "string"
}

ersi onMet adat a" : {
"l'i nk"
"href" : "string",
" par ans"
"string" : "string"
}
}, |
"id" : "string",
"bundl el d" : "string",
"bucketld" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string",
"timestamp" : O,
"aut hor" : "string",
"description" : "string",
"sha256" : "string",
"sha256Suppl i ed" : true,
"contentSi ze" : O,
"syst emApi Version" : "string",
"bui | dIl nf 0" :
"bui | dTool " : "string",
"bui | dFl ags" : "string",
"bui | dBranch" : "string",
"bui | dTag" : "string",
"bui | dRevi sion" : "string",
"built" : 0,
"bui ltBy" : "string"

}

n

}

ependencies" : [ {
"groupld" : "string",
"artifactld" : "string",
"version" : "string"

}

n

}l,
"bundl e" : {
"link" @ {
"href" : "string",
" par ans"
"string" : "string"
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}

"identifier" : "string",

"name" : "string",

"description"” : "string",

"bucketldentifier" : "string",

"bucket Nane" : "string",

"creat edTi mestamp" : O,

"nodi fi edTi mestanmp” : O,

"type" : "string",

"perm ssions" @ {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

I

"bundl eType" : "string",

"groupld" : "string",

"artifactld" : "string",

"versionCount" : O

e
"bucket" : {
"link" : {
"href" : "string",
" par ans"
"string" : "string"
}

"identifier" : "string",

"nanme" : "string",

"creat edTi mestamp” : O,

"description" : "string",

"al | onBundl eRedepl oy" : true,

"al | owPubl i cRead" : true,

"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"revision" : {

"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"

}

b |
"filename" : "string"

DELETE / bundl es/ { bundl el d}/ ver si ons/{ver si on}

Deletes the given extension bundle version and it's associated binary content.

B Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.
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Type H Name ‘ Description ‘ Schema ‘
Path bundleld required The extension bundle identifier string

Path version required The version of the bundle string
Responses

HTTP Code ‘ Description ‘ Schema ‘
200 successful operation BundleVersion

400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ bundl es/ string/versions/string

Example HTTP response

Response 200

III i r]l(ll
“href" : "string",
" par anms"
"string" : "string"

}

ersi onMet adat a" : {
“1ink"
“href" : "string",
"parans" :
"string" : "string"

}
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}
b .
"id" : "string",
"bundl el d" "string",
"bucket | d" "string",
"groupld" : "string",
"artifactld" "string",
"versi on" "string",
"ti mestanp” 0,
"aut hor" "string",
"description” "string",
"sha256" : "string",
"sha256Suppl i ed" true,
"content Si ze" 0,

"syst emApi Ver si on" "string",

"bui I dl nfo" : {

"bui | dTool " "string",
"bui | dFI ags" "string",
"bui | dBr anch" "string",
"bui | dTag" "string",
"bui | dRevi si on" "string",
"built" : 0,
"bui |t By" "string"
}

b .

"dependenci es" [ {

"groupl d" "string",

"artifactld" "string",

"version" "string"

} ] 1
"bundl e" {
"link" : {
"href" "string",
" par ans"
"string" "string"
}

o .

"identifier" "string",

"nane" "string",

"description" "string",

"bucketldentifier" "string",

"bucket Nane" "string",

"creat edTi mest anp” 0,

"nmodi fi edTi mest anp” 0,

"type" "string",

"perm ssi ons" {
"canRead" true,
"canWite" true,
"canDel et e" true

e

"bundl eType" "string",

"groupld" "string",

"artifactld" "string",

"ver si onCount " 0

"bucket " {

"link" @ {

"href" : "string",
" par ans” {

"string" : "string"
b .
"identifier" "string",
"naneg" "string",
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"creat edTi mestamp" : O,

"description"

"string"

"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,

"perm ssi ons"
"canRead"
"canWite"
"canDel et e"

},

"revision"
"clientld"
"ver si on"

{

true,
true,
true

"string"
0,

"lastModifier" : "string"

}
},

"fil enane"

“string"

3.5.8. Get bundle version content

GET /bundl es/{bundl el d}/ versi ons/{versi on}/ cont ent

Description

Gets the binary content for the given version of the given extension bundle.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

bundleld required The extension bundle identifier

string

Path

version required The version of the bundle

string

Responses

HTTP Code Description

Schema

200 successful operation < string (byte) > array
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
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Produces

 application/octet-stream

Security

apiKey Authorization

Example HTTP request
Request path

/ bundl es/ string/versions/string/content

Example HTTP response

Response 200

[ "string" ]

3.5.9. Get bundle version extensions

GET /bundl es/{bundl el d}/ versi ons/{versi on}/ ext ensi ons

Description

Gets the metadata about the extensionsin the given extension bundle version.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Description
Path bundleld required | The extension bundle identifier string
Path version required The version of the bundle string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 | successful operation | < ExtensionMetadata > ar ray
400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
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HTTP Code Description
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ bundl es/ string/versions/string/extensions

Example HTTP response

Response 200

_ [ {

"link" : {
"href" : "string",
" par ans”

"string" : "string"

}

}

ame" : "string",

"di spl ayNane" : "string",
"type" : "string",
"description" : "string",
"deprecationNotice" : {
"reason" : "string",
"alternatives" : [ "string" ]

}

"tags" : [ "string" ],
"restricted" : {
"general RestrictionExpl anation" : "string",
"restrictions" : [ {
"requi redPerni ssion" : "string",
"expl anation" : "string"

b

"provi dedServi ceAPI s" : [ {
"cl assNane" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string"

T,
"bundl el nfo" : {
"bucket I d" : "string",
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"bucket Nane" : "string",
"bundl el d" : "string"
"bundl eType" : "string"
"groupld" : "string"
"artifactld" : "string"
"version" : "string",
"syst emApi Version" : "string"
} il
"hasAddi ti onal Detail s" : true,
"li nkDocs" : {
“"href" : "string"
n par arrBll
"string" : "string"
}
}
bl
3.5.10. Get bundle version extension
CET / bundl es/ {bundl el d}/ ver si ons/ {ver si on}/ ext ensi ons/ { nane}
Description
Gets the metadata about the extension with the given name in the given extension bundle version.
E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.
Parameters
Type Name Description Schema
bundleld required The extension bundle identifier string
Path name required The fully qualified name of the string
extension
Path version required The version of the bundle string
Responses
HTTP Code Description Schema
200 successful operation < Extension > array
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
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. /

Produces

« application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ bundl es/ string/versions/string/extensions/string

Example HTTP response

Response 200

[ {
"nanme" . "string",
"type" : "string",
"deprecationNotice" : {
"reason" : "string",
"alternatives" : [ "string" ]

}

n

escription" : "string",

"tags" : [ "string" ],

"properties" : [ {

"name" : "string",

"di spl ayName" : "string",

"description" : "string",

"defaul t Val ue" : "string",

"control |l erServiceDefinition" : {
"cl assNane" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string"

I

"al | owabl eval ues" : [ {
"val ue" : "string",
"di spl ayName" : "string",
"description" : "string"

Fl

"required" : true,

"sensitive" : true,

"expressi onLanguageSupported" : true,

"expressi onLanguageScope" : "string",
"dynani cal | yModi fi esCl asspath" : true,
"dynam c" : true

1,

"dynam cProperties" : [ {
"name" : "string",
"val ue" : "string",

"description" : "string",
"expressi onLanguageScope" : "string",
"expressi onLanguageSupported" : true

L
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"rel ationships" : [ {
"name" : "string",
"description" : "string",
"aut oTernm nated" : true

} ] 1

"dynam cRel ati onshi p" : {
"name" : "string",
"description" : "string"

"readsAttributes" : [ {
"name" : "string",
"description" : "string"

1,

"witesAttributes" : [ {
"name" : "string",
"description" : "string"

"stateful " : {
"description" : "string",
"scopes" : [ "string" ]

k.

"restricted" : {

"general Restricti onExpl anation" : "string",
"restrictions" : [

"requi redPernission" : "string",

"expl anation" : "string"
bl

b . .

"I nput Requi rement"” : "string",

"syst enResour ceConsi derations" : [ {
"resource" : "string",
"description" : "string"

T

"seeAlso" : [ "string" ],
"provi dedServi ceAPIs" : [ {
"cl assNane" : "string",

"groupld" : "string",
"artifactld" : "string",
"version" : "string"

}]
]

3.5.11. Get bundle version extension docs

CET / bundl es/ {bundl el d}/ ver si ons/ {ver si on}/ ext ensi ons/ { nane}/ docs

Description
Gets the documentation for the given extension in the given extension bundle version.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Descrlptlon

bundleld required The extension bundle identifier string
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Type H Name ‘ Description ‘ Schema ‘
Path name required The fully qualified name of the string
extension
Path version required The version of the bundle string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation string
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces
o text/html
Security

apiKey

Authorization

Example HTTP request

Request path

/ bundl es/ string/versions/string/extensions/string/docs

Example HTTP response

Response 200
"string”

3.5.12. Get bundle version extension docs details

GET /bundl es/{bundl el d}/ versi ons/{versi on}/ ext ensi ons/ { nane}/ docs/ addi ti ona

| -details

Description

Getsthe additional details documentation for the given extension in the given extension bundle version.
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E Note: This endpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type H Name ‘ Description ‘ Schema ‘
Path bundleld required The extension bundle identifier string
Path name required The fully qualified name of the string
extension
Path version required The version of the bundle string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation string
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces
e text/html
Security

apiKey Authorization

Example HTTP request
equest path

/ bundl es/ string/versions/string/extensions/string/docs/additional-details

Example HTTP response

Response 200

“string"
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3.6. Config

Retrieves the configuration for this NiFi Registry.

3.6.1. Get configration

CET /config

Description

Getsthe NiFi Registry configurations.

Responses
200 successful operation RegistryConfiguration
401 Client could not be authenticated. No Content
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/config

Example HTTP response

Response 200
"support sManagedAut hori zer" : true,
"support sConfi gurabl eAut hori zer" : true,

"suppor t sConf i gur abl eUser sAndG oups" : true

3.7. Extension Repository

Interact with extension bundles viathe hierarchy of bucket/group/artifact/version.
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3.7.1. Get extension repo buckets

GET / extension-repository

Description
Gets the names of the buckets the current user is authorized for in order to browse the repo by bucket.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Responses
HTTP Code Description Schema
200 successful operation < ExtensionRepoBucket > array
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ ext ensi on-repository

Example HTTP response

Response 200
, {
"link" :
"href" : "string",
" parans"
"string" : "string"
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}

"bucket Nane" : "string"

b

3.7.2. Get extension repo groups

CET / ext ensi on-reposi tory/{bucket Nane}

Description

Gets the groupsin the extension repository in the given bucket.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
‘ Description
Path bucketName required The bucket name string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation < ExtensionRepoGroup > array
400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Reguest path
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/ ext ensi on-repository/string

Example HTTP response

Response 200
III i I,1kll
"href" : "string",
"parans" :
"“string" : "string"
}, _
"bucket Nane" : "string",
"groupld" : "string"
}

3.7.3. Get extension repo artifacts

CET / ext ensi on-repository/{bucket Nane}/ { groupl d}

Description

Getsthe artifacts in the extension repository in the given bucket and group.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

bucketName required The bucket name string
Path groupld required Thegroup id string
Responses
HTTP Code Description Schema
200 successful operation < ExtensionRepoArtifact > array
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

. /
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Produces
» application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ ext ensi on-repository/string/string

Example HTTP response

Response 200
, [ {
"link" : {
"href" : "string",
"pararTB"
"string" : "string"
}
"bucket Name" : "string",
"groupld" : "string",
"artifactld" : "string"
bl

3.7.4. Get extension repo versions

CET / ext ensi on-repository/{bucket Nane}/{groupld}/{artifactld}

Description
Getsthe versionsin the extension repository for the given bucket, group, and artifact.
E Note: This endpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Name Description Schema
artifactld required The artifact identifier string
Path bucketName required The bucket name string
Path groupld required The group identifier string
1
Responses
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HTTP Code Description Schema

200 successful operation < ExtensionRepoV ersionSummary > array

400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ ext ensi on-repository/string/string/string

Example HTTP response

Response 200
_ [ {
"l'ink" : {
“href" : "string",
" parans" :
"string" : "string"
}
"bucket Nanme" : "string",
“groupld" : "string",
"artifactld" : "string",
"version" : "string",
"author" : "string",
“timestamp" : O
bl

3.7.5. Get extension repo version
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CET / extensi on-repository/{bucket Nane}/{groupld}/{artifactld}/{version}

Description

Gets information about the version in the given bucket, group, and artifact.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type H Name ‘ Description ‘ Schema ‘
Path artifactld required The artifact identifier string
Path bucketName required The bucket name string
Path groupld required The group identifier string
Path version required Theversion string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation ExtensionRepoVersion
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ extension-repository/string/string/string/string

Example HTTP response
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Response 200
"ext ensi onsLi nk" : {
“"href" : "string",
" parans" :
"string" : "string"
}
"E:iownl oadLi nk" : {
"href" : "string",
" parans" :
"string" : "string"
}
}, _
"sha256Li nk" : {
“"href" : "string",
" parans" :
"string" : "string"

}1
"sha256Suppl i ed" : {

“href" : "string",
" parans" :

"string" : "string"
}

}
}

3.7.6. Get extension repo version content

CET / ext ensi on-repository/{bucket Nane}/{groupld}/{artifactld}/{version}/con
t ent

Description
Gets the binary content of the bundle with the given bucket, group, artifact, and version.
E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Name Description Schema
artifactld required The artifact identifier string
Path bucketName required The bucket name string
Path groupld required The group identifier string
Path version required Theversion string
Responses

HTTP Code Description

200 successful operation < string (byte) > array
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HTTP Code Description Schema

400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

« application/octet-stream

Security

apiKey Authorization

Example HTTP request
Reguest path

/ ext ensi on-repository/string/string/string/string/content

Example HTTP response

Response 200

[ "string" ]

3.7.7. Get extension repo extensions

GET /extension-repository/{bucket Name}/{groupld}/{artifactld}/{version}/ext
ensi ons

Description
Gets information about the extensions in the given bucket, group, artifact, and version.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
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Type H Name ‘ Description ‘ Schema ‘
Path artifactld required The artifact identifier string
Path bucketName required The bucket name string
Path groupld required The group identifier string
Path version required Theversion string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation < ExtensionMetadata > array
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey

Authorization

Example HTTP request
Request path

/ extensi on-repository/string/string/string/string/extensions

Example HTTP response

Response 200

_ [ {
"link" : {
"href"
"paranms" :

"string"

}

ane"

"string",
"string"

}

"string",
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"di spl ayName" "string",
"type" : "string",
"description" "string",
"deprecationNotice" : {
"reason" "string",
"alternatives" : [ "string" ]
}5
"tags" : [ "string" ],
"restricted" : {

"general Restricti onExpl anati on"

"restrictions" : [ {
"requi redPerni ssi on”
"expl anati on" "string"

H]

"provi dedServi ceAPI s" : [ {
"cl assNane" "string",
"groupld" "string",
"artifactld" "string",
"version" "string"

Pl

"bundl el nfo" : {

"bucket | d" "string",
"bucket Nanme" "string",
"bundl el d" "string",
"bundl eType" "string",
"groupld” "string",
"artifactld" "string",
"version" "string",
"syst emApi Ver si on" "string"

}5

"hasAddi ti onal Details" : true,

"l'i nkDocs" : {

"href" "string",
"parans" :
"string" "string"
}
}
Pl

3.7.8. Get extension repo extension

"string",

"string",

CET / ext ensi on-repository/{bucket Nane}/{groupld}/{artifactld}/{version}/ext

ensi ons/ { nane}

Description

Gets information about the extension with the given name in the given bucket, group, artifact, and version.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description

artifactld required

The artifact identifier

string

Path bucketName required

The bucket name

string
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Type H Name ‘ Description ‘ Schema ‘
Path groupld required The group identifier string

Path name required Thefu_IIy qualified name of the string

extension

Path version required Theversion string
Responses

HTTP Code ‘ Description ‘ Schema ‘
200 successful operation Extension

400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ ext ensi on-repository/string/string/string/string/extensions/string

Example HTTP response

Response 200

"name" : "string",

"type" : "string",

"deprecationNotice" : {
"reason" : "string",
"alternatives" : [ "string" ]

}

'escription" . "string",
"tags" : [ "string" 1],
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"properties" : [ {

"name" : "string",

"di spl ayName" : "string",

"description" : "string",

"defaul t Val ue” : "string",

"controllerServiceDefinition" : {
"cl assNane" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string"

"al | onabl eval ues” : [ {
"val ue" : "string",
"di spl ayName" : "string",
"description" : "string"
bl
"required" : true,
"sensitive" : true,
"expressi onLanguageSupported" : true,
"expressi onLanguageScope" : "string",
"dynani cal | yModi fi esCl asspath" : true,
"dynam c" : true
} ] 1
"dynam cProperties" : [ {
"name" : "string",
"val ue" : "string",
"description" : "string",
"expressi onLanguageScope" : "string",
"expressi onLanguageSupported” : true
} ] 1
"relationships" : [ {
"name" : "string",
"description" : "string",
"aut oTerm nated" : true
} ] 1
"dynam cRel ati onshi p" : {
"name" : "string",
"description" : "string"
e
"readsAttributes" : [ {
"nanme" : "string",
"description" : "string"
Hl
"witesAttributes" : [ {
"name" : "string",
"description" : "string"
I
"stateful" : {
"description" : "string",
"scopes" : [ "string" ]

}

estricted" : {

"general RestrictionExpl anation" : "string",

"restrictions" : [ {
"requi redPernission" : "string",
"expl anation" : "string"

}]

"i nput Requi renment” : "string",

"syst enResour ceConsi derations" : [ {
"resource" : "string",
"description" : "string"

}l,

"seeAlso" : [ "string" ],
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"provi dedServi ceAPIs" : [ {

"cl assNane" "string"
"groupl d" "string"
"artifactld" "string"
"version" "string"

b

3.7.9. Get extension repo extension docs

GET / ext ensi on-reposi tory/ {bucket Nane}/{groupld}/{artifactld}/{version}/ext
ensi ons/ {nane}/ docs

Description
Gets the documentation for the extension with the given name in the given bucket, group, artifact, and version.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

artifactld required The artifact identifier string
Path bucketName required The bucket name string
Path groupld required The group identifier string
Path name required The fully qualified name of the string
extension
Path version required The version string
Responses
HTTP Code Description Schema
200 successful operation string
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
.
Produces
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e text/html

Security

apiKey Authorization

Example HTTP request
Request path

/ ext ensi on-repository/string/string/string/string/extensions/string/docs

Example HTTP response

Response 200

"string"

3.7.10. Get extension repo extension details

GET / ext ensi on-repository/ {bucket Nane}/{groupld}/{artifactld}/{version}/ext
ensi ons/ { name}/ docs/ addi ti onal -detail s

Description

Getsthe additional details documentation for the extension with the given name in the given bucket, group, artifact,
and version.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

3. Resources

Type

Path artifactld required The artifact identifier string
Path bucketName required The bucket name string
Path groupld required The group identifier string
Path name required Thefu_IIy qualified name of the string
extension

Path version required Theversion string
Responses

HTTP Code Description Schema
200 successful operation string
400 NiFi Registry was unable to complete the No Content

request because it was invalid. The request
should not be retried without modification.
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HTTP Code Description Schema

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces
o text/html
Security

apiKey Authorization

Example HTTP request
Request path

/ ext ensi on-repository/string/string/string/string/extensions/string/docs/ad
ditional -details

Example HTTP response
Response 200

"string"

3.7.11. Get extension repo version checksum

GET / ext ensi on-repository/{bucket Nane}/{groupld}/{artifactld}/{version}/sha
256

Description

Gets the hex representation of the SHA-256 digest for the binary content of the bundle with the given bucket, group,
artifact, and version.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

artifactld required The artifact identifier string
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Type H Name ‘ Description ‘ Schema ‘
Path bucketName required The bucket name string
Path groupld required The group identifier string
Path version required Theversion string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation string
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces
o text/plain
Security

apiKey

Authorization

Example HTTP request

Request path

/ ext ensi on-repository/string/string/string/string/sha256

Example HTTP response
Response 200

3.7.12. Get global extension repo version checksum

CET /extension-repository/{groupld}/{artifactld}/{version}/sha256
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Description

Gets the hex representation of the SHA-256 digest for the binary content with the given bucket, group, artifact, and
version. Since the same group-artifact-version can exist in multiple buckets, this will return the checksum of the first
one returned. Thiswill be consistent since the checksum must be the same when existing in multiple buckets.

E Note: This endpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

artifactld required The artifact identifier string
Path groupld required The group identifier string
Path version required Theversion string
Responses
HTTP Code Description Schema
200 successful operation string
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces
e text/plain
Security

apiKey

Authorization

Example HTTP request
Reguest path

/ extensi on-repository/stri

Example HTTP response

ng/ string/string/sha256
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Response 200

"string"

3.8. Extensions

Find and retrieve extensions.

3.8.1. Get all extensions

CET / ext ensi ons

Description

Gets the metadata for all extensions that match the filter params and are part of bundles located in buckets the current
user is authorized for. If the user is not authorized to any buckets, an empty result set will be returned.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type Name Description Schema
Query bundleType optional The type of bundlesto return enum (nifi-nar, minifi-cpp)
Query extensionType optional The type of extensionsto return enum (PROCESSOR,
CONTROLLER_SERVICE,
REPORTING_TASK)
Query tag optional Thetagsto filter on, will beused | < string > array(multi)
in an OR statement
Responses
HTTP Code Description Schema
200 successful operation ExtensionM etadataContainer
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
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Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Request path

[ ext ensi ons

Request query

{
"bundl eType" : "string",
"ext ensi onType" : "string",
"tag" : "string"

}

Example HTTP response

Response 200

{
"nunmResul ts" : 0,
"filterParans" : {
"bundl eType" : "string",
"ext ensi onType" : "string",
"tags" : [ "string" ]

"extensions" : [ {
"l'ink" : {
"href" : "string",
"paranms" : {
"“string" : "string"

}
}, _
"name" : "string",
"di spl ayName" : "string",
"type" : "string",
"description" : "string",
"deprecationNotice" : {
"reason" : "string",
"alternatives" : [ "string" ]

}

"tags" : [ "string" ],
"restricted" : {
"general RestrictionExpl anation” : "string",
"restrictions" : [
"requi redPernission" : "string",
"expl anation" : "string"

bl
"i)rovi dedServi ceAPI s" : [ {
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"cl assNane" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string"
} ] 1
"bundl el nfo" : {
"bucketld" : "string",
"bucket Nane" : "string",
"bundl el d" : "string",
"bundl eType" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string",
"syst emApi Version" : "string"
},
"hasAddi ti onal Details" : true,
"linkDocs" : {
"href" : "string",
"parans" :
"string" : "string"
}
}
bl

3.8.2. Get extensions providing service API

GET / ext ensi ons/ provi ded- servi ce- api

Description

Gets the metadata for extensions that provide the specified APl and are part of bundles located in buckets the current
user is authorized for. If the user is not authorized to any buckets, an empty result set will be returned.

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Query artifactld required The artifactld of the bundle string
containing the service API class
Query className required The name of the service API class | string
Query groupld required The groupld of the bundle string
containing the service API class
Query version required The version of the bundle string
containing the service API class
Responses

HTTP Code Description

200 successful operation ExtensionM etadataContainer
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HTTP Code Description Schema

400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/ ext ensi ons/ pr ovi ded- servi ce- api

Request query
"artifactld" : "string",
"cl assName" : "string",
"groupld" : "string",
"version" : "string"

}

Example HTTP response

Response 200

{
"nunmResul ts" : O,

"filterParams" : {
"bundl eType" : "string",
"ext ensionType" : "string",
"tags" : [ "string" ]
"extensions" : [ {
"link" : {
"href" : "string",
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"paranms" : {
"string" : "string"
}

ane" : "string",
"di spl ayName" : "string",
"type" : "string",
"description" : "string",
"deprecationNotice" : {
"reason" : "string",
"alternatives" : [ "string" ]

}

},
"tags" : [ "string" ],
"restricted" : {
"general RestrictionExpl anation" : "string",
"restrictions" : [ {
"requi redPernmission” : "string",
"expl anation" : "string"

}]

}1

"provi dedServi ceAPI s" : [ {
"cl assNane" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string"

L
"bundl el nfo" : {

"bucket I d" : "string",
"bucket Nane" : "string",
"bundl el d" : "string",
"bundl eType" : "string",
"groupld" : "string",
"artifactld" : "string",
"version" : "string",
"syst emApi Version" : "string"
},
"hasAddi ti onal Detail s" : true,
"li nkDocs" : {
"href" : "string",
"parans"
"string" : "string"
}
}
bl

CET / ext ensi ons/t ags

Gets all the extension tags known to this NiFi Registry instance, along with the number of extensions that have the
given tag.
E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.
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HTTP Code ‘ Description ‘ Schema ‘
200 successful operation < TagCount > array
400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/ ext ensi ons/ t ags

Example HTTP response

Response 200
"tag" : "string",
"count" : O
Pl
3.9. Flows

Gets metadata about flows.

3.9.1. Get flow fields

GET /flows/fields

Description
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Retrieves the flow field names that can be used for searching or sorting on flows.

Responses

HTTP Code Description

200 successful operation Fields
Consumes
. /

Produces

e application/json

Security

Authorization

apiKey

Example HTTP request
Reguest path

/[flows/fields

Example HTTP response

Response 200

"fields" : [ "string" ]

}

3.9.2. Get flow

GET /f1ows/{fl ow d}

Description
Getsaflow by id.
Parameters
Description
Path flowld required The flow identifier string
Responses

HTTP Code Description

200 successful operation VersionedFlow
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HTTP Code Description Schema

400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/flows/string

Example HTTP response

Response 200
_ {
"link" : {
"href" : "string",
"parans" :
"“string" : "string"
}
"identifier" : "string",
"name" : "string",
"description" : "string",
"bucketldentifier" : "string",
"bucket Name" : "string",
"creat edTi mestamp" : O,
"nmodi fi edTi mestanmp” : O,
"type" : "string",
"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
I
"versionCount" : O,
"revision" : {
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"clientld" : "string",
"version" : 0,
"l ast Modi fier" : "string"

}
}

3.9.3. Get flow versions

GET /flows/{flow d}/versions

Description

Gets summary information for all versions of agiven flow. Versions are ordered newest->oldest.

Parameters
‘ Description
Path flowld required The flow identifier string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful Opaa| on < VersionedF! OWSna)ShOtMetada[a> array
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Request path

/flows/string/versions

Example HTTP response
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Response 200
III i r]i(ll
“href" : "string",
" par anms"
"string" : "string"
}
" Bucket I dentifier" "string",
"flow dentifier" "string",
"version" : O,
"timestamp" : O,
"author" : "string",
"coments" : "string"
bl
3.9.4. Get latest flow version

CET /flows/{flow d}/versions/I| atest

Des

cription

Getsthe latest version of aflow, including metadata and flow content.

Parameters
‘ Description
Path flowld required | The flow identifier string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation VersionedFlowSnapshot
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Sec

urity

apiKey

Authorization
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Request path

[ flows/string/versions/| atest
Response 200

{
"snapshot Met adat a" : {

"link" @ {
"href" : "string",
" par ans"
"string" : "string"
}

"bucket ldentifier" : "string",
"flow dentifier"” : "string",
"version" : O,

"timestamp" : O,

"author" : "string",
"coments" : "string"

}!

"fl owContents"” : {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" . 0.0,
"y" : 0.0
}

rocessGoups” : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y* 1 0.0
}

rocessGoups" : [ "..." ],
"renot eProcessG oups" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
y" : 0.0

}

argetUri" : "string",
"targetUris" : "string",

"comuni cati onsTi neout" : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface” : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
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"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0
b .
"remot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {

“count" : O,

"size" : "string",

"duration" : "string"
}1
"conponent Type" : "string",
"targetld" : "string",
"schedul edState"” : "string",
"groupldentifier" : "string"

Fl
"out put Ports" : [ {

"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {

"x" : 0.0,

"y* 1 0.0
}. |
"renmot eG oupld" : "string",
"concurrentl ySchedul abl eTaskCount "
"useConpressi on" : true,

"bat chSi ze" : {
"count" : O,

"size" : "string",
"duration" : "string"
I
"conponent Type" : "string",
“"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
}l
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"processors”" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
},
"bundl e" : {
"group” : "string",
"artifact" : "string",
"version" : "string"
iy
"style" : {
"string" : "string"
I
"type" : "string",
"properties" : {
"string" : "string"
}

’ropertyDescri ptors" : {
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"string" : "<<_versionedpropertydescri ptor>>"

"annotationbData" : "string",

"schedul i ngPeriod" : "string",

"schedul i ngStrategy” : "string",
"executi onNode" : "string",

"penal tyDuration" : "string",

"yi el dDuration" : "string",

"bul | eti nLevel" : "string",
“runDurationM I Ilis" : O,

"concurrentl ySchedul abl eTaskCount"” : O,
"aut oTer m nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0

}

ype" : "string",
"concurrentl ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"

Fl

"out put Ports" : [ {
"identifier" : "string",
"nanme" : "string",
"comments" : "string",
"position" : {

"x" : 0.0,
y* : 0.0

}

ype" : "string",
"concurrentl| ySchedul abl eTaskCount"” : O,
"schedul edState" : "string",
"al | onRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"
bl
"connections" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

ource" : {

"id" : "string",
"type" : "string",
"groupld" : "string",
"nanme" : "string",
"coments" : "string"

}

"destination” : {
"id" : "string",
"type" : "string",
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"groupld" : "string",
"name" : "string",
"coments" : "string"

"| abel I ndex" : O,
"zl ndex" : O,
"sel ectedRel ati onshi ps" : [ "string" ],
"backPressurebj ect Threshol d" : 0,
"backPressureDat aSi zeThreshol d" : "string",
"fl owFi |l eExpiration" : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y" . 0.0

"| oadBal anceStrategy" : "string",
"partitioningAttribute” : "string",
"| oadBal anceConpr essi on" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0

[a—

"l abel " : "string",
"wi dth" : 0.0,
"height" : 0.0,
"style" : {

"string" : "string"
3
"conponent Type" : "string",
"groupldentifier" : "string"

] il
"funnel s" : [

"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y* 1 0.0
}

’orrponent Type" : "string",
"groupldentifier" : "string"

"control |l erServices" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {

"x" : 0.0,

y* : 0.0

}

ype" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

"controllerServiceApis" : [ {
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"type" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
}
T, _
"properties" : {
"string" : "string"
I
"propertyDescriptors" : {
"string" : "<<_versionedpropertydescri ptor>>"
"annotationbData" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"
"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucket I d" : "string",
"flowd" : "string",
"version" : 0,
"latest™ : true
},
"variabl es" : {
"string" : "string"
I
" par anet er Cont ext Nane" : "string",
"conponent Type" : "string",
"fl owFi | eConcurrency" : "string",
"fl owFi | eCut boundPol i cy" : "string",
"groupldentifier" : "string"
T
"renot eProcessG oups" : [ {
"identifier" : "string",
"name" : "string",
"conments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
8 _ _
“targetUri" : "string",
"targetUris" : "string",
"comuni cati onsTi neout" : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net wor kl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
}. |
"renmot eG oupld” : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"useConpression" : true,
"bat chSi ze" : {
"count" : O,
"size" : "string",
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"duration" : "string"
I
"conponent Type" : "string",
"targetld" : "string",
"schedul edState"” : "string",
"groupldentifier" : "string"
Fl
"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" . 0.0,
"y" . 0.0
}. |
"renmot eG oupld" : "string",
"concurrentl ySchedul abl eTaskCount " 0,
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
"duration" : "string"
s
"conponent Type" : "string",
“"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
bl
"conponent Type" : "string",
"groupldentifier" : "string"
Pl
"processors”" : [ {
“identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" . 0.0,
"y" . 0.0
e
"bundl e" : {
"group” : "string",
"artifact" : "string",
"version" : "string"
I
"style" : {
"string" : "string"
s
"type" : "string",
"properties" : {
"string" : "string"
e
"propertyDescriptors" : {
"string" : "<<_versionedpropertydescri ptor>>"
¥
"annot ati onData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngStrat egy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul | eti nLevel " : "string",
"runDurationMIlis" : O,
"concurrent| ySchedul abl eTaskCount "
"aut oTer m nat edRel ati onshi ps" : [ "string"
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"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

I
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

ype" : "string",
"concurrentl ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"

Fl

"out put Ports" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",

"position" : {
"x" : 0.0,
"y* 1 0.0

}

ype" : "string",
"concurrentl| ySchedul abl eTaskCount"” : O,
"schedul edState" : "string",
"al | onRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"

T,

"connections" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
"y" : 0.0
}

ource" : {

"id" : "string",
"type" : "string",
"groupld" : "string",
"nanme" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"conments" : "string"

},

abel | ndex" : O,

"zl ndex" : 0,

"sel ect edRel ati onshi ps” : [ "string" ],
"backPressurebj ect Threshol d" : 0O,
"backPressureDat aSi zeThreshol d" : "string",
"flowFil eExpiration" : "string",
"prioritizers" : [ "string" ],

"bends" : [ {
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x" : 0.0,
"y" . 0.0

"| oadBal anceStrategy" : "string",
"partitioningAttribute” : "string",
"| oadBal anceConpr essi on" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

[a—

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" . 0.0

"l abel ™ : "string",
"wi dth" : 0.0,
"height" : 0.0,
"style" : {

"string" : "string"
3
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [

"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y* 1 0.0
}

’orrponent Type" : "string",
"groupldentifier" : "string"

"control |l erServices" : [ {
"identifier" : "string",
"nanme" : "string",
"comments" : "string",
"position" : {

"x" : 0.0,
"y" . 0.0
}

ype" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}

ontrol |l erServiceApis" : [ {
"type" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
}
J _
"properties" : {
"string" : "string"
b
"propertyDescriptors" : {
"string" : "<< versionedpropertydescri ptor>>"
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}

nnotati onData" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucket I d" : "string",
"flowd" : "string",
"version" : 0,

"latest" : true

}

ari abl es" : {
"string" : "string"
}1
" par anet er Cont ext Nane" : "string",
"conponent Type" : "string",
"fl owFi | eConcurrency" : "string",
"fl owFi | eCut boundPol i cy" : "string",
"groupldentifier" : "string"
}1
"external Control |l erServices" : {
"string" : "<< external controllerservicereference>>"
}

"par anmet er Cont exts" : {
"string" : "<<_versionedparanetercontext>>"

"fl owencodi ngVersion" : "string",
"flow' : {
"link" : {
"href" : "string",
"params" : {
"string" : "string"

}

"identifier" : "string",
"name" : "string",
"description" : "string",
"bucket ldentifier" : "string",
"bucket Nane" : "string",
"creat edTi mestanmp” : O,
"nodi fi edTi mestanmp” : O,
"type" : "string",
"perm ssions" : {

"canRead" : true,

"canWite" : true,

"canDel ete" : true
¥
"versi onCount" : O,
"revision" : {

"clientld" : "string",

"version" : 0,

"lastModi fier” : "string"
}

"bucket" : {
"l'ink" : {
"href" : "string",
"params" : {
"string" : "string"

}1
"identifier" : "string",
"name" : "string",
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"creat edTi mestamp" : O,
"description" : "string",

"al | onBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,

"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}1
"revision" :
"“clientld" : "string",
"version" : O,
"lastModifier" : "string"
}
}1
"latest" : true
}
3.9.5. Get latest flow version metadata
GET /flows/{flow d}/versions/| at est/ net adat a
Description

Gets the metadata for the latest version of aflow.

Parameters

Type Name Description Schema

flowld required The flow identifier

string

Responses

HTTP Code Description

200 successful Opera| on VersionedF OVVSnapShOtM etadata
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey

Authorization

141


https://nifi.apache.org/docs/nifi-registry-docs/rest-api/index.html#VersionedFlowsnapshotmetadata

Cloudera DataFlow for Data Hub

3. Resources

Example HTTP request
Request path

/flows/string/versions/|atest/netadata

Example HTTP response

Response 200

"link" :

“href" "string",

" parans" :

"string" "string"

}
" bucket I dentifier" "string"
"flow dentifier" "string"
"version" : O,
"timestanmp" : O,
"aut hor" "string",
"coment s" "string"

3.9.6. Get flow version

CET /flows/{flow d}/versions/{versi onNunber}

Description

Getsthe given version of aflow, including metadata and flow content.

Parameters

Type Name Description Schema

flowld required The flow identifier string
Path versionNumber required The version number integer (int32)
Responses

HTTP Code Description Schema
200 successful operation VersionedFl owSnapshot
400 NiFi Registry was unable to complete the No Content

request because it was invalid. The request

should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
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HTTP Code Description
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/flows/string/versions/0

Example HTTP response

Response 200

{
"snapshot Met adata" : {
"link" : {
"href" : "string",
" par ans"
"string" : "string"
}

"bucketldentifier" : "string",
"flowmdentifier" : "string",
"version" : O,

"timestamp" : O,

"author" : "string",
"conments" : "string"

}l
"fl owContents" : {
"identifier" : "string",

"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y* 1 0.0
}

rocess@oups”" : [ {
"identifier" : "string",
"name" : "string",

"comments" : "string",
"position" : {

"x" 0.0,

"y" 1 0.0
}l
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"processGoups" : [ "..." ],
"renot eProcessG oups" : [ {
"identifier" : "string",
"name" : "string",
"comments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
3 : :
"targetUri" : "string",
"targetUris" : "string",
"comuni cati onsTi neout” : "string",
"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net workl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" . 0.0
}, |
"renmot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
"count" : O,
"size" : "string",
"duration" : "string"
}
"conponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
Pl
"outputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" . 0.0,
"y*" 1 0.0
¥ _
"renmot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
"count" : O,
"size" . "string",
"duration" : "string"
iy
"conponent Type" : "string",
“"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
} ] 1
"conmponent Type" : "string",
"groupldentifier" : "string"
Pl
"processors" : [ {

144



Cloudera DataFlow for Data Hub 3. Resources

"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0

}1

"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

}l
"style" : {
"string" : "string"

}

’ype" : "string",
"properties” : {
"string" : "string"
}1
"propertyDescriptors" : {
"string" : "<<_ versionedpropertydescri ptor>>"

}

nnot ati onData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngStrat egy" : "string",
"executi onNode" : "string",
"“penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul l eti nLevel™ : "string",
"runDurationMIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer nmi nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier” : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
y* : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState"” : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier" : "string"

Fl

"outputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
y" : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
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"groupldentifier" : "string"
L
"connections" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}!
"source" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"conments" : "string"

"| abel | ndex" : O,
"zl ndex" : 0,
"sel ect edRel ati onships" : [ "string" ],
"backPressurebj ect Threshol d" : 0,
"backPressureDat aSi zeThreshol d* : "string",
"fl owFil eExpiration" : "string",
"prioritizers" : [ "string" ],
"bends" : [ {

"x" : 0.0,

"y" : 0.0

"| oadBal anceStrategy" : "string",
"partitioningAttribute" : "string",
"| oadBal anceConpr essi on" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

[—

abel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0
"l abel " : "string",
"wi dth" : 0.0,
“height" : 0.0,
"style" : {

"string" : "string"
},
"conponent Type" : "string",
"groupldentifier" : "string"

"funnel s" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
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"y" : 0.0
}

,orrponent Type" : "string",
"groupldentifier" : "string"

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",

"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0
}

ype" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"

"control |l erServiceApis" : [ {
"type" : "string",
"bundl e" : {
"group” : "string",
"artifact" : "string",
"version" : "string"
}
1, .
"properties" : {
"string" : "string"
},
"propertyDescriptors” : {
"string" : "<<_versionedpropertydescriptor>>"

}

nnotati onData" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

Pl

"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucketld" : "string",
"flowmd" : "string",
"version" : 0,
"l atest" : true

}

ari abl es" : {
"string" : "string"

}

ar amet er Cont ext Nane" : "string",
"conponent Type" : "string",
"fl owFi |l eConcurrency” : "string",
"fl owFi | eQut boundPol i cy" : "string",
"groupldentifier" : "string"

] L]

"renot eProcessG oups" : [ {
"identifier" : "string",
"name" : "string",

"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0
}

argetUri" : "string",
"targetUris" : "string",
"comuni cationsTi neout" : "string",
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"yi el dDuration" : "string",
"transportProtocol" : "string",
"l ocal Net workl nterface" : "string",
"proxyHost" : "string",
"proxyPort" : O,
"proxyUser" : "string",
"inputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

enot eGroupl d" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpressi on" : true,
"bat chSi ze" : {
“count" : O,
"size" : "string",
"duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"

T,

"outputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
"y" : 0.0
}

enot eG oupld" : "string",
"concurrent| ySchedul abl eTaskCount "
"useConpression" : true,
"bat chSi ze" : {
“count" : O,
"size" . "string",
"duration" : "string"

}

onponent Type" : "string",
"targetld" : "string",
"schedul edState" : "string",
"groupldentifier" : "string"
} ] 1)
"conponent Type" : "string",
"groupldentifier" : "string"
Fl
"processors" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y" : 0.0
}

undl e" : {

"group" : "string",
"artifact" : "string",
"version" : "string"

}
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"style" : {
"string" : "string"
}1
"type" : "string",
"properties” : {
"string" : "string"
}1
"propertyDescriptors" : {
"string" : "<<_ versionedpropertydescri ptor>>"

}

nnot ati onData" : "string",
"schedul i ngPeriod" : "string",
"schedul i ngStrat egy" : "string",
"executi onNode" : "string",
"penal tyDuration" : "string",
"yi el dDuration" : "string",
"bul l eti nLevel™ : "string",
"runDurationMIlis" : O,
"concurrent| ySchedul abl eTaskCount" : O,
"aut oTer nmi nat edRel ati onshi ps" : [ "string" ],
"schedul edState" : "string",
"conponent Type" : "string",
"groupldentifier” : "string"

nput Ports" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState"” : "string",
"al | owRenot eAccess" : true,
"conmponent Type" : "string",
"groupldentifier" : "string"

Fl

"outputPorts" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,
y" : 0.0

}

ype" : "string",
"concurrent| ySchedul abl eTaskCount" : O,
"schedul edState" : "string",
"al | owRenot eAccess" : true,
"conponent Type" : "string",
"groupldentifier” : "string"
1
"connections" : [
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {
"x" : 0.0,
"y* 1 0.0
}

ource" : {
ui du c ustrl ng",
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"type" : "string",
"groupld" : "string",
"name" : "string",
"coments" : "string"

}

"destination" : {
"id" : "string",
"type" : "string",
"groupld" : "string",
"name" : "string",
"conments" : "string"
¥
"| abel | ndex" : O,
"zl ndex" : 0,
"sel ect edRel ati onships" : [ "string" ],
"backPressurebj ect Threshol d" : 0,
"backPressureDat aSi zeThreshol d* : "string",
"fl owFil eExpiration" : "string",
"prioritizers" : [ "string" ],
"bends" : [ {
"x" : 0.0,
"y" : 0.0

"| oadBal anceStrategy" : "string",
"partitioningAttribute" : "string",
"| oadBal anceConpr essi on" : "string",
"conponent Type" : "string",
"groupldentifier" : "string"

abel s" : [ {
"identifier" : "string",
"nanme" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y'" . 0.0

}

abel " : "string",
"width" : 0.0,
"height" : 0.0,
"style" : {

"string" : "string"
}1
"conponent Type" : "string",

"groupldentifier" : "string"
P,

"funnel s" : [ {

"identifier" : "string",

"name" : "string",

"coments" : "string",

"position" : {

"x" : 0.0,
"y*" 1 0.0
}

onmponent Type" : "string",
"groupldentifier" : "string"

T

"controllerServices" : [ {
"identifier" : "string",
"name" : "string",
"coments" : "string",
"position" : {

"x" : 0.0,

"y" : 0.0
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}

ype" : "string",
"bundl e" : {
"group" : "string",
"artifact" : "string",
"version" : "string"
},
"control |l erServiceApis" : [ {
"type" : "string",
"bundl| e"
"group” : "string",
"artifact" : "string",
"version" : "string"
}
1, .
"properties" : {
"string" : "string"
},
"propertyDescriptors” : {
"string" : "<<_versionedpropertydescriptor>>"

}

nnotati onData" : "string",

"conponent Type" : "string",
"groupldentifier" : "string"

Pl

"ver si onedFl owCoor di nat es" : {
"registryUl" : "string",
"bucket I d" : "string",
"flowmd" : "string",
"version" : 0,
"l atest" : true

}

ari abl es" : {
"string" : "string"

}

ar amet er Cont ext Nane" : "string",
"conponent Type" : "string",
"fl owFi |l eConcurrency” : "string",
"fl owFi | eQut boundPol i cy" : "string",
"groupldentifier" : "string"

"external Controll erServices" : {
"string" : "<<_externalcontrollerservicereference>>"

"par anet er Cont ext s" : {
"string" : "<<_ versionedparanetercontext>>"

"fl owEncodi ngVersion" : "string",
"flow' : {
"link" : {
"href" : "string",
" par ans"
"string" : "string"
}

o .
"identifier" : "string",
"name" : "string",
"description" : "string",
"bucketldentifier” : "string",
"bucket Nane" : "string",
"creat edTi mestanmp" : O,

"modi fi edTi mestanp" : O,
"type" : "string",
"pernissions" : {
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"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l
"versionCount” : O,
"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
"bucket" : {
"link" :
"href" : "string",
"parans"
"string" : "string"
}l
"identifier" : "string",
"name" : "string",

"creat edTi mestamp" : O,
"description" : "string",
"al | owBundl eRedepl oy" : true,
"al | owPubl i cRead" : true,
"perm ssions" @ {

"canRead" : true,

"canWite" : true,

"canDel ete" : true

evi sion" :

"clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"
}

"latest" : true

}

3.10. Items

Retrieve items across all buckets for which the user is authorized.

3.10.1. Get all items

GET /itens

Description

Get items across all buckets. The returned items will include only items from buckets for which the user is authorized.

If the user is not authorized to any buckets, an empty list will be returned.

Responses

HTTPCXe | Dewriion E
200 successful operation < Bucketltem > array
401 Client could not be authenticated. No Content
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Consumes
. /

Produces
« application/json

Security

apikey

Authorization

Example HTTP request
Request path

[itens

Example HTTP response

Response 200

_ {
“link" :
"href" : "string",
" par ans”
"string" : "string"

"identifier : "string",
"name" : "string",

"description" : "string",
"bucketldentifier" : "string",

"bucket Nane" : "string",
"creat edTi mestamp" : O,
"modi fi edTi mestanp" : 0,
"type" : "string",
"perm ssions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}
b

3.10.2. Get item fields

GET /itens/fields

Description

Retrieves the item field names for searching or sorting on bucket items.

Responses
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HTTP Code Description

200 successful operation Fields
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

litenms/fields

Example HTTP response

Response 200

"fiel dsi [ "string" ]
}

3.10.3. Get bucket items

GET /itens/{bucket| d}

Description

Getsthe items located in the given bucket.

Parameters
Description
Path bucketld required The bucket identifier string
Responses
HTTP Code Description Schema
200 successful operation < Bucketltem > array
400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
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403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
Consumes
. /
Produces

 application/json

Security

apiKey

Authorization

Example HTTP request
Request path

/i

tems/string

Example HTTP response

Response 200
_ {
"link" :
"href" : "string",
"paranms" :

"string" : "string"
“identifier" : "string",
"name" : "string",
"description" : "string",
"bucketldentifier" : "string",
"bucket Nane" : "string",
"creat edTi nestanmp” : O,
"modi fi edTi mest anmp" : O,
"type" : "string",
"pernissions" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
bl
3.11. Policies

Endpoint for managing access policies.
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3.11.1. Create access policy

PCGST / policies

Parameters
Description
Body body required The access policy configuration | AccessPolicy
details.
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation AccessPolicy
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
409 NiFi Registry was unable to complete No Content
the request because it assumes a server
state that is not valid. The NiFi Registry
might not be configured to use a
ConfigurableAccessPolicyProvider.
Consumes

 application/json

Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/policies

Request body

“identifier" : "string",
"resource" : "string",
"action" : "string",
“configurable" : true,
"revision" :

"clientld" : "string",
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"version" : O,

"lastMdifier" : "string"

"users" : |
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerm ssions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"tenants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Yyl

"revision" : {

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"

}

1,

"user Goups" : [ {
"identifier" : "string",
"identity" : "string",
“configurable" : true,
"resourcePerm ssions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"tenants" : {

"canRead" : true,
"canWite" : true,
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"canDel ete" : true
iy
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
iy
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"anyToplLevel Resour ce" {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
¥
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
R
revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
Pl
}
Response 200
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
"users" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,

"resour cePer m ssi ons"
"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}
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"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
oo
"policies" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true
}
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
1
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
1
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision"
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
R R
revision" :
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}

P,

"user Groups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

oo

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"anyToplLevel Resource" : {
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"canRead" : true,

"canWite" : true,

"canDel ete" : true
}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"“configurable" : true,
"revision"

"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
R R
revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
Pl

3.11.2. Get all access policies

GET /policies

Responses
HTTP Code Description Schema
200 successful operation < AccessPolicy > array
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces
» application/json
Security
Type Name
apiKey Authorization

Example HTTP request
Reguest path
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/ policies
Response 200
[

"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"

"users" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

I

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

s

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"
}

b
revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
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}

P,

"user Groups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
oo
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
e
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" : {
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
b
revision
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
Pl

}]

CET /policies/resources

Gets the available resources that support access/authorization policies
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Responses
HTTP Code Description Schema
200 successful operation < Resource > array
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
Consumes
. /
Produces

 application/json

Security

apiKey

Authorization

Example HTTP request
Request path

/ polici es/resources

Example HTTP response

Response 200
- .
"identifier" : "string",
"name" : "string"

bl

3.11.4. Get access policy for resource

GET /policies/{action}/{resource}

Description

Gets an access policy for the specified action and resource

Parameters

Type Name Description Schema
Path action required The request action. enum (read, write, delete)
Path resource required The resource of the policy. string

Responses
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HTTP Code Description Schema

200 successful operation AccessPolicy

400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security

apiKey Authorization

Example HTTP request
Request path

/policies/string/string

Example HTTP response

Response 200

"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

"users" : |

"identifier" : "string",

"identity" : "string",

"configurable" : true,

"resourcePerm ssions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}
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"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
oo
"policies" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true
}
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
1
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
1
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision"
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
R R
revision" :
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}

P,

"user Groups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

oo

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"anyToplLevel Resource" : {

165



Cloudera DataFlow for Data Hub

3. Resources

"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
I
"accessPolicies" : [ {
"identifier" "string",
"resource" : "string"
"action" : "string"
“configurable" : true,
"revision"
"cI i entl d" "string",
"version" : O,
"l ast Modi fier" "string"
}
S
revision" :
"clientld" "string",
"version" : O,
"l ast Modi fier" : "string"
}
bl

}

3.11.5. Get access policy

GET /policies/{id}

Parameters

Type Name Description Schema

id required

The access policy id.

string

Responses

HTTP Code Description

Schema

200 successful operation AccessPolicy
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

e application/json

Security
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apiKey Authorization

Example HTTP request
Request path

/policies/string

Example HTTP response

Response 200

"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"

"users" : |

"identifier" : "string",

"identity" : "string",

"configurable" : true,

"resourcePernissions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

n

enants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"policies" : {
"canRead" : true,
"canWite" : true,

"canDel ete" : true

}

"proxy" : {
"canRead" : true,
"canWite" : true,

"canDel ete" : true

}

1

nyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

ccessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
“configurable" : true,
"revision" : {

}

1
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“clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
R
revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
1,

"user Goups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
i
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
Jis
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
¥
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
R
revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
Pl

}
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3.11.6. Update access policy

PUT / policies/{id}

Parameters
Type H Name ‘ Description ‘ Schema ‘
Path id required The access policy id. string
Body body required The access policy configuration | AccessPolicy
details.
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation AccessPolicy
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete No Content
the request because it assumes a server
state that is not valid. The NiFi Registry
might not be configured to use a
ConfigurableAccessPolicyProvider.
Consumes

 application/json
Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/policies/string

Request body
"identifier" : "string",
"resource" : "string",
"action" : "string",
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"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"lastModi fier” : "string"
"users" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePern ssions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

e

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

Jis

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

Jis
"accessPolicies" : [ {

"identifier" : "string",

"resource" : "string",

"action" : "string",

"configurable" : true,

"revision" : {
"clientld" : "string",
"version" : O,

"l ast Modi fier" : "string"

}

R R

revision" :

"clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"

}

} ]l

"userGoups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePern ssions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true

}
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"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
b
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
e
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision"
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
Pl
revision" :
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
Pl
}
Response 200
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision"
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
"users" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerni ssions" : {
"buckets" : {
"canRead" : true,

171



Cloudera DataFlow for Data Hub

3. Resources

"canWite" : true,
"canDel ete" : true

},

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"proxy" : {

"canRead" : true,

"canWite" : true,

"canDel ete" : true
¥

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

¥
"accessPolicies" : [ {

"identifier" : "string",

"resource" : "string",

"action" : "string",

"configurable" : true,

"revi sion" :
"clientld" : "string",
"version" : O,

"l ast Modi fier" : "string"

}

L .
revision" :

"clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"

}
],

"user Goups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

},

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"proxy" : {

"canRead" : true,
"canWite" : true,
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"canbDel et e" true
"anyToplLevel Resource" : {
"canRead" true,
"canWite" true,
"canDel et " true
}

"accessPol i ci es" [ {
"identifier" "string",
"resource" "string",
"action" "string",
"confi gurabl e" true,
"revision" :

“clientld" "string",
"version" : O,
"l ast Modi fier" "string"
}
Pl
revision
“clientld" "string",
"version" : 0,
"l ast Modi fier" "string"
}
Pl

}

3.11.7. Delete access policy

DELETE / pol i ci es/{i d}

Parameters

Path id required

The access policy id. string

Query clientld optional

If the client id is not specified,
new one will be generated. This
vaue (whether specified or
generated) isincluded in the
response.

string

Query version required

Theversion is used to verify the
client isworking with the latest
version of the entity.

string

Responses

HTTP Code Description

Schema

200 successful operation AccessPolicy
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
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HTTP Code Description

409 NiFi Registry was unable to complete No Content
the request because it assumes a server
state that is not valid. The NiFi Registry
might not be configured to use a
ConfigurableAccessPolicyProvider.

Consumes
. /

Produces

« application/json

Security

apiKey Authorization

Example HTTP request
Request path

/policies/string

Request query

"clientld" : "string",
"version" : "string"

}

Example HTTP response

Response 200

“identifier" : "string",
"resource" : "string",
"action" : "string",
“configurable" : true,
"revision" :
"clientld" : "string",
"version" : 0,
"lastModifier" : "string"

"users" : |

"identifier" : "string",

"identity" : "string",

“configurable" : true,

"resourcePerm ssions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

},
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"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
oo
"policies" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true
}
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
1
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
1
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision"
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
R R
revision" :
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}

P,

"user Groups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

oo

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"anyToplLevel Resource" : {
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"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
I
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
“configurable" : true,
"revision"
"cI i entl d" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
S
revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"
}
bl

3.12. Tenants

Endpoint for managing users and user groups.

3.12.1. Create user group

POST /t enant s/ user-groups

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

body required

The user group configuration UserGroup

Responses

HTTP Code Description

Schema

200 successful operation UserGroup
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
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HTTP Code Description Schema

404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

» application/json
Produces
 application/json

Security

apiKey Authorization

Example HTTP request
Request path

/t enant s/ user - gr oups

Request body
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerm ssions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}!

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

}!
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"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"

}

P L

revision" :

"clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"

"users" : |
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

I

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

s

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

bl

"revision" : {

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"

}

Pl
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a2ph9d123255cfe747d41d2dc140a8473fc4e0888.xml#_response_200_72a82b9d123255cfe747d41d2dc140a8473fc4e0888.xml#_response 2

"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerni ssions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
b,
"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
iy
"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
iy
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" : {
"clientld" : "string",
"version" : O,
"lastModifier" : "string"
}
b1
revi sion" :
"clientld" : "string",
"version" : O,
"lastModifier" : "string"
b,
"users" : |
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerni ssions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
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}l

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b,

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

I

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" : {

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

L
revision
"clientld" : "string",
"version" : O,

"l ast Modifier" : "string"

}

ol

}

3.12.2. Get user groups

CET /tenant s/ user-groups

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Responses
200 successful operation < UserGroup > array
400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.
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HTTP Code Description Schema

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey Authorization

Example HTTP request
Request path

/t enant s/ user - gr oups

Example HTTP response

Response 200
[
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerm ssions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
b
"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
b
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}l
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}!
"anyToplLevel Resource" : {
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"canRead" : true,

"canWite" : true,

"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" : {

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"

}

R R
revision" :

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"

"users" : |
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerm ssions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"tenants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Yl

"revision" : {

182



Cloudera DataFlow for Data Hub 3. Resources

"clientld" : "string",
"version" : 0,
"l ast Modi fier" : "string"
}
Pl

3.12.3. Get user group

GET /tenants/user-groups/{id}

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
‘ Description
Path id required The user group id. string
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 | successful operation | User Group
400 NiFi Registry was unable to complete the No Content

request because it wasinvalid. The request
should not be retried without modification.

401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
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Request path

/ tenant s/ user-groups/string

Response 200

"identifier" : "string",

"identity" : "string",

"configurable" : true,

"resourcePernissions" : {
"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"tenants" : {

"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

e

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
“configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastModi fier” : "string"

}

Pl

"revision" : {

"clientld" : "string",

"version" : O,

"last Modi fier” : "string"

"users" : |
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePern ssions" : {

"buckets" : {
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"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}
b
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,

"l ast Modi fier" : "string"

}

I}l ],' H n

revision" :

"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"

}

Pl
}

3.12.4. Update user group

PUT /tenants/user-groups/{id}

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

id required

The user group id.
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Type Name Description Schema

body required The user group configuration UserGroup
details.
Responses
HTTP Code Description Schema
200 successful operation UserGroup
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

e application/json
Produces
» application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/tenant s/ user-groups/string

Request body
"identifier" : "string"
"identity" : "string"
"configurable" : true,
"resourcePerm ssions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b,
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"policies" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Yyl

"revision" : {

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"

iy

"users" : |
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

oo

"policies" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

1

"accessPolicies" : [ {
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"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"
}

P,

"revision" : {
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Pl

}
Response 200

"identifier" : "string",

"identity" : "string",

"configurable" : true,

"resourcePernissions" : {
"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

e

"tenants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"policies" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

Jis

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"“clientld" : "string",
"version" : O,
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"lastMdifier" : "string"
}
Pl
revision" :
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
"users" : |
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerm ssions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete” : true
¥
"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
b
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
e
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision"
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
b1
revision" :
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
Pl

}
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DELETE /t enant s/ user - groups/ {i d}

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type H Name ‘ Description ‘ Schema ‘
Path id required The user group id. string
Query clientld optional If the client id is not specified, string
new one will be generated. This
vaue (whether specified or
generated) isincluded in the
response.
Query version required The version isused to verify the | string
client isworking with the latest
version of the entity.
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation UserGroup
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make thisrequest. | No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

/ t enant s/ user-groups/string
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Request query
"clientld" : "string",
"version" : "string"

}

Response 200
"identifier" : "string",
"identity" : "string",
"configurable" : true,

"resour cePer m ssi ons"
"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

},

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"proxy" : {

"canRead" : true,

"canWite" : true,

"canDel ete" : true
¥

"anyToplLevel Resour ce" {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"

}

R

revision" :

"clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"

"users" : [ {

"identifier" : "string",
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"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b,

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

}l

"revision" : {

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Pl

}

POST /tenants/users

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.
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Type Name Description Schema

body required The user configuration details.
Responses
HTTP Code Description Schema
200 successful operation User
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

« application/json
Produces
» application/json

Security

apiKey Authorization

Example HTTP request
Reguest path

[/t enant s/ users

Request body
"identifier" : "string"
"identity" : "string"
"configurable" : true,
"resourcePerm ssions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"policies" : {
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{

"canRead" : true,

"canWite" : true,

"canDel ete" : true

}
"proxy" : {

"canRead" : true,

"canWite" : true,

"canDel ete" : true

1
"anyToplLevel Resour ce" {

"canRead" : true,

"canWite" : true,

"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" : {

"clientld" : "string",

"version" : O,

"l ast Modifier" : "string'

}
R R
revision
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
iy

"userGroups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resour cePerni ssi ons” {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"tenants" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"proxy" : {

"canRead" : true,

"canWite" : true,

"canDel ete" : true
iy

"anyToplLevel Resour ce"
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

iy
"accessPolicies" : [ {
"identifier" : "string",
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"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
}
Yl
"revision" : {
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
}
Pl
}
Response 200
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

Jis

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
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}

Yl

"revision" : {
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"

Jis

"userGroups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerni ssions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"tenants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

e

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

i
"accessPolicies" : [ {

"identifier" : "string",

"resource" : "string",

"action" : "string",

“configurable" : true,

"revision" :

"clientld" : "string",
"version" : O,
"last Modi fier” : "string"

}

Pl
"revision" : {

"clientld" : "string",

"version" : O,

"lastModi fier” : "string"

}
Pl

}

GET /tenant s/ users
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Description

E Note: This endpoint is subject to change as NiFi Registry and its REST API evolve.

Responses
HTTP Code Description Schema
200 successful operation <User > array
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

« application/json

Security

apiKey Authorization

Example HTTP request
Request path

[/t enant s/ users

Example HTTP response

Response 200
[
"identifier" : "string",
"identity" : "string",
"“configurable" : true,
"resour cePerm ssions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

},

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

},
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"policies" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Yyl

"revision" : {

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"

iy

"user Groups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

oo

"policies" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

1

"accessPolicies" : [ {
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"identifier"
"resource"
"action"
"confi gurabl e"
"revision"
"clientld"
"version" :
" asthdlfler"

}
},

"revision" :
"cI i entl d"
"version" :

"| ast Modi fi er"

b
b

3.12.8. Get user

GET /tenants/users/{id}

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

"string",
n s.t r i I,1gll

true,

"string",

"string

"string",

"string"

Type Name D&ecrlptlon Schema

id required Theuser id.

Responses

HTTP Code Description

Schema

200 successful operation User
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

 application/json
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Security

apiKey Authorization

Example HTTP request
Reguest path

/tenant s/ users/string

Example HTTP response

Response 200

"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePerm ssions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}l

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"l ast Modi fier" : "string"

}

I}l ],' H n
revision" :
"clientld" : "string",
"version" : O,
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"lastMdifier" : "string"
i
"user Groups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
oo
"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
e
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" : {
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
b
revision
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
Pl

}

PUT /tenants/users/{id}
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E Note: This endpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters

Type Name Description Schema

Theuser id. string
Body body required The user configuration details. User
Responses
HTTP Code Description Schema
200 successful operation User
400 NiFi Registry was unable to complete the No Content
request because it wasinvalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes

 application/json
Produces

« application/json

Security

apiKey

Authorization

Example HTTP request

Request path

/tenant s/ users/string

Request body

"identifier"

"identity"

"confi gurabl e"
"resour cePer m ssi ons"
"bucket s"
"canRead"
"canWite"
"canDel et e"
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s

"tenants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"policies" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"anyToplLevel Resour ce" {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" : {

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

b1
revision
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

i

"user Groups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resour cePerni ssi ons" {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

I

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

oo

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

b

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

: nyTopLevel Resour ce"

{
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"canRead" : true,

"canWite" : true,

"canDel ete" : true
}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"
}

o
revision" :

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Pl
}
Response 200
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {

"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

},

"tenants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"policies" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

iy

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

b,

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {

"identifier" "string",
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"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
}
Pl
"revision" : {
"clientld" : "string",
"version" : O,
"lastMdifier" : "string"
i
"userGroups" : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
¥
"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
oo
"policies" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true
}
"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
e
"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
}
e
"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
“revision" :
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
Yl
"revision" : {
"clientld" : "string",
"version" : O,
"l ast Modifier" : "string"
}
Pl

}
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3.12.10. Delete user

DELETE /tenant s/ users/{id}

Description

E Note: Thisendpoint is subject to change as NiFi Registry and its REST API evolve.

Parameters
Type H Name ‘ Description ‘ Schema ‘
Path id required The user id. string
Query clientld optional If the client id is not specified, string
new one will be generated. This
vaue (whether specified or
generated) isincluded in the
response.
Query version required Theversion is used to verify the | string
client isworking with the latest
version of the entity.
Responses
HTTP Code ‘ Description ‘ Schema ‘
200 successful operation User
400 NiFi Registry was unable to complete the No Content
request because it was invalid. The request
should not be retried without modification.
401 Client could not be authenticated. No Content
403 Client is not authorized to make this request. No Content
404 The specified resource could not be found. No Content
409 NiFi Registry was unable to complete the No Content
request because it assumes a server state that is
not valid.
Consumes
. /
Produces

» application/json

Security

apiKey Authorization

Example HTTP request
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Request path

/ tenant s/ users/string

Request query
"clientld" : "string",
"version" : "string"
}
Response 200

"identifier" : "string",

"identity" : "string",

"configurable" : true,

"resourcePerni ssions" : {
"buckets" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

1

"tenants" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

e

"proxy" : {

"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"anyToplLevel Resource" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
“configurable" : true,
"revision" : {

"clientld" : "string",
"version" : O,
"l astModifier" : "string"

}

Pl

"revision" : {
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“clientld" : "string",

"version" : O,

"l ast Modi fier" : "string"

"user Goups” : [ {
"identifier" : "string",
"identity" : "string",
"configurable" : true,
"resourcePernissions" : {
"buckets" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

i

"tenants" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

Jis

"policies" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

¥

"proxy" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true

"anyTopLevel Resource" : {
"canRead" : true,
"canWite" : true,
“canDel ete" : true

}

"accessPolicies" : [ {
"identifier" : "string",
"resource" : "string",
"action" : "string",
"configurable" : true,
"revision" :

"clientld" : "string",

"version" : O,

"lastMdifier" : "string"
}

P,

"revision" : {

"clientld" : "string",
"version" : O,
"lastMdifier" : "string"

}

Pl

}
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4.1. AccessPolicy

Name

action required

Description

The action associated with this access
policy.Example: "string"

enum (read, write, delete)

configurable optional read-only Indicates if this access policy is configurable, | boolean
based on which Authorizer has been
configured to manage it.Example : true

identifier optional read-only Theid of the policy. Set by server at creation | string
time.Example : "string"

resource reguired The resource for this access policy.Example: | string
"string"

revision optional The revision of this entity used for Revisioninfo
optimistic-locking during updates.Example:
"Revisioninfo"

userGroups optional The set of user group |Ds associated with this | < Tenant > array

access policy.Example: [ "Tenant" ]

users optional

The set of user IDs associated with this access
policy.Example: [ "Tenant" ]

< Tenant > array

4.2. AccessPolicySummary

Name

action required

Description

The action associated with this access
policy.Example: "string"

enum (read, write, delete)

configurable optional read-only Indicates if this access policy is configurable, | boolean
based on which Authorizer has been
configured to manage it.Example : true

identifier optional read-only Theid of the policy. Set by server at creation | string
time.Example : "string"

resource reguired The resource for this access policy.Example: | string
"string"

revision optional Therevision of this entity used for RevisionInfo

optimistic-locking during updates.Example:
"Revisioninfo"

4.3. AllowableValue

INETg[} Description Schema

description optional The description of the allowable string
valueExample: "string"

displayName optional The display name of the allowable string
valueExample: "string"

value optional The value of the allowable valueExample : "str | string

ing"
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4.4. Attribute

e o=
description optional The description of the attributeExample: "str | string
ing"
name optional The name of the attributeExample : "string" string

4. 5. BatchSize

Name Description Schema

count optional Preferred number of flow filestoincludeina | integer (int32)
transaction.Example: 0

duration optional Preferred amount of time that a transaction string
should span.Example : "string"

size optional Preferred number of bytestoincludein a string
transaction.Example : "string"

4.6. Bucket

Name Description Schema

allowBundleRedeploy optional Indicates if this bucket alows the same boolean
version of an extension bundleto be
redeployed and thus overwrite the existing
artifact. By default thisisfalse. Example: true

allowPublicRead optional Indicates if this bucket allows read access to boolean
unauthenticated anonymous usersExample :
true

createdTimestamp optional read-only The timestamp of when the bucket was first integer (int64)
created. Thisis set by the server at creation
time.Minimum value: 1 Example: 0

description optional A description of the bucket.Example: "string" | string

identifier optional read-only An D to uniquely identify this string
object.Example : "string"

link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K

name required The name of the bucket.Example : "string" string

permissions optional The access that the current user hasto this Permissions
bucket.Example : "Permissions’

revision optional Therevision of this entity used for optimistic- | RevisionInfo
locking during updates.Example : "Revisio
ninfo"

4.7. Bucketltem
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Name Description Schema

bucket|dentifier required Theidentifier of the bucket thisitems belongs | string
to. This cannot be changed after theitem is
created.Example: "string"

bucketName optional read-only The name of the bucket thisitems belongs string
to.Example : "string"

createdTimestamp optional read-only The timestamp of when theitem was created, | integer (int64)
as milliseconds since epoch.Minimum value :
1 Example: 0
description optional A description of the item.Example : "string” string
identifier optional read-only An ID to uniquely identify this string
object.Example : "string"
link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K
modifiedTimestamp optional read-only The timestamp of when the item was integer (int64)

last modified, as milliseconds since
epoch.Minimum value: 1 Example: 0

name required The name of the item.Example: "string" string
permissions optional The access that the current user hasto the Permissions
bucket containing this item.Example : "Per
missions’
type required The type of item.Example : "string" enum (Flow, Bundle)
4.8. BuildInfo
INET[} Description Schema
buildBranch optional The branch used to build the version of the string

bundleExample : "string"

buildFlags optional The flags used to build the version of the string
bundleExample : "string"

buildRevision optional Therevision used to build the version of the string
bundleExample : "string"

buildTag optional The tag used to build the version of the string
bundleExample: "string"

buildTool optional The tool used to build the version of the string
bundleExample : "string"

built optional The timestamp the version of the bundlewas | integer (int64)
builtExample: 0
builtBy optional The identity of the user that performed the string

buildExample : "string"

4.9. Bundle
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Name Description Schema
artifact optional The artifact of the bundleExample: "string" string
group optional The group of the bundleExample : "string" string
version optional The version of the bundleExample : "string" string

4.10. Bundlelnfo

Name Description Schema

artifactld optional The artifact id of the bundleExample: "string" | string

bucketld optional Theid of the bucket where the bundleis string
locatedExample : "string"

bucketName optional The name of the bucket where the bundleis string
locatedExample: "string"

bundleld optional Theid of the bundleExample : "string" string

bundleType optional Thetype of bundle (i.e. aNiFi NAR vs enum (NIFI_NAR, MINIFI_CPP)
MiNiF CPP)Example: "string"

groupld optional The group id of the bundleExample: "string" | string

systemApiVersion optional The version of the system API the bundlewas | string
built againstExample : "string"

version optional The version of the bundleExample : "string" string

4.11. BundleVersion

INET[} Description Schema
bucket optional The bucket that the extension bundle belongs | Bucket
toExample : "Bucket"
bundle optional The bundle this version is forExample : "Ext ExtensionBundle
ensionBundle"
dependencies optional The set of other bundle versions that this < BundleVersionDependency > array

version is dependent onExample: [ "Bundl
eV ersionDependency” ]

filename optional Example: "string" string
link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K"
versionM etadata required The metadata about this version of the BundleVersionM etadata

extension bundleExample : "BundleVersi
onMetadata"

4.12. BundleVersionDependency
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Name Description Schema

artifactld optional The artifact id of the bundle string
dependencyExample : "string"

groupld optional The group id of the bundle string
dependencyExample : "string"

version optional The version of the bundle dependencyExample | string
:"string”

4.13. BundleVersionMetadata

INETg[} Description Schema

artifactld optional Example: "string" string

author optional The identity that created this versionExample | string
:"string”

bucketld required Theid of the bucket the extension bundle string

belongs toExample : "string”

buildinfo required The build information about this Buildinfo
versionExample : "Buildinfo"

bundleld optional Theid of the extension bundle thisversionis | string
forExample: "string"

contentSize required The size of the binary content for thisversion | integer (int64)
in bytesMinimum value : 0 Example : 0

description optional The description for this versionExample: "str | string
ing"

groupld optional Example: "string" string

id optional Theid of thisversion of the extension string

bundleExample : "string"

link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K

sha256 optional The hex representation of the SHA-256 digest | string
of the binary content for this versionExample
: "string"

sha256Supplied required Whether or not the client supplied a SHA-256 | boolean

when uploading the bundleExample : true

systemApiVersion optional The version of the system API that thisbundle | string
version was built againstExample : "string"

timestamp optional The timestamp of the create date of this integer (int64)
versionMinimum value : 1 Example: 0

version optional The version of the extension bundleExample: | string
"string”

4.14. ComponentDifference
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Name Description Schema

changeDescription optional The description of the change.Example: "str | string
ing"

differenceType optional The key to the difference.Example: "string" string

differenceTypeDescription optional The description of the change type.Example: | string
"string"

valueA optional The earlier value from the difference.Example | string
:"string”

valueB optiona The newer value from the difference.Example | string

:"string”

4.15. ComponentDifferenceGroup

e omipn
componentld optional Theid of the component whose changes are string
grouped together.Example : "string"
componentName optional The name of the component whose changes string
are grouped together.Example : "string"
componentType optional The type of component these changes relate string

to.Example : "string"

differences optional Thelist of changes related to this component
between the 2 versions.Example : [ "Compo

nentDifference" ]

< ComponentDifference > array

processGroupld optional The process group id for this

component.Example : "string"

string

4.16. ConnectableComponent

INETg[} Description Schema

comments optional The comments for the connectable string
component.Example : "string"

groupld required Theid of the group that the connectable string
component resides inExample : "string"

id required Theid of the connectable component.Example | string
:"string"”

name optional The name of the connectable string
componentExample : "string"

type required The type of component the connectable enum (PROCESSOR,

is.Example: "string"

REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, INPUT_PORT,
OUTPUT_PORT, FUNNEL)

4.17. ControllerServiceAPI
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Name Description Schema

bundle optional The details of the artifact that bundled this Bundle
service interface.Example : "Bundle"

type optional The fully qualified name of the service string
interface.Example : "string"

4.18. ControllerServiceDefinition

INETg[} Description Schema

artifactld optional The artifact id of the service APIExample: string
"string"

className optional The class name of the service APIExample : string
"string"

groupld optional The group id of the service APIExample: "str | string
ing"

version optional The version of the service APIExample: "str | string
ing"

4.19. CurrentUser

NET [} Description Schema

anonymous optional read-only Indicates if the current user is boolean
anonymousExample : true

identity optional read-only Theidentity of the current userExample: "str | string
ing"

loginSupported optional Indicatesif the NiFi Registry instance supports | boolean
logging inExample : true

oidcloginSupported optional Indicates if the NiFi Registry instance supports | boolean
logging in with an OIDC providerExample:
true

resourcePermissions optional The access that the current user has to top ResourcePermissions
level resourcesExample : "ResourcePermiss
ions'

4.20. DeprecationNotice

INETg[} Description Schema
alternatives optional The alternatives to useExample : [ "string" ] < string > array
reason optional The reason for the deprecationExample : "str | string

ing"

4.21. DynamicProperty
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Name Description

|
|

description optional The description of the dynamic

propertyExample : "string"

Schema

string

expressionL anguageScope optional The scope of the expression language

supportExample : "string"

enum (NONE, VARIABLE_REGISTRY,
FLOWFILE_ATTRIBUTES)

valueExample : "string"

expressionL anguageSupported optional Whether or not expression language is boolean
supportedExample : true

name optional The description of the dynamic property string
nameExample : "string"

value optional The description of the dynamic property string

4.22. DynamicRelationship

e osp
description optional The description of the dynamic string
relationshipExample : "string"
name optional The description of the dynamic relationship string

nameExample : "string"

4.23. Extension

Name Description Schema
deprecationNotice optional The deprecation notice of the DeprecationNotice
extensionExample : "DeprecationNotice"
description optional The description of the extensionExample : "str | string
ing"
dynamicProperties optional The dynamic properties of the < DynamicProperty > array

extensionExample : [ "DynamicProperty" ]

dynamicRel ationship optional The dynamic relationships of the

extensionExample : "DynamicRelationship”

DynamicRelationship

inputRequirement optional The input requirement of the

extensionExample : "string"

enum (INPUT_REQUIRED,
INPUT_ALLOWED, INPUT_FORBIDDEN)

"Restricted"

name optional The name of the extensionExample: "string” | string

properties optional The properties of the extensionExample: [ "P | < Property > array
roperty" ]

providedServiceAPIs optional The service APIs provided by this < ProvidedServiceAP! > array
extensionExample : [ "ProvidedServiceAPI" ]

readsAttributes optional The attributes read from flow files by the < Attribute > array
extensionExample: [ "Attribute" ]

relationships optional The relationships of the extensionExample: | < Relationship > array
[ "Relationship” ]

restricted optional The restrictions of the extensionExample : Restricted
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Name Description

seeAlso optional

The names of other extensions to seeExample
;[ "string” ]

Schema

< string > array

stateful optional

The information about how the extension
stores stateExample : " Stateful

Stateful

systemResourceConsi derations optional

The resource considerations of the

< SystemResourceConsideration > array

extensionExample : [ "Attribute” ]

extensionExample: [ "'SystemResourceC
onsideration” ]
tags optional The tags of the extensionExample: [ "string" ] | < string > array
type optional The type of the extensionExample : "string" enum (PROCESSOR,
CONTROLLER_SERVICE,
REPORTING_TASK)
writesAttributes optional The attributes written to flow files by the < Attribute > array

4.24. ExtensionBundle

Name Description

Schema

to.Example: "string"

artifactld optional The artifact id of the extension bundleExample | string
:"string"

bucketldentifier required Theidentifier of the bucket thisitems belongs | string
to. This cannot be changed after theitem is
created.Example: "string"

bucketName optional read-only The name of the bucket thisitems belongs string

bucket containing this item.Example : "Per
missions’

bundleType required The type of the extension bundleExample : enum (NIFI_NAR, MINIFI_CPP)
"string"

createdTimestamp optional read-only The timestamp of when theitem was created, | integer (int64)
as milliseconds since epoch.Minimum value :
1 Example: 0

description optional A description of the item.Example : "string" string

groupld optional The group id of the extension bundleExample | string
:"string"

identifier optional read-only An ID to uniquely identify this string
object.Example : "string"

link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K"

modifiedTimestamp optional read-only The timestamp of when the item was integer (int64)
last modified, as milliseconds since
epoch.Minimum value: 1 Example: 0

name required The name of the item.Example: "string" string

permissions optional The access that the current user has to the Permissions

type required

The type of item.Example: "string"

enum (Flow, Bundle)
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Name Description

The number of versions of this extension
bundleMinimum value: 0 Example: O

versionCount optional read-only integer (int64)

4.25. ExtensionFilterParams

Name

bundleType optional

Description

Schema

The type of bundleExample: "string" enum (NIFI_NAR, MINIFI_CPP)

extensionType optional

The type of extensionExample: "string"

enum (PROCESSOR,
CONTROLLER_SERVICE,
REPORTING_TASK)

tags optional

The tagsExample : [ "string" ]

< string > array

4.26. ExtensionMetadata

INETg[} Description Schema

bundlelnfo optional The information for the bundle where this Bundlelnfo
extension islocatedExample : "Bundlelnfo"

deprecationNotice optional The deprecation notice of the DeprecationNotice
extensionExample : "DeprecationNotice"

description optional The description of the extensionExample : "str | string
ing"

displayName optional The display name of the extensionExample : string
"string"

hasAdditional Details optional Whether or not the extension has additional boolean
detail documentationExample: true

link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K"

linkDocs optional A WebLink to the documentation for this JaxbLink
extension.Example : "JaxbLink"

name optional The name of the extensionExample: "string" | string

providedServiceAP!s optional The service APIs provided by the < ProvidedServiceAP! > array
extensionExample : [ "ProvidedServiceAPI" ]

restricted optional The restrictions of the extensionExample : Restricted
"Restricted"

tags optional The tags of the extensionExample: [ "string" ] | < string > array

type optional The type of the extensionExample : "string" enum (PROCESSOR,

CONTROLLER_SERVICE,
REPORTING_TASK)

4.27. ExtensionMetadataContainer
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Name

extensions optional

Description

The metadata for the extensionsExample: [ "E
xtensionMetadata" |

Schema

< ExtensionMetadata > array

filterParams optional

Thefilter parameters submitted for the
requestExample : "ExtensionFilterParams’

ExtensionFilterParams

numResults optional

The number of extensionsin the
responseExample : 0

integer (int32)

4.28. ExtensionRepoArtifact

INETg[} Description Schema
artifactld optional The artifact idExample : "string" string
bucketName optional The bucket nameExample : "string" string
groupld optional The group idExample : "string” string
link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K"
4.29. ExtensionRepoBucket
INET [} Description Schema
bucketName optional The name of the bucketExample: "string" string
link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K"
4.30. ExtensionRepoGroup
Name Description Schema
bucketName optional The bucket nameExample : "string" string
groupld optional The group idExample : "string" string
link optional An WebL.ink to this entity.Example : "JaxbLin | JaxbLink
K"
4.31. ExtensionRepoVersion
INETg[} Description Schema
downloadLink optional The WebLink to download this version of the | JaxbLink
extension bundle.Example : "JaxbLink"
The WebLink to view the metadata about JaxbLink

extensionsLink optional

the extensions contained in the extension
bundle. Example : "JaxbLink"
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Name Description Schema
sha256Link optional The WebLink to retrieve the SHA-256 JaxbLink
digest for this version of the extension
bundle.Example : "JaxbLink"
sha256Supplied optional Indicates if the client supplied a SHA-256 JaxbLink
when uploading this version of the extension
bundle. Example : "JaxbLink"
4.32. ExtensionRepoVersionSummary
INETg[} Description Schema
artifactld optional The artifact idExample : "string" string
author optional The identity of the user that created this string
versionExample : "string"
bucketName optional The bucket nameExample : "string" string
groupld optional The group idExample : "string” string
link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K"
timestamp optional The timestamp of when this version was integer (int64)
createdExample: 0
version optional The versionExample : "string" string
4.33. ExternalControllerServiceReference
INET[} Description Schema
identifier optional Theidentifier of the controller serviceExample | string
:"string”
name optional The name of the controller serviceExample: string
"string"
4.34. Fields

Description

fields optional Example: [ "string" ] < string > array
4.35. JaxbLink

INETg[} Description Schema

href optional The href for the linkExample : "string" string (uri)

params optional

The params for the linkExample: { "string" :
"string" }

< string, string > map
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4.36. Permissions

e o=
canDelete optional read-only Indicates whether the user can delete agiven boolean
resource.Example : true
canRead optiona read-only Indicates whether the user can read a given boolean
resource.Example : true
canWrite optional read-only Indicates whether the user can write agiven boolean

resource.Example : true

4.37. Position

The position of acomponent on the graph

Name

|
|

X optional

Description

The x coordinate.Example : 0.0

Schema

number (double)

y optional

They coordinate.Example : 0.0

number (double)

4.38. Property

Name

|
|

allowableValues optional

Description

The allowable values for this propertyExample

. [ "AllowableValue' |

Schema

< AllowableVaue > array

controllerServiceDefinition optional

The controller service required by this
property, or null if noneis requiredExample :
"ControllerServiceDefinition"

ControllerServiceDefinition

modifies the classpathExample : true

defaultValue optional The default valueExample : "string” string

description optional The descriptionExample : "string” string

displayName optional The display nameExample: "string" string

dynamic optional Whether or not the processor is boolean
dynamicExample : true

dynamicallyModifiesClasspath optional Whether or not the processor dynamically boolean

expressionL anguageScope optional

The scope of expression language
supportExample : "string"

enum (NONE, VARIABLE_REGISTRY,
FLOWFILE_ATTRIBUTES)

sensitiveExample: true

expressionL anguageSupported optional Whether or not expression language is boolean
supportedExample : true

name optional The name of the propertyExample : "string" string

required optional Whether or not the property is boolean
requiredExample : true

sensitive optional Whether or not the property is boolean
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4.39. ProvidedServiceAPI

NET [} ‘ Description ‘ Schema ‘
artifactld optional The artifact id of the service API being string
providedExample : "string"
className optional The class name of the service API being string
providedExample: "string"
groupld optional The group id of the service API being string
providedExample: "string"
version optional The version of the service APl being string
providedExample: "string"
4.40. RegistryConfiguration
INETg[} ‘ Description ‘ Schema ‘
supportsConfigurableAuthorizer optional read- | Whether this NiFi Registry supports a boolean
only configurable authorizer.Example: true
supportsConfigurableUsersAndGroups Whether this NiFi Registry supports boolean
optional read-only configurable users and groups.Example : true
supportsManagedAuthorizer optional read- Whether this NiFi Registry supports a boolean
only managed authorizer. Managed authorizers can
visualize users, groups, and paliciesin the
Ul.Example: true
4.41. Relationship
INET[} ‘ Description ‘ Schema ‘
autoTerminated optional Whether or not the relationship is auto- boolean
terminated by defaultExample: true
description optional The description of the relationshipExample: | string
"string”
name optional The name of the relationshipExample : "str string
ing"
4.42. Resource
INET [} ‘ Description ‘ Schema
identifier optional read-only Theidentifier of the resource.Example: "str string
ing"
name optional read-only The name of the resource.Example: "string" string

4.43. ResourcePermissions
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Name ‘ Description ‘ Schema

any TopL evel Resource optional The access that the current user hasto any Permissions
top level resources (alogical 'OR' of al other
values)Example : "Permissions’

buckets optional The access that the current user hasto thetop | Permissions
level /buckets resource of this NiFi Registry
(i.e., accessto al buckets)Example : "Permiss
ions'

policies optional The access that the current user hasto the Permissions
top level /policies resource of this NiFi
RegistryExample : "Permissions’

proxy optional The access that the current user hasto Permissions
the top level /proxy resource of this NiFi
RegistryExample : "Permissions’

tenants optional The access that the current user has to the Permissions
top level /tenants resource of this NiFi
RegistryExample : "Permissions’

4.44. Restricted

NET [} ‘ Description ‘ Schema

The general restriction for the extension, or
null if only specific restrictions existExample
general RestrictionExplanation optional :"string” string

The specific restrictionsExample : [ "Restricti
restrictions optional on"] < Restriction > array

4.45. Restriction

INET [} ‘ Description ‘ Schema ‘
explanation optional The explanation of this restrictionExample : string

"string"
requiredPermission optional The permission required for this string

restrictionExample : "string"

4.46. RevisionInfo

The revision information for an entity managed through the REST API.

INET[} ‘ Description ‘ Schema

clientld optional A client identifier used to make arequest. By | string
including a client identifier, the APl can allow
multiple requests without needing the current
revision. Due to the asynchronous nature of
requests/responses this was implemented to
allow the client to make numerous requests
without having to wait for the previous
response to come back.Example : "string"

223



Cloudera DataFlow for Data Hub 4. Definitions
Name Description Schema
lastModifier optional read-only The user that last modified the entity.Example | string
:"string”

version optional NiFi Registry employs an optimistic locking integer (int64)
strategy where the client must include a
revision in their request when performing
an update. In aresponse to a mutable flow
request, this field represents the updated base
version.Example: 0

4.47. Stateful
INETg[} Description Schema
description optional The description for how the extension stores | string

stateExample : "string"

scopes optional

The scopes used to store stateExample: [ s
tring" ]

< enum (CLUSTER, LOCAL) > array

4.48. SystemResourceConsideration

INETg[} Description Schema
description optional The description of how the resourceis string
affectedExample : "string"
resource optional The resource to considerExample : "string” string
4.49. TagCount
INET[} Description Schema
count optional The number of occurrences of the given integer (int32)
tagExample : 0
tag optional Thetag labelExample : "string" string
4.50. Tenant
NET [} Description Schema

accessPolicies optional

The access policies granted to this
tenant.Example : [ "AccessPolicySummary" ]

< AccessPolicySummary > array

tenant.Example : "string"

configurable optional read-only Indicates if thistenant is configurable, based | boolean
on which UserGroupProvider has been
configured to manage it.Example : true

identifier optional read-only The computer-generated identifier of the string
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Name

identity required

Description

The human-facing identity of the tenant.
This can only be changed if the tenant is
configurable.Example: "string"

Schema

string

resourcePermissions optional

A summary top-level resource access policies
granted to this tenant.Example : "ResourcePer
missions’

ResourcePermissions

revision optional

Therevision of this entity used for optimistic-
locking during updates.Example : "Revisio
ninfo"

Revisionlnfo

4.51. User

Name

accessPalicies optional

Description

The access policies granted to this
tenant.Example : [ "AccessPolicySummary" ]

Schema

< AccessPolicySummary > array

This can only be changed if the tenant is
configurable.Example: "string"

configurable optional read-only Indicates if thistenant is configurable, based boolean
on which UserGroupProvider has been
configured to manage it.Example : true

identifier optional read-only The computer-generated identifier of the string
tenant.Example : "string”

identity required The human-facing identity of the tenant. string

resourcePermissions optional

A summary top-level resource access policies
granted to this tenant.Example : "ResourcePer
missions'

ResourcePermissions

D[ "Tenant" ]

revision optional Therevision of this entity used for optimistic- | RevisionInfo
locking during updates.Example : "Revisio
ninfo"

userGroups optional The groups to which the user belongs.Example | < Tenant > array

4.52. UserGroup

Name

accessPalicies optional

Description

The access policies granted to this
tenant.Example : [ "AccessPolicySummary" ]

Schema

< AccessPolicySummary > array

This can only be changed if the tenant is
configurable.Example: "string"

configurable optional read-only Indicates if thistenant is configurable, based boolean
on which UserGroupProvider has been
configured to manage it.Example : true

identifier optional read-only The computer-generated identifier of the string
tenant.Example : "string”

identity required The human-facing identity of the tenant. string
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Name

resourcePermissions optional

Description

A summary top-level resource access policies

granted to this tenant.Example : "ResourcePer
missions'

Schema

ResourcePermissions

revision optional Therevision of this entity used for optimistic- | RevisionInfo
locking during updates.Example : "Revisio
ninfo"

users optional The users that belong to this user group. < Tenant > array

This can only be changed if thisgroup is
configurable.Example: [ "Tenant" ]

4.53. VersionedConnection

Name

backPressureDataSizeT hreshold optional

Description

The object data size threshold for determining

when back pressureis applied. Updating this
value is a passive change in the sense that

it won't impact whether existing files over
the limit are affected but it does help feeder
processors to stop pushing too much into this
work queue.Example : "string"

Schema

|

string

backPressureObjectThreshold optional

The object count threshold for determining
when back pressure is applied. Updating this
vaue is a passive change in the sense that

it won't impact whether existing files over
the limit are affected but it does help feeder
processors to stop pushing too much into this
work queue.Example: 0

integer (int64)

bends optional

The bend points on the connection.Example :
[ "Position™ ]

< Position > array

comments optional

The user-supplied comments for the
componentExample : "string"

string

componentType optional

Example: "string"

enum (CONNECTION,

PROCESSOR, PROCESS_GROUP,
REMOTE_PROCESS_GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)

destination optional

The destination of the connection.Example :
" ConnectableComponent"

ConnectableComponent

flowFileExpiration optional

The amount of time aflow file may bein the
flow beforeit will be automatically aged out
of the flow. Once aflow file reaches this age
it will be terminated from the flow the next
time a processor attempts to start work on
it.Example: "string"

string

groupldentifier optional

The ID of the Process Group that this
component belongs toExample : "string"

string

identifier optional

The component's unique identifierExample :
"string”

string
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Name Description

labellndex optional

The index of the bend point where to place the
connection label .Example: 0

Schema

integer (int32)

|oadBal anceCompression optional

Whether or not compression should be
used when transferring FlowFiles between
nodesExample : "string"

enum (DO_NOT_COMPRESS,
COMPRESS ATTRIBUTES ONLY,
COMPRESS ATTRIBUTES AND_CONTEN]

I

asit isload balanced across the cluster. If
the Load Balance Strategy is configured
touse PARTITION_BY_ATTRIBUTE,

the value returned by this method is the
name of the FlowFile Attribute that will be
used to determine which node in the cluster
should receive agiven FlowFile. If the Load
Balance Strategy is unset or is set to any
other value, the Partitioning Attribute has no
effect.Example: "string"

|loadBalanceStrategy optional The Strategy to use for load balancing data enum (DO_NOT_LOAD_BALANCE,
across the cluster, or null, if no Load Balance | PARTITION_BY_ATTRIBUTE,
Strategy has been specified.Example : "string” | ROUND_ROBIN, SINGLE_NODE)

name optional The component's nameExample : "string" string

partitioningAttribute optional The attribute to use for partitioning data string

position optional

The component's position on the
graphExample : "Position"

< Position > array

prioritizers optional

The comparators used to prioritize the
queue.Example: [ "string" ]

< string > array

selectedRel ationships optional The selected relationship that comprise the < string > array
connection.Example : [ "string" ]

source optional The source of the connection.Example: "Con | ConnectableComponent
nectableComponent"

zIndex optional The z index of the connection.Example: 0 integer (int64)

4.54. VersionedControllerService

Name Description

Schema

componentExample : "string"

annotationData optional The annotation for the controller service. This | string
is how the custom Ul relays configuration to
the controller service.Example: "string"

bundle optional The details of the artifact that bundled this Bundle
processor type.Example : "Bundle"

comments optional The user-supplied comments for the string

componentType optional

Example: "string"

enum (CONNECTION,

PROCESSOR, PROCESS_GROUP,
REMOTE_PROCESS_GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)
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Name Description

controllerServiceApis optional

Liststhe APIs this Controller Service

Schema

< ControllerServiceAP| > array

graphExample : "Position"

implements.Example: [ "ControllerServi
ceAPI" ]
groupldentifier optional The ID of the Process Group that this string
component belongs toExample: "string"
identifier optional The component's unique identifierExample : string
"string"
name optional The component's nameExample : "string" string
position optional The component's position on the Position

properties optional

The properties of the controller

service.Example: { "string" "string” }

< string, string > map

propertyDescriptors optional

The property descriptors for the
processor.Example : { "string" : "Version
edPropertyDescriptor" }

< string, VersionedPropertyDescriptor > map

type optional

The type of the controller service.Example :
"string”

string

4.55. VersionedFlow

Name Description

Schema

locking during updates.Example : "Revisio
ninfo"

bucketldentifier required Theidentifier of the bucket thisitemsbelongs | string
to. This cannot be changed after theitemis
created.Example: "string"
bucketName optional read-only The name of the bucket thisitems belongs string
to.Example : "string"
createdTimestamp optional read-only The timestamp of when theitem was created, | integer (int64)
as milliseconds since epoch.Minimum value :
1 Example: 0
description optional A description of the item.Example : "string" string
identifier optional read-only An D to uniquely identify this string
object.Example : "string"
link optional An WebLink to this entity.Example : "JaxbLin | JaxbLink
K
modifiedTimestamp optional read-only The timestamp of when the item was integer (int64)
last modified, as milliseconds since
epoch.Minimum value: 1 Example: 0
name required The name of the item.Example: "string" string
permissions optional The access that the current user hasto the Permissions
bucket containing this item.Example : " Per
missions’
revision optional The revision of this entity used for optimistic- | RevisionInfo
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Name ‘ Description ‘ Schema ‘
type required The type of item.Example: "string" enum (Flow, Bundle)
versionCount optional read-only The number of versions of thisflow.Minimum | integer (int64)

vaue: 0 Example: 0
4.56. VersionedFlowCoordinates
INETg[} ‘ Description ‘ Schema ‘
bucketld optional The UUID of the bucket that the flow resides | string
inExample : "string"
flowld optional The UUID of the flowExample : "string" string
|atest optional Whether or not these coordinates point to the | boolean
|atest version of the flowExample: true
registryUrl optional The URL of the Flow Registry that contains string

the flowExample : "string"

version optional The version of the flowExample: 0

integer (int32)

4.57. VersionedFlowDifference

INET [} ‘ Description

Theid of the bucket that the flow is stored
in.Example: "string"

bucketld optional

‘ Schema

string

Example : [ "ComponentDifferenceGroup"
]

componentDifferenceGroups optional

< ComponentDifferenceGroup > array

Theid of the flow that isbeing
examined.Example : "string"

flowld optional

string

The earlier version from the diff
operation.Example : 0

versionA optional

integer (int32)

The latter version from the diff
operation.Example : 0

versionB optional

integer (int32)

4.58. VersionedFlowSnapshot

Name ‘ Description

bucket optional The bucket where the flow is locatedExample

: "Bucket"

‘ Schema

Bucket

The information about controller services
that exist outside this versioned flow,

but are referenced by components within
the versioned flow.Example: { "string" :
"External ControllerServiceReference" }

external ControllerServices optional

< string, External ControllerServiceReference
> map

The flow this snapshot is forExample: "Ver
sionedFlow"

flow optional

VersionedFlow
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Name Description Schema

flowContents required The contents of the versioned flowExample: | VersionedProcessGroup
"V ersionedProcessGroup”
flowEncodingV ersion optional The optional encoding version of the flow string

contents.Example : "string"

|atest optional Example: true boolean

parameterContexts optional The parameter contexts referenced by process | < string, VersionedParameterContext > map
groups in the flow contents. The mapping is
from the name of the context to the context
instance, and it is expected that any context in
thismap is referenced by at least one process
group in this flow.Example: { "string" : "Ve
rsionedParameterContext”  }

snapshotM etadata required The metadata for this snapshotExample : VersionedFlowSnapshotMetadata
"V ersionedFlowSnapshotM etadata

4.59. VersionedFlowSnapshotMetadata

e

author optional read-only The user that created this snapshot of the string
flow.Example : "string"

bucket| dentifier required Theidentifier of the bucket this snapshot string
belongs to.Example : "string"

comments optional The comments provided by the user when string
creating the snapshot.Example : "string"

flowldentifier required Theidentifier of the flow this snapshot string
belongs to.Example : "string"
link optional An WebL.ink to this entity.Example : "JaxbLin | JaxbLink
K"
timestamp optional read-only The timestamp when the flow was saved, as integer (int64)
milliseconds since epoch.Minimum value: 1
Example: 0
version required The version of this snapshot of the integer (int32)

flow.Minimum value : -1 Example: 0

4.60. VersionedFunnel

e

comments optional The user-supplied comments for the string
componentExample : "string"

componentType optional Example: "string" enum (CONNECTION,

PROCESSOR, PROCESS _GROUP,
REMOTE_PROCESS_GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)
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Name Description Schema

groupldentifier optional The ID of the Process Group that this string
component belongs toExample : "string"

identifier optional The component's unique identifierExample : string
"string"

name optional The component's nameExample : "string" string

position optional The component's position on the Position

graphExample : "Position”

4.61. VersionedLabel

Name

comments optional

Description

The user-supplied comments for the
componentExample : "string"

Schema

string

componentType optional

Example: "string"

enum (CONNECTION,

PROCESSOR, PROCESS _GROUP,
REMOTE_PROCESS _GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)

groupldentifier optional

The ID of the Process Group that this
component belongs toExample : "string"

string

graphExample : "Position"

height optional The height of thelabel in pixelswhenat al:1 | number (double)
scale.Example : 0.0

identifier optional The component's unique identifierExample : string
"string"

|abel optional The text that appears in the label .Example : string
"string"

name optional The component's nameExample : "string" string

position optional The component's position on the Position

scale.Example : 0.0

style optional The stylesfor thislabel (font-size: 12px, < string, string > map
background-color : #eee, etc).Example: { "s
tring" : "string" }

width optional The width of thelabel in pixelswhenatal:1 | number (double)

4.62. VersionedParameter

Name Description Schema

description optional The description of the paramExample: "str string
ing"

name optional The name of the parameterExample: "string" | string
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Name Description Schema

sensitive optional Whether or not the parameter valueis boolean
sensitiveExample : true

value optional The value of the parameterExample: "string" | string

4.63. VersionedParameterContext

Name Description Schema

description optional The description of the parameter string
contextExample : "string"

name optional The name of the contextExample : "string" string

parameters optional The parameters in the contextExample: [ "V

ersionedParameter” ]

< VersionedParameter > array

4.64. VersionedPort

INET[} Description Schema

allowRemoteA ccess optional Whether or not this port allows remote access | boolean
for site-to-siteExample : true

comments optional The user-supplied comments for the string

componentExample : "string"

componentType optional Example: "string"

enum (CONNECTION,

PROCESSOR, PROCESS_GROUP,
REMOTE_PROCESS_GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)

The number of tasks that should be
concurrently scheduled for the port.Example :

concurrentlySchedul ableTaskCount optional

integer (int32)

graphExample : "Position"

0

groupldentifier optional The ID of the Process Group that this string
component belongs toExample : "string"

identifier optional The component's unique identifierExample : string
"string"

name optional The component's nameExample : "string" string

position optional The component's position on the Position

scheduledState optional The scheduled state of the componentExample | enum (ENABLED, DISABLED)
:"string”
type optional The type of port.Example: "string" enum (INPUT_PORT, OUTPUT_PORT)

4.65. VersionedProcessGroup
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Name Description

comments optional

The user-supplied comments for the
componentExample : "string"

Schema

string

componentType optional

Example: "string"

enum (CONNECTION,

PROCESSOR, PROCESS_GROUP,
REMOTE_PROCESS_GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)

connections optional

The ConnectionsExample : [ "VersionedConn
ection” ]

< VersionedConnection > array

controllerServices optional

The Controller ServicesExample: [ "Versi
onedControllerService" ]

< VersionedControllerService > array

GroupExample : "string"

flowFileConcurrency optional The configured FlowFile Concurrency for the | string
Process GroupExample : "string"
flowFileOutboundPolicy optional The FlowFile Outbound Policy for the Process | string

funnels optional

The FunnelsExample : [ "VersionedFunnel" ]

< VersionedFunnel > array

onedProcessGroup" ]

groupldentifier optional The ID of the Process Group that this string
component belongs toExample: "string"
identifier optional The component's unique identifierExample : string
"string"
inputPorts optional The Input PortsExample : [ "VersionedPort” | | < VersionedPort > array
labels optional The LabelsExample: [ "VersionedLabel" ] < VersionedLabel > array
name optional The component's nameExample : "string" string
outputPorts optional The Output PortsExample : [ "VersionedPort | < VersionedPort > array
"
parameterContextName optional The name of the parameter context used by string
this process groupExample : "string"
position optional The component's position on the Position
graphExample : "Position”
processGroups optional The child Process GroupsExample: [ "Versi | < VersionedProcessGroup > array

processors optional

The ProcessorsExample : [ "VersionedProc
essor” |

< VersionedProcessor > array

remoteProcessGroups optional

The Remote Process GroupsExample : [ "V
ersionedRemoteProcessGroup” ]

< VersionedRemoteProcessGroup > array

variables optiona

The Variablesin the Variable Registry for this
Process Group (not including any ancestor or
descendant Process Groups)Example : {
"string" : "string" }

< string, string > map

versionedFlowCoordinates optional

The coordinates where the remote flow is
stored, or null if the Process Group is not
directly under Version ControlExample :
"V ersionedFlowCoordinates"

V ersionedFlowCoordinates
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4.66. VersionedProcessor

Name Description

annotationData optional

The annotation data for the processor used to
relay configuration between a custom Ul and
the procesosr.Example : "string"

string

autoT erminatedRel ati onships optional

The names of all relationships that cause a
flow file to be terminated if the relationship is
not connected elsewhere. This property differs
from the 'isAutoTerminate’ property of the
RelationshipDTO in that the RelationshipDTO
is meant to depict the current configuration,
whereas this property can besetinaDTO
when updating a Processor in order to

change which Relationships should be auto-

< string > array

componentExample : "string"

terminated.Example : [ "string” ]

bulletinLevel optional The level at which the processor will report string
bulletins.Example : "string"

bundle optional Information about the bundle from whichthe | Bundle
component cameExample : "Bundle"

comments optional The user-supplied comments for the string

componentType optional

Example: "string"

enum (CONNECTION,

PROCESSOR, PROCESS_GROUP,
REMOTE_PROCESS GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)

concurrently Schedul ableTaskCount optional

The number of tasks that should be
concurrently schedule for the processor.
If the processor doesn't allow parallol
processing then any positive input will be
ignored.Example: 0

integer (int32)

graphExample : "Position"

executionNode optional Indicates the node where the process will string
execute.Example: "string"

groupldentifier optional The ID of the Process Group that this string
component belongs toExample: "string"

identifier optional The component's unique identifierExample : string
"string”

name optional The component's nameExample : "string" string

penaltyDuration optional The amout of time that is used when the string
process penalizes a flowfile.Example : "string"

position optional The component's position on the Position

properties optional

The properties for the processor. Properties
whose value is not set will only contain the
property name.Example: { "string" : "str
ing" }

< string, string > map
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Name Description Schema

propertyDescriptors optional The property descriptors for the < string, VersionedPropertyDescriptor > map
processor.Example : { "string" : "Version
edPropertyDescriptor" }

runDurationMillis optional The run duration for the processor in integer (int64)
milliseconds.Example: O

scheduledState optional The scheduled state of the componentExample | enum (ENABLED, DISABLED)
:"string”
schedulingPeriod optional The frequency with which to schedule the string

processor. The format of the value will depend
on th value of schedulingStrategy.Example:
"string"

schedulingStrategy optional Indcates whether the prcessor should be string
scheduled to run in event or timer driven
mode.Example: "string”

style optional Stylistic data for rendering in aUlExample: < string, string > map
{"string":  "string" }

type optional The type of ProcessorExample: "string" string

yieldDuration optional The amount of time that must elapse before string

this processor is scheduled again after
yielding.Example : "string"

4.67. VersionedPropertyDescriptor

Name Description Schema

|

displayName optional The display name of the propertyExample : string
"string"

identifiesControllerService optional Whether or not the property provides the boolean
identifier of a Controller ServiceExample:
true

name optional The name of the propertyExample : "string" string

sensitive optional Whether or not the property is considered boolean
sensitiveExample : true

4.68. VersionedRemoteGroupPort

e

batchSize optional The batch settings for data BatchSize
transmission.Example : "BatchSize"

comments optional The user-supplied comments for the string
componentExample : "string"
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Name Description

componentType optional

Example: "string"

Schema

enum (CONNECTION,

PROCESSOR, PROCESS_GROUP,
REMOTE_PROCESS_GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)

concurrentlySchedul ableTaskCount optional

The number of task that may transmit flowfiles
to the target port concurrently.Example: 0

integer (int32)

groupldentifier optional The ID of the Process Group that this string
component belongs toExample : "string"

identifier optional The component's unique identifierExample : string
"string"

name optional The component's nameExample : "string” string

position optional The component's position on the Position
graphExample : "Position”

remoteGroupld optional Theid of the remote process group that the string

port resides in.Example : "string"

scheduledState optional The scheduled state of the componentExample | enum (ENABLED, DISABLED)
: "string"

targetld optional The ID of the port on the target NiFi string
instanceExample : "string"

useCompression optional Whether the flowfiles are compressed when boolean

sent to the target port.Example : true

4.69. VersionedRemoteProcessGroup

Name Description

Schema

communicating with the target.Example : "str
ing"

comments optional The user-supplied comments for the string
componentExample : "string"
communicationsTimeout optional The time period used for the timeout when string

componentType optional

Example: "string"

enum (CONNECTION,

PROCESSOR, PROCESS_GROUP,
REMOTE_PROCESS_GROUP,
INPUT_PORT, OUTPUT_PORT,
REMOTE_INPUT_PORT,
REMOTE_OUTPUT_PORT, FUNNEL,
LABEL, CONTROLLER_SERVICE)

“string"

groupldentifier optional The ID of the Process Group that this string
component belongs toExample : "string"
identifier optional The component's unique identifierExample : string

inputPorts optional

A Set of Input Ports that can be connected
to, in order to send data to the remote NiFi
instanceExample : [ "VersionedRemoteGr
oupPort" ]

< VersionedRemoteGroupPort > array
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Name Description Schema

|ocalNetworklnterface optional Thelocal network interface to send/receive string
data. If not specified, any local addressis used.
If clustered, all nodes must have an interface
with thisidentifier.Example : "string"

name optional The component's nameExample : "string" string

outputPorts optional A Set of Output Portsthat can be connected < VersionedRemoteGroupPort > array
to, in order to pull data from the remote NiFi
instanceExample : [ "VersionedRemoteGr
oupPort" ]

position optional The component's position on the Position
graphExample : "Position”

proxyHost optional Example: "string" string
proxyPort optional Example: 0 integer (int32)
proxyUser optional Example: "string" string
targetUri optional [DEPRECATED] Thetarget URI of the string

remote process group. If target uri is not set,
but uris are set, then returns the first uri in the
uris. If neither target uri nor uris are set, then
returns null.Example : "string"

targetUris optional The target URIs of the remote process group. | string
If target urisis not set but target uri is set,
then returns the single target uri. If neither
target uris nor target uri is set, then returns
null.Example : "string"

transportProtocol optional The Transport Protocol that is used for Site-to- | enum (RAW, HTTP)
Site communicationsExample : "string"

yieldDuration optional When yielding, this amount of time must string
elapse before the remote process group is
scheduled again.Example : "string"
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