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Cloudera Manager What's New in Cloudera Manager

The following pages describe new features in each release of Cloudera Manager.

This topic describes new features in Cloudera Manager.
e AUtoTLS

Y ou can now use Cloudera Manager to Automatically configure TLS for your clusters.

This topic describes new features in Cloudera Manager.

« Apache Ranger now provides security authorization and auditing services previously provided by Sentry.
See:

* Apache Ranger Auditing
* Apache Ranger Authorization

« Apache Atlas now provides data governance capabilities previously provided by Cloudera Navigator. See: Apache
Atlas

» Cloudera Manager now provides configuration and management for the following Cloudera Runtime services:

* Hiveon-Tez

e Hive3
o Zeppelin
e Livy

Important: Because cluster creation and management is provided by the Cloudera Data Hub service, the
& version of Cloudera Manager included with CDP provides a subset of functionality that Cloudera Manager
has provided previously. Only functionality available to the Configurator user role is available.

See Cloudera Data Hub.

» Cloudera Manager now provides cluster management capabilities previously provided by Ambari.
Cloudera Manager provides the following:

* Monitoring and aerts

< Configuration management

e Host management

» Cloudera Runtime Service management
¢ Resource management

e Upgrades

See Cloudera Manager Overview

« Apache Impala Cloudera Manager provides configuration and management for the Apache Impala service, which
provides high-performance, low-latency SQL queries on data stored in popular Apache Hadoop file formats. See
Apache Impala Overview



https://docs.cloudera.com/runtime/7.0.1/security-ranger-auditing/topics/security-ranger-audit-overview.html
https://docs.cloudera.com/runtime/7.0.1/security-ranger-authorization/topics/security-ranger-provide-authorization-cdp.html
https://docs.cloudera.com/runtime/7.0.1/concepts-governance.html
https://docs.cloudera.com/runtime/7.0.1/concepts-governance.html
https://docs.cloudera.com/runtime/7.0.1/hive-introduction/topics/hive-apache-hive-3-architectural-overview.html
https://docs.cloudera.com/runtime/7.0.1/hive-introduction/topics/hive-apache-hive-3-architectural-overview.html
https://docs.cloudera.com/runtime/7.0.1/zeppelin-overview/topics/zeppelin-overview.html
https://docs.cloudera.com/runtime/7.0.1/running-spark-applications/topics/spark-submitting-applications-using-livy.html
https://docs.cloudera.com/data-hub/cloud/overview/topics/dh-overview.html
https://docs.cloudera.com/cloudera-manager/7.0.1/concepts/topics/cm-cloudera-manager-cdp-cloud-overview.html
https://docs.cloudera.com/runtime/7.0.1/impala-overview/topics/impala-overview.html

Cloudera Manager

Fixed Issues

This document describes fixed issues for Cloudera Manager <version> with Cloudera Data Platform <version>.

This topic describes fixed issues in this release of Cloudera Manager.

OPSAPS-50447: Fixed an issue wherethe Health Test for Hive Metastore Server Canary failsto perform
itstask of checking HM S basic functionality (creating a database, table and partitions and then dropping
them) and ther efore reportsbad health statusin all cases.

This document describes known issues and workarounds for using Cloudera Manager.

This topic describes known issues and workarounds for Cloudera Manager.
OPSAPS-65189: Accessing Cloudera Manager through Knox displaysthefollowing error:

Bad Message 431 reason: Request Header Fields Too Large

Workaround: Modify the Cloudera Manager Server configuration /etc/default/cloudera-scm-server
file to increase the header size from 8 KB, which is the default value, to 65 KB in the Java options
as shown below:

export CMF_JAVA OPTS="...existing options...

-Dcom cl ouder a. server. cnf. WebServer | npl . HTTP_HEADER S| ZE_BYTES=
65536

-Dcom cl ouder a. server. cnf. WebSer ver | npl . HTTPS _HEADER SI ZE BYTE
S=65536"

TSB 2021-491: Authorization Bypassin Cloudera Manager (CVE-2021-30132/CVE-2021-32483

CVE

Impact

Cloudera Manager (CM) 7.4.0 and earlier versions have incorrect Access Control in place for
certain endpoints. A user who has a knowledge to the direct path of aresource or aURL to

call aparticular function, can access it without having the proper role granted. The vulnerable
endpoints were CV E-2021-30132 /cmf/a erts/config?ask= and CV E-2021-32483 /cmf/views/view?
viewName=.

+ CVE-2021-30132

e Alertsconfig - 4.3 (Medium)
¢ CVSS3.VAV:N/AC.L/PR:L/UI:N/S:U/C:L/I:N/A:N
» CVE-2021-32483

* Views- 4.3 (Medium)
e CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N



https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

Cloudera Manager Known Issues in Cloudera Manager

A user with read only privilege is able to see configuration information in the Ul.

Action required
Upgrade to a version containing the fix.

Knowledge article

For the latest update on this issue see the corresponding Knowledge article: TSB 2021-491:
Authorization Bypass in Cloudera Manager (CV E-2021-30132 / CVE-2021-32483)

This topic describes known issues and workarounds for Cloudera Manager.
Stopping a cluster using Cloudera Manager loses connection to Cloudera Manager on next start

Workaround: Do not use Cloudera Manager to stop a cluster. Instead, stop the cluster from the
Management Console Data Hub Service page.
See: Stop a Cluster

OPSAPS-50447 Health Test for Hive M etastore Server Canary failsto perform itstask of checkingHM S
basic functionality (creating a database, table and partitions and then dropping them) and therefore
reportsbad health statusin all cases.

Workaround: Suppress the alert in Cloudera Manager.

Fixed in: Cloudera Manager 7.0.1
OPSAPS-51786: The default value for the Scheduled Diagnostic Data Collection Time configuration
property contains a very old date. However, only thetime portion isused to createthis configuration.

Workaround:When editing this property, enter any date (thiswill be ignored) and the time when you
want diagnostic data collection to occur.

TSB 2021-491: Authorization Bypassin Cloudera Manager (CVE-2021-30132/CVE-2021-32483

Cloudera Manager (CM) 7.4.0 and earlier versions have incorrect Access Control in place for
certain endpoints. A user who has a knowledge to the direct path of aresource or aURL to

call aparticular function, can access it without having the proper role granted. The vulnerable
endpoints were CVE-2021-30132 /cmf/al erts/config?task= and CV E-2021-32483 /cmf/views/view?
viewName=.

CVE
*+ CVE-2021-30132

» Alertsconfig - 4.3 (Medium)
e CVSS3.VAV:N/AC.L/PR:L/UI:N/S:U/C:L/I:N/A:N
* CVE-2021-32483
e Views- 4.3 (Medium)
e CVSS3.VAV:N/AC.L/PR:L/ULN/S:U/C:L/I:N/A:N
Impact
A user with read only privilege is able to see configuration information in the Ul.
Action required
Upgrade to a version containing the fix.
Knowledge article

For the latest update on thisissue see the corresponding Knowledge article: TSB 2021-491:
Authorization Bypassin Cloudera Manager (CVE-2021-30132 / CVE-2021-32483)



https://my.cloudera.com/knowledge/TSB-2021-491-Authorization-Bypass-in-Cloudera-Manager-CVE-2021?id=314482
https://my.cloudera.com/knowledge/TSB-2021-491-Authorization-Bypass-in-Cloudera-Manager-CVE-2021?id=314482
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/mc-stop-a-cluster.html
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://my.cloudera.com/knowledge/TSB-2021-491-Authorization-Bypass-in-Cloudera-Manager-CVE-2021?id=314482
https://my.cloudera.com/knowledge/TSB-2021-491-Authorization-Bypass-in-Cloudera-Manager-CVE-2021?id=314482
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