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Cloudera Data Engineering Using the Cloudera Data Engineering API

Cloudera Data Engineering (CDE) provides arobust API for integration with your existing continuous integration/
continuous delivery platforms.

The Cloudera Data Engineering service APl is documented in Swagger. Y ou can view the APl documentation and try
out individual API calls by accessing the APl DOC link in any virtual cluster:

1. Inthe Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
2. Inthe Virtual Clusters section, click the Cluster Detailsicon in any of the listed virtual clusters.
3. Click API DOC.

Using CLI-API to Automate Access to Cloudera Data Engineering
Using Cloudera Data Engineering CLI

Cloudera Data Engineering uses JSON Web Tokens (JWT) for API authentication. To interact with avirtual cluster
using the API, you must obtain an access token for that cluster.

Important: The user interface for
& CDE 1.17 and above has been updated. The left-hand menu was updated to provide easy access
to commonly used pages. The steps below will vary dlightly, for example, the
Overview page has been replaced with the
Home page. To view CDE Services, click
Administration in the left-hand menu. The new home page still
displays Virtual Clusters, but now includes quick-access links located at the top for the
following categories: Jobs, Resources, and
Download & Docs.

Determine the authentication endpoint for your virtual cluster:

1. Navigateto the Cloudera Data Engineering Overview page by clicking the Data Engineering tile in the Cloudera
Data Platform (CDP) management console.

2. Inthe CDE Services column, select the environment containing the virtual cluster you want to interact with.

3. IntheVirtua Clusters column on the right, click the Cluster Detailsicon on the virtual cluster you want to interact
with.

4. Click thelink under GRAFANA CHARTS. The hostname of the URL in your browser isthe base URL, and /gat
eway/authtkn/knoxtoken/api/v1/token is the endpoint. For example:

htt ps://service. cde-czl nkz4y. na-01. xvp2- 7p8o. cl ouder a. si t e/ gat eway/ aut ht
kn/ knoxt oken/ api / v1/t oken



https://www.cloudera.com/tutorials/cdp-using-cli-api-to-automate-access-to-cloudera-data-engineering.html
https://github.com/curtishoward/CDE_CLI_demo

Cloudera Data Engineering Using an access token in Cloudera Data Engineering API calls

1. From the client you want to use to accessthe API, run curl -u <workload_user> <auth_endpoint>. Enter your
workload password when prompted.
For example:

curl -u csso_psherman https://service. cde-czl nkz4y. na-01. xvp2- 7p8o. cl oud
era. sitel/ gat eway/ aut ht kn/ knoxt oken/ api / v1/t oken

The user account is your CDP workload user.
2. Inthe output, the access _token valueisthe JWT. For convenience, copy it and set it as an environment variable;

export CDE _TOKEN=<access_t oken>

Alternatively, you can set the token in asingle step using jq to extract the token:

export CDE TOKEN=$(curl -s -u <workload user> <auth _endpoint> | jq -r

.a

ccess_token')

See Using an access token in Cloudera Data Engineering API calls for instructions on using the token in API calls.

Cloudera Data Engineering (CDE) uses JSON Web Tokens (JWT) for API authentication.

Get an access token and save it as an environment variable as described in Getting a Cloudera Data Engineering API
access token.

A

Important: The user interface for

CDE 1.17 and above has been updated. The left-hand menu was updated to provide easy access
to commonly used pages. The steps below will vary dlightly, for example, the

Overview page has been replaced with the

Home page. To view CDE Services, click

Administration in the left-hand menu. The new home page still

displays Virtual Clusters, but now includes quick-access links located at the top for the
following categories: Jobs, Resources, and

Download & Docs.

1. Determinethe API URL for the virtual cluster you want to access using the API. The APl URL for managing jobs
isdifferent from the URL used to obtain the access token.

a)
b)

0

d)

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile and click Overview

In the CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.

Inthe Virtual Clusters column on the right, click the Cluster Detailsicon for the virtua cluster you want to
interact with using API.

Click JOBS API URL to copy thelink to your clipboard.
For example: https://pmjkrgn5.cde-czlmkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/vl



https://docs.cloudera.com/management-console/cloud/user-management/topics/mc-um-workload-user.html
https://stedolan.github.io/jq/
https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-use-access-token.html
https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html
https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html

Cloudera Data Engineering Managing Cloudera Data Engineering job resources using the API

2. When you make an API call, include the JWT as a bearer token. For example, to list al jobs associated with the
virtual cluster, assuming you have saved the token as an environment variable named CDE_TOKEN:

curl -H "Authorization: Bearer ${CDE TOKEN}" -H "Content-Type: applicati
on/json" -X GET "https://pnjkrgn5. cde-czl nkz4y. na-01. xvp2- 7p8o. cl ouder a.
site/dex/api/vl/jobs"

A resource in Cloudera Data Engineering (CDE) is anamed collection of files referenced by ajob. Thefiles can
include application code, configuration files, and even Python virtual environment specifications (requirements.txt).
These resources can be managed using the CDE API.

A resource in Cloudera Data Engineering (CDE) is anamed collection of files referenced by ajob. Thefiles can
include application code, configuration files, and even Python virtual environment specifications (requirements.txt).
Y ou can create aresource using the CDE API.

Aswith al API calls, make sure you have avalid access token. For instructions, see Getting a Cloudera Data
Engineering API access token.

1. Create aJSON file describing the resource, using the structure for the type of resource you want to create.

The JSON payload for aresourceis structured as follows:
filesresourcetype

{
"name": " <r esour ceNanme>",
"type":"files",
"retentionPolicy":"keep_indefinitely"

}

python-env resour ce type

{
"name": " <r esour ceNanme>",
"type": " python-env",
"retentionPolicy":"keep_indefinitely",
"pyt honEnv": {

"pyt honVer si on": " pyt hon3"
}

custom-runtime-image r esour ce type

"cust onRunt i mel mage": {

"credential": "string",
"engi ne": "string",
"image": "string",



https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html
https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html

Cloudera Data Engineering Using custom operators and libraries for Apache Airflow using API

"modi fied": "string"
} il
"name": "<resourceNanme>",
"retentionPolicy": "keep_indefinitely",
"type": "customruntime-inage"

}

2. Createthe resource by submitting a POST request to the resources endpoint. The JSON filename is referenced
using the @/path/to/filename.json convention. In this example, the JSON filename is fileResource.json, and
describes afiles type resource named example-job-files.

curl <jobs api_url>/resources

-H "Aut hori zati on: Bearer ${CDE_TOKEN}" \
-H "Cont ent - Type: application/json" \

-X PCST -d @{HOVE}/fil eResource.json

3. Verify that the resource was creating by requesting the resource details from the /resources/<resourceName>
endpoint;

curl <jobs_api_url>/exanple-job-files \
-H "Aut hori zati on: Bearer ${CDE TOKEN}" \
-H "Cont ent - Type: application/json" \

-X GET

A resourcein Cloudera Data Engineering (CDE) is anamed collection of files referenced by ajob. Thefiles can
include application code, configuration files, and even Python virtual environment specifications (requirements.txt).
Y ou can delete aresource using the CDE API.

Aswith all API calls, make sure you have avalid access token. For instructions, see Getting a Cloudera Data
Engineering APl access token.

1. Make sure that you no longer need the resource before deleting it.

2. Deletethe resource by sending a DELETE request to the /resources/<resourceName> endpoint.
For example, to delete aresource named example-job-files:

curl <jobs_api_url>/exanple-job-files \
-H "Aut hori zati on: Bearer ${CDE TOKEN}" \
-H "Cont ent - Type: application/json" \

- X DELETE

You can install and use custom python packages for Airflow with Cloudera Data Engineering (CDE). Cloudera
provides access to the open source packages that you can use for your Airflow jobs using the CDE API.

Using custom operators and libraries for Apache Airflow using CDE Ul
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Cloudera Data Engineering Using custom operators and libraries for Apache Airflow using API

Y ou can add or update custom python packages for Airflow with Cloudera Data Engineering (CDE). Cloudera
provides access to the open source packages that you can use for your Airflow jobs using the API.

While you can install the operator, if additional runtime dependencies are required such as additional setup with
binaries on the path, environment configuration like Kerberos and Cloud credentials, and so on, then the operator will
not work.

Important: You must be in a maintenance session to set up a custom Python environement for Airflow. You
can cancel a maintenance session before or after any of these steps in the workflow. After the maintenance
session is cancelled, all objects related to the session are del eted.

1. Start amaintenance session by calling the /admin/airflow/env maintenance. It is a synchronous call and the
session is created upon success.

curl -X POST \

"https://pnj krgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api /vl/a
dm n/ airfl ow env/ mai nt enance" \

-H "Aut hori zati on: Bearer ${CDE TOKEN}" \

-H "accept: application/json"

2. Create and define the pip repositories by calling the /admin/airflow/env/maintenance/repos. Thisisasync
operation.

The JSON payload to create ajob is structured as follows:

"extraPi pRepositories": |

"caCerts": "string",

"credential": {
"password": "string",
"usernanme": "string"

}l
"ski pCertValidation": false,

“url": "string"
}

I .

"pi pRepository": {
"caCerts": "string",
"credential": {

"password": "string",
"username": "string"

}1
"ski pCertValidation": false,
“url": "string"
}
}

For example:

curl -X POST \

"https://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. sit e/ dex/ api /vl/ a
dm n/ airfl ow env/ mai nt enance/ repos"” \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json" \

-H " Cont ent - Type: application/json" \

-d ' {




Cloudera Data Engineering Using custom operators and libraries for Apache Airflow using API

"pi pRepository": {
"url": "https://pypi.org/sinplel"
}

curl -X GET \

"https://pnj krgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si te/ dex/ api/vl/a
dmi n/ ai rfl ow env/ mai nt enance/ st at us" \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json"

3. Build the Python environment by calling /admin/airflow/env/maintenance/build.

a. To monitor results, issue GET /admin/airflow/env/maintenance/status.

Required build starting states Success state Failure state
pip-repos-defined built build-failed
built

build-failed

The payload to create ajob for a multi-part/form input is as follows:

# requirenents.txt should be a file on the local file systemand a well
formatted python requirenents.txt

curl -X POST \

"https://pnj krgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/
adm n/ ai rfl ow env/ mai nt enance/ bui [ d" \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json" \

--formfile="@equirenents. txt"

curl -X GET \

"https://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/
adm n/ ai rfl ow env/ mai nt enance/ st at us" \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json"

4. Activate the Python environment by calling /admin/airflow/env/maintenance/activate.

a. To monitor results, issue GET /admin/airflow/env/maintenance/status.

Required activation starting Success state Failure state
states

built N/A, request should fail with 404, | &ctivation-failed
activation-failed since maintenance is done

[admin/airflow/env/status should
have the “activated” status and the
description of your environment
should be correct and updated

For example:

curl -X POST \

"https://pnj krgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/
adm n/ ai rfl ow env/ mai nt enance/ acti vate" \

-H "Aut hori zati on: Bearer ${CDE_TOKEN}" \

-H "accept: application/json"
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curl -X GET \

"https://pnj krgnb. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/
adm n/ ai rfl ow env/ mai nt enance/ st at us" \

-H "Aut hori zati on: Bearer ${CDE_TOKEN}" \

-H "accept: application/json"

Y ou can now use your DAGs with custom code.

If you no longer need your custom operators and libraries, you can reset the runtime environment to CDE default
environment by deleting the currently active Python environment. To reset the CDE Airflow Python environment,
compl ete the following steps.

Note: Ensure that no jobs are using the packages which are meant to be deleted, otherwise they will stop
working in the Airflow instance. Also, no other maintenance operations like del ete operation, updating the
python environment is alowed while the delete operation isin progress.

To delete an environment, call DELETE on /admin/airflow/env:

curl -X DELETE \

"https://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1l/ adm
in/fairflowenv" \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json"

To ensure that the environment has been successfully deleted, the currently active environment status must be
checked and the request must fail with a404. This operation may take a few minutes. Thisindicates that the
environment is not currently in use. For example:

curl -X GET \

"https://pnj krgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / vl/ ad
mn/airflow env" \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json"

Learn the different ways that you can troubleshoot the setup of your Airflow Python environment in Cloudera Data
Engineering (CDE).

Y ou can view the logs of a maintenance session and logs of an environment. Y ou can view the maintenance logs
when a maintenance is ongoing and if fails at some step. Y ou can view logs of an active environment if some jobs
behave unexpectedly on an active Airflow Python environment.

View logs of a maintenance session;

Note: Logsare cumulative and would contain all actions done within a maintenance session. Therefore, each
attempt log (upload retry) will end up in the logs.

curl -X GET \

"https://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / vl/ ad
m n/ ai rfl ow env/ mai nt enance/ | ogs" \

-H "Aut hori zati on: Bearer ${CDE TOKEN}" \

-H "accept: application/json"
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Cloudera Data Engineering Managing workload secrets with Cloudera Data Engineering Spark
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View the logs of an environment:

curl -X GET \

"https://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/ ad
m n/airfl ow env/l ogs" \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json"

Y ou cancel the maintenance of an Airflow Python environment setup and all the objects related to the session will be
discarded and deleted.

To cancel amaintenance, call DELETE on /admin/airflow/env/maintenance:

curl -X DELETE \

"https://pnj krgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / vl/ adm
i n/airflow env/maintenance" \

-H "Aut hori zati on: Bearer ${CDE_TOKEN}" \

-H "accept: application/json"

To ensure that the mai ntenance has been cancelled, the maintenance status must be checked and the request must fail
with a404. This may take seconds or up to afew minutes. Thisindicates that no maintenance session is ongoing. For
example:

curl -X GET \

"https://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/ ad
nm n/airflow env/ mai nt enance/ st atus" \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-H "accept: application/json"

This API provides a secure way to create and store workload secrets for Cloudera Data Engineering (CDE) Spark
Jobs. Thisisamore secure alternative to storing credentials in plain text embedded in your application or job
configuration.

Creating aworkload secret for Cloudera Data Engineering (CDE) Spark Jobs using API provides a secure way
to create workload secrets. Thisis amore secure alternative to storing credentials in plain text embedded in your
application or job configuration.

1. Create Workload Credentials with name workl oad-cred-:

curl -k -X "POST" 'https://<dex-vc-host>/dex/api/vl/credentials' \
-H ' Accept: application/json' \
-H ' Connection: keep-alive' \
-H ' Content - Type: application/json \
-H "Aut hori zati on: Bearer ${CDE TOKEN}" \
--data '{

11
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"wor kl oadCred": {
"aws-secret": "secret123",
"db- pass": "dbpass123"

}!

"name": "wor k|l oad-cred-1",

"type": "workl oad-credential ",

"description": "workload credential description”

} 1
2. Edit the existing workload credentials with new data. For example, edit workload-cred-1.

curl -k -X "PATCH' 'https://<dex-vc-host>/dex/api/vl/credential s/workl oad-
cred-1' \
-H " Accept: application/json' \
-H ' Connection: keep-alive' \
-H ' Content-Type: application/json' \
-H "Aut hori zati on: Bearer ${CDE_TOKEN}" \
--data '{
"wor kl oadCred": {
"aws-secret": "newsecret123",
"db- pass": "newdbpass123"
1
}

You can list an existing secret for Cloudera Data Engineering (CDE) Spark Jobs using API.

1. List the existing workload credentialsin the virtua cluster by creating afilter with type that is equal to workload-
credential

curl -k -X "GET" 'https://<dex-vc-host>/dex/api/vl/ credential s?filter=type
%% Beq¥bDwor kl oad- credential ' \

-H ' Accept: application/json' \

-H ' Connection: keep-alive' \

-H ' Content-Type: application/json' \
-H "Aut hori zati on: Bearer ${CDE TOKEN}"

Response:
{ .
"credential s": [
{
"nanme": "workl oad-cred-1",
"type": "workl oad-credential ",
"description": "workload credential description",
"created": "2022-10-18T07:26:417",
"nodi fied': "2022-10-18T07: 26: 412"
}
],
"neta":
"hasNext": fal se,
"limt": 20,
"of fset": O,
"count": 1

12
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}
2. Get the existing specific workload credential. For example, workload-cred-1:

curl -k -X "GET" 'https://<dex-vc-host>/dex/api/vl/credential s/workload-
cred-1' \

-H " Accept: application/json' \

-H ' Connection: keep-alive' \

-H ' Content-Type: application/json' \

-H "Aut hori zati on: Bearer ${CDE TOKEN}"

Response:
{
"nanme": "workl oad-cred-1",
"type": "workl oad-credential ",
"description": "worklaod credential description",

"created": "2022-10-18T07:26:41Z7",
"nmodi fied": "2022-10-18T07: 26: 417"

Y ou can delete an existing secret for Cloudera Data Engineering (CDE) Spark Jobs using API.

Delete the workload-credential. For example, delete workload-cred-1:

curl -k -X "DELETE" 'https://<dex-vc-host>/dex/api/vl/credential s/workload-c
red-1' \

-H ' Accept: application/json' \

-H ' Connection: keep-alive' \

-H ' Content-Type: application/json' \

-H "Aut hori zati on: Bearer ${CDE TOKEN}"

Once you've created aworkload secret, you can link it to the Cloudera Data Engineering (CDE) Spark Job definitions
that you created using API.

1. Use 1 or more workload-credentialsin a new Spark job. For example, workload-cred-1 and workload-cred-2 in the
job below:

curl -k -X "POST" 'https://<dex-vc-host>/dex/api/vl/jobs' \
-H ' Accept: application/json" \
-H ' Connection: keep-alive' \
-H ' Content - Type: application/json' \
-H "Aut hori zation: Bearer ${CDE TOKEN}" \

--data '{
"name": "test-workload-job",
"spark": {
"cl assNane": "org.apache. spar k. exanpl es. Spar kPi ",

13
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"file": "spark-exanples_2.11-2.4.8.7.2.12.0-195.jar"
}1
"mounts": [
{ _
"resourceNane": "spark-jar",
"dirPrefix": ""
}
] il
"type": "spark",
"wor kl oadCr edenti al s": ["workl oad-cred-1", "workl oad-cred-2"]
}
2. Use 1 or more workload-credentials in an existing Spark job. For example, workload-cred-1 and workload-cred-2
in the job below:

curl -k -X "PATCH' 'https://<dex-vc-host>/dex/api/vl/jobs/test-workload-
job' \

-H ' Accept: application/json" \

-H ' Connection: keep-alive' \

-H ' Content - Type: application/json' \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

--data '{

"wor kl oadCr edenti al s": ["workl oad-cred-1", "workl oad-cred-2"]

To use the workload secret credentials, you can read the credentials that are mounted into the Spark drivers and
executors as read-only files.

The workload secrets are mounted into the Spark drivers and executors in this path: /etc/dex/secrets/<workload-
credential-name>/<credential-key-1> /etc/dex/secrets/<workl oad-credential-name>/<credential -key-2>

Example workload credentials:
The workload-credential was created with the payload below.

"wor kl oadCred": {
"aws-secret”: "secret123",
"db- pass”: "dbpass123"

}l

"name": "workl oad-cred-1",

"type": "workl oad-credential ",

"description": "workload credential description"
}

The secrets can be read as local files from the paths below within the Spark drivers and executors:
/etc/dex/secrets/workload-cred-1/aws-secret
/etc/dex/secrets/workload-cred-1/db-pass
Example of a Pyspark application code to read a secret:
from pyspark.sql inport SparkSession
spark = SparkSession \

. bui I der \
. appName(" Sanpl e DB Connecti on") \
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.getOrCreate()

# read the password fromthe local file
dbPass=open("/ et c/ dex/ secr et s/ wor kl oad- cr ed- 1/ db- pass") . read()

# use the password in a jdbc connection
j dbcDF= spark.read \

Y ou can create ajob in Cloudera Data Engineering (CDE) using the CDE jobs API endpoint.

Request an access token and save it as an environment variable to use in API calls. For instructions, see Getting a
Cloudera Data Engineering API access token.

Important: The user interface for

CDE 1.17 and above has been updated. The left-hand menu was updated to provide easy access
to commonly used pages. The steps below will vary slightly, for example, the

Overview page has been replaced with the

Home page. To view CDE Services, click

Administration in the left-hand menu. The new home page still

displays Virtua Clusters, but now includes quick-access links located at the top for the
following categories. Jobs, Resources, and

Download & Docs.

If you're using secrets or if you want to access workload secrets, refer to Managing workload secrets with
Cloudera Data Engineering using the API linked below.

1. Determine the API URL for the virtual cluster you want to access using the API:

a)
b)

0)

d)

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile and click Overview

In the CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.

In the Virtual Clusters column on the right, click the Cluster Details icon for the virtual cluster you want to
interact with.

Click JOBS APl URL to copy the URL.

For example: https://pmjkrgn5.cde-czlmkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/vl

2. Submit the job creation request using the API to the /jobs endpoint.
The JSON payload to create ajob is structured as follows:

{

"name": "denpJob",

"spark": {
"cl assNane": "com exanpl e. denbJobMai nCl ass",
"file": "local:/path/to/denoJobJar"

}1

n ype": "Spal" kll

curl -H "Authorization: Bearer ${CDE_TOKEN}" <jobs_api _url>/jobs \
-H "Cont ent - Type: application/json" \
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Cloudera Data Engineering Listing Cloudera Data Engineering jobs using the API

-X POST -d "{\"nane\":\"denoJob\",\"spark\": {\"cl assNanme\":\"com exanpl e. d
emoJobMai nC ass\",\"file\":\"| ocal :/path/to/denpJobJar\"},\"type\":\"spark

\ "}

3. Verify the job was created. Y ou can view job details using the /jobs/<jobName> endpoint:

curl -H "Authorization: Bearer ${CDE TOKEN}" -H "Content-Type: applicati
on/json" -X GET "https://pnjkrgn5. cde-czl nkz4y. na-01. xvp2- 7p8o. cl ouder a.
site/dex/api/vl/jobs/denpJob"

You can list Cloudera Data Engineering (CDE) jobs using the API by issuing a GET request to the /jobs endpoint.

Get an access token and save it as an environment variable as described in Getting a Cloudera Data Engineering AP
access token.

Important: The user interface for
& CDE 1.17 and above has been updated. The left-hand menu was updated to provide easy access
to commonly used pages. The steps below will vary slightly, for example, the
Overview page has been replaced with the
Home page. To view CDE Services, click
Administration in the left-hand menu. The new home page still
displays Virtual Clusters, but now includes quick-access links located at the top for the
following categories: Jobs, Resources, and
Download & Docs.

1. Determine the API URL for the virtual cluster you want to access using the API:

a) Inthe Cloudera Data Platform (CDP) console, click the Data Engineering tile and click Overview

b) Inthe CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.

¢) IntheVirtua Clusters column on the right, click the Cluster Detailsicon for the virtual cluster you want to
interact with.

d) Click JOBS APl URL to copy the URL.
For example: https://pmjkrgn5.cde-czlmkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/vl

2. lIssue a GET request to the /jobs endpoint:

curl -H "Authorization: Bearer ${CDE TOKEN}" -X GET "https://pnjkrgn5. cde-
czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1l/j obs"

Y ou can get Cloudera Data Engineering (CDE) job information using the API by issuing a GET request to the /job
s/<job_name> endpoint.
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Cloudera Data Engineering Configuring an existing private DNS zone for a database and a
Storage Account File Share using the API (Technical Preview)

Get an access token and save it as an environment variable as described in Getting a Cloudera Data Engineering AP
access token.

Important: The user interface for
& CDE 1.17 and above has been updated. The left-hand menu was updated to provide easy access
to commonly used pages. The steps below will vary slightly, for example, the
Overview page has been replaced with the
Home page. To view CDE Services, click
Administration in the left-hand menu. The new home page still
displays Virtual Clusters, but now includes quick-access links located at the top for the
following categories: Jobs, Resources, and
Download & Docs.

1. Determinethe API URL for the virtual cluster you want to access using the API:

a) Inthe Cloudera Data Platform (CDP) console, click the Data Engineering tile and click Overview

b) Inthe CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.

¢) Click JOBS APl URL to copy the URL.
For example: https://pmjkrgn5.cde-czlmkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/vl

2. Issue a GET request to the /jobs/<jobname> endpoint:

curl -H "Authorization: Bearer ${CDE TOKEN}" -X GET "https://pnjkrgnb. cde-
czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/j obs/ Spar kPi "

Learn about how to configure existing private DNS zones for a database and a Storage Account File Share using the
API.

To learn about the CLI option and about the prerequisites:

« for the database, see Configuring an existing private DNS zone for a database
« for the Storage Account File Share, see Configuring an existing private DNS zone for a Storage Account File
Share

To configure the private DNS zones for the database and the Storage Account File Share, specify the full resource ID
of the private DNS zones where you want to configure them.

To configure the Azure private DNS zone I Ds for the database and the Storage Account File Share, in config.prope
rties of the cluster endpoint, post the full resource IDs in the following parameters respectively:

« For the database, use azure.database.privateDNSZoneld
* For the Storage Account, use azure.fileshare.privateDNSZoneld

Request example
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Cloudera Data Engineering Managing Virtual Cluster-level Spark configurations using the API
(Technical Preview)

Example for the base URL, which changes according to the region: https://consol e.us-west-1.cdp.cloudera.com

curl -H "Cookie: cdp-session-token=${CST}" '[***BASE- URL***]/ dex/api/vl/clus
ter' \
-H "Cont ent - Type: application/json" \
-H "accept: application/json' \
-X POST -d '{
"nan-e": "[***NA'VE***]"’
"env": "[***ENVI RONVENT- NAMVE***] "

"config": {
"properties": {
"| oadbal ancer.internal": "true",
"dbus-wxm cl i ent.enabl ed": "false",

"kuber net es. api . al | owLi st": ,
"| oadbal ancer.all owlList": "",
"kuber net es. api . proxyCl DRLi st": "",

"subnets": "",

"| oadBal ancer Subnets": "",
"default-vc.create": "true",

"cde. depl oyPrevi ousVersi on": "fal se",
"privat eNet wor k. enabl ed": "true",

"azure.fil eshare. privateDNSZonel d": "[***AZURE- PRI VATEDNSZONE- RE
SOURCE- | D- FOR- STORAGE- ACCOUNT- FI LE- SHARE* **] "

"azure. dat abase. pri vat eDNSZonel d": "[*** AZURE- PRI VATEDNSZONE-
RESOURCE- | D- FOR- DATABASE* **] "

}

esources": {
"instance_type": "Standard_D8s_v4",

"m n_spot _instances": "0",
"max_spot i nstances": "0",
"m n_i nstances": "0",
"max_i nstances": "50",
"initial_instances": "0",
"initial _spot_instances": "0",
"root _vol size": "100",
"all p_instance_group_details": {
"instance_type": "Standard_D3s_v4",
"m n_spot i nstances": "0",
"max_spot _i nstances": "0",
"m n_i nstances": "0",
"max_i nstances": "50",
"initial _instances": "0",
"initial_spot_instances": "0",
"root vol size": "100"
}
e
"tags": {}

"’ski pVal i dati on": false

b

Learn about how to manage Virtual Cluster (VC)-level Spark configurations using the API.
Before you begin

For information about managing Virtual Cluster-level Spark configurations using the CLI1, see Managing Virtual
Cluster-level Spark configurations.
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Cloudera Data Engineering Managing Virtual Cluster-level Spark configurations using the API
(Technical Preview)

On the control plane side, to create a Virtua Cluster (VVC) instance with VC-level Spark configurations, run the
following command.

E Note: The Spark configurations defined in the sparkConfigs field apply to all the Spark jobs within the VC.

curl -H "Cookie: cdp-session-token=${CST}" '[***BASE- URL***]/dex/api/vl/clus
ter/[***CLUSTER-I D***] /i nstance' \

-H "Cont ent - Type: application/json" \

-H "accept: application/json' \

-X PCST -d '{
"name": "vc-spark-configs-cli",
"config": {
"spar kConfigs": {
"spar k. execut or.i nstances": "4",
"is.config.vc": "true",
"is.config.job": "fal se"
I
"resources": {
"cpu_requests": "20",
"mem requests": "80G"

}
.}
}
Example for the base URL, which changes according to the region: https://console.us-west-1.cdp.cloudera.com

Payload for creating the Spark configurationsfor aVVC

{
"name": "vc-spark-configs-cli",
"config": {

"sparkConfigs": {

"spar k. execut or. i nstances": "4",
"is.config.vc": "true",
"is.config.job": "fal se"

},

"resources": {
"cpu_requests": "20",
"mem requests": "80G"

}

}
}

If successful, the 200, OK response is received.

On the control plane side, to update the Spark configurations for aV C instance, run the following command.

B Note: The Spark configurations defined in the sparkConfigs field override the existing sparkConfigs.

curl -H "Cookie: cdp-session-token=${CST}" '[***BASE- URL***]/dex/api/vl/clus
ter/[***CLUSTER- | D***]/instance/ [ ***| NSTANCE- | D***]"' \
-H "Cont ent - Type: application/json" \
-H "accept: application/json" \
-X "PATCH -d '{
"config": {
"sparkConfigs": {
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"spar k. executor. i nstances": "4",
"is.config.vc": "true",
"is.config.job": "fal se"

}
|}
}
Example for the base URL, which changes according to the region: https://consol e.us-west-1.cdp.cloudera.com

Payload for updating the Spark configurations

"config": {
"spar kConfigs": {
"spar k. execut or. i nstances": "4",
"is.config.vc": "true",
"is.config.job": "fal se"
}
}

}

If successful, the 200, OK response is received.

On the workload side, to get the Spark configuration information for the Job-runs of aVVC instance, run the following
command.

In the Job-Runs endpoint, the instanceSparkConfigs field contains the Spark configurations that are applied at VC-
level to aparticular virtual cluster instance.

1. Togetthe APl URL of the VC you want to access, on the CDE Ul, navigateto Administration Virtual Clusters
and click the Cluster Detailsicon of the VVC you want to interact with.

2. Tocopy the URL, click Actions COPY JOBSAPI URL .

curl -X GET '[***JOBS- APl - URL***]/j ob-runs/[***JOB- RUN- | DF**]" \
-H "accept: application/json' \

-H "Cooki e: cde-csrf-token=${CSRF}" \

-H " Cooki e: hadoop-jwt =${ JWI}"

In the Spark.Conf field, the compiled list of configurations, which include the configurations applied at VC-level and
at Job-level, is added with the default configurations of Spark. The configuration information is sent to Livy, whichiis
ajob submitter with precedence. The precedence hierarchy, from highest to lowest priority is: Job-Run, Job, and VVC-
level configurations.
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