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Cloudera Data Engineering CDE upgrade version compatibility

Cloudera Data Engineering (CDE) provides the in-place upgrade option from the eligible versions to the latest
version. If you are on aversion that isineligible for in-place upgrade, the in-place upgrade option is disabled and you
can perform a backup and restore.

To check if your CDE versionis eligible for the in-place upgrade option, see Support lifecycle palicy.

To perform an in-place upgrade, you must be on an aversion eligible for the in-place upgrade option. The CDE
versions eligible for in-place upgrade table includes the specific AWS and Azure versions from which you can
perform an in-place upgrade to the latest CDE version.

Azure: 1.20.3 and higher 1220
AWS: 1.20.3 and higher

If you are on aversion that is not eligible for the in-place upgrade option, to upgrade to the latest version, create a
new CDE service and transfer your jobs to the new service by following the instructions in Backing up and restoring
CDE jobs.

Cloudera Data Engineering (CDE) supports in-place upgrades on both AWS and Azure. CDE provides an in-place
upgrade option from the eligible versions to the latest version. If you are on a CDE version that is not eligible for the
in-place upgrade, the in-place upgrade option is disabled and you can perform abackup and restore. The upgrades can
be triggered by an Admin from the CDE user interface.

To check whether your CDE version is éligible for the in-place upgrade option, see Support lifecycle policy.

When you upgrade to the latest version in Cloudera Data Engineering, the upgrade process prepares your service for
the upgrade with aclick of a button. Y our information is also backed up in this process. Learn how to complete the
upgrade process here.

i Important:

Virtual clusters for this service are unavailable during the upgrade process and the upgrade puts your
service into maintenance. During this time, scheduled jobs are paused and any active jobs are killed. The
upgrade can take some time so be advised and alert your team of the downtime.

« Before the upgrade, delete any existing Airflow operators and libraries. If you have configured and
built any Airflow libraries and operators, activate and then delete them before the upgrade. For more
information, see In-place upgrade with Airflow Operators and Libraries and Upgrading Airflow if DAGs
and packages are compatible with new Airflow version.

The following are not included in the backup:
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* Python-venv resources

« Airflow custom operators and libraries

e Airflow connections

» Airflow variables

e Logs
« Job Runlogs (Driver, Executor, API)
e Servicelogs
e Virtua Cluster event logs
e Spark Session logs (Including statement history)
e Airflow DAG logs

* Job Runs

e Job Run history
e Virtua Cluster end-points
» Resource: Docker runtimes

Ensure that the catchup option is not enabled for any user's Airflow jobs. Before the backup starts, if the Airflow
DAG catchup options are enabled, disable them manually.

1. Inthe Cloudera Data Platform (CDP) console, click the Data Engineering tile.
The CDE Home page displays.
2. Intheleft navigation menu, click Administration, select a Service, and click Upgrade.
Click the Maintenance tab and click Upgrade Service.
4. Click Start Preparation.

CDE prepares the service for you. If the service cannot be prepared, click Retry or Cancel Upgrade. Canceling
the upgrade returns your service to the original state. Optionally, you can click Download Logs to view the
Diagnostics page where you can generate a diagnostic bundle. If the preparation is successful, proceed to the next
step. If the preparation and cancellation fails, you must contact Cloudera support.

5. Click Start Backup.

w

CDE automatically creates a backup for you. The backup is used for restoring if an irrecoverable failure happens
during the upgrade.

Note: If the backup fails, you have the option to click Retry Upgrade or Contact Support. If the upgrade
IE fails a second time, you have the option to contact support or perform a manual upgrade with jobs backup
and restore. If the backup is successful, you can proceed with the upgrade.




Cloudera Data Engineering In-place upgrade with Airflow Operators and Libraries

6. When the backup is complete, to view the backup that was created, select Backup Library.

< Configuration Charts Logs Diagnostics Maintenance
Upgrade Backup Library
Backup Library NEW I
Status BET:UD Name Description Created On 4  Created By
° L 23- upgrade
l.zip
ltems per page: 10 - 1-10f

7. Click Start Upgrade.
8. After the upgrade is complete, to enable all paused jobs and sessions, click Resume Service.
The service restarts.

After the upgrade is complete and you resumed the service, the service operates on the upgraded version of CDE.
If you cancel the upgrade, your service resumes the previous state, which enables all paused jobs and resumes all
sessions.

Handling upgrade failures for Cloudera Data Engineering

This section details Airflow considerations to avoid issues during and after the upgrade. Before performing an in-
place upgrade of the Airflow operators and libraries, check whether the environment is compatible. This allows you to
determineif the DAGs or the python package dependencies require changes.

Note:
IS Check the compatibility for all used Airflow operators and libraries. If you do not check the compatibility, the
recreation of the Airflow operators and libraries, or the DAG execution can fail.

The following is the recommended procedure. However, if you are confident that the DAGs and the packages
in the Airflow Custom Libraries and Operators are compatible with the new Airflow version, instead of
following this procedure, you can perform the upgrade as described in Upgrading Airflow if DAGs and
packages are compatible with new Airflow version.

Ensure that the catchup option is not enabled for any user's Airflow jobs. Before the backup starts, if the Airflow
DAG catchup options are enabled, disable them manually.

Verify Airflow operators and libraries and DAGs in the newer CDE service:



https://docs.cloudera.com/data-engineering/cloud/upgrading-cde/topics/cde-side-by-side-upgrade.html
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1. Create anew test CDE service with the latest CDE version.

2. Obtain the requirements.txt for the existing Airflow environment. The requirements.txt is required after the
upgrade to restore the environments.

To obtain the Airflow environment requirements.txt for avirtual cluster, perform the following steps.

a. Obtain the environment information json from the Airflow environment API endpoint.

1. Copy the JOBS API URL. For more information, check the Determine the virtual cluster endpoint URL
step in Configuring the CLI client.

2. Usethe JOBS APl URL as abase and add /admin/airflow/env.
JOBS API URL example with /fadmin/airflow/env:

htt ps://t5kh5fjp. cde- hfrsp8ww. dex- priv. xcu2-8y8x. dev. cl dr. wor k/ dex/
api/vl/ adm n/airfl ow env

Example for the json:

cat pyenv.json

"status": "activated",
"packages": |

"type": "python-nodul e",

"name": "nmypy",

"version": "1.2.0",

"created": "2024-04-03T16:58: 072"
e
{

"type": "python-nodul e",

"name": "nypy-extensions”,

"version": "1.0.0",

"created": "2024-04-03T16:58: 072"
e
{

"type": "python-nodul e",

"nane": "tomi",

"version": "2.0.1",

"created": "2024-04-03T16:58: 072"
}

]

: equi rements": "mypy\n"
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3.

9.

b. From the returned pyenv.json, generate a requirements.txt file with the jq tool:

cat pyenv.json | jg -r '.requirements' > requiremnments.txt

Example for the generated requirements.txt:

nypy

Use the CDE CLI to find and download the requirements.txt file which belongs to the Airflow environment in
avirtual cluster:

a. Find the resource name that belongs to the python environment. Optionally use jq to get the name:

cde resource list --filter "type[eq]airflow python-env" --filter "st
atus[eq] active" --show hidden=true | jq '.[0].nane'
cde-ai rfl ow pyenv-1712224823

b. Download the requirements.txt file:

cde resource downl oad --name cde-airfl ow pyenv-1712224823 --resource-
pat h requirenents.txt

Verify the requirements.txt file against an Airflow constraintsfile.

a) Get the Python version used for Airflow from Compatibility for Cloudera Data Engineering and Runtime
components.

b) Check requirements.txt against the CDE constraint file by creating atemporary python virtual environment
and use the dry-run feature of pip. If pip does not support dry-run, perform the check by installing the
packages without the —dry-run flag:

# create a tenporary |ocal python virtual environnment using the sane pyt
hon version used in Airflow in CDE

pyt hon -m venv

# source the environment

source venv/ bin/activate

# check if there are any conflicts between the packages in the requirem
ents.txt # file and the packages needed by airfl ow

# At least pip 22.2 is needed for the dry-run feature.

(venv) python -mpip install -r requirenments.txt -c "https://raw.gith
ubuser cont ent . comf apache/ ai rfl ow constrai nts-2.7.3/constraints-3.8.txt"
--dry-run

Create a compatible python environment in atest virtua cluster in the test Service.
Python packages might need to be updated to work with the Airflow service in the new CDE version.

Backup and restore your Airflow jobs or create all the necessary Airflow jobsin the test CDE Service that you
created in step 1 on page 7.

If the DAG parsing fails, go to the Airflow Ul to identify the impacted DAGs.
Fix the DAGs or update the dependencies in the requirements.txt to fix the issues.

Conduct atest run of these DAGs if they call custom libraries at runtime to ensure that the code defined within the
tasksisalso valid.

If the DAG execution fails, go to the Airflow job logs to identify the impacted DAGs.

10. Fix the DAGs or update the dependencies in the requirements.txt to fix the issues.

Backport all DAG changes to the CDE service to be upgraded, so that DA Gs are compatible with the previous and
the new version of Airflow. This may require aretest on an older CDE service test virtual cluster, if the production
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environment cannot be updated easily. If changes are needed for the older CDE service, test the changes again on
the newer CDE service. Verify if both services work as expected.

11. Delete the test service.
12. Delete all Airflow operators and librariesin all virtual clustersin the CDE service before executing the upgrade.
13. Continue with the upgrade.

14. After a successful upgrade, build and activate the Airflow operators and libraries in the virtual clusters from the
updated and fixed requirements.txt.

15. Verify that the Airflow jobs are properly running in the Airflow Ul and CDE Jobs UI.

16. Remove and retest backward compatible changes made in the DAGs for the previous CDE version. Keep the
DAGs updated to the latest Airflow version in CDE.

Configuring the CLI client

Compatibility for Cloudera Data Engineering and Runtime components

Upgrading Airflow if DAGs and packages are compatible with new Airflow version
Airflow constraints file

Before performing an in-place upgrade of the Airflow operators and libraries, check whether the environment is
compatible. Use the Airflow constraints file to verify its content against the requirements.txt file that belongs to the
Airflow environment in avirtua cluster.

For more information about checking the Airflow constraints file against the requirements.txt file, see step 3 on page
8 in In-place upgrade with Airflow Operators and Libraries.

apache-airflow==2.7.3
waitress==2.1.1
argparse==1.4.0

Aut hl'i b==1.2.1
Babel ==2. 13. 1
ConfigUpdater==3.1.1
Depr ecat ed==1. 2. 14

Fl ask- AppBui | der==4. 3. 6
Fl ask- Babel ==2. 0. 0

FI ask-Bcrypt ==1.0. 1

Fl ask- Cachi ng==2.1.0

FI ask- JWI- Ext ended==4. 5. 3
Fl ask-Linmter==3.5.0

Fl ask- Logi n==0. 6. 3

FI ask- SQLAl chenmy==2.5.1
FI ask- Sessi on==0. 5.0

FI ask- WF==1.2. 1

Fl ask==2.2.5

G t Pyt hon==3. 1. 40
JPypel==1.4.1
JayDeBeApi ==1. 2. 3
Jinja2==3.1.2
Js2Py==0. 74

Mako==1. 2. 4

Mar kdown==3. 5. 1

Mar kupSaf e==2. 1. 3

PyG t hub==2.1.1

PyH ve==0.7.0
PyJWr==2.8.0
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PyNadl ==1. 5. 0

Pygnment s==2. 16. 1

SQLAI cheny- JSONFi el d==1. 0. 1. post 0
SQLAI cheny- Uil s==0.41.1

SQLAI cheny==1. 4. 50
Secret St orage==3. 3. 3

Sphi nx==5.3.0

WFor ns==3.0.1

Wer kzeug==2. 2. 3

adal ==1. 2.7

adl fs==2023. 10.0

ai obot ocore==2.7.0
aiofiles==23.2.1

ai ohttp==3.8.6

aioitertool s==0.11.0

ai oresponses==0.7.4

ai osignal ==1. 3.1

al abaster==0.7.13

al embi c==1.12. 1

al i babacl oud-adb20211201==1.0.0
al i babacl oud- credenti al s==0. 3. 2

al i babacl oud- endpoi nt-util==0.0.3
al i babacl oud- gat eway- spi ==0. 0. 1
al i babacl oud- openapi - util ==0. 2. 2
al i babacl oud-t ea- openapi ==0. 3. 7
al i babacl oud-tea-util ==0.3. 11

al i babacl oud-t ea- xm ==0. 0. 2

al i babacl oud-tea==0. 3. 3

al i yun- pyt hon- sdk-core==2.14.0

al i yun- pyt hon- sdk- kns==2. 16. 2

anmgp==5.1. 1

anal yti cs-pyt hon==1. 4. post 1

annot at ed-types==0. 6.0

ansi wr ap==0. 8. 4

anyascii ==0. 3. 2

anyi 0==4.0.0
apache-airfl ow provi ders-airbyte==3.4.0
apache-airfl ow provi ders-ali baba==2.6.0
apache-ai rfl ow provi ders- anazon==8. 10. 0
apache-ai rfl ow provi der s- apache- bean¥=5. 3. 0
apache-ai rfl ow provi der s- apache- cassandra==3. 3. 0
apache-airfl ow provi ders-apache-drill==2.5.0
apache-ai rfl ow provi der s- apache-drui d==3.6.0
apache-airfl ow provi ders-apache-flink==1.2.0
apache-ai rfl ow provi der s- apache- hdf s==4. 2. 0
apache-ai rfl ow provi der s- apache- hi ve==6. 2. 0
apache-ai rfl ow provi der s- apache-i npal a==1. 2.0
apache-ai rfl ow provi der s- apache- kaf ka==1.2. 0
apache-airfl ow provi der s- apache-kyl i n==3. 3.0
apache-airfl ow provi ders-apache-1ivy==3.6.0
apache-ai rfl ow provi der s- apache- pi g==4. 2. 0
apache-ai rfl ow provi der s- apache- pi not ==4.2.0
apache-ai rfl ow provi der s- apache- spark==4.3.0
apache-airfl ow provi der s- apache-sqoop==4.1.0
apache-airfl ow provi ders-apprise==1.1.0
apache-ai rfl ow provi der s- arangodb==2. 3. 0
apache-airfl ow provi ders-asana==2. 3. 0
apache-airfl ow provi ders-atl assian-jira==2.2.0
apache-airfl ow provi ders-cel ery==3.4.1
apache-ai rfl ow provi ders-cl oudant ==3. 3. 0
apache-airfl ow provi ders-cncf - kubernetes==7.8.0
apache-ai rfl ow provi der s- conmon- sql ==1. 8. 0
apache-ai rfl ow provi ders-daskexecutor==1.1.0

10
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apache-airfl ow provi ders-dat abri cks==4.7.0
apache-airfl ow provi der s- dat adog==3. 4.0
apache-airfl ow provi ders-dbt-cl oud==3. 4.0
apache-ai rfl ow provi ders-di ngdi ng==3. 3.0
apache-airfl ow provi ders-di scord==3.4.0
apache-airfl ow provi ders- docker==3. 8.0
apache-airfl ow provi ders-el asti csearch==5.1.0
apache-airfl ow provi ders-exasol ==4. 3. 0
apache-airfl ow provi ders-facebook==3. 3.0
apache-airfl ow provi ders-ftp==3.6.0
apache-airfl ow provi ders-github==2.4.0
apache-ai rfl ow provi der s- googl e==10. 11. 0
apache-airfl ow provi ders-grpc==3.3.0
apache-ai rfl ow provi der s- hashi corp==3.5.0
apache-airfl ow provi ders-http==4.6.0
apache-airfl ow provi ders-i map==3.4.0
apache-airfl ow provi ders-infl uxdb==2.3.0
apache-airfl ow provi ders-jdbc==4.1.0
apache-airfl ow provi ders-jenkins==3.4.0
apache-airfl ow provi ders-ni crosoft-azure==8.1.0
apache-airfl ow provi ders-ni crosoft-nssql ==3.5.0
apache-airfl ow provi ders-nicrosoft-psrp==2.4.0
apache-airfl ow provi ders-m crosoft-w nrm==3.3.0
apache-ai rfl ow provi der s- nongo==3. 4. 0
apache-airfl ow provi ders-nmysqgl ==5. 4.0
apache-airfl ow provi ders-neo4j ==3.4.0
apache-airfl ow provi ders-odbc==4.1.0
apache-ai rfl ow provi der s- openfaas==3. 3.0
apache-ai rfl ow provi der s- openl i neage==1. 2.0
apache-ai rfl ow provi der s- opensearch==1. 0. 0
apache-airfl ow provi der s- opsgeni e==5.2.0
apache-airfl ow provi ders-oracl e==3.8.0
apache-airfl ow provi ders- pagerduty==3. 4.0
apache-airfl ow provi ders-paperm || ==3.4.0
apache-airfl ow provi ders- pl exus==3. 3.0
apache-airfl ow provi ders-postgres==5.7.1
apache-airfl ow provi ders-presto==5.2.1
apache-airfl ow provi ders-redi s==3.4.0
apache-airfl ow provi ders-sal esforce==5.5.0
apache-airfl ow provi ders- sanba==4. 3. 0
apache-airfl ow provi ders-segnent ==3. 3.0
apache-airfl ow provi ders-sendgri d==3. 3.0
apache-airfl ow providers-sftp==4.7.0
apache-airfl ow provi ders-singularity==3.3.0
apache-airfl ow provi ders-sl ack==8. 3.0
apache-airfl ow provi ders-sntp==1.4.1
apache-airfl ow provi ders-snowf | ake==5.1.0
apache-airfl ow provi ders-sqglite==3.5.0
apache-airfl ow provi ders-ssh==3.8.1
apache-airfl ow provi ders-tabl eau==4. 3.0
apache-airfl ow provi ders-tabular==1.3.0
apache-airfl ow provi ders-tel egranF=4. 2.0
apache-airfl ow providers-trino==5.4.0
apache-airfl ow provi ders-vertica==3.6.0
apache-airfl ow provi ders-zendesk==4.4.0
apache- beam==2.51. 0

api spec==6.3.0

apprise==1.6.0

argconpl ete==3.1. 3

arrow==1.3.0

asana==3. 2. 2

asgiref==3.7.2

asnlcrypto==1.5.1

astroi d==2. 15. 8

11
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asttokens==2.4.1
async-tinmeout==4.0.3
atlasclient==1.0.0

at |l assi an- pyt hon-api ==3.41. 3
attrs==23.1.0

aws-samtransl ator==1.79.0
aws- xray- sdk==2.12. 1
azure-batch==14.0.0
azure-common==1. 1. 28
azure-core==1.29.5
azure-cosnps==4.5.1

azur e- dat al ake- st ore==0. 0. 53
azure-identity==1.15.0

azure- keyvaul t-secrets==4.7.0
azure- kusto-data==4.2.0

azur e- ngnt - cont ai neri nstance==10.1.0
azure-ngnt - cont ai nerregi stry==10.2.0
azure-ngnt -core==1.4.0

azur e- ngnt - cosnosdb==9. 3. 0
azur e- ngnt - dat af act ory==3. 1.0
azur e- ngnt - dat al ake- nspkg==3.0. 1
azur e- ngnt - dat al ake- st ore==0.5. 0
azur e- ngnt - nspkg==3. 0. 2
azure-ngnt -resource==23.0. 1
azure-ngnt - storage==21.1.0
azur e- nspkg==3. 0. 2

azur e- servi cebus==7.11. 3

azur e- st or age- bl ob==12. 18. 3
azur e- st orage-common==2.1.0
azure-storage-fil e-datal ake==12.13. 2
azure-storage-fil e-share==12.14.2
azure-storage-file==2.1.0
azur e- synapse-spark==0.7.0
backcal | ==0. 2. 0

backof f==1. 10. 0
backports. zonei nf0==0. 2. 1
bcrypt==4.0.1

beaut i f ul soup4==4.12.2
billiard==4.1.0
bitarray==2. 8.2

bl ack==23. 10. 1

bl i nker==1.6.3

bot 03==1. 28. 64

bot ocore==1. 31. 64
cachel i b==0.9.0
cachet ool s==5. 3. 2
cassandra-driver==3.28.0
cattrs==23.1.2

celery==5.3. 4
certifi==2023.7.22
cffi==1.16.0

cfgv==3.4.0

cfn-1int==0.83.1
cgroupspy==0. 2. 2
chardet==5.2.0
charset-normalizer==3. 3.2
checksunmdir==1.2.0

ci s08601==2.3.1

click-di dyounean==0. 3.0
click-plugins==1.1.1
click-repl==0.3.0
click==8.1.7
clickcelick==20.10.2

cl oudant ==2. 15. 0

12
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cl oudpi ckl e==2.2. 1
col orama==0.4. 6
colorlog==4.8.0

conf |l uent - kaf ka==2. 3. 0

connexi on==2. 14. 2
coverage==7. 3.2
crcnmod==1.7

cron-descriptor==1.4.0

croniter==2.0.1

crypt ography==41. 0.5

curlify==2.2.1
dask==2023.4.1

dat abri cks-sql - connect or==2.9. 3

dat adog==0.47.0
db-dtypes==1.1.1
decorator==5.1.1
def usedxm ==0.7.1
deprecation==2.1.0
dill==0.3.1.1
distlib==0.3.7

di stri but ed==2023.4.1

dnspyt hon==2. 4. 2
docker==6.1.3
docopt ==0. 6. 2
docutil s==0. 20. 1
duckdb==0.9. 1
ecdsa==0. 18. 0

el astic-transport==8.10.0
el asti csearch==8.10.1
email -validator==1.3.1

entrypoi nt s==0. 4
eral cheny2==1. 3. 8
et-xmfile==1.1.0
event | et ==0. 33. 3

excepti ongroup==1.1.3

exechet ==2.0. 2
executing==2.0.1

f acebook- busi ness==18. 0. 3

fastavro==1.9.0
f ast ener s==0. 19

fastj sonschenma==2.18. 1

filelock==3.13.1
flower==2.0.1
frozenlist==1.4.0
f sspec==2023. 10. 0
f ut ure==0. 18. 3

gcl oud- ai o-auth==4. 2. 3
gcl oud- ai o- bi gquery==7.0.0
gcl oud- ai o- st orage==9.0.0

gcsfs==2023. 10.0

geonet ==0. 2. 1. post 1

gevent ==23.9. 1
gi tdb==4.0. 11
googl e-ads==22.1.0

googl e-api -core==2.12.0

googl e-api - pyt hon-cl i ent ==2. 106. 0
googl e-aut h-httpli b2==0.1.1

googl e- aut h-oaut hl i b==1.1. 0

googl e- aut h==2. 23. 4

googl e- cl oud- ai pl at f or m==1. 36. 0

googl e- cl oud- appengi ne- 1 oggi ng==1. 3. 2
googl e-cl oud-audi t -1 og==0. 2. 5

googl e-cl oud- aut om ==2. 11. 3

googl e- cl oud- bat ch==0. 17. 2




Cloudera Data Engineering In-place upgrade with Airflow Operators and Libraries

googl e- cl oud- bi gquery-dat atransfer==3.12. 1
googl e- cl oud- bi gquery- st orage==2. 22. 0
googl e- cl oud- bi gquery==3. 13. 0

googl e- cl oud- bi gt abl e==2. 21. 0

googl e-cl oud- bui | d==3. 20. 1

googl e- cl oud- conput e==1. 14. 1

googl e- cl oud- cont ai ner==2.32.0
googl e-cl oud-core==2. 3. 3

googl e- cl oud- dat acat al og==3. 16. 0
googl e-cl oud-dat af | ow-cl i ent==0.8.5
googl e- cl oud- dat af or n==0. 5. 3

googl e- cl oud- dat apl ex==1.7.0

googl e- cl oud- dat apr oc- net ast ore==1. 13. 0
googl e- cl oud- dat apr oc==5. 6. 0

googl e-cl oud-dl p==3. 12. 3

googl e- cl oud- kns==2. 19. 2

googl e-cl oud- | anguage==2.11. 1

googl e- cl oud- 1 oggi ng==3. 8. 0

googl e- cl oud- nentache==1.7. 3

googl e-cl oud-noni t ori ng==2. 16. 0
googl e-cl oud-orchestration-airfl ow==1.9.2
googl e-cl oud- 0s-1 ogi n==2. 11. 0

googl e- cl oud- pubsub==2. 18. 4

googl e-cl oud-redi s==2. 13. 2

googl e- cl oud- r esour ce- nanager ==1. 10. 4
googl e- cl oud-run==0. 10. 0

googl e- cl oud- secr et - manager ==2. 16. 4
googl e- cl oud- spanner ==3. 40. 1

googl e- cl oud- speech==2.21. 1

googl e-cl oud- st orage-transfer==1.9. 2
googl e- cl oud- st orage==2.13. 0

googl e-cl oud-t asks==2. 14. 2

googl e-cl oud-t extt ospeech==2. 14. 2
googl e-cl oud-transl ate==3.12. 1

googl e-cl oud- vi deoi ntel I'i gence==2. 11. 4
googl e-cl oud-vi sion==3.4.5

googl e- cl oud-wor kf | ows==1.12. 1

googl e-crc32c==1.5.0

googl e-re2==1.1

googl e-r esunabl e- nedi a==2. 6. 0

googl eapi s- cormon- pr ot os==1. 61. 0
graphgl - core==3. 2.3

graphvi z==0. 20. 1

greenlet==3.0.1

gr pc-googl e-i amv1==0.12. 6

gr pci o-gcp==0. 2. 2

gr pci o- st at us==1. 59. 2

grpci 0==1.59. 2

gssapi ==1. 8. 3

guni corn==21. 2.0

h11==0.14.0

hdf s==2.7.3

hrmscl i ent==0.1.1

htt pcore==0. 16. 3

httplib2==0.22.0

ht t px==0. 23. 3

humani ze==4.8. 0

hvac==2.0.0

i dentify==2.5.31

i dna==3. 4

ijson==3.2.3

i mgesi ze==1.4.1

i mportlib-netadata==6.8.0

i mportlib-resources==6.1.0
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i mpyl a==0. 18. 0

i ncrenment al ==22. 10. 0

i nflection==0.5.1

i nfluxdb-client==1.38.0
i ni config==2.0.0

i pdb==0. 13. 13

i pyt hon==8.12.3

i sodat e==0.6.1

i t sdanger ous==2.1.2

j araco. cl asses==3.3.0
jedi==0.19.1

j eepney==0.8.0

j mespat h==0. 10. 0

j schema-t o- pyt hon==1. 2. 3
j son- nmer ge- pat ch==0. 2

j sondi ff==2.0.0

j sonpat ch==1. 33

j sonpat h-ng==1.6.0

j sonpi ckl e==3. 0. 2

j sonpoi nter==2. 4

j sonschena- pat h==0. 3. 1

j sonschena- speci fi cati ons==2023.7.1
j sonscherma==4. 19. 2
junit-xm ==1.9
jupyter_client==8.5.0
jupyter _core==5.5.0
keyring==24.2.0
kombu==5. 3. 2

krb5==0.5.1

kuber net es- asynci 0==24.2. 3
kuber net es==23. 6.0

kyli npy==2.8.4

| azy- obj ect - proxy==1.9.0

| dap3==2.9.1
limts==3.6.0
l'inkify-it-py==2.0.2
| ocket==1.0.0

| ockfil e==0.12. 2

| ooker - sdk==23. 16. 0

| xm ==4.9. 3

| z4==4.3. 2

mar kdown-it-py==3.0.0

mar shmal | ow oneof schema==3. 0. 1
mar shmal | ow sql al cheny==0. 26. 1
mar shmal | ow==3. 20. 1

mat pl otli b-inline==0.1.6

mdi t - py- pl ugi ns==0. 4. 0
ndur | ==0. 1. 2

nongonock==4.1. 2
nonot oni c==1. 6

nore-itertool s==10.1.0

not 0==4. 2.7

nmpmat h==1. 3. 0

nsal - ext ensi ons==1.0.0

nsal ==1. 24. 1

msgpack==1.0.7

merest==0.7.1

nmsr est azur e==0. 6. 4

mul ti-key-dict==2.0.3

mul tidict==6.0.4

nypy- bot 03- appf | ow==1. 28. 42
mypy- bot 03-rds==1. 28. 76

mypy- bot 03-r edshi ft - dat a==1. 28. 36
mypy- bot 03- s3==1. 28. 55
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Cloudera Data Engineering In-place upgrade with Airflow Operators and Libraries

mypy- ext ensi ons==1. 0. 0

mypy==1.2.0

mysqgl - connect or - pyt hon==8. 0. 29
mysql client==2.2.0

nbcl i ent==0.8.0

nbf or mat ==5. 9. 2

neo4j ==5.14.0

net wor kx==3. 1

nh3==0. 2. 14

nodeenv==1. 8.0

nunmpy==1. 24. 4

oaut hli b==3.2.2

obj si ze==0.6.1

openapi - schena- val i dat or ==0. 6. 2
openapi - spec-val i dator==0.7. 1

openl i neage-i ntegrati on-common==1.4.1
openl i neage- pyt hon==1.4.1

openl i neage_sql ==1.4.1
openpyxl ==3. 1. 2
opensear ch- py==2. 3. 2

opent el enetry-api ==1. 20. 0

opent el enet ry-exporter-otl p-prot o-conmon==1. 20. 0
opent el enet ry- exporter-otl p-proto-grpc==1.20.0
opent el emet ry- exporter-otl p-proto-http==1.20.0
opent el enetry-exporter-otl p==1.20.0
opent el enet ry- exporter-pronet heus==1.12. 0rcl
opent el enet ry- prot o==1. 20. 0

opent el enet ry-sdk==1. 20. 0

opent el enet ry- semanti c- convent i ons==0. 41b0
opsgeni e-sdk==2.1.5

oracl edb==1.4.2

ordered-set==4.1.0

orjson==3.9. 10

oscrypto==1.3.0

0sSs2==2.18. 3

packagi ng==23. 2

pandas- gbg==0. 19. 2

pandas==2. 0. 3

paperni |1 ==2.4.0

par am ko==3. 3. 1

par so==0. 8. 3

partd==1.4.1

pat habl e==0. 4. 3

pat hspec==0. 11. 2

pbr==5.11.1

pdpyras==5.1. 2

pendul un¥=2. 1. 2

pexpect==4.8.0

pi ckl eshare==0.7.5

pi not db==5.1.0

pi pdeptree==2.13.0

pi px==1.2.1

pkgi nf o==1.9. 6

pkgutil _resol ve_name==1. 3. 10

pl atforndirs==3.11.0

pl uggy==1.3.0

pl y==3. 11

pl yvel ==1.5.0

portal ocker==2. 8. 2

pre-comm t==3.5.0

pr est o- pyt hon-cl i ent ==0. 8. 4
prison==0.2.1

pronet heus-cl i ent ==0. 18. 0

pronpt -t ool ki t ==3. 0. 39

16



Cloudera Data Engineering In-place upgrade with Airflow Operators and Libraries

proto-plus==1.22. 3

pr ot obuf ==4. 24. 4
psutil==5.9.6
psycopg2- bi nary==2.9. 9
ptyprocess==0.7.0
pure-eval ==0. 2. 2

pur e-sasl ==0. 6. 2
py-partiql - parser==0.4.1
py4j ==0. 10.9. 7
pyOpenSSL==23. 3. 0
pyarrow==11.0.0
pyasnl- nodul es==0.3.0
pyasnl==0.5.0
pycountry==22.3.5
pycparser==2. 21

pycrypt odone==3. 19. 0
pycrypt odonex==3. 19. 0
pydanti c==2.4.2
pydantic_core==2.10.1
pydat a- googl e- aut h==1. 8. 2
pydot ==1. 4. 2

pydr ui d==0. 6. 5
pyenchant ==3. 2. 2
pyexasol ==0. 25. 2
pygraphvi z==1. 11

pyj sparser==2.7.1

pyker beros==1. 2. 4
pynongo==4.5. 0
pynssql ==2. 2. 10
pyodbc==5.0.1

pyparsi ng==3.1. 1
pypsrp==0.8.1

pyspar k==3.5.0
pyspnego==0. 10. 2

pyt est - asynci 0==0. 21. 1
pytest-cov==4.1.0

pyt est - htt px==0. 21. 3
pytest-instafail==0.5.0
pyt est - nock==3. 12. 0
pytest-rerunfail ures==12.0
pytest-tinmeouts==1.2.1
pyt est - xdi st==3.3. 1
pytest==7.4.3

pyt hon- arango==7.7.0
pyt hon- daenon==3. 0. 1
pyt hon-dat eutil ==2. 8. 2
pyt hon- dot env==1. 0.0
pyt hon-http-client==3.3.7
pyt hon-j enki ns==1.7.0
pyt hon-j ose==3. 3.0

pyt hon-| dap==3. 4. 3

pyt hon- nvd3==0. 15. 0

pyt hon-sl ugi fy==8.0. 1
pyt hon-t el egr am bot ==20. 2
pyt z==2023. 3. post 1

pyt zdat a==2020. 1
pywi nr mF=0. 4. 3
pyzng==25.1.1
reactivex==4.0.4
readne-renderer==42. 0
redis==4.6.0

redshi ft-connector==2. 0. 915
r ef erenci ng==0. 30. 2
regex==2023. 10. 3
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requests-file==1.5.1
request s- ker ber os==0. 14. 0
request s-nock==1.11.0
requests-ntlme=1.2.0
requests-oauthlib==1.3.1
requests-tool belt==1.0.0
requests==2.31.0
responses==0. 23. 3
rfc3339-val i dator==0.1.4
rfc3986==1.5.0
rich-argparse==1.4.0
rich-click==1.7.1
rich==13.6.0

r pds- py==0. 10. 6

rsa==4.9

ruff==0.1.3
s3transfer==0.7.0
sarif-om==1.0.4
scranp==1.4.4
scrapbook==0.5.0
semver ==3. 0. 2

sendgri d==6. 10. 0

sentinel s==1.0.0
sentry-sdk==1.33.1
setproctitle==1.3.3

shapel y==2. 0. 2

si mpl e-sal esforce==1.12.5

si x==1.16.0

sl ack- sdk==3. 23. 0
snbprot ocol ==1. 11. 0
smmap==5.0. 1

sniffio==1.3.0
snowbal | st enmer==2. 2. 0

snowf | ake- connect or - pyt hon==3. 3. 1
snowf | ake-sql al chemy==1.5.0
sortedcont ai ners==2.4.0
soupsi eve==2.5

sphi nx-airfl owtheme==0.0. 12
sphi nx- argparse==0.4.0

sphi nx- aut oapi ==2. 1. 1

sphi nx- copybut t on==0. 5. 2
sphi nx-jinja==2.0.2

sphi nx-rtd-thene==1.3.0

sphi nxcontri b- appl ehel p==1. 0. 4
sphi nxcontri b- devhel p==1. 0. 2
sphi nxcontri b-htm hel p==2.0. 1
sphi nxcontri b- htt pdomai n==1. 8. 1
sphi nxcontri b-j query==4.1
sphi nxcontri b-jsmat h==1.0. 1
sphi nxcontri b-qt hel p==1. 0. 3
sphi nxcontri b-redoc==1.6.0
sphi nxcontri b-serializinghtm ==1.1.5
sphi nxcontri b-spel Ii ng==8. 0.0
spyt hon==0. 3.1

sql al cheny- bi gquery==1.8.0
sql al cheny-drill==1.1.4

sql al cheny-redshi ft==0.8. 14
sql al cheny- spanner ==1. 6. 2
sql parse==0.4. 4
sshpubkeys==3. 3.1

ssht unnel ==0. 4.0

st ack- dat a==0. 6. 3

st ar kbank- ecdsa==2. 2.0
statsd==4.0.1
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synpy==1. 12

t abl eauservercli ent ==0. 25
t abul at e==0.9.0
tblib==3.0.0
tenacity==8.2.3

terncol or==2.3.0

t ext - uni decode==1. 3
textw ap3==0.9. 2
thrift-sasl==0.4.3
thrift==0.16.0

ti me- machi ne==2.13.0
tomi==2.0.1

tom kit==0.12.1

tool z==0. 12. 0

t or nado==6. 3. 3

towncri er==23.10.0

t gdn==4. 66. 1
traitlets==5.13.0
trino==0.327.0

twi ne==4.0. 2

types- Deprecat ed==1.2.9. 3
t ypes- Mar kdown==3.5.0.0
types- PyMySQL==1.1.0.1
types- PyYAML==6. 0. 12. 12
types-certifi==2021. 10. 8. 3
types-croniter==2.0.0.0
types-docutil s==0.20.0.3
types- param ko==3.3.0.0
types- prot obuf ==4.24.0. 4
types- pyOpenSSL==23. 3. 0. 0
types- pyt hon-dateutil ==2. 8. 19. 14
t ypes- pyt hon- sl ugi f y==8. 0. 0. 3
types- pyt z==2023.3.1. 1
types-redi s==4.6.0. 8
types-requests==2.31.0.6
types- set upt ool s==68. 2. 0. 0
t ypes-tabul at e==0.9. 0. 3
types-terncol or==1.1.6.2
types-tonm ==0. 10. 8. 7
types-urllib3==1.26.25. 14
t ypi ng_ext ensi ons==4. 8.0
t zdat a==2023. 3

tzl ocal ==5. 2

uc-m cro-py==1.0. 2

uni codecsv==0. 14.1
uritenplate==4.1.1

url i b3==1. 26. 18
userpath==1.9.1

verti ca- pyt hon==1. 3. 6
vine==5.0.0

vi rtual env==20. 24. 6

wat cht ower ==3. 0. 1

wewi dt h==0. 2. 9

websocket -client==1.6.4
wr apt ==1.15.0

xm t odi ct==0.13.0

yam | int==1.32.0
yarl==1.9.2

zeep==4.2.1

zenpy==2.0. 41

zict==3.0.0

zi pp==3.17.0

zope. event ==5. 0
zope.interface==6.1
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Cloudera Data Engineering Upgrading Airflow if DAGs and packages are compatible with new
Airflow version

zst andar d==0. 22. 0

In-place Upgrade with Airflow Operators and Libraries

Y ou can upgrade Airflow after ensuring the DAGs and the packages in the Airflow Custom Libraries and Operators
are compatible with the new Airflow version by using the requirements.xt file.

Note:

E To avoid issues after the upgrade, ensure that the DAGs and the packages in the Airflow Custom Libraries
and Operators are compatible with the new Airflow version. Fixing the issues after the upgrade processis
complete might cause further downtime in performing the job.

Ensure that the catchup option is not enabled for any user's Airflow jobs. Before the backup starts, if the
Airflow DAG catchup options are enabled, disable them manually.

1. Get the requirements.txt file for the current Airflow Custom Libraries and Operators.

After the upgrade, you need the requirements.txt file to restore Python environments. For information on how to
get the requirements.txt file, see In-place upgrade with Airflow Operators and Libraries.

2. Verify the requirements.txt file against an Airflow constraintsfile.

For more information, see In-place upgrade with Airflow Operators and Libraries.

a) If you run into errors during the verification, update the dependencies in the requirements.txt file.
3. Disableall Airflow Custom Libraries and Operatorsin al virtual clustersin the CDE service.
4. Perform the upgrade process.

5. Using the saved requirements.txt file from step 2 on page 20, build and activate the Airflow Python
environment in the virtual clusters.

If the build fails because of non-python related dependency issues, you may need to make version adjustmentsin
the requirements.txt file.

6. Onthe Airflow Ul and CDE jobs Ul, verify that the Airflow jobs are running.
In the case of DAG-related errors:

e |f the DAG parsing fails, look into the Airflow Ul to identify the impacted DAGs.
« |If the DAG execution fails, look into the Airflow job logs to identify the impacted DAGs.

7. Fix theimpacted DAGs or update the dependenciesin the requirements.txt file.

In-place Upgrade with Airflow Operators and Libraries

If your upgrade of Cloudera Data Engineering (CDE) fails, you have the option to clone the service with the latest
version of CDE. Learn how to handle an upgrade failure.
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Cloudera Data Engineering Handling upgrade failures for Cloudera Data Engineering

During a CDE upgrade, a backup is created as part of the upgrade preparation process. This procedure uses that
backup to be restored in a new cluster.

Thelist of service backupsis available in the Backup Library. To locate the Backup Library, in the left navigation
menu of CDE select Administration, select Service Details, select the Maintenance tab, and select Backup Library.

To obtain thelist of all available backups, in the CDP CLI, run:

cdp de I|ist-backups

To obtain the list of service backups associated with a specific CDP environment, run "cdp de list-backups --filter "en
vironment(eg)[*** CDP ENVIRONMENT NAME***]"

The CDE backup includes the following:

CDE Service configurations
Virtual cluster names

Virtual cluster configurations
Virtual cluster file-based resources
Spark job definitions

Airflow job definitions

Spark Python-env resources

The following are not yet included in the backup:

Non file-based resources, for example, Python-venv resources and custom runtimes
Airflow custom operators & libraries

Logs

Job run history

Endpoints

f Important: This procedure changes the virtual cluster endpoints.

1

Ensure that the catchup option is not enabled for any user's Airflow jobs.

Before the backup starts, if the Airflow DAG catchup options are enabled, disable them manually.

By default, the restored service receives the name and 1D of the original backed-up service. To ensure that the
backup does not fail due to name and ID conflicts, perform either of these options:

a. Deletethe original service, which failed to upgrade during upgrading CDE.
b. Rename the service and assign anew ID to it using the --service-id and --service-name options.

Note:
E Assigning anew ID resultsin new Fully Qualified Domain Names (FQDNSs) for the service and all its
virtual clusters, which affects the endpoint stability.

A vaid servicelD is:

¢ An 8 character-long alphanumeric string
¢ Does not contain vowels
¢ Unique

21



Cloudera Data Engineering Handling upgrade failures for Cloudera Data Engineering

1. Restore the service from the backup.

cdp de restore-service --backup-id <backup-id> --environnent-crn
<envi r onment - cr n>

Where:

backup-id
The ID of the backup that you are restoring from.

environment-crn

The Customer Resource Number (CRN) of the Cloudera Data Platform (CDP) environment with
which arestored CDE service is associated. Currently, you can restore the CDE service only to the
same CDP environment to which the backed-up service is associated.

For example:
cdp de restore-service --backup-id 2 --environnent-crn crn:cdp: environmne
nts: us-west-1: 9d74eee4- 1cad- 45d7- b645- 7ccf 9edbb73d: envi r onnent : c67b9089-
2d3b- 4579- 861d- c0df 12a105b1
2. Toobtain alist of backups, run:

cdp de I|ist-backups
3. To describe aparticular backup, run:;
cdp de descri be-backup --backup-id <backup-id>
For example:
$ cdp de describe-backup --backup-id 2 --profile priv
"backup": {
"idUo2,

"servicelD': "cluster-cf6éh74lq",
"servi ceName": "dex-priv-default-azure-env-1689008683873",

"envi ronment Nane": "dex-priv-default-azure-env",

"envi ronment Crn": "crn:cdp: environnments: us-west-1: 9d74eee4- 1cad- 45
d7- b645- 7ccf 9edbb73d: envi ronnent : c67b9089- 2d3b- 4579- 861d- cOdf 12a105b1",

"creator": "crn:altus:iamus-west-1:9d74eee4- 1cad-45d7- b645- 7ccf

9edbb73d: user: 0f 9a97a7- 23a7- 43bd- bc71- ecdb2aa34ed5",
"cl oudPl at forn': "AZURE",
"status": "conpl eted",
"created": "2023-07-17T18:02:58. 3854557"

}

4. Inthe case of an Airflow DAG failure, identify the impacted DAG on the Airflow Ul and fix it.
For more information, see the DAG-related steps in In-place upgrade with Airflow Operators and Libraries.
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https://docs.cloudera.com/data-engineering/cloud/upgrading-cde/topics/cde-upgrading.html
https://docs.cloudera.com/data-engineering/cloud/upgrading-cde/topics/cde-airflow-operators-before-upgrade.html

Cloudera Data Engineering Handling ineligible upgrades for Cloudera Data Engineering

In certain scenarios, your Cloudera Data Engineering (CDE) serviceis not eligible for an in-place upgrade to the
latest CDE version. In such a scenario, follow a manual upgrade process where administrators create a new service
and import all jobs and resources. Learn how to conduct a workaround for each scenario.

If the version of your CDE serviceis older than six months, it is outside of the upgrade window. Older CDE versions
do not support in-place upgrade and you cannot use the process listed in Handling upgrade failures for CDE. To
check whether your CDE versionis eligible for the in-place upgrade option, see Support lifecycle palicy.

CDE provides the in-place upgrade option from the eligible versions to the latest version. If you are on arelease
that isineligible for the in-place upgrade, the in-place upgrade option is disabled and you can perform a backup and
restore. For more information, see CDE upgrade version compatibility.

Solution: A manual upgrade option is available. To upgrade, create a new CDE Service and transfer your jobs to the
new service by following the instructions in Backing up and restoring CDE jobs.

If your CDE service uses an old Data L ake version, and therefore it is not compatible with the latest CDE version,
your CDE serviceis not eligible to perform either an in-place upgrade or a manual upgrade. For information
about CDE and its compatible Data L ake version, see Compatibility for Cloudera Data Engineering and Runtime
components.

Solution: Upgrade your Data L ake to a compatible version associated with the CDE version. For more information
about upgrading Data L ake, see Upgrading a Data Lake.

If you use Airflow operators and libraries, before you can use the in-place upgrade, follow the procedure described in
In-place upgrade with Airflow Operators and Libraries.

Solution: See In-place upgrade with Airflow Operators and Libraries.

Thereis no upgrade available to CDE hotfix versions.

Handling upgrade failures for CDE

Backing up CDE jobs on remote storage

Compatibility for Cloudera Data Engineering and Runtime components
Upgrading a Data L ake
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https://www.cloudera.com/services-and-support/support-lifecycle-policy.html
https://docs.cloudera.com/data-engineering/cloud/upgrading-cde/topics/cde-side-by-side-upgrade.html
https://docs.cloudera.com/data-engineering/cloud/backup-restore/topics/cde-backup-remote-storage-jobs.html
https://docs.cloudera.com/data-engineering/cloud/release-notes/topics/cde-dl-compatibility.html
https://docs.cloudera.com/management-console/cloud/data-lakes/topics/mc-upgrading-data-lake.html
https://docs.cloudera.com/data-engineering/cloud/upgrading-cde/topics/cde-airflow-operators-before-upgrade.html
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