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Monitoring resources with Grafana

Grafanais visualization and analytics software for using dashboards to monitor metrics data. Y ou learn how to access
pre-built Grafana dashboards to monitor Virtual Warehouses and your compute cluster in Cloudera Data Warehouse
(CDW). As aCluster Operations professional, you visualize Kubernetes and I stio metrics from Grafanato monitor

and maintain the cluster.

When you log into Grafana, the Welcome page contains links to documentation about Grafana basics. From the
left navigation, you can get started by searching for a particular dashboard or hovering over the navigation icons to

familiarize yourself with the Ul functions.

88 General / Home

Basic

The steps below will
guide you to guickly

finish setting up your
Grafana installation.

Welcome to Grafana

TUTORIAL
DATA SOURCE AMD DASHBOARDS

Grafana fundamentals
Set up and understand Grafana If vou have no pricr
experience. This tutorial guides you through the

entire process and covers the "Data source” and
"Dashboards™ steps to the right.

-

Asanew user, to familiarize yourself with the pre-built dashboards that chart metrics about Hive, Impala, Hue, Druid,
Kubernetes, and Istio in CDW, follow stepsin this documentation.

Grafana documentation

Y ou connect to prebuilt dashboards to view metrics of CDW operations. Cloudera provides prebuilt Grafana
dashboards for Hive, Impala, Hue, Druid, Kubernetes, and Istio dashboards of metrics data, charts, and other visuals.



https://grafana.com/docs/grafana/latest/
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Using Grafana, CDP metrics are centralized in a single spot, stored in the Prometheus database and monitored by
Prometheus. Y our workload databases are not involved in any way. Y ou can immediately view pre-built dashboards
described below. Y ou can view dashboard metrics for different time periods by selecting the period of interest from
the dropdown in the horizontal navigation:

th{* a  © @ Last1hourutC v )

Y ou can also create your own dashboards. "Get started with Grafana and Prometheus" describes how to
create dashboards of CDP metrics. Describing all the details of how to use Grafanais beyond the scope of this
documentation. Grafana described in this documentation is not the enterprise version.

The Hive dashboards cover the following operations of the Hive SQL enginein CDW:

* Auto-scaling
* Hive metastore

* HiveServer
* TheHive serviceitself (Hive-Home)
e LLAP
For example:
88 hive / Compute Autoscaling fr =2 - B @& @ Last1hour L= R =
¥ Total Compute MNodes ¥ Total Shared Services Modes -
L 20
15
4
a
10
2
o 2022-08-04 02-03-20
0140 01:50 0200 02:10 020 02:30 o = gharegServicesModes: 17
= onDemandComputeNodes Min: 0 Max: 5 Cument: 2 sl = i el
tatalCamputeNodes Min: 0 Max: 5 Curent: 7 == sharedServicesModes Min 15 Max 18 Current: 18

The Impala dashboards include the following operations of the Impala SQL enginein CDW:

e Catalog server

« Coordinator

e Executor

o Statestore

e Thelmpaaserviceitself

Y ou can get insight into the operations of your CDP clusters from Kubernetes dashboards. Kubernetes dashboards
represent the following metrics:
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* CoreDNS: requests and duration of responses

« App Metrics: number of Kubernetes pods, CPU usage relative to request or to limit, memory usage dliced and
diced a number of ways

« Object Metrics. Deployment memory and CPU usage, in total, and by node.
88 kubernetes / Kubemetes Object Metrics 1r

Deployment all = Statefulset | Al ~ Dasmansst

Deployment memory usage

59.9%

Used Tatal

407cis 6864ais

CPU usage ]

max current -

== st igp-10-B0-217-109.us-wesl-2 compute.intemnal | hivesarver2-0 4500 4.500

; = st ig-10-B0-201-168 us-west-2 compule.intemal | hiveserver2-0 4500 4.500

) rgst: ip-10-B0-187-233 us-west-2 compute.intemnal | hiveserver2-0 4 500 4 500
wm st ip-10-80-177-67 us-west-2 compute.intemal | hivesarver?-0 4 500 4 500

3 s et ip=10-80-172-150.us-west-2 compule.intemal | hivesarver2-0 4.500 4.500

[ ] rost ip-10-80-171-242. us-wesl-2 compule.intemal | hivasarver2-0 4.500 4.500
3 . — PEEL E-10-B0-164- 106 us-west-2 campuleintemal | hiveseryer2-0 4500 4.500
: = st ip-10-80-153-131 us-west-2 compute.intemnal | hiveserver2-0 4. 500 4,500
m= st ip-10-R0-142-36 us-west-2 compute.intemal | hiveserver?-0 4 800 4 500

1 rost ip-10-80-205-135. us-west-2 compute.internal | metastore-0 4300 4,200
o - 4 rost: ip-10-B0-207-196. us-wesl-Z compute.intemal | hue-gueryprocessor- 4200 4.200

i it rgat: ig-10-B0-145-31 1. us-west-2 compute.intemal | hus-guery-processor- 4300 4.200
D510 0520 0530 D540 D550 0600 rgst: ip-10-B0-206-21 1 us-west-2 camputeintemal | das-event-processar-D 2.200 2200

Istio dashboards

To work with Cloudera Support, you might use the I stio dashboards. Istio is an open platform that provides
microservice security, connections, and monitoring. The Istio Mesh dashboards cover the following views of the
service mesh network of microservices:

e |stio Mesh summary: describes the network of microservices by HTTP/gRPC and TCP workloads in the Mesh.

 Individual CDP services, such as HiveServer and Impala coordinator: Reguest and response metrics, such as
latency, for each mesh service (HTTP/gRPC and TCP) and client and service workloads metrics.
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» Individua workloads using the services: Request and response metrics for each workload in the Mesh (HTTP/
gRPC and TCP) and inbound/outbound workload services.

The Istio performance dashboard presents visualizations of the following metrics:

« CDPUsage
¢ Memory Usage
e DataRates

» Bytestransferred per second
The Istio control plane dashboard includes memory, CPU, and disk resource usage.

For example:

28 istio / Istio Control Plane Dashboard ¥ == @& (D Lag
datasource default -~

~ Deployed Versions

Pilat Versions

250

1.50

222330 22:23:00 23350 22:24:00 224:30 722500 232530 |

- 1.11.2

~ Resource Usage

Memaory CPU Disk

22% MIB 00250 334 MIA
354 MIB 0.0200 31.0 MiB
o1 & MIE 0.0150 786 MiB
0.0100 6.7 MiB

215 MiB
0.00500 23.E MiB

210 Mig
22:24 2226 a 21.5 MiB

- I 250
== Digcovery (container) 22:24 1236 124 2

Discovery (cantaner) = Discovery (cantainer) = Discoverny Discavery

The sidecar proxy metricsin Istio dashboards reveal s the interceptions of network communication between
microservices.

The Istio Wasm Plugin extends the I stio proxy capabilities.

The Prometheus Node Exporter is used to gather detailed metrics for the AWS and Azure Virtual Machines that host
an environment's Kubernetes cluster. These metrics cover both machine and OS level metrics such as CPU, memory,
network, processes, time synchronization, disk, and file system. All metric names start with node .

Three prebuild dashboards show metrics for AWS/Azure Virtual Machines that host the Kubernetes cluster:
* Cluster Totals

Shows CPU/Memory utilization and node counts (shared services/compute for the entire cluster.



https://prometheus.io/docs/guides/node-exporter/#exploring-node-exporter-metrics-through-the-prometheus-expression-browser
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* Node Details

Shows very detailed metrics for asingle node at atime.
* Node Trends

Combines CPU, Memory, Disk, and Network metrics for al nodes for node-to-node comparisons.

Grafana documentation

Get started with Grafana and Prometheus
Istio documentation

Istio in-depth documentation

Istio github site

Wasm Plugin

Y ou need to understand the Grafana capabilitiesin CDW that Cloudera does not support. Grafanain CDW is
intended for use by cluster operations professionals who are familiar with monitoring tools, interpreting metrics, and
performing maintenance.

Storing metrics longer than 15 days or consuming more than 90GB of disk space is not supported. Metrics older
than 15 days will be deleted. If the stored metrics consume more than 90GB of disk space, metrics will be deleted
regardless of the number of days stored.

Custom dashboards you create in Grafana are lost upon restarting or updating the cluster. Only the default dashboards
are supported.

Learn how to log into Grafanain Cloudera Data Warehouse (CDW) Public Cloud.

» To access Grafana, your CDP administrator must use Management Console to assign the environment to you as a
resource.

* You must obtain the DWAdmin role.

1. In DataWarehouse Overview , expand the Environment column.



https://grafana.com/docs/grafana/latest/
https://grafana.com/docs/grafana/latest/getting-started/get-started-grafana-prometheus/
https://istio.io/latest/docs/tasks/observability/metrics/using-istio-dashboard/#about-the-grafana-dashboards
https://istio.io/
https://github.com/istio/istio
https://istio.io/latest/docs/reference/config/proxy_extensions/wasm-plugin/
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2.

Search for the environment that is associated with the Virtual Warehouse, click more options ¢ inthe

environment tile, and select Open Grafana.

< Environments | 46 =

Edit
Show Kubeconfig

H

DA
Open Grafana

Upgrade

Q

m  ndembla O

Welcome to Grafana

Email or usermami

BTl OF USarmante

Password

Enter your LDAP user name, or the name provided by your Administrator for logging into Grafana.

Go back to the environment tile, and select Copy Kubeconf.

Open atermina window, paste the contents of your clipboard into atext file, and save the file by the name kube

conf (no extension).
Export the KUBECONFIG variable equal to the file name.

export KUBECONFI G=kubeconf
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7. Get the password for Grafana.
For example, use the kubectl command as follows:

kubect| get secret grafana -n istio-system-o jsonpath="{.data. passphras
el" | base64 -D | pbcopy

8. Go back to the Grafanalogin dialog, and paste the contents of your clipboard.
The Grafanalogin dialog should look something like this:

Welcome to Grafana

Email or usemama

admin
Passward
Ge1UYBI4MSOUXdWEDT ZAUCEWZZuPtY Tw== b,
Lag in
9. Click Login.

Related Information
Assigning resources to users with Management Console User Management

Viewing prebuilt dashboards

Y ou see how to list dashboard groups, view the Hive dashboard, and see the actual metric data on a point in the X-
axis. You can follow the same steps to work with other dashboards.

Procedure
1. Loginto Grafanaas described in the previoustopic, "Getting Started in Grafana'.

10
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2.

In the Welcome screen, click grid E and then select Manage.
A list of dashboard groups appears:

OO0 Dashboards
Manage dashboards and folders

% Browse El Playlists & Snapshots B5 Library panels

Search for dashboards

© Filter by tag - Starred (] = 1= Sort (Default A-Z) v
O General v
O druid v
3 hive v
O hue v
O impala v
O istio v
O kubernetes v
3 nodes v

11
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3. Click the name of a dashboard group.
For example, click hive.
Names of the Hive dashboards in the group appear, afew of which are shown below:

[ hive -

Em::::te Autoscaling
Ev::ﬂﬂnm paction observability m
Hl:liu:l'-cHl'ueMEtaﬁtﬂlE m m
g'-':?-eHwes-ewerz  buittin | hive |

12
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4. Click the name of a dashboard group.
For example, click Compute Autoscaling.
A number of dashboards appear. Only two are shown below:

838 hive / Compute Autoscaling & =5

¥ Total Compute Modes

i

01440 {i1:50 0204 210 Q20

= chnlemandComputeMades Min 0 Max: § Current: 2
totalCompuitalodes Min: 0 Max: 5 Cunent: 2

Modes per Compute

250

0140 a1:50 0200 az:10 D220

230

Q2:30

= gi-vw-twn-ci-chme Curment: O ge-vw-dwu-ci-ripy Curment:

= GFee-1e8] Cument: O

i

13
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5. Select viewing of metrics over the last 24 hours.

88 hive / Compute Autoscaling & =<5 i+ B & @ Last2ahours UTC » &

¥ Total Compute Nodes - Absolute time range - i
25 ' " A Relative time ranges =
Last S minutes
.l
' Last 15 minutes
15
1 Last 30 minutes
]
10 -
| | Last 1 hour
] 1] |
& H ﬂ i Last 3 hours
| L
B L
Jd

B oeeeg e I Last & hours

0200 16:00 0000

== onDemandComputeNodes Min: § Max; 23 Coment: 0 Laat 12 hours

== olalCampuleNodes Min: 0 Masx: 23 Current: O
pu : ‘ Last 24 hours

Hodes per Compute Last 2 days 3

6. Hover over agraphic to reveal metric datafor a particular point on the X-axis.

B8 hive / Compute Autoscaling & = i+
W Total Compute Nodes ~
25 :
F022-08-03 15:45:00
- | —anDemandComputeModes: 0
! tatalComputelodas: (1]
10 o 5
. - Hn
5 I ! I ; 110
IR E i
0 - =iy - i s
0&:00 16:00 D0:00
== onbemandComputeMedes Min: 0 Max 23 Current: 0
== fotalGComputeModes Minc 0 Max 33 Current: O
al

Related Information
Assigning resources to users with Management Console User Management

Monitoring HMS
Y ou can monitor Hive Metastore (HMS), heap usage, and key Hive metrics.

14
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Procedure
1.

In the Welcome screen, click grid E and then select Manage.
A list of dashboard groups appears:

OO0 Dashboards
Manage dashboards and folders

% Browse El Playlists & Snapshots B5 Library panels

Search for dashboards

© Filter by tag - Starred (] = 1= Sort (Default A-Z) v
O General v
O druid v
3 hive v
O hue v
O impala v
O istio v
O kubernetes v
3 nodes v

15
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2. Select the hive dashboard.
Names of the Hive dashboards in the group appears, afew of which are shown below:

[ hive -

Elm::::te Autoscaling
e Compscten ety (o] e
Huiu:l'-ﬁHl'ueMEtaﬁturE m m
gv:e”-eHwes-ewerI  buittin | hive |

3. Select Hive - Compaction observability, and in Namesparce, select a namespace.
In Alerts, the error indicator shows the number of errors and warnings.

88 hive / Hive - Compaction observability ¢ <«

Namespace: | All v

~ Alerts

~ Completed and Running Compactions

4. Expand Completed and Running Compactions.
Graphs showing the status of compactions appears.

v Completed and Running Compactions

i

Failed compactions

compactions

05:00 05:30 06:00 06:30 0700 07:30 08:00
== {warehouseld="warehouse-1675343265zczf"} {warehouseld="warehouse-1675345415-2247"}

16
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5. Go back to thelist of Hive dashboards, and select Hive - HiveMetaStore.

[ hive -

JI::Im::::tE Autoscaling
Ev:':ﬂﬂnm paction observability m
;u:l:;Hl'ueMEtaﬁtﬂlE m m
g'-':?-eHw&S-nwerz  buittin | hive |

6. In Database Catalog, and then in Pod Name, accept the default All, or select a particular Database Catalog and
pod.

22 hive /Hive - HiveMetaStore ¢ =2

Databaze Catalog — All ~ Pod Hame  All ~

« Memory Pressure

In Memory Pressure, metrics about the overall status of HM S appear.

17
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7. Click each row title to expand and look at various metrics: app stop times due to garbage collection and heap

usage.

« Memory Pressure

30 ms
80ms
4 ms
20 ms

ims

0w4z 09:44 0%:46 0%:48

w=  adib-cdw-demao-di-default F metastore-0

App Stop times (due to GC)

10:06 10:08 100
adib-dermo-de §F metastone-1

1012 1074 10:0

Heap Usage (SUM of all pods selected on top)

Monitoring key Hive metrics

Y ou can get metrics about the status of HiveServer.

Procedure

1. Go back to thelist of Hive dashboards, and select Hive - HiveServer2.

= hive

Compute Autoscaling
[ kive

Hiwe - Compaction observability

[ hive

Hive - HiveMetaStore
[ hiva

Hive - Hive Server?
[ hiwa

vescain | cmou
[compacn [ v

18
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2. InVirtual Warehouse, and then in Pod Name, accept the default All, or select a particular Virtual Warehouse and
pod.

ga hive [ Hive - HiveServer2 ¢ <2

Virtual Warehouse | All ~ Pod Name  hiveserver2-0

~ Memory Pressure

In Memory Pressure, metrics about the overall status of HiveServer memory usage appear.

19
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3. Click each row title to expand and look at various metrics: App stop times due to garbage collection, heap usage,
active thread operation count, and completed thread operation states.

~ Memory Pressure

App Stop times (due to GC)
20 m=
15 ms
10 ms
fms
0 ms
11:28 a 11:35 11:40 11:45

m= adib-dermo-ve ¢ hivesepeer

Heap Usage (SUM of all pods selected on top)

14.0 Gig
.11 GiE
4566 GiB
OE
11:25 30 11:35 11:40 11:45
== Total Heap Max [on selec ids} Total Heap Used {on selacted podas) Total Heap Cd
~ Thread States
Active operation count Completed operation states

20
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4. Inhive/ Hive - Home, you can monitor warehouse growth from metics on the tables and partitions created hourly.

B8 hive / Hive - Home ¢ =8 s+ B @& @ Last1hour utc -

~Warehouse size - ataglance & 0@

DB count Table count Partition count

18 303 22

« Warehouse size - realtime growth

tables created hourly partitions created hourly

0750 0. 750

Monitoring Impala executors

Y ou can monitor |mpala executors and get related metrics.

21



Cloudera Data Warehouse Public Cloud Monitoring resources with Grafana

Procedure
1.

In the Welcome screen, click grid E and then select Manage.
A list of dashboard groups appears:

OO0 Dashboards
Manage dashboards and folders

% Browse El Playlists & Snapshots B5 Library panels

Search for dashboards

© Filter by tag v Starred () = 1= Sort (Default A-Z) v
O General v
O druid v
O hive v
O hue v
O impala v
O istio v
O kubernetes v
3 nodes v

2. Click the impala dashboard group.

22
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3.

In thelist of Impala dashboards, and select Impala - Executor.
The number of Executor Groups and Executors appear.

88 impala /Impala- Executor 7 = 4

Name Space | impala-16752B6947-xfs5 ~ Pod Name  All ~

Executor Groups

1

Wt B @ O Last2dhoursutc v G D

88 Impala - Catalog 8B Impala - Coordinator

10s ~ 2
B8 Impala - Home BB Impala - Statestore

Executors

2

~ Total Memory Allocation
i Memory Total Used { * CPU Usage
93.1 GiB 22%
e T Y Y TP T
o 12:00 16:00 2000 " 1200 16:00 20:00 00:00 04:00 08:00
= Impala-executor000-1 total used - impal In imp: 000-0 ::..:\ m::'x
View graphs and metrics of memory usage.
~ Total Memory Allocation
! Memory Total Used § TCMalloc Bytes In Use
93.1 Gi
46.6 GiE
0B
12:00 1600 2000 20:00 00 0800
N max
== |mpala-executor-000-1 total used GiB 4.09 GiB
Container Memory Usa 10 Manager Read Bytes
4.34 GB
a9 68 UlLod o RN, 0 LR Rt LA Lt 1 4
i | | 1 | ‘\L‘I '-‘Idil‘J"l
43368 | i'l_l' -I_',. LT N, AE | J 1 =N
20:00 00;
432 GB
12:00 16:00 20:00 08:00

== used in impala-executor-000-0 == used in impala-executor-000-1

23
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5. Get information about Executor node CPU usage.

. CPU Usage
1%
1 ¥ M - '
'|||I||| I'I'i | |f| i lll' |I| iH‘ 1|ll'|
20 ||'J1'§
19%
1200 16:00 20:00 00:00 04:00 08:00
max current
== |mpalad-sxecutor in impals-executor-000-0 213% 1%
JVM Heap Usage
559 GiB
3.73 GiB
1.86 GiB
(1] L 1 1
12:00 16:00 20:00 (:0:00 04:00 0&:00
min max avg
== |mpala-executor-000-1 max committed 391GIE 391GIB 391GB

Monitoring Impala catalog

Y ou can monitor Impala catalogd from Grafana.

Procedure

1. Inthelist of Impaladashboards, and select Impala- Catal og.
The number of databases and tables appear.

2. Select aName Space, and from the Last 24 hours dropdown, select an time interval to monitor.

ﬁ 83 impala /Impala- Catalog v <5 il @ | @ LastMhours UTd ~ | T} 108~ &
Hame Spece | impala-1675345958-5c74 ~ BE impala - Coordingtor B Impala 202:1112-0; L 3-Home B3 impals - Statestore
Q 20230203 12:3343
Database Table uTC
_+_
oo

« Total Memory Allocation

24



Cloudera Data Warehouse Public Cloud

Monitoring resources with Grafana

3. View catalog memory usage, container memory usage, cpu usage, VM heap usage, and cumulative VM garbage

collection time.

« Total Memory Allocation
! Catalog Memary Usage Container Memory Usage ! CPU Usage
114 MiB 110 GB 10%
95.4 Mi8 = . 168 7.50%
F P00 MB ——— .
76.3 Wi 2 50% e i —
7.2 M8 0OME | %
16:00 0000 0800 700 M8 16:00 00:00 0800
max  curre 1800 0000 008 miax eurrent
= Mermary Total Used 9sIME 922 = used Cument: 1.03 GB = cotalogd in catalogd-0 602% 277%
used Current: 1.02 GB
JVM Heap Usage Curnulative JVM GC Time
9.31 GiB 1me
.98 Qi@
4 66 GiR 0.500 ms
23368
R S - - o ms
16:00 D000 0800 16:00 00:00 D#:00
min max " min max
- maxcommitied 594GE S9408 5940 - catalogdd DAGEms 0751 ma
4. Scroll down, and view remote procedure call metrics.
«~ RPC Call
Ddl Call Duration GetPartialCatalogObject Call Duration Update State Call Duration
Tms 0.0300 ma 0.007 50 ms
0.500 ms o data 00300 ms 0007 00 ms
Ome 0.0100 ms 00003500 ms
. Oms Oms
ﬁ 0.50 my 1600 0000 0800 1600 00:00 D00
-
Tms min max min max
1600 o0oo ogao
@ == guanlile="05" Oms 000100 ms == guaniile="0.5" 0 me Dme
min  max
5. Scroll down, and view Impala statestore metrics.
88 impala /Impala - Statestore ¥ 3 hir @ & | © Lest24hoursutd ~ 1@ 3 105~ B
: 2023-02-02 12:34:33
MWame Space  impala-1675345958-sc74 ~ B8 Impala - Catalog  §f Impala - - ila - Executor  §E Impala - Home
- - 2023-02-03 12:34:33
' Live Backends ! Topic Size uTe eartbeat Duration
3 781 Kig 0.100ms
5 586KE | 00750 me
4 0.0500 ms
s U 1.9 KiB
00250 ms
2 1.95 Kig Oms
16:00 0 i 1 0 0
3 ag:0 8:00 6:00 Do:0a 2:00 1600 g 0300
nt t
Fure curmen == mean Current: 0.00107 ms
= slatestored-594T b6 Tdb-jzf45 3 = statestored-5947bI67 dbjzf45 5.99 KiB min Current: 0 me rmax Current: 0.0600 rme
i Priority Topic Update Duration i Mon-priority Topic Update Duration Container Memory Usage -
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6. Scroll down, and view update, memory, and CPU metrics.

i Priority Topic Update Duration i MNon-pricrity Topic Update Duration Container Memory Usage -
0,150 /s 50 s 24 MEB
40 ms L _’c,ﬁ,,,‘-."’
0100 ms . 2ZME J nll'- i TRV
i upr
0.0500 ma 20 ms I0ME N L.,*’Jr WY
10 ms wme
0 ms Dms [
16:00 4600 0800 16:00 00:00 B0 16 ME
== mean Current: 0000947 ms == mean Current: 0.00174 me 1600 00:00 08:00
max Current 0.116 ms min Current: 0 ms max Current; 42.2 ma rmin Current: O ms == yged Current: 23.0 MB
i StateStore Memory Usage i CPU Usage
28.6 MiB = = A%
1wIME | ki |
§ % P P ——
9.54 MiB LA v rrngd] YTV YLA,
250% ! bl
08
. ¥ y %
160G o0 0800 16:00 a0:00 000
max Curre "
= Memory Tatal Used AMIB 274 atestored in statestored-5347bi67db245 3
Monitoring Impala statestore
Y ou can monitor |mpala statestore from Grafana.
Procedure
1. Inthelist of Impaladashboards, and select Impala - Statestore.
2. Scroll down, and view live backends, topic size, and heartbeat duration.
88 impala /Impala - Statestore r =3 it B 8 | @ last2dnoursutd » (@ 2 10~ &
F023-07-07 123433
Mame Space  impala-1675345958-5c74 ~ BE Impala- Catalog 5 Impala - - ila-Executor  §5 Impala - Home
. . 2023-02-03 12:34:33
! Live Backends ! Topic Size uTe eartbeat Duration
& T8 KB 000 ms=
13 5.86 KiB OLOTED me
4 0.0500 ms
4 391 KiB
| 00250 ms
2 1.95 Kig
16:00 aa-on 08:00 16:00 oo 08:00 Omz
16:00 oo:on 0a:00
gurment purrent == mean Current: 0.00107 ms
= slatestored-5947bM67db-jzfa5 3 = stalestored-5047bI67 dbjzi45 500 KiR

Priority Topic Update Duration

Man-priarity Topic Update Duration

min Current: 0 ms

rmax Current: 00600 ms

Caontainer Memory Usage -
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3. Scroll down, and view priority and non-priority topic update duration, container memory usage, statestore
memory, and cpu usage.

Priority Topic Update Duration i MNon-pricrity Topic Update Duration Container Memory Usage -
D.150 s 50 ms 24 ME
40 ms L L o
22 MB {14 | Kt
0.100 mz f— 41 Iy “"Iu‘_. «J,,',J.-
U g
0.0500 ms 20ms 20 ME Ll W
10 ms M
0 ms Dms
16:00 ilelii] 08:00 16:00 00:00 DB 16 ME
== mean Current: 0000947 ms == mean Current: 0.00174 me 1600 00:00 08:00
max Current 0.116 ms min Current: 0 ms max Current; 42.2 ma rmin Current: O ms == yged Current: 23.0 MB
i StateStore Memory Usage i CPU Usage
28.6 MiB A%
19.1 Mig ki |
N o
9.54 MiB HRLAL [ WHE— 7
2.50%
0n
. ¥ y %
16:00 o000 0800
16:00 a0:00 000
max Curre
- Total Used 2TAMIB 274
emary foiatise : — statestored in statestored-5347bf67dbjzf5 3

Monitoring Impala admission control

Y ou can monitor |mpala admission control from Grafana.

Procedure

1. Inthelist of Impala dashboards, and select Impala- Home.
In Impala Overview, the number of of Impala databases, tables, the catalogd status, and other metrics appear.

83 impala fImpals - Home ar B & O LastZehoun UTC ~ G

« Impala Ovandaw

Database Table Catalogd Siuius Saminstored Sanius Coordinmar Snius Exscuinr Status

5 12 2 Up 2 0

» Conmection |7 parel)

= Bdmission Cortral
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2. In Admission Control, view the Impalalocal memory in root default, the number of queries admitted that are
running in root default, and the queriesin root default (not shown).

~ Admission Control
Impala Local Memory in Rool Default HNum of Query Admittad Running in Root Default
143 MIB 1.50
95.4 MiB 1
47.7 MiB 500
]
16:00 20:00 00:00 04:00 0
16:00 20:00 00:00 D4:00
= coordinator-0 admitted
— CHOndine -0
HNum of Query Timed Out in Root Default MNum of Query Rejected by Root Default
1 1
0.500 500
o 0
0.50 0.50
A A
15:00 20:00 D0:00 D4:00 16:00 20:00 00:00 D4:00
== coordinatord == coordinator-0

3. View the number of queriestimed out and rejected in root defaullt.

4. Scroll down and in Query view the number of registered queries, fragmentsin flight, number of open files
(not shown), data manipulation language (DML ) time distribution, and data definition language (DDL ) time

~ Query
i Num Of Queries Registered i Num Of Fragments In Flight
2 1.50
1
0,500
0 [
16:00 20.00 00:00 0400 08:00 12.00 16:00 20.00 00:00 04.00 08:00 12:00
min max avg current o
= coordinator0 o 1
— coordinator-0 0 10 0o i
coordinator-1 a o
! DML Time Distribution i DDL Time Distribution
0 ms 2ms
Sy 1.50 ms
1ms
G 0.500 ms
Oms Oms
1600 20,00 o0:00 0400 08:00 12:00 16:00 2000 00:00 04:00 08:00 12:00
current current
— coordinator-0 quantile="0,9" 28.0ms — coardinator-) quantile="0 ° 0651 ms

Monitoring Impala coordinators

Y ou can monitor Impala coordinators caching, resource use, such as files handles hit, memory consumption, and
more.

Procedure

1. Inthelist of Impaladashboards, click Impala- Coordinator.
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2. Select aname space and pods, and view cache hit status, remote data cache miss bytes, catalog cache hit rate (not
shown), file handles hit count, and file handles miss count.

83 jmpala ¢ Impala- Coordinator ¥ =2
Meme Spece | jmpala-16753459508-5074 - PadMmma Al =

« Cache Hit Status

: Remote Data Cache Hit Bytes ! Remote Data Cache Miss Bytes
L] L]
ns0R ns0A
on am
1508 1508
RL a8
6 1200 =l =] 12an ] 11:53 izod fEim ) 1230 izad
min mas min max
e LR 12 OB = oo e 0B
: File Harelies Hit Court ! File Harclies Miss Count
1 1
B0 0B
o o
050 a5
a A
1188 1200 1290 1228 L] 1248 11:80 120 TE10 1228 130 1240
= EOANBAED = cncrdnatnrnl — nEERE-] = coonnemrl

= Tolal Memory Allocation

3. Scroll down to Total Memory Allocation and view memory used, TCMalloc bytesin use, total buffer memory
alocated, VM max heap, VM heap current usage, and CPU usage.

= Total Memory Allocation

Fesrvecry Toial Laad TCMalloe Byias In Lise Tetal Bullar Mamery &llocated
3.1 GB 124 Wib ]
WAGE 10 kg GEDD B
88 G T4 Wi un
HAGE 110 kg nEIB
[T 105 Wb il
n® 1250 1219 1228 1150 RETH 1z 1220 19:50 ] 12 1
= caardingioe0 = pgardingioe = poordinetarl
JVH Mlax Heap JVM Heap Cument Usage i CPU Usage
34 GR 54 WIR a%
FiAGH B
7T Wil 150k
EE 1] i
18538 e e
1150 12580 1216 1228 1150 1200 1z 1220 150 12:80 e 1220
= ezardmlend = eoordnaloe 0 = impald cooesinator i= zoerdneio.d
Container Wemary Usage
LE S
167 GE
167 3
167G
16835
165 &3
180 1250 21 1z
= imad b coand natord wgad in coord naioe-1

Monitoring nodes
Y ou can get Kubernetes, cluster health, and node health information by monitoring CDW nodes.
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Procedure
1.

In the Welcome screen, click grid E and then select Manage.
A list of dashboard groups appears:

OO0 Dashboards
Manage dashboards and folders

% Browse El Playlists @ Snapshots B5 Library panels

Search for dashboards

© Filter by tag - Starred (] = 1= Sort (Default A-Z) v
O General v
O druid v
O hive v
O hue v
O impala v
O istio v
O kubernetes v
3 nodes v

2. Click the nodes dashboard group.
Names of the nodes dashboards in the group appear:
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3. Inthelist of nodes dashboards, click Node Details, and then set the node of interest: In datasource, set default for
example; in Job, set kubernetes-service-endpoints for example; in Host, set the IP address of ahost in the CDW

cluster.

88 nodes / Node Details 1t =2
datasource default = Juob kubernetes-service-endpaints « Ho:si: 10,100,211 9900 -

Mode Type

Shared Services

~ Quick CPU / Mem / Disk

4. Expand Quick CPU/Mem/Disk, and view the percentage of busy CPU, the percentage of average |oad over the
past 5 minutes and over the last 15 minutes, and RAM used.
5. Ontheright side of the dashboard, with Last 24 hours selected, for example, view the SWAP space used, root file
system used, CPU cores used, and uptime of the node.
W+ B & @ Last24hours ~ & 2 m~ &

GF GhtHub 3} Grafana

SWAP Used i Root FS Used i CPUCores i Uptime

8 5.1 hour
(\ " RoofFS Total ! RAM Total 1 SWAP Total
[ N".A 28.9% J 40 Gig 31 Gie oe
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6. Scroll down, expand Basic CPU/Mem/Net/Disk, and see graphs on the left showing metrics about high activity

from various souces, such as a busy user or busy interrupt requests (IRQ), and a graph of packets received and
transmitted by network traffic.

~ Basic CPU / Mem / Met / Disk
i CPU Basic
100% —
5%
0%
25% L
0%
16:00 18:00 20:00 2200 0000 0z:00 0400 0&:00 08:00 10400 1200 14:00
Busy System == Busy User == Busy lowall == Busy [ROs == Bugy Other == idle
i Network Traffic Basic
300 Mb/s
200 Mb/s
100 Mb/'s \
Dbfe L
-100 Mb/fs
1600 18:00 20100 2200 on:on az:00 400 06:00 0g:00 10:00 1200 1400
= lecy dummyd recy enil25655ectel — recy enil1OGA568847 == recy eniZdSd6IBa16T == recy eni3BB3213053a == fecy eni44050dc3621
= recy enidfed 182fdes == recv eni7acb2720012 == recy ethll == recv lo == recv nodelocaldns == trans dummyl == trans eni025655ecced
== trans enll0f64566a47 == trans eni2d9d6fBal67 == trans enl3883213053a trans enid4050de3621 trang enidfed B2fdea trans enlPac62T 2012
trans ethll == translo == trans nodelocaldns
7. On, the right, see graphs of basic memory and disk space use.
! Memary Basic
373 GiR
T8 GiB
1B.6 GiB
8,31 GiR
[):]
TE:DD DD 20000 vl 1] 00:00 0z:0nn 0400 06D 08D 10:00 12:00 14:00
FAM Total RAM Used == RAM Cache + Buffer == RAM Free == SWAP Used
i Disk Space Used Basic
100%
T5%
50%
25% |
0%
15:.00 18400 20:00 22:00 D000 0z:.00 04:00 De00 0a:00 10:00 1200 14.00
- Jrun == frunfuses/0

32



Cloudera Data Warehouse Public Cloud Monitoring resources with Grafana

8. Inthelist of nodes dashboards, click Cluster Totals to view cluster health in graphs and metrics over the past 24
hours, asindicated by Cluster Memory Utilization, Cluster CPU Utilization, Shared Services Node Count, and

Compute Nodes Count.
88 nodes / Cluster Totals tr < il @ Olst2dhours ~+ @ O ~ &
~ Current
CPU Wilization Memeory Litiliz_.. Shared Services Mode... Compute Nodes Count
- 307% ‘ 13.5% ; 2
~ Over Time
Cluster Memory Utilization Cluster CPU Wtilization
100% 100%
0% 0%
60% 60%
A% A%
e | 2% | [
A S—— : - ol
v w2 B U A . -
21:00 B Q00 Q600 Q%00 1200 1500 1800 2100 00 Q00 Q600 Qw0 1E00 1500 1800
Shared Services Node Count Compute Nodes Count
7 [ r
] 5
5 | 4
|
4] 3
|
3 b
2100 Q000 0200 0600 000 1200 15:00 18:00 100 [l ) 0200 D600 0800 1100 AE00 18400
== count{kube_node_labels{label_shaned_sarvices="sharedServices} or kube_nade_lzhels{label_agen == count{kube_nede_|akals{label_cemputa="trua ) ar kuba_noda_labels{labal_agemtpori="agertpanic’
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9. Inthelist of nodes dashboards, click Node Trends to view node health over the past 24 hours, asindicated by
CPU Utilization, Load Average and CPU Count, Memory Utilization, and Disk Utilization.

B8 nodes / Node Trends v7 =2 it B & @ last24hours v @ O v B
¥ CPU Utilization Load Average and CPU Count
100%
754 15
10
50%
! 5
25% [1 0 .MWMMM
oy R bl 20:00 2200 0000 0200 0400  06:00  OB:00  10:00 1200 1400 1600 1800
2000 2200 ODOD 0200 0400 0600 OEOD  10D0 1200 1400 1600 1800 = 10.10.0.124 load average 10.10.0.153 Ioad average == 10.10.0.182 load average
— 1010.0.124 10100153 = 10100182 = 10100196 = 10100210 = 10.10.0.22 — 10.10.0.196 load average = 10.10.0.210 load average = 10.10.0.22 load everage
== 1010.0.224 == 10.10.0.238 == 1010.0.252 1010036 == 10.10.0.65 == 10.70.0.8 m= 10.10.0.224 load average == 10.10.0.238 load average == 10.10.0.252 load average
- 1010094 = 1010110 10,10,0.36 load average — 10.10,0.65 load average — 10.10.0.8 load average
Memory Utilization Disk Utilization
100%
40%
75% |
0% |r "
0%
0%
25%
[ s e
e
0w - &
2000 2200 ODOD 0200 0400 0600 OEOD 10:D0 1200 1400 1600 1800 2000 2200 0000 0200 0400 060D DEO0 1000 1200 1400 1600 1800
- 10,10.0.124 10100153 = 10100182 = 10100196 = 10100210 = 10.10.0.27 — 10100174 = 10100153 = 10,10.0.182 = 10,10.0,196 == 10,10.0210 = 10.10.0.22
— 10.10.0.224 == 10.10.0.238 == 10.10.0.252 1010036 = 1010065 = 10.10.0.8 = 1010.0224 == 1010.0.238 == 10.10.0.252 1010036 == 10.10.0.65 = 10.10.0.3
—10.100.04 = 1010110 — 1010084 == 10.10.1.90
Network In/Out TCP Connections
40
400 Mby's
2 a0
| 32
200 Mbfs | | S
| § o
| .
b
21:00 00:00 03:00 06:00 0900 12:00 15:00 18:D0 10
= 10.10.0.124 receive = 10.10.0.153 receive == 10.10.0.182 receive == 10.10.0.156 receive 20:00 2200 00:00 0200 0400 0600 0800 1000 1200 1400 1600 1800
== 10.10.0.210 receive == 10.10.0.22 receive == 10.10.0.224 receive == 10.10.0 236 receive = 10.10.0.124 10100153 == 10.10.0182 == 10.10.0196 == 10.10.0.210 == 10.10.0.22
= 10.10.0.252 receive — 10.10.0.36 recelve = 10.10.0.65 receive == 10.10.0.8 receive — 10100224 = 10100238 = 10.10.0252 — 1010036 = 1010065 = 101008
= 10.10.0.94 receive == 10.10.1.10 receive == 1010.0.124 transmit w= 10.710.0.153 tranamit - 1070.0.594 == 10.10.1.70

Monitoring Kubernetes Services from Grafana

Y ou can monitor the Amazon Elastic Kubernetes Service (EKS) or the Azure Kubernetes Service (AKS) used by your
CDW cluster from Grafana.

About this task
Y ou can aso monitor the Amazon Elastic Kubernetes Service (EKS) from the Cloudera K8s dashboard.



https://docs.cloudera.com/data-warehouse/cloud/monitoring/topics/dw-monitoring-kubernetes.html
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Procedure
1.

In the Welcome screen, click grid E and then select Manage.
A list of dashboard groups appears:

OO0 Dashboards
Manage dashboards and folders

% Browse El Playlists @ Snapshots B5 Library panels

Search for dashboards

© Filter by tag - Starred (] = 1= Sort (Default A-Z) v
O General v
O druid v
O hive v
O hue v
O impala v
O istio v
O kubernetes v
3 nodes v

2. Click the kubernetes dashboard group.
Names of the kubernetes dashboards in the group appear:
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3. Click the Kubernetes App Metrics, and then select a namespace, for example cluster, and container, for example a
container named cdp-coredns-updater.
View agraph and metrics of the number of pods.

B8 kubernetes / Kubernetes App Metrics =2 ihl* B O Lestihewrvrs ~ & 0 305~ B
namespace  cluster ~ contasiner  gop-coredns-updater -
» Request rate (2 panes)
» Response time (1 punel
= Pod count
Number of pods
115 max g ~
i hosts 1 1
- pods 1 |
o7
oS00
2]
o
1154 11:56 11:58 1200 102 120 1 1La2 1244 1146 1146 1250 1z52
» Usage relative to request (1 paoe)
» Usage relative to limit (= panats)
= Usage per pod

4. View the CPU usage per pod.

= Usage per pod
Cpu usage (per pod)
s max awg >~
0o i [l i} naon
request [0.045E 00498
0.0750
g = copecrmednsupdater-63dhbS15 57 ARSI S4AISEG 290 0.00T00 0000200
£ cos00
20250
I — . P —
12:00 120 1220 12:30 1240 12:80
« Usage per pod (average)
Cpu usage [avg per pad)
-
mLyzs max awg v
a100 limit [FRT= ] 0100
request  [L0MGE TELT
00750
= — actsd 00000 0000202
B oosoo
0.0250
[
1250 1 1230 1200 Tal 1250
» Usage total (7 panels)
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5. On theright, view the memory usage per pod.

Mamory usage (per pod)
max g v
i M i 56 MIE 256 MIE
191 Wi = coprcoredns-updater-63dbbs) SETETES 20 SMIEES295rg 74T MIE 747 MIE
143 MR
954 M0
47.7 KB

ag
1200 120 12:20 12:30 gt =

Memary usage (avg per pod)
ZEE MIE max g
L8 B bmit 258 MIB  ZHE MIB
191 MiE == BEal  TATMIE 747 MiE
143 MIE
EEES =]

&7.7 MiB

ae
T 1 129 1 NE 1240 TE:a0

6. From the kubernetes dashboard group, click Usage Report Overview, and see the active nodes on the X axis of the
Active Node Count graph.

88 kubernetes / Usage Report Overview ¢ g

~ Overview

Active Mode Count

14
12

10

node count

16:00 20:00 0000 04:00 08:00 12:00

== shared nodes
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Updating a dashboard graph

You can view, edit, share, explore, or remove a dashboard graph, and more.

Procedure

1. Open adashboard, for example the HiveServer2 dashboard, and click the titlein arow, for example, the App Stop

timestitle.
go hive / Hive - HiveServer2 v =5 Wi B 9@
Virtual Warehouse Al ~ Pod Name  hiveserver2-0 ~

~ Memory Pressure

App Stdp times (due to GC)

20ms @ View = v

2 Edit = e
15ms

=i Share E=E ps
10 ms

@ Explore = x
oms © Inspect = i »
0 ms 0 More... »

12:25 12:30 12:35 12:40 12:45 1 10

mm adib-demo-vc / hiveserverZ-0

i Remove = pr
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2. Click Edit.
The edit panel appears.

& Hive - HiveServer? / Edit Panel

Wirtual Wareshouse Al ~ Pod Mame hiveserser2-0 -
App Stop times (due to GC)
15 ms
10 ms
5 ma
Oms
1225 1230 1335 12:40 1245 12:50 12:58

= adib-deme-ve F hiveserver2-0

B Query 2 L3 Transform 0 2 Alert @
Data source Y Prometheus ~ | & » Queryoptlons MWD =auto = 1779 Interval = 58

3. Atthetop left side of the edit panel, change the Virtual Warehouse and Pod on which the graph is based.

4.
At thetop right side of the edit panel, click {:o} to add variables and permissions to the panel.
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5. Ontheright side of the edit panel, select a graph type, such as Time Series, and specify panel options, such asthe
title of the graph, tooltip mode, legend, graph styles, and more.
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6. Scroll down the edit panel, and change query options.
For example, in Metrics browser, change the metrics to be graphed from jvm_pause_extrasleeptime.

Data source ) Prometheus - @ * Queryoptlons MO =auto = 1779 Interva Query inspector
v A Pramat O 0 ® @i
Run quary Explain  Builder [EE0 Code
Metvics browses > jvm_pause_extrasleeptime{app="hiveserver2", conputefame=~"scomputeNane” , pod_nane=~"Spod_name"}
» Options  Legend: {{computeName)) / {{pod_name}l  Farmat Time series  Type: Range
v B (Promuthews) o0 e @
- f v B = b Run guery Explain  BuilderEZ)  Code
Matric Labels
active_cells_spi_materializedviewsregistryrefresh  « app ~ «  hiveserver2 ~ @ ® +
Sum by + Operations
Labal appType - =
+ Label
» Options Legend: Auto  Format: Tame series  Type: Range
+ Query + Expression
Roun query Explain H-ulldtfm Cade

On theright side of the edit panel, use the Builder code option
to frame the query and Explain to understand the query.

8. At the bottom of the edit pandl, click + Query to add a query.
9. Atthetop-right, click Apply to save changes.

Inspecting dashboard data and queries
Y ou can drill down into details of resource usage of Hive or Impala, get statistics about usage, and run queries on the
details.
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Procedure

1. Open adashboard, for example the HiveServer2 dashboard, and click the title in arow, for example, the Heap

usagetitle.
B8 hive / Hive - HiveServer2 v =5 Wy B & @ Lastihourutc » &0 9~ B
Virtual Warehouse | All ~ Pod Hame | hiveserver2-0 ~ = Hive Dashboards

~ Memory Pressure

App Stop times (due to GC)

Heap Usage (SUM of all pods selected on top)) -~
@ View & v

14.0 Gig
[ Edit = e
n.31GiE =3 Share = ps
& Explore = x
4,66 GIE
(@ Inspect &= i * Data
0B @ More.., * Query
13:00 1310 13:20 13:30

Panel JS0ON

== Total Heap Max {on selected pods) Total Heap Used {on selected poc B Remove = pr

2. Click Inspect Data.
The total max heap usage over time appears.

{ X
Inspect: Heap Usage (SUM of all pods selected on top)

3 queries with total query time of 85 ms

Data Stats JSON Query

» Dataop... Total Heap Max (on selected pods), Formatted data Download CSV
@ Time B8 Total Heap Max (on selected pods)
2023-02-03 12:59:15 12025069568
2023-02-03 12:59:20 12025069568
2023-02-03 12:59:25 12025069568

PHWW
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3. Click Stats or Query to view statistics or queries.
4. Inthe HiveServer2 dashboard, and click the Heap usagetitle More Duplicate panel content.

Heap Usalge (SUM of all pods selected on top) -
14.0 GIB ® View v
B Edit =1
5.21 GIE o Share = ps
@ Explore = x
4.66 GiB
@ Inspect @ 1 :
0B @ More.. *  Duplicate = pd
13:00 13:08 1310 1315 13:20 13:25 13:30 c
opy
= Total Heap Max (on selected pods) Total Heap Used (on selected pods) TotalH f Remove pr
Create library panel
~ Thread States
Teggle legend =

5. Inthe HiveServer2 dashboard, and click the Heap usage title More Copy panel content to another dashboard.

Creating a custom dashboard

Y ou can create a custom dashboard in afew steps.
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Procedure

1. Log into Grafana, and in the Welcome screen, click + Create

) 89 General / Home

Welcome to

+ 0O

Create

88 Dashboard

]
ao

(2 Folder
@ &, Import

2 Alert rule

8

New dashboard appears.

aa New dashboard
i+ Add panel *
0 ——
Add a new panel Add a new row
] @
Add a panel from the panel library Paste panel from clipboard

2.
At thetop right side of the edit panel, click @ to add variables, permissions, and names to the new dashboard.
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3. Click Add anew panel.

& New dashboard / Edit Panel
Table view @ Fill Actual @ Lastbhours + &
B Query 1 i3 Transform (0 g Alert @
Datasourcs Y Prometheus ~ (@ » Queryoptions MD Query inspector
- A (Prometheus) ® 90 ® @i
Run query Explain  Bullder [[EE) Code
Matrics browser 5
» QOptions Legend: Auto  Format Time series  Type Range
+ Query + Expression
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4.
On theright side of the New edit panel, click @ to add variables and permissions to the new dashboard.

& Discard Save m

= Time series w :

All Overrides

=  Panel options

Titla

Fanel Title

Description

-

Transparent background
L

»  Panel links

*  Repeat options

«  Tooltp

Tooltip mode

Single Al Hidden
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5. Edit the panel and rename it testl.

& test/Edit Panel

testl

14:00 14:30 15:00 15:30 16:00

= max{jvm_pause_sxtrasleeptime{app="metastore’})

B Query 1 i3 Transform (0 a A

Data source 0- Prometheus @ > Que

(Prometheus)

Metrics browser > | max(jvm_pause_extras

v hours

19:00

® 0

.| a

19:30

Query inspector

® W :

Builder I} Code

&) Discard Save [N

) # Time series v >

Q Search options

All Overrides

~  Panel options

Title
test]

Description

Transparent background

»  Panel links

»* Options Legend: Verbose Format: Time serie:
*  Repeat options
+ Query + Expression
~  Tooltip
6. Click Apply.

Testl is added to the dashboard.

48



Cloudera Data Warehouse Public Cloud Monitoring resources with Grafana

7. Edit the panel, rename it test2, and click Apply.
Test2 is added to the dashboard with Test1.

B8 General /test vr «f ihl &
test testl -~
40 1ao
a0
30
an
20 /
70 —
o &0 et
T
a0
]
14:00 14:30 1500 1530 16:00 16:30 17:00 1730 TEDD 1830 1900 1930 14:00 14:30 15:00 1530 1600 1630 17.00
== gsumitetal_count_partitions) m= rifjvm_pause_estrazleeptimelapo="metastore )
testd
100000000
— L T
20000000
000000
0000000
400 4300 00 5300 00 TE30 1700 1730 1800 130 w00 19:30
== Meamory total used Memory total used == Backend memory total used == Backend memaory total used

Before you can set up an alert triggered by a dashboard event, you must configure an SMTP (Simple Mail Transfer
Protocol) server, an alert recipient, and a notification policy.

1. Configure grafana using kubectl.
kubect| edit configmap grafana -n istio-system

For more information, see "Granting remote access to Kubernetes'.

2. Update the grafana.ini to configure SMTP, setting user to the altert account email id and the password to the app
password generated in your gmail account.

[ sntp]

enabled = true

host = sntp.gmail.com 465

user = yourenmai |l @mail.com

password = substitute_your_password
;cert _file=

;key file=

skip_verify = true

fromaddress = al ertgrafan@nail.com
fromnane = G afana

* EHLO identity in SMIP dial og (defaults to instance_nane)
;ehlo_identity = dashboard. exanpl e. com
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;start TLS policy = NoStartTLS
3. Refresh the grafana pod.

kubect| get pod -A grep -i grafana
kubect| del ete pod grafana-9bcb5d5c-w8r6¢c -n istio-system

4. Loginto Grafana, and click Alerting Contact points.

o~

Q

_|_

g
m [ m]

£  Alerting

@} ‘= Alert rules
1 Contact points
& Motification policies
B, Silences
& Groups
@ Admin

5. In Contact point type, select an alert receiver type.
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6. In Addresses, enter an email address, and then in Message, compose an email message body .
For example, enter an email message body test grafana email.

Q Alerting
Alert rules and notifications

= Alert rules 1 Contact points & Motification policies B Silences

Alertmanager
I% Grafana W

Update contact point

Mame *
grafana-default-email
Contact point type 5 Test
Email w
Addresses
Yo can enter multiple email addresses using a ") separatar
amit.mishra@cloudera.com
s
~  DOptional Email settings
Single emall
Send a single amail to all recipients
Messrge
Dptional message to include with the email. You can use template variables
test grafana email
o

«  Notification settings

Disable resolved message
Disable the resolve message [JK] that is sent when alerting state returns to false
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7. Click Test to verify that atest alert arrivesin your inbox.

Firing: 1 alert

m TestAlart

Value: [ metric="foo’ labels={instancesbar} value=10]

Summary: Motification test

Labels: = alertname: Testalart
s netance: Grafana

Silanca

Go to alerts page

8. Scroll up and in Name, enter the contact point name.
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9. Loginto Grafana, and click Alerting Notification policies.

r-

Q

+

oo
oo

&

Alerting

= Alert rules

1 Contact points

o Motification policies
B Sileces

& Groups

& Adrmin
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10. Click New specific policy.

Qz Alerting
Alert rules and notifications

= Alert rules %3 Contaci poiniz % Motification policles & Silences & Aleri groups @ Admin

Chanse Alertmanager

I5 Grafana -

Roat policy - defawit for all alerts

All alerts will go to the default contact point, unless you set additional matchers in the specific routing area.

Contact point gralana-delault-email
Group by
Timings Group wait: - | Group interval: - | Repeat interval, -

Specific routing

Send specific alerts 1o chosen contact points, bazed on matching criteria

You hawven't created any specific policies ¥

+ New specific policy
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11. In Contact Point, select the contact point to receive notification, and save the policy.
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Q Alerting

Alert rules and notifications

= Alert rules %1 Contact points &% Motification policies

Choose Alertmanager
5 Grafana -

Root policy - default for all alerts
All alerts will go to the default contact point, unless you set additional
Contact point grafana-defauli-email

Group by
Timings Group wait: - | Group interval: - | Repeat interval: -

Specific routing
Send specific alerts to chosen contact points, based on matching criterial

Matching labels

w  Matches all alert Instances

Matching labels

£y If no matchers are specified, this notification policy will handle all slert
+ Add matcher

Contact point
grafana-default-email

Contimpe matching subsequent sibling nodes
L

Override groupding
.

Override general timings
L ]

Muta thmings
Add mute timing to poley

' 5 W
LATOSE 56
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Creating alerts
After meeting prerequisites to set up aerts, you can create an aert for an existing dashboard.

Procedure

1. Click thetitle of the graph that you want to fire an aert, and select Edit.

Memory Utilization -

@ View v
100%
[& Edit e
75%
«s Share ps
50%
. @® Explore X |
25% . ... @© Inspect i >
0% (@ More... » T
00:00 04:00 i
—10,10.0.124 10.10.0 )
[ Remove pr
w10,10.0.36 == 10.10.0. )
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2. Inthe edit panel that appears, click Alert Create alert rule from this panel .

& Node Trends / Edit Panel
Table view @ Fi

Memory Utilization

100%
50% i } | B
e e —————— .
0% =

22:00 00:00 02:00 04:00 06:00 08:00 10
m= 10700724 == 70.10.0.153 == T0.710.0.224 == 70.10.0.252 == T0.10

= 10.10.1.70

B Query 1 &5 Transform 0 g Alert o

There are no alert rules linked to this panel.

£ Create alert rule from this panel

Createalert rule appears. The Rule nameis set to Memory Utilization.

& Crese alert rule
1 e type
Giraf mna managed sart - L

e ol il datd siioes of ity Wind

Tranglerm dais sith esprespone

Folm ~wrmw
ey Liaralion
Lirmip
taide Momp w=r By pETH Toun ow el peted e e pETe
1 | Tirma 1
Caaledn . Nl | il
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3. InCreatealert rule scroll down, and in Group, enter a meaningful name for the alert group, for example, test
alert..

Rule mame

Mernory Litilization

Group
Faldar Fules within the same group are evaluated after the sarme
Calasl & foldes 16 sbore your rule Tl .
nodes - test alert

2  Create a guery to be alerted on

4. InB, define aclassic condition to trigger the alert, for example when last() of A isabove 20.

- B {_expr
Opaerntion Classic condition
Condibions WHEN  |ast() - | OF | & = | IBABODVE = | 20 a8

5. InDefine alert conditions, select B for the expression that triggers the alert.

3  Dafine alert conditions

Condition
The query or expression that wil be alerted or
1] -
Evalumie
Fvaluatian inteival aaaling e aeary rule withis a graup 11 ean svararite the inmeraal ef an
edsting alert nde.
Evoluabe ewvary {f 1m fer (O | Bm

+ Configure no data and ermer handling

6. Click Preview derts, and then scroll up to the top right of Create alert rule, and click Save.

Reviewing alerts and notifications

59



Cloudera Data Warehouse Public Cloud

Monitoring resources with Grafana

Procedure

1. Loginto Grafana, and click Alerting Alert rules.

r

8 + O

b ®

Alerting

= Alertrules

] Contact points

s Motification policies
B Silences

£ Groups

& Admin
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2. InAlert rules, in the hive directory, click Firing to review the alert in the Ul.

e. Alerting
Alert rules and notifications

= Alertrules 1 Contact points &% Notification policies

Search by data source

All data source w
Search by label ) State
Q1 Search Firimg |

24 rules: 2 firing, 22 normal

Grafana
» [ hive
State Mame
% m for 24m HiveServer2 Memory - Max
« [ nodes
State Mame

b m for 26m TCP Connections
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49 Grafana

Firing: 1 alert

m"rp nnection

Value: [wvar="BD' metric="10.10.0.124' labels={instance_only=10.10.0.124}
value=13 ], [ var="B1' metric="10.10.0.153" labels={instance_only=10.10.0.153}
value=15], [ var="B2' metric="10.10.0.224' labels={instance_only=10.10.0.224}
value=15], [ var="B3' metric="10.10.0.252' labels={instance_only=10.10.0.252}
value=14 |, [ var="B4' metric="10.10.0.36' labels={instance_only=10.10.0.36}
value=15 |, [ var="BS' metric="10.10.0.65"' labels={instance_only=10.10.0.65}
value=14 ], [ var="B6' metrc="10.10.0.8' labelzs={instanca_only=10.10.0.8}
value=13 |, [ var="BT' metric="10.10.0.94' labels={instance_only=10.10.0.94}
value=14 |, [ var="B8' metric="10.10.1.10' labels={instance_only=10.10.1.10}
value=14 ]

Labels: = alertname: TCP Connections

Silenca Go to Dashboard Go to Panel Source

Go to alerts page

Forwarding Prometheus metrics from CDW to an endpoint

Y ou can configure Prometheus in CDW to push its metrics to an external endpoint, such as Prometheus, Grafana,
Thanos, or some other endpoint.

About this task
For information about other receivers, see Prometheus documentation: Compatible senders and receivers.

In this procedure you add a configuration snippet that triggers a Prometheus Remote Write. Prometheus then sends
HTTP POST requests to the Remote Write endpoint to forward your metrics.

Before you begin
CDW must run in an AWS or Azure environment.
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1. In Environments, locate your CDW environment.

2. .
Click * ,and select Edit Observability .

3. In Metrics Forwarding Configuration, add the config and authentication methods for your endpoint in YAML
format.
For example:

renote write:
- url: https://aps-workspaces. us-west - 2. anazonaws. conf wor kspaces/ ws- 3e8f
cedb-6727-4912- 82aa- f 05a8be25f e4/ api /vl/renote wite
si gv4:
regi on: us-west-2
nane: prometheus renote wite
queue_config:
max_sanpl es_per _send: 1000
max_shards: 200
capacity: 2500

4. Click Apply Changes.

This action updates the config map. The Prometheus pod restarts, so the new config takes effect.

As a Cloudera Data Warehouse (CDW) administrator, you can monitor Kubernetes resources in your CDW cluster.
On the K8S dashboard, you can view the state of the resources, such as CPU and memory usage, see the status of
pods, and download logs.

The dashboard can provide insights into the performance and health of a CDW cluster. From the dashboard, if
authorized, you can monitor the environments of any CDW cluster efficiently. Y ou do not need to copy/paste
kubeconfig files to switch to monitoring another environment, Monitoring the dashboard can help keep your cluster
running smoothly and efficiently.

By default, the dashboard is disabled. Y ou follow instructions in the next topic to activate and use the dashboard.
Using the dashboard incurs some cloud cost, and is designed to time out automatically after 4 hours to prevent
wasting resources. Cloudera recommends deactivating the dashboard when not in use to reduce cloud expenses.

CDW does not support using the Kubernetes dashboard in environments with interna |oad balancer (Enable internal
load balancer (ingress) option) on Azure, and with Private Load Balancer mode in AWS.

¢ You have an AWS or Azure environment in Cloudera Data Warehouse Public Cloud.
* You have activated your environment.
* You obtained the CDW Adminrole.

From your environment, you can flip a switch to activate, or deactivate the K8S dashboard. Y ou can then click alink
to view the K8S dashboard in your web browser.
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Y ou must meet the prerequisites listed in the previous topic.

1. Inthe Data Warehouse service, go to the Environments tab.
2. Locate the environment that you want to view.

Click ¢ Edit.
The Environment Details pageis displayed.
4. Toggle Activate Dashboard to on.

5. Wait for the K8S Dashboard Activated success message to appear.
A link to the K8S dashboard appears in your environment tile.

« Follow stepsin the next topic to familiarize yourself with the K8S dashboard.
» Deactivate the dashboard when not in use because an activated dashboard incurs a cost.

Y ou see how to view the dashboard and get ideas about the types of K8S metrics, charts, and other visualizations
that appear on the dashboard. Y ou might use the dashboard to keep your cluster running efficiently and troubleshoot
problems.

* You have met the prerequisites listed in Monitoring Kubernetes resources.
* You have activated the K8S dashboard.

1. Logintothe CDP web interface, navigate to Data Warehouse Overview , and select your environment.
Environment Details shows the K8S dashboard is activated.

In Environment Details, click Opent—.
@) Activate Dashboard L
The K8S dashboard appears.
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3. View the status of your containerized applications.
For example:

kubernetes Allnamespaces ~ Q  search + A O

= Workloads

Workloads N Workload Status :
Cron Jobs
Daemon Sets

Deployments

Succeeded: 3
Faled: 2
Running: 1
Jobs
Pods
Replica Sets
Replication Controllers .
Sucoeeded: \
Running: & Running: 20 L Running: 103

StatefulSets ~  Ruming8————————  Runnin
Service N Daemon Sets Deployments Jobs Pods
Ingresses
Services Failed: 2-
Config and Storage
Config Maps

Persistent Volume Claims

Secrets N \
Running: 10
Storage Classes Running; 21
Cluster Replica Sets Stateful Sets
Cluster Role Bindings

4. Click All Namespaces and select a specific Namespace.

kubernetes All namespaces -~

The workload status of the namespace, impala-167998, in this example appears.

kubernetes impala-167998... ~ Q, Ses

= Workloads

Workloads N Workload Status

Cron Jobs
Daemon Sets

Deployments

lnkhe ‘

5. Kubernetes dashboard features are available and documented on the kubernetes site.
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6. Todownload logs, click Pods.

kubernetes

Workloads

Cron Jobs

Daemon Sets

Deployments

Jobs

Pods

The dashboard of pods appears.
Pods

Name Mamespace Images
container-dev.repo.clou
dera.com/cloudera_thir
dparty/kubernetesui/da

kubernetes-dashboard- kubernetes- shboard:v2.5.1

@® 6422902b-75665ale- dashboard
B65BcSTETo-xgrid container-dev.repo.clou

dera.com/cloudera_thir
dparty/istio/proxyv2:1.1
5.1

Labels Mol

app kubernetes.io/comp
onent: kubernetes-dash
board

app.kubernetes.io/insta
nce: kubemetes-dashbo
ard-6422902b-75665a1
e

i1
2.6

app.kubernetes.io/mana
ged-by: Helm

Show all
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7. e
Click * ,and select Logs.
For example:
Pods = -
Man Mamespace Images Created T
containe
gera. corn
dparty/Ki
Kubermetes-gdashboand shboard: .
- s ] . i kubemetes- N 12 minutes .
B — - dashboard ago .
Abolco S8/ /c-Rgria contamne
Qera.com
dparty/is i
5!:'1 y Logs
Exec
contame
dera.con Edit
dparty/b
® 3 Asnboa ubemeies- 13 pelete
1 St dashboard aqgi
containe i
fEra. SO
L ogs appear.
Logs from kubernetes-da.. =~ in kubernetes-da.. ~ 4+ :
2023/03/28 07:40:24 Getting list of all jobs in the cluster
2023/03/28 07:40:24 [2023-03-28T07:40:24Z] Outcoming response to 12
2023/03/28 07:40:24 [2023=03=28T07:40:242] Incoming HTTP/1l.1 GET /a
(MISSING)itemsPerPage=10kpage=1l&sortBy=d,creationTimestamp reguest
2023/03/28 07:40:24 Getting list of all deployments in the cluster
2023/03/28 07:40:24 [2023-03-28T07:40:242) Incoming HTTP/1.1 GET fapom 127.0.0.1:
2023/03/28 07:40:24 Getting list of all cron jobs in the cluster
2023/03/28 07:40:24 [2023-03-28T07:40:24Z) Incoming HTTP/1.1 GET /fajl27.0.0.1:
2023/03/728 07:40:24 Getting list of all pods in the cluster
WO0328 07:40:24.827364 1 warnings.go:70) batch/vlbetal CronJob
8.

i

Click Download logs
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Y ou can forward logs from environments activated in Cloudera Data Warehouse (CDW) to observability and
monitoring systems such as Datadog, New Relic, or Splunk. Y ou learn how to configure a CDW environment for
these systems.

After configuring log forwarding as described in this task, logs flow from CDW to your system automatically. You
enjoy the convenience of sorting, searching, and viewing logs on your own system instead of grepping logs from
diagnostic bundles on S3 or ABFS. In addition to configuring the log forwarding, you configure removal of debug
logs and text strings from the logs. Y ou can configure log forwarding to one of the following observability systems:
« Datadog — https://github.com/DataDog/fluent-plugin-datadog

« Honeycomb.io — https://docs.honeycomb.io/getting-data-in/l ogs/l og-collectors/fluentd/

* New Relic — https://github.com/newrelic/newrelic-fluentd-output

»  Splunk — https://github.com/splunk/fluent-plugin-splunk-hec (covers both Splunk-HEC and Splunk-SCS)

Y ou cregte the log forwarding configuration in valid fluentd format. The configuration isinserted into alarger

fluentd configuration. All fluentd events are copied and relabeled with the new label @cloudera_cdw. Y our custom
configuration is then inserted between <label> tags:

<l abel @l oudera_cdw>
customer config goes here
</ | abel >

Y ou can use any of the built-in fluentd filter, formatter, parser, or output plugins to build the custom config.

» Before configuring log forwarding you must activate an AWS environment or activate an Azure environment in
CDW.

* You must be familiar with fluentd and accept the responsibility of configuring log forwarding to your
observability systems.

1. Inthe Data Warehouse service, go to the Environments tab.

Locate your environment, and click ¢ Edit Observahility .

3. Decide how you want to create the fluentd config.

e Write your own fluentd config from the ground up.
¢ Use aCloudera-provided snippet as atemplate to write your fluentd config.
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4. .
In Log Forwarding Configuration, click *

Logs Forwarding Configuration:

1]
Configuration Snippets
Datadog
Honeycomb.io
New Relic

Splunk (HEC)
Splunk (SCS)

Remove Debug Logs
Grep Exclude

5. Select one of the systems, such as Datadog, to configure.
A fluentd snippet appears. For example, the Datadog snippet appears:

Logs Forwarding Configuration:
p

<match ">

@type data

api_key ﬂﬁﬁﬁm

dd_source 'cdp’

dd_sourcecaleaary cdplogs’

<puffer>
@type memory
flush_thread_count 4
flush_interval 3s
chunk_limit_size 5m
chunk_limit_records 500

</buffer>
</match>
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6. Replace the snippet with the fluentd config you wrote from the ground up, or customize the provided snippet.
For example, to customize the provided snippet replace the placeholder {{ APl Key}} with the actual key.

Logs Forwarding Configuration:

<match "*>
@type datadog
apl_key 5674465

i

dd_source '¢dp
dd..sourcecalegory 'cdplogs’
<buffer>
@type memaory
flush_thread count 4
flush_interval 3s
chunk_limit_size 5m
chunk_limit_records 500
</buffer>
</match>
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7. (Optional) If debug level log messages are not designed, add a fluentd filter to remove them: In the environment,

click * , and select Remove Debug Logs.
The fluentd snippet appears for removing debug logs. For example:

Logs Forwarding Configuration:

-
<filter **>
@type grep
<exclude>
key log
pattern /debug/
</exclude
<ffilter>

<maitch ">
@type datadog
api_key 5674465

dd_source 'cdp'
ad.sourcecalagarny caplogs
<buffer>
@type memory
flush_thread_count 4
flush_interval 3s
chunk_limit_size 5m
chunk_limit_records 500
</buffer>
</match>

No user customization is necessary to remove debug logs.
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8. (Optional) If certain log messages do not provide value for you, remove them with a fluentd grep exclude filter:

In the environment, click * , select Grep Exclude, and replace {{ PATTERN}} with the grep expression that
matches the phrase you want to exclude.

Logs Forwarding Configuration:

#

<filter **>
@type grep
<exclude>
key log
pattern /debug/
<fexclude>
<filter>
filter **>
@type grep
<gxclude>
key log
pattern /ldontshowuny
</exclude>
<filter>

<maitch **>

@type datadoq
api_key 5674465 I

dd_source '¢dp’
ﬂﬂﬂﬁﬁufﬂﬁcﬂlﬁﬂﬂm cdnlogs'
<buffer>
@type memaory
flush_thread_count 4

flush interval 3s
L chiinl limit ciro Sm

For more information about using Grep Exclude, see https://docs.fluentd.org/filter/grep.
9. If you use aproxy server for outbound traffic, provide the proxy server's CA certificates PEM bundle as described
in the next task.
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10. Click Apply Changes.
CDW tests the log forwarding configuration and proxy CA certificates bundle, and saves the configuration if both
arevalid. Aninvalid log forwarding config error message appears in the event of a configuration problem. For
example:

RuntimeErr with ErrCode=1042 (cause JVEE R {TE G T vEeyiils| ) [request-id; edws-intemal-edccB8235)

If your configuration isvalid, CDW initiates arestart of fluentd to apply the updated config. Y ou see the
following indicators of success:

* The environment Running indicator changes, blinks Updating, and then once again says Running.

* You seelogs appearing in your observability system.

Many factors affect how long it takes for forwarding to begin, but generally, the bigger your CDW
environment, the longer it takes.

If you use a TL Sterminating proxy server to inspect outbound internet traffic, you need to provide the proxy server's
CA certificates bundle in PEM bundle format when you configure log forwarding.

Y ou learn how to use the Observability tab in CDW Environment Details to configure the Proxy CA Certificates
(PEM Bundle) field.

Before you apply the proxy CA certificate to a configuration of log forwarding, you must provide a configuration in
the Logs Forwarding Configuration section of the Observability tab.

1. Inthe Data Warehouse service, go to the Environments tab.

Locate your environment and click *  Edit Observability .
Environment detailsinclude a Ul for configuring log forwarding.

BSERVABILIT

Logs Forwarding Configuration: Proy CA Certiicates (PEM Bundie)

3. Obtain and copy your proxy server's CA certificates PEM bundle.
4. InProxy CA Certificates (PEM Bundle), paste the copy of the PEM bundle.
5. Click Apply Changes.

If the certificate and log forwarding configuration are valid, log forwarding begins. If the certificates are invalid,
an error message occurs.

nvalid proxy CA certificates bundle [request-id: edws-internal-ad82cii3

The log forwarding configuration and certificates are not saved.
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