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AWS requirements for Cloudera DataFlow

As the administrator for your AWS environment, ensure that the environment meets the requirements for Cloudera
Public Cloud and Cloudera DataFlow. Then set up your AWS cloud credential and register the environment.

Follow the steps to ensure that your AWS environment meets the Cloudera and Cloudera DataFlow requirements:

Understand your AWS account requirements for Cloudera

• Review the Cloudera AWS account requirements. The link is in the Related information section below.
• Verify that your AWS account for Cloudera has the required resources.
• Verify that you have the permissions to manage these resources.

Understand the Cloudera DataFlow requirements

• Verify that the following services are available in your environment for Cloudera DataFlow to use:

• Network – Amazon VPC
• Compute – Amazon Elastic Kubernetes Service (EKS)
• Load Balancing – Amazon ELB Classic Load Balancer
• Persistent Instance Storage – Amazon Elastic Block Store (EBS)
• Database – Amazon Relational Database Service (RDS)

• Determine your networking option:

• Use your own VPC
• Allow Cloudera to create a VPC

To understand each option, see: Cloudera DataFlow Networking. The link is in the Related information section
below.

• Regions:

• Select a Cloudera Public Cloud-supported region that also includes the AWS Elastic Kubernetes Service
(EKS).

For more information, see: Cloudera Supported AWS regions and the Region Table in AWS Regional Services.
The links are in the Related information section below.

• Ports and outbound network access:

• Review the port requirements for the Cloudera default security group. See: Cloudera Management Console -
Security groups. The link is in the Related information section below.

• Configure ports for NiFi to access your source and destination systems in the data flow.
• If you are using a firewall or a security group setting to prevent egress from the workspace, you must ensure

that the outbound destinations required by Cloudera DataFlow are reachable. For more information, see
Outbound network access destinations for AWS. The link is in the Related information section below.

• If the egress is blocked to these URLs, then autoscaling fails to pull new images and the instances will have
broken pods.

Follow the recommended and minimum required security group settings by AWS. For more information, see
Amazon EKS security group considerations. The link is in the Related information section below.

Set up an AWS Cloud credential

Create a role-based AWS credential that allows Cloudera Public Cloud to authenticate with your AWS account and
has authorization to provision AWS resources on your behalf. Role-based authentication uses an IAM role with an
attached IAM policy that has the minimum permissions required to use Cloudera.
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To set up an AWS Cloud credential, see Creating a role based provisioning credential for AWS. The link is in the
Related information section below.

After you have created this IAM policy, register it in Cloudera as a cloud credential. Reference this credential when
you register an AWS environment in Cloudera environment as described in the next step.

Register an AWS environment in Cloudera Public Cloud

A Cloudera user must have the PowerUser role in order to register an environment. An environment determines the
specific cloud provider region and virtual network in which resources can be provisioned, and includes the credential
that should be used to access the cloud provider account.

To register an AWS environment in Cloudera Public Cloud, see Cloudera AWS Environments.

Related Concepts
Cloudera DataFlow networking in AWS

Related Information
Cloudera Public Cloud

Cloudera Public Cloud supported AWS regions

AWS Regional Services

Cloudera Management Console

Amazon EKS security group considerations

Creating a role based provisioning credential for AWS

Cloudera Public Cloud

Outbound network access destinations for AWS

Cloudera DataFlow networking in AWS

Cloudera DataFlow supports different networking options depending on how you have set up your VPC and subnets.
If you want Cloudera DataFlow to use specific subnets, make sure that you specify them when registering a Cloudera
environment.

If you specified a mix of public and private subnets during environment registration, Cloudera DataFlow by default
will provision the Kubernetes nodes in the private subnets. For Cloudera DataFlow to work, the private subnets
require outbound internet access. This can be achieved by configuring NAT gateways in separate public subnets
and making sure that outbound internet traffic is routed via the NAT gateway. The VPC you are using must have
an Internet Gateway set up which ultimately provides internet access to the public subnets. Following this approach
allows the Cloudera DataFlow services running on Kubernetes nodes in your private network to connect to the
internet while also preventing inbound connections from the internet.

You can configure Cloudera DataFlow to either use a private or public load balancer to allow users to connect to flow
deployments. Using a private load balancer is possible when your Cloudera environment contains at least two private
subnets. When you are using a private load balancer, you need to ensure connectivity between the client network from
where your users are initiating connections and the private subnets in your VPC. This is typically done by setting up
VPN access between the private subnets in AWS and the corporate network.

If you want to allow users to connect to flow deployments from the internet you can use the public load balancer
option. This option will provision public load balancers in public subnets allowing your users to connect to flow
deployments without the need to set up VPN connectivity between the private subnets and your corporate network.

Important:  Cloudera recommends that you either use a fully private deployment in private subnets with
private load balancers or a mix of private subnets with a public load balancer. Cloudera does not recommend
provisioning Cloudera DataFlow in public subnets.

The image below represents a fully private deployment where Kubernetes nodes and load balancers are deployed in
the private subnets.
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Use your own VPC
If you choose to use your own VPC, verify that it meets the minimum requirements and review Cloudera's
recommended setup.

VPCs can be created and managed from the VPC console on AWS. For instructions on how to create a new VPC on
AWS, refer to Create and configure your VPC in the AWS documentation.

Verify that your VPC meets the following requirements and recommendations:
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Minimum requirements

• Cloudera DataFlow requires at least two subnets, each in a different Availability Zone (AZ). If you require a
public endpoint for Cloudera DataFlow, provision at least one public subnet.

• Ensure that the CIDR block for the subnets is sized appropriately for each Cloudera DataFlow environment. You
must have enough IPs to accommodate:

• The maximum number of autoscaling compute instances.
• A fixed overhead of 48 IP addresses for three instances for core Cloudera DataFlow services.

• You must enable DNS for the VPC.

Cloudera's recommended setup

• Provision two subnets, each in a different Availability Zone (AZ).

• If you do not require a public endpoint, use two private subnets.
• If you require a public endpoint, use one private subnet and one public subnet.

• Private subnets should have routable IPs over your internal VPN. If IPs are not routable, private Cloudera
DataFlow endpoints must be accessed via a SOCKS. This is not recommended.

• Tag the VPC and the subnets as shared so that Kubernetes can find them. Also, for load balancers to be able to
choose the subnets correctly, you must tag either the private or public subnets.

A tag in AWS consists of a key and a value.

• To tag private subnets, enter kubernetes.io/role/internal-elb for the key and 1 for the value.

• To tag public subnets, enter kubernetes.io/role/elb for the key and 1 for the value.

Note:  The load balancer must be on a public subnet for access to Cloudera DataFlow. By default, if they are
available, Cloudera DataFlow will configure the EKS to run on private subnets.

Related Information
VPC Console on AWS

Create and configure your VPC

Allow Cloudera to create a VPC
You can choose to create a VPC through Cloudera.

If you choose to create a VPC through Cloudera, three subnets will be automatically created.
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You will be asked to specify a valid CIDR in IPv4 range that will be used to define the range of private IPs for EC2
instances provisioned into these subnets.

For more information, see the AWS documentation Amazon EKS - Cluster VPC Considerations and Creating a VPC
for your Amazon EKS Cluster. The links are in the Related information section below.

Related Information
Amazon EKS - Cluster VPC Considerations

Creating a VPC for your Amazon EKS Cluster

Limitations on AWS

Review the default AWS service limits and your current AWS account limits.

By default, AWS imposes certain default limits for AWS services for each user account. Make sure you review your
account's current usage status and resource limits before you start provisioning additional resources for Cloudera and
Cloudera DataFlow.

For example, depending on your AWS account, you may only be allowed to provision a certain number of EC2
instances. Be sure to review your AWS service limits before your proceed.

For more information, see the AWS documentation: AWS Service Limits and Amazon EC2 Resource Limits.

Cloudera DataFlow environments have the following resource limits on AWS:

• Certificate creation (for TLS) uses LetsEncrypt which is limited to 2000 certs/week. As such, a single tenant in
Cloudera can create a maximum of 2000 flows per week.

Related Information
AWS Service Limits

Amazon EC2 Resource Limits

ENI Max Pods

AWS restricted policies

Customers with strict security policies beyond what the default Cloudera cross-account policy permits can enable
Cloudera DataFlow for a Cloudera Public Cloud environment with more restricted IAM policies.

For information on setting up the required IAM roles and policies, see Setting up Compute Cluster IAM permissions.

Using Customer Managed Keys with Cloudera DataFlow

By default, Cloudera DataFlow uses your account level KMS key for EBS storage encryption. You can optionally
secure your data with a custom KMS key.

You have two options to implement Customer Managed Keys (CMKs):

• define a new default KMS key for EBS encryption on AWS account level
• define a key on Cloudera DataFlow environment level

Define a new default KMS key for AWS account level EBS encryption
When you define a new account level default key in AWS, you need to add policies to your key definition that allow
for storage provisioning and fulfilling scaling requests.
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About this task

Important:  Defining a new default key affects all EBS storage encryption within your account.

Procedure

1. Create a custom encryption key on the AWS Management Console.

The key policy section of the new key must contain additional permissions. Add the three required permission
blocks in the example below.

Replace [***YOUR ACCOUNT ID***] and [***YOUR ACCOUNT REGION***] with your AWS account ID
and with the AWS region where you want to deploy Cloudera DataFlow, respectively.

       {
            "Sid": "AllowAutoscalingServiceLinkedRoleForAttachmentOfPer
sistentResources",
            "Effect": "Allow",
            "Principal": {
                "AWS": "arn:aws:iam::[***YOUR ACCOUNT ID***]:role/aws-se
rvice-role/autoscaling.amazonaws.com/AWSServiceRoleForAutoScaling"
            },
            "Action": "kms:CreateGrant",
            "Resource": "*",
            "Condition": {
                "Bool": {
                    "kms:GrantIsForAWSResource": "true"
                }
            }
        },
        {
            "Sid": "AllowAutoscalingServiceLinkedRoleUseOfTheCMK",
            "Effect": "Allow",
            "Principal": {
                "AWS": "arn:aws:iam::[***YOUR ACCOUNT ID***]:role/aws-se
rvice-role/autoscaling.amazonaws.com/AWSServiceRoleForAutoScaling"
            },
            "Action": [
                "kms:Encrypt",
                "kms:Decrypt",
                "kms:ReEncrypt*",
                "kms:GenerateDataKey*",
                "kms:DescribeKey"
            ],
            "Resource": "*"
        },
        {
            "Sid": "Allow EKS access to EBS.",
            "Effect": "Allow",
            "Principal": {
                "AWS": "*"
            },
            "Action": [
                "kms:CreateGrant",
                "kms:Encrypt",
                "kms:Decrypt",
                "kms:ReEncrypt*",
                "kms:GenerateDataKey*",
                "kms:DescribeKey"
           ],
           "Resource": "*",
           "Condition": {
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               "StringEquals": {
                   "kms:CallerAccount": "[***YOUR ACCOUNT ID***]",
                   "kms:viaService": "ec2.[***YOUR ACCOUNT REGION***].ama
zonaws.com"
               }
           }
        }

Important:  If you fail to add these permissions, you will encounter failures when enabling Cloudera
DataFlow since it will be unable to provision the necessary encrypted storage using the custom key.

2. Set the newly created key as the default KMS key for EBS encryption.

For more information, see Default KMS key for EBS encryption.

3. If you are also use restricted IAM policies with Cloudera, make sure you provide the KMS CMK for volume
encryption when you  Create the restricted policies and attach them to the cross-account role .

Define a new default KMS key for Cloudera environment level EBS
encryption

When you define a custom KMS key at the Cloudera environment level, you need to add policies to your key
definition that allow for storage provisioning and fulfilling scaling requests.

Procedure

1. Create a custom encryption key on the AWS Management Console.

The key policy section of the new key must contain additional permissions. Add the three required permission
blocks in the example below.

Replace [***YOUR ACCOUNT ID***] and [***YOUR ACCOUNT REGION***] with your AWS account ID
and with the AWS region where you want to deploy Cloudera DataFlow, respectively.

       {
            "Sid": "AllowAutoscalingServiceLinkedRoleForAttachmentOfPer
sistentResources",
            "Effect": "Allow",
            "Principal": {
                "AWS": "arn:aws:iam::[***YOUR ACCOUNT ID***]:role/aws-se
rvice-role/autoscaling.amazonaws.com/AWSServiceRoleForAutoScaling"
            },
            "Action": "kms:CreateGrant",
            "Resource": "*",
            "Condition": {
                "Bool": {
                    "kms:GrantIsForAWSResource": "true"
                }
            }
        },
        {
            "Sid": "AllowAutoscalingServiceLinkedRoleUseOfTheCMK",
            "Effect": "Allow",
            "Principal": {
                "AWS": "arn:aws:iam::[***YOUR ACCOUNT ID***]:role/aws-se
rvice-role/autoscaling.amazonaws.com/AWSServiceRoleForAutoScaling"
            },
            "Action": [
                "kms:Encrypt",
                "kms:Decrypt",
                "kms:ReEncrypt*",
                "kms:GenerateDataKey*",
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                "kms:DescribeKey"
            ],
            "Resource": "*"
        },
        {
            "Sid": "Allow EKS access to EBS.",
            "Effect": "Allow",
            "Principal": {
                "AWS": "*"
            },
            "Action": [
                "kms:CreateGrant",
                "kms:Encrypt",
                "kms:Decrypt",
                "kms:ReEncrypt*",
                "kms:GenerateDataKey*",
                "kms:DescribeKey"
           ],
           "Resource": "*",
           "Condition": {
               "StringEquals": {
                   "kms:CallerAccount": "[***YOUR ACCOUNT ID***]",
                   "kms:viaService": "ec2.[***YOUR ACCOUNT REGION***].ama
zonaws.com"
               }
           }
        }

Important:  If you fail to add these permissions, you will encounter failures when enabling Cloudera
DataFlow since it will be unable to provision the necessary encrypted storage using the custom key.

2. When registering your Cloudera environment, follow these steps on the Region, Networking and Security page to
assign the custom key:

a. Under Customer-Managed Keys, click Enable Customer-Managed Keys.
b. Select the CMK you want to enable for this environment from the Select Encryption Key drop-down list.

For more information on registering a Cloudera environment, see Register an AWS environment from Cloudera
UI.

3. If you are also using restricted IAM policies with Cloudera, make sure you provide the KMS CMK for volume
encryption when you  Create the restricted policies and attach them to the cross-account role .
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