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Machine Learning AWS Account Prerequisites for Cloudera Machine Learning
Workspaces

To successfully provision an Cloudera Machine Learning Workspace, there are many prerequisites that you must
ensure are met. Carefully go through this section step by step.

1. Review the AWS Account Prerequisites for Cloudera

Verify that the AWS account that you would like to use for Cloudera has the required resources and that you have
the permissions required to manage these resources.

Instructions; AWS Account Requirements
2. Review the Cloudera Machine L earning-Specific AWS Resource Requirements

Provisioning an Cloudera Machine Learning Workspace will require access to the following AWS resources.
Make sure your AWS account has access to these resources.

e AWS Services used by Cloudera Machine Learning

Compute - Amazon Elastic Kubernetes Service (EKS)

Load Balancing - Amazon Network Load Balancer (NLB)

Key Management - AWS Key Management Service (KMS)

DNS - Amazon Route 53, hosted by Cloudera

Persistent Storage - Amazon Elastic Block Store (EBS)

Project File Storage - Amazon Elastic File System (EFS) for project file storage

Command Line Interface - AWS Command Line Interface (CL1I).

. Security Token Service - AWS Security Token Service (STS)

. VPC Requirements - Y ou can either use an existing VPC or allow Clouderato create one for you.

S@ "o a0 o

e Option 1. Using your own VPC
« Recommended requirements: Divide the address space according to the following recommended sizes:

e 3x/19 private subnets. Each subnet should be created in a separate Availability Zone for the EKS
worker nodes.

e 3x/24 public subnets. These should also be created in three separate Availability Zones, using the
same zones as the private subnets.

« Ensurethe CIDR block for the subnetsis sized appropriately.

¢ You must enable Amazon DNS with the VPC. Corporate DNS is not supported. For guidelines on
how verify your DNS settings, refer to sections 1-3 in AWS environment requirements checklist for
the Data Warehouse service.

E Note: Thereisno way to increase the subnet size without recreating the environment and VPC.

Private subnets should have routable | Ps over your internal VPN. If IPs are not routable, private
Cloudera Machine Learning endpoints will need to be accessed viaa SOCKS proxy. Cloudera
recommends creating routable | Ps by setting up VPN connections between networks, and not using any
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public load balancers. If afully-private network configuration is not feasible, use of a SOCKS proxy to
access Cloudera Machine Learning is possible, but is not recommended.

Tag the VPC and the subnets as shared so that Kubernetes can find them. For load balancersto be able
to choose the subnets correctly, you are also required to tag private subnets with the kubernetes.io/role/i
nternal-elb:1 tag, and public subnets with the kubernetes.io/role/elb:1 tag.

e Option 2. Cloudera creates anew VPC

If you choose to allow Cloudera to create a new VPC, three subnets will be created automatically. One
subnet is created for each availability zone assuming three AZs per region; If aregion hastwo AZs instead
of three, then still three subnets are created, two in the same AZ.

Y ou will be asked to specify avalid CIDR in IPv4 range that will be used to define the range of private |Ps
for EC2 instances provisioned into these subnets.

« Related AWS documentation: Amazon EKS - Cluster VPC Considerations, Creating a VPC for your
Amazon EKS Cluster

» Ports Requirements
HTTPS access to Cloudera Machine Learning Workspaces is available over port 443 for the following cases:

« internal only - should be accessible from your organization's network, but not the public internet

« internet facing - should be accessible from the public internet as well as your internal organization's
network

Thisisin addition to the ports requirements noted here for Cloudera's default security group: Management
Console - Security groups.

» Firewall requirements

Installations must comply with firewall requirements set by cloud providers at all times. Ensure that ports
required by the provider are not closed. For example, Kubernetes services have requirements documented in
Amazon EKS security group considerations.

Also, for information on repositories that must be accessible to set up workspaces, see Outbound network
access destinations for AWS

3. Review the default AWS service limits and your current AWS account limits

By default, AWS imposes certain default limits for AWS services, per-user account. Make sure you review your
account's current usage status and resource limits before you start provisioning additional resources for Cloudera
and Cloudera Machine Learning.

For example, depending on your AWS account, you might only be allowed to provision a certain number of CPU
instances, or you might not have default accessto GPU instances at al. Make sureto review your AWS service
limits before your proceed.

Related AWS documentation: AWS Service Limits, Amazon EC2 Resource Limits.
4. Review supported AWS regions

Cloudera supports the following AWS regions. Supported AWS regions. However, the Cloudera Machine
Learning service requires AWS Elastic Kubernetes Service (EKS). Make sure you select aregion that includes
EKS.

Related AWS documentation: Region Table (AWS Documentation).
5. Set up an AWS Cloud Credential

Create arole-based AWS credential that allows Cloudera to authenticate with your AWS account and has
authorization to provision AWS resources on your behalf. Role-based authentication uses an |AM role with an
attached |AM policy that has the minimum permissions required to use Cloudera.

Once you have created this|AM policy, register it in Cloudera as a cloud credential. Then, reference this
credential when you are registering the environment in the next step.

Instructions: Introduction to the role-based provisioning credential for AWS



https://docs.aws.amazon.com/eks/latest/userguide/network_reqs.html
https://docs.aws.amazon.com/eks/latest/userguide/create-public-private-vpc.html
https://docs.aws.amazon.com/eks/latest/userguide/create-public-private-vpc.html
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-aws/topics/mc-default-security-groups.html
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-aws/topics/mc-default-security-groups.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-aws/topics/mc-aws-req-region.html#mc-aws-req-region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.cloudera.com/management-console/cloud/credentials-aws/topics/mc-create-cloudbreak-credential-aws.html

Machine Learning Limitations on AWS

6. Register an AWS Environment

A Cloudera User with the role of Power User must register an environment for their organization. An environment
determines the specific cloud provider region and virtual network in which resources can be provisioned, and
includes the credential that should be used to access the cloud provider account.

Instructions: Register an AWS Environment
7. Ensure private subnets have outbound internet connectivity

Also, ensure that your private subnets have outbound internet connectivity. Check the route tables of private
subnets to verify the internet routing. Worker nodes must be able to download Docker images for Kubernetes,
billing and metering information, and to perform APl server registration.

8. Ensure the Amazon Security Token Service (STS) is activated

To successfully activate an environment in the Data Warehouse service, you must ensure the Amazon STSis
activated in your AWS VPC:

a. Inthe AWS Management Console home page, select IAM under Security, Identity, & Compliance.
b. Intheldentity and Access Management (IAM) dashboard, select Account settings in the left navigation menu.
¢. On the Account settings page, scroll down to the section for Security Token Service (STYS).
d. Inthe Endpoints section, locate the region in which your environment is located and make sure that the STS
service is activated.
9. ClouderaMachine Learning Role Requirements

There are two Cloudera user roles associated with the Cloudera Machine Learning service: MLAdmin and
MLUser. Any Cloudera user with the EnvironmentAdmin (or higher) access level must assign these roles to users
who require access to the Cloudera Machine Learning service within their environment.

Furthermore, if you want to allow usersto log in to provisioned workspaces and run workloads on them, this will
need to be configured separately.

Instructions: Configuring User Access to Cloudera Machine Learning Workspaces

Amazon EK S security group considerations
Outbound network access destinations for AWS

This section lists some resource limits that Cloudera Machine Learning and AWS impose on workloads running in
Cloudera Machine Learning Workspaces.

e Certificate creation (for TLS) uses LetsEncrypt which islimited to 2000 certs/week. As such asingle tenant in
Cloudera can create a maximum of 2000 Cloudera Machine Learning Workspaces per week.

» Cloudera Machine Learning imposes alimit (50) on the number of pods a user can create at any point within a
specific workspace. Thislimit is not configurable.

» Cloudera Machine Learning allows you to provision a maximum of 100 compute nodes per Cloudera Machine
Learning Workspace. This does not include any additional infrastructure nodes Cloudera Machine Learning might
need to provision to run the service.

e Amazon EKS imposes alimit on the number of pods you can run simultaneously on anode. This limit varies
depending on your instance type. For details, see ENI Max Pods.

¢ ClouderaMachine Learning creates one Amazon Elastic File System per workspace. The number of Elastic
File Systemsin aregionislimited to 1000 per account. Therefore, the number of Cloudera Machine Learning
Workspacesin aregionislimited to 1000 at any given time for a given account.

Supported AWS regions
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Machine Learning Network Planning for Cloudera Machine Learning on AWS

Before attempting to deploy your AWS virtual network and set up your AWS Environment and Cloudera Machine
L earning Workspaces, you should plan the network.

Setting up Cloudera Machine Learning for AWS is comprehensively covered in the Getting Started guide. See AWS
account requirements for more information.

AWS account requirements

AWSIAM write permissions are used by the Cloudera Machine Learning compute infrastructure to create and delete
roles and instance profiles.

Some customers may not be willing to provide IAM write permissions in the role' s policy. Instead, customers can
set up static pre-created roles and instance profiles defined and used by the Cloudera Machine L earning compute
infrastructure to provision clusters.

Note:
E * The compute infrastructure is only able to use the pre-created roles and instance profile if the entitlement
LIFTIE_USE_PRECREATED_IAM_RESOURCES is set for the tenant in use.

e The pre-created roles and instance profiles should continue to exist for the lifetime of the cluster.
The two main tasks are:

1. Createroles and an instance profile.
2. Createrestricted IAM policies for use by the compute infrastructure.

After these two tasks are completed, you can create the cross-account credential, if needed.

See the following topics for the procedures for creating the roles and policies.

This step describes the roles and instance profiles that you create and attach to EKS master and worker instances
at runtime. This step is needed in customer environments where write permissions are not provided to Cloudera
Machine Learning. The roles created here are used exclusively within the customer's account.

Use the following CloudFormation template to create:

* |AM role called cdp-eks-master-role
* |AM role and Instance Profile pair called cdp-liftie-instance-profile
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Machine Learning AWSIAM restricted roles and policies for compute and Cloudera
Machine Learning

1. Toapply the template, you need to provide values for the following parametersin the AWS console
CloudFormation wizard:

« Stack Name: Provide an appropriate name. (Example : compute-precreated-rol es-and-instanceprofil €)

« TelemetryL oggingBucket: Name of the log bucket (just the name, not s3://) (Example : compute-logging-buck
et)

« TelemetryLoggingEnabled: Set it to true

« TelemetryLoggingRootDir: Keep the default value (which is cluster-logs)

* TelemetryKM SKeyARN: If the telemetry bucket is encrypted, give the KMS Key ARN. Default valueis null.

CloudFormation Stacks Create stack

Step 1 Specify stack details

Specify template

Step 2 Stack name
Specify stack details

Stack name
Step 3

Configure stack options compute-precreated-roles-and-instanceprofile

Stack name can include letters [A-Z and a-2), numbers (0-3), and dashes (-).

Step 4
Review
Parameters

Parameters are defined in your template and allow you to input custem values when you create or update a stack.

CsiEnabled
If €51 is enabled

false
TelemetryKmsKeyARN
KMS Key ARN For Telemetry logging bucket.

arn:aws:kms:us-west-2:112233445566:key/ 112233445566

TelemetryLoggingBucket
Telemetry logging bucket where Liftie logs will be stored.

compute-logging-bucket
TelemetryLoggingEnabled
Telemetry logging is enabled
true
TelemetryLoggingRootDir
Telemetry logging root directory inside telemetry logging bucket used for storing logs.

cluster-logs

2. Onthelast page of the wizard, select the checkbox to allow creation of IAM resources with special names. If not
selected, CloudFormation prepends the provided name with random prefixes to ensure uniqueness.

Capabilities

® The following resource(s) require capabilities: [AWS::IAM::Role]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your AWS
account. Learn more [4

I acknowledge that AWS CloudFormation might create IAM resources with custom names.

Cancel Previous ‘ l Create change set ‘ m

The result of this procedure resembles the following:
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¥ % Delete Update Stack actions ¥ Create stack W
compute-precreated-roles-and-instanceprofile
Stack info Events Qutputs Parameters Template Change sets
Resources (3)
C
ol @
Logical ID A Physical ID Type Status Status reason
AWSS. RoleForA
erviceRoletorimaza p-eks-master-role [ AWS:IAM::Role @ ; _
nEKS CREATE_COMPLETE
AWS:IAM::Inst P
ModelnstanceProfile cdp-liftie-instance-profile _ fstance @ -
rofile CREATE_COMPLETE
I nstance-profile
R cIAM:R
MNodelnstanceRole e AWS::I ole CREATE COMPLETE

Use the following CloudFormation template for this process.

CloudFormation Template (format: YAML)

AWETenpl at eFor nat Ver si on: 2010- 09- 09
Description: Creates Liftie | AMresources
Par anet er s:
Tel emet ryLoggi ngEnabl ed:
Description: Telenmetry |ogging is enabl ed
Type: String
Tel enmet ryLoggi ngBucket :
Description: Telenetry |oggi ng bucket where Liftie logs will be stored.
Type: String
Tel emet r yKims Key ARN
Descri ption: KMS Key ARN For Tel emetry | oggi ng bucket.
Type: String
Default: ""
Tel enmet ryLoggi ngRoot Di r:
Description: Telenetry |ogging root directory inside telenetry |ogging
bucket used for storing |ogs.
Default: "cluster-|ogs"
Type: String
Condi ti ons:
Tel enmet ryLoggi ngEnabl ed:
Fn: : Equal s:
- {Ref: Tel enetrylLoggi ngEnabl ed}
- true
KVSKey ARNFor Tel enet ryLoggi ngBucket | sEnpty: !'Not [!Equals [!Ref Telenetry
KnsKeyARN, ""]]
Resour ces
AWESer vi ceRol eFor AmazonEKS
Type: AWS: : | AM: Rol e
Properties:
AssumeRol ePol i cyDocunent :
Version: 2012-10-17

St at enent .
- Effect: Alow
Pri nci pal :
Servi ce:
- eks. amazonaws. com
Acti on:

- sts: AssuneRol e
ManagedPol i cyAr ns:
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- arn:aws:iam:aws: policy/ AmazonEKSSer vi cePol i cy
- arn:aws:iam:aws: policy/ AmazonEKSC ust er Pol i cy
Rol eName: cdp-eks-naster-rol e
Nodel nst anceRol e:
Type: AWS: : | AM: Rol e
Properties:
AssumeRol ePol i cyDocumnent :
Version: 2012-10-17

St at enent :
- Effect: Alow
Pri nci pal :
Ser vi ce:
- ec2.amzonaws. com
Acti on:

- sts: AssuneRol e
Path: "/"
ManagedPol i cyAr ns:
- arn:aws:iam:aws: pol i cy/ AmazonEKSWr ker NodePol i cy
- arn:aws:iam:aws: policy/ AmazonEKS_CNl _Pol i cy
- arn:aws:iam:aws: pol i cy/ AmazonEC2Cont ai ner Regi st r yReadOnl y
Rol eName: cdp-liftie-instance-profile
Pol i ci es:
- PolicyName: ssmrequired
Pol i cyDocunent :
Versi on: 2012-10-17
St at enent :
- Effect: Allow
Acti on:
- ssm Cet Par anet ers
Resour ce:

"ngn

- PolicyName: cl uster-autoscaler
Pol i cyDocunent :
Version: 2012-10-17
St at enment :
- Effect: Al ow
Acti on:
- autoscal i ng: Descri beAut oScal i ngG oups
- autoscal i ng: Descri beAut oScal i ngl nst ances
- autoscal i ng: Descri beTags
- autoscaling: Descri beLaunchConfi gurations
- autoscal i ng: Set Desi redCapaci ty
- autoscal i ng: Ter ni nat el nst ancel nAut oScal i ngG oup
- ec2: Descri beLaunchTenpl at eVer si ons
Resour ce:

ngn

- PolicyNane: ebs-csi
Pol i cyDocunent :
Versi on: 2012-10-17
St at enent :
- Effect: Allow
Acti on:
- ec2: Creat eSnapshot
- ec2: AttachVol une
- ec2: Det achVol une
- ec2: Modi fyVol une
- ec2: DescribeAvail abilityZones
- ec2: Descri bel nst ances
- ec2: Descri beSnapshot s
- ec2: Descri beTags
- ec2: Descri beVol unes
- ec2: Descri beVol uneshbdi fi cati ons
Resource: "*"
- Effect: Alow

10
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"y n

Acti on:
- ec2: CreateTags
Resour ce:

"arn: aws: ec2: *: *:vol une/ *"
"arn:aws: ec2: *: *:snapshot/*"

Condi ti on:
Stri ngEqual s:

"ec2: Creat eAction":

- CreateVol une
- Creat eSnapshot
Effect: Al ow
Acti on:
- ec2: Del et eTags
Resour ce:

"arn:aws: ec2: *: *:vol une/ *"
"arn:aws: ec2: *: *: snapshot/*"

Effect: Al ow
Acti on:
- ec2: Creat eVol une
Resource: "*"
Condi ti on:
StringLi ke:

"aws: Request Tag/ ebs. csi . aws. confcluster”: "true"

Effect: Al ow
Acti on:
- ec2: Creat eVol une
Resource: "*"
Condi ti on:
St ri ngLi ke:

"aws: Request Tag/ CSI Vol uneNane": "*"

Effect: Al ow
Acti on:
- ec2: Creat eVol une
Resource: "*"
Condi ti on:
StringLi ke:

"aws: Request Tag/ kubernetes.io/cluster/*": "owned"

Effect: Al ow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:

"ec2: Resour ceTag/ ebs. csi . aws. coni cl ust er

Effect: Allow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:

"true"

"ec2: Resour ceTag/ CSl Vol umeName": "*"

Effect: Al ow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:

"ec2: Resour ceTag/ kuber netes. i o/ creat ed-for/ pvc/ nane":

Effect: Al ow
Acti on:
- ec2: Del et eSnapshot
Resource: "*"
Condi ti on:

11
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StringLi ke:
"ec2: Resour ceTag/ CSI Vol uneSnapshot Name": "*"
- Effect: Allow
Acti on:
- ec2: Del et eSnapshot
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ ebs. csi . aws. confcluster": "true"
- Pol i cyNanme: efs-csi
Pol i cyDocunent :
Version: 2012-10-17
St at enment :
- Effect: Alow
Acti on:
- elasticfilesystem Descri beAccessPoints
- elasticfil esystem Descri beFi | eSyst ens
- elasticfil esystem Descri beMount Tar get s
- elasticfil esystem TagResour ce
Resource: "*"
- Effect: Allow
Acti on:
- elasticfil esystem Creat eAccessPoi nt
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ ef s. csi.aws. confcluster": "true"
- Effect: Allow
Acti on:
- elasticfil esystem Del et eAccessPoi nt
Resource: "*"
Condi ti on:
Stri ngEqual s:
"aws: Resour ceTag/ efs. csi.aws. confcluster": "true"

- LT
- Tel enetrylLoggi ngEnabl ed

- PolicyNane: telenetry-s3-1ist-bucket
Pol i cyDocunent :
Ver si on: 2012-10-17
St at enent :
- Effect: Alow
Acti on:
- s3:Li st Bucket
Resour ce:

- ISub "arn: aws: s3::: ${Tel emetryLoggi ngBucket }'
- I'Sub "arn:aws:s3:::${Tel emetryLoggi ngBucket}/ ${Tel e
met ryLoggi ngRoot Di r}/*'
- I'Ref ' AW&: : NoVal ue'
- HIf
- Tel enetrylLoggi ngEnabl ed
- PolicyNanme: telenetry-s3-read-wite
Pol i cyDocunent :
Version: 2012-10-17
St at enent :
- Effect:
Acti on:
- s3:*(bj ect
- s3: Abort Mul ti part Upl oad
- s3: Get Bucket Acl
Resour ce:
- I'Sub "arn:aws:s3:::${Tel emetrylLoggi ngBucket }'
- 1Sub "arn: aws: s3::: ${Tel enetryLoggi ngBucket }/ ${ Tel enet

Al | ow

ryLoggi ngRootDir}/*'

- I Ref

" AWB: : NoVal ue'

12
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- LIf
- KNMBKeyARNFor Tel enet ryLoggi ngBucket | sEnpt y
- PolicyName: s3-kns-read-wite-policy
Pol i cyDocunent :
Version: 2012-10-17
St at enment :
- Effect: Al ow
Acti on:
- kns: Decrypt
- kns: Gener at eDat aKey
Resour ce:
- 1Sub ${Tel enet r yKnsKey ARN}
- I'Ref ' AWS: : NoVal ue'
- Pol i cyName: cali co-cni
Pol i cyDocunent :
Version: 2012-10-17

St at enent :
- Effect: Alow
Acti on:
- ec2: Modi fylnstanceAttri bute
Resour ce:

ngn

Nodel nst anceProfi | e:
Type: AWS: : | AM :InstanceProfile
Properti es:
Pat h: /
I nst anceProfil eNane: cdp-liftie-instance-profile
Rol es:
- I'Ref Nodel nst anceRol e

The Cloudera Machine Learning control plane requires arole and policies to create Cloudera environments. In this
step, you create acommon policy for creating environments, as well as a policy that is specific to Cloudera Machine
Learning environments.

The following two policies are created in this step:

e Compute infrastructure restricted IAM policy - A common policy for all data services deployed on Cloudera.

» ClouderaMachine Learning restricted IAM policy - A policy with additional permissions for Cloudera Machine
Learning.

There are two options for the timing of attaching the role: during environment creation, or prior to enabling the
Cloudera Machine Learning data service.

The Cloudbreak environment creation Ul should be set up as shown here:

13
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A cloudera.dps.mow-dev.cloudera.com/cloud/environments/regi ger I/(credential:credential/amazon/role-based)?provider=amazon

Environments = Environments

Create Cross-account Access Policy
Copy the following JSON to create an AWS IAM policy

{
"Statement": [

{
"Sid": "CloudFormationFull",
"Action": [
"cloudformation:*"

]
"E,:ffect” : "Allow",

"Resource": [
"y

1
I
{

"Sid": "CclondWwatchMetric".

Create Cross-account Access Role

Use Service Manager Account ID and External ID to create an AWS |IAM role

Service Manager Account ID*

L 0

External ID*

I O

Cross-account Role ARN*

Note:

E ¢ For the AWSIAM policy mentioned in the “ Create Cross-account Access Policy” section, use the
Compute infrastructure Restricted IAM and Cloudera Machine Learning Restricted |AM policies below
and create as new policiesin AWS IAM. There may be one or more restricted policies already attached
to the cross-account role, in addition to the Compute infrastructure and Cloudera Machine Learning
restricted policies. For example, there may also be a Cloudera Data Hub restricted policy.

« For the “Create Cross-account Access Role” section, create the cross-account role as instructed (or update
theroleif one already exists) and attach the newly created Compute infrastructure Restricted IAM policy
and Cloudera Machine Learning Restricted IAM policy. Finally, update the cross-account role to use it.

If the Cloudbreak environment has already been created, you can create and attach the Compute infrastructure
Restricted IAM policy and Cloudera Machine Learning restricted IAM policy to the existing cross-account role
associated with the environment.

To view the existing cross-account role, in the Environments section of the Cloudera Management Console, on the
Summary tab, see Credentials.

Note: There may be one or more restricted policies already attached to the cross-account role, in addition to
E the Compute infrastructure and Cloudera Machine Learning restricted policies. For example, there might be a
Data Hub restricted policy. These should beleft in place.
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Replace the following placeholdersin the JSON file:

¢ [YOUR-ACCOUNT-ID] with your account ID in use.

* [YOUR-IAM-ROLE-NAME] with the IAM restricted role associated with this policy.

* [YOUR-SUBNET-ARN-*] supplied during the Cloudbreak Environment(s) creation. Note: Please provide al the
subnets present in all the Cloudbreak Environment(s) that you intend to use it for the experience. If at any point
anew Cloudbreak Environment is created or an existing one is updated for subnets, the same should be updated

here.

¢ [YOUR-IDBROKER-ROLE-NAME] with the ID Broker Role namein use.
¢ [YOUR-LOG-ROLE-NAME] with the Log Role nhamein use.

* [YOUR-KMS-CUSTOMER-MANAGED-KEY-ARN] with KMS key ARN.
¢ [YOUR-ACCOUNT-REGION] with the AWS region.

"Version": "2012-10-17",
"Id": "ConputePolicy v10",
"Statenent": [

{

—

—

"Sid": "SinmulatePrincipal Policy",
"Effect": "Allow',
"Action": [
"iam Si mul at ePri nci pal Pol i cy"

[
"Resource": |

"arn:aws: i am : [ YOUR- ACCOUNT-1 D] : rol e/ [ YOUR- | AM ROLE- NAMVE] "
]

"Sid": "RestrictedPern ssionsVi ad ouder aRequest Tag",
"Effect": "Alow',
"Action": [

"cl oudf ormati on: Creat eSt ack",

"cl oudf ormat i on: Cr eat eChangeSet ",
"ec2: createTags",

"eks: TagResour ce"

]

Resource": "*",
"Condition": {
"StringLike": {
"aws: Request Tag/ d ouder a- Resour ce- Name": [

"crn:cdp: *"
]
}
}
"Sid": "RestrictedPern ssionsVi ad ouder aResour ceTag",
"Effect": "Alow',
"Action": [
"aut oscal i ng: Det achl nst ances",
"aut oscal i ng: ResunePr ocesses"”,
"aut oscal i ng: Set Desi redCapacity",
"aut oscal i ng: SuspendProcesses",
"aut oscal i ng: Updat eAut oScal i ngG oup”,
"aut oscal i ng: Del et eTags",
"aut oscal i ng: Ter m nat el nst ancel nAut oScal i ngG oup”,
"cl oudf or mat i on: Del et eSt ack”,
"cl oudf ormat i on: Descri beSt acks"
] il
"Resource": "*",
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"Condition": {
"StringLike": {
"aws: Resour ceTag/ C ouder a- Resour ce- Nane": |
"crn:cdp: *"
]
}
}

"Sid": "RestrictedPerm ssionsVi ad oudFor nmati on",
"Effect": "Allow',
"Action": [
"ec2: CreateSecurityG oup",
"ec?2: Del eteSecurityG oup",
"ec2: Aut hori zeSecurityG oupl ngress",
"ec2: RevokeSecuri t yG oupl ngress”,
"ec2: Aut hori zeSecurityG oupEgress”,
"ec2: RevokeSecurit yG oupEgr ess”,
"ec?2: Creat eLaunchTenpl at e,
"ec2: Del et eLaunchTenpl at e,
"aut oscal i ng: Cr eat eAut oScal i ngG oup",
"aut oscal i ng: Del et eAut oScal i ngG oup”,
"aut oscal i ng: Cr eat eOr Updat eTags",
"aut oscal i ng: Cr eat eLaunchConfi gurati on",
"eks: CreateCl uster",
"eks: Del eteCl uster"

]

Resource": "*",
"Condition": {
"For AnyVal ue: Stri ngEqual s": {
"aws: Cal l edVia": [
"cl oudf or mat i on. amazonaws. cont'
]
}
}

"Sid": "RestrictedEC2Per m ssi onsVi ad ouder aResour ceTag",
"Effect": "Alow',
"Action": [

"ec2: Reboot | nst ances™”,

"ec2: Startl nstances",

"ec2: St opl nst ances",

"ec?2: Ter m nat el nst ances"

]

Resource": |

"y n

|
"Condi tion": {
"For AnyVal ue: Stri ngLi ke": {
"ec2: Resour ceTag/ C ouder a- Resour ce- Nanme": |
"crn:cdp: *"
]
}
}

"Sid": "Restrictedl anPer m ssi onsToCd ouder aResour ces",
"Effect": "Alow',
"Action": [
"i am PassRol e"
],
"Resource": |
"arn: aws: i am : [ YOUR- ACCOUNT- I D] : rol e/ [ YOUR- | DBROKER- ROLE- NAVE] ",
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o

———

)

"arn:aws:iam : [ YOUR- ACCOUNT-1 D] : rol e/ [ YOUR- LOG ROLE- NAME] ",

"arn:aws:iam:[ YOUR-ACCOUNT-ID]:role/liftie-*-eks-service-role",
"arn:aws:iam:[ YOUR- ACCOUNT-I1D]:role/liftie-*-eks-worker-nodes",

"arn: aws: i am : [ YOUR- ACCOQUNT- 1 D] : rol e/ cdp- eks-mast er-rol e",

"arn:aws:iam : [ YOUR- ACCOUNT-1D]:role/cdp-liftie-instance-profile"”

"Sid": "RestrictedKMsPerm ssi onsUsi ngCust oner Provi dedKey",

"Effect": "Allow',
"Action": [
"kms: CreateG ant ",
"kmns: Descri beKey",
"kns: Encrypt ",
"kmns: Decrypt ",
"kms: ReEncrypt *",
"kms: Gener at eDat aKey*"

]

i?esour ce":
"[ YOUR- KM5- CUSTOVER- MANAGED- KEY- ARN] "

]

"Sid": "AllowCreat eDel et eTagsFor Subnet s",
"Effect": "All ow',
"Action": [

"ec2: Creat eTags",

"ec2: Del et eTags"

]

iQesour ce": |
"arn: aws: ec2: [ YOUR- SUBNET- REG QON] : [ YOUR- ACCOUNT- | D]
]

"Sid": "OherPerm ssionsVi aCl oudFor mati on",
"Effect": "Alow',
"Action": [

"aut oscal i ng: Descri beSchedul edActi ons",
"aut oscal i ng: Descri beTags",

"aut oscal i ng: Descri beAut oScal i ngl nst ances",
"aut oscal i ng: Descri beLaunchConfi gurati ons",
"aut oscal i ng: Del et eLaunchConfi gurati on",
"aut oscal i ng: Descri beScal i ngActivities",
"dynanodb: Descri beTabl e",

"ec2: Del et ePl acenent G oup",

"ec2: Descri beAccount Attri butes",

"ec2: Descri bel mages",

"ec2: Descri bel nst anceSt at us”,

"ec?2: Descri bel nst ances"”,

"ec2: Descri beKeyPairs",

"ec2: Descri beLaunchTenpl at eVer si ons",

"ec2: Descri beLaunchTenpl at es",

"ec2: Descri bePl acenment G oups”,

"ec2: Descri beRegi ons",

"ec?2: Descri beRout eTabl es",

"ec2: Descri beSecurityG oups"”,

"ec2: Descri beVol unes"

]

Resource": [

"y n

] il
"Condition": {
"For AnyVal ue: Stri ngEqual s": {
"aws: Cal l edVi a": |

:subnet/*"
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"cl oudf or mat i on. amazonaws. cont'
]
}
}

}
{

"Sid': "ModifylnstanceAttribute",
"Effect": "Alow',
"Action": [
"ec2: Modi fyl nstanceAttri bute"
]

Resource": [

"ngn

] il
"Condition": {
"StringEqual s": {
"ec2: Attribute": "SourceDest Check"
}

}

"Sid": "CherPerm ssionsVi ad ouder aResour ceTag",
"Effect": "Allow',
"Action": [
"cl oudf or mat i on: Descri beChangeSet ",
"cl oudf or mat i on: Del et eChangeSet ",
"cl oudf or mat i on: Execut eChangeSet ",
"¢l oudf or mat i on: Cancel Updat eSt ack",
"cl oudf or mat i on: Cont i nueUpdat eRol | back",
"cl oudf ormati on: Li st St acks",
"cl oudf or mati on: Descri beSt ackEvent s",
"cl oudf or mat i on: Descri beSt ackResour ce",
"cl oudf ormat i on: Descri beSt ackResour ces",
"cl oudwat ch: del et eAl ar ns",
"cl oudwat ch: put Metri cAl arnf',
"l ogs: Descri beLogSt reans”,
"l ogs: FilterLogEvents",
"ec2: Att achVol une",
"ec2: Creat eNet wor kl nt erface",
"ec2: Creat eVol une",
"ec2: Del et eVol une",
"ec2: Runl nst ances",
"eks: Li st Updat es",
"eks: Updat ed ust er Confi g",
"eks: Updat ed ust er Ver si on",
"eks: Descri beUpdat e",
"i am Get Rol ePol i cy",
"iam Li stlnstanceProfil es",
"iam Li st Rol eTags",
"i am RenoveRol eFroml nst anceProfile",
"i am TagRol e",
"i am Unt agRol e"

]

Resource": [

"ngn

] il
"Condition": {
"StringLike": {
"aws: Resour ceTag/ C ouder a- Resour ce- Nane": |
"crn:cdp: *"
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"Sid": "OherPerm ssions",
"Effect": "Alow',
"Action": [

"aut oscal i ng: Descri beAut oScal i ngG oups”,

"ec2: Aut hori zeSecurityG oupl ngress",

"ec?2: Creat eLaunchTenpl at eVer si on",

"ec2: Creat ePl acenent G oup",

"ec2: Del et eKeyPair",

"ec2: Del et eNet wor kl nterface",

"ec2: Descri beAvail abi lityZones",

"ec2: Descri bel nst anceTypes",

"ec?2: Descri beNet wor kl nt er faces"”,

"ec2: Descri beSubnet s",

"ec2: Descri beVpcAttri bute",

"ec2: Descri beVpcs",

"ec2: | nport KeyPair",

"ec2: Updat eSecurityG oupRul eDescri pti onsl ngress”,
"ec2: Get | nst anceTypesFrom nst anceRequi r enent s",
"eks: Descri bed uster",

"el asti cl oadbal anci ng: Descri beLoadBal ancers",
"iam Cet Rol e",

"iam Li st Rol es"”,

"iam Get | nstanceProfile"

]

Resource": [

[T

"Sid': "AlowSsnmParans",
"Effect": "All ow',
"Action": [
"ssm Descri bePar anet ers",
"ssm Get Par amet er ",
"ssm Get Par anmet er s",
"ssm Get Par anet er Hi story",
"ssm Get Par anet er sByPat h"

]

Resource": |
"arn:aws: ssm *: *: paranet er/ aws/ servi ce/ eks/ opti m zed-ani /*"

]

"Sid": "Cf Deny",
"Effect": "Deny",
"Action": [

"cl oudf ormati on: *"
]

Resource": [

[N

I
"Condition": {
"For AnyVal ue: StringLi ke": {
"cl oudf ormat i on: | mport Resour ceTypes": [
]
}
}

"Sid": "ForAutoscalingLi nkedRol e",
"Effect": "Allow',
"Action": [
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"i am Cr eat eSer vi ceLi nkedRol e"

" i?esource": [
"arn:aws: i am : [ YOUR- ACCOUNT- I D] : rol e/ aws- servi ce-rol e/ aut oscal i ng-
pl ans. amazonaws. coni AWSSer vi ceRol eFor Aut oScal i ngPl ans_EC2Aut oScal i ng"

] L]
"Condition": {
"Stringlike": {
"i am AWsSer vi ceNane": "autoscal i ng- pl ans. amazonaws. cont
}
}

P

"Sid": "ForEksLi nkedRol e",
"Effect": "Alow',
"Action": [
"iam Cr eat eSer vi ceLi nkedRol e"

],
"Resource": [

"arn:aws: i am : [ YOUR- ACCOUNT-1 D] : rol e/ aws-servi ce-rol e/ eks. anazonaws
. conf AWSSer vi ceRol eFor EKS"

] il
"Condition": {
"StringLike": {
"i am AWsSer vi ceNane": "eks.amazonaws. coni'

Along with providing the KM S Customer Managed Customer Master Key (CMK) for volume encryption in the
policy section with Sid:  RestrictedK M SPermissionsUsingCustomerProvidedK ey, you need to verify that the policy
for the Customer Managed Customer Master Key (CMK) at KMS (thisis not an IAM policy) has the following three
permission blocks defined for AWSServiceRol eForAutoScaling.

"Statenent": |

"Sid": "A Il owAut oscal i ngServi ceLi nkedRol eFor At t achrment O Per si st ent Res
ources",
"Effect": "Allow',
"Principal": {
"AWE': "arn:aws:iam:[YOUR- ACCOUNT-ID]: rol e/ aws-servi ce-rol e/ auto
scal i ng. anazonaws. coni AWSSer vi ceRol eFor Aut oScal i ng"

}

ction": "kns: CreateG ant",
"Resource": "*",
"Condition": {
"Bool ": {
"kns: G ant | sFor AWSResour ce": "true"
}
}

"Sid": "AllowAut oscal i ngServi ceLi nkedRol eUseOf TheC\WK",
"Effect": "Alow',
"Principal": {
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"AWS': "arn:aws:iam :[ YOUR- ACCOUNT-1D]:rol e/ aws-servi ce-rol e/ aut os
cal i ng. amazonaws. com AWSSer vi ceRol eFor Aut oScal i ng"

}

"Action": [
"kms: Encrypt ",
"kms: Decrypt ",
"kns: ReEncrypt *",
"kms: Gener at eDat aKey*",
"kmns: Descri beKey"

]

Resource": "*"

"Sid': "Alow EKS access to EBS.",
"Effect": "Allow',
"Principal": {
"AWS": "
b
"Action": [
"kms: CreateG ant ",
"kms: Encrypt ",
"kns: Decrypt ",
"kms: ReEncrypt *",
"kms: Gener at eDat aKey*",
"kmns: Descri beKey"

]

Resource": "*",
"Condition": {
"StringEqual s": {
"kns: Cal | er Account": "[ YOUR- ACCOUNT-I D] ",
"kns: viaService": "ec2.[ YOUR- ACCOUNT- REG QN . anazonaws. cont

After the policy is attached, the KM S service page will show the CMS as having the policy attached, similar to this
screen shot:
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KMS > Customer managed keys > Key ID:
Key Management X

Service (K11S) N

AWS managed keys
General configuration

Customer managed key:

Custom key stores

Alias Status Creation date
I Enabled

ARN Description Regionality

arm:aws:kms: N I </ I

Key policy Cryptographic configuration Tags Key rotation Aliases

Key policy
{

"Sid": "Allow Autoscaling service-linked role for attachment of persistent resources",
"Effect": "Allow",
"Principal”: {
"AWS": "arn:aws:iam: :[ BB : role/aws-service-role/autoscaling.amazonaws . com/AWNSServiceRoleForAutoScaling”
1,
"Action": "kms:CreateGrant",
"Resource"
"Condition":
"Bool": {
"kms:GrantIsForAWNSResource": "true"

{

"Sid": "Allow Autoscaling service-linked role use of the CMK",
"Effect": "Allow",
"Principal”: {
"AWS": "arn:aws:iam: ;BB : role/aws-service-role/autoscaling.amazonaws . con/ANSServiceRoleForAutoScaling”

1,
"Action": [
"kms:Encrypt”,
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
“kms :DescribeKey"

]

"Resource": "*"

Replace the following placeholdersin the JSON file:

e [YOUR-ACCOUNT-ID] with your account ID in use.
* [YOUR-IAM-ROLE-NAME] with the IAM restricted role with which this policy would be associated with.

“"Version": "2012-10-17",
"Id": "CM.Policy v1",
"Statenent": [
{
"Effect": "Allow',
"Action": "iam Si nul atePri nci pal Policy",
"Resource": "arn:aws:iam :[YOUR- ACCOUNT-I1D]:rol e/[ YOUR-| AM ROLE-

NAME] "

"Sid": "RestrictedPern ssionsVi ad ouder aRequest Tag",
"Effect": "Allow',
"Action":[
"el asticfil esystem Creat eFi | eSyst ent’
1,
"Resource": "*",
"Condition": {
"StringLike":{
"aws: Request Tag/ C ouder a- Resour ce- Nanme": "crn: cdp: *"
}
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}
{ . .
"Sid": "OherPerm ssions",
"Effect": "Allow',
"Action": [
"el asticfil esystem Descri beMbunt Tar get s",
"el asticfil esystem Del et eAccessPoi nt",
"el asticfil esystem Creat eMount Tar get ",
"el asticfil esystem Descri beAccessPoi nts",
"el asticfil esystem Descri beFil eSystens",
"elasticfil esystem Del et eMount Tar get ",
"el asticfil esystem Creat eAccessPoi nt",
"el asticfil esystem Del et eFi | eSyst ent',
"el asticfil esystem Descri beMount Tar get SecurityG oups"”
1,
"Resource": "*"
I
{

"Sid": "For EFSLi nkedRol e",
"Effect": "All ow',
"Action": [

"i am Creat eSer vi ceLi nkedRol e"
]

iiiesource": [
"arn:aws:iam : [ YOUR- ACCOUNT- | D] : rol e/ aws-servi ce-rol e/ el astic
fil esystem amazonaws. conf AWSSer vi ceRol eFor AmazonEl asti cFi | eSyst ent

] il
"Condition": {
"StringLike": {
"i am AWsSer vi ceNane": "el asticfil esystem amazonaws. cont
}

}
}

Cloudera Machine Learning can use non-transparent proxies if the environment is configured to use a network proxy
in Management Console.

Enterprise customers frequently need to deploy Clouderain avirtual network that does not have direct internet
access. Specifically, the proxy server may be located in a different virtual network, in order to filter traffic for allowed
domainsor IPs.

Transparent and non-transparent network proxies differ in the following ways.
Transparent network proxy

* Proxy isunknown to clients and requires no additional client configuration.

» Usualy, connections by way of transparent proxies are configured in route tables on your AWS
VPC.

Non-transparent proxy

» Clients are aware of non-transparent proxies and each client must be specifically configured to
use the non-transparent proxy connection.
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* You pass connection or security information (username/password) along with the connection
reguest sent by clients.

Y ou can configure an AWS environment to use non-transparent proxy connections when activating environments for
Cloudera Machine Learning.

If the customer wants to copy the hostname for the non-transparent proxy and the non-transparent proxy is configured
in adifferent VPC, then Cloudera needs the CIDR of the non-transparent proxy to allow the inbound access. To
configurethis, in the Provision Workspace Ul, select Use hostname for non-transparent proxy and enter the CIDR
rangein Inbound Proxy CIDR Ranges.

Using a non-transparent proxy
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