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Cloudera Operational Database Creating a database using COD

Y ou can create an operational database in your registered CDP environment using the Cloudera Operational Database
(COD).

Required role: Y ou must be logged into the COD as an ODAdmin.

Welcome to Cloudera Data Platform Operational Database

There are no databases available.
Create Database

e Understand the CDP environment and user management. For more information, see User Management and CDP
Environments topics.

» Set up an environment that gives you credential and cloud storage. For more information, see Before you create an
operational database cluster.

» Ensurethat you are authorized to create a database.

1. Inthe COD web interface, click Create Database.
2. Specify the location of the database where you want to storeit.

a) Provide aname for the database in the Database Name field.
b) Select the CDP environment from the list in which you want to associate the database.
¢) Click Next.

If an environment does not exist, you can create one by clicking Create New Environment.

For more information, see Register your first environment.
3. Commission your database by defining a scale for your database using a predefined Data L ake templ ate.

The template helps you to structure your database automatically thereby saving your time and cost. COD creates
the predefined number of LITE or HEAVY gateway and master nodes, a set of worker nodes, and also adds
additional functionalistsinto the new database. In case you need to modify the default number of nodes defined in
the template, you can do so after the database creation.

The available templates are Micro Duty, Light Duty, and Heavy Duty. By default, Light Duty is selected.

Y ou can create asmall database using the Micro Duty template, which consists of one Gateway node and one
Worker node. In a Micro database, the Gateway node carries out the processes involved in the Master or Leader
nodes. Y ou can consider using aMicro cluster for your testing and devel opment purposes.
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4. Configure your database by selecting the storage type as Cloud Storage with Caching, Cloud Storage, or HDFS.

» The storage type Cloud Storage with Caching is equivalent to using --storage-type CLOUD_WITH_EPHEME
RAL option on CDP CLI while creating an operational database.

* The storage type HDFS s equivalent to using --storage-type HDFS option on CDP CLI while creating an
operational database.

« The storage type Cloud Storage, which resembles block storage, is equivalent to using --storage-type C
LOUD option on CDP CLI while creating an operational database.

By default, Cloud Storage with Caching is selected.
5. Check or update the settings for your database.

a) Check all the default settings for your database under the Default tab.
b) Go to the Advanced tab if you need to modify any of the default values.

« The HDFS Volume Type option appears under the Advanced tab only if you select HDFS as the storage
typein the Configuration step.

« If you disable the Autoscaling option using the Advanced tab, the Worker Nodes and Compute Nodes
options are hidden. Instead, a Node Count option appears.

The minimum and maximum number of worker nodes vary for different storage types.

e Micro duty: Minimum node count: 1. Maximum node count: 5.

e Light duty: Minimum node count: 3. Maximum node count: 100.

e Heavy duty: Minimum node count: 3. Maximum node count: 800.
6. Review the details before creating the database.

Click Show CLI Command to get the complete command details corresponding to your settings. Y ou can useit to
create the database using CDP CLI.

Alternatively, you can use the following sample command to create the database using CDP CLI.

cdp opdb creat e-dat abase --environnent-nane cod-7218 --dat abase-nane tes
t --scale-type LIGHT --storage-type CLOUD W TH EPHEMERAL - - aut o- scal i ng-
paraneters '{"m nWrker sFor Dat abase": 5, "naxWbrkersFor Dat abase": 100}' --
num edge- nodes 0 --java-version 8

7. Click Create Database.

Aninformation page is displayed that shows the status of the database. Y our new database is ready to be used once its
status becomes Available.

Note: Your database starts with afixed size; however, it scales up and down as the workload applied to the
database changes. For more information, see the Auto Scaling topic.

COD edge node overview

COD User Management

CDP Environments

Before you create an operational database cluster
Register your first environment

COD Auto Scaling

CDP CLI BETA command reference GitHub repository
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Cloudera Operational Database Upgrading a database using COD

Learn how to upgrade your existing Cloudera Operational Database (COD) in the CDP environment.

* You need to use the CDP Beta CLI and run the upgrade-database command to upgrade your database.
» Required role: You must be logged into the COD as an ODAdmin.
e Touse COD on a GCP environment, you must do it through CDP CLI with --use-hdfs flag.

Important: Before upgrading the Runtime version in your existing COD clustersto 7.2.16 or higher

& versions, you might need to perform some additional steps before upgrading. For more information, see
Data Lake upgrade validations for Python dependency under the Management Console what's new topic and
Upgrading Data Hubs.

« Before you perform the COD upgrade: In the Cloudera Manager properties, increase the omid_max_heap size
property for the Omid service to at least 3GB before starting the upgrade from 7.2.9/7.2.10 to 7.2.11:

Omid Max Heapsize Omid tso server Default Group O Undo
omid_max_heap_size R ‘ . ’
% omid_max_heap_size 3" GiB v

¢ Understand CDP environment and user management. For more information, see User Management and CDP
Environments topics.

» Ensureyou are authorized to upgrade a database.

* You must download and install the latest CDP CLI beta version.

» Clouderarecommends that you run the pr epar e- upgr ade- dat abase command before upgrading the
cluster. This command performs all validations and downloads all required parcels for the upgrade operation. For
more information, see prepare-upgrade-database.

1. Logintothe CDP CLI tool.

2. Run the following command to prepare for the upgrade. This step is optional .
To reduce the chances of upgrade failures, COD supports a preparation phase for the runtime upgrades. During
this phase, COD runs all the validations and downloads the required parcels for the machines.

cdp opdb prepare-upgrade- dat abase --environnment <environment-name> - - dat abase
<database-name> - - r unt i me <runtime-version> [OR - - i mage- i d <image-id>]

Option Description

--environment (string) The name or CRN of the environment.
--database <value> The name or CRN of the database.
--runtime <value> The runtime version to upgrade to.
--image-id <imagel d> Theimage ID to upgrade to.
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3. Run thefollowing command to upgrade the database.
This command upgrades an operational database in an environment to a given Runtime:

cdp opdb upgrade-dat abase --environnent <environment-name> - - dat abase <database-

name> - - r unt i me <runtime-version> [ - - os- upgr ade-only | --no-os-upgrade only]
Option Description
--environment (string) The name or CRN of the environment.
--database <value> The name or CRN of the database.
--runtime <value> The runtime version to upgrade to.
[--os-upgrade-only | --no-os-upgrade-only] Controls whether to perform only an Operating System
upgrade.

Data L ake upgrade validations for Python dependency
Service pack upgrades

COD User Management

CDP Environments

prepare-upgrade-database

CDP CLI BETA command reference GitHub repository

Learn how to perform arolling and a non-rolling Cloudera Runtime upgrade for your existing Cloudera Operational
Database (COD) in the CDP environment.

* You need to use the CDP beta CLI and run the upgrade-database command to upgrade your database.

» The Cloudera Runtime rolling upgrade is currently supported for COD clusters whose storage is selected as HDFS
or cloud without ephemeral storage.

» Zero downtime upgrade or rolling upgrade is not supported on Micro COD clusters.

e Itisrecommended not to perform backups or run YARN jobs during COD upgrade operations.

IS Note: Cloudera Runtime upgrade is supported from the CDP Runtime version 7.2.16 onwards.

* You must have the ODAdmin rights to make changes to the COD database.

* Inthe Cloudera Manager, increase the Region Mover Threads property for the HBase service to 30 for a faster
rolling upgrade.

* Inthe Cloudera Manager, increase the Omid Max Heapsize property for the Omid service to at |east 3GB.

* Youmust download and install the latest CDP CLI beta version.

1. Launchthe CDP CLI tool.
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Cloudera Operational Database Upgrading a database using COD

2. Run the following command to check the available Cloudera Runtime upgrades.

f Important: Ensurethat a Cloudera Runtime upgrade is available from the specified target.

cdp dat ahub upgrade-cluster --cluster-nane <cod-internal-name> - - show | at est -
avai | abl e-i mage- per-runti ne

Following is a sample output where aruntime upgrade is possible from 7.2.17 to 7.2.17.x (hotfix upgrade).

Validate the output that upgr adeCandi dat es contains, which highlights a different upgrade target compared
to the current one.

{

"current": {
"i mageNane": "am -0b9adbe77c66a2277",
"imagel d": "O0df 7887b-a841-4569- aab5-269041a015eb",
"i mageCat al ogNanme": "cdp-default",
"created": 1694041314,
"conponent Ver si ons": {
"coi': "7.11.0",
"cmGBN': "42373020",
“cdp": "7.2.17",
"cdpGBN': "42350016",
"os": "centos7",
"osPat chLevel ": "2023-09- 06"
}
), |
"upgr adeCandi dat es": [
{

"i mageNane": "am -0ac26f eaf 1lae4f 9e8",
"imagel d": "42e762f 0- 9731- 4056- 83b0- b9e7bbe7c5f b",
"i mageCat al ogName": "cdp-default"”,
"created": 1694777926,
"conponent Ver si ons": {

"end': "7.11.0",

"cnGBN': "44461729",

“cdp": "7.2.17",

"cdpGBN': "44441663",

"os": "centos7",

"osPat chLevel ": "2023-09- 15"

}
1,

"reason":

}
3. Run thefollowing command to perform arolling Cloudera Runtime upgrade for the database.

The following command upgrades the Cloudera Runtime for the operational database using the rolling restart
mode that ensures continuous service availability.

cdp opdb upgrade-dat abase --environnent <environment-name> - - dat abase <database-

name> [- - runt i me <runtime-version> |- - i mage <imageld>]--rol | i ng- upgr ade
Option Description
--environment (string) The name or CRN of the environment.
--database <value> The name or CRN of the database.
--runtime <value> The 3-digit runtime version to upgrade to.
Alternatively, specify the --image option.
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Option Description

--image <value> Theimage ID to upgrade to. Alternatively, specify the
--runtime option.

--rolling-upgrade Controls whether to perform arolling upgrade for the
COD.

Run the following command to perform a non-rolling Cloudera Runtime upgrade for the database.

cdp opdb upgrade-dat abase --environnent <environment-name> - - dat abase <database-
name> [- - runt i me <runtime-version> | - - i mage <imageld>]

COD is upgraded to the provided runtime version in arolling mode.

Upgrading Cloudera Operational Database clusters
COD User Management

CDP Environments

COD CLI command reference GitHub repository

CDP CLI BETA command reference GitHub repository

Learn how to perform arolling and a non-rolling Operating System (OS) upgrade for your existing Cloudera
Operational Database (COD) in the CDP environment.

e You need to use the CDP Beta CLI and run the upgr ade- dat abase command to upgrade your database.

» The operating system rolling upgrade is currently supported for COD clusters whose storage is selected as HDFS
or cloud without ephemeral storage.

» Zero downtime upgrade or rolling upgrade is not supported on Micro COD clusters.
e Itisrecommended not to perform backups or run YARN jobs during COD upgrade operations.

B Note: Cloudera operating system upgrade is supported from the CDP Runtime version 7.2.16 onwards.

e You must have the ODAdmin rights to make changes to the COD database.

¢ Inthe Cloudera Manager, increase the Region Mover Threads property for the HBase service to 30 for afaster
rolling upgrade.

* Inthe Cloudera Manager, increase the Omid Max Heapsize property for the Omid service to at |east 3GB.
* You must download and install the latest CDP CLI beta version.

1. Launchthe CDP CLI tool.

10
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Cloudera Operational Database Upgrading a database using COD

2. Run thefollowing command to perform arolling OS upgrade for the database.

This command upgrades the OS for the operational database using the rolling restart mode that ensures continuous
service availability.

cdp opdb upgrade-dat abase --environnent <environment-name> - - dat abase <database-

name> [- - runt i me <runtime-version> |- - i mage <imageld>] - - os- upgrade-only --rolling-
upgr ade
Option Description
--environment (string) The name or CRN of the environment.
--database <value> The name or CRN of the database.
--0s-upgrade-only Requests OS upgrade.
--runtime <value> The 3-digit runtime version to upgrade to.
Alternatively, specify the --image option.
--image <value> Theimage ID to upgrade to. Alternatively, specify the
--runtime option.
--rolling-upgrade Controls whether to perform arolling upgrade for the
COD.
--edge-upgrade-strategy <type> Controls the upgrade strategy for the edge nodes in the

cluster. Following are the supported values:

e ALL: Upgradesall the edge nodes together.

« ONE_BY_ONE: Upgrades the edge nodes, one by
one.

Run the following command to perform a non-rolling OS upgrade for the database.

cdp opdb upgrade-dat abase --environnent <environment-name> - - dat abase <database-
name> [- - runt i me <runtime-version> |- - i mage <imageld>] - - os- upgr ade-onl y

COD isupgraded to the provided operating system version in arolling mode.

Upgrading Cloudera Operational Database clusters
COD User Management

CDP Environments

COD CLI command reference GitHub repository

CDP CLI BETA command reference GitHub repository

Consider the following points while performing arolling runtime and an operating system upgrade of a COD cluster.

« Anunwanted rolling OS upgrade can be triggered if a runtime upgrade is not available, resulting in COD
downtime. Ensure that the runtime upgrade is available for the selected runtime using thecdp opdb
descri be- upgr ade- dat abase command before using the following command.

cdp opdb upgrade-dat abase --environnent <environment-name> - - dat abase <database-
name> - - r unt i me <runtime-version> - - r ol | i ng- upgr ade

11
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« COD rolling upgrade is focused on HBase and Phoenix thick clients excluding Phoenix Query Servers (PQS)
because PQS connectivity depends on Knox which is not deployed in HA mode. When Knox is unavailable during
the upgrade, PQS, HBase REST and other endpoints connected through Knox can be interrupted.

» The Cloudera Runtime and operating system rolling upgrades are currently supported for COD clusters whose
storageis selected as HDFS or cloud without ephemeral storage.

After you create an operational database, you can start, stop, or drop the database using the Cloudera Operational
Database (COD) user interface.

Required role: Y ou must be logged into the COD as an ODAdmin

1. Inthe COD web interface, select the Databases tab.
2. Find the database you want to manage.
3. Intherow of the selected database, click Actions and select one of the following actions:

o Start Database - Starting the database. When you create a new database, it isinitially started by default.

« Stop Database - Stopping the database and the underlying instances.

» Drop Database - Dropping the database and deleting all the data that is stored in that database. However, your
SDX Data L ake continues to exist and you can create ancther database using the same Data L ake.

CLOUDZRA
Operational Database Databases

Q < Create Database

Status Name Created By Date Created <

© Available doc-demo 08/28/2020 9:46 AM CEST
© Available

© Available

@ Available

@ Available

Displaying 1-5 of 5 lIl 25/ page

Start database
Start database-Beta
Stop database
Start database-Beta
Drop database
Drop database-Beta

To launch the hbase shell and use it with Cloudera Operational Database (COD), you have to create an edge node
with a configured HBase client tarball.

12
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Configure an edge node. For more information, see COD edge node overview.

1. Inyour COD web interface navigateto Connect HBase Client Tarball .
2. Add your Hbase Client Tarball and HBase Client Configuration.

Connect Charts

HBase HBase REST HBase Client Tarball Phoenix (Thick) Phoenix (Thin) Phoenix (ODBC)

Usage ®
This information provides the necessary environment to launch common tools via the "hbase’ command.

HBase Version ®
2.2.6.7.2.8.0-142 [1=]

Download URL ®
https://cod-127zI19v4tng7-gateway0.dmx-cod.xcu2-8y8x.dev.cldr.work/cod-127zl19v4tng7/cdp-proxy-api/hbase/jars/hbase-client-tarball.tar.gz [lm}

HBase Client Configuration URL ®

curl -o "hbase-config.zip" -u "csso. " "https://cod-127z19v4tng7-gateway0.dmx-cod.xcu2-8y8x.dev.cldr.work/clouderamanager/api/v41/clusters/cod-127zll9v4tn¢ &

> Kerberos Configuration

> YARN Configuration

a) Download hbase-client-tarball .tar.gz and extract it to alocation on the edge node. Thisis your
"HBASE_HOME".

b) Download the client configuration using the curl command.

¢) Extract the client configuration zip file, and move the contained hbase-conf directory to "HBASE HOME"
with the name conf (instead of hbase-conf).

3. Launch the hbase shell.

$ kinit [***cdp_workl oad_user ***]
Passv\ord: *kkkkk k%

$ export HBASE HOVE=hbase-2...

$ cd $HBASE HOVE

$ ./bin/hbase shell

4. Vadlidate you can connect through hbase shell.
Usethelist command in hbase shell to list all tables.

13



Cloudera Operational Database Configuring strong meta servers

5. Add yarn configuration to hbase configuration.

a)
b)

d)
€)

f)

)

v YARN Configuration
Additional configuration required to submit YARN application.
YARN Archive ©

curl -0 "yarn-config.zip" -u "csso. " "https://cod-127zI19v4tng7-gateway0.dmx-cod.xcu2-8y8x.dev.cldr.work/clouderamanager/api/v41/clusters/cod-127zI19v4t &

TLS Truststore ®©

curl -o "cod-truststore.jks" -u “csso_ " "https://cod-127zl19v4tng7-gateway0.dmx-cod.xcu2-8y8x.dev.cldr.work/clouderamanager/api/v41/certs/truststore?type 12

TLS Truststore Password @

curl-u"csso_ ~ "https://cod-127zl19v4tng7-gateway0.dmx-cod.xcu2-8y8x.dev.cldr.work/clouderamanager/api/v41/certs/truststorePassword" =

Navigateto Connect HBase Client Tarball and expand the Y ARN Configuration section..

Download the yarn-config.zip file.

Add the files from yarn-conf to "HBASE_HOME"/conf.

Download the TL S truststore and remember where you place it.

Update the ssl-client.xml file with the TLS TRuststore details.

Ensure that in the sdl-client.xml file the sdl.client.trustore.location points to the cod-truststore.jks you have
downloaded in step d.

Ensure that the sdl.client.truststore.password matches the TL S Truststore Password.

Note: If you plan to use the hbck2 command on COD client side, set the HBASE _CLASSPATH
environment variable pointing to the HBase client tarball lib directory as follows:

export HBASE CLASSPATH=/ <HBase_client_tarball | ocati on>/ hbase-client-
tarball/lib/:

Y ou have an edge node with configured HBase client tarball and you can launch the hbase shell.

COD edge node overview

The strong meta feature uses an HBase RegionServerGroup (RSGroup) to provide dedicated serversto the HBase
system tables. This prevents customer table regions from being hosted on the same RegionServers as the system
regions and prevents the load from these custom tables from affecting system table access and initialization.

e You must have the COD_STRONG_META_SERVERS entitlement to use this feature.

« Thisfeatureisonly supported on AWS environments.

* By default, metareplication is enabled and the replica number is set to 3. Therefore, ensure that each strong meta
node contains at least 3 meta regions. This does not require any manual steps.

1. Launchthe CDP CLI tool.
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2. Run the following command to add the desired number of strong meta servers.

cdp opdb updat e- dat abase --environnent-nane envNane --database-name dbNane
--numdesi red- strong- nmet a-servers 3

Note: The minimum number of strong meta servers to be added is 3 because the metareplication is
already enabled in COD and the minimum number of supported metaregionsis 3.

The above command creates 3 strong meta nodes, adds them to the cluster, and puts aregion server on them.

3. To verify if the nodes are healthy, ensure that the logs on these nodes have no errors or exceptions. If data on the
cluster and balancer is enabled, these nodes must serve random regions because the balancer moves regions there.

4. Ensurethat the RSGroup feature is enabled on the COD cluster. To enable this, usethel i st _r sgr oups
command inthehbase  shell.

If the command is not enabled, the following error is displayed.

or g. apache. hadoop. hbase. except i ons. UnknownPr ot ocol Excepti on: No regi stered
Mast er Coprocessor Endpoint found for RSG oupAdmi nService. Has it been en
abl ed?

a) To enable the RSGroup feature, check whether hbase.master.loadbal ancer.class property is configured. If
configured, move its value to hbase.rsgroup.grouploadbal ancer.class property.

b) Set the value of hbase.master.loadbal ancer.class property to
org.apache.hadoop.hbase.rsgroup.RSGroupBasedL oadBal ancer in the hbase-site.xml file.

¢) Set the value of hbase.coprocessor.master.classes property to
org.apache.hadoop.hbase.rsgroup.RSGroupAdminEndpoint in the hbase-site.xml file.

d) Restart the master nodes for these changes to take effect.

e) To verify if the setup was successful, usethel i st _r sgr oups command in the hbase shell.

5. Create a RegionServerGroup and add the strong meta nodes to it. Ensure that the system tables are also added.
Execute the following stepsinan hbase  shell.

[l verify that the feature works and every worker/strongneta nodes are v
i sible

list_rsgroups

/lcreate the group (please note, that a different name can be al so used)
add_rsgroup "strongmeta"

[lverify that the group is created

list _rsgroups

/I move the strongmeta nodes to the group (node nanmes can be copied from
the list_rsgroups output)

nmove_servers_rsgroup "strongneta", ["cod--xxx-strongnetal. cod- 7216. xcu2- 8y8
x. dev. cl dr. work: 16020", "cod- - xxx- st rongnet al. cod- 7216. xcu2- 8y8x. dev. cl dr
.wor k: 16020", "cod- - xxx- st rongnet a2. cod- 7216. xcu2- 8y8x. dev. cl dr. wor k: 1602
0"]

/[lverify that the nodes are added to the group

list_rsgroups

/I move the systemtables to the group

nmove_t abl es_rsgroup "strongneta", [ "hbase: neta"]

nove_t abl es _rsgroup "strongneta",["hbase: ack"]

nove_t abl es _rsgroup "strongneta",["hbase: nanespace"]

nmove_t abl es_rsgroup "strongneta", [ "hbase: rsgroup”]

[lverify that the tables were noved

list_rsgroups

6. If the previous steps are successful, ensure that everything is functioning as expected using the HBase Ul.

Ensure that each strong meta node now only serves system table regions.
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Y ou can import your datainto your Cloudera Operational Database (COD) database by restoring your HBase table
into COD.

» Enable HBase replication on your COD cluster. For more information, see Cloudera Operational Database data
replication.

« Havealocationin cloud storage (for example, S3 or ABFS) with an exported snapshot in it, and have the name of
the snapshot.

If you do not already have an exported HBase snapshot, you can export your data to cloud storage using the
following command:

hbase org. apache. hadoop. hbase. snapshot . Export Snapshot -snaps
hot [***SNAPSHOT NAME***] -copy-to [***CLOUD STORAGE LOCATI ON***] - mappers
10

For example, the data-from-onprem snapshot can be exported into s3a://cod-external-bucket/hbase:

hbase org. apache. hadoop. hbase. snapshot . Export Snapshot -snapshot data-from
onprem -copy-to s3a://cod-external -bucket/ hbase -mappers 10

« Have and edge node with a configured HBase client tarball and know how to launch the hbase shell from it. For
more information, see Launching HBase shell.

1. Get your CLOUD STORAGE LOCATION for your COD database using the COD web interface.
s3a://my_cod_bucket/cod-12345/hbase

Databases ' doc-test

@ Available - Updated just now Actions

doc-test

crn:cdp:opdb:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:0pDb:8bbef7dd-341f-44b8-acdd-95fb5e5cd953 T

VERSION  CREATED BY

1.10.0

ENVIRONMENT REGION DATA LAKE SQL EDITOR | CLOUD STORAGE LOCATION

cod-727-newsubnets = us-west-2 # cod-727-newsubnets & Hue s s3a://cod-727-mowdev/cod-9zouq3ua3qqz/hbase

2. Add your bucket to the IAM policy used by IDBroker.
For more information, see one of the following documentation:

e AWS Environments: Minimal setup for cloud storage
e Azure Environment: Minimal setup for cloud storage

3. Launch the hbase shell from the edge node.
For more information, see Launching HBase shell.
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4. From the edge node, run the ExportSnapshot command. Use the external bucket as the source location and the
COD cloud storage as the target.

For example:

$ cd $HBASE_HOVE

$ ./Dbin/hbase org.apache. hadoop. hbase. snapshot . Export Snapshot -snapshot
“data-from onpremi --copy-from s3a://cod-external -bucket/hbase --copy-to
s3a:// ny_cod_bucket/cod- 12345/ hbase

5. Usethelist_snapshots command and verify that your snapshot islisted.

$ cd $HBASE_ HOME

$ ./bin/hbase shell

$ hbase> |ist_snapshots
[ snapshot _nane’ ]

6. Usetherestore_snapshot or the clone_snapshot command to reconstitute the table.
f Warning: Therestore snapshot command overwrites an existing table.

« restore_snapshot: Overwrites current table state with that of the snapshot. It means that any data modification
applied after the snapshot was taken would be lost. If the table does not exist in the given cluster, the command
automatically createsit.

« clone_snapshot: Accepts a new table name for the table in which it restores the table schema and data.

7. Vdidatethat all rows are present in the table using the hbase  rowcounter or count command in the hbase shell.

Launching hbase shell
Cloudera Operational Database data replication
Using the CldrCopyTable utility to copy data

Y ou can backup your Cloudera Operational Database (COD) table by creating a snapshot of the table and exporting it
to your S3, HDFS, or ABFS bucket.

Create snapshot command takes a snapshot of the HBase table, exports the snapshot to the specified storage location,
and del etes the snapshot from HBase after the export to the specified storage location is successful.

» Ensure that you have access to the location where you want to take the backup of the table.

* You have an S3 or ABFS bucket which you want to use to backup an HBase table in COD. For example: s3a://co
d-backups/hbase

* You have an edge node configured for your COD database. For more information, see Configure Edge Nodes.
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1. Run the following command using cdpcli-beta.

cdp opdb create-snapshot --environnent - name ENVIRONMENT _NAME - - dat abase-
name DATABASE_NAME - - t abl e- name TABLE_NAME - - snapshot - nane SNAPSHOT_NAME - -
snapshot - | ocati on SNAPSHOT_LOCATION

For example,
cdp opdb create-snapshot --environnment-nanme odx-wgel 6j --dat abase-nane |j

pfy --tabl e-nane tabl e_6uf 7xt --snapshot-nane sl --snapshot-I|ocation s3a
://cod- 7215/ cod- - yq3p370r 6qr o/ backupdat a

JSON output:
{ . .
"envi ronnment Nane": "odx-wgel 6j",
"dat abaseNane": "jpfy",
"status": "I N_PROGRESS",

"creationTi me": O,
"commandl D': 1546336350

}
2. Validate that the snapshot and data is present using the list-snapshots command.

The following command lists the snapshots created in the environment against the COD database filters like table
name, command 1D, and time range.

cdp opdb list-snapshots --environment - name ENVIRONMENT_NAME - - dat abase-
name DATABASE_NAME [- - t abl e- name TABLE_NAME] [- - conmmand- i d COMMAND_ID] [--from
creation-ti me FROM_CREATION_TIME] [- -t o- creati on-ti me TO_CREATION_TIME]

Examples
Without filters

cdp opdb |ist-snapshots --environnment-name odx-wgel 6j --dat abase-nane |j
&
"envi ronnment Nane": "odx-wgel 6] ",

"dat abaseNane": "jpfy",
"snapshots": |
{
"tabl eNane": "table_ tob8vc",
"snapshot Nane": "snapshot 3 tabl e tob8vc",
"creationTime": 1662014265011,
"status": "SUCCESSFUL",
"commandl D': 1546336058,
"snapshot Location": "abfs://qgedail ynat-fil esystem@edai | ynat
st orageaccount . df s. core. wi ndows. net/ cod-rt zupxh843ua/ hbase"
I

{
"t abl eNane": "tabl e tob8vc",

"snapshot Nane": "snapshot2_tabl e_t ob8vc",
"creationTime": 1662014023725,
"status": "SUCCESSFUL",
"commandl D': 1546336035,
"snapshot Locati on": "abfs://gedailynat-fil esystem@edai | ynat
st orageaccount . df s. core. wi ndows. net/ cod- rt zupxh843ua/ hbase"
}

{
"tabl eNane": "table_ tob8vc",

"snapshot Nane": "snapshotl1l table tob8vc",
"creationTime": 1662013782370,
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"status": "DELETED',
"comuandl D': 1546336077,
"snapshot Location": "abfs://gedailynat-fil esystem@edail yna
t st orageaccount . df s. core. wi ndows. net/ cod-rt zupxh843ua/ hbase"
} 1
{ .
"tabl eNanme": "table_l pirw",
"snapshot Nane": "snapshot table | pirw",
"creationTinme": 1662013568312,
"status": "DELETED',
"commandl D': 1546336004,
"snapshot Locati on": "abfs://gedail ynat-fil esystem@edail yna
t st orageaccount . df s. cor e. wi ndows. net/ cod-rt zupxh843ua/ hbase"

]
}
With command ID filter

$ cdp opdb list-snapshots --environnent-nane odx-wgel 6] --database-nane
jpfy --command-id 1546336385

"envi ronnment Nane": "odx-wgel 6j",

"dat abaseNanme": "jpfy",

"snapshots": [

{
"t abl eNane": "table 6uf7xt",
"snapshot Nane": "s2",
"creationTime": 1662035967244,
"status": "SUCCESSFUL",
"“commandl D': 1546336385,
"snapshot Locati on": "abfs://gedail ynat-fil esystem@edail yna
t st orageaccount . df s. cor e. wi ndows. net/ cod- rt zupxh843ua/ hbase/ "

}
]
}

With table name filter

$ cdp opdb list-snapshots --environnment-nanme odx-wgel 6j --database-nane
jpfy --tabl e-nane tabl e_6uf 7xt

"“envi ronment Nane": "odx-wgel 6j",

"dat abaseNane": "jpfy",

"snapshots": |

{
"tabl eNane": "tabl e 6uf 7xt",
"snapshot Nane": "s2",
"creationTine": O,
"status": "SUCCESSFUL",
"conmandl D': 1546336385,
"snapshot Locati on": "abfs://qgedailynat-fil esystem@edail ynats
t orageaccount . df s. core. wi ndows. net/ cod-rt zupxh843ua/ hbase/ "

}
]

Launching hbase shell
Create snapshot
List snapshot
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Cloudera Operational Database Scaling COD instances vertically

Y ou can scale up a COD cluster vertically, which means upgrading a COD cluster from aLIGHT duty toaHEAVY
duty instance type. Y ou can only upgrade COD clusters belonging to the Gateway and Master nodes.

Selecting a larger instance type adds more vCPU and/or RAM to your instances. Y ou can scale up instances from
LIGHT to HEAVY using the CDP CLI command tool.

* You must stop the COD cluster before you vertically scale any of the instances.
* Youmust grant CDP_CB_AWS VERTICAL_SCALE entitlement for the specific tenant.

* You must stop EBS-backed instances before scaling. Vertical scaling is supported on AWS only. See Change the
instance type in AWS documentation for more information.

e You must ensure that the COD clusters belong only to Gateway nodes or Master nodes.

* You must download and install the latest CDP CLI beta version. For more information, see Installing Beta CDP
CLI.

1. Logintothe CDP CLI command tool.
2. Run the following command.

cdp opdb updat e- dat abase --environnment <environment_name> - - dat abase
<database name> - —verti cal - scal e <Group_type for_the database nodes>

The following are the possible values for the group type for the database nodes:

* GATEWAY: Value of the group variable as GATEWAY.
« MASTER: Vaue of the group variable as MASTER.

For example,

cdp opdb updat e- dat abase --environnent-nanme cod-7216-m crol0 --dat abase-
name 0dx2408 --vertical -scal e MASTER

Start the cluster after you have vertically scaled it. Y ou can also configure the services on the cluster to use the
additional or reduced resources/memory.

Installing Beta CDP CLI

Using Apache HBase REST AP, you can scale up the HBase REST server for better connectivity to COD.
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Cloudera Operational Database Scaling the HBase REST server in COD [Technical Preview]

* Tousethisfeature in your CDP environment, you must have the COD_RESTWORKERS entitlement enabled.
Contact Cloudera Support or your Cloudera account team if you do not have this entitlement.

* Multiple Knox Gateway servers are required to scale up the HBase REST servers and support the increased load,
so you must have multiple gateway nodes. When you define multiple gateway nodes, the Apache Knox Gateway
instances work in an HA mode and the load is balanced among the multiple Knox instances.

Y ou need a minimum of two gateway nodes to utilize this functionality. The required number of gateway nodes
can be specified using the --gateway-nodes-count option inthe cr eat e- dat abase command. Each gateway
node hosts an Apache Knox Gateway instance that provides access to the HBase REST server hosted on a REST
worker node. The maximum number of gateway nodes supported is 10.

Y ou cannot modify the number of gateway nodes after the database is created, so plan the number of requested
gateway nodes based on the estimated load.

« You can specify the required number of REST worker nodes using the --restworker-nodes-count option in the
cr eat e- dat abase command. This optional parameter can only be defined when you specify the --gateway-
nodes-count option. Y ou can scale up the performance of the HBase REST servers by increasing the number of
the REST worker nodes during the database creation using thecdp dat ahub scal e- cl ust er command.
The default number of REST worker nodes supported is 0.

B Note: Y ou cannot specify REST worker nodes for the MICRO scale-type clusters.

* You can scale the HBase REST serversin COD clusters deployed in Amazon Web Services (AWS) environments.
e You can only scale the HBase REST servers configured in single-AZ COD deployments.

* You need to create a minimum of two gateway nodes to enable this functionality.
e You must have the ODAdmin rights to make changes to the COD database.

e You must download and install the latest CDP CLI beta version. For more information, see Installing Beta CDP
CLI.

1. Launchthe CDP CLI tool.
2. Create the database with the desired number of gateway nodes using the --gateway-nodes-count option.

cdp opdb creat e-dat abase --environnent - nane <env_name> - - dat abase- nane
<database_name> --gateway-nodes-count integer - - di sabl e-nul ti -az

Optionally, you can specify the number of REST worker nodes using the --restworker-nodes-count option.

cdp opdb creat e-dat abase --environnent - nane <env_name> - - dat abase- nane
<database_name> --gateway-nodes-count <integer> --restworker-nodes-count <integer> - - di sabl e-
mul ti-az

If you prefer to scale up or down an HBase REST server, use the following updat e- dat abase command.

cdp opdb updat e- dat abase --environnent - nane <env_name> - - dat abase- nane
<database name> --num-desired-restworker-nodes <integer>

For example,

cdp opdb updat e- dat abase --environnent-nane cod-env --database-nanme cod-db -
-num desi red-r est wor ker - nodes 4

To scale down an HBase REST server to zero instances, use the following command.
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cdp opdb updat e- dat abase --environnent - nane <env_name> - - dat abase- nane
<database _name> --remove-restworker-nodes

Related Information
Installing Beta CDP CL I

Fast autoscaling in COD

Cloudera Operational Database (COD) supports fast autoscaling for higher computing requirements. COD enables
fast autoscaling whenever high CPU utilization or higher RPC latency is observed in the system.

The fast autoscaling is achieved using the following mechanisms.

Introduction to Compute Instance Group

A Compute node instance group in COD consists of hodes that host all the services, similar to those on Worker nodes,
except the HDFS data services. The region servers on these nodes communi cate with HDFS (data hodes) running on
the Worker nodes.

The Compute nodes add to the higher compute capacity in the system. During scal e-up operations due to higher
compute requirements, the Compute nodes are scaled up using the same storage as on the existing Worker nodes.
Hence, during the scale-down of these Compute nodes, the data remainsin the Worker nodes and does not require
data redistribution. The Worker nodes continue to host the data services and are scaled (up or down) according to the
data requirements (such as Data storage and Regions per server).

Figure 1: COD Architecture

Region Server Region Server Region Server

Data
Storage Data Node Data Node
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Worker 1 Worker N Compute 1
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Compute

|:| Instance ID Status FQDN

> I:I [ i-0cB8a437905093ec9d 1@ O Stopped cod-zfo9yuhetvix-compute2.jrh19-co.xcu2-8y8x.dev.cldr.work £
> [ B3 i-0c7d468b3b2%aale? & O Stopped cod-zfo9yuhetvix-compute0.jrh19-co.xcu2-8y8x.dev.cldrwork 12
> [] CJ i-093b3c2b99fb1f45d © @ Running cod-zfo9yuhetvix-computel. jrh19-co.xcu2-8yBx.dev.cldrwork &

The metrics used for autoscaling are categorized into the following groups. The data metrics are used for the scaling
of the Worker instance group while the compute metrics are used for the scaling of the Compute instance group.

e Worker Group (Data-related metrics)

1. HDFSusage

2. Region density (Regions per server)

3. Total Store File size across region servers
e Compute Group (Compute-related metrics)

1. CPU tilization
2. RPC latency

COD relies on a mechanism of suspending and resuming (start and stop) autoscaling, where the maximum allowed
number of nodes in the system are instantiated but kept in a Stopped state. This mechanism is used for the scaling of
the Compute instance group.

When arequirement for higher compute power arisesin the cluster, COD starts the required number of Compute
nodes. The scale-up time is drastically reduced because the Compute nodes are aready initialized. Similarly, when
the requirement for computing goes down, the Compute nodes are stopped but not dropped. They remain in the
cluster in the Stopped state. The scale-up and scale-down time is reduced since the instance initialization is skipped
during every scale-up or scale-down operation.

COD supports the suspending and resuming of fast autoscaling for the Compute nodes only. The Worker nodes
continue to use the existing autoscaling mechanism.

Autoscaling clusters

Learn how to enable the fast autoscaling mechanismin COD.

* The cluster must have the COD setup in the environment.

* Thenode on which the steps are executed must have the CDP CL1 installed.
e You must havethe COD_USE COMPUTE_ONLY_NODES entitlement.

e You must use COD 1.37.0 or a higher version.

1. Launchthe CDP CLI tool.
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2. Usethe CDPCLI cr eat e- dat abase command to create the compute instance group.
Use the --auto-scaling-parameters option to specify the maximum and minimum number of compute nodes.

cdp opdb creat e-dat abase —envi ronnent - nane <env_nanme> —dat abase- nane <db
_name> --auto-scaling-paraneters ' {"m nConput eNodesFor Dat abase": <m n_com
put e_nodes>, "maxConputeNodesFor Dat abase": <max_conput e_nodes>}'

Where,

e <max_compute_nodes> specifies the maximum number of Compute nodes required in the system.
e <min_compute_nodes> specifies the minimum number of Compute nodes in the system.
When the command is successfully executed, the newly created database contains the instantiated

<max_compute_nodes> nodes. However, in the subsequent, scaling-executor cycle, the Compute nodes are
stopped until the required number of nodes or the count <min_compute_nodes> is reached.

Alternatively, if the database is already created on 1.37.0, we can use the update database CDP CLI command to
update the autoscaling parameters mentioned above.

3. Configure the autoscaling parameter to have an appropriate maxCpuUtilization which represents the average CPU
utilization percent across Worker nodes and Compute nodes.

cdp opdb updat e- dat abase --environnent - nanme <env_nane> --dat abase- nane <
db_nanme> \
--auto-scaling-paraneters '{"maxCpultilization": 80. . . }'

The subsequent scaling cycles start or stop the Compute nodes as per the compute regquirements.
4. Executetheupdat e- dat abase CDP CLI command to start all the Compute nodes in the system, if the cluster

needs to be stopped or upgraded.
cdp opdb updat e- dat abase --environnent - nanme <env_nane> --dat abase- nane <
db_nanme> \
--auto-scaling-paraneters '{"m nConput eNodesFor Dat abase": <nax_conput e_no
des>}'

All the Compute nodes are started. The nodes are running after the cluster upgrade or restart.
5. Revert to the original <min_compute_node> after the restart or upgrade.

cdp opdb updat e- dat abase --environnment - nanme <env_nane> --dat abase- nane <
db_name> \

--auto-scaling-paraneters '{"m nConput eNodesFor Dat abase": <ni n_conpute_no
des>}'

The subseguent scaling cycles stop the additional Compute nodes in the cluster.

CDP CLI Beta

Y ou can disable the fast autoscaling in your COD cluster. However, the existing autoscaling mechanism operates as
usud in the cluster.

* The cluster must have the COD setup in the environment.
« The node on which the steps are executed must have the CDP CLI installed.
» Fast autoscaling must be enabled in your cluster.
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Cloudera Operational Database Ensure HBase populates pre-existing object storage data

1. Launchthe CDP CLI tool.

2. Set the minimum and maximum Compute node counts to zero. This command deletes all the Compute nodesin
the cluster.

cdp opdb creat e-dat abase —envi ronnent - nane <env_nanme> —dat abase- nane <db
_name> --auto-scaling-paraneters '{"m nConput eNodesFor Dat abase": 0, "nmaxC
onput eNodesFor Dat abase": 0}’

The subsequent autoscaling executions only impact the Worker instance group.

CDPCLI Beta

Learn how to resume the stopped nodes in the cluster before performing a runtime upgrade.

The cluster upgrade might fail if the cluster contains nodes that are in the Stopped state. Y ou must restart these nodes
before executing the upgrade or drop the stopped nodes before the upgrade. They can be added later after the upgrade.

Ensure that you execute the following command to increase the minimum number of nodes in the cluster to the
maximum number of allowed Compute nodes in the cluster. Thistriggers the restart of the stopped nodes. After that,
the cluster can be upgraded.

.Iclients/cdpcli/cdp.sh opdb update-database --environnment-nanme jrhl6-cod-72
16 --database-name jrhi3-7216 \

--auto-scal i ng-paraneters '{"m nConput eNodesFor Dat abase" : <MAX_COVPUT
E_NODES>}'

Revert them nConput eNodesFor Dat abase to the original value after the upgrade.
Alternatively, drop all the stopped Compute nodes in the cluster using the following CDP CLI command.

cdp opdb creat e- dat abase —envi ronnent - nane <env_nane> —dat abase- name <db_nam
e> --auto-scaling-paraneters '{"mxConput eNodesFor Dat abase": <nunber_of runn
i ng_conpute_nodes in the systenp}'

CDP CLI Beta

Cloudera Operational Database (COD) databases store datain cloud storage. The location of the datais stored in
cloud storage is defined by the data access cloud storage location in the CDP environment and the COD database
name.

When a COD database is dropped, any data stored in the cloud storage is not dropped. Y ou must delete the data
separately if you no longer need it. If a COD database is created against a cloud storage location which already
contains COD data from a previous instance of COD, COD will automatically re-create the tables with the
corresponding data in the new COD instance. Multiple COD databases must not refer to the same cloud storage
location as this will cause dataloss and data corruption.

If aCOD database is created using the same name against a cloud data access storage location, which already
contains COD data from a previous instance of COD, COD will automatically re-create the tables with the
corresponding datain the new COD instance.
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Y ou can add table coprocessors so that HBase can run custom code on the server side against the stored data and filter
local minimum or maximum value during ingestion without scanning the entire table.

Y ou can use built-in table coprocessors from the upstream HBase rel eases. COD supports custom table coprocessors,
which you can implement and extend from HBase coprocessors' interfaces.

Y ou can add custom table coprocessors into the HBase tables or remove them from HBase tables, also obtain alist of
coprocessors with its status on the COD environment.

Y ou must ensure that:

* You havethe CDP CLI setup.
* You have uploaded the JAR file (custom coprocessor) to aremote location that the COD instance can access.
Important: Thisfeatureisin Technica Preview and is not ready for production deployment. Cloudera

encourages you to explore these technical preview features in non-production environments and provide
feedback on your experiences.

Coprocessor Introduction

Learn how to add custom table coprocessors into the HBase table.

1. Launch the CDP CLI tool.
2. Upload your custom coprocessor to a remote location. For example, S3.
3. Runthefollowing add- copr ocessor command to add a specific coprocessor using its canonical class name.

# add tabl e-1evel coprocessor

cdp opdb add- coprocessor \

--envi ronnent ENVI RONVENT \

- - dat abase DATABASE \

--tabl e-name TABLE NAME \

--coprocessor - canoni cal - name COPROCESSOR_CANONI CAL_NAME \
[--coprocessor-|ocation-url COPROCESSOR LOCATI ON_URL] \
[--coprocessor-args COPROCESSOR _ARGS]

Learn how to remove the custom coprocessors from the HBase tables.

1. Launchthe CDP CLI tool.

2. Runthefollowing r emove- copr ocessor command to remove a specific coprocessor using its canonical class
name.

# renmpve table-1evel coprocessor
cdp opdb renove-coprocessor \
--envi ronment ENVI RONVENT \
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- - dat abase DATABASE \

--tabl e-nane TABLE_NAME \

--coprocessor - canoni cal - name COPROCESSOR_CANONI CAL_NAME \
[--force] \

[--no-force]

Learn how to obtain alist of coprocessors from a COD environment.

1. Launchthe CDP CLI tool.
2. Runthefollowingl i st - copr ocessor s command to obtan alist of all the added coprocessors.

# CGet a list of coprocessors with its status on the COD environnent
cdp opdb |ist-coprocessors \

--envi ronnent ENVI RONVENT \

- - dat abase DATABASE \

[--tabl e-nane TABLE NAME] \

[--command-i d COMVAND | D

After you add or remove the table coprocessors through CDP CL I, you can verify whether they are added
successfully.

1. Open the HBase Ul from the Cloudera Manager.
2. Click User Tables under Tables.
3. Check the coprocessors details in the Description column for the respective HBase tables.

Y ou can customize a default image for compliance or security reasons. Y ou can then use the CDP CLI to register
a custom image catalog and set the custom image within the custom image catalog. Later, you can use this custom
image to create an operational database.

To know more about the custom images, see Custom images and image catalogs.

Custom images and image catal ogs

Cloudera Operational Database (COD) allows you to create a database using a custom image for compliance or
security purposes. Y ou can inherit pre-installed packages or software libraries from the custom image while creating
an operational database.

* You must download and install the latest CDP CLI beta version.
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* You must have aworking CDP environment.
* You must ensure that the custom image resides in your CDP environment.

Procedure

1. Run thefollowing command to create a database using a custom image.

cdp opdb creat e-dat abase --environnment <env_name> - - dat abase <database-name> - -
i mge <"id" :<image id>, " cat al og" : <catalog_name>>

Parameter value Description

<env_name> Name of the environment that holds the new database.
<database-name> Nane of the new database for which you want to use the custom
image.
<image id> Image ID of the database image.
<catalog_name> Name of the database image catalog.
For example,

cdp opdb creat e-dat abase --environnment-nane cod-7215 --dat abase-nane tes
tdb --image '{"id":"78aeac7f-4a37-4395-a270-833d655c20f b", "catal 0og":"cdp-
defaul t"}'

2. Verify that the database creation is successful for the same image.

Navigate to the Data Hub Clusters service or to the Management Console Data Hub Clusters, and click the
Image Details tab of the newly created Data Hub cluster.

Upgrading a database using a custom image

Y ou can upgrade an existing database using a custom image. The database inherits the packages and software
libraries of the custom image, and is upgraded to the provided database image.

Before you begin

* You must download and install the latest CDP CLI beta version.
e You must have aworking CDP environment.
* You must ensure that the custom image resides in your CDP environment.

Procedure
1. Run the following commands sequentially to upgrade a database using a custom image.

a. cdp opdb upgrade-dat abase --environnent <env_name> - - dat abase <database name>
--i mage-i d=string

b. cdp opdb upgrade-dat abase --environnent <env_name> - - dat abase <database name>
--image-i d=string - - 0s- upgr ade- onl y

Parameter value Description

<env_name> Name of the environment that holds the existing database.

<database_name> Name of the existing database for which you want to use the custom
image.

--image-id Image ID of the database image to which the existing database is
upgraded.
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Parameter value Description

--0s-upgrade-only Only perform an Operating System upgrade.

For example,

cdp opdb upgrade- dat abase --environnent cod-7216-nicro3 --database tenpd
b1l2 --inmage-id al88a3d7-067f - 42f 1- 9b89- 16d40f aab24c

cdp opdb upgrade-dat abase --environnent cod-7216-mni cro3 --database tenpd
bl12 --inmage-id al88a3d7-067f-42f 1- 9b89- 16d40f aab24c - - os-upgrade-only

2. Verify that the database upgrade is successful for the same image.

Navigate to the Data Hub Clusters service or to the Management Console Data Hub Clusters, and click the
Image Details tab of the upgraded Data Hub cluster.

Switching image catalogs in COD

Y ou can switch the image catal og of an existing operational database. Y ou may want to switch the image catalog for a
database to restrict which Runtime version can be upgraded to, or to move to custom images for an existing database.

Before you begin

* You must download and install the latest CDP CLI betaversion.
* You must have aworking CDP environment.
* You must ensure that the custom image resides in your CDP environment.

Procedure

1. Run thefollowing command to switch an image catalog of an existing database.

cdp opdb updat e- dat abase --environnment <env_name> - - dat abase <database name> - -
cat al og <catalog_name>

Parameter value Description

<env_name> Name of the environment that holds the existing database.
<database_name> Name of the existing database for which you want to switch the
image catal og.
<catalog_name> Name of the image catalog that you want to update for the database.
For example,

cdp opdb updat e- dat abase --environnent-nanme cod-7216-m cro2 --dat abase-n
ame testdb --catal og v3dev-1

2. Verify that the image catalog switching is successful for the database.

Navigate to the Data Hub Clusters service or to the Management Console Data Hub Clusters, and click the
Image Details tab of the updated Data Hub cluster.

Enabling HBase region canary

Y ou can enable the HBase canary, which is an optional service, to monitor the health of the HBase RegionServer.

29



Cloudera Operational Database Monitoring metricsin COD with Grafana

COD providesthe CLI option --enable-region-canary to add the HBase canaries to monitor the RegionServer health.
Y ou can use this option while creating an operational database using COD CLI.

The HBase canaries are added under the HBase service in the Cloudera Manager. Y ou can view them under Cloudera
Manager HBase Service Configuration tab .

Ensure that you have created a CDP environment and is ready to use it.

1. Logintotheterminal that hasthe CDP CLI client installed.
2. Usethe following command to enable the HBase region canaries.

cdp opdb creat e-dat abase --environnment - nane ENVIRONMENT_NAME - - dat abase- nane
DATABASE_NAME - - enabl e-r egi on-canary

For example,

cdp opdb creat e-dat abase --environnment-nane cdp_7215 --dat abase-nanme cod_1
--enabl e-regi on-canary

The following HBase canaries are added on the Cloudera Manager Ul.

* hbase region_health_canary_enabled (HBase Region Health Canary)
» hbase region_health canary_slow_run_alert_enabled (HBase Region Health Canary Slow Run Alert Enabled)

* hbase_canary_aert_unhealthy_region_percent_threshold (HBase Canary Unhealthy Region Percentage Alert
Threshold)

Create database

Cloudera Operational Database (COD) provides a pre-defined solution to visualize the COD metrics
comprehensively. COD uses Grafana to store and visualize the metrics. Y ou can seamlessly access al the COD
metrics using this Grafana solution.

Grafana deployment for COD aims to provide the following benefits.

« Enablesaccessrestriction to Cloudera Manager: Y ou can obtain necessary information and perform the required
operations through the COD API, CLI, or Ul while maintaining appropriate access restrictions to Cloudera
Manager for other operations.

« Utilizes ready-made dashboards with advanced widgets: COD utilizes the pre-built dashboards that Grafana
offers, to visualize and monitor the performance of various components.

* Integrates external metrics sources. COD allows you to incorporate metrics from external sources such as S3
storage. Thisintegration provides a comprehensive view of COD, which helps to understand COD performance
problems more effectively.

Consider the following aspects while enabling Grafana for COD.

« Grafana server upgrade: COD focuses on utilizing the existing version to meet the requirements and the upgrade
of the Grafana server is not within the scope of this solution.

e Manual dashboard updates: Y ou must explicitly download the updated dashboards from the Cloudera Public
repository. This allows flexibility and ensures that you have the latest dashboard versions whenever necessary.
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» Operating System support: The existing solution works on Red Hat, CentOS, RHEL, and Fedora OS because of
an RPM-based installation. That is why COD does not alow you to install Grafana with custom images having
different OS.

« Data Lake metrics support: COD does not include the Data L ake metricsin this solution. Only individual COD
(Data Hub) metrics appear in the Grafana dashboard.

e HA Knox support: Currently, COD only supports asingle Gateway host with asingle Knox Gateway.

« Foursquare plugin support: The Cloudera Manager foursgquare datasource plugin does not support sending alerts.
That iswhy alerts cannot be created on HBase, HDFS, and ZooK eeper dashboard panels.

Learn how to enable the Grafana URL to visualize the Cloudera Operational Database (COD) metrics.

* You must whitelist the Cloudera archive URL so that the necessary RPM packages for Grafana can beinstalled in
the instances.

e You must whitelist the Cloudera repository so that the dashboards are created automatically.
* You must whitelist the Grafana RPM packages URL so that Grafana can be installed in the instances.
¢ You must whitelist the Google API storage URL so that the Cloudera Manager fousguare plugin can be installed.

e You must attach the following policy for CloudWatch plugin under cdp-infra2-logs-role (or the role with which
the ec2 instances are created) to enable the Amazon S3 metrics in Grafana dashboard. To attach a policy under the
cdp-infra2-logs-rolee, see Create a cross-account |AM role.

{
"Version": "2012-10-17",

"Statenment": |

{
"Sid": "Al owReadi ngMetri csFrontTl oudWat ch",
"Effect": "All ow',
"Action": [
"cl oudwat ch: Descri beAl ar nsFor Metric",
"cl oudwat ch: Descri beAl arnHi st ory",
"cl oudwat ch: Descri beAl arns",
"cl oudwat ch: Li st Metri cs",
"cl oudwat ch: Get MetricStatistics",
"cl oudwat ch: Get Met ri cDat a",
"¢l oudwat ch: Get | nsi ght Rul eReport"
1,

"Resource": "*"

},

"Sid": "Al Il owReadi ngLogsFr onCl oudWat ch",
"Effect": "Allow',
"Action": [
"| ogs: Descri beLogG oups",
"| ogs: Get LogG oupFi el ds",
"l ogs: Start Query",
"l ogs: St opQuery",
"l ogs: Get QueryResul ts",
"l ogs: CGet LogEvent s"

]

Resource": "*"

}
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"Sid": "All owReadi ngTagsl nst ancesRegi onsFr onEC2",
"Effect": "Al ow',
"Action": [

"ec2: Descri beTags",
"ec2: Descri bel nst ances",
"ec2: Descri beRegi ons"

1,

" Resource":

[LNT]

"Sid": "All owReadi ngResour cesFor Tags",
"Effect": "Allow',

"Action": "tag: Get Resources",
"Resource": "*"

%!
"Sid": "AllowReadi ngAcr ossAccount s",
"Effect": "Alow',
"Action": [
"oam Li st Si nks",
"oam Li st At t achedLi nks"

]

"Resource": "*"

}

e You must aso create a CloudWatch metrics configuration to enable the Amazon S3 metrics in Grafana dashboard.
See the steps mentioned under Using the S3 console in Creating a CloudWatch metrics configuration for all the

objectsin your bucket.

1. Logintothe CDP CLI command tool.
2. Run the following command.

cdp opdb creat e-dat abase --environnment <environment_name> - - dat abase

<database name> - - enabl e- gr af ana

For example,

cdp opdb creat e-dat abase --environnent-nanme cod-7216-m crol0 --dat abase-

nane o0dx2408 --enabl e-grafana

On successfully executing the command, Grafana URL is added under the GRAFANA DASHBOARD option inside

the COD database as shown in the following figure.

ENVIRONMENT REGION DATA LAKE SQLEDITOR (3 |GRAFAMA DASHBOARD @
cod-7216-microd  ** us-west-2 ® cod-7216-microd # Hue Grafanal2
Connect Charts Events
HBase HBase REST HBase Client Tarball Phoenix (Thick) Phoenix (Thin) Phoenix (ODBC)

When you click on the Grafana URL, it takes you to the Grafana dashboard.

Here is an example of the HBase dashboard using Grafana.

CLOUD STORAGE LOCATION
W s3a.//odx-weekly-test/cod-cOtunjgddgw5/hbase Ol

Phoenix Python
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= Home > Dashboards » Cloudera > Hbase f¢ g 2 & (@ Last 30 minutes ~ @ o 15m ~ ~
Status Master Critical Events and Alerts Critical Events Across RSs Alerts Across RSs

concerning health S Y R R 100

nnmnmnmm 50

bad health o

0 2
10y NN 15
fnnmnmmm o NI
disabled health o MIR R NR RN MRR MR R R R R}
insnnnmnm o
== Integral(alerts_rate) (Master (cod-cOtunjgdd 0 o

@

e
o

)
S

unknown health

~ RegionServer: Summary| [

integral (svents_critical_rate] (Master (cod-c 18:00 18:10 18:20 18:00 18:10 18:20
== integral(events_important_rate) (Master {coc == integral{events_critical_rate_across_regions: == integral(alerts_rate_across_regionservers) (f

Total Regions Region In Tra... Total BlockC... Total Resident Mem... Total Store File Size Total Store Files Total Memst...
2 0 0 1 3 ' . | ‘ ' e E .
| ;
|
|
| 18:00
Total IPCs Processed Across RSs Read and Write Requests Webserver Responsiveness
1.5 req/s
Al Il n /\" |f\"
A A N A A i~ i 70 Al [ \
0.3 0psis | N\ /s " ye \V.' AVal Vs \VAV 1reqs I - n :,\ ) I\ ) [ |
| | A AN AN /
| —_ e
| ] 0sregls || I‘ f = =5 = 60
0.2 ops/s ‘I " \nl |/ - ||
\-U/ I
'UII 0 reqls 0 \J
18:00 18:05 1810 18:15 18:20 18:25
18:00 18:05 18:10 18:15 18:20 18:25 = total_read_requests_rate_across_regionservers (hbase) 18:00  18:05 1810 1815  18:20  18:25

Related Information

CDPCLI Beta

Clouderaarchive

Clouderarepository

Grafana RPM packages

Google API storage

Create a cross-account |IAM role

Creating a CloudWatch metrics configuration for al the objects in your bucket

Enabling Grafana dashboard for an existing COD database

Learn how to enable the Grafana URL to visualize the Cloudera Operational Database (COD) metrics for an existing
COD database.

Before you begin

e You must whitelist the Cloudera archive URL so that the necessary RPM packages for Grafana can beinstalled in
the instances.

* You must whitelist the Cloudera repository so that the dashboards are created automatically.
e You must whitelist the Grafana RPM packages URL so that Grafana can be installed in the instances.
« You must whitelist the Google API storage URL so that the Cloudera Manager fousquare plugin can beinstalled.

* You must attach the following policy for CloudWatch plugin under cdp-infra2-logs-role (or the role with which
the ec2 instances are created) to enable the Amazon S3 metrics in Grafana dashboard. To attach a policy under the
cdp-infra2-logs-rolee, see Create a cross-account |AM role.

{
"Version": "2012-10-17",

"Statenent": |
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{
"Sid": "Al owReadi ngMetri csFrontCl oudWat ch",
"Effect": "Alow',
"Action": [
"cl oudwat ch: Descri beAl arnmsFor Metric",
"cl oudwat ch: Descri beAl ar nHi st ory",
"cl oudwat ch: Descri beAl ar ns",
"cl oudwat ch: Li st Metri cs",
"cl oudwat ch: Get MetricStati stics",
"cl oudwat ch: Get Metri cDat a",
"cl oudwat ch: Get | nsi ght Rul eReport”
],

"Resource": "*"

}

"Sid": "Al owReadi ngLogsFronCl oudwWat ch”,
"Effect": "Allow',
"Action": [
"l ogs: Descri beLogG oups",
"l ogs: Get LogG oupFi el ds",
"l ogs: Start Query",
"| ogs: St opQuery",
"l ogs: Get QueryResul ts",
"l ogs: Get LogEvent s"
]

"Resource": "*"

},

"Sid": "AlowReadi ngTagsl nst ancesRegi onsFr onEC2" ,
"Effect": "Al ow',
"Action": [
"ec2: Descri beTags",
"ec2: Descri bel nst ances”,
"ec2: Descri beRegi ons"

]

"Resource": "*"

"Sid": "All owReadi ngResour cesFor Tags",
"Effect": "Allow',

"Action": "tag: Get Resources"”,
"Resource": "*"

}
{

"Sid": "AlowReadi ngAcr ossAccounts",
"Effect": "Allow',
"Action": [

"oam Li st Si nks",

"oam Li st At t achedLi nks"

]

"Resource": "*"

}

e You must aso create a CloudWatch metrics configuration to enable the Amazon S3 metrics in Grafana dashboard.
See the steps mentioned under Using the S3 console in Creating a CloudWatch metrics configuration for all the

objectsin your bucket.
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1. Go to the Cloudera repository and copy these files (grafana-install-configure-v2.sh and configure-knox-for-
grafana.sh) to the gateway node of the COD cluster.

If you are using CDH version 7.2.15, download configure-knox-for-grafana7215.sh file.

Following is an example command.

scp -i ~/.ssh/ odx-devel opers. pem ./ grafana-install-configure-v2.sh cloud
break@0. 1. 1. 1:

scp -i ~/.ssh/ odx-devel opers. pem ./ configure-knox-for-grafana.sh cl oudbr
eak@o. 1. 1. 1:

2. Connect to the gateway node.
Following is an example command.

ssh -i ~/.ssh/ odx-devel opers. pem cl oudbr eak@0. 8. 2. 5

3. Get the root permission for the folder where you copied the script files.
Following is an example command.

sudo -i cd /hone/ cl oudbr eak/

4. Set the owner permission for the script files so that it can run successfully.

chown root:root *

5. Run the Grafanainstallation script.
Following is an example command.

./ grafana-install-configure-v2.sh

extracted string: cod--186yjxqvwcwoh
Failed to set locale, defaulting to C
Loaded plugins: fastestmrror, versionl ock
Determ ning fastest mirrors

epel / x86_64/ met al i nk

| 27 kB 00:00: 00
base: downl oad. cf.centos.org
cent os-scl o-rh: downl oad. cf.centos. org
cent os-scl o-scl o: downl oad. cf. centos. org
epel : ftp-osl.osuosl.org
extras: downl oad. cf.centos.org
updat es: downl oad. cf. cent os. org
base

* % %k *

| 3.6 kB 00:00: 00
cdp-infra-tools

| 2.9 kB 00:00: 00
cent os-scl o-rh

| 3.0 kB 00:00: 00

Cr eated symink from/etc/systend/ system nmulti-user.target.wants/grafana-
server.service to /usr/lib/systenmd/ system grafana-server. service.

If the command is successful, you must see the symlink created message.
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6. Check the Grafana service status using the sy st enct | command.

systenctt| status grafana-server. service

graf ana- server. service - Gafana i nstance

Loaded: |oaded (/usr/lib/systend/system grafana-server.service; enabled; v
endor preset: disabl ed)

Active: active (running) since Tue 2023-08-22 10:51:08 UTC, 16s ago

Docs: http://docs. grafana. org

Main PID: 25273 (grafana)

CG oup: /systemslicel/grafana-server. service

##25273 [usr/ share/ grafanal/ bi n/ graf ana server --config=/etc/grafanal/gra
fana.ini --pidfile=/var/run/grafanal/grafana-server.pid --packagi ng=rpm c
fg:defaul t. paths. | ogs=/var/log/gr..

7. Run the Knox configuration script.
Following is an example command.

./ confi gure-knox-for-grafana. sh

If you are using CDH version 7.2.15, use the following command . / conf i gur e- knox-f or -
graf ana7215. sh.

Installing knox service configs for grafana
Addi ng GRAFANA service in the cdp-proxy topol ogy
Addi ng GRAFANA service in the cdp-proxy topology in the active directory

8. Restart the Knox service using Cloudera Manager.

The following is a sample Grafana dashboard URL.
https://[<GATEWAY -FQDN>/grafanacod/dashboards

Y ou can obtain the value of <GATEWAY-FQDN> from COD DATAHUB Nodes Gateway . Inthelisted table, you
can find the FQDN column. For example, https://cod--186yjxqvwcwoh-gateway0.cod-7216.xcu2-8y8x.dev.cldr.work
/grafanacod/dashboards.

CDPCLI Beta

Cloudera archive

Cloudera repository

Grafana RPM packages

Google API storage

Create a cross-account IAM role

Creating a CloudWatch metrics configuration for al the objects in your bucket

Know how to import an existing Grafana dashboard into your COD environment.

* You must whitelist the Cloudera archive URL so that the necessary RPM packages for Grafana can beinstalled in
the instances.

e You must whitelist the Cloudera repository so that the dashboards are created automatically.

36


https://cloudera.github.io/cdp-dev-docs/cli-docs-beta/opdb/create-database.html
https://archive.cloudera.com/p/repos/rhel/server/8/8.8/x86_64/cloudera-repo/
https://github.com/cloudera/observability/tree/main/cod/scripts
https://dl.grafana.com/oss/release/grafana-9.5.3-1.x86_64.rpm
https://storage.googleapis.com/plugins-community/foursquare-clouderamanager-datasource/release/0.9.3/foursquare-clouderamanager-datasource-0.9.3.zip
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-aws/topics/mc-aws-req-credential.html#ariaid-title3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/configure-request-metrics-bucket.html

Cloudera Operational Database Monitoring metricsin COD with Grafana

Download the dashboard JSON files (for example, S3.json) in your local computer from the Cloudera repository.
Open your Grafana portal and go to the Dashboard page.

Choose your folder where you want to install the dashboards (for example, Cloudera).

Click New Import from the drop-down menu.

Upload the dashboard JSON file which you had downloaded earlier.
After uploading the file you can see that the dashboard is created in your chosen folder.

6. Select the dashboard to see the graphs.

o wbhpRE

Clouderaarchive
Cloudera repository
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https://archive.cloudera.com/p/repos/rhel/server/8/8.8/x86_64/cloudera-repo/
https://github.com/cloudera/observability/tree/main/cod/dashboards
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