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Cloudera Runtime Introduction

Introduction

Zeppelin uses Apache Shiro to provide authentication and authorization (access control).
Clusters created in CDP have security enabled by default. Disabling security on acluster in CDP is not supported.

Important: Zeppelin will be deprecated in Cloudera Runtime 7.2.18. For more information, see Deprecation
Noticesin Cloudera Runtime 7.2.18.

What to do next

If Ranger is enabled on your cluster, no additional configuration steps are required to have Ranger work with
Zeppelin. Note, however, that a Ranger policy change takes about five to ten minutes to take effect.

Configuring Livy

About this task
This section describes how to configure Livy in CDP.

Livy isaproxy service for Apache Spark; it offers the following capabilities:

e Zeppelin users can launch a Spark session on a cluster, submit code, and retrieve job results, all over a secure
connection.

« When Zeppelin runs with authentication enabled, Livy propagates user information when a session is created.
Livy user impersonation offers an extended multi-tenant experience, allowing users to share RDDs and cluster
resources. Multiple users can access their own private data and session, and collaborate on a notebook.

The following graphic shows process communication among Zeppelin, Livy, and Spark:
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The following sections describe several optional configuration steps.

Configure Livy user access control
Y ou can use the livy.server.access-control .enabled property to configure Livy user access.

When this property is set to false, only the session owner and the superuser can access (both view and modify) a
given session. Users cannot access sessions that belong to other users. ACLs are disabled, and any user can send any
request to Livy.




Cloudera Runtime Livy high availability support

When this property is set to true, ACLs are enabled, and the following properties are used to control user access:

» livy.server.access-control.allowed-users — A comma-separated list of users who are allowed to access Livy.

» livy.server.access-control.view-users — A comma-separated list of users with permission to view other users
infomation, such as submitted session state and statement results.

« livy.server.access-control.modify-users — A comma-separated list of users with permission to modify the sessions
of other users, such as submitting statements and deleting the session.

If you change any Livy interpreter settings, restart the Livy interpreter. Navigate to the Interpreter configuration page
in the Zeppelin Web Ul. Locate the Livy interpreter, then click restart.

To verify that the Livy server isrunning, access the Livy web Ul in abrowser window. The default port is 8998:

http://<livy-host nane>: 8998/

Livy supports high availability. If there is more than one Livy server in the CDP cluster, high availability is
automatically enabled by Cloudera Manager by setting thel i vy. server. recovery. node property to ha and
by including the list of Zookeeper serversin the Livy configuration.

The new high availability mode runs multiple instances of Livy in acluster. Both the active and passive instances

continuously run and the passive instances take the active role when required. There isonly one active server at a

time, and the remaining instances are passive. Passive instances only redirect requests to the active server using HTTP
307.

» JDBC connection: The JDBC connections are not redirected. More details about this limitation are available
below.

» Load balancing: The active-passive high availability model does not provide additional parallelism or capacity.
Interactive sessions are only handled by the active server, adding more servers does not distribute load across
servers.

If you are not using Livy through Knox gateway, clients must follow HTTP redirects and resend authentication.
Thelogic the clients can use isto make alist of the Livy servers by obtaining them from the Cloudera Manager API
and if any of the servers do not respond, the clients should retry sending the request to another server in the list. For
example, inthe case of CURL, the- - | ocat i on-t r ust ed flag has to be specified to follow redirects and resend
authentication.

Livy provides high availability by active-passive setup. Only the active Livy server node can accept JDBC
connections, and the passive nodes reject connection attempts. Therefore, if a client wants to connect using JDBC,

it has to iterate through all servers and check which one accepts connections. If the active server goes down, the
connection is broken and another node takes over the active role. This behavior is the same for both HTTP and binary
mode connections.
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This section describes how to configure Apache Zeppelin user impersonation for Apache Hive.

User impersonation runs Hive queries under the user 1D associated with the Zeppelin session.

If Kerberosis enabled on the cluster, enable user impersonation as follows:
To configure the %jdbc interpreter, complete the following steps:

1. InHive configuration settings, set hive.server2.enable.doAsto true.
2. Inthe Zeppelin Ul, navigate to the %jdbc section of the Interpreter page.
3. Enable authentication via the Shiro configuration: specify authorization type, keytab, and principal.

a. Set zeppelin.jdbc.auth.type to KERBEROS.
b. Set zeppelin.jdbc.principal to the value of the principal.
c. Set zeppelin.jdbc.keytab.location to the keytab location.
4. Set hive.url to the URL for HiveServer2. Here is the general format:

jdbc: hive2://H veHost: 10001/ def aul t; pri nci pal =hi ve/ _HOST@HOST1. COM hi ve.
server 2. proxy. user =t est user

The JDBC interpreter adds the user ID as a proxy user, and sends the string to HiveServer2; for example:

jdbc: hive2: //dkhdp253. dk: 2181, dkhdp252. dk: 2181, dkhdp251. dk: 2181/ ; servi ce
Di scover yMode=zooKeeper ; zooKeeper Nanespace=hi veser ver 2

5. Add ahive.proxy.user.property property and set its value tohive.server2.proxy.user.
6. Click Save, then click restart to restart the interpreter.

For information about authenticating Zeppelin users through Active Directory or LDAP, see "Configuring Zeppelin
Security" in this guide.

This section describes how to configure Apache Zeppelin user impersonation for Apache Phoenix.

User impersonation runs Phoenix queries under the user 1D associated with the Zeppelin session.

To enable user impersonation for Phoenix, complete the following steps:

1. Inthe HBase configuration settings, enable phoenix sql.
2. In Advanced HBase settings, set the following properties:

hbase. thrift.support. proxyuser=true
hbase. regi onserver.thrift.http=true
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3. In HDFS configuration settings, set the following properties:

hadoop. pr oxyuser . hbase. gr oups=*
hadoop. pr oxyuser . hbase. host s=*
hadoop. pr oxyuser. zeppel i n. gr oups=*
hadoop. pr oxyuser. zeppel i n. host s=*

4. Make surethat the user has access to HBase. Y ou can verify this from the HBase shell with the user_permissions
command.

This section describes how to restrict access to specific Apache Zeppelin elements.

After configuring authentication, you may want to restrict access to Zeppelin notes and data, and &l so set restrictions
on what users and groups can configure Zeppelin interpreters. Y ou can authorize access at three levels within
Zeppdlin:

« Ul authorization restricts access to Zeppelin Interpreter, Credential, and Configuration pages based on
administrative privileges.

* Note-level authorization restricts access to notes based on permissions (owner, reader, or writer) granted to users
and groups.

« Datalevel authorization restricts access to specific data sets.

This section describes how to restrict access to Apache Zeppelin interpreter, credential, and configuration settings.

By default, any authenticated account can access the Zeppelin interpreter, credential, and configuration settings.
When access control is enabled, unauthorized users can see the page heading, but not the settings.

Users and groups must be defined on all Zeppelin nodes and in the associated identity store.

1. Definea[roles] section in shiro.ini contents, and specify permissions for defined groups. The following example
grantsall permissions ("*") to usersin group admin:

[rol es]
admn = *

2. Inthe[urlg] section of the shiro.ini contents, uncomment the interpreter, configurations, or credential line(s)
to enable access to the interpreter, configuration, or credential page(s), respectively. (If the [urls] section is not
defined, add the section. Include the three /api lineslisted in the following example.)

The following example specifies access to interpreter, configurations, and credential settings for role "admin”:

[urls]

[ api /versi on = anon

[api/interpreter/** = authc, roles[adm n]
[api/configurations/** = authc, rol es[adn n]
/api/credential/** = authc, roles[adn n]
#/** = anon
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[** = aut hc

To add more roles, separate role identifiers with commas inside the square brackets.

Note: The sequence of linesin the [urls] section isimportant. The /api/version line must be the first linein the [url
g] section:

[ api /version = anon
Next, specify the three /api linesin any order:

[api/interpreter/** = authc, roles[adm n]
[api/configurations/** = authc, rol es[adm n]
[api/credential/** = authc, roles[adm n]

The authc line must be last in the [url ] section:

[** = aut hc

3. Maptherolesto LDAP or Active Directory (AD) groups. The following is an example of the shiro.ini settings for
Active Directory (before pasting this configuration in your Zeppelin configuration, update the Active Directory
details to match your actual configuration settings).

# Sanpl e LDAP configuration, for Active Directory user Authentication, c
urrently tested for single Realm

[ mai n]

| dapReal mFor g. apache. zeppel i n. real m LdapReal m

| dapReal m cont ext Fact ory. syst emJser nanme=cn=I dap-r eader, ou=Ser vi ceUser s, dc=
| ab, dc=hort onwor ks, dc=net

| dapReal m cont ext Fact ory. syst enPasswor d=SonePasswOr d

| dapReal m cont ext Fact ory. aut hent i cati onMechani smesi npl e

| dapReal m cont ext Factory. url =l dap: // ad. sonedonai n. net : 389

# Ability to set |dap paging Size if needed; default is 100

| dapReal m pagi ngSi ze=200

| dapReal m aut hori zati onEnabl ed=t r ue

| dapReal m sear chBase=0U=Cor pUser s, DC=I ab, DC=hor t onwor ks, DC=net

| dapReal m user Sear chBase=0U=Cor pUser s, DC=l ab, DC=hor t onwor ks, DC=net

| dapReal m gr oupSear chBase=0U=Cor pUser s, DC=I ab, DC=hor t onwor ks, DC=net

| dapReal m user Obj ect C ass=per son

| dapReal m gr oupQbj ect Cl ass=gr oup

| dapReal m user Sear chAttri but eNanme = sAMAccount Name

# Set search scopes for user and group. Values: subtree (default), onel
evel , object

| dapReal m user Sear chScope = subtree

| dapReal m gr oupSear chScope = subtree

| dapReal m user Sear chFi | t er =( & obj ect cl ass=per son) (sAMAccount Nane={0}))

| dapReal m nenber Att ri but e=menber

# Format to parse & search group nenber values in 'nmenberAttribute'

| dapReal m nenber Att ri but eVal ueTenpl at e=CN={ 0} , OQU=Cor pUser s, DC=I ab, DC=hor t o
nwor ks, DC=net

# No need to give userDnTenplate if menberAttri buteVal ueTenpl ate is provid
ed

#| dapReal m user DnTenpl at e=

# Map from physical AD groups to |ogical application roles

| dapReal m rol esByG oup = "hadoop-adm ns": adm n_rol e, "hadoop- user s": hado
op_users_role

# Force usernanes returned fromldap to | owercase, useful for AD

| dapReal m user Lower Case = true

# Enabl e support for nested groups using the LDAP_MATCH NG RULE | N CHAI N
oper at or
| dapReal m gr oupSear chEnabl eMat chi ngRul el nChain = true

8
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sessi onManager = org. apache. shiro. web. sessi on. ngt . Def aul t WebSessi onManager
### | f caching of user is required then uncomment bel ow |ines

cacheManager = org. apache. shi ro. cache. Menor yConst r ai nedCacheManager

secur it yManager. cacheManager = $cacheManager

securi t yManager . sessi onManager = $sessi onManager

securi tyManager.real ns = $l dapReal m

# 86,400,000 nmilliseconds = 24 hour

securit yManager . sessi onManager . gl obal Sessi onTi meout = 86400000
shiro.loginUl = /api/login

[urls]

# This section is used for url-based security.

# You can secure interpreter, configuration and credential information by
urls. Comment or unconmment the below urls that you want to hide.

# anon neans the access is anonynous.

# aut hc neans Form based Auth Security

# To enfore security, conment the |ine bel ow and unconment the next one
#/ api / versi on = anon

lapi/interpreter/** = authc, roles[adnm n_role, hadoop_users_rol e]
[api/configurations/** = authc, rol es[adm n_rol €]

[api/credential/** = authc, rol es[adni n_rol e, hadoop_users_rol €]

#/** = anon

[** = aut hc

Additional information:
* ldapRealm.rolesByGroup = "hadoop-admins':admin_role,"hadoop-users':hadoop_users role

Thisline maps the AD groups "hadoop-admins® and "hadoop-users' to custom roles which can be used in the
[urls] section to control access to various Zeppelin users. Note that the short group names are to be used rather
than fully qualified names such as " cn=hadoop-admins,OU=CorpUsers,DC=lab,DC=hortonworks,DC=net".
The role names can be set to any name but the names should match those used in the [urls] section.

 |dapRealm.groupSearchEnableMatchingRulelnChain = true

A very powerful option to search all of the groups that a given user is member of in asingle query. An LDAP
search query with this option traverses the LDAP group hierarchy and finds all of the groups. Thisis especially
useful for nested groups. More information can be found here. Caution: this option can cause performance
overhead (slow tolog in, etc.) if the LDAP hierarchy is not optimally configured.

» |dapRealm.userSearchFilter=(& (objectclass=person)(sAMAccountName={ 0} ))
Use this search filter to limit the scope of user results when looking for a user's Distinguished Name (DN).

Thisis used only if userSearchBase and userSearchAttributeName are defined. If these two are not defined,
userDnTemplateis used to look for auser's DN.

4. When unauthorized users attempt to access the interpreter, configurations, or credential page, they can seethe
page heading, but not the settings.

This section describes how to restrict access to Apache Zeppelin notebooks by granting permissions to specific users
and groups.

There are two main steps in this process. defining the searchBase property in the Zeppelin Shiro configuration, and
then specifying permissions.

Enabling Access Control for Zeppelin Elements


https://msdn.microsoft.com/en-us/library/aa746475%28v=vs.85%29.aspx
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1. In Zeppelin configuration settings, the Zeppelin administrator should specify activeDirectoryReal m.searchBase or
|dapRealm.searchBase, depending on whether Zeppelin uses AD or LDAP for authentication. The value of sear
chBase controls where Zeppelin looks for users and groups.

For more information, refer to " Shiro Settings: Reference” in this guide. For an example, see "Configure Zeppelin
for Authentication: LDAP and Active Directory” in this guide.

2. The owner of the notebook should navigate to the note and complete the following steps:

a. Click the lock icon on the notebook:

L 8 default -

Note permissions

b. Zeppelin presents a popup menu. Enter the user and groups that should have access to the note. To search for
an account, start typing the name.

Note: If you are using Shiro as the identity store, users should be listed in the [user]section. If you are using
AD or LDAP users and groups should be stored in the realm associated with your Shiro configuration.

Note Permissions (Only note owners can change)

Enter comma separated users and groups in the fields.
Empty field (*) implies anyone can do the operation.

Owners | search for users Owners can change permissions,read
Readers search for users Readers can only read the note.
Writers |search for users Writers can read and write the note.

This section describes how to restrict access to Apache Zeppelin data.

Access control for data brought into Zeppelin depends on the underlying data source:

10



Cloudera Runtime Shiro Settings: Reference

» To configure access control for Spark data, Zeppelin must be running as an end user ("identity propagation").
Zeppelin implements access control using Livy. When identity propagation is enabled via Livy, data access
is controlled by the type of data source being accessed. For example, when you access HDFS data, accessis
controlled by HDFS permissions.

» To configure access control for Hive data, use the JIDBC interpreter.
« To configure access control for the Spark shell, define permissions for end users running the shell.

This section provides additional information about the Shiro settings used to configure Apache Zeppelin security.

This section provides additional information about Shiro Active Directory settings.

Active Directory (AD) stores users and groupsin a hierarchical tree structure, built from containers including the
organizational unit (ou), organization (o), and domain controller (dc). The path to each entry is a Distinguished Name
(DN) that uniquely identifies a user or group.

User and group names typically have attributes such as a common name (cn) or unique ID (uid).
Specify the DN as a string, for example cn=admin,dc=example,dc=com. White space isignored.
activeDirectoryRealm

specifies the class name to use for AD authentication. Y ou should set this to org.apache.zeppelin.
realm.ActiveDirectoryGroupRealm.

activeDirectoryRealm.url
specifies the host and port where Active Directory is set up. .

If the protocol element is specified asldap, SSL is not used. If the protocol is specified as Idaps,
accessisover SSL.

Note: If Active Directory uses a self-signed certificate, import the certificate into the truststore of
the VM running Zeppelin; for example:

echo -n | openssl s _client —connect | dap.exanple.com389 | \
sed -ne '/-BEGQ N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > /tnp/
exanpl ecert.crt

keyt ool —inport \
-keystore $JAVA HOVE/jre/lib/security/cacerts \
-storepass changeit \
-nopronpt \
-alias mycert \
-file /tnp/exanpl ecert.crt

activeDir ectoryRealm.principal Suffix

simplifies the logon information that users must use to log in. Otherwise, AD requires a username
fully qualified with domain information. For example, if afully-qualified user account is user@hdp
ga.example.com, you can specify a shorter suffix such as user@hdpga.

activeDi rectoryReal m princi pal Suffix = @user-org-1|evel -domai n>

activeDir ectoryRealm.sear chBase

11
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defines the base distinguished name from which the directory search starts. A distinguished name
defines each entry; "dc" entries define a hierarchical directory tree.

activeDir ectoryRealm.systemUser name
activeDir ectoryRealm.systemPasswor d

defines the username and password that Zeppelin uses to connect to Active Directory when it
searches for users and groups. These two settings are used for controlling access to Ul features, not
for authentication. The Bind method does not require a valid user password.

Example: activeDirectoryRealm.systemPassword = passwordA
activeDir ectoryRealm.groupRolesM ap

acommarseparated list that maps groups to roles. These settings are used by Zeppelin to restrict Ul
featuresto specific AD groups. The following example maps group hdpdv_admin at hdp3.example
.com to the "admin" role:

CN=hdpdv_admi n, DC=hdp3, DC=exanpl e, DC=com admi n

activeDir ectoryRealm.authorizationCachingEnabled

specifies whether to use caching to improve performance. To enable caching, set this property to
true.

This section provides additional information about Shiro LDAP settings.

LDAP stores users and groups in a hierarchical tree structure, built from containers including the organizational unit
(ou), organization (o), and domain controller (dc). The path to each entry is a Distinguished Name (DN) that uniquely
identifies a user or group.

User and group names typically have attributes such as a common name (cn) or unique ID (uid).
Specify the DN as a string, for example cn=admin,dc=example,dc=com. White space is ignored.
Zeppelin LDAP authentication uses templates for user DNs.

IdapRealm

specifies the class name to use for LDAP authentication. Y ou should set this to org.apache.zeppelin.
realm.LdapRealm unless you are familiar with LDAP and prefer to use org.apache.shiro.realm.ldap.
JndiLdapReam. ..

IdapRealm.contextFactory.environment[ldap.sear chBase]

defines the base distinguished name from which the LDAP search starts. Shiro searches for user
DnTemplate at this address.

If the protocol is specified asldap, SSL is not used. If the protocol is specified as |daps, accessis
over SSL.

IdapRealm.user DnTemplate

specifies the search location where the user isto be found. Shiro replaces {0} with the username
acquired from the Zeppelin Ul. Zeppelin uses User DN templates to configure associated realms.

IdapRealm.contextFactory.url
specifies the host and port on which LDAP is running.

If the protocol element is specified asldap, SSL will not be used. If the protocol is specified as
Idaps, access will be over SSL.

12
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Note: If LDAP isusing a self-signed certificate, import the certificate into the truststore of VM
running Zeppelin; for example:

echo -n | openssl s_client —connect | dap.exanple.com389 | \
sed -ne '/-BEGQ N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > /tnp/
exanpl ecert.crt

keyt ool —inport \
-keystore $JAVA HOVE/jrel/lib/security/cacerts \
-storepass changeit \
- nopronpt \
-alias nycert \
-file /tnp/exanpl ecert.crt

IdapRealm.contextFactory.systemUser name
IdapRealm.contextFactory.systemPassword

define the username and password that Zeppelin uses to connect to LDAP, to search for users and
groups. These two settings are used for controlling access to Ul features, not for authentication. The
Bind method does not require avalid user password.

Examples:

| dapReal m cont ext Fact ory. syst emser name=ui d=guest , ou=peopl e, dc=h
adoop, dc=apache, dc=or g

| dapReal m cont ext Fact ory. syst enPasswor d=sonmePasswor d

IdapRealm.authorizationCachingEnabled

specifies whether to use caching to improve performance. To enable caching, set this property to
true.

This section provides additional information about Shiro general settings.
securityM anager .sessionM anager .global SessionTimeout

specifies how long to wait (in milliseconds) before logging out a user, if they arelogged in and are
not moving the cursor.

The default is 86,400,000 milliseconds, which equals 24 hours.

The following example shows a minimum set of shiro.ini settings for authentication and access control for a Zeppelin
deployment that uses Active Directory.

In this example, the corresponding account information is configured in Active Directory (at adhost.field.hortonworks
.com) and on Zeppelin nodes.

[ mai n]

# AD aut hentication settings

activeDi rectoryReal m = org. apache. zeppel i n. real m Acti veDi rect oryG oupReal m
activeDirectoryReal murl = Idap://adhost. org. hortonworks. com 389

activeDi rect oryReal m searchBase = DC=or g, DC=hort onwor ks, DC=com

13
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activeDi rect oryReal m syst enlJser nane
activeDi rect oryReal m syst enmPasswor d

# general settings

sessi onManager = org. apache. shiro. web. sessi on. ngt . Def aul t WebSessi onManager
cacheManager = org. apache. shiro. cache. Menor yConst r ai nedCacheManager

securi t yManager . cacheManager = $cacheManager

securityManager. sessi onManager = $sessi onManager

securit yManager . sessi onManager . gl obal Sessi onTi meout = 86400000
shiro.loginUl = /api/login

[rol es]
admin = *

[urls]

# aut hentication nethod and access control filters
/api/version = anon

[api/interpreter/** = authc, roles[adm n]
/api/configurations/** = authc, roles[adnin]
/api/credential/** = authc, roles[adm n]

#/** = anon

/** = authc
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