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Known issues, fixed issues and new features for Cloudera Manager and CDP Private Cloud Base.

Fixed issuesin Cloudera Manager 7.2.6
Cloudera Bug: OPSAPS-58488: Streams M essaging Manager can now connect to Ranger without errors.

Fixed abug that prevented Streams Messaging Manager from communi cating with Ranger.
Cloudera Bug: OPSAPS-57907: Kafka metric collection causes high CPU load

Fixed abug that caused high CPU load when collecting Kafka metrics on clusters with alarge
number of topic partitions.

Cloudera Bug: OPSAPS-58319 Kafka metrics deleted after cluster restart.
Fixed abug that caused Kafka metrics to be deleted after a cluster restart.
Cloudera Bug: OPSAPS-58708 K afka audits wer e not being collected by Ranger

Fixed a bug where Kafka audits were not collected because of an invalid TLS connection
configuration to ZooK eeper.

Cloudera Bug: OPSAPS-58733: Unable to upload diagnostic bundles when proxy usernameis blank

This change fixes the issue of Cloudera Manager being unable to upload the diagnostic bundle via
proxy, if aproxy user name is not provided.

Cloudera Bug: OPSAPS-58153 Schema Registry Role log not available in the Cloudera Manager Admin
Console

Fixed abug that prevented the display of Schema Registry logs.
Cloudera Bug: OPSAPS-58157 Error in the Schema Registry Swagger (APl Explorer) page

Fixed abug that caused a Content Security Policy violation error when accessing the Schema
Registry Swagger (APl Explorer) page.

Cloudera Bug: OPSAPS-58847: TLSv1.2isnow supported by Atlas.
Cloudera Bug: OPSAPS-58537

Fixed abug that occurred when restarting a Data Hub cluster. The Knox and Spark Zookeeper
guorum configurations incorrectly pointed to the Zookeeper service on Data hub, if there was a
Zookeeper service present in the Data Hub cluster.

Learn about the known issues in Cloudera Manager 7.2.6, the impact or changes to the functionality, and the
workaround.
OPSAPS-63992 — Ralling restart unavailable for SRM

Initiating arolling restart for the SRM service is not possible. Consequently, performing arolling
upgrade of the SRM serviceis aso not possible.

None.
OPSAPS-65189: Accessing Cloudera Manager through Knox displaysthefollowing error:
Bad Message 431 reason: Request Header Fields Too Large
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Workaround: Modify the Cloudera Manager Server configuration /etc/default/cloudera-scm-server
file to increase the header size from 8 KB, which is the default value, to 65 KB in the Java options
as shown below:

export CMF_JAVA OPTS="...existing options...

-Dcom cl ouder a. server. cnf. WebServer | npl . HTTP_HEADER S| ZE_BYTES=
65536

-Dcom cl ouder a. server. cnf. WebSer ver | npl . HTTPS _HEADER SI ZE BYTE
S=65536"

TSB 2021-472: Customer Advisory for Navigator Metadata Server startup issue

Impact

If the Navigator M etadata Server is executing purge, and the clean up process is interrupted, the
Navigator Metadata Server will not be able to restart.

Navigator Metadata Server cannot be restarted if the processiskilled or crashes during executing a
purge. Error message:

[Update NAV_EXTRACTOR_STATUS set ENABLED_FOR_NEXT_EXTRACTION

='true; SQL state [72000]; error code [12899]; ORA-12899: value too large for column
"NAVMS'"NAV_EXTRACTOR_STATUS'."ENABLED_FOR_NEXT_EXTRACTION" (actual:
4, maximum: 1; nested exception is java.sgl.SQL Exception: ORA-12899: value too large for
column

"NAVMS'"NAV_EXTRACTOR_STATUS'."ENABLED_FOR_NEXT_EXTRACTION" (actual:
4, maximum: 1)

Action required

e Upgrade:

e Cloudera Manager 6.3.4: Request a patch (PATCH-4489).
e ClouderaManager 7.2.1, 7.2.2,7.2.3,7.2.4,7.2.5, 7.2.6 and 7.3.0: Upgrade to a Cloudera
Manager version containing the fix.
*  Workaround:

1. Logintothe Navigator Metadata Server database.

2. Update NAV_MAINTENANCE _HISTORY set STATUS = "INCOMPLETE" where
STATUSIlike'IN_PROGRESS.

3. Update NAV_EXTRACTOR STATUSset ENABLED FOR NEXT_EXTRACTION =
1 where ENABLED FOR_NEXT_EXTRACTION =0.

4. NMSisableto start and extractors are enabled.

Knowledge article

For the latest update on this issue see the corresponding Knowledge article:
Cloudera Customer Advisory-472: Navigator Metadata Server startup issue

TSB 2021-481: Lineageisnot extracted with Cloudera Manager 7.2.x and 7.3.1 managing CDH6 or

CDH5

Impact

Cloudera Manager - Upgrade to Guava 28.1 to avoid CVE-2018-10237 triggered a Guava method
version mismatch causing an exception in Navigator Metadata Server. Asaresult no new lineage
and metadata is extracted with Cloudera Manager 7.2.4 and later with CDH6 and CDH5.

Lineage and metadata are no longer updated in Cloudera Navigator after upgrading to Cloudera
Manager 7.2.x or Cloudera Manager 7.3.1 when managing CDH5 or CDH6

Action required
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Upgrade to the patched release of CM 7.3.1 available as PATCH-4822, or to an upcoming version
later than 7.3.1. After upgrade, existing entities will have metadata extracted when extraction
resumes and no lineage will be permanently lost.

Knowledge article
For the latest update on this issue see the corresponding Knowledge article:
Cloudera Customer Advisory-481: Lineageis not extracted with Cloudera Manager 7.2.x and 7.3.1
managing CDH 6 or CDH 5

TSB 2021-488: Cloudera Manager isvulnerable to Cross-Site-Scripting attack

Cloudera Manager may be vulnerable to Cross-Site-Scripting vulnerabilities identified by
CVE-2021-29243 and CVE-2021-32482. A remote attacker can exploit this vulnerability and
execute malicious code in the affected application.

CVE

* CVE-2021-29243
» CVE-2021-32482

Impact
Thisisan XSSissue. An administrator could be tricked to click on alink that may expose certain
information such as session cookies.

Action required

» Upgrade (recommended)
Upgrade to a version containing the fix.
 Workaround

None

Knowledge article
For the latest update on this issue see the corresponding Knowledge article:
TSB 2021-488: Cloudera Manager vulnerable to Cross-Site-Scripting attack (CVE-2021-29243 and
CVE-2021-32482)

TSB 2021-491: Authorization Bypassin Cloudera Manager (CVE-2021-30132/CVE-2021-32483

Cloudera Manager (CM) 7.4.0 and earlier versions have incorrect Access Control in place for
certain endpoints. A user who has a knowledge to the direct path of aresource or aURL to

call aparticular function, can access it without having the proper role granted. The vulnerable
endpoints were CVE-2021-30132 /cmf/al erts/config?task= and CV E-2021-32483 /cmf/views/view?
viewName=.

CVE
+ CVE-2021-30132

» Alertsconfig - 4.3 (Medium)
e CVSS3.VAV:N/AC.L/PR:L/UL:N/S:UIC:L/I:N/A:N
* CVE-2021-32483
e Views- 4.3 (Medium)
e CVSS3.VAV:N/AC.L/PR:L/UI:N/S:U/C:L/I:N/A:N
I mpact
A user with read only privilege is able to see configuration information in the Ul.
Action required
Upgrade to a version containing the fix.

Knowledge article
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For the latest update on this issue see the corresponding Knowledge article: TSB 2021-491:
Authorization Bypass in Cloudera Manager (CV E-2021-30132 / CVE-2021-32483)
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