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Cloudera Data Engineering Apache Airflow in Cloudera Data Engineering

Learn about how Apache Airflow isintegrated with Cloudera Data Engineering and how to automate a workflow or
data pipeline using Apache Airflow Python DAG files in Cloudera Data Engineering.

Cloudera Data Engineering (CDE) enables you to automate a workflow or data pipeline using Apache Airflow Python
DAG files. Each Cloudera Data Engineering Virtual Cluster includes an embedded instance of Apache Airflow. You
can also use Cloudera Data Engineering with your own Airflow deployment. For more information about using your
own Cloudera Data Engineering Airflow deployment, see Using Cloudera Data Engineering with an external Apache
Airflow deployment.

Cloudera Data Engineering currently supports multiple Airflow operators. For example, one for running Cloudera
Data Engineering jobs, or one for accessing and executing SQL commands on Cloudera Data Warehouse. For more
information about the complete list of installed and supported operators, see Supported Airflow operators and hooks.

Y ou can create and manage Apache Airflow jobs by writing or creating Python DAG files and uploading them using
the Ul. For more information about Cloudera Data Engineering Airflow job management, see Creating and managing
Cloudera Data Engineering Airflow Jobs using the Cloudera Data Engineering Ul.

Cloudera Data Engineering provides various ways to connect to Cloudera Data Warehouses (CDW) or to other
Cloudera Data Engineering Virtual Clusters. Y ou must create an Airflow connection containing the target system
access details and then refer it in the associated operators to execute the required workloads.

» Creating and managing Airflow connections: To connect to a Cloudera Data Warehouse or Cloudera Data
Engineering Virtual Cluster, you must create an Airflow connection.

» Executing SQL queries on Cloudera Data Warehouse: To execute SQL queries on Hive or Impala Virtual
Warehouses, you can use the installed SQL ExecuteQueryOperator or the CdwExecuteQueryOperator.

e Running jobs on other Cloudera Data Engineering Virtual Clusters: With an existing Cloudera Data Engineering
connection, you can use the CDERunJobOperator to execute jobs on other Cloudera Data Engineering Virtua
clusters.

You can asoinstall and use custom operators and libraries (Python packages) for Airflow with Cloudera Data
Engineering. Cloudera provides away to extend the installed default packages with the third party or custom Python
packages using the Custom Operators and Libraries feature using the Cloudera Data Engineering user interface (Ul).

f Important:

e Cloudera supports certain Airflow core operators and hooks but does not provide support for any custom
extension through provider packages. For more information, see Supporting Airflow operators and hooks.
Cloudera Support may require you to remove any installed provider packages during troubleshooting. For
more information, see Provider packages.

« Direct access to the native Airflow API is not supported because bypassing the Cloudera Data Engineering
API prevents job tracking, centralized monitoring, and metadata tracking.

Supported Airflow operators and hooks

Provider packages

Enabling SSO to a Virtual Warehouse

Creating jobs in Cloudera Data Engineering

Using CDE with an external Apache Airflow deployment
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Cloudera Data Engineering Creating and managing Airflow jobs using Cloudera Data

Engineering

Learn about how to create and manage the Apache Airflow jobs using Cloudera Data Engineering.

Learn about how to create Airflow jobs using Cloudera Data Engineering (CDE).

An Airflow job in Cloudera Data Engineering consists of an Airflow DAG file and various optional resources. Jobs
can be run on demand or scheduled.

o 0k~ wbdPE

In the Cloudera Data Platform (CDP) management console, click the Data Engineering tile and click Overview.
In the CDE Services column, select the service that contains the virtual cluster that you want to create ajob for.
Inthe Virtual Clusters column, locate the virtual cluster that you want to use and click the View Jobsicon.

In the left navigation menu, click Jobs.

Click the Create Job button.

Provide the Job Details:

a) Select Airflow for the job type. The available fields on the user interface updates automatically.

b) Specify the Name.

¢) Click the File option and select the way you want to provide the DAG file. Using the File option, you can do
the following:

e Upload the DAG file to anew resource.
« Usethe DAG filefrom apreviously created resource.
e Upload any other resources required for the job.

For more information about the Editor, see Creating an Airflow DAG using the Pipeline Ul.
If you do not want to run the job immediately, click the Create and Run drop-down menu and then click Create.
Otherwise, click Create and Run to run the job immediately.

Note: If you select the Create and Run option from the Create and Run drop-down menu, the DAG file
must not be paused while creating and provide a False value to theis_paused_upon_creation field.

With the CDE Pipeline Ul, you can create multi-step pipelines with a combination of available operators.

Ij Note: Cloudera supports al major browsers (Google Chrome, Firefox and Safari) for this feature. If you are

using a browser in incognito mode, you have to allow all cookiesin your browser settings so that you can
view Pipelines, Spark, and Airflow pages.




Cloudera Data Engineering Creating and managing Airflow jobs using Cloudera Data
Engineering

1. Goto JobsCreate Job .

Under Job details, select Airflow.

The Ul refreshes, only Airflow-specific options remain.
2. Specify aname for the job.
3. Under DAG File select the Editor option.

4. Click Create.
You are redirected to the job Editor tab.

5. Build your Airflow pipeline.

» Drag and drop operators to the canvas from the left hand pane.

* When selecting an operator, you can configure it in the editor pane that opens up.

On the Configure tab you can provide operator-specific settings. The Advanced tab allows you to make
generic settings that are common to al operators, for example execution timeout or retries.

« Create dependencies between tasks by selecting them and drawing an arrow from one of the four nodes
on their edges to another task. If the dependency isvalid the task is highlighted in green. If invalid, it is
highlighted in red.

«  Tomodify DAG-level configuration, select Configurations on the upper right.

6. When you are done with building your pipeline, click Save.

Jobs in Cloudera Data Engineering (CDE) can be run on demand, or scheduled to run on an ongoing basis. Learn
about how to run ajob in CDE.

1. Inthe Cloudera Data Platform (CDP) management console, click the Data Engineering tile and click Overview.
2. Inthe CDE Services column, select the environment containing the virtual cluster where you want to run the job.

3. Inthe Virtual Clusters column on the right, click the View Jobsicon on the virtual cluster containing the job you
want to run.

Torun ajob immediately, click ? in the Actions column next to the job, and then click Run Now. The job must
not be paused. If the Job is paused, there is an option named Resume Schedule in the menu, which alows you
unpause it.

Job Run Notices: The running jobs provide notifications, in the form of aBell icon next to the Job Run 1D, when
certain conditions are met, without having to parse low level logs, or navigating away to a cloud provider or
Kubernetes interface. This allows you to identify why certain job is running slow or stuck, and take actions to
rectify this.

If you no longer need ajob, you can delete it. Deleting ajob does not delete the job run history.

An Airflow job can't be deleted if it has active runs. Before deleting ajob, make sure that every run is either
completed or killed.

1. Inthe Cloudera Data Platform (CDP) management console, click the Data Engineering tile and click Overview.
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Cloudera Data Engineering Managing an Airflow Pipeline using the CDE CLI

2. Inthe CDE Services column, select the environment containing the virtual cluster where you want to delete the
job.

3. Inthe Virtual Clusters column on the right, click the View Jobsicon on the virtual cluster containing the job you
want to delete.

Click  inthe Actions column next to the job, and then click Delete.

Based on your business requirement, you can use Cloudera Data Engineering (CDE) CL1 to create basic Airflow
pipelines or multi-step pipelines with a combination of available operators, to enable data-driven decisions. Y ou can
update these Airflow pipelines by updating the DAG files and job configurations.

Y ou can update the following propertiesin an Airflow pipeline:

Using the Cloudera Data Engineering CLI

By creating abasic pipeline in Cloudera Data Engineering (CDE) using the CLI, you can create multi-step pipelines
with a combination of available operators.

To create abasic pipeline in CDE, you must upload the Airflow (Directed Acyclic Graph) DAG to a CDE resource
and create a CDE Airflow job from this DAG.

In the CDE CLI, run the following command:

cde resource create --nanme ny_pipeline_resource
cde resource upl oad --nanme ny_pipeline_resource --1local-path ny_pipeline_dag

- Py
cde job create --nane ny_pipeline --type airflow --dag-file ny_pipeline_dag.
py --nount-1-resource ny_pipeline_resource

Using the Cloudera Data Engineering CL |

By creating a pipeline with additional Airflow configurations using the Cloudera Data Engineering (CDE) CLI, you
can create multi-step pipelines with a combination of available operators. There are two ways to create this type

of pipeline. The first method detailed below is recommended approach that we highly suggest customers use. The
second is the alternative method that customers have used in the past, but is not recommended.

Airflow DAGs can be defined with parameters at the DAG-level or Task-level. These parameters can be overridden
in the case of amanual run. A manual run istriggered explicitly by the user. It is recommended to use the Params
approach so that default values can be used by the scheduled job instances as well.
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Cloudera Data Engineering Managing an Airflow Pipeline using the CDE CLI

An example of aDAG definition with additional Airflow configurationisasfollows:

1. Create a configuration such as the example shown below:

fromairflowinport DAG
from airfl ow nodel s. param i nport Param

with DAY
n n'y_dag",
par ans={
# an int wwth a default val ue
"int_parant: Paran(10, type="integer", m ninum=0, maxi num

=20),
# a required param which can be of multiple types
# a param nust have a default val ue
"dumy": Param(5, type=["null", "nunber", "string"]),
# an enum param nust be one of three val ues
"enum parant': Param("foo", enune["foo", "bar", 42]),
# a param whi ch uses json-schena formatting
"emai |l ": Param
def aul t =" exanpl e@xanpl e. cont',
type="string",
format="idn-email",
m nLengt h=5,
maxLengt h=255,
Iy
b
).

# prints <class 'str'> by default
# prints <class 'int'> if render_tenplate _as _native_obj=True
my_operat or = Pyt honOper at or (
task_id="tenpl ate_t ype",
op_args=[
"{{ parans.int_param}}",

pyt hon_cal | abl e=(
[ ambda x: print(type(x))
)!

)

In this case, nothing needs to be done on the cde job create step. Vaues can be additionally
overridden in amanual run, through the --config flag of the cde job run command. For example:

cde job run --name ny_pipeline --config keyl=ny new val uel

Note: Thisis an aternative method to create a pipeline with additional Airflow configurations, but it is
E not recommended. This method does not work with scheduled job instances.

For historical reasons CDE supports the {{ dag_run.conf }} object aswell. In this case, the option, --config

key=value in the cde job create command, is used to define default values whenever the user triggers a manual run

using cde job run without specifying these parameters in the run command. This config option can be repeated to

define multiple parameters.




Cloudera Data Engineering Managing an Airflow Pipeline using the CDE CLI

1. Create a configuration such as the example shown below:

cde resource create --name ny_pipeline_resource
cde resource upl oad --nane ny_pipeline_resource --1local-path ny_pipeline

_dag. py

cde job create --nane ny_pipeline --type airflow --dag-file ny_pipeline_
dag. py --nount-1-resource ny_pipeline_resource -—config keyl=valuel —co
nfig key2=val ue2

The configuration can be used in a DAG as shown below:

nmy_bash_task = BashQper at or (

task_id="my_bash_task",

bash_conmmand="echo keyl value: {{ dag run.conf[‘'keyl'] }} key2 val ue:
{{ dag_run.conf[‘key2'] }}",

dag=dag,

The configuration can also be overridden for manual runs in the same manner as described in the
Recommended section on this page.

Params
Using the Cloudera Data Engineering CLI

By creating apipelinein CDE using the CLI, you can add custom files that are available for tasks. Thisis atechnical
preview.

Thisfeature isavailable in CDE 1.19 and above in new Virtual Cluster installations only.

For use cases where custom files need to be accessed within an Airflow task, you need to first upload the custom
filesto a CDE resource, and then specify it in the job creation parameter using the --airflow-file-mount-<n>-resource
option. These files are available only to the jobs in which they are linked.

The general form of the command is:

cde job create \
--nane <my_j ob_nane> \
--type airflow\
--mount - 1-resour ce <ny_dag_resource> \
--dag-file <ny_dag file.py>\
--airflowfile-nmunt-n-resource <ny _file resource> \
--airflowfile-munt-n-prefix <my_customprefix> # Optional

In the --airflow-file-mount-n-resource parameter, n is an integer number (beginning at 1). This alows you to specify
multiple ...-resource parameters, to mount multiple resources.

Each resource is mounted at /app/mount/<prefix>. If you do not need to specify a custom prefix, the mount point of
your resource will be based on the resource name. For example, if the name of your CDE resource is'my_resource,
the filesin the resource will be made available within Airflow under /app/mount/my_resource.

If you do want to specify a custom prefix for your resource's mount point, use the optional --airflow-file-mount-n-pre
fix parameter, specifying n as the same number as the corresponding --airflow-file-mount-n-resource parameter.
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E Note: Note that all resource mountsto Airflow are read-only.

Run the following commands to upload the custom files to a CDE resource, and then create the job:

cde resource create --nanme mny_pipeline_resource

cde resource upl oad --nane ny_pipeline_resource --1ocal-path ny_pipeline_dag
- Py

cde resource create --nane ny_file_resource

cde resource upload --nanme ny _file resource --local-path my_file.conf

cde job create --nane ny _pipeline --type airflow --dag-file ny_pipeline_dag.
py --nount-1-resource ny_pipeline resource --airflowfile-nmount-1-resource m
y file_resource

Thefiles can be reached in Airflow DAGs with the following pattern: /app/mount/<resource nameor  resource_al
ias>/<file_name>, like in the following example:

read_conf = BashQper at or (
task_i d=read_conf,
bash_command="cat /app/nount/my_file_resource/ny _file.conf”

Note: It ispossible to change the mount path by specifying the --airflow-file-mount-N-prefix my_custom_
prefix option in the job creation command, like in the following example:

cde job create --nane ny_pipeline --type airflow --dag-file ny_pipeline_dag.
py --nount-1-resource ny_pipeline resource --airflowfile-nmount-1-resource m
y file_resource --airflowfile-nmount-1-prefix ny_custom prefix

In this case, thefileis available at:

read_conf = BashQper at or (
task_id=read_conf,
bash_conmmand="cat /app/ nount/my_custom prefix/ny_file.conf”

)

Note: Asabest practice, Cloudera recommends to use the same resource name because it is simpler to follow
B the DAG without having to look at the job definition. Also, it is possibleto use “/” asavalue to mount to /
app/mount if thereis only one Airflow file mounted in the job definition; however, thisis not recommended.

Using the Cloudera Data Engineering CLI

Y ou can update the following propertiesin an Airflow pipeline:

Y ou can update a Directed Acyclic Graph (DAG) file using the CDE CLI for instances where the DAG needsto be
overridden. For use cases where the DAG needs to be overridden, first the DAG needs to be uploaded to the resource
to override the previous version, then you must update the job.
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Unlike a Spark job, the Airflow job does not automatically pull in the updated resource. Airflow jobs require a
forced update by callingthej ob updat e command, such that the required files are uploaded to Airflow server for
processing.

Choose one of the following optionsin step 1:

Important: Before updating a DAG, it is recommended to ensure the DAG is paused and is not currently
& running when the update is being done.

Run the following command in the CDE CLI:

cde resource upl oad --nanme ny_pipeline_resource --1ocal-path ny_ pipeline_dag

- Py
cde job update --nane ny_pipeline --dag-file ny_pipeline_dag.py --nmount-1-r
esource ny_pi peline_resource

First upload the DAG to any resource and then the job needs to be updated. Run the following command in the CDE
CLI:

cde resource upload --nanme ny_other_pipeline_resource --local-path ny_other
pi pel i ne_dag. py

cde job update --nane ny_pipeline --dag-file ny_other_pipeline_dag.py --nou
nt-1-resource my_ot her_pi peline_resource

In the case where the Airflow job was created with the --config option, the Airflow job configuration can be updated
with the following command below. For more information, see Creating a pipeline using the CDE CL1 linked below.

Run the following command in the CDE CLI:

cde job update --nane ny_pipeline -—-config keyl=new val uel —config key2=new
_val ue2

The new configuration is merged with the existing job configuration.

Creating a pipeline using the CDE CLI

Y ou can update or delete an existing file mount, or add new Airflow file mounts for your pipeline with these
commands.

cde job update --nane ny_pipeline --airflowfile-nount-1-resource ny_new pip
el i ne_resource

11
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cde job update --nane ny_pipeline --airflowfile-nmount-1-prefix ny_new pi pel
i ne_resource_prefix

Add a new file mount when one aready exists:

cde job update --nane ny_pipeline --airflowfile-nmount-2-resource ny_new pip
el i ne_resource

cde job update --nane ny_pipeline --unset-airflowfile-nount-index 2

IE Note: You can only delete one mount at atime. After the mount is deleted, they will be re-indexed.

You can delete apipelinein CDE using the CLI.

To delete a pipeline, give the job name to the delete command:

cde job delete --nane ny_pipeline

Y ou can create multiple connections to various services using the embedded Airflow UI.

Learn how to create an Airflow connection to an existing Cloudera Data Warehouse or a Data Hub instance before
running the workloads using the supported Airflow SQL Operators.

The following steps are for using the Airflow service provided with each Cloudera Data Engineering Virtual Cluster.
For information about using your own Airflow deployment, see Using Cloudera Data Engineering with an external
Apache Airflow deployment.

To determine the Cloudera Data Warehouse hostname to use for the connection, perform the following steps:

1. Inthe Cloudera Data Platform (CDP) management console, click the Data Warehouse tile and click Overview.
2. Inthe Virtual Warehouses column, locate the Hive or Impala warehouse you want to connect to.

12
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Click i next to the selected Warehouse, and then click Copy JDBC URL.
Paste the URL into atext editor, and make note of the hostname and the httpPath.

For example,

j dbc: hive2://hs2-aws-2-hive. env-k5i pOr. dw. yl cu-atni . cl ouder a. si t e/ def aul
t;transport Mode=htt p; htt pPat h=cl i service;ssl =true;retri es=3;

In thisJDBC URL, the hostnameishs2- aws- 2- hi ve. env- k5i pOr. dw. yl cu-at m . cl oudera. site
and the httpPathiiscl i ser vi ce.

To determine the Cloudera Data Hub hostname to use for the connection, perform the following steps:

1.
2. Click the Endpoints tab.

3.

4. Pastethe URL into atext editor, and make note of the hostname and the httpPath parameters. The httpPath

In the Cloudera Management Console, navigate to a suitable Cloudera Data Hub instance.

Select and copy the JDBC URL for the Warehouse.

parameter is different for each Data Hub.

For example,

j dbc: hive2:// man-az- 1- mast er 0. man- azur . xcu2- 8y8x. dev. cl dr. wor k/ ; ssl =t rue
;transport Mbde=ht t p; htt pPat h=nan- az- 1/ cdp- pr oxy- api / hi ve

Inthis IDBC URL, the hostnameisman- az- 1- mast er 0. man- azur . xcu2- 8y8x. dev. cl dr. wor k and
the httpPath isman- az- 1/ cdp- pr oxy- api / hi ve.

To create a connection to an existing CDW virtual warehouse using the embedded Airflow Ul, perform the following
steps:

1
2.

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
Click Administration in the left navigation menu and select the service containing the Virtual Cluster that you are
using.
In the Virtua Clusters column, click Cluster Details for the Virtual Cluster.
Click AIRFLOW Ul.
From the Airflow Ul, click the Connection link from the Admin menu.

Important: The connection credentials that you specify here can be used by any DAG created by any

user in the same Virtual Cluster. Cloudera recommends you to use a CDP machine user for the connection
to CDW and limiting access to the CDE Virtual Cluster to trusted users using Virtual Cluster ACLs.
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6. Click the plus sign to add a new record and fill the following fields:

e Conn Id: Create a unique connection identifier. For example, cdw-hive-sgl.

e Conn Type: Select Impala, regardless of the Data Warehouse type whether it is Impala or Hive.

« Host: Enter the hostname copied from the JIDBC connection URL. Do not enter the full JDBC URL.

» Schema: Enter the schemato be used. The default value is defaullt.

» Login/Password: Both Impala and Hive support JWT token based authentication if configured accordingly. If
JWT token is used, make sure that you have left the Username and Password fields blank. If not, enter your
workload username and password.

* Port: 443.

e Extra: Extraarguments must contain the following options:

Note: The httpPath parameter must be the same that was copied in the prerequisites steps. From the
preceding examples in the Prerequisites steps, for CDW, the httpPath parameter is cliserviceand for
Data Hub, the httpPath parameter is man-az-1/cdp-proxy-api/hive.

e |f IWT token based authentication is used, then enter the following arguement:

{"aut h_nechani sn{': "JW", "use_ssl": "True",

"use_http_transport”: "True", "http_path":
" <*** HTTPPATH_COPlI ED_FROM THE_PREQUI SI TES_STEP***>"  "jwt": "JW_TOKE
N'}

« |f the workload username and password are used, then enter the following arguement:

{"aut h_nechani sni': "LDAP", "use_ssl": "True"
, "use_http_transport": "True", "http_path":
" <*** HTTPPATH_COPI ED_FROM THE _PREQUI SI TES _STEP* ** >"}

7. Click Save.

Learn how to create an Airflow connection to an existing Cloudera Data Warehouse before running the workloads
using the CDW Operator.

Important: Starting from Cloudera Data Engineering version 1.23.0, CDW Operator is deprecated. CDW
Operator supports connections to Apache Hive virtual warehouses only. It does not support connections to
Impalavirtual warehouses. However, SQL Operator supports connections to both Impala and Hive virtual

warehouses. Hence, Cloudera recommends you to use SQL Operator instead of CDW Operator. For more

information about creating a connection to Cloudera Data Warehouse using SQL Operator, see Creating a
connection to Cloudera Data Warehouse or Data Hub instance for SQL Operator.

The following steps are for using the Airflow service provided with each CDE virtual cluster. For information
about using your own Airflow deployment, see Using Cloudera Data Engineering with an external Apache Airflow
deployment.

To determine the Cloudera Data Warehouse hostname to use for the connection, perform the following steps:

1. Inthe Cloudera Data Platform (CDP) management console, click the Data Warehouse tile and click Overview.
2. Inthe Virtual Warehouses column, locate the Hive or Impala warehouse you want to connect to.

3. Click { next to the selected Warehouse, and then click Copy JDBC URL.
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4.

Paste the URL into atext editor, and make note of the hostname.

For example,

jdbc: hive2://hs2-aws-2-hive. env-k5i pOr. dw. yl cu-at m . cl ouder a. si t e/ def aul
t;transport Mode=htt p; httpPat h=cli service;ssl=true;retri es=3;

In this JDBC URL, the hostnameishs2- aws- 2- hi ve. env- k5i pOr. dw. yl cu-at i . cl oudera. site.

To create a connection to an existing CDW virtual warehouse using the embedded Airflow Ul, perform the following
steps:

1
2.

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
Click Administration in the left navigation menu and select the service containing the virtual cluster that you are
using.
In the Virtual Clusters column, click Cluster Details for the virtual cluster.
Click AIRFLOW Ul.
From the Airflow Ul, click the Connection link from the Admin menu.

Important: The connection credentials that you specify here can be used by any DAG created by any

user in the same Virtual Cluster. Cloudera recommends you to use a CDP machine user for the connection
to CDW and limiting access to the CDE virtua cluster to trusted users using virtual cluster ACLs.

Click the plus sign to add a new record and fill the following fields:

¢ Conn Id: Create a unique connection identifier. For example, cdw-hive-demo.

» Conn Type: Select Hive Client Wrapper.

» Host: Enter the hostname copied from the JDBC connection URL. Do not enter the full JDBC URL.
» Schema: Enter the schemato be used. The default value is defaullt.

e Login/Password: Enter your workload username and password.

Click Save.

Learn how to create a CDE type connection to run jobs on other CDE Virtual Clusters.

The following steps are for using the Airflow service provided with each CDE Virtual Cluster. For information
about using your own Airflow deployment, see Using Cloudera Data Engineering with an external Apache Airflow
deployment.

To create a connection to an existing CDE Virtual Cluster using the embedded Airflow Ul, perform the following
steps:

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
Click Administration in the left navigation menu and select the service containing the Virtual Cluster that you are
using.

In the Virtua Clusters column, click Cluster Details for the Virtual Cluster.

Click AIRFLOW Ul.

From the Airflow Ul, click the Connection link from the Admin menu.
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6. Click the plus sign to add a new record and fill the following fields:

« Conn Id: Create a unique connection identifier. For example, cde_runtime_api.

» Conn Type: Select Cloudera Data Engineering.

e Virtua Cluster API endpoint: Enter the target Virtual Clusters Jobs APl URL.

« CDP Access Key: Enter the CDP access key of the account for running jobs on the CDE Virtual Cluster.
« CDP Private Key: Enter the CDP private key associated to the CDP Access Key that you have entered.

e Extra Extraarguments must in JSON format. Available extra parameters are as follows:

* Proxy: Optional. Trandates to https_proxy/HTTPS_PROXY environment variables. The default valueis
None.

« Region: Optional. CDP Control Plane region ("us-west-1", "eu-1" or "ap-1") isinferred automatically, if
not specified.

For more information about the available extra arguments, see the GitHub page.
7. Click Save.

The following steps are for using the Airflow service provided with each CDE virtual cluster. For information about
using your own Airflow deployment, see Using CDE with an external Apache Airflow deployment.

To runthisjob, an existing Airflow connection is required. For more information about how to create an airflow
connection, see the following topics:

» For SQL Operators, see Creating a connection to Cloudera Data Warehouse or Data Hub instance for SQL
Operator.

» For CDW Operators, see Creating a connection to Cloudera Data Warehouse for CDW Operator.

Create an Airflow DAG file in Python. Import the required operators and define the tasks and dependencies.

« Thefollowing example DAG file uses the connection named “impala-test”, and executes a“ SHON TABLES”
guery on the Impala Virtual Warehouse using the SQL ExecuteQueryOperator:

i mport | oggi ng

fromairflowinport DAG

fromdatetine inport datetinme, tinedelta

fromairfl ow provi ders. conmon. sql . operators. sql inmport SQ.ExecuteQueryQp
erator

wi th DAY
dag_i d="i np_dag",
start _date=datetine(2024, 2, 9),
schedul e_i nt erval =ti nedel t a(days=1),
cat chup=Fal se,
) as dag:
execut e_query = SQ.Execut eQuer yQper at or (
task_i d="execut e_query",
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conn_i d="i npal a-test",
sql =f " SHOW TABLES",
split_statenents=True,
return_| ast =Fal se,

)

execut e_query

For more advanced use cases, see Airflow documentation about the SQL Operators.

» Thefollowing example DAG file uses the connection named “cdw-hive”, and executes a“ SHOW TABLES” query
on the Impala Virtual Warehouse using the CdwExecuteQueryOperator:

fromairflow inport DAG

from cl oudera. airfl ow. provi ders. operators. cdw i nport CdwExecut eQuer yOper
at or

from pendul um i nport datetine

default _args = {
"owner': 'dag_owner',
' depends_on_past': Fal se,
"start_date':datetine(2024, 2, 9)
}

exanpl e_dag = DAY
' exanpl e- cdwoper at or ',
default _args=defaul t _args,
schedul e_i nt er val =None,
cat chup=Fal se,
i s_paused_upon_cr eati on=Fal se

)

cdw query =
USE defaul t;
SHOW TABLES;

cdw step = Cdwkxecut eQuer yQper at or (
task id='cdwtest',
dag=exanpl e_dag,
cli_conn_id=" cdw hi ve',
hgl =cdw_query,
# The followi ng values “schema’, “query_isolation
# are the default values, just presented here for the exanple.
schema='defaul t',
query_isol ati on=True

)

cdw st ep

For more information about the CdwExecuteQueryOperator, see the GitHub page.

Y ou can learn about how to run Airflow jobs on other Cloudera Data Engineering (CDE) Virtua Clusters.

The following steps are for using the Apache Airflow service provided with each CDE virtual cluster. For more
information on using your own Airflow deployment, see Using Cloudera Data Engineering with an external Apache
Airflow deployment.
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To runthisjob, an existing Airflow connection is required. For more information about how to create an Airflow
connection, see Creating a connection to run jobs on other CDE Virtua Clusters.

Create an Airflow DAG file in Python. Import the required operators and define the tasks and dependencies.

The following example DAG starts ajob called “example-scala-pi” on the CDE Virtual Cluster defined by the
connection named “cde_runtime_api”. The connection “cde_runtime_api” is a so the default connection to the same
Virtual Cluster the job islaunched on. For more information about the operator and its capabilities, see the GitHub

page.

fromdatetine inport tinedelta

fromairflowinport DAG

from cloudera. airfl ow. provi ders. operators. cde i nport CdeRunJobQper at or
i mport pendul um

default _args = {

‘"retry_delay': tinedelta(seconds=5),

' depends_on_past': Fal se,

"start_date': pendulumdatetine(2021, 1, 1, tz="UIC")
}

exanpl e_dag = DAY
' exanpl e- cdeoper at or',
defaul t _args=defaul t _args,
schedul e_i nterval =" @nce',
cat chup=Fal se,
i s_paused_upon_cr eati on=Fal se

)

i ngest _stepl = CdeRunJobQper at or (
connection_id="'cde_runtinme_api"',
task _id="ingest',
retries=3,
dag=exanpl e_dag,

j ob_name=" exanpl e- scal a-pi '

)

prep_step2 = CdeRunJobQper at or (
task_id='data_prep',
dag=exanpl e_dag,
j ob_name=" exanpl e- scal a-pi '

i ngest _stepl >> prep_step2

The Cloudera provider for Apache Airflow, available at the Cloudera GitHub repository, provides two Airflow
operators for running Cloudera Data Engineering (CDE) and Cloudera Data Warehouse (CDW) jobs. Y ou can install
the provider on your existing Apache Airflow deployment to integrate.
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deployment

Important: Cloudera Data Engineering on CDP Private Cloud currently supports only the CDE jaob run
operator.

The Cloudera provider for Apache Airflow is for use with existing Airflow deployments. If you want to use the
embedded Airflow service provided by CDE, see Apache Airflow in Cloudera Data Engineering.

The provider requires Python 3.6 or higher.
The provider requires the Python cryptography package version 3.3.2 or higher to address CVE-2020-36242. If an
older versionisinstalled, the plugin automatically updates the cryptography library.

This component provides two Airflow operators to be integrated in your DAGs:

CdeRunJobOperator, for running Cloudera Data Engineering jobs.
CDWOperator, for accessing Cloudera Data Warehouse

Install Cloudera Airflow provider on your Airflow servers

1

Run the following pip command on each Airflow server: pi p i nstal |l cl ouder a-airfl ow provi der

Create a connection using the Airflow Ul

Before you can run a CDE job from your Airflow deployment, you must configure a connection using the Airflow UI.

2.

L

From the CDE home page, go to Overview Virtua Clusters Cluster Details of the Virtual Cluster (VC) where
you want the CDE job to run.

Click JOBS APl URL to copy the URL.
Go to your Airflow web console (where you installed the Cloudera provider).
Goto Admin Connection .
Click + Add a new record.
Fill in connection details:
Conn Id
Create a unique connection identifier.
Conn Type
The type of the connection. From the drop-down, select

e HTTP (if you are using Apache Airflow version 1)
e HTTP or Cloudera Data engineering (if you are using Apache Airflow version 2)

Host/Virtual APl Endpoint

URL of the host where you want the job to run. Paste here the JOBS APl URL you copied in a
previous step.

Login/CDP AccessKey
Provide the CDP access key of the account for running jobs on the CDE VC.
Password/CDP Private Key

Provide the CDP private key of the account for running jobs on the CDE VC.
Click Save.
In the CDE Home page, click Jobsin the left navigation menu, and then click Create Job.
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10. Fill in the Job Details:

Job Type
Select the option matching your use case.
Name
Specify a name for the job.
DAG File
Provide aDAG file.
Usethe CdeRunJobQper at or to specify a CDE job to run. The job definition in the DAG file
must contain:
connection_id
The Conn Id you specified on the Airflow Ul when creating the connection.
task_id
The ID that identifies the job within the DAG.
dag
The variable containing the dag object
job_name
The name of the CDE job to run. Thisjob must exist in the CDE virtual cluster you are connecting
to.
For example:

from cl oudera. cdp. ai rfl ow. operators. cde_operator inport CdeRunJobOperat or

t1

)

= CdeRunJobOper at or (

connecti on_i d=' cde-vcO1l-dev',
task_id="ingest',

dag=exanpl e_dag,

j ob_nane='et| -i ngest - ob'

11. Click Create and Run to create the job and run it immediately, or click the dropdown button and select Create to
create the jab.

Apache Airflow Python DAG files can be used to automate workflows or data pipelinesin Cloudera Data
Engineering (CDE). Cloudera Data Engineering currently supports a specified list of Airflow operators and hooks that
can be used.

Cloudera Data Engineering supports the following Airflow operators:

 airflow.operators.bash

« airflow.operators.branch

» airflow.operators.datetime

« airflow.operators.email

« airflow.operators.empty

« airflow.operators.generic_transfer
« airflow.operators.latest_only
 airflow.operators.python
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» airflow.operators.subdag
» airflow.operators.trigger_dagrun
« airflow.operators.weekday

Cloudera Data Engineering supports the following Airflow hooks:

» airflow.hooks.filesystem
» airflow.hooks.package index
 airflow.hooks.subprocess

Automating data pipelines using Apache Airflow in Cloudera Data Engineering

You can install and use custom python packages for Airflow with Cloudera Data Engineering (CDE). Cloudera
provides access to the open source packages that you can use for your Airflow jobs using the Cloudera Data
Engineering user interface (Ul).

Y ou can add custom python packages for Airflow with Cloudera Data Engineering (CDE). Cloudera provides access
to the open source packages that you can use for your Airflow jobs using the Ul.

While you can install the operator, if additional runtime dependencies are required such as additional setup with
binaries on the path, and environment configuration like Kerberos and Cloud credentials, and so on, then the operator
will not work. To use an Airflow third-party operator for your custom library and operator package, you must
configure the Airflow connection in the Airflow Ul.

Note: Theinstalled operators and libraries will be available to all jobs defined in the chosen CDE Virtua
Cluster.

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
Click Administration in the left navigation menu. The Administration page displays.

Locate the Virtual Cluster that you want to edit, and click Cluster Details.

Go tothe Airflow tab. The Librariesand Operator s page displays.

Under the Configur e Repositories section, enter the following fields to configure the Python Package Index
(PyPi) repositories used to source your custom libraries and operators:

a) PyPl Repository URL - Enter the Python Package Index (PyPi) URL.

b) SSL Certificate - Enter the PEM-encoded CA certificate.

c) Enter Authorization Credentialsif you are configuring a Private or Protected PyPi Repository that requires
authorization for access.

a s w DR

¢ Username
e Password
6. Click Validate Configurations.
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7.

8.

Under the Build section, upload a requirements.txt file that contains alist of al library and operator packages that
you want to enable. Once uploaded, the system will automatically build and install your packages.

Y ou can specify any Python package which is compatible with the Airflow python constraints, which you can find
here;

https://raw.githubusercontent.com/apache/airflow/constraints-${ AIRFLOW_VERSION}/constraints-
${PYTHON_VERSION} .txt

Tip: The Airflow and Python versions (${ AIRFLOW_VERSION} and ${ PY THON_VERSION}
Q respectively) depend on your CDE version.

Click Activate. The activation restarts the Airflow server. This may take a few minutes. Once activation is
complete, you will see the Installed Packages listed.

Y ou can now create and run an Airflow job using the custom library and operators that you have acitvated.

Third-party Airflow Operators
Requirement files

After creating your custom operator and libraries, you can update and add more configurations to the installed
package.

o 0k~ wDdPE

© N

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
Click Administration in the left navigation menu. The Administration page displays.

Locate the Virtual Cluster that you want to edit, and click Cluster Details.

Go to the Airflow tab. The Libraries and Operator s page displays.

Click the Installed Package, and click Actions Update

Under Configure Repositories, update configurations or click Add Configurations, then click Validate
Configurations to confirm your changes.

Under Build, you can upload a new requirements.txt file if needed.
Click Activate to confirm your updates.

If you no longer need your custom operators and libraries, you can delete it. To delete an installed package containing
custom operators and libraries, complete the following steps.

o~ w DR

In the Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
Click Administration in the left navigation menu. The Administration page displays.

Locate the Virtual Cluster that you want to edit, and click Cluster Details.

Gotothe Airflow tab. The Libraries and Oper ator s page displays.

Under Installed Package, click Actions Delete Deleting may take afew minutes.

Learn the different ways that you can troubleshoot the setup of your Airflow Python environment in Cloudera Data
Engineering (CDE).
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After adding custom operators and libraries, you will see them listed under Instsalled Packages. Y ou can view the
logs related to the build and activation process of the installed packages. To view logs, complete the following steps:

1. Inthe Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.

2. Click Administration in the left navigation menu. The Administration page displays.

3. Locatethe Virtual Cluster that you want to edit, and click Cluster Details. The Librariesand Operators page
displays.

4. Under Installed Package, click Actions View Logs. Thelogsinformation is displayed in a new window.
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