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Cloudera DataFlow Cloudera DataFlow Quickstart

Get started with Cloudera DataFlow quickly by walking through afew simple steps. Ensure that administrators
have access to Cloudera Public Cloud, enable Cloudera DataFlow for an environment, give users access to Cloudera
DataFlow, and then add to the Catalog and deploy the Hello World ReadyF ow.
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Cloudera DataFlow

Quickstart

Verify infrastructure prerequisites

Provide access for administrators

Enable CDF for your environment

Provide access for users

Add to Catalog

Deploy a flow definition
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Cloudera DataFlow Verify cloud infrastructure prerequisites

Asthe administrator for your AWS environment, ensure that the environment meets the requirements for Cloudera
Public Cloud and Cloudera DataF ow.

If you've reached the CDP landing page for the first time, you've cometo the right place! In this quickstart, welll
show you step-by-step how to connect CDP to your AWS account, so that you can begin to provision clusters and
workloads.
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Data Hub Chusters Data Catalog Reglication Manager Workioad Manager  Management Console

To complete this quickstart, you'll need access to two things:

« The CDP console pictured above
« The AWSconsole

Note: This AWS onboarding quickstart is intended for simple CDP evaluation deployments only. It may not
work for scenarios where AWS resources such as VPC, security group, storage accounts, and so on, are pre-
created or AWS accounts have restrictions in place.

The steps that we will perform are:

Step 0: Verify the AWS prerequisites

Step 1: Create aprovisioning credential

Step 2: Register an AWS environment in CDP

Before getting started with the AWS onboarding quickstart, review and acknowledge the following:

e ThisAWS onboarding quickstart isintended for simple CDP evaluation deployments only. It may not work for
scenarios where AWS resources such as VPC, security group, storage accounts, and so on, are pre-created or
AWS accounts have restrictions in place.

e Users running the AWS onboarding quickstart should have:

e AWS Administrator permissions on the AWS account that you would like to use for CDP.
* Rightsto create AWS resources required by CDP. Seelist of AWS resources used by CDP.
e CDPAdminrole or Power User role in CDP subscription.

*  This AWS onboarding quickstart uses a CloudFormation template that automatically creates the required
resources such as buckets, IAM roles and palicies, and so on.
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Cloudera DataFlow Verify cloud infrastructure prerequisites

CDP Public Cloud relies on several AWS services that should be available and enabled in your region of choice.
Verify if you have enough quota for each AWS service to set up CDP in your AWS account. Seelist of AWS
resources used by CDP.

If you have more complex requirements than those listed here, contact Cloudera Sales Team to help you with the
CDP onboarding.

In the CDP console, thefirst step isto create a CDP credential. The CDP credential is the mechanism that allows CDP
to create resources inside of your cloud account.

o w DR

8.
9.

Log in to the CDP web interface.

From the CDP home screen, click the Management Consoleicon.

In the Management Console, select Shared Resources > Credentials from the navigation pane.
Click Create Credential.

Click the Copy icon to the right of the Create Cross-account Access Policy text box.

Create Credential

aws /s 3

tion @

Create Cross-account Access Policy

1=

In a second browser tab, open the AW S Console and navigate to Identity and Access ManagementPolicies. Click
Create Policy.

Click on the JSON tab and paste the access policy in the text box.

Y ou may get awarning related to using wildcards. Y ou may ignore it and proceed to the next step.
Click Next: Tags.

Click Review Policy.

10. Give the policy a unique name and a description.
11. Click Create Policy.

Next, you create the reguired cross-account role.

12.1n the AWS console, navigate back to Identity and Access Management.
13. Click RolesCresate Role.
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Cloudera DataFlow Verify cloud infrastructure prerequisites

14. Under Select type of trusted entity, select Another AWS account.

15. Return to the CDP Management Console and copy the contents of the Service Manager Account ID field on the
Credentials page.

16. In the AWS console, paste the Service Manager Account I1D into the Account ID field.
17. Return to the CDP Management Console and copy the contents of the External 1D field on the Credentials page.

18. In the AWS console, check the "Require external 1D" options box, and then paste the External 1D copied from
CDP into the External 1D field.

19. Click Permissions and select the checkbox next to the name of the policy that you created in Step 8.
20. Click Next: Tags.

21. Click Next: Review.

22. Give the role a unique name and description, then click Create Role.

23. still in the role page of the AWS console, search for the role you just created, and click oniit.

24. Copy the Role ARN at the top of the Summary page.

* Summary

25. Return to the Credentials page in the CDP Management Console.
26. Give the CDP credential a name and description. The name can be any valid name.

27. Paste the Role ARN that you copied from the AWS console into the Cross-account Role ARN field, then click
Cresate.

Create Cross-account Access Policy

Create Cross-account Access Role

L}

Now that you've created a cross-account role, proceed to creating a CDP environment.

Before you register an environment, you'll want to create specific IAM roles and policies so that CDP can operatein a
secure manner.




Cloudera DataFlow Verify cloud infrastructure prerequisites

For background information, a description of what we're building and why can found here. For this quickstart, we'll
use CloudFormation to set all of this up for you.

1. Download the CloudFormation provided template here.
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2. Inthe AWS console, deploy the CloudFormation template:

a) In AWS Services, search for CloudFormation.
b) Click Create Stack and select With new resources (standard).
c) Select Templateisready and then Upload atemplate file.

Create stack

Prerequisite - Prepare template

O Template is ready Use a sample template Create termplate in Designer

Specify template
Atemplate |5 3 JSON or YAML file that o

Amiazon 53 URL O Upload a template file

Upload a template file

le [l | setupfson

us-east-2.amaronaws.cam/ch-templates-11mgSw1r6abeS-us-east-2/20201 04Hxs-setup json View in Designer

d) Click Choosefile and select the CloudFormation template that you downloaded.
€) Click Next.

f) Under Stack name, enter a stack name. The name can be any valid name.

0) Under Parameters, complete the following fields:

» BackupL ocationBase: Choose an unused bucket name and path for the Freel PA backups. CDP will be
creating the bucket for you. The same bucket can be used for BackupL ocationBase, L ogsL ocationBase,
and Storagel_ocationBase. By default thisis set to my-bucket/my-backups.

* CrossAccountARN: Do not change the default value. This parameter is only required when encryption is
enabled, but sincein this quickstart we do not enable encryption, you should leave thisvalue asiis.

« LogslLocationBase: Choose an unused bucket name and path for the logs. CDP will be creating the
bucket for you. The same bucket can be used for BackupL ocationBase, LogsL ocationBase, and
Storagel_ocationBase. By default thisis set to my-bucket/my-logs.

» Storagel ocationBase: Choose an unused bucket name and path for the data. CDP will be creating
the bucket for you. The same bucket can be used for BackupL ocationBase, L ogsL ocationBase, and
StoragelocationBase. By default thisis set to my-bucket/my-data.

» Prefix: A short prefix of your choosing, which will be added to the names of the IAM resources CDP will
be creating. We chose "cloudera’ as an example.

» sBKmsEncryption: Encryption will be disabled for the created bucket. Y ou don't need to change this value.

For example:

10
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Specify stack details

Stack name

Stack name

me-cdp-stack

Parameters
Parameters are defined

BackupLocationBase

my-bucket/my-backups
CrossAccountARMN
armawslam<ACCT_ID>role/<ROLE_MNAME>

Base

Logsis

my-bucket/my-logs

StoragelLocationBase
The logging base path t

cloudera

sSKmsEncyption

false

Make a note of the BackupL ocationBase, L ogsL ocationBase, Storagel ocationBase, and Prefix that you define.
Y ou will need them later.

h) Click Next.

i) Atthe Configure Stack Options page, click Next.

j) At the bottom of the Review page, under Capabilities, click the checkbox next to | acknowledge that AWS
Cloudformation might create |AM resources with custom names, as that is exactly what we will be doing.

Capabilities

() The following resource(s) require capabilities: [AWS:IAM:ManagedPolicy]

f these resources and that they have
que within your AWS.

This tem
the mini
account. Le:

and Access Management (IAM) resources. Check that you want to on
ns, In addition, they have custom names. Check that the custom na

I acknowledge that AWS CloudFormation might create 1AM resources with custom names.

Caneel Previous Create change set Create stack

k) Click Create Stack.
3. Still inthe AWS console, create an SSH key in the region of your choice. If there is aready an SSH key in your
preferred region that you'd like to use, you can skip these steps.
a) In AWS Services, search for EC2.
b) Inthetop right corner, verify that you are in your preferred region.
¢) Ontheleft hand navigation bar, choose Key Pairs.
d) On thetop right of the screen, select Create Key Pair.
€) Provide aname. The name can be any valid name.
f) Choose RSA type, and then choose the pem format.
g) Click Create key pair.
4. Return to the CDP Management Console and navigate to EnvironmentsRegister Environments.
5. Provide an environment name and description. The name can be any valid hame.

6. Choose Amazon as the cloud provider.

11
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7. Under Amazon Web Services Credential, choose the credential that you created earlier.
8. Click Next.

9. Under Data L ake Settings, give your new data lake a name. The name can be any valid name. Choose the latest
data lake version.

10. Under Data Access and Audit:

* Choose prefix-data-access-instance-profile>
» For Storage Location Base, choose the Storagel ocationBase from the cloud formation template.
» For Data Access Role, choose prefix-datal ake-admin-role.

» For Ranger Audit Role, choose prefix-ranger-audit-role, where "prefix" is the prefix you defined in the
Parameter s section of the stack detailsin AWS.

For example:

= Data Access and Audit
Frovide an existing location where workload data will be stored.

Assumer Instance Profile™
Click here to refresh instance profiles from the cloud provider.

cloudera-data-access-instance-profile [2)

Storage Location Base®

s3a:// | my-bucket/my-data (2]

Data Access Role™®

cloudera-datalake-admin-role 2]

Ranger Audit Role*®

Cloudera-ranger-audit-role (2]

D Broker Mappings

Aad

11. For Data Lake Scale, choose Light Duty.
12. Click Next.

13. Under Select Region, choose your desired region. This should be the same region you created an SSH key in
previously.

12
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14. Under Select Network, choose Create New Network.
15. Create private subnets should be enabled by default. If it isn't, enable it.

B Note:
By enabling private subnets you will not have SSH access to cluster nodes unless you have access to the
VPC.

16. Click the toggle button to enable Enable Public Endpoint Access Gateway.
For example:

@ Region, Location

L &

17. Under Security Access Settings, choose Create New Security Groups.

13
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18. Under SSH Settings, choose the SSH key you created earlier.
For example:

O Security Access Settings

Select Security Access Type

Create New Security Groups - @

hceess CIDR*

0.0.0.0/0 e

£ SSH Settings

Paste your 35H public key or select an 35H key that already exists in the EC2 consale = Key Pairs in the specified region

Click here 1o refresh SSH keys from the cloud provider

O Mew S5H public key @ Existing 55H public key

docs-test

19. Optionally, under Add Tags, provide any tags that you'd like the resources to be tagged with in your AWS
account.

20. Click Next.

14



Cloudera DataFlow Verify cloud infrastructure prerequisites

21.Under Logs:

a) Choose the Instance Profile titled prefix-log-access-instance-profile, where "prefix" is the prefix you defined
in the Par ameter s section of the stack detailsin AWS.

b) For Logs Location Base, choose the L ogsL ocationBase from the CloudFormation templ ate.
¢) For Backup Location Base, choose the BackupL ocationBase from the CloudFormation template.

For example, using the parameters we defined earlier:

B Logs

Provide an existing location where log files will be stored.

Logger Instance Profile™
§

Click here to refresh instance profiles from the cloud provider.

cloudera-log-access-instance-profile (2]

Logs Location Base™

s3ai/ | my-bucket/my-logs (7]

Backup Location Base (Optional)

s3a// my-bucket/my-backups e

22. Click Register Environment.

If you've reached the CDP landing page for the first time, you've come to the right place! In this quickstart, we'll show
you step-by-step how to connect CDP to your Azure subscription, so that you can begin to provision clusters and
workloads.

CLOUDZ=RA Data Platform

Data Services

H © @

Deata Engineering Data Warshouse Operationsl Database Mischine Leaning

Data Management

R O K

Data Hub Clusters. Data Catalesy Replication Manager Workload Manager  Managemarnt Console

To complete this quickstart, you'll need access to three things:

e The CDP console pictured above
* The Azure console
¢ Azure Cloud shell
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Note: This Azure onboarding quickstart isintended for ssmple CDP evaluation deployments only. It may not
work for scenarios where Azure resources such as VNet, security group, storage accounts, and so on, are pre-
created or Azure accounts have restrictionsin place.

In addition to this documentation, you can refer to the following video:

The steps that we will perform are:

Step O: Verify the Azure prerequisites

Step 1: Create an Azure AD app

Step 2: Deploy the Azure quickstart template
Step 3: Assign roles

Step 4: Create or locate an SSH key

Step 5: Create a CDP credential

Step 6: Register a CDP environment

Verify Azure cloud platform prerequisites
Before getting started with the Azure onboarding quickstart, review and acknowledge the following:

e This Azure onboarding quickstart is intended for simple CDP evaluation deployments only. It may not work for
scenarios where Azure resources such as V Net, security group, storage accounts, and so on, are pre-created or
Azure accounts have restrictionsin place.

» User running the Azure onboarding quickstart should have:

* Owner permissions on the Azure subscription that you would like to use for CDP.

* Rightsto create Azure resources required by CDP. Seelist of Azure resources used by CDP.

* Rightsto create an Azure AD application (service principal) and assign Contributor role at subscription level.
e CDPAdminrole or Power User rolein CDP subscription.

16
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» This Azure onboarding quickstart uses an Azure ARM template that automatically creates the required resources
such as storage accounts, containers, managed identities, resource groups, and so on.

» CDP Public Cloud relies on several Azure services that should be available and enabled in your region of choice.
Verify if you have enough quotafor each Azure service to set up CDP in your Azure account. See list of Azure
resources used by CDP.

If you have more complex requirements than those listed here, contact Cloudera Sales Team to help you with CDP
onboarding.

In the Azure portal, create an application in your Azure Active Directory tenant. This steps allows you to use the
native Cloud Shell terminal and not have to set up Azure CLI.

1. Logintothe Azure portal and launch Cloud Shell.

L arure-guscistin et | Acoess oontrol (M) ,
|~ azure-quickstart-test | Access control (IAM)

2. Run thefollowing command to return the subscription ID and tenant 1D:

az account list]jq"

L1 {"nane": .nane, "subscriptionld": .id, "tenantld
.tenantld, "state": .state}'

The output of this command is shown below:

"name" 3 ,

"subscriptionId"%
"tenantId":

"state":

Make a note of the subscriptionld and tenantld values. Y ou will need them later.

Note: In case you have more than one subscription, make sure to only make a note of the subscription
E that you would like to use for CDP.

17
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Verify cloud infrastructure prerequisites

3. Run the command below to create an app in Azure AD and assign the "Contributor" role at the subscription.

E Note: Replace { subscriptionld} in the command with the subscription 1D value from the previous step.

az ad sp create-for-rbac --nanme http://cl oudbreak-app --role Contri butor
--scopes /subscriptions/{subscriptionld}

The output of this command is shown below:

The Azure quickstart template is a customized ARM template that deploys essential Azure resources for the CDP
environment.

1. Click Deploy to Azureto begin ARM template deployment of CDP prerequisitesin your Azure subscription.

2. Loginto Azureto create the resourcesin your subscription that are required for CDP deployment. These
resources include VNet, ADLS Gen2, and 4 user managed identities.

3. Onthe Custom deployment screen, click Create new under the Resource group field and then give the resource
group aname (it should only contain letters, numbers, and hyphens).

4. Under Settings, provide an Environment Name in the corresponding field.

Custom deployment

TEMPLATE

mmm Customized template
- .

10 resources

BASICS

Subscription *

Resource group *

Location *

SETTINGS

Environment Name

Virtual Network Name
Storage Account Name
Data Access Identity Name
Legger ldentity Name
Assumer ldentity Name

Ranger Audit Identity Name

TERMS AND CONDITIONS

Purchase

—

Edit template

azure-se-cdp-sandbox-env

(MNew) azure-quickstart-testl

Create new

(US) Central US

cdpazureqs| *

[parameters{'environmentName')]
[parameters('environmentName']
[concat{parameters('envircnmentMName'), -
[concat{parameters('environmentName'), '~
[concat{parameters('environmentName'), -

[concat(parameters('environmentName'),

Edit paramet...

DataAccessidentity]]
Loggerldentity”)

Assumerldentity’))

-Rangeridentity’)]

o

Learn more

18
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5. Accept the terms and conditions, and click Purchase.

An ARM script begins to run in the background, creating the resources required for a CDP environment. This may
take around 10 minutes.

6. When your resource group is up, navigate to the Over view page of the resource group.
7. Copy and paste the following values into a note, as you will need them in the next task:

e Subscription ID: Your subscription ID isfound at the top of the resource group Overview page.
« Resource group: The name of the resource group that you created.

Azure Resource Manager templates do not support role assignments at a scope other than resource groups. Perform
the following role assignments through Ul or CLI.

Make sure that you have your note from the previous step, where you copied values for the Subscription ID and
resource group name.

1. Onceyou have values for the subscription ID, resource group name, storage account, environment name, and all
four managed identities, click here to download a script.

2. Createanew filein Cloud Shell with the same name, and copy the content of the script there.
3. Replace the following valuesin the script with the values you have collected thus far:

rt SUBSCRIPTIONID="<REPLACE WITH YOUR AZURE SUBSCRIPTION IUn"h—

t RESOURCEGROUPNAME="<REPLACE WITH EXISTING RESOURCE GROUP NAME-"

t STORAGEACCOUNTMAME=%(az storage accoumt list -g SRESOURCEGROUPNAME --subscription $SUBSCRIPTION
export ASSUMER_OBJECTID=$(az identity list -g SRESOURCEGROUPNAME —-subscription $SUBSCRIPTIONID|jg *.I[
export DATAACCESS_OBJECTID=%(az identity list -g $RESOURCEGROUPNAME --subscription $SUBSCRIPTIONID|jg

For example, your script should look similar to this:
#!'/ bi n/ sh

export SUBSCRI PTI ONI D="j f s85I s8- si k8- 8329-f qOm j qo7v06dk6sy"

export RESOURCEGROUPNAME=" myCDPr esour cegr oup"

export STORAGEACCOUNTNAME=$(az storage account |ist -g $RESOURCEGROUPNAME

--subscription $SUBSCRIPTIONID|jg '.[]].nanme'| tr -d '"")

export ASSUMER OBJECTI D=%(az identity list -g $RESOURCEGROUPNAME - -subscri

ption $SUBSCRIPTIONIDjq '.[]]|{"nanme": . nane, "principal ld":.principalld}|

select(.name | test("Assunerldentity"))]|.principalld | tr -d'"")

export DATAACCESS OBJECTI D=$(az identity list -g $RESOURCEGROUPNAME - -subs

cription $SUBSCRIPTIONID|jqg '.[]]{"nane":.name, "principalld":.principall

d}| select(.nane | test("DataAccessldentity"))|.principalld | tr -d "'"")

export LOGGER OBJECTID=$(az identity list -g $RESOURCEGROUPNAME - - subscr

i ption $SUBSCRIPTIONID|jq '.[]|{"nane":.nane, "principalld":.principalld}]|

select(.name | test("Loggerldentity”))|.principalld | tr -d"'"")

export RANGER OBJECTI D=$(az identity |list -g $RESOURCEGROUPNAME - -subscrip

tion $SUBSCRIPTIONID|jq '.[]]{"name":.nane, "principalld":.principalld}|s

el ect(.nane | test("Rangerldentity"))|.principalld | tr -d "'"")

# Assign Managed ldentity Operator role to the assunerldentity principal
at subscription scope

az role assignment create --assignee $ASSUVER OBJECTID --role 'f1a07417-

d97a- 45ch- 824c- 7a7467783830"' --scope "/subscriptions/ $SUBSCRI PTI ONI D

# Assign Virtual Mchine Contributor role to the assunerldentity principal
at subscription scope

az rol e assignnent create --assignee $ASSUMER OBJECTID --rol e ' 9980e02c-c

2be- 4d73-94e8- 173bldc7cf 3c' --scope "/subscriptions/ $SUBSCRI PTI ONI D
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# Assign Storage Blob Data Contributor role to the assunerldentity prin

cipal at logs fil esystem scope

az rol e assignnent create --assignee $ASSUMER OBJECTID --rol e ' ba92f5b4-2

d11- 453d- a403- €96b0029c9f e’ --scope "/subscri ptions/ $SUBSCRI PTI ONIl D/ r eso

ur ceG oups/ $SRESOURCEGROUPNAME/ pr ovi der s/ M crosof t . St or age/ st or ageAccount s/

$STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ | ogs"

# Assign Storage Blob Data Contributor role to the |oggerldentity princ

i pal at | ogs/backup fil esystem scope

az rol e assignnent create --assignee $LOGGER OBJECTID --rol e ' ba92f 5b4-

2d11- 453d- a403- e96b0029c9f e’ --scope "/subscripti ons/ $SUBSCRI PTI ONl D/ r es

our ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t. St or age/ st or ageAccoun

t s/ $STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ners/| ogs"

az role assignnent create --assignee $LOGGER OBJECTID --rol e ' ba92f 5b4-

2d11- 453d- a403- €96b0029c9fe' --scope "/subscri pti ons/ $SUBSCRI PTI ONIl D/ r es

our ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M cr osof t . St or age/ st or ageAccoun

t s/ $STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ backups"

# Assign Storage Blob Data Omer role to the dataAccessldentity principal
at | ogs/data/backup fil esystem scope

az role assignnent create --assignee $DATAACCESS OBJECTID --role 'b7e6dc6

d-f 1e8- 4753- 8033- 0f 276bb0955b' --scope "/subscri pti ons/ $SUBSCRI PTI ONI D/ r

esour ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosoft. St or age/ st or ageAcco

unt s/ $STORAGEACCOUNTNANME/ bl obSer vi ces/ def aul t/ cont ai ner s/ dat a"

az role assignnent create --assignee $DATAACCESS OBJECTID --role ' b7e6dc6

d- f 1e8- 4753- 8033- 0f 276bb0955b' --scope "/subscri pti ons/ $SUBSCRI PTI ONI D/ r

esour ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t. St or age/ st or ageAcco

unt s/ $STORAGEACCOUNTNANME/ bl obSer vi ces/ def aul t/ cont ai ners/ | ogs"

az rol e assignnent create --assignee $DATAACCESS OBJECTID --role 'b7e6dc6

d-f 1e8- 4753- 8033- 0f 276bb0955b' --scope "/ subscri pti ons/ $SUBSCRI PTI ONI D/ r

esour ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t. St or age/ st or ageAcco

unt s/ $STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ backups"

# Assign Storage Blob Data Contributor role to the rangerldentity principa

| at datal/backup fil esystem scope

az role assignnent create --assignee $RANGER OBJECTID --rol e ' ba92f 5b4-2d1

1- 453d- a403- €96b0029c9f e' --scope "/subscri pti ons/ $SUBSCRI PTI ONI D/ r esour

ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t . St or age/ st or ageAccount s/

$STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ dat a"

az rol e assignnment create --assignee $RANGER OBJECTID --rol e ' ba92f 5b4- 2d1

1- 453d- a403- €96b0029c9f e' --scope "/subscri pti ons/ $SUBSCRI PTI ONI D/ r esour

ceG oups/ $RESOURCEGROUPNANME/ provi der s/ M crosof t. St or age/ st or ageAccount s/

$STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ backups"

4. Runthe Cloud Shell script: sh azure msi_role assign.sh

CDP requires that you provide a public SSH key for admin accessto VM instances.

Y ou can find more information on SSH key requirement in the topic SSH key. If you need to create one, you can do
so by running ssh-keygen -t rsa.

When you complete this step, you have created al of the Azure resources required for this quickstart.

In the CDP Console, thefirst step isto create a CDP credential. The CDP credential is the mechanism that allows
CDP to create resources inside of your cloud account.

1. Logintothe CDP web interface.
2. From the CDP home screen, click the Management Console icon.
3. Inthe Management Console, select Shared Resources > Credentials from the navigation pane.
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4. Select the Azure tab, name your credential, and enter the values you previously collected for subscription ID, app
ID, and password.

aws /A 3

Paste the follo
Subscription Id :

mand into Azure Shell to identify your
sur Tenant |d

az account list|jg *.[]]{"name": .name, "subs |l
Subseription 1d¥
In order to create an application, you could use following

command in Azure Shell or you could create it on Azure Portal.

=

bl

When you register an environment, you set properties related to data lake scaling, networking, security, and storage.
Y ou will need your Azure environment name, resource group name, storage account name, and virtual network name
from your resource group.

1. Inthe CDP Management Console, navigate to Environments and click Register Environment.
2. Provide an Environment Name and description. The name can be any valid name.
3. Choose Azure as the cloud provider.
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4. Under Microsoft Azure Credential, choose the credential you created in the previous task.

: Register Environment

e General Information
.5 .

Environment Name™®

7]
B Description
S = @
- o Sel oud Provider
ﬂ /s azure -
2 Region, Networking, Security
and Storage
# Microsoft Azure Credential
net
Select Credential
azure-gs-test [?]

4 Data Access, Audit and Storage

5. Click Next.

6. Under Data L ake Settings, give your new data lake a name. The name can be any valid name. Choose the latest
data lake version.
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7. Under Data Access and Audit, choose the following:

* Assumer Identity: <resourcegroup-name>-<envName>-Assumer|dentity

» Storage Location Base: data@<storageaccount-name>

« DataAccess ldentity: <resourcegroup-name>-<envName>-DataA ccessl dentity
* Ranger Audit Role: <resourcegroup-name>-<envName>-Ranger| dentity

Warning: Ensurethat you have entered the correct location base. If the name entered does not match the
actual location base created by the quickstart script, environment registration will fail.

For example:

= Data Access and Audit

Frovide an existing location where workload data will be stared.

Assumer Iden'.l'.',.r*

azure-quickstart-lest - cdpazureqs-Assumeridentity 4—9—

storage Location Base®

abfs:// | data@cdpazureqgs 4— dfs.core.windows.net @

Data Access Identity™®

azure-quickstart-test - cdpazureqs-DataAccess|dentity ‘1_
Ranger Audit Identl'.',.':+c

azure-quickstart-test - cdpazureqs-Hangeridentity
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8. For DataLake Scale, choose Light Duty.

Q Register Envirenment

Data Lake Settings

ol TR e o ata Lake Name™®
7 Data Lake Scaling

Runtime 7.1.0

Region, Networking, Security

and Storage 8 Scale

® Light Duty

4 Data Access, Audit and Storage

O Secure Access

9. Click Next.

10. Under Select Region, choose your desired region. This should be the same region you created an SSH key in
previously.

11. Under Select Resource Group, choose your resource group <resourcegroup-name>.

12. For the Select Network field, select the name of the "Virtual Network" resource that was created when you
deployed the ARM template to create the resource group. The name of the Virtual Network should be the same as
your environment name, but you can verify thisin the Azure portal on the Overview page of your resource group.

13. Under Security Access Settings, select Create New Security Groups for the Security Access Type.

"
t % Region, Location
_’ Cent
[ caling
=N ]
Region, Netwarking, Security :
and Storage -
_’. cdpazureq )
d )
C
Dan
O Security Access Settings
—» Create New Seeurity Groups - @
L7}

14. Under SSH Settings, paste the public SSH key that you created earlier.

15. Optionally, under Add Tags, provide any tags that you'd like the resources to be tagged with in your Azure
account.

16. Click Next.
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17. Under L ogs, choose the following:

* Logger Identity: <resourcegroup-name>-<envName>-Logger|dentity
* LogsLocation Base: logs@<storageaccount-name>
« Backup Location Base: backups@<storageaccount-name>

Warning: Ensurethat you have entered the correct location base. If the name entered does not match the
actual location base created by the quickstart script, environment registration will fail.

For example:

B Logs

Provide an existing location where log files will be stored.

Logger Idr_—'n'.h_.-'*
azure-guickstari-test - cdpazureregs-Loggerldentity ‘—0—

Logs Location Base™

abfs:// | logs@cdpazureregs ‘-—d‘ﬁcme.winduws.net (7]

Backup Location Base (Optional)

abfs:/ | backups@cdpazureregs we.windnws.net Q

18. Click Register Environment.

Give administrators access

To enable Cloudera DataFlow for an environment, users must have the DFAdmin role. Grant the DFAdmin roleto a
user or group that should be allowed enable CDF for an environment.

Before you begin

* You have the Cloudera PowerUser role.

Procedure

1. From the Cloudera Management Console, click Environments.

2. Usethe search field to find and select the Cloudera Public Cloud environment for which you want to grant
DFAdmin rights.

3. Click Actions | Manage Access to display the Environment Access page.
4. Find the user to whom you want to grant the DFAdmin role, and click Update Roles.
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5. From the Update Roles page, select DFAdmin and click Update.

CLOUDZRA

Management Console Environments  List

Environments Shared Resources
(? Dashboard S ——

Environments &

Q dataflow x Register Environment

O status Name Cloud Provider Region Data Lake CDP Runtime Version Time Created {

O @ Available dataflow-demo-new © aws US West (Oregon) @ Running 7210 7/12/2021,2:52:14 AM GMT+2

1-10f1 tems per page: | 25 +

2 1
(e
=]
=
8 c

When you have finished granting a user or group administrator permissions, they can now proceed by enabling
Cloudera DataFlow for an environment.

Cloudera DataFlow Security

Before you can deploy flow definitions, you must enable Cloudera DataFlow for a Cloudera Public Cloud
environment. Enabling Cloudera DataFlow for an environment means that you are preparing an active and healthy
Cloudera Public Cloud environment for use with Cloudera DataFlow.

* You haveacloud provider account and meet the infrastructure and network requirements.
e You have a healthy Cloudera Public Cloud environment, with Freel PA and the data lake running and healthy.

e You have the DFAdmin role for the Cloudera Public Cloud environment for which you want to enable Cloudera
DataFlow.

1. Navigateto Cloudera DataFlow, by selecting DataFlow from the Cloudera Public Cloud Home Page.

2. In Cloudera DataFlow, navigate to Environments, and click Enable to launch the Enable Environment dialog for
the environment you want to enable.

26


https://docs.cloudera.com/dataflow/cloud/security/topics/cdf-security-overview.html

Cloudera DataFlow Give users access

3. From Enable Environment, provide the following information:

» DataFlow Capacity — Specifies Kubernetes cluster minimum and maximum size
» Networking
»  Specify whether a public endpoint should be deployed to access CDF components via the internet.

B Note:
CDF only makes this option selectable if it detects that at |east one subnet in your environment is
considered a public subnet.
« A list of source |P address ranges which are allowed to connect to the Kubernetes API server.

4. Click Enable. Enabling CDF can take up to one hour.

LOUDZRA
# A Storo Dashboard
STATUS ENVIRONMENTS DEPLOYMENTS PROCESSOR TYPES METRICS WINDOW
Filter By - - - - ; -
All-10 All-3 All-8 All -42 30 Minutes
@ rerResHED-14 seconds ago
Status Name 1 Current Receive: d Current Sent Data Throughput (Received/Sent)
! Aptar Kafka Kudu = 0B/s = 0B/s
Concerning dataflow-demo-new >
Health
Kafka filter Kafka = 0B/s = 0B/s
Conceming dataflow-demo-new >
Health
L3
Kafka to COD = 0B/s = 0B/s
Good Health ~ dataflow-demo-new >
Kafka to COD docs = 0B/s = 0B/s s
Good Health  dataflow-demo-new
Kafka to Kafka = 0B/s = 0B/s
Good Health  dataflow-demo-new >
Kafka to S3 = 0B/s Z 0B/s N
Good Health  dataflow-demo-new

When you have finished enabling Cloudera DataFlow for an environment, proceed by giving users permission to
import and deploy flow definitions.

Enabling Cloudera DataFlow for an environment
Managing Cloudera DataFlow in an environment

Cloudera DataFlow restricts who can import flow definitions and deploy them. To get started with Cloudera
DataFlow, you must grant users permissions to perform these tasks so that they can import and deploy flow
definitionsin Cloudera DataFlow.

To get started with importing and deploying flow definitions, a user needs to have the following Cloudera DataFl ow
roles, at a minimum:

« DFCatalogAdmin— To import flow definitions to the Cloudera DataFlow Catalog
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DFFlowAdmin — To deploy flow definitions in Cloudera DataFl ow

Y ou have PowerUser role.
Y ou know the user or group hame to which you want to grant Cloudera DataFlow user accessroles.

Give a user permission to import flow definitions.

a) From Cloudera Management Console, click User Management.

b) Enter the name of the user or group you wish to authorize in the Search field.

¢) Select the user or group from the list that displays.

d) Click Roles, then Update Roles.

€) From Update Roles, select DFCatalogAdmin and click Update.

Give a user or group permission to deploy flow definitions.

a) From Cloudera Management Console, click Environments to display the Environment List page.
b) Select the environment to which you want a user or group to deploy flow definitions.
¢) Click Actions Manage Access to display the Environment Access page.

d) Findthe user or group and click Update Roles.

€) From Update Roles, select DFFlowAdmin.

f) Click Update Roles.

When you have finished giving user or groups permission to import and deploy flow definitions, proceed by
importing a flow definition.

Cloudera DataFlow Security

Hello World is an out of box flow definition, designed to make getting started with Cloudera DataFlow quick and
easy. To useit, just add the ReadyFlow to the Catalog.

Y ou have an enabled and healthy Cloudera DataFlow environment.
Y ou have been assigned the DFCatalogAdmin role granting you access to the Catalog.

Y ou have been assigned the DFFlowAdmin role for the environment to which you want to deploy the flow
definition.
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Note: In anew Cloudera DataFlow deployment with an empty Catalog, you can deploy Hello World directly
E from the Dashboard.

Get started with a Hello World Flow!

o @ = . Learn how to deploy a preconfigured ReadyFlow and receive results right on your Dashboard
@ e @ Get Started
B-L

@ Find more pre-configured flows in the ReadyFlow Gallery.

Learn more about how to deploy your first flow 2

Just click Get Started on the main pane of the Dashboard. Y ou will be forwarded to the Catalog, from where
you can deploy the ReadyFlow.

If the Catalog in your ReadyFlow deployment already contains at least one flow definition, Y ou can add Hello World
to the Catal og from the ReadyFlow Gallery.

1. Ontheleft hand navigation pane, click ReadyFlow Gallery.

CLOUDZ=RA
DataFlow

'Fl-.]' Functions

Fa

¢y Environments
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2. From the ReadyFlow Gallery page, select the Hello World ReadyFlow.

@& View details

G~E ®

HEHO W0r|d Wersion 1

Gets you started with your first flow deployment without any external dependencies.

Add To Catalog

3. If you hover over the card representing the flow definition, the View Details hint appears. Click anywhere on the
card to review the ReadyFlow details.

4. Click Add to Catalog to add the ReadyF ow into the CDF Catalog and make it ready for deployment.
5. Click Add to confirm that you want to add Hello World to the Catal og.

The Hello World flow definition is added to the Catalog and is ready for deployment.

Y ou can now proceed with deploying the ReadyFlow.

Learn about the steps to deploy the Hello World Flow to get started with Cloudera DataFl ow.

Once you have added the Hello World ReadyFl ow into the Catalog, stay in the Catalog and use the Deployment
wizard to deploy that flow definition.

* You have an enabled and healthy Cloudera DataFlow environment.
e You have imported the Hello World Flow flow definition.
* You have been assigned the DFCatalogAdmin role granting you access to the Catal og.

* You have been assigned the DFFlowAdmin role for the environment to which you want to deploy the flow
definition.
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1

2.

© © N

To launch the Deployment wizard, select the Hello World flow in the Catalog to display the flow definition details
and versions.

Flow Catalog
Q @ Import Flow Definition
@ reFResHED: 27 seconds ago
Name 1 Type Versions  Last Updated
foos Custom Flow Definition 1 ayear ago >
& Environment
Fraud Processing Custom Flow Definition 9 9 months ago >
GCS Logs to GCS Custom Flow Definition 1 10 months ago >
Generate Flow File Log Custom Flow Definition 1 2 years ago >
Hello World ReadyFlow 1 14 days ago >
ctovesas Flow Catalog » C rerResHED: 24 seconds ago
= Hello World T Delete
[Qseotivname | Undated 2o ag0 by Cludr
[B View documentation about this ReadyFlow [2
Name 1
FLOW DESCRIPTION
Hello World This ReadyFlow can be deployed without any external dependencies and does not require any parameter values. It retrieves the latest
changes from Wikipedia through invoking the Wikipedia API. It converts JSON events to Avro, before filtering and routing them to two different

processors which merge events together before a fle is written to local disk.

To initiate the flow deployment, click "Deploy’ and select your target environment. Provide a name for the deployment and walk through the
deployment wizard to submit a deployment request

If the "Deploy” button is not enabled, make sure that DataFlow has been enabled for a CDP environment and that your user has been assigned
the "DFFlowAdmin’ role.

[ only show deployed versions

Version Deployments
1 0 A
Deploy > (—
A

CRN #
18 crniedpidf:us-west-1:altusreadyFlow:Hello-World/v.1

Select the Target Workspace where you want to deploy the ReadyFlow.
The Deployment wizard only displays workspaces that meet the following conditions:

¢ Cloudera DataFlow is enabled for the environment
e Theenvironment isin healthy state
* You are alowed to access the environment

Click Continue.
In Overview, give your flow deployment a unique name.

Note: Flow Deployment names need to be unique. The Deployment Wizard indicates whether anameis
B valid by displaying a green check below the Deployment Name text box.

Note: Asyou have created no Projects for this quick start, you can leave your flow deployment A
Unassigned.

Click Next.

In NiFi Configuration, click Next.
In Parameters, click Next.

In Sizing & Scaling, click Next.
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10. In Key Performance Indicators, click Add New KPI to add a Key Performance Indicator. It lets you monitor the
performance of your Cloudera DataFlow deployment.

cdf-priv .~ New Deployment

Overview

Key Performance Indicators
NiFi Configuration Set up KPls to track specific performance metrics of a deployed flow. Click and drag to reorder how they are displayed.
Learn more [2

Parameters

Sizing & Scaling @® Add New KPI _

Key Performance
Indicators

6 Review
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11. To learn about the use of Key Performance Indicaators (KPIs), add a KPI that will track how much data the
processor iswriting to the destination files. The KPI will raise an alert whenever this value goes below 1MB.

Set the following properties:
KPI Scope

select Processor.
Processor Name
select Write "Added Content” Eventsto File.
Metricto Track
select Bytes Sent
Alerts
select Trigger aert when metric isless than and set value to 1 MBytes.
Alert will be triggered when metric isoutside the boundary(s) for
set to 2 Minutes.
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Add new KPI X
Details

KPI Scope @ Processor Name (@

‘ Processor - ’ ‘ Write "Added Content" Events To File - ’

Metric to Track ®

‘ Bytes Sent v ’

METRIC DESCRIPTION:
Number of bytes sent to an external recipient

Alerts
(] Trigger alert when metric is greater than ‘ MBytes v ’
Trigger alert when metric is less than 1 ’ ‘ MBytes v ’

Alert will be triggered when metric is outside the boundary(s) for

2 ’ ‘ Minutes - ’

Cancel Add

12. Click Add, to create the KPI.
13. Click Next.

14. Review a summary of the information provided. When you are finished, complete flow deployment by clicking
Deploy.

Results

Once you click Deploy, you are redirected to the Alerts tab in the detail view for the deployment where you can track
its progress.

Related Information

Deploying Flow Definitions

Monitoring and Managing Flow Deployments
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KPI overview
Working with KPIs
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