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Cloudera DataFlow ReadyFlow overview: Box to S3/ADLS

Y ou can use the Box to S3/ADL S ReadyFlow to move data from a source Box location to a destination Amazon S3
bucket or Azure Data L ake Storage (ADLS) location.

This ReadyFlow consumes files from a Box folder and writes them to a Cloudera managed destination S3 or ADLS
location. For the source, specify the Box App credentials (Account 1D, config file) and the Box folder ID. You can
choose whether to include subfolder files. For the destination, specify the S3 or ADLS storage location and path. The
ReadyFl ow pollsthe Box folder for new files (it performs alisting periodically). Failed S3 or ADL S write operations
areretried automatically to handle transient issues. Define a KPI on the failure_WriteToS3/ADLS connection to
monitor failed write operations.

Note:

E This ReadyFlow leverages Cloudera Public Cloud's centralized access control for cloud storage access. Make
sureto either set up an IDBroker mapping or Ranger policies when using fine-grained object store access
alowing your workload user access to the destination S3 or ADL S location.

Source Box

Source Format Any

Destination Amazon S3or ADLS
Destination Format Same as source

Learn how to collect the information you need to deploy the Box to S3/ADL S ReadyFlow, and meet other
prerequisites.

A pre-configured Box App under the Box Account owning the resources being accessed (https://app.box.com/
developers/console), with the following configuration:

* If you create anew App, select Server Authentication (with JWT) authentication method. If you want to use an
existing App, choose one with OAuth 2.0 with JISON Web Tokens (Server Authentication) as the Authentication
method.

* Makesurethe App hasaClient ID and aClient  Secret.

e Set App Access Level to App + Enterprise  Access.

« Enable Write dl filesand foldersin Box for Application Scopes.

« Enablethe Advanced Features. Generate user access tokens and Make API calls using the as-user header.

» Generate a Public/Private Keypair under Add and Manage Public Keys and download the configuration JSON file
(under App Settings). Set the full path of thisfilein the Box Config File property.

Note: You can only download the configuration JSON with the keypair details once, when you generate
E the keypair. Also thisisthe only time Box shows you the private key. If you want to download the
configuration JSON file later (under App Settings) - or if you want to use your own keypair - after you
download it, you need to edit the file and add the keypair details manually.
« After you have made all the above settings, you need to reauthorize the App on the admin page. (Reauthorize App
at https://app.box.com/master/custom-apps.) If the app is configured for the first time you need to add it (Add
App) beforeit can be authorized.
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Cloudera DataFlow Prerequisites

* You have enabled Cloudera DataFlow for an environment.

For information on how to enable Cloudera DataFlow for an environment, see Enabling Cloudera DataFlow for an
Environment.

* You have created a Machine User to use as the Cloudera Workload User.
« You have given the Cloudera Workload User the EnvironmentUser role.

1. From the Management Console, go to the environment for which Cloudera DataFlow is enabled.
2. From the Actions drop down, click Manage Access.
3. ldentify the user you want to use as a Workload User.

E Note:
The Cloudera Workload User can be a machine user or your own user name. It is best practice to
create a dedicated Machine user for this.

4. Givethat user EnvironmentUser role.

* You have synchronized your user to the Cloudera Public Cloud environment that you enabled for Cloudera
DataFlow.

For information on how to synchronize your user to Freel PA, see Performing User Sync.
e You have granted your Cloudera user the DFCatal ogAdmin and DFFlowAdmin roles to enable your user to add
the ReadyFlow to the Catalog and deploy the flow definition.

1. Giveauser permission to add the ReadyFlow to the Catal og.

a. From the Management Console, click User Management.

Enter the name of the user or group you wish to authorize in the Search field.
Select the user or group from the list that displays.

Click Roles Update Roles.

From Update Roles, select DFCatalogAdmin and click Update.

mao o

Note: If the ReadyFlow is aready in the Catalog, then you can give your user just the
DFCatalogViewer role.

2. Giveyour user or group permission to deploy flow definitions.

From the Management Console, click Environments to display the Environment List page.
Select the environment to which you want your user or group to deploy flow definitions.
Click Actions Manage Access to display the Environment Access page.

Enter the name of your user or group you wish to authorize in the Search field.

Select your user or group and click Update Roles.

Select DFFlowAdmin from the list of roles.

. Click Update Roles.

3. Giveyour user or group access to the Project where the ReadyFl ow will be deployed.

@ P oo T

a. Goto DataFlow Projects.

b. H
Select the project where you want to manage accessrightsand click ¢ More Manage Access .

Start typing the name of the user or group you want to add and select them from the list.
Select the Resource Roles you want to grant.

Click Update Roles.

Click Synchronize Users.

No oM

e You haveyour ADLS container and path into which you want to ingest data.
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Cloudera DataFlow Prerequisites

Y ou have performed one of the following to configure access to your ADL S folder:
* You have configured access to the ADL S folders with a RAZ enabled environment.

It isabest practice to enable RAZ to control accessto your object store folders. This allows you to use your
Cloudera Public Cloud credentials to access ADL S folders, increases auditability, and makes object store data
ingest workflows portable across cloud providers.

1. Ensurethat Fine-grained access control is enabled for your Cloudera DataFlow environment.

2. From the Ranger Ul, navigate to the ADL S repository.

3. Createapolicy to govern access to the ADLS container and path used in your ingest workflow. For
example: adls-to-adls-avro-ingest

Q Tip: The Path field must begin with aforward slash (/).

4. Add the machine user that you have created for your ingest workflow to ingest the policy you just created.

For more information, see Ranger policies for RAZ-enabled Azure environment.
* You have configured accessto ADLSfolders using ID Broker mapping.

If your environment is not RAZ-enabled, you can configure access to ADL S folders using 1D Broker mapping.
1. Access IDBroker mappings.

a. To access IDBroker mappingsin your environment, click Actions Manage Access.
b. Choose the IDBroker Mappings tab where you can provide mappings for users or groups and click Edit.

2. Add your Cloudera Workload User and the corresponding Azure role that provides write access to your
folder in ADLS to the Current Mappings section by clicking the blue + sign.

Note: Y ou can get the Azure Managed I dentity Resource ID from the Azure Portal by navigating
E to Managed Identities Y our Managed Identity Properties Resource ID . The selected Azure MSI
role must have atrust policy alowing IDBroker to assume thisrole.
3. Click Save and Sync.

Y ou have your source S3 path and bucket.




Cloudera DataFlow

List of required configuration parameters for the Box to S3/ADLS
ReadyF ow

» Perform one of the following to configure access to S3 buckets:

Y ou have configured access to S3 buckets with a RAZ enabled environment.

It isabest practice to enable RAZ to control accessto your object store buckets. This allows you to use your
Cloudera credentials to access S3 buckets, increases auditability, and makes object store data ingest workflows
portable across cloud providers.

1. Ensurethat Fine-grained access control is enabled for your Cloudera DataFlow environment.
2. From the Ranger Ul, navigate to the S3 repository.
3. Createapolicy to govern access to the S3 bucket and path used in your ingest workflow.

Tip:
O The Path field must begin with aforward slash (/).
4. Add the machine user that you have created for your ingest workflow to the policy you just created.

For more information, see Creating Ranger policy to use in RAZ-enabled AWS environment.
Y ou have configured access to S3 buckets using |D Broker mapping.

If your environment is not RAZ-enabled, you can configure access to S3 buckets using ID Broker mapping.
1. Access IDBroker mappings.

a. To access |DBroker mappingsin your environment, click Actions Manage Access.
b. Choose the IDBroker Mappings tab where you can provide mappings for users or groups and click Edit.

2. Add your Cloudera Workload User and the corresponding AWS role that provides write access to your
folder in your S3 bucket to the Current Mappings section by clicking the blue + sign.

Note: You can get the AWSIAM role ARN from the Roles Summary page in AWS and can copy
E it into the IDBroker role field. The selected AWS IAM role must have atrust policy allowing
IDBroker to assume thisrole.

3. Click Save and Sync.

List of required configuration parameters for the Box to S3/ADL S ReadyFlow

When deploying the Box to S3/ADL S ReadyFlow, you have to provide the following parameters. Use the information
you collected in Prerequisites.

Box Account ID Specify your Box Account ID.

Box App Config File Upload the Box App config filein JSON format.

Box Folder ID Specify the ID of the Box folder you want to read from.

CDP Workload User Specify the Cloudera machine user or workload username that you

want to use to authenticate to the object stores. Ensure this user has
the appropriate access rights to the object store locations in Ranger or
IDBroker.

CDP Workload User Password Specify the password of the Cloudera machine user or workload user

you are using to authenticate against the object stores (via|DBroker).

Destination S3 or ADLS Path Specify the name of the destination S3 or ADL S path you want to write

to. Make sure that the path starts with "/".




Cloudera DataFlow List of required configuration parameters for the Box to S3/ADLS
ReadyFlow

Parameter name Description

Destination S3 or ADLS Storage L ocation Specify the name of the destination S3 bucket or ADLS Container you
want to write to.

For S3, enter avaluein the form: s3a://[Destination S3 Bucket]

For ADLS, enter avaluein the form: abfs.//[Destination ADLS File
System] @[ Destination ADLS Storage Account].dfs.core.windows.net

Include Subfolder Files Specify whether to include list of files from subfolders. Set to "true" to
include files from subfolders. Set to "false” to only list files from the
specified Box folder.

Related Concepts
Prerequisites

Related Information
Deploying a ReadyFlow
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