Cloudera Al

Accessing Data from Cloudera Machine

Learning

Date published: 2020-07-16
Date modified: 2024-11-21

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2024. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



Cloudera Al | Contents | iii

D2 1= WA 00 =5\ 4
Upload and work with local fil€S.........cccveiiiiiiiiece e, 4
Connect to Cloudera Data Platform Data Lake...........ccccocveeeeeiieeeeciieeeeccieee e, 5
SELUP DALA LBKE ACCESS.....ecueeueeeeeeieeteeie ettt sttt st st te st e s e e et et e st ehe e b e saeebesbe s et ebeebesee se et eneese e e eneeneeneebesbenaesaens 5
Example: Connect a Spark Session t0 the Data LaKe...........ccoiiiiiiiiine i e 10

Use Direct Reader Mode With PYSParK.........coooiieiiiieeseseeeeeeesese st s sbe e sn 13

Use Direct Reader Mode With SParkIYR..........ooiiiiiiiiiee e s 14
Create an 1ceberg data CONMNECLION..........coiiiiiii ettt a et b et s b e et et e se e s e e e e e e e neeseeae e 15
ACCESSING Data from HDFS.... ..ot ettt b e b bbb e b e et e b e st e e e e e ene 16
Connecting to Cloudera Data Warehouse..........cccocveveriieeieecciecsee e 18
ACCESSING ABEA WL SPIK.....ceiuiiiiiitiieteetes ettt et s b e s b e e b bbbt b et b et b e b e 19

Use JDBC Connection With PYSPark..........ccooeereiiiiieneeese e 19

Connect to a Cloudera Data HUD ClUSLEN .......c.veveiiiiii et 20
Connecting to external Amazon S3 DUCKELS..........cccvviive i 21
Connect to External SQL Databases.........ccceecveeeiieeiiiee et e 22
ACCESSING OZONE SLOMAQE......eeeiveeiueeetieeieeteeseeeteeseesre e s e esreesseesteesseesreesreesnreenns 23
Connecting t0 OZONE filESYSIEM.....c.iieeececeee ettt sttt e st e e e e e e e e e neerenrenns 23

ACCESSING 10CaAl TIlES 1N OZONE........ceeeeececeee ettt et et e e s re s beseesee st e tesee e eneeneennens 23



Cloudera Al

Data Access

Cloudera Machine Learning is aflexible, open platform supporting connections to many data sources.

Cloudera Machine Learning supports easy, secure data access through connection snippets and the cml.data library.
Thislibrary, implemented in Python, abstracts all of the complexity of configuring, initializing, and authenticating
data connections. Users choosing to manually create and configure the data connections shall follow the relevant
instructions.

Using data connection snippets

This topic includes code samples that demonstrate how to access local datafor Cloudera Machine Learning
Workspace workloads.

If you want to work with existing datafiles (.csv, .txt, etc.) from your computer, you can upload these files directly
to your project in the Cloudera Machine L earning Workspace. Go to the project's Overview page. Under the Files
section, click Upload and select the relevant data files to be uploaded. These files will be uploaded to an NFS share
available to each project.

Note: Storing large datafilesin your Project folder is highly discouraged. Y ou can store your data filesin the
Data Lake.

The following sections use the tips.csv dataset to demonstrate how to work with local data stored in your project.
Before you run these examples, create afolder called datain your project and upload the dataset file to it.

i nport pandas as pd
tips = pd.read_csv('data/tips.csv')

tips \
.query('sex == "Female"') \
. groupby('day') \
.agg({'tip" : '"nean'}) \

.renane(colums={"tip': "avg_tip_dinner'}) \
.sort_val ues('avg_tip_dinner', ascendi ng=Fal se)

I'i brary(readr)
I'i brary(dplyr)

# load data from.csv file in project
tips <- read csv("data/tips.csv")

# query using dplyr

tips %%
filter(sex == "Fenale") %%
group_by(day) %%
sunmari se(

avg tip = nean(tip, na.rm = TRUE)
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) %%
arrange(desc(avg_tip))

Cloudera Machine Learning has secure access to the data stored in the Cloudera Data Platform Data L ake.

The Data Connection Snippet feature now suggests using the cml.data library to connect to the Cloudera Data
Platform Data L ake - these code snippets pop up as suggestions for every new session in a project. For more
information, see Data Exploration and Visualization.

However, if you would still like to use raw code to connect, follow the instructions in the sections below.

Data Exploration and Visualization

Cloudera Machine Learning can access data tables stored in an AWS or Microsoft Azure Data Lake. AsaCloudera
Machine Learning Admin, follow this procedure to set up the necessary permissions.

Theinstructions apply to Data L akes on both AWS and Microsoft Azure. Follow the instructions that apply to your
environment.

1. Cloud Provider Setup

Make sure the prerequisites for AWS or Azure are satisfied (see the Related Topics for AWS environments and
Azure environments). Then, create a Cloudera Data Platform environment as follows.

a) For environment logs, create an S3 bucket or ADLS Gen2 container.

Note: For ADLS Gen?2, create a dedicated container for logs, and a dedicated container for data,
within the same account.

b) For environment storage, create an S3 bucket or ADLS Gen2 container.

¢) For AWS, create AWS palicies for each S3 bucket, and create IAM roles (ssmple and instance profiles) for
these palicies.

d) For Azure, create managed identities for each of the personas, and create roles to map the identities to the
ADLS permissions.

For detailed information on S3 or ADLS, see Related information.
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2. Environment Setup
In Cloudera Data Platform, set up paths for logs and native data access to the S3 bucket or ADLS Gen2 container.

In the Environment Creation wizard, set the following:

B Logs Storage and Audits

Provide an existing location where log files will be stored.

Select an Instance Profile™

Click here to refresh instance profiles from the cloud provider.

MLX_DEV_DATALAKE_LOG_ROLE * | @

Logs Location Base™

s3a:// | fooenv/logs (7]

Ranger Audit Role®

arn:aws:iam:886883559913:role/mlix-dev-prod-env_RANGER_AUD | @

a) Logs Storage and Audits

1. Instance Profile- The lAM role or Azure identity that is attached to the master node of the Data L ake
cluster. The Instance Profile enables unauthenticated access to the S3 bucket or ADLS container for logs.

2. Logs Location Base - The location in S3 or ADL S where environment logs are saved.

Note: Theinstance profile or Azure identity must refer to the same logs location basein S3 or
ADLS.

3. Ranger Audit Role - ThelAM role or Azure identity that has S3 or ADL S access to write Ranger audit
events. Ranger uses Hadoop authentication, therefore it uses IDBroker to access the S3 bucket or ADLS
container, rather than using Instance profiles or Azure identities directly.

b) DataAccess
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S Data Access

Provide an existing location where workload data will be stored.

Select an Instance Profile™®

Click here to refresh instance profiles from the cloud provider.

mix-dev-prod-env_IDBROKER_ROLE v | @

Storage Location Base™

s3a:// | fooenv/storage (2}

Data Access Role*

arn:aws:iam::886883559913:role/mix-dev-prod-env_DATALAKE_Al | @

ID Broker Mappings

User or Group: | ml-data-scientists v Role Arn:| arn:aws:iam::886883559913:ro

User or Group:| ml-data-engineers v Role Arn:| arn:aws:iam::886883559913:ro

User or Group: | ml-dl-admins v Role Arn:| arn:aws:iam::886883559913:ro Remove
Add

1. Instance Profile- The IAM role or Azure identity that is attached to the IDBroker node of the Data Lake
cluster. IDBroker uses this profile to assume roles on behalf of users and get temporary credentials to
access S3 buckets or ADLS containers.

2. Storage Location Base - The S3 or ADLS location where data pertaining to the environment is saved.

3. DataAccess Role- The lAM role or Azure identity that has access to read or write environment data.

For example, Hive creates external tables by default in the Cloudera Data Platform environments, where
metadatais stored in HM S running in the Data L ake. The dataitself is stored in S3 or ADLS. AsHive
uses Hadoop authentication, it uses IDBroker to access S3 or ADLS, rather than using Instance profiles or
Azure identities. Hive uses the data access role for storage access.

E Note: The data access role must have permissions to access the S3 or ADL S storage location.

4. 1D Broker Mappings - These specify the mappings between the Cloudera Data Platform user or groups
to the AWS IAM roles or Azure roles that have appropriate S3 or ADL S access. This setting enables
IDBroker to get appropriate S3 or ADLS credentials for the users based on the role mappings defined.

Note: Thereisno limit to the number of mappings that one can define but each user can only be
assigned to one of the role mappings.

This completesinstallation of the environment.
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3. User Group Mappings

In Cloudera Data Platform, you can assign users to groups to simplify permissions management. For example, you
could create a group called ml-data-scientists, and assign two individual usersto it, as shown here. .

CLOUD=RA Croaling - — i
Management Console Groups  ml-data-scientists
Name mi-data-scientists
CRN @ crn:altus:iam:us-west-1:12a0079b-1591-4ca0-b721-a446bda74e67:group:... O
Creation Date 09/04/2019 11:50 AM PDT Actions v
Syne Membership On User Login ~ Yes
Members 2
Members Roles Resources Admins
c
Type Name = Email
Nagaram Prasad Addepally ram@cloudera.com
Vamsee Yarlagadda vamsee(@cloudera.com

a. Syncusers

Whenever you make changes to user and group mappings, make sure to sync the mappings with the
authentication layer. In User Management > Actions, click Sync Users, and select the environment.

CLOUDERA
= Management Console User Management

Users Groups Identity Providers
User Management . .
Q Type All Identity Provider All
Data Hub Clusters
Create Machine User
Type Name 4 Email Identity Provider Workload User Name
Upload Users
=] 1202d322-4530-4078-934¢-4d7a8ea587ce srv_1e02d3a2-4530-4078-9
Sync Users
adarsh Ja "l loud i
Aadarsh Jajodia com csso_jajodia Update Account Messages
Aaditya Gurura @ om loud: €S50_agururaj
Aaron Myers atm@cloudera.com cloudera-okta-preduction  atm 1 active
Aaron T. Myers atm@cloudera.com cloudera-sso csso_atm 1 active
Aaron Wiebe awiebe@cloudera.com cloudera-okta-production  awiebe
Aaron Wiebe awiebe@cloudera.com cloudera-sso csso_awiebe
Aasha Medhi com loud: csse_amedhi
Aasha Medhi i com loud kts duction  amedhi

4. |DBroker

IDBroker allows an authenticated and authorized user to exchange a set of credentials or atoken for cloud vendor
access tokens. You can also view and update the IDBroker mappings at this location. IDBroker mappings can be
accessed through Environments > Manage Access. Click on the IDBroker Mappings tab. Click Edit to edit or
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add mappings. When finished, synchronize the mappings to push the settings from Cloudera Data Platform to the
IDBroker instance running inside the Data L ake of the environment.

B Nonsaoment Gansole Environments | sense-prod-env / Clusters

sense-prod-env
aws Actions =
@ Us East (Ohio) - us-east-2

Change Credential
a DATA LAKE NAME DATA LAKE STATUS REASON Delete Environment
sense-prod-env-d| @ Running Datalake is running
Get FreelPA Certificate

Data Hub Clusters  Data Lake Cluster ~ Summary Synchronize Users to FreelPA

Reset Password for User
o Data Hub Clusters &

There are no Data Hub Clusters to display

Q

Manage Access

Terminate Data Lake

At this point, Cloudera Data Platform resources can access the AWS S3 buckets or Azure ADLS storage.
5. Ranger

To get admin access to Ranger, users need the EnvironmentAdmin role, and that role must be synced with the
environment.

a. Click Environments > Env > Actions > Manage Access > Add User

b. Select EnvironmentAdmin resource role.

Click Update Roles

d. On the Environments page for the environment, in Actions, select Synchronize Usersto Freel PA.

o

The permissions are now synchronized to the Data L ake, and you have admin access to Ranger.
Update permissionsin Ranger

a. InEnvironments > Env > Data L ake Cluster, click Ranger.

b. Select the Hadoop SQL service, and check that the users and groups have sufficient permissions to access
databases, tables, columns, and urls.

For example, auser can be part of these policies:

o al - database,table,column

o al-url

This completes all configuration needed for Cloudera Machine Learning to communicate with the Data L ake.
6. Cloudera Machine Learning User Setup

Now, Cloudera Machine Learning is able to communicate with the Data L ake. There are two steps to get the user

ready to work.

a. In Environments > Environment name > Actions > Manage Access > Add user, the Admin selects ML User
resource role for the user.

b. The User logsinto the workspace in Cloudera Machine Learning Workspace > Workspace name, click Launch
Workspace.

The user can now access the workspace.

AWS environments
Azure environments
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After the Administrator sets up the correct permissions, you can access the Data Lake from your project, asthis
example shows.

Make sure you have access to a Data L ake containing your data.

The s3 or abfs path can be retrieved from the environment’ s cloud storage. To read from this location, in the Cloudera
Machine Learning Workspaces Ul, select the name of the environment, and in the Action menu, select Manage
Access |dBroker Mappings . Ensure that the user (or group) has been assigned an AWS IAM role that can read this
location. For Fine Grained Access Control (Raz) enabled environments, go to Ranger to ensure that the user (or
group) has access through an appropriate s3 or adls policy.

1. Create aproject in your Cloudera Machine Learning Workspace.
2. Create afile named spark-defaults.conf, or update the existing file with the property:

« For S3: spark.yarn.access.hadoopFileSystems=s3a://STORAGE LOCATION OF ENV>

e For ADLS: spark.yarn.access.hadoopFileSystems=abfs.//STORAGE CONTAINER OF ENV>@STORAGE
ACCOUNT OF ENV>

Use the same location you defined in Setup Data Lake Access.
3. Start asession (Python or Spark) and start a Spark session.

Setting up the project looks like this:

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

from pyspark.sql import SparkSession
spark = SparkSession\
.builder\
.appName ( i\
.getOrCreate()

SLF4J: Class path contains multiple SLF4J bindings.

SLF4J: Found binding in [jar:file:/etc/spark/jars/slf4j-log4j12-1.7.16.jar!/org/slf4j/impl/StaticLoggerBinder.class]
SLF4J: Found binding in [jar:file:/usr/lib/hadoop/lib/s1f4j-log4j12.jar!/org/slf4j/impl/StaticLoggerBinder.class]

SLF4J: Found binding in [jar:file:/usr/lib/hive/lib/log4j-slf4j-impl-2.10.8.jar!/org/s1f4j/impl/StaticLoggerBinder.class]
SLF4J: See http://www.slf4j.org/codes.html#multiple_bindings for an explanation.

SLF4J: Actual binding is of type [org.slf4j.impl.Log4jLoggerFactory]

Setting spark.hadoop.yarn.resourcemanager.principal to csso_vamsee

spark.sql( ) . show()

Hive Session ID = 160ecf56-971b-4ebf-9a62-6b37ebc7192d
oo m o +
| databaseName|
o +
default|
information_schema|
sys|

test_alphal]|
tpeds_bin_partiti...|
vamsee |

Now you can run Spark SQL commands. For example, you can:

10
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* Create adatabase f oodb.

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

> spark.sql("create database foodb").show()

++

++
++

* List databases and tables.

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

> spark.sql("use foodbh").show()

++

++
++

> spark.sql("show tables").show()

to——-———- e it B +
|database|tableName|isTemporary|
R e e +
to——-———- e it B +

11
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* Createatablebart abl e.

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

> spark.sql("create table bartable(id int)").show()

++

++
++

> spark.sql("show tables").show()

Fomm - T R +
|database|tableName|isTemporary|
e o e +
| foodb| bartable| false|
Fomm - R R +

¢ |nsert datainto the table.

CML / SDX Interaction Z  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — just now

Session Logs Spark Ul

> spark.sql("insert into bartable values(1)").show()

++

++
++

12
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e Query the data from the table.

CML / SDX Interaction (2  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — just now

Session Logs Spark Ul

spark.sql( ) . show()

+-——+
| id|
+-——+
| 11
+--—+

Setup Data Lake Access

Y ou can use the Direct Reader M ode when your data has table-level access control, and does not have row-level
security or column level masking (fine grained access.)

Obtain the location of the data lake before starting this task.

Continue with the next steps to set up the connection.

Replace s3a://demo-aws-2/ in the code sample below with the correct S3 bucket location. This sets the value for
DATALAKE_DIRECTORY.

The DATALAKE_DIRECTORY valueis set for the spark.yarn.access.hadoopFileSystems property in the
corresponding config statement.

B Note: The following example works for managed as well as external Hive tables, however, only for Spark 2.

from pyspark.sql inport SparkSession

# Change to the appropriate Datal ake directory |ocation
DATALAKE DI RECTCRY = "s3a://denp- aws-2/"

spark = SparkSessi on\

. bui I der\

. appName(" CDW CM_- Spar k-Di rect ")\
.config("spark.sql.hive. hwc. execution. node", "spark")\

.config("spark.sqgl.extensions","com qubol e. spark. hi veaci d. H veAci dAut oCon
vert Ext ensi on")\

.config("spark.kryo.registrator”,"com qubol e. spark. hi veacid. util.H veAci dKy
roRegi strator")\

.config("spark. yarn. access. hadoopFi | eSyst ens", DATALAKE_ DI RECTORY)\

13
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.config("spark.jars", "/opt/spark/optional-Iib/hive-warehouse-connector-ass

enbly.jar")\

.getOrCreate()

### The foll owi ng conmands test the connection

spar k. sql ("show dat abases"). show()

spark. sql ("describe formatted test_ managed"). show()
spark.sqgl ("select * fromtest nanaged").show()
spark.sql ("describe formatted test _external").show)
spark.sql ("select * fromtest _external").show)

Note: The following example works for both Spark 2 and Spark 3, but only works for external Hive tables,

and does not support Hive managed tables.

from pyspark.sqgl inport SparkSession

# Change to the appropriate Datal ake directory |ocation

DATALAKE_DI RECTORY = "s3a://denp-aws-2/"

spark = SparkSessi on\

. bui I der\

. appName(" CDW CML- Spar k-Di rect ")\

.config("spark. sql . hive. hwc. executi on. node", "spark")\
.config("spark.yarn. access. hadoopFi | eSyst ens", DATALAKE DI RECTORY)\
.getOrCreate()

spar k. sql ("show dat abases") . show()
spark.sql ("describe formatted test_external").show()
spark.sqgl ("select * fromtest external").show)

Y ou need to add the location of your data tables in the example below.

In your session, open the workbench and add the following code.

#Run this once
#i nstal | . packages(“sparklyr")

I'i brary(sparklyr)
config <- spark_config()

confi g$spark. security.credential s. hi veserver 2. enabl ed="f al se"
confi g$spar k. dat asour ce. hi ve. war ehouse. read. vi a. | | ap="f al se"
confi g$spark. sql . hi ve. hwc. execut i on. node="spar k"

#confi g$spar k. dat asour ce. hi ve. war ehouse. r ead. j dbc. nrode="spar k"

# Required setting for HAWC-direct reader - the hiveacid sql extensi on does
the automatic

# switch between reading through HAC (for nanaged tables) or spark-native
(for external)

# dependi ng on table type.

confi g$spark. sql . ext ensi ons="com qubol e. spar k. hi veaci d. H veAci dAut oConver

t Ext ensi on"

confi g$spark. kryo. regi st rat or="com qubol e. spark. hi veaci d. util.Hi veAci dKyr oRe

gi strator"

14
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# Pick the correct jar location by using Term nal Access

# to file the exact file path/nane of the hwc jar under /usr/lib/hive ware
house_connect or

config$sparkl yr.jars.default <- "/opt/spark/optional-Iib/hive-warehouse-conn
ector-assenbly.jar"

# File systemread access - this s3a patha is available fromthe environnent
C oud Storage.

# To read fromthis |l ocation go to Environnent->Vanage Access->| dBroker Map

pi ngs

# ensure that the user (or group) has been assigned an AWS | AM rol e t hat
can

#. read this |ocation

# For Fine Grained Access Control (Raz) enabl ed environnents, go to Ranger
to ensure

# that the user (or group) has access through an appropriate s3 or adls pol
cy

#confi g$spark. yarn. access. hadoopFi | eSyst ens="s3a: // deno- aws- 2/ "
confi g$spark. yarn. access. hadoopFi | eSyst ens="s3a: // denp- aws- 2/ dat al ake/ war
ehouse/ t abl espace/ managed/ hi ve"

sc <- spark_connect(config = config)

intDf 1 <- sparklyr::spark_read_tabl e(sc, 'foo')
sparkl yr::sdf _collect(intDf1)

intDf 1 <- sparklyr::spark read_table(sc, 'foo_ext')
sparkl yr::sdf _collect(intDf1)

spar k_di sconnect (sc)

# Optional configuration - only needed if the table is in a private Data Ca
tal og of CDW

#confi g$spark. sqgl . hi ve. hi veserver2.jdbc. url ="j dbc: hive2://hs2-aws- 2- hi ve- vi
z.env-j 2l n9x. dw. yl cu-atm . cl oudera. site/ defaul t;transport Mode=htt p; httpPat h=
cliservice;ssl=true;retries=3; user=priyankp; passwor d=! Passwor d1"

#ss <- spark_session(sc)

#hi ve <- invoke static(sc,"com hortonworks. hwe. H veWar ehouseSessi on", "ses
sion", ss) %% nvoke("buil d")

#df <- invoke(hive, "execute","select * fromdefault.foo limt 199")

#spar kl yr::sdf _col | ect (df)

Cloudera Machine Learning supports data connections to |ceberg data lakes.

Y ou can connect automatically, using the Cloudera Machine Learning-provided data connection. If necessary, you
can also set up amanual connection using the snippet provided below. To connect with Iceberg, you must use Spark
3.

In your project:

1. In Project Settings, view the Data Connections tab. There should be an available data connection to a Spark Data
Lake.

Start aNew Session.

Select Enable Spark, and choose Spark 3 from the dropdown.

Select Start Session.

In the Connection Code Snippet Ul, select the Spark Data L ake connection.

akrcwn

15
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6. Inthe code window, select Copy Code, then Close.
7. Select FileNew File, and paste the Cloudera Machine Learning-provided code snippet into the file.
8. Select Run.

You see alist of available databases in the data | ake.

Instead of using the Cloudera Machine L earning-provided data connection, you can aso manually connect to a Spark
Data L ake using the Spark command as shown in the snippet below.

Make sure to set the following parameters:

e DATALAKE_DIRECTORY
« Valid database and table name in the describe formatted SQL command.

from pyspark. sql inport SparkSession
# Change to the appropriate Datal ake directory | ocation
DATALAKE_DI RECTCRY = "s3a://your-aws-deno/"

spark = (
Spar kSessi on. bui | der. appNane(" MyApp")
.config("spark.sql.hive. hwe. execution. node", "spark")
.config("spark. sql . extensions", "com qubol e. spark. hi veaci d. Hi veAci dAut oCon

vert Ext ensi on, org. apache. i ceberg. spark. extensi ons. | ceber gSpar kSessi onExt ens
i ons")

.config("spark.sql.catal og. spark_catal og.type", "hive")

.config("spark.sqgl.catal og. spark_catal og", "org.apache.iceberg. spark. Spar
kSessi onCat al 0g")

.config("spark. yarn. access. hadoopFi | eSyst ens"”, DATALAKE_DI RECTORY)

.config("spark. hadoop. i ceberg. engi ne. hi ve. enabl ed", "true")
.config("spark.jars", "/opt/spark/optional-lib/iceberg-spark-runtine.jar,
/opt/ spark/optional -1ib/iceberg-hive-runtine.jar")

.getOr Create()
)

spark. sql ("show dat abases") . show()
spar k. sqgl ("describe formatted <database_nane>. <t abl e_nane>"). show()

There are many ways to access HDFS data from R, Python, and Scala libraries. The following code samples assume
that appropriate permissions have been set up in IDBroker or Ranger/Raz. The samples below demonstrate how to
count the number of occurrences of each word in asimpletext filein HDFS.

1. Navigateto your project and click Open Workbench.
2. Createafilecaled sample text file.txt and save it to your project in the data folder.
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3. Writethisfileto HDFS. Y ou can do thisin one of the following ways:

e Click Terminal above the Cloudera Machine Learning console and enter the following command to write the
fileto HDFS:

hdf s dfs -put data/sanple_text file.txt s3a://<s3 data_directory>/tnp

OR
» Usethe workbench command prompt:

Python Session

lhdfs dfs -put data/sanple text file.txt s3a://<s3 data_directory>/tnp
R Session

system("hdfs dfs -put data/tips.csv /user/hivel/warehouse/tips/")

The following examples use Python and Scalato read sample _text file.txt from HDFS (written above) and perform
the count operation on it.

Python

from__future__ inport print_function
i mport sys, re

from operator inport add

from pyspark.sqgl inport SparkSession

spark = Spar kSessi on\
. bui I der\
. appName(" Pyt honWbr dCount ")\
.getOrCreate()

# Access the file
lines = spark.read.text("s3a://<s3 data_directory>/tnp/sanple text file.txt
").rdd. map(l anbda r: r[0])
counts = lines.flatMp(lanbda x: x.split(' ")) \
.map(l ambda x: (x, 1)) \
. reduceByKey(add) \
.sortBy(lanbda x: x[1], False)
out put = counts. collect()
for (word, count) in output:
print("%: %" % (word, count))

spark. stop()

Scala

[/ count | ower bound
val threshold = 2

/'l read the file added to hdfs
val tokenized = sc.textFile("s3a://<s3_data_directory>/tnp/sanple_text fil
e.txt").flatMap(_.split(" "))

// count the occurrence of each word
val wordCounts = tokenized. map((_ , 1)).reduceByKey(_ + )

/[l filter out words with fewer than threshold occurrences
val filtered = wordCounts.filter(_._ 2 >= threshol d)
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Systemout.printlin(filtered.collect().nkString(","))

The Data Connection Snippet feature now suggests using the cml.data library to connect to Cloudera Data Warehouse
virtual warehouses - these code snippets pop up as suggestions for every new session in a project. For further
information, see Using data connection snippets.

However, if you would still like to use raw Python code to connect, follow the below details.

Y ou can access data stored in the data lake using a Cloudera Data Warehouse cluster from a Cloudera Machine
Learning Workspace, using the impyla Python package.

The Cloudera Data Warehouse connection requires a WORKLOAD_PASSWORD that can be configured following
the steps described in Setting the workl oad password, linked below.

The VIRTUAL_WAREHOUSE HOSTNAME can be extracted from the JDBC URL that can be found in Cloudera
Data Warehouse, by selecting the Option menu > Copy JDBC String on aVirtual Warehouse.

For example, if the JDBC string copied as described aboveiis:

j dbc: i npal a// <your - vw host - nane. si t e>/ def aul t ; t ransport Mode=ht t p; ht t pPat h=cl
i service; socket Ti meout =60; ssl =t r ue; aut h=br owser ;

Then, the extracted hosthame to assign to the VWH_HOST is: <your-vw-host-name.site>

Enter this code in your project file, and run it in asession.

# This code assunes the inpyla package to be install ed.
# If not, please pip install inpyla

from i npal a. dbapi inport connect

i mport os

USERNAME=0s. get env( HADOOP_USER NAME)

PASSWORD=0s. get env( WORKLOAD_ PASSWORD)

VWH HOST = " <<VI RTUAL WAREHOUSE HOSTNAME>>"

VWH_PORT = 443

conn = connect (host =VWH HOST, port=VWH PORT, auth_nechani sm="LDAP", user=USE
RNAVE, passwor d=PASSWORD, use_http_transport=True, http_path="cliservice",
use_ssl =True)

dbcursor = conn. cursor()
dbcur sor. execut e( " <<I NSERT SQ. QUERY HERE>>")
for row in dbcursor:

print(row)

#Sanpl e pandas code

#frominpala.util inport as_pandas

#i nport pandas

#dbcursor = conn. cursor ()

#dbcur sor. execut e( " <<I NSERT SQ. QUERY HERE>>")
#t abl es = as_pandas(cursor)

#t abl es

#dbcursor. cl ose()
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Setting the workload password
Using data connection snippets

When you are using Cloudera Data Warehouse, you can use Java Database Connectivity (JDBC).
JDBC isuseful in the following cases:

1. Use JDBC connections when you have fine-grained access.
2. If the scale of data sent over the wireis on the order of tens of thousands of rows of data.

Add the Python code as described below, in the Session where you want to utilize the data, and update the code with
the data location information.

In addition, check with the Administrator that you have the correct permissions to access the data lake. Y ou will need
arolethat has read access only. For more information, see Setup Data Lake Access.

When using a JDBC connection, you read through a virtual warehouse that has Hive or Impalainstalled. Y ou need to
obtain the JDBC connection string, and paste it into the script in your session.

1. In Cloudera Data Warehouse, go to the Hive database containing your data.

2. From the kebab menu, click Copy JDBC URL.

3. Pasteit into the script in your session.

4. You also have to enter your user name and password in the script. Y ou should set up environmental variablesto
store these values, instead of hardcoding them in the script.

Setup Data Lake Access

PySpark can be used with JIDBC connections, but it is hot recommended. The recommended approach isto use
Impylafor JDBC connections. For more information, see Connect to CDW.

1. Inyour session, open the workbench and add the following code.

2. Obtain the JDBC connection string, as described above, and paste it into the script where the “jdbc” string is
shown. You will also need to insert your user name and password, or create environment variables for holding
those values.

This example shows how to read external Hive tables using Spark and a Hive Virtual Warehouse.

from pyspark.sqgl inport SparkSession
from pyspark |l ap.sql.session inport H veWar ehouseSessi on

spark = SparkSessi on\

. bui I der\

. appName(" CDW CML- JDBC- I nt egrati on")\
.config("spark.security.credential s. hiveserver2. enabl ed", "fal se")\
.config("spark. dat asour ce. hi ve. war ehouse. read. j dbc. node", "client")\
.config("spark.sql.hive. hiveserver2.jdbc.url",
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"jdbc: hive2://hs2-aws- 2-hive-viz.env-j 2l n9x.dw. yl cu-atm . cl oudera. site/def
aul t;\

transport Mode=ht t p; htt pPat h=cl i servi ce; ssl =true;retries=3;\

user =<user nane>; passwor d=<passwor d>")\

.getOrCreate()

hi ve = H veWar ehouseSessi on. sessi on(spar k). bui | d()
hi ve. showbDat abases() . show()

hi ve. set Dat abase("default")

hi ve. showTabl es(). show()

hi ve. sqgl ("select * fromfoo0").show()

Connecting to Cloudera Data Warehouse

The Data Connection Snippet feature helps simplify the user experience by abstracting the complexity of creating and
configuring a data connection.

Y ou can set up a Data Hub Impala or Hive connection by following the documentation: Set up a data connection to
Cloudera Data Hub.

However, if you would still like to use raw Python code to connect, follow this Python example:
from i npal a. dbapi inport connect
#Exanpl e connection string:
# jdbc: hive2://ny-test-master0.eng-n -i.svbr-nqvp.int.cldr.work/;ssl=true;
transport Mode=ht t p; ht t pPat h=ny-t est/ cdp- pr oxy- api / hi ve

USERNAME=0s. get env( HADOOP_USER NAME)
PASSWORD=0s. get env( WORKLOAD_PASSWORD)

conn = connect (

host = "my-test-master0.eng-m -i.svbr-nqvp.int.cldr.work",
port = 443,

aut h_nmechani sm = " LDAP",

use_ssl = True,

use_http_transport = True,
http_path = "ny-test/cdp-proxy-api/hive",
user = USERNAME,
password = PASSWORD)
cursor = conn. cursor ()
cursor. execut e(" <<I NSERT SQ. QUERY HERE>>")

for rowin cursor:
print(row)

cursor.cl ose()

conn. cl ose()

Set up adata connection to CDP DataHub
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Every language in Cloudera Machine Learning has libraries available for uploading to and downloading from

Amazon S3.

To work with external S3 buckets in Python, do the following:

« Add your Amazon Web Services access keys to your project's environment variablesas AWS_ACCESS KEY_ID

and AWS _SECRET_ACCESS KEY.

e Add your Ozone S3 gateway to the environment variables as OZONE_S3 GATEWAY.

Python

# Install Boto to the project
Ipip3 install boto3

# Make sure bel ow environnent vari ables are set

# ozone s3 gateway : o0s.environ[' QZONE_S3_GATEWAY' ]

# s3 keys fromos. environ[' AW5_ACCESS KEY_ID ] and os. environ[' AW5_SECRET

_ ACCESS_KEY' |

i mport os
i mport bot 03

# Use Boto to connect to S3 and get a list of objects froma bucket

conn = bot 03. sessi on. Sessi on()

s3g = os.environ[' OZONE_S3_GATEVAY' ]
access_key = os.environ[' AW5_ACCESS KEY | D ]
secret _key = o0s.environ[' AW5S_SECRET_ACCESS KEY' ]

s3_client = conn.client(
servi ce_name='s3',
endpoi nt _url =s3g

test bucket = 'testozones3'
s3 client.create bucket (Bucket=test bucket)
al | _buckets = s3 client.list _buckets()

print(f"Al S3 Buckets are {[i['Name'] for i in all_buckets['Buckets']]}")

s3 client.put_ object(Bucket=test bucket, Key='README. nd')

I
ri
1}

—T

_objs = s3 client.list_objects(Bucket=test bucket)
nt(f"All keys in {bucket nane} are {[i[' Key']for i
")

in all_objs['Contents'

s3 client.get object(Bucket=test bucket, Key='README. md')

ssl = "true" if s3g.startswith("https") else "fal se"

s3a_path = f"s3a://{test_bucket}/"

hadoop_opts = f"-Dfs. s3a. access. key=' {access_key}'

-Df s. s3a. secret . key="{

secret _key}' -Dfs.s3a.endpoint='{s3g}' -Dfs.s3a.connection.ssl.enabled={ssl}

-Df s. s3a. pat h. styl e. access=t rue"

I hdfs dfs {hadoop opts} -ls "s3a://{test bucket}/"
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Every language in Cloudera Machine Learning has multiple client libraries available for SQL databases.

If your database is behind a firewall or on a secure server, you can connect to it by creating an SSH tunnel to the
server, then connecting to the database on localhost.

If the database is password-protected, consider storing the password in an environmental variable to avoid displaying
it in your code or in consoles. The examples below show how to retrieve the password from an environment variable
and use it to connect.

Y ou can access data using pyodbc or SQLAIchemy

# pyodbc |l ets you nmake direct SQL queri es.

Iwget https://pyodbc. googl ecode. coni fil es/ pyodbc-3.0.7.zip
lunzip pyodbc-3.0.7.zip

I'cd pyodbc-3.0.7; python setup.py install --prefix /hone/cdsw
i mport os

# See http://wwv connectionstrings.conml for information on how to construct
ODBC connection strings.

db = pyodbc. connect (" DRI VER={ Post gr eSQL Uni code} ; SERVER=I| ocal host ; PORT=54

32; DATABASE=t est _db; USER=cdswuser ; OPTI ON=3; PASSWORD=%" % o0s. envi ron[ " POSTGR

ESQL_PASSWORD'] )

cursor = cnxn. cursor ()

cursor. execute("sel ect user_id, user_nane from users")

# sql al cheny is an object relational database client that |ets you nake data
base queries in a nore Pythonic way.

Ipip install sqlal cheny

i mport os

i mport sql al cheny

from sql al cheny. orminport sessi onnaker

from sql al cheny i nport create_engine

db = create_engi ne("postgresql://cdswiser: %@ ocal host: 5432/t est _db" % os. en
vi ron[ " POSTGRESQ._PASSWORD"'] )

sessi on = sessi onnaker ( bi nd=db)

user = session.query(User).filter_by(name="ed").first()

Y ou can access remote databases with dplyr.

i nstal | . packages("dplyr")

library("dplyr")

db <- src_postgres(dbname="test _db", host="I|ocal host", port=5432, user="cds
wuser", password=Sys. get env(" POSTGRESQ._PASSWORD") )

flights_table <- tbl (db, "flights")

select(flights_table, year:day, dep_delay, arr_del ay)
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In Cloudera Machine Learning you can connect Cloudera Machine Learning to the Ozone object store using a script
or command line commands.

In Cloudera Machine Learning, you can connect Spark to the Ozone object store with a script.

This script, in Scala, counts the number of word occurrencesin atext file. The key point in this example isto use the
following string to refer to the text file: ofs.//omservicel/s3v/hivetest/spark/jedi_wisdom.txt

Word counting example in Scala

i mport sys. process. _

/1 Put the input file into Ozone

//"hdfs dfs -put data/jedi w sdomtxt ofs://onservicell/ s3v/hivetest/spark"

/1 Set the follow ng spark setting in the file "spark-defaults.conf" on
the C oudera Machi ne Learni ng session using term na

/'l spark. yarn. access. hadoopFi | eSyst ens=0of s: // onser vi cel/ s3v/ hi vet est

/ / count | ower bound

val threshold = 2

/1l this file nust already exist in hdfs, add a

/1 local version by dropping into the term nal

val tokenized = sc.textFile("ofs://onservicel/s3v/hivetest/spark/jedi _w sd
omtxt").flatMap(_.split(" "))

/1 count the occurrence of each word

val wordCounts = tokenized. map((_ , 1)).reduceByKey(_ + )

/1 filter out words with fewer than threshold occurrences

val filtered = wordCounts.filter(_._2 >= threshol d)
Systemout.println(filtered.collect().nkString(","))

Y ou can access filesin Ozone on alocal file system using hdfscli. This method works with both legacy engines and
runtime sessions.

The following commands enable a Cloudera Machine L earning session to connect to Ozone using the OFS protocol.

1. Put theinput fileinto Ozone:

hdf s dfs -put data/jedi _w sdomtxt ofs://omservicel/ s3v/hivetest/spark

2. Listthefilesin Ozone:

hdfs dfs -Is ofs://onservicel/s3v/hivetest/

3. Download file from ozone to local:

hdf s df s -copyToLocal ofs://omservicel/ s3v/hivetest/spark data/jedi _w sd
om t xt

23



	Contents
	Data Access
	Upload and work with local files
	Connect to Cloudera Data Platform Data Lake
	Setup Data Lake Access
	Example: Connect a Spark session to the Data Lake
	Use Direct Reader Mode with PySpark
	Use Direct Reader Mode with SparklyR
	Create an Iceberg data connection
	Accessing Data from HDFS

	Connecting to Cloudera Data Warehouse
	Accessing data with Spark
	Use JDBC Connection with PySpark


	Connect to a Cloudera Data Hub cluster
	Connecting to external Amazon S3 buckets
	Connect to External SQL Databases
	Accessing Ozone storage
	Connecting to Ozone filesystem
	Accessing local files in Ozone


