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Azure Account Requirements for Cloudera Machine Learning
Workspaces

The requirements for using Cloudera Machine Learning Workspaces in Azure are described in Working with Azure
environments, which islinked in the Related information section, below.

In addition, Cloudera Machine Learning on Azure has afew additional requirements:

Cloudera Machine Learning requires one Azure virtual network.

Each Cloudera Machine Learning Workspace requires its own subnet.

Each Cloudera Machine Learning Workspace requires its own NFSfile share.

Azure FilesNFS 4.1, or Azure NetApp Files, are the recommended services, in order of preference. For Azure
FilesNFS 4.1, only NFSversion 4.1 is supported. For Azure NetApp Files, only NFS version 3 is supported. We
require the “No Root Squash” (or Allow Root Access) export option, and the volume must be shared with read
and write access. The NFS volume must be created with at least 100 GB of storage capacity to ensure adequate |/
O performance. It is also possible, although not recommended, to use an external NFS. For more information, see
Other NFS Optionsin Related information.

Working with Azure environments
Other NFS Options
Use Azure Firewall to protect Azure Kubernetes Service (AKS) Deployments

This section lists some resource limits that Cloudera Machine Learning and Azure impose on workloads running in
Cloudera Machine Learning Workspaces.

Thereisno ability to grant or revoke remote access (via Kubeconfig) to specific users. Users with the MLAdmin
rolein the environment can download a Kubeconfig file. The Kubeconfig file will continue to allow access even if
the MLAdmin roleis later revoked.

Support is limited to regions that provide AKS. Also, customers should check availability of Azure Files NFS

or Azure NetApp Files and GPU instance typesin their intended region. See Supported Azure regions for more
information.

Datais not encrypted in transit to Azure Files NFS or Azure NetApp Files or other NFS systems, so make sureto
implement policies to ensure security at the network level.

Each Cloudera Machine Learning Workspace requires a separate subnet. For more information on thisissue, see
Use kubenet networking with your own P address ranges in Azure Kubernetes Service (AKS).

Heavy AKS activity can cause default API rate limitsto trigger, causing throttling and eventually failuresfor AKS
clusters. For some examples, see AKS issue 1187 and AKS issue 1413.

When you provision an Azure Kubernetes (AKS) cluster, a Standard load balancer is provisioned by default.

The Standard load balancer always provisions a public I P for egress traffic, communication with the Kubernetes
control plane, and backwards compatibility. Cloudera software does not use this public |P directly, or expose
anything on it. For moreinformation, see: Use a public Standard Load Balancer in Azure Kubernetes Service
(AKS)

The following Azure Policy add-on for AKS has a default policy that causes workspace upgrades to fail. To avoid
this problem, the Kubernetes clusters should not allow container privilege escalation policy should not be enabled.
For more information on AKS policies, see Azure Policy built-in definitions for Azure Kubernetes Service.

The workspace Backup and Restore feature, which on Azure is only available through the Cloudera CLI, does not
perform a backup of NFS.
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Supported Azure regions

Before attempting to deploy your Azure virtual network and set up your Azure Environment and Cloudera Machine
L earning Workspaces, you should plan the network.

As an example, a minimum architecture to support two Cloudera Machine Learning Workspaces would comprise the
following:

e AnAzurevirtua network. Cloudera Machine Learning can use an existing virtual network if available.

» One subnet dedicated to the Azure NetApp Files service, if this serviceis utilized. Azure Flles NFS does not need
a dedicated subnet.

* One subnet for each Cloudera Machine Learning Workspace.

Keep the following considerationsin mind when planning your network:

« Each Cloudera Machine L earning Workspace requires one subnet in the virtual network.

« Plan the CIDR addresses for each subnet so that the ranges do not overlap.

» Each subnet should use a/26 CIDR. This should accommodate a maximum of 30 worker nodes as well as 4
infrastructure nodes for Cloudera Machine Learning.

* Touse GPUs, create avirtual network with /25 CIDR subnets to accommodate a maximum of 30 GPU nodes. If
you created a/26 CIDR network originally, and then subsequently need to add GPU support, you must create a
new network with /25 CIDR subnets. Subnets cannot be resized.

e AzureFilesNFSv4.1 (first preference) and Azure NetApp Files v3 (second preference) are the recommended
NFS services for use with Cloudera Machine Learning on Azure.

« Subnets may not use the following reserved CIDR blocks: 10.0.0.0/16 or 10.244.0.0/16

» Evenif private |P addresses are used for the Cloudera Machine Learning service, each AKS cluster provisions a
public IP for egress traffic, communication with the Kubernetes control plane, and backwards compatibility. For
more information, see Use a public Standard Load Balancer in Azure Kubernetes Service (AKS).

* InaSingle Resource Group setup in Azure, the entire Cloudera stack is supposed to use the resource group
provided by the customer, and not create any new resource groups. However, note that Azure will automatically
create new resource groups for Azure managed resources, such as a new resource group for AK'S compute worker
nodes.

» Each Cloudera Machine Learning Workspace cluster must not share any subnets or routing tables with any other
Cloudera experience or AKS cluster.

« After provisioning aworkspace, do not remove firewall rules to allow inbound and outbound access.

» Installations must comply with firewall requirements set by cloud providers at all times. Ensure that ports required
by the provider are not closed. For example, Kubernetes services have requirements documented in Use Azure
Firewall to protect Azure Kubernetes Service (AKS) Deployments. Also, for information on repositories that must
be accessible to set up workspaces, see Outbound network access destinations for Azure.

Use apublic Standard Load Balancer in Azure Kubernetes Service (AKS)
Use Azure Firewall to protect Azure Kubernetes Service (AKS) clusters
Outbound network access destinations for Azure



https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-azure/topics/mc-azure-region.html
https://docs.microsoft.com/en-us/azure/aks/load-balancer-standard
https://learn.microsoft.com/en-us/azure/firewall/protect-azure-kubernetes-service
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-azure/topics/mc-outbound_access_requirements.html

Cloudera Al Azure Environment Setup for Cloudera Machine Learning
Workspaces

After an Azure environment has been created, there are several setup steps to prepare the environment for Cloudera
Machine Learning Workspaces. These steps are required when using Azure Files NFS or Azure NetApp Files, which
are the recommended NFS services.

First, ensure that the Azure environment has been created. |nstructions to do this can be found here:

* Working with Azure environments
*  Azure subscription requirements

The following steps must be performed by an Azure administrator to prepare the environment for use with an
Cloudera Machine Learning Workspaces.

Within avirtual network, you need to create one or more subnets for workspaces. Cloudera Machine Learning
Workspaces cannot share subnets, so if you are planning to create multiple Cloudera Machine L earning Workspaces
you will need to create one subnet for each workspace. In addition, if you plan to use Azure NetApp Filesfor NFS,
one dedicated subnet must be created and delegated to Azure NetApp Files.

Open the Virtual Network for your environment.

Click the Subnetsin the left-hand navigation and then +Subnet.

Enter the name of the subnet, for example ‘workspace-1'.

Enter the IP address range as a CIDR address. A /25 network should be sufficient.
Create a subnet for each workspace you plan to provision.

Create a subnet named ‘ netapp’ . Only one subnet needs to be delegated to 'netapp’. The ‘netapp’ subnet is used for
Cloudera Machine Learning infrastructure purposes only, and cannot be used for aworkspace. Make sure that the
CIDR ranges specified do not overlap.

o 0k~ wdN P

B Note: Thisstepisonly needed if Azure NetApp Filesis used.

7. Inthe‘netapp’ subnet Info page, under Subnet delegation, select Microsoft.Netapp/volumes.
B Note: Thisstepisonly needed if Azure NetApp Filesis used.

8. Click Save.

Y ou can use the CLI to create subnets, as shown in this example.

az network vnet subnet create \
--resource-group my-cdp-resource-group \
--vnet - nane ny-cdp-vnet \

--nane ny-cm -subnet-1 \
--address-prefix 10.0.10.0/25 \

--servi ce-endpoints M crosoft. Sql
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This example creates a subnet for the NetApp Files volume:

B Note: Thisisonly required if Azure NetApp Filesis used.

az network vnet subnet create \
--resource-group my-cdp-resource-group \
--vnet - nane ny-cdp-vnet \

--nane ny-anf-subnet \

--address-prefix 10.0.10.0/25 \

--del egati ons M crosoft. Net App/ vol unes

The --delegations and --service-endpoints flags can also be applied to an existing subnet by using theaz net wor k
vnet subnet update command.

Azure FilesNFSv4.1 isamanaged, POSIX compliant NFS service on Azure. The file share is used to store files for
the Cloudera Machine Learning infrastructure and Cloudera Machine Learning Workspaces. This is the recommended
NFS service for use with Cloudera Machine Learning.

Consult the Azure Files for NFS documentation, below, for detailed information on how to create an NFS share. We
outline the sequence of steps here.

1. Create aFileStorage storage account.
2. Disable secure transfer.

3. SeeCreate a private endpoint, below, to create a private endpoint between the FileStorage storage account for
each of the subnets that you plan to use for creating the Cloudera Machine Learning Workspace. Without this step,
Cloudera Machine Learning Workspace nodes will not have connectivity to the NFS server.

4. Create NFSfile shares, one for each Cloudera Machine Learning Workspace. Create each file share with an initial
capacity of at least 100 GB. Ensure that the “No Root Squash” export policy is set. Thisis the default setting.

5. Createalinux VM in the subnet in which you are going to create the Cloudera Machine Learning Workspace,
and ensure that you can successfully mount the NFS sharein the VM. This step will ensure that there are no
connectivity issues to the NFS server from hostsin this subnet.

6. Create adirectory within the NFS share to be used as the Cloudera Machine Learning Workspace' s projects
folder. For example, if the NFS export path is ‘ azurenfsv4.file.core.windows.net:/myshare’, and is mounted
as‘/mnt/myshare’, run ‘sudo mkdir /mnt/myshare/ml-workspace-1; sudo chown 8536:8536 /mnt/myshare/
ml-workspace-1' to set ownership to the ‘cdsw’ user ID and group ID.

7. Go to the mount instructions page to copy the server name and export path details. Enter thisinto the Cloudera
Machine Learning control plane when prompted for an existing server. Due to a known issue in the control plane
Ul, the“nfs//” prefix must be specified if you are using the domain name of the file share server, e.g., “nfs.//
azurenfsv4.file.core.windows.net:/myshare/ml-workspace-1". Remember to select the NFS protocol version as
4.1.

8. TheLinux VM created above can be deleted if there are no issues with mounting the NFS share.

Azure Filesfor NFS documentation
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Azure Environment Setup for Cloudera Machine Learning
Workspaces

Create a private endpoint

Azure NetApp Filesis aservice on Azure that provides afully managed, native file share system that is accesible
in the Azure cloud. The following procedure is only required if you are using Azure NetApp Files, which is not the
recommended NFS service. For more information, see Quickstart: Set up Azure NetApp Files.

No g s DN

In Azure Services, select Azure NetApp Files.

In the New NetApp account, create an account.

Select the existing Resource Group.

In Location, select the region where the Cloudera Machine Learning environment is located.
Provision the service. When deployment is done, click Go to Resource

Under Storage Service # Capacity Pools, click Add pool.

For Capacity, enter 4 TiB.

4 TiB isthe minimum size for a capacity pool in Azure NetApp Files. We recommend a Service level of Premium
or higher to ensure adequate 1/0 performance.

Click Create.
In the next steps, create aVVolume.

Supported Azure regions
Quickstart: Set up Azure NetApp Files and create an NFS volume

In the Azure portal, you create an Azure NetApp Files volume to provide afile system within the Capacity Pool.

In the NetApp account screen, click Volumes in the menu on the left, the click Add VVolume.

For Quota, set avaluein GB. You can set an initial value, then increase it to add additional workspaces, without
having to resize the pool itself. We recommend an initial volume capacity of at least 100GB in order to ensure
adequate /O performance.

Confirm the value in the Delegated Subnet: the only option should be the ‘netapp’ subnet, because that is the one
that was delegated to this service.

On the Protocol tab, choose the protocol version. Version 3 is supported by Cloudera Machine Learning. Ensure
that “Root Access’ in the “Export policy” sectionissetto “On”, and “Access’ is set to “Read & Write”.

On the Review and Create tab, click Create. The volume is deployed after several minutes.

After the volumeis deployed, obtain the Mount path.

CreateaLinux VM in the subnet in which the Cloudera Machine Learning Workspace will be created, and verify

that the NFS volume can be mounted successfully in the VM. This step ensures that there are no connectivity
issues between the NFS server and hosts running in the subnet.

Create a sub-directory to be used for the Cloudera Machine Learning Workspace project files. For example, if the
NFS export path is 10.102.47.132:/netapp-vol and is mounted as /mnt/netapp-vol, run sudo mkdir /mnt/neta
pp-vol/ml-workspace-1; sudo chown 8536:8536 /mnt/netapp-vol/ml-workspace-1 to ensure the directory is
owned by the cdsw user ID and group ID.

When prompted for the NFS path in the Cloudera Machine Learning control plane, enter the path as 10.102.47.13
2:/netapp-vol/ml-workspace-1.

10. The Linux VM created above can be deleted if there are no issues with mounting the NFS share.

8
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Asan dternative to Azure Files NFS or Azure NetApp Files, you can configure an NFS server that is external to the
Cloudera Machine Learning cluster. Thisis not the recommended approach.

Make sure to check the following points:

Cloudera Machine Learning requires an NFS service that is backed by afully POSIX compliant file system. NFS
service implemented over S3-like blob storage, such as NFSv3 over ADLS, is not supported.

Currently, Cloudera Machine Learning supports NFS versions 4.1 and 3. The NFS client within Cloudera Machine
Learning must be able to mount the NFS storage with default options, and also assumes these export options:

rw, sync, no_root squash, no_al |l _squash, no_subtree_check

To prevent dataloss on disk failure, it is recommended that the NFS export directory resides on a RAID disk.
Before attempting to provision your Cloudera Machine Learning Workspace, create aLinux VM in the subnet you
will use for Cloudera Machine Learning.

Ij Note: Verify that this VM can mount the directory exported by your NFS server.

Before creating a Cloudera Machine Learning Workspace, the storage administrator must create a directory that
will be exported to the cluster for storing Cloudera Machine Learning project files for that workspace. Either a
dedicated NFS export path, or a subdirectory in an existing export must be specified for each workspace. If the
directory was previously used for another workspace, there may be extraneous files remaining there. Make sure
that all such remaining files are deleted.

Each Cloudera Machine Learning Workspace needs a unique directory that does not havefilesin it from a
different or previous workspace. For example, if 10 Cloudera Machine Learning Workspace are expected, the
storage administrator will need to create 10 unique directories. Either one NFS export and 10 subdirectories within
it need to be created, or 10 unique exports need to be created.

For example, to use a dedicated NFS share for a workspace named “workspacel” from NFS server “nfs_server”, do
the following:

1. Create NFS export directory “/workspacel”.
2. Change ownership for the exported directory

a. Cloudera Machine Learning accesses this directory as a user with a UID and GID of 8536. So run chown
8536:8536 /workspacel

b. Make the export directory group-writeable and set GID:
chmod g+srwx /workspacel

3. Provide the NFS export path nfs_server:/workspacel when prompted by the Cloudera Machine Learning Control

Plane App while creating the workspace.

4. Touseasubdirectory in an existing NFS share, say nfs_server:/export, do the following:

a. Create asubdirectory /export/workspacel

b. Change ownership: chown 8536:8536 /export/workspacel

c. Set GID and make directory group writeable: chmod g+srwx /export/workspacel

d. Provide the export path nfs_server:/export/workspacel when prompted by the Cloudera Machine Learning
Control Plane App.

The minimum permissions for Cloudera Machine Learning on Azure govern access control between the Cloudera
Machine Learning Workspace, Azure resources, and the Azure storage account.

9
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Workspaces

To set up the minimum permissions, you first create a custom role that contains those permissions, and then assign
that role to a credential, called an app registration, in your Azure subscription.

Create the custom role.

The following code example creates a custom role for Cloudera Machine Learning and assigns the minimum

permissions needed. The permissions are listed in the actions section, so that Cloudera Machine Learning can access

resources and operate correctly.
Y ou need to substitute the following values:

* [YOUR-SUBSCRIPTION-ID]: Your subscription ID in use.
¢ [YOUR-RESTRICTED-ROLE-NAME]: The custom role name which is assigned to the application.
¢ [YOUR-SINGLE-RESOURCE-GROURP]: The origina resource group name.

{
"properties":
"rol eName": [ YOUR- RESTRI CTED- ROLE- NAME] ,
"description": "Customrestricted role for liftie",
"isCuston': true,
"assi gnabl eScopes": |
"/ subscriptions/[ YOUR- SUBSCRI PTI ON- 1 D] / r esour ceG oups/ [ YOUR- SI N
GLE- RESOURCE- GROUP] "

]

" erm ssions": |
{
"actions": |
"M crosoft. Contai ner Servi ce/ managedd ust er s/ read",
"M crosoft. Contai nerServi ce/ managedd usters/wite",
"M crosoft. Contai ner Servi ce/ managedd ust er s/ agent Pool s/r

ead",

"M crosoft. Contai ner Servi ce/ managedd ust er s/ agent Pool s/
wite",

"M crosoft. Contai ner Servi ce/ managedd ust er s/ upgr adePr of i |
es/read",

"M crosoft. Contai ner Servi ce/ managedd ust er s/ agent Pool s/ del et e",

"M crosoft. Contai ner Servi ce/ managedd ust er s/ del et e",

"M crosoft. Contai ner Servi ce/ managedd ust er s/ accessProfi |
es/listCredential/action",

"M crosoft. Contai ner Servi ce/ managedd ust er s/ agent Pool s/
upgr adeProfil es/read",

"M crosoft. Storage/ st orageAccounts/read",

"M crosoft. Storage/ st orageAccounts/wite",

"M crosoft. Managedl dentity/userAssi gnedl dentities/assign/
action",

"M crosoft. Conput e/ virtual Machi neScal eSet s/ write",

"M crosoft. Network/virtual Net wor ks/ subnet s/j oi n/ acti on",

"M crosoft. Network/virtual Net wor ks/ subnet s/ read",

"M crosoft. Network/routeTabl es/ read",

"M crosoft. Network/routeTabl es/wite",

"M crosoft. Network/routeTabl es/rout es/read",

"M crosoft. Network/routeTabl es/routes/wite",

"M crosoft.|nsights/diagnosticSettings/wite",

"M crosoft.Insights/nmetrics/read",

"M crosoft.Insights/metricDefinitions/read",

"M crosoft.Managedl dentity/userAssi gnedl dentities/fede
ratedldentityCredential s/*"

" Hot Actions": [],
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"dataActions": [],
"not Dat aActions": []

Prerequisites for the provisioning credential

Cloudera Machine Learning enables you to migrate from generic NFS solutions (for example NetApp files) to Azure
Files NFS for better performance and tighter integration. Migrating to the Azure ecosystem also allows Cloudera
Machine Learning to provide the same full fledged backup-restore functionality for Azure, asit doesfor AWS.

1. Setup ablank Azurefile NFSinstance.

Y ou would need an empty Azure files volume to boot with. The size of the volume should be equal to or greater
than the current NFS size in production use with your workspace. Aswith Azure files, the |OPS and network
bandwidth increases with the capacity being provisioned. For more information on how to provision Azure files,

see Network Planning for Cloudera Machine Learning on Azure.

2. Ensurethat the workspace isin a steady state by scaling the web podsto 0. This will ensure that the workspace
APIs become unavailable, and no read/writes are taking place in the workspace during copying of data.

a. Download the kubeconfig from the Cloudera Machine Learning control pane, open aterminal session and
set the environment variable “KUBECONFIG” to the path where the kubeconfig is downloaded by export

K UBECONFIG=<path to kubeconfig> .

Q Environmen t

Status Workspace Environmen it Region Creation Date +

@ Ready ritwik-azure-playground eng-ml-dev-env-azure westus2 05/05/2022

@ Ready prajwal-sr-1 eng-ml-dev-env-azure westus? 05/05/2022 10:38

@ Ready jhurley-cm jhurley-aws-dev

20 AM IST

AMIST

@ Ready cmi_nightly_cluster_azure eng-ml-dev-env-azure westus2 05/04/2022 3:35 PM IS’

b. To scaletheweb podsto O, enter the following command.

kubect| scal e depl oynent/web -n m x --replicas=0

[cBRGR Provision Workspace

Cloud Provider Actions

A Aare

A

aws

aws

View Workspace Details
View Event Logs

Manage Access

/A Qownload Kubeconfig

aws

A

Displayir

Open Grafana[2

"/
Remove Workspace ~  P29¢

c. Retrieve the definition for your current NFS Persistent volume (PV) by entering the following command:

kubect| get pv projects-share -o yamn

3. From the yaml file, note the values marked in bold in the following example:

$ kubectl get pv projects-share -o yani
api Version: vl
ki nd: Per si st ent Vol une
met adat a:
annot at i ons:

11
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nmet a. hel m sh/rel ease-nane: m x-nl x
nmet a. hel m sh/ rel ease- nanespace: nl x
pv. kuber net es. i o/ bound- by-control |l er: "yes"
creationTi nestanp: "2022-05-05T09: 36: 592"
finalizers
- kubernetes.iol/ pv-protection
| abel s:
app. kuber net es. i o/ managed- by: Hel m
nane: projects-share
resour ceVersi on: "5319"
ui d: ab4ff905-2c21- 4cf 6-9c31-6bd91ddc4f c8
spec:
accessMdes:
- ReadWit eMany
capacity:
storage: 50G
cl ai nRef :
api Version: vl
ki nd: Persi stent Vol uned ai m
name: projects-pvc
nanespace: ml x
resour ceVersion: "4747"
ui d: 2f58761d- 2b13- 4eb8- 80eb-f 2b97c77407f
nmount Opt i ons:
- nfsvers=3  #<ol dNFSVersion>(this can be either 3 or 4.1)
nfs:
path: /eng-m -nfs-azure/test-fs # <ol dNFSPat h>
server: 10. 102. 47. 132 # <ol dNFSSer ver >
per si st ent Vol uneRecl ai nPol i cy: Retain
vol umeMobde: Fil esystem

4. Notethe server and path values from Azure files that are provisioned. For example, if the Azure FilesNFS path is
azurenfsv4.file.core.windows.net:/azurenfsva/test-fs then:

* AzureFileNFSServer = azurenfsv4.file.core.windows.net
e AzureFileNFSPath = /azurenfsvé4/test-fs
e AzureFileNFSVersion = 4.1 (Thisisthe only option Azure files offers)

Ideally, you want a pod on which you can mount both NFS directories in asingle pod, and copy over the contents.
So you need to create PVsand PVCs.

5. Create apersistent volume (PV) by creating ayaml file and populating it with the following information: Replace
the fields marked in bold with the variables defined in the previous step.

# nfs-nmigration-pv.yaml (the file nanme/location doesn't matter)
api Version: vl
ki nd: Per si st ent Vol unme
nmet adat a:
name: source- pv
spec:
accesshMdes:
- ReadWit eMany
capacity:
storage: 50G
nmount Opt i ons:
- nf sver s=<ol dNFSVer si on>
nfs:
pat h: <ol dNFSPat h>
server: <ol dNFSServer >
per si st ent Vol uneRecl ai nPol i cy: Retain
vol uneMbde: Fil esystem
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api Version: vl
ki nd: Per si st ent Vol une
nmet adat a:

nane: destination-pv
spec:

capacity:

storage: 104
accesshMdes:

- ReadWit eMany
per si st ent Vol uneRecl ai nPol i cy: Retain
nmount Opt i ons:

- nfsvers=4.1

nfs:
Server: <AzureFi| eNFSServer >
pat h: <Azur eFi | eNFSPat h>

vol umeMbde: Fil esystem

following example.

# nfs-nigration-pvc.yam

api Version: vl
ki nd: Persi st ent Vol uned ai m

nmet adat a:
name: source- pvc
nanespace: ml x
spec:
accessMdes:
- ReadWi t eMany
resour ces:
requests:
storage: 10G

storageCl assNane: ""
vol umeMbde: Fil esystem
vol umeNane: source- pv

ki nd: Persi stent Vol uned ai m
api Version: vl

nmet adat a:
nane: destination-pvc
nanespace: m x
spec:
accesshMdes:
- ReadWit eMany
resour ces:
requests:
storage: 10G

st or ageCl assNane:
vol umeNane: desti nati on- pv
vol umeMode: Fil esystem

7. Apply the kubernetes specs using the following commands:

$ kubect |
$ kubect |

nfs-m gration-pv. yam
nfs-m gration-pvc. yan

apply -f
apply -f

6. Create apersistent volume claim (PVC) by creating ayaml file and populating it with the information in the

13
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8. Create ahelper pod to mount the PV Cs created in the previous step and copy data from one NFS workspace to
another.

a. Createayaml file and populate it with the following information.

# nfs-nigration-hel per-pod. yan
api Version: vl
ki nd: Pod
nmet adat a:
nane: static-pod
nanespace: m x
spec:
i magePul | Secrets:
- nane: jfrog-dev
restartPolicy: Never
vol umes:
- nane: source-claim
per si st ent Vol umed ai m
cl ai mName: source-pvc
- name: destination-claim
per si st ent Vol uned ai m
cl ai mMName: desti nati on-pvc
cont ai ners:
- nane: static-container
i mage: container.repository.cl oudera. coni cl oudera/ cdsw cdsw ubi - m
i ni mal : <current C oudera Machi ne Learni ng version>
command:
"/ bin/sh"
= "-C"
ar gs:
"trap : TERM I NT; sleep 9999999999d & wait"
vol umeMount s:
- nount Pat h: /source
nane: source-claim
- mount Pat h: /destination
nane: destination-claim

b. Apply the kubernetes spec using the following command:

$ kubect!| apply -f nfs-nigration-hel per-pod. yam

9. After deploying the pod, wait for the pod to be in “running” status, then copy the shell into the pod using the
following command:

kubect| exec -it -n mx static-pod —sh .

10. Use rsync to copy the contents from the source (Generic NFS) to the destination (Azure files). Because the image
does not come packaged with rsync, install it using the following command:

yuminstall -y rsync
After installing rsync, copy the contents by using the following command:
rsync -a -r -p --info=progress2 source/ destination

After the contents are copied, you can take a backup of the original workspace. Note that the backup only backs
up the Azure disks (block volumes), therefore you had to back up the NFS manually.

Network Planning for Cloudera Machine Learning on Azure
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The Azure Back Up workspace feature is under entitlement. To enable Back Up workspace feature for Azure, you
must use the entitlement ML_ENABLE_BACKUP_RESTORE. If you have the entitlement, the “Backup Catalog” is
visible in the Ul. Contact your account manager if you do not have the required entitlement.

Azure Back-Up has the following prerequisites:

Y ou must have an Azure resource group “cml-snapshots-<azure region>" preconfigured. Otherwise, the backup
operation will throw preflight validation errors. For example, if your Cloudera Machine Learning Workspaceisin
the ‘westus2’ region, the resource group should be named “cml-snapshots-westus2”.

To create a backup of the Azure workspace, enter the following commands:

$ cdpcp-account - hel per % cdp m backup-wor kspace --wor kspace-crn

crn:cdp: m:us-west-1: 9d74eee4- 1cad- 45d7- b645- 7ccf 9edb
b73d: wor kspace: 8d7eabba- 718e- 45€9- 9532- 767f 8ef Ob4a4

- -backup- nane azure-test-backup --profile dev

Be sure to note the backup CRN that CDPCL I returns:

"backupCrn": "crn:cdp: m:us-west-1:9d74eeed- 1cad- 45d7- b645- 7ccf 9edbb73
d: wor kspace_backup: bf c57661- 0eb6- 4a59- bcb9- ef 793740558a"

}
Wait for the backup to bein aready state, before proceeding further

CLOUDZRA
Machine Learnin, g

Backup Catalog

Q
Workspace Workspace CRN

ceml_nightly_cluster_azure cm... 0 eng-mi-dev-env-azure 05/06/2022 3:13 PM IST
fobdaa

Backup Status Backup Name Backup Date Creator Version
prajwak-sr-1 84d668

1
azure-test-backup 05/06/2022 3:13 PM IST twik Saha 0.32:24 @Restore [ Remove
ritwik-azure- fHe3c i
playground2 —
Displaying 1-10f 1 1 50 / page

4. Bring up the original number of replicas (for example, 3) in order to make the origina workspace functional.

kubect| scal e depl oynent/web -n mx --replicas=3

At this point, you have the corresponding Azure disks and NFS backed up to be restored into a new workspace.

You can restore all of the backed up datainto a new workspace using the backup CRN. Use your previously defined
Azurefiles NFS as the external NFS being supplied for workspace creation.
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1. Usethe sample CLI command provided below to restore the backup. Change the field information to match with
your own requirements. In particular, you must define ‘existingNFS', ‘nfsVersion’ and ‘backupCrn’ with your
specific information.

cdpcp- account - hel per % cdp m restore-workspace --cli-input-json '{
"newWbr kspacePar anet ers": {
"“envi ronnment Nane": "eng-nl - dev-env-azure",
"wor kspaceNane": "wor kspace-w t h-m grat ed- nsf",
"di sabl eTLS": fal se,
"usePubl i cLoadBal ancer": fal se,
"enabl eMoni tori ng": true,
"enabl eGover nance": true,
"enabl eModel Metrics": true,
"whitelistAuthorizedl PRanges": fal se,

"existingNFS": "nfs://azurenfsv4.file.core.w ndows. net:/azurenfsv4/t
est-fs",
"nfsVersion": "4.1",

"provi si onK8sRequest ": {
"instanceG oups": [
{
"instanceType": "Standard_DS3 v2",
"root Vol une": {
"size": 128
}1
"autoscal i ng": {
"m nl nstances": 1,
"max| nst ances": 10

}
}

nvi ronnment Nane": "eng-nl - dev-env-azure",
"tags": [],
"network": {
"topol ogy": {
"subnets": []
}

}

’ ki pval i dation": true

]

}

}l
"backupCrn": "crn:cdp: m:us-west-1:9d74eeed- 1cad- 45d7- b645- 7ccf 9edbb73

d: wor kspace_backup: 97711308- 3014- 418e- 88d7- 1f 44ccad495c7",
"useSt ati cSubdomai n": fal se
}' --profile dev

The CLI returns the following output:

"wor kspaceCrn": "crn:cdp: m:us-west-1: 9d74eee4d- 1cad- 45d7- b645- 7ccf 9edb
b73d: wor kspace: e5520051- 2e5f - 406d- a003- ale9dabbelc4"
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CLOUD=ZRA
Vacbirasmnion Machine Learning Workspaces

Q Environment [SMOM Provision Workspact

Status Workspace Environment Region Creation Date + Cloud Provider Actions
) Creating Workspas @ g mbdovenvazure vestus2 05/06/2022 845 PM A Ae
) Creating Workspace eng-mi-dev-env-aws uswest:2 05/06/2022 434 PM IS aws aws
o 05 403 PN aws 4y
o w o P aws Ay
@ ready emi_nightly_cluster_azure eng-mi-dev-e stu o 49PM
) hurley-cr hurley-aws-dev west-2 05/05/2 aws

uspe PN aws
@ Freinstall Vaiidation Failed 221029 AM ST A hare

Displaying 1-80f8 < 1] > [50/ page

Y ou can see the new workspace spinning up in the UI.

2. Oncethe workspace isin ready state, log intoit. Y ou should be able to see all the previous projectsin the same
state that you left off.

LOUDZRA z P
achine Learning Projects + Q) cssosivik- | &

View Resource Usage Details

Q Scope | All Projects Creator Sort By | Project 1 New Project

Streamlit - csso_ritwik © proj1 ) AutoML with TPOT -c... ©

T 25/ page
3. Try going into one of the projects and see if the files are still visible and accessible.
= (2] Viectine Learning csso_ritwik ~ Streamlit - csso_ritwik + @ cssoivik- |

Streamlit - csso_ritwik

Jobs

This project has no jobs yet. Create a new job to document your analytics pipelines

Files & Download + New & Uploa
Nan

cml
doc:
app.py E E # Edit
LICENSE )3 k # Edit

U README.md 4 it
requirements.txt # Edit

Show Hidden Files

Streamlit as a CML Application
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