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Provisioning Cloudera Machine Learning Workspaces

This topic describes how to provision Cloudera Machine Learning Workspaces.

Thefirst user to access the Cloudera Machine L earning Workspace after it is created must have both the MLAdmin
role and the EnvironmentAdmin account role assigned. See Configuring User Access to Cloudera Machine Learning
and Understanding account roles and resour ce roles for information about this resource role.

1. Loginto the Cloudera Data Platform web interface.
On Public Cloud, log in to https://console.cdp.cloudera.com using your corporate credentials or any other
credentials that you received from your Cloudera Data Platform administrator.

2. Click Cloudera Machine Learning Workspaces.

Click Provision Workspace.

4. Fill out the following fields.

w

« Workspace Name - Give the Cloudera Machine Learning Workspace a name. For example, userl dev. Do not
use capital lettersin the workspace name.

e Sdect Environment - From the dropdown, select the environment where the Cloudera Machine Learning
Workspaces must be provisioned. If you do not have any environments available to you in the dropdown,
contact your Cloudera Data Platform administrator to gain access.

Note: Y ou cannot choose an environment when the Environment or associated Datalake and Freel PA
IE isnot in an available or running state.

« Existing NFS - (Azure only) Enter the mount path from the environment creation procedure.
* NFS Protocol version - (Azure only) Specify the protocol version to use when communicating with the
existing NFS server.
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5. Switch the toggle to display Advanced Settings.
CPU Settings - From the dropdown, select the following:

a)

b)

d)

Instance Type: You must select an instance type that is supported by Cloudera Machine Learning, or the
associated validation check will fail (See Other Settings, below).

Autoscale Range

Root Volume Size: If necessary, you can also change the default size of the root volume disk for the nodes
in the group.

GPU Settings - Click the GPU Instances toggle to enable GPUs for the cluster, and set the following:

Instance Type: Y ou must select an instance type that is supported by Cloudera Machine Learning, or the
associated validation check will fail (See Other Settings, below).

Autoscale Range

Root Volume Size: If necessary, you can also change the default size of the root volume disk for the nodes
in the group.

Note: In addition to the CPU and GPU instances selected here, Cloudera Machine Learning also
provisions two extra CPU instance groups to run infrastructure pods for the Cloudera Machine
Learning Workspaces, as follows:

AWS

¢ Cloudera Machine Learning infrastructure node group: m5.2xlarge, with an autoscale range of 2 to
3.
« Platform infrastructure node group: m5.large, with an autoscale range of 2 to 4.

Azure:

¢ Cloudera Machine Learning infrastructure node group: Standard_D3s v2, with an autoscale range
of 2to 3.
¢ Platform infrastructure node group: Standard_D2s v3, with an autoscale range of 2 to 4.

These are not configurable by users.

Kubernetes Config - Upload or directly enter the Kubernetes config information.
Network Settings

Subnets for Worker Nodes: (AWS only) Optionally select one or more subnets to use for Kubernetes
worker nodes.

Subnets for Load Balancer: Optionally select one or more subnets to use for the Load Balancer.

Load Balancer Source Ranges: (Azure only) Enter a CIDR range of |P addresses alowed to access the
cluster.

 If the Cloudera Machine Learning Workspace is provisioned with public access, enter the allowed
public | P address range.

 If the Cloudera Machine Learning Workspace is provisioned with private access, enter the allowed
private | P address range.

Note: When you change the Load Balancer Source Range setting, the changes are propagated to
both the deployed Load Balancer in EK'S and the underlying Security Group (SG).

Enable Fully Private Cluster: This Preview Feature provides a simple way to create a secure cluster. Only
available in AWS environments in Cloudera Data Platform.
Enable Public IP Address for Load Balancer

(AWS only) You can create aload balancer with a public IP address for the private cluster. Thisisuseful in
cases where there is no VPN between the Cloudera Machine Learning VPC and the customer network. In
this case, the connection is over the internet.

Note: In this network configuration, to use kubect | commandsin the private cluster, you need
to execute the commands in a network that is peered with the cluster VPN. Enabling the public IP
address for the load balancer is not sufficient to allow kubect | commands to work.
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Restrict access to Kubernetes APl server to authorized | P ranges

Y ou can specify arange of |P addresses in CIDR format that are allowed to access the Kubernetes API
server. By default, the Kubernetes API services of Cloudera Machine Learning Workspaces are accessible
to al public IP addresses (0.0.0.0/0) that have proper credentials.

To specify an address to authorize, enter an addressin CIDR format (for example, 1.0.0.0/0) in APl Server
Authorized 1P Ranges, and click the plus (+) icon. In this case, the API server is accessible by the user-
provided address as well as control-plane-exit-ips over the public internet.

If the feature is enabled and no | P authorized addresses are specified, then the Kubernetes APl server is
only accessible by control-plane-exit-ips from the public internet.

Note: Both the Amazon EKS and Azure AK S have a quota or upper limit for the maximum

E number of public endpoint access CIDR ranges per cluster. See the Amazon EKS service quotas or
the Azure AK'S documentation for more details. When the feature is enabled, the Cloudera Control
Plane exit | P addresses will be automatically added to the authorized 1P ranges for accessing the
Kubernetes API server for Cloudera Data Platform operations, which will use three CIDR blocks
against the per-cluster limit.

Use hostname for a non-transparent proxy

Enter a CIDR range allowed for non-transparent proxy server access to the cluster.

€) Production Cloudera Machine Learning

f)

Enable Governance - Must be enabled to capture and view information about your Cloudera Machine
Learning projects, models, and builds from Apache Atlas for agiven environment. If you do not select this
option, then integration with Atlas will not work.

Enable Model Metrics - When enabled, stores metrics in a scalable metrics store, enables you to track
individual model predictions, and also track and analyze metrics using custom code.

Other Settings

Enable TLS - Select this checkbox if you want the workspace to use HTTPS for web communication.
Enable public Internet access - When enabled, the Cloudera Machine Learning Workspace will be
available on the public Internet. When disabled, it is assumed that connectivity is achieved through a
corporate VPC.

Enable Monitoring - Administrators (users with the MLAdmin rol€) can use a Grafana dashboard to
monitor resource usage in the provisioned workspace.

Skip Validation - If selected, validation checks are not performed before aworkspace is provisioned. Select
thisonly if validation checks are failing incorrectly.

Tags - Tags added to cloud infrastructure, compute, and storage resources associated with this Cloudera
Machine Learning Workspace.

Note that these tags are propagated to your cloud service provider account. See Related information for
linksto AWS and Azure tagging strategies.

Cloudera Machine Learning Static Subdomain - Thisis a custom name for the workspace endpoint, and it
isalso used for the URLs of models, applications, and experiments. Y ou can create or restore a workspace
to this same endpoint name, so that external references to the workspace do not have to be changed. Only
one workspace with the specific subdomain endpoint name can be running at atime.

Note: The endpoint name can have a maximum of 15 characters, using alphanumerics and hyphen
E or underscore only, and must start and end with an alphanumeric character.

6. Click Provision Workspace.

It can take up to an hour for an Cloudera Machine Learning Workspace to be provisioned and installed. Once the
status changes to show that the workspace has been successfully provisioned, click on the workspace name to go to
the web application.

Note that the domain name for the provisioned workspace is randomly generated and cannot be changed.
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Configuring User access to Cloudera Machine Learning

Grant users access to this Cloudera Machine L earning Workspace using the instructions at Configuring User access
to Cloudera Machine Learning.

Configuring User access to Cloudera Machine Learning

Understanding account roles and resource roles

Best Practices for Tagging AWS Resources

AWS EKS cluster endpoint access control

AWS Elastic Kubernetes Service endpoints and quotas

Create an AK S cluster with API service authorized | P ranges enabled

Use tags to organize your Azure resources and management hierarchy

Use a non-transparent proxy with Cloudera Machine Learning on AWS environments

This topic describes how to grant users/groups access to an environment so that they can provision and/or list
Cloudera Machine Learning Workspaces within that environment. The same users will aso be granted Single Sign-
on (SSO) access to the workspaces. In addition, if a user needsto provision, upgrade, or delete an Cloudera Machine
Learning Workspace, they also need the account-level EnvironmentAdmin role assigned. For more information, see
Understanding account roles and resource roles.

IS Note: Thistopic appliesto public cloud releases.

Required Role: PowerUser

There are two Cloudera Data Platform user roles associated with the Cloudera Machine Learning service: MLAdmin
and MLUser. A Cloudera Data Platform PowerUser will need to assign these roles to users who require access to the
Cloudera Machine Learning service within an environment.

e MLAdmin - Thisrole grants a Cloudera Data Platform user/group the ability to create and delete Cloudera
Machine Learning Workspaces within a given Cloudera Data Platform environment. MLAdmins will aso have
Site Administrator level accessto all the workspaces provisioned within this environment. That is, they can run
workloads, monitor, and manage all user activity on these workspaces.

e MLUser - Thisrole grants a Cloudera Data Platform user/group the ability to list Cloudera Machine Learning
Workspaces provisioned within a given Cloudera Data Platform environment. MLUsers will also be ableto run
workloads on all the workspaces provisioned within this environment.

For instructions, see Granting Cloudera Data Platform Users Access to Cloudera Machine Learning Service.

Understanding account roles and resource roles

This topic describes how to grant the MLAdmin and ML User roles to users/groups that must be allowed to provision/
list and access Cloudera Machine Learning Workspaces within a specific environment.

B Note: Thistopic applies only to Public Cloud rel eases.
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1. Loginto the Cloudera Data Platform web interface.

2. For aspecific environment, grant the MLAdmin and ML User roles to users/groups that must be allowed to
provision/list and access Cloudera Machine Learning Workspaces within that environment. In addition, if a user
needs to provision, upgrade, or delete an Cloudera Machine Learning Workspace, they also need the account-level
EnvironmentAdmin role assigned. For more information, see Understanding account roles and resource roles.

a) Click Environments.

b) Search for the environment and navigate to the environment's Clusters page.

¢) Expand the Actions dropdown and click Manage Access.

d) Search for the user or group that requires access to the Cloudera Machine Learning service in this environment
and assign one of the following roles to each user/group:

e MLAdmin - Thisrole grants a Cloudera Data Platform user/group the ability to create and delete Cloudera
Machine Learning Workspaces within a given Cloudera Data Platform environment. MLAdmins will also
have Site Administrator level accessto all the workspaces provisioned within this environment. That is,
they can run workloads, monitor, and manage all user activity on these workspaces.

OR
e MLUser - Thisrole grants a Cloudera Data Platform user/group the ability to list Cloudera Machine
L earning Workspaces provisioned within a given Cloudera Data Platform environment. MLUsers will also
be able to run workloads on all the workspaces provisioned within this environment.
€) Click Update Roles.
f) If necessary, search for and assign the EnvironmentAdmin role in the same way.

Note: Thefirst user to log in to an Cloudera Machine Learning Workspace must always be a Site
Admin (that is, auser with the MLAdmin role assigned to them). If a user assigned the ML User role
attempts to access the workspace first, the web application will display an error.

Understanding account roles and resource roles

This topic shows you how to allow specific users remote access to the underlying cluster that powers an Cloudera
Machine Learning Workspace.

Note: Thistopic appliesto AWS public cloud. On Azure public cloud, a user with the MLAdmin role can
download the kubeconf i g file, and thisfile alone grants access to any user who hasit.

Required Role; MLAdmin

As part of this process, you will be required to enter the user's Amazon Resource Name (ARN). Make sure you have
access to this information before you begin. Either get the ARN from the user OR look up auser's ARN in your AWS
account. For the latter, go to your organisation's AWS Accountldentity and Access Management (IAM)Users and
lookup the user. The ARN is available on their Summary page.
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If you are using the AWS CL1, you can run the following command to get the ARN:

aws sts get-caller-identity

#Sanpl e out put

{

"Userl d": "ABCDE12345FGH JKLMNO6789",

"Account": "888888838888",

"Arn": "arn:aws:iam : 888888888888: user/ <user nane>"

}

Log in to the Cloudera Data Platform web interface.

Click Cloudera Machine Learning Workspaces.

Click Actionsto expand the dropdown menu.

Click Manage Remote Access.

Enter the user's ARN, or select the user's name.

Click Grant Access.

To remove access for auser, in the Actions column, click Revoke Access next to the user's name.
7. Click Download Kubeconfig.

o 0k~ wDdPE

Send the downloaded Kubernetes config file to the user who has been granted access. To be able to connect to the
EKS cluster, they will need to have aws-iam-authenticator installed.

Installing aws-iam-authenticator (AWS Documentation)

This topic describes how to configure a SOCK'S proxy to access Cloudera Machine Learning Workspaces on non-
publicly routable VPCs. A SOCKS proxy server alows your web browser to connect directly and securely to your
Cloudera Machine Learning Workspaces without exposing their ports outside the subnet.

B Note: Thistopic appliesto Public Cloud releases.

1. Inthenon routable VPC, create an EC2 instance for your SOCK S server (for example, my-ec2-socks-server) with
apublic IPand an SSH key-pair (for example, my-key-file.pem).
Use the AWS documentation to create the EC2 instance: Getting Started with Amazon EC2 Instances

Depending on whether you want multiple users to share the SOCK'S server or have everyone create their
own server, pick the SSH key pair for the instance accordingly. More information is available in the AWS
documentation: Amazon EC2 Key Pairs.

2. Set up a SOCKS proxy server with SSH to access the EC2 instance, my-ec2-socks-server.

nohup ssh -i
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"my-key-file.pent -CND 8157
ec2-user @public ip for ny-ec2-socks-server> &

« nohup (optiona) isa POSIX command to ignore the HUP (hangup) signal so that the proxy processis not
terminated automatically if the terminal processislater terminated.

« my-key-file.pem is the private key you used to create the EC2 instance where the SOCK S server is running.

¢ C setsup compression.

* N suppresses any command execution once established.

e D 8157 sets up the SOCKS 5 proxy on the port. (The port number 8157 in this example is arbitrary, but must
match the port number you specify in your browser configuration in the next step.)

o ec2-user isthe AMI username for the EC2 instance. The AMI username can be found in the details for the
instance displayed in the AWS Management Console on the Instances page under the Usage I nstructions tab.

e <publicip for my-ec2-socks-server> isthe public IP address of the EC2 instance running the SOCK S server.

» & (optional) causes the SSH connection to run as an operating system background process, independent of
the command shell. (Without the &, you leave your terminal open while the proxy server isrunning and use
another terminal window to issue other commands.)

3. Configure Your Browser to Use the Proxy. This example uses Google Chrome.

By default, Google Chrome uses system-wide proxy settings on a per-profile basis. To get around that you can
start Chrome using the command line and specify the following:

e The SOCKS proxy port to use (must be the same value used in step 1)
e The profile to use (this example creates a new profile)

This creates anew profile and launches a new instance of Chrome that does not interfere with any currently
running instance.

e Linux
[ usr/ bi n/ googl e-chromne \

- -user - dat a- di r =" $HOVE/ chr omre- wi t h- pr oxy" \
- - proxy-server="socks5://Il ocal host: 8157"

« MacOS

"/ Appl i cati ons/ Googl e Chrone. app/ Cont ent s/ MacOS/ Googl e Chr one" \
--user-dat a-di r="$HOVE/ chr ome-wi t h- proxy" \
- - proxy-server="socks5://Il ocal host: 8157"

*  Windows

"C.\Program Fi | es (x86)\ Googl e\ Chrone\ Appl i cati on\ chrone. exe" *
--user -dat a- di r =" YQSERPROFI LE% chr one- wi t h- pr oxy" #
- - proxy-server="socks5://Il ocal host: 8157"

Y ou shall now be able to navigate to any Cloudera Machine Learning Workspace in the browser launched using
SOCKS proxy.

When you connect to the Cloudera Machine Learning Workspace, the browser actually connects to the proxy server,
which performs the required SSH tunneling.

This topic shows you how to monitor resource usage on your Cloudera Machine L earning Workspaces.

10
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Suspend and resume Cloudera Machine Learning Workspaces

Cloudera Machine Learning leverages Prometheus and Grafana to provide a dashboard that allows you to monitor
how CPU, memory, storage, and other resources are being consumed by Cloudera Machine Learning Workspaces.
Prometheusis an internal data source that is auto-populated with resource consumption data for each workspace.
Grafanais a monitoring dashboard that allows you to create visualizations for resource consumption data from
Prometheus.

Each Cloudera Machine Learning Workspace has its own Grafana dashboard.

Required Role: MLAdmin
Y ou need the MLAdmin role to view the Workspace details page.

1. Loginto the Cloudera Data Platform web interface.
2. Click Cloudera Machine Learning Workspaces.
3. For the workspace you want to monitor, click Actions Open Grafana .

Cloudera Machine Learning provides you with several default Grafana dashboards:

« K8sCCluster: Shows cluster health, deployments, and pods

» K8s Containers: Shows pod info, cpu and memory usage

» K8sNode: Shows node CPU and memory usage, disk usage and network conditions

* Models: Shows response times, requests per second, CPU and memory usage for model replicas.

Y ou might choose to add new dashboards or create more panels for other metrics. For more information, see the
Grafana documentation.

IE Note: Prometheus captures data for the previous two weeks.

Grafana documentation
Monitoring and Alerts

Cloud consumption costs are a pain point for many public cloud users. The Cloudera Machine Learning Suspend
feature allows users to scale down the Kubernetes pods running on Cloudera Machine Learning infra and CPU/GPU
nodes for a given Cloudera Machine Learning Workspace. When the resume operation is performed on the suspended
workspace, the suspended pods scale up.

A suspended Cloudera Machine Learning Workspace has all its autoscaling node groups, except the Platform
Infranode group, shrunk to zero instances, thereby saving compute instance costs for the duration the workspace

11
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is suspended. However, Kubernetes pods running on Platform Infra nodes continue to run when aworkspace is
suspended.

When aworkspace is suspended, you cannot access the workspace URL, and all associated models, applications,
sessions, and jobs also become unavailable. The suspend operation terminates sessions and jobs, so the suspend
should be started only after those operations have finished. When the workspace is resumed, models and applications
automatically resume operation at the same URL s as before.

Note: Make sure that disks are tagged to avoid garbage collection during backup, restore, upgrade, or
suspend operations on Cloudera Machine Learning Workspaces. For more information, see Tagging disks to
avoid garbage collection.

1. To suspend a Cloudera Machine Learning Workspace, in the workspaces Ul, select Actions Suspend Workspace
for the workspace to suspend. Then click OK to start the suspend process.

2. Toresume a Cloudera Machine Learning Workspace, in the workspaces Ul, select Actions Resume Workspace
for the workspace to resume. Then click OK to start the resume process.

Tagging disks to avoid garbage collection
Suspend Cloudera Al workbench APl documentation

Cloudera Machine Learning makes it easy to create machine learning projects, jobs, experiments, ML models, and
applications in workspaces. The data and metadata of these artifacts are stored in different types of storage systemsin
the cloud .

Y ou can backup an Cloudera Machine Learning Workspace, and restore it to a new workspace later. The backup
preserves al files, models, applications and other assets in the workspace (files are not backed up by Cloudera
Machine Learning automatically for external NFS-based workspaces). All workspace backups can be viewed in the
Workspace Backup Catalog UI.

The Backup and Restore feature gives you the ability to backup all of your data (except filesin external NFS-

backed workspaces) to protect your machine learning artifacts against disasters. If your Cloudera Machine Learning
Workspace is backed up, this feature lets you restore the saved data into a new Cloudera Machine Learning
Workspace so that you can recover your Cloudera Machine Learning artifacts as they were saved in the desired
backup. The Backup and Restore feature gives the administrator the ability to take “ on-demand” backups of Cloudera
Machine Learning Workspaces. Core services running in the workspace are shut down during the backup process to
ensure consistency in the backup data. It is recommended that backups are taken during off-peak hours to minimize
user impacts.

The time required to complete backing up a workspace depends on the amount of data to copy. The backup process
copies data from both EBS volumes and EFS. In general, the time taken to backup EFSis more significant than for
EBS. Dueto the incremental nature of backups, the first backup always takes the longest amount of time. Subsequent
backups should complete faster as they are built on top of theinitial backup copy. For this reason, we recommend that
Cloudera Machine Learning Workspaces be backed up regularly.

The time to backup EFS is highly dependent on the amount of data, and on the nature and number of files. It isalso
affected by available bandwidth in the AWS cloud backend. We have seen first-time backup of a 600 GB EFSfile
system taking around 10 hours. If you have much more than 600 GB on your EFS file system, the default backup
timeout of 12 hours may not be long enough. In such cases, we recommend you take your first backup with alower
timeout, such as 2 hours. The Cloudera Machine Learning Control Plane may abort the backup due to the timeout
expiry. However, the Control Plane does not cancel the underlying backup jobs. Y ou can monitor these backup jobs
on the AWS Backup console, and if all eventually complete successfully, you can initiate the backup operation again

12
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Backing up Cloudera Machine Learning Workspaces

from the Cloudera Machine Learning Control Plane. This should complete in arelatively shorter time, and you will
have a good backup copy to restore from if necessary.

Thereis currently no restriction on the number of backups one can take, and the backup snapshots are retained
indefinitely in the backup service vault of the underlying cloud platform . Cloudera Machine L earning Workspace
backup details are stored in the Workspace Backup Catalog Ul in the Cloudera Machine Learning control plane, and
these entries may be listed, viewed, deleted or restored as desired.

Restoring a backup creates a new Cloudera Machine Learning Workspace wherein the restored data is automatically
imported. All the projects, jobs, applications, etc., that were in existence during the backup are automatically
available in the new workspace. Restoring a Cloudera Machine Learning backup provisions anew cluster, and then
launches restore jobs to create storage volumes from the backup snapshots. The restore process takes longer than
aregular workspace provisioning operation due to the extrawork in copying data from backup to the new storage
volumes. While backups are incremental, restores are always full-copy restores. The time to restore is dominated by
EFS restoration, which takes at least as long as the time to backup the file system. The restored workspace is always
created with the latest Cloudera Machine Learning software version, which may be different from the Cloudera
Machine Learning version of the original workspace that was backed up.

= Note: At thistime, the Cloudera Machine Learning Workspace Backup and Restore feature is available on
3 AWS, both through the Ul and CLI. On Azure, this feature is only available through CLI.
- Note: Make sure that disks are tagged to avoid garbage collection during backup, restore, upgrade, or
3 suspend operations on Cloudera Machine L earning Workspaces. For more information, see Tagging disks to
avoid garbage collection.

- Note: A restored workspace from the workspace backup is considered a new separate workspace
3 independent of the original workspace. Users rolesin the Control Plane from the original or backup
workspace are not copied and assigned to the restored workspaces by the restore process to avoid security
concerns and have to be moved after restore manually if intended.

Tagging disks to avoid garbage collection

To backup and restore workspaces, check that the following prerequisites are satisfied.

Login to your AWS account and navigate to the AWS Backup Service console. Make sure the AWS region matches
the region where you have your Cloudera Machine Learning Workspace. Click on Settings in the navigation pane,
and in the Service opt-in table, ensure that EBS and EFS services are enabled for protection by the AWS Backup
service, as shown here.

EBS ® Enabled
EC2 ® Enabled
EFS ® Enabled

For additional information about this feature, see July 2022: Cloudera Customer Advisory: The new feature Cloudera
Machine Learning Backup and Restore on AWS requires changesto IAM permissionsin their cross account roles
(requireslogin).
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1. Ingtall the Backup IAM Policy. On the AWS console, navigate to the IAM service and click on Policies Create
Policy . Click on the JSON tab, and replace the default text with the contents of the following JSON file. (Click

here to download thefile)

{

"Version": "2012-10-17",
"Statenent": |

{

"Effect": "Alow',
"Action": "backup:*",
"Resource": "*"

"Effect": "Alow',

"Action": "backup-storage:*",
"Resource": "*"
"Action": [

"el asticfil esystem Descri beFil esystens”,
"el asticfil esystem Backup",
"el asticfil esystem Descri beTags"

]

"Effect": "All ow

"Action":
"ec?2: Descri beSnapshot s",
"ec2: Descri beVol unes",
"ec2: descri beAvail abi lityZones",
"ec2: Descri beVpcs",
"ec2: Descri beAccount Attri butes”,
"ec2: Descri beSecurityG oups”,
"ec?2: Descri beSubnet s",
"ec2: Descri bePl acenent G oups",
"ec2: Descri bel nst ances",
"ec2: Descri beTags"
[
"Effect": "Allow',
"Resource": "*"

"Effect": "Alow',
"Action":
"ec2: Creat eTags",
"ec2: Del et eSnapshot "

]

Resource": "arn:aws: ec2:*::snapshot/*"

"Effect": "Allow',
"Action":
"ec?2: Del et eSnapshot ",
"ec2: Creat eSnapshot "

]

Resource": [
"arn:aws: ec2: *::snapshot/*",
"arn:aws: ec2: *: *:vol ume/ *"
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"Action": [
"ec2: Del et eSnapshot "
]

"Effect": "Allow',
"Resource": "*",
"Condition": {
"For AnyVal ue: StringEqual s": {
"aws: Cal l edVi a": |
"backup. anazonaws. cont
]

"Action": [
"tag: Get TagKeys",
"tag: Get TagVal ues"”,
"tag: Get Resour ces”

] L]
"Effect": "Alow',
"Resource": "*"

"Action": [
"iam Li st Rol es",
"i am Get Rol e"
] il
"Effect": "Alow',
"Resource": "*"

"Effect": "Alow',

"Action": "iam PassRol e",

"Resource": [
"arn:aws:iam:*:role/*"

]

ndition": {
"StringLike": {

"i am PassedToService": "backup.amazonaws. cont
}

"Action":
"kms: Li st Keys",
"kms: Descri beKey",
"kms: Gener at eDat aKey",
"kms: Li st Ali ases"
] il
"Effect": "Allow',
"Resource": "*"

"Action": [
"kns: CreateG ant "
]

"Effect": "Allow',
"Resource": "*",
"Condition": {
"For AnyVal ue: StringEqual s": {
"kms: Encrypti onCont ext Keys": "aws: backup: backup-vaul t"
}

" éool "
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"knms: G ant | sFor AWBResour ce": true

1
"StringLike": {
"kms: Vi aServi ce": "backup.*.amzonaws. cont
}
}
I
{
"Effect": "Allow',
"Action": "iam CreateServicelLi nkedRol e",
"Resource": "*",
"Condition": {
"StringEqual s": {
"i am AWsSer vi ceNane": "backup. amazonaws. cont'
}
}
}

}

Save this policy as cml-backup-policy.

. Install the Restore Policy. On the AWS console, navigate to the IAM service and click on Policies Create Policy

. Click on the JSON tab, and replace the default text with the contents of the following JSON file. (Click hereto
download thefile)

{
"Version": "2012-10-17",

"Statenent": |

{
"Effect": "Al ow',
"Action":
"ec2: Creat eVol une",
"ec?2: Del et eVol une"
],
"Resource": [
"arn:aws: ec2: *::snapshot/*",
"arn:aws: ec2: *: *:vol une/ *"
]
1
{
"Effect": "Al ow',
"Action": [
"ec2: Creat eTags"
],
"Resource": "arn:aws:ec2: *::snapshot/*"
Iz
{
"Effect": "Al ow',
"Action":
"ec2: Descri beSnapshot s",
"ec2: Descri beVol unes"
],
"Resource": "*"
iy
{

"Effect": "Allow',

"Action": [
"el asticfil esystem Restore",
"el asticfil esystem Creat eFil esystent,
"el asticfil esystem Descri beFil esystens",
"el asticfil esystem Del et eFi |l esyst ent,
"el asticfil esystem TagResour ce"
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"Resource": "arn:aws:elasticfilesystem*:*:file-system*"

"Effect": "Allow',
"Action": "kns:DescribeKey",
"Resource": "*"

"Effect": "Allow',
"Action": [
"kms: Decrypt ™,
"kms: Encrypt ",
"kms: Gener at eDat aKey",
"kns: ReEncrypt To",
"kms: ReEncr ypt Fr ont

]

Resource": "*",
"Condition": {
"StringLike": {
"kns: Vi aService": [
"ec2.*.amazonaws. cont,
"el asticfil esystem *. anazonaws. cont

"Effect": "Alow',
"Action": "kns:CreateG ant",
"Resource": "*",
"Condition": {
"Bool ": {
"kns: G ant | sFor AWSResour ce": "true"
}

}

Save this as cml-restore-policy.

3. Set up the Trust Relationship. AWS Backup service needs to be able to assume the AWS cross-account role that
is used by the Cloudera Data Platform control plane to manage AWS cloud resources. To enable this, add the
following trust relationship to your AWS cross-account role’'s Trust relationships (navigate to the IAM service
console, then find your cross-account role by clicking on Roles).

{
"Effect": "Allow',
"Principal ":
"Service": "backup.amazonaws. cont
}l
"Action": "sts:AssuneRol e"

}

4. Attach the Backup and Restore policies to the Cross-Account Role. While still on the configuration page of your
cross-account rolein the lAM console, click on the Permissions tab. Click Attach policies to attach the cml-back
up-policy and cml-restore-policy policies created above. This step ensures that the AWS Backup service will
have the necessary permissionsto call the EBS and EFS services on behalf of the cross-account role to manage
backups.
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Backing up an Cloudera Machine Learning Workspace preserves al files, models, applications, and other assetsin
the workspace, athough filesin external NFS-backed workspaces are not backed up by Cloudera Machine Learning
automatically.

1. Inthe Workspaces Ul, find the workspace to back up. The workspace must be in the Installation completed state,
otherwise backup is disabled.

2. Enter the workspace, and manually stop al workloads (sessions, jobs, applications, and models).
For external NFS backed workspaces, manually back up the configured external NFS data to another location.
This manual backup of the NFS data will be used when this particular backup is restored in future. Ignore this step
if the workspace is configured with internal NFS, asinternal NFS data is backed up and restored automatically by
Cloudera Machine Learning.

3. Inthe Actions menu for that workspace, select Backup Workspace.

4. Inthe Backup Workspace modal, enter a Backup Name to identify the workspace, and enter an appropriate
timeout value.

5. Click Backup to start the process.

The workspace shuts down, and the backup process begins. The workspace state changes to reflect the ongoing
backup progress. If necessary, click Cancel to cancel the backup process. The backup process can take some time to
complete, depending on the amount of data to copy.

Note: The default timeout is 12 hours. The estimated time to complete a backup (from the cloud provider) is
E now periodically added to the event logs.

Monitoring event logs

Y ou can monitor the progress of the backup process by checking the event logs. In the Actions menu for the
workspace, click View Event Logs, and then on the Events & Logstab, click View Event Logs again for the latest
backup event.

When the backup process completes, the workspace enters the Installation completed  state again.

If there were issues during backup, appropriate error messages will be displayed in the event logs. However the
workspace will recover from failure and will be reverted back to the origina state when backup was triggered.

Restoring a backup creates a new Cloudera Machine Learning Workspace, and recreates all of the projects, jobs,
applications and so on in the original workspace.

Note: Restoring aworkspace is a non-reversible operation. The restore process overwrites the existing
workpace with older backup data. Any datain the running workspace that is not backed up will belost. To
save the current state, take a new backup before proceeding with the restore operation.
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1. Inthe Workspace Backups Ul, find the workspace to restore. Y ou can search for the workspace name or CRN.
There can be multiple backups for a given workspace.

2. Enter the workspace, and manually stop all workloads (sessions, jobs, applications, and models).
For external NFS backed workspaces, copy the manual backup of external NFS data (corresponding to this

particular backup) to the configured external NFS export. Ignore this step if the workspace is configured with
internal NFS, asinternal NFS data is backed up and restored automatically by Cloudera Machine Learning.

3. Look for the backup to restore, and click Restore. The restore process starts, and the workplace state changes to
Creating workspace.
4. Provision anew workspace that is in the same Cloudera Data Platform environment as the original workspace.

The restore process can take some time, depending on the amount of datato copy. When it is complete, you can find
the restored workspace in the Workspaces Ul.

Note: If thereis an issue during the restore process, the event log will show the relevant error messages. In
B case of error, the workspace will not recover from the failure automatically and will not revert back to the
original state prior to the restore operation.

Monitoring event logs

Y ou can monitor the progress of the backup process by checking the event logs. In the Actions menu for the
workspace, click View Event Logs, and then on the Events & Logs tab, click View Event Logs again for the latest
backup event.

When the backup process completes, the workspace enters the installation completed state again.

If there were issues during backup, appropriate error messages will be displayed in the event logs. However the
workspace will recover from failure and will be reverted back to the original state when backup was triggered.

A backup can be restored to a different Cloudera Data Platform environment, as long asit is within the same AWS
account and region. Make sure the following requirements are met:

e Environment roles must be within the same AWS account and region.

» Thetarget environment must have the necessary restore-related permissions, entitlements, and trust rel ationships.

«  Within the environment where the backup is stored, the user must have the ml/listWorkspaceBackups permission.

« Within the environment where the workspace will be restored, the user must have the ml/createWorkspace
permission.

This topic describes how to remove an existing Cloudera Machine Learning Workspace and clean up any cloud
resources associated with the workspace. Currently, only Cloudera Data Platform users with both the MLAdmin role
and the EnvironmentAdmin account role can remove workspaces.

1. Logintothe Cloudera Data Platform web interface.
2. Click Cloudera Machine Learning Workspaces.
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3. Click on the Actionsicon and select Remove Workspace.
a) Remove EFS Storage - This option is enabled by default. If you want to retain project files on EFS, disable this
property.
b) Force Delete - This property is not required by default. Y ou should first attempt to remove your workspace
with this property disabled.

Enabling this property will delete the workspace from Cloudera Data Platform but does not guarantee that
the underlying cloud resources used by the workspace will be cleaned up properly. Go to your cloud service
provider account to make sure that the cloud resources have been successfully deleted.

When manually cleaning up resources, make sure that the following types of shared resources are not deleted:
AWS:

e VPCs

e Subnets

e Storage (S3 buckets and bucket entries)
e AWSIAM roles

Microsoft Azure

e Virtual networks

* Subnets

e ADLSstorage

* Azureresource groups (RGs named <liftie-id> and MC_<liftie-id>_<azure-region>)
4, Click OK to confirm.

Note: On Azure public cloud, you also need to delete NFS storage after removing the workspace, if the
NFS service is no longer needed.

This topic describes how to upgrade existing Cloudera Machine Learning Workspaces. Currently, only Cloudera Data
Platform users with both the MLAdmin role and the EnvironmentAdmin account role can create, upgrade, or remove
workspaces.

Existing Cloudera Machine Learning Workspaces periodically should be upgraded. Upgrading the workspace
upgrades the Cloudera Machine Learning software version to the current version, and may also upgrade cluster
software. In case the underlying Kubernetes software must be upgraded, a warning banner displays, notifying you that
you shall upgrade the workspace promptly.

» During an upgrade, any running models and applications shut down, but they automatically restart after the
upgrade is complete.

» To upgrade Kubernetes, only use the upgrade method provided in Cloudera Machine Learning. Do not upgrade
Kubernetes directly in the cloud console or through the CLI. Follow the instructions here to upgrade Kubernetes.
If thereis some error, then repeat the instructions. This appliesto both Microsoft Azure and AWS.

* You should back up your workspace before starting the upgrade. For more information, see Backing up Cloudera
Machine Learning Workspaces.

Cloud service providers define their generally available version of Kubernetes based on their Kubernetes version
support policies. For AKS refer to Supported Kubernetes versions in Azure Kubernetes Service (AKS) and for EKS
refer to Amazon EK S Kubernetes rel ease calendar.

Cloud service providers may have different deprecation policies for Kubernetes versions:

e For AWS deprecation policy, refer their FAQ section in Amazon EK S version support and FAQ.
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» For Azure, refer to the Azure Kubernetes FAQ.

If any Kubernetes version used in your Cloudera Machine Learning Workspaces is deprecated by the cloud providers
and Cloudera Machine L earning upgrades are enabled, the warning banner displays.

ACTI ON REQUI RED: A new C oudera Machi ne Learning version is available and it
is highly recommended to upgrade

to the latest version as soon as possible. To perform an upgrade, select
Upgr ade

Wr kspace fromthe Actions nenu.

In order to avoid unplanned service interruption caused by the automatic Kubernetes upgrade by EKS and continue to
receive support from AKS for your Cloudera Machine Learning Workspaces on Azure, it isimportant to make sure
that your Cloudera Machine Learning Workspaces are using supported Kubernetes versions. Upgrading a Cloudera
Machine Learning Workspace will automatically upgrade the Kubernetes to a supported version. We recommend our
users to upgrade the Cloudera Machine Learning Workspaces promptly when the warning banner appears.

In-place Cloudera Machine Learning upgrades

Upgrades are done in-place on the existing Cloudera Machine L earning Workspaces. This may involve a Kubernetes
upgrade (if thereis an upgrade available) followed by upgrading the Cloudera Machine L earning software.

Note: Make sure to backup your workspace before starting the upgrade process. For more information, see
Backing up Cloudera Machine Learning Workspaces.

Log in to the Cloudera Data Platform web interface.

Click Cloudera Machine Learning Workspaces.

For a given workspace, click on the Actionsicon and select Upgrade Workspace.
Click OK to confirm.

AW

The upgrade process may take anywhere between two to four hours, approximately.
Upgrades through Cloudera Machine Learning backup & restore

If a Cloudera Machine Learning Workspace upgrade from a specific version could not be validated due to Kubernetes
version deprecations on cloud providers or is deemed risky, in-place upgrades will be disabled for these versions.

In such cases, depending on the version of Cloudera Machine Learning either the upgrade button is disabled or the in-
place upgrade pre-flight check will fail, with a failure message pops up that says:

I n-pl ace upgrades from <exi sting_version> are not supported. Follow the
docunent ati on for the backup based upgrade steps.

Here, <existing_version> isthe version number of your workspace.

In this case, it is recommended to go with Backup/Restore to upgrade to the latest Cloudera Machine Learning
version, essentially performing a workspace upgrade with all your previous datain place. Refer to Cloudera Machine
Learning Upgrades using Backup/Restore for more information.

Note: Make sure that disks are tagged to avoid garbage collection during backup, restore, upgrade, or
suspend operations on Cloudera Machine L earning Workspaces. For more information, see Tagging disks to
avoid garbage collection.

Backing up Cloudera Machine Learning Workspaces

Cloudera Machine Learning upgrades using Backup/Restore
Supported Kubernetes versions in Azure Kubernetes Service (AKS)
Azure Kubernetes FAQ

Amazon EK'S Kubernetes rel ease calendar
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Amazon EK S version support and FAQ
Tagging disks to avoid garbage collection

Cloudera strongly recommends following the Cloudera M achine Learning release cadence by upgrading to every
version soon after they are released. Following this process ensures that the Cloudera M achine Learning Workspace
is up to date with the latest security and bug fixes as well to benefit from new feature development. This document
will take you through some considerations to be aware of before performing an upgrade, options you have when
performing the upgrade, and the steps to complete the upgrade.

If a Cloudera Machine Learning Workspace upgrade from a specific version could not be validated due to Kubernetes
version EOL or is deemed risky, in-place upgrades will be disabled for these versions.

In-place upgrades will be disabled from Cloudera Machine Learning versionsif the underlying Kubernetes versions
are deprecated or going to be deprecated very soon. In such cases, depending on the version of Cloudera Machine
Learning either the upgrade button is disabled or the in-place upgrade pre-flight check will fail, with afailure message
pops up that says:. In-place upgrades from <existing_version> are not supported. Follow the documentation for the b
ackup based upgrade steps.

Inthis case, it is recommended to go with Cloudera Machine L earning Backup/Restore to upgrade to the |atest
Cloudera Machine Learning version, essentially performing a workspace upgrade with al your previous datain place.
Since arestore aways installs the latest Cloudera Machine Learning version, it essentially performs aworkspace
upgrade with al your existing workspace data intact. Backup/Restore is the recommended path to upgrade when a
Cloudera Machine Learning Workspace cannot be reliably in-place upgraded from its current version.

Backup/Restore on AWS

For AWS, Backup/Restore functionality is GA, and is usable from the Ul. The documentation is already available
in Backing up Cloudera Machine Learning Workspaces. Please see the documentation for prerequisites for using
Backup/Restore on AWS.

Backup/Restore on Azure
Currently, Backup/Restore in Azure is available only through the Cloudera Data Platform CLI.
Additionally, the Backup/Restore feature does not perform a backup of NFS.

There are five major steps to go through to upgrade older workspaces to the current version. Make sure to go through
the following stepsin order.

Note: Make sure that disks are tagged to avoid garbage collection during backup, restore, upgrade, or
suspend operations on Cloudera Machine L earning Workspaces. For more information, see Tagging disks to
avoid garbage collection.

Upgrading Cloudera Machine L earning Workspaces
Tagging disks to avoid garbage collection
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Step 1 : Backing up the workspace
After Step 1, Backing up the workspace, you shall follow steps 2 through 5 in order to restore the workspace.

Backing up AWS workspace
For information on backing up workspaces, see Backing up Cloudera Machine Learning Workspaces.

Machine Learning Workspaces

‘Q Environment [cBN6J Provision Workspace

Status Workspace Environment Region Creation Date + Cloud Provider Actions
@ Ready test-machine-user eng-mHr-prod-env-aws us-east-1 09/19/2022 10:46 PM IST aws aws

@ Ready test-freeipa-preupg eng-ml-prod-aws-upgrade us-west-2 09/13/2022 12:57 PM IST aws  aws

@ Ready eng-cml-cluster eng-mHr-prod-env-aws us-east-1 02/11/2021 3:39 AM IST aws aws ‘E

View Workspace Details
Disp 25/ page
View Event Logs
Manage Access
Manage Remote Access

Download Kubeconfig

Open Grafana[2

N

Backup Workspace

Remove Workspace
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Backup Workspace

¢ The backup process will Shut Down the Workspace.

¢ A backup vault will be created, unless one already exists.

e The backup process will take several minutes.

* You can provide timeout in minutes for the backup operation.
¢ The default timeout for backup operation is 3 Hours.

* Add Backup Name to help identify this backup

‘ test-backup

Specify optional timeout in minutes

Backup Timeout (OW

‘720| «—

Note:The workspace CRN is the only unique identifier of the workspace so
you may want to take note of it. You may need it to identify the backup.
CRN  crn:cdp:ml:us-west-1:12a0... {J

The time required to backup or restore AWS based workspaces mainly depends on the size of EFS (File System for
projects storage) associated with the workspace. To get the EFS ID associated with the workspace, click on View
Workspace Details from the Ul and note the Filesystem ID. The size associated with the EFS can be retrieved from
the AWS console using the Filesystem ID.

The Backup timeout for storage volumes (EFS and EBS) is by default set to 12 hours, but the user can customize the
timeout. While clicking on the Backup Workspace , there will be an option to specify Backup Timeout (in minutes),
to accommodate users with large EFS size.

Similarly, if the user suspects that the EFS istoo large to be restored within the default 12 hours, custom restore
timeouts can be set in the advanced settings during restoring an AWS workspace from a backup snapshot through the
Ul.

Tracking running backups on AWS

For AWS based backup jobs, Cloudera Machine Learning prints out backup job completion percentage for al backup
jobs associated with a backup snapshot at an interval of 15 minutes as part of event logs. However, the completion
percentage is an estimate returned by AWS APIs, and Cloudera Machine Learning just surfaces the same. Cloudera
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Machine Learning is not running any mechanisms/heuristics to calculate the completion percentage for a particular
backup.

From our experience, we have seen that AWS-provided completion percentages can vary wildly, jump abruptly and
can be downright misleading. Cloudera Machine Learning advises to take the percentage numbers with a grain of salt.

Machine Learning Workspaces ' eng-cml-cluster

Status @ Ready
Details  Events & Logs Actions

Event History = Backup Workspace - f139¢17e-622d-4705-9ab3-6808b55d57b7 c

2022-09-26T16:21:37.394Z Start backing up workspace.

2022-09-26T16:21:42.889Z Added backup entry to backup catalog.

2022-09-26T16:21:43.040Z Starting workspace shutdown

2022-089-26T16:23:81.159Z Workspace shutdown occurred successfull

2022-09-26T716:38:16.054Z Backup job C87BED9A-1293-F235-155B-CF2526E02102: percent done: 0.0
2022-09-26T16:53:45.381Z Backup job C87BED9A-1293-F235-155B-CF2526E82102: percent done: 0.0
2022-09-26T17:01:10.359Z BATRUP SUCCEEDED

2022-09-26T17:01:14.008Z Starting scaling up CML infra pods

2022-09-26T17:02:32.230Z Successfully scaled up CML infra pods

Canceling long running backups on AWS

Backups generally take along time if you have lots of datain EFS. Thisis expected behavior. However if the backup
istaking longer than expected, you can cancel the backup jobs from AWS dashboard and Cloudera Machine Learning
will detect thisin awhile, and will fail the backup.

To cancel the corresponding AWS backup jobs from AWS dashboard:

* Goto AWS Backup Jobs Backup Jobs and identify the running backups associated with the backup snapshot.
The backups should have started at approximately the same time you triggered the backup from the Cloudera
Machine Learning console.

e Abort al such backup jobs.

Y ou can retry the backups again using the above mentioned steps for backing up the workspace.

Prerequisites
There are afew prerequisites to Azure Backup/Restore:

« |f your environment is configured with a pre-existing resource group, then Cloudera Machine Learning backup
service would use the same resource group for taking snapshots of Azure Disks. Else, please ensure that you have
aresource group created in your Azure Account with the nomenclaturecni - snapshot s- <azure_r egi on>
. For example, if your Azure workspace resides in thewest us2 region, there should be a resource group present
named cm - snapshot s- west us2.

» Please refer to Azure documentation for roles needed to perform a backup: Use Azure role-based access control to
manage Azure Backup recovery points.

Suspending the workspace

Suspend the workspace to ensure correctness of datain NFS on Azure during backup. Suspend the workspace
by clicking on the Suspend Workspace option for the workspace and wait for the suspend operation to complete
successfully.

Since the workspace is now in a suspended state, it is now guaranteed that no writes/mutations are happening on the
NFS or Azure disks associated with the workspace.

Invoking Backup

25


https://learn.microsoft.com/en-us/azure/backup/backup-rbac-rs-vault
https://learn.microsoft.com/en-us/azure/backup/backup-rbac-rs-vault

Cloudera Al Cloudera Machine Learning upgrades using Backup/Restore

Once you have the prerequisites sorted, please note the workspace CRN from the View Workspace Details page, and
run the following command from Cloudera Data PlatformCLI to initiate workspace backup. Please replace the values
in brackets with your own values.

$ cdp m backup-wor kspace --wor kspace-crn <crn:cdp: m : us-west-1: 9d74eeed- 1ca
d- 45d7- b645- 7ccf 9edbb73d: wor kspace: 792f 8cf c- ba33-428d- 9¢80- b9bc6e799ce9> --b
ackup- nane <nane- of - backup- f or - upgr ade>

{
"backupCrn": ""crn:cdp: m:us-west-1: 9d74eee4- 1cad- 45d7- b645- 7ccf 9edbb7
3d: wor kspace_backup: b6cee77e- 9e38- 4e30- 9d72- 481088f 43de0" "

Please note the backup CRN returned from the CLI call, asit is the backup snapshot which will be used to restore into
anew workspace.

Use these variables to restore into a new workspace:

« backupCRN: The CRN returned in the response of CLI call for backup-workspace

« existingNFS: The existing NFS server path can be retrieved from View Workspace Details Filesystem ID .

» existingNFSVersion: The existing NFS version can be retrieved from View Workspace Details NFS Protocol
version.

Note: Please do not perform any operations with the existing NFS in use with the suspended workspace as
we will attach the same NFSin the new (restored) workspace.

Restore into a new workspace with useStaticSubdomain set to false in the Cloudera Data Platform CLI. This brings
up aworkspace with a different URL/domain endpoint from the original workspace that was backed up. This step
is needed to ensure that we can safely validate that restoration of the workspace is successful before executing Step
4 below to delete the original workspace. If any of the following stepsfail, please contact your customer support
representative.

For information on this step, see Restore an Cloudera Machine Learning Workspace.

Workspace CRN
eng-cml-cluster em... 0 eng-ml-Ir-prod-env-aws ml..

423337

cedalc
08/01/2022 1:11 PMIST

Backup Status Backup Name Backup Date Creator Version \

© Ready testbackup-4 o 022 1:11 PM IST Suryakant Bhardwa 105 @Restore 1) Remove
@ Ready baseline-backup 07/29/2022 9:20 AM IST Ritwik Saha 2.0.326105 @®Restore T Remove

Displaying1-20f2 < [1] > [25/page

The Ul for restore is quite similar to the Provision Workspace Ul and shall be familiar.
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To restore into a new workspace from the backup taken above, please run the following Cloudera Data Platform CLI
command. The workspace provisioning parameters of the request needs to be configured according to your needs.
Please ensure that no “write operations’ are undertaken on this restored workspace since we will be using the same
NFSin Step 5. Thisisto ensure that there is no state mismatch between the restored Azure disks and the NFS.

$ cdp nml restore-workspace --cli-input-json ‘{
"newWbr kspacePar anet ers": {
"envi ronnment Nane": "eng-nl - dev-env-azure",
"wor kspaceNane": "new wor kspace",
"di sabl eTLS": fal se,
"usePubl i cLoadBal ancer": fal se,
"enabl eMoni tori ng": true,
"enabl eGover nance": true,
"enabl eModel Metrics": true,
"whitelistAuthorizedl PRanges": fal se,
"exi stingNFS": "<existingNFS>",
"nfsVersion": "<existingNFSVersion>",
"provi si onK8sRequest ": {
"instanceG oups": [
{
"instanceType": "Standard DS3 v2",
"root Vol une": {
"size": 128
s
"autoscaling": {
"m nl nstances": 1,
"maxl| nst ances": 10
}
}

nvi ronnment Nane": "eng-m - dev-env-azure",
"tags": [],
"network": {
"topol ogy": {
"subnets": []
}
}

]

}

}!
"backupCrn": "<backupCRN>",
"useSt ati cSubdonmmi n": fal se

}

{
"wor kspaceCrn": "crn:cdp: m:us-west-1:9d74eee4- 1cad- 45d7- b645- 7ccf 9edbb
73d: wor kspace: 081eeb5d2- 4e82- 487c- 9404- 2537a0ab4019"

}

Wait for the restore operation to succeed.

After restore, please login to the newly created workspace and verify that all projects from the original workspaces
are available. Do not launch any sessions or applications, create new projects, or otherwise make any changesto the

workspace, as that can make changes to the NFSfile system that will be incompatible with what will be restored in
step 4 below.

Restore a Cloudera Machine L earning Workspace
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If Step 2 completes successfully, then delete the old (original) workspace.

After al isvalidated, and you confirm that the projects are in place, delete the original backed up workspace. To do
so, from the Ul, select Remove Workspace .

If Step 2 and 3 complete successfully, then restore into a new workspace with the same URL/endpoint as the backed-
up workspace.

Since arestored workspace is a brand new workspace with data from an older workspace, a restored workspace gets
anew subdomain by default. This means that any endpoints (for models, applications, etc.) that you were using from
the old workspace is not valid.

To maintain the endpoints that were configured with the older workspace, check the option useStaticSubdomain in the
restore payload to provision the new restored workspace with the same URL as the older one. Additionally, Use Static
Subdomain is also provided as a checkbox in the Restore Ul.

To restore aworkspace, see Restore as Cloudera Machine Learning Workspace. While restoring, please ensure that
Use Static Subdomain is checked in the restore UI.
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Provision Workspace from Backup

Load Balancer Source Ranges ®

Enable Fully Private Cluster

Production Machine Learning

Enable Governance ©
Enable Model Metrics ®

Other Settings

Enable TLS ®
Enable Monitoring ®
Skip Validation ®

Tags ®

™~

Use Static Subdomain ®

Restore Timeout ®

Launchpad

Enable Public IP Address for Load Balancer

Restrict access to Kubernetes API server to authorized IP ranges ®

To restore into a new workspace from the backup taken above, please run the following Cloudera Data Platform CLI
command. Y ou need to tune various parameters of the request to suit workspace configuration needs.

$ cdp mM restore-workspace --cli-input-json
"newWbr kspacePar anet ers": {
"envi ronment Nane" :
"wor kspaceNane": "new wor kspace",
"di sabl eTLS": fal se,
"usePubl i cLoadBal ancer":
"enabl eMoni tori ng”: true,
"enabl eGover nance": true,
"enabl eModel Metrics": true,
"whi telistAuthorizedl PRanges":
"exi stingNFS"': "<existingNFS>",
"nfsVersion": "<existingNFSVersion>",
"provi si onK8sRequest ": {
"instanceG oups": [

{

fal se,

fal se,

"instanceType": "Standard DS3 v2",
"root Vol une": {

"size": 128

"autoscaling": {
"m nl nstances": 1,

|

"eng-mnl - dev-env-azure",
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"max| nst ances": 10

}
| }
"envi ronnment Nane": "eng-nl -dev-env-azure",
"tags": [],
"network": {
"topol ogy": {
"subnets": []
}

}
H

}1
"backupCrn": "<backupCRN>",
"useSt ati cSubdomai n": true

{
"wor kspaceCrn": "crn:cdp: nl:us-west-1: 9d74eeed- 1cad- 45d7- b645- 7ccf 9edbb7
3d: wor kspace: 081lee5d2- 4e82- 487c- 9404- 2537a0ab4019"

}

Restore a Cloudera Machine L earning Workspace

The upgraded workspace which was restored from the backup, in order to check the sanity of the restored workspace
in Step 2, can now be safely deleted. Please identify the workspace from your control plane Ul and delete the same.

Some frequently asked questions about upgrading workspaces with the Backup/Restore feature.
How long doesit take for a Cloudera M achine L ear ning Workspace to be backed-up and/ or restored?

Cloudera Machine Learning relies on cloud provider’'s native services for backup/ restore. Time
consumed for backup and restore depends on multiple factors such as infrastructure, network
latency, data size, file structure, number of files etc and can vary across workspaces. For internal
test parameters, the backup of 600GB data took approximately 10 hours on AWS.

What happensto customizations done on Kuber netes Clusters during Restor e?

Cloudera Machine Learning does not support applying customizations during Backup and Restore.
All customizations will have to be applied through automation or manually post Cloudera Machine
Learning Workspace Restore.

During backup, restore, upgrade, or suspend operations on Cloudera Machine Learning Workspaces, EBS or Azure
disks can be left in atemporarily detached or unmanaged state when the associated EKS or AK S cluster is still
running. If there is a garbage collection script running, and it is not properly configured, the disks used by the
workspace can be deleted unintentionally. If the disk is not backed up, then the datawill be lost.

Garbage collection scripts need to check for the following tags and ignore disks that are tagged with the
corresponding values.
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Azure k8s-azure-created-by kubernetes-azure-dd

AWS kubernetes.io/cluster/liftie-* owned

Y ou can easily change the instance type of Cloudera Machine Learning Workspaces, which is beneficial for
optimizing performance and cost.

Key Benefits of Modifying Instance Groups:

1. Scalability and Flexibility: Scale up or down to meet user workload needs, handle peak traffic or save costs during
off-peak periods.

2. Cloud Provider Compatibility: We understand that cloud providers may retire or end-of-service (EOS) certain
instance types. Our Modify Instance Group feature takes this into account and allows you to seamlessly adapt to
changes in the cloud provider's offerings, ensuring your Cloudera Machine Learning Workspace stays up-to-date.

Currently, Instance Group modification is only supported for CPU and GPU Worker instance groups.

Note: As cloud platforms do not support heterogeneous instance types within a single instance group, the
B current Modify Instance Group Type workflow involves deleting the existing instance group and recreating

it with the desired instance type. However, it's important to note that this process may disrupt user workloads

running in the user namespace of the Cloudera Machine L earning Workspace, including user-created

sessions, jobs, models, and applications.

The following example shows how to modify the instance group from the command line.

cdp m nodi fy-cluster-instance-group --workspace-crn <workspace-crn>
--instance- group- nane <i nstance-group-nane> —i nstance-type <i nstance-typ

e>
1. Go tothe Workspace Details page.
2. Navigate to the Workspace Instances section on the Workspace Details page.
3. Click on the Edit button (as shown in Figure 1).
4. Choose the appropriate Instance Type from the list of available instance types (as shown in Figure 2).
5. Click on the Save button. A confirmation box will appear (as shown in Figure 3).
6. Click on the Ok button to modify the instance group with the chosen instance type.

Workspace Instances

Autoscale Range

Name Instance Type cPU GPU Memory Count
Min - Max

CML CPU Workers mb5.4xlarge 16 - 64 GiB 1

CML Infra mb.xlarge 4 - 16 GiB 2 2 - 3

Platform Infra m5.large - - - 2 2 - 4

+ Add GPU
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Workspace Instances

Name

Instance Type

Memory

CML CPU Workers n5.4x|

CML Infra

Platform Infra

16 CP

4 GiB

m4.2xlarge
m4.4xlarge

m4.xlarge

+ Add GPU

m5.12xlarge

m5.24xlarge

Subnets for Worker Nodes m5.2xlarge

Figure 3: Figure 3: Confirmation box for Modify Instance Group Type

mb5.4xlarge

8CPU

16 CPU

4CPU

48 CPU

96 CPU

8CPU

16 CPU

32GiB

64 GiB

16 GiB

192GiB

384 GiB

32GiB

64 GiB

Autoscale Range
Min - Max

Count

‘ 1 ‘- 5 ‘ Save O
2 2 -3
2 2 - 4

@ Confirm

Warning: Modifying the Instance Groups of cluster will lead to
disruptions in any jobs, session or model deployments that are
running in the user namespace. Are you sure you want to modify

keivan-dev ?

Note:

There may be a delay in the scaling of instance groups after

applying the modifications.

Cancel

K

Note: During the modification process, there may be errors such as Bad Gateway or 404 Page not found. In
this case, the applications can fail and may need to be restarted.
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