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Working with AWS environments

Refer to the following documentation to learn about creating and managing AWS environmentsin CDP:

Related Information

Managing provisioning credentials for AWS
Managing Data L akes

Managing Freel PA

Introduction to AWS environments

In CDP, an environment is alogical subset of your cloud provider account including a specific virtual private
network. Y ou can register as many environments as you require.

The “environment” concept of CDP is closely related to the virtual private network in your cloud provider account.
Registering an environment provides CDP with access to your cloud provider account and identifies the resourcesin
your cloud provider account that CDP services can access or provision. A single environment is contained within a
single cloud provider region, so all resources deployed by CDP are deployed within that region within one specific
virtual network. Once you' ve registered an environment in CDP, you can start provisioning CDP resources such as
clusters, which run on the physical infrastructure in an AWS data center.

The following diagram enumerates the components of an environment:

AWS environment

Virtual
network and SSH key pair

subnet i
account IAM

role for
provisioning
Security credential
groups

Cloud storage Data Lake
location cluster

|AM roles and
instance
profiles
controlling
access to
cloud storage

FreelPA
server

-Can optionally be created by CDP admin or CDP can create automatically

- Always created by CDP admin

- Always created by CDP

The diagram illustrates all major user-created and CDP-created components of an environment:

e Theitemsin dark blue boxes with orange outlines can either be automatically provisioned by CDP on your AWS
account, or your can optionally pre-create them and provide them when registering an environment.
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* Theitemsin dark blue boxes must be pre-created by your CDP administrator prior to environment registration and
then provided when registering an environment.

» Theitemsin orange boxes are automatically provisioned on AWS by CDP as part of environment provisioning.

IE Note: Theitemsthat are user-created don’t get terminated during environment deletion.

As shown in the diagram, an environment consists of the following resources:

Environment component Description

Virtual network with subnets An environment corresponds to one specific virtual network and
subnets in which CDP resources are provisioned.

The network is located within one specified region; therefore, you aso
need to select aregion for each environment.

Security groups Security groups act as a virtual firewall for your instances to control
inbound and outbound traffic.

All VM instances provisioned within an environment use your
specified security access settings allowing inbound access to your
instances from your organization's computers.

Cross-account role for provisioning credential CDP uses a provisioning credential for authorization to provision
resources (such as compute instances) within your cloud provider
account.

On AWS, the credential uses a cross-account IAM role with an
attached |AM policy listing all required permissions.

SSH public key When registering an environment on a public cloud, a CDP
administrator provides an SSH public key. Thisway, the administrator
has root-level access to the Data L ake instance and Data Hub cluster
instances.

Cloud storage location and AIM roles and instance profiles allowing When registering an environment, you must provide one or more S3
access to that location buckets for storing:

*  All workload cluster data

*  Ranger audits, and Freel PA logs

e Cluster servicelogs

Y ou must also provide IAM instance profiles that control accessto the
bucket(s).

Datalake A datalake is automatically provisioned when an environment is
created. It provides a mechanism for storing, accessing, organizing,
securing, and managing data.

FreelPA A Freel PA server isautomatically provisioned when an environment is
created. It isresponsible for synchronizing your users and making them
available to CDP services, Kerberos service principal management, and
more.

Y ou may want to register multiple environments corresponding to different regions that your organization would
like to use. Once your environment is running, you can provision Data Hub clusters, Data Warehouses, and other
resourcesin it.

Register an AWS environment from CDP Ul

Once you' ve met the AWS cloud provider requirements, register your AWS environment.
Before you begin
This assumes that you have already fulfilled the environment prerequisites described in AWS requirements.

Required role; EnvironmentCreator
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Steps
1. Navigate to the Management Console > Environments > Register environment:
2. On the Register Environment page, provide the following information:

Parameter Description

General Information

Environment Name (Required) Enter aname for your environment. The name:

e Must be between 5 and 28 characters long.
e Canonly include lowercase letters, numbers, and hyphens.
*  Must start with alowercase letter.

Description Enter a description for your environment.

Select Cloud Provider (Required) | Select Amazon.

Credentia (Reguired)

Select Credential Select an existing credential or select Create new credential.
For instructions on how to create a credential, refer to Creating a role-based credential .

Note: Activate the Enable Permission Verification button if you want CDP to check
E permissions for your credential. CDP will verify that you have the required permissions for
your environment.

3. Click Next.
4. Onthe Data Access and Data L ake Scaling page, provide the following information:

Parameter Description

Data L ake Settings

Data Lake Name (Required) Enter aname for the Data L ake cluster that will be created for this environment. The name:

e Must be between 5 and 100 characters long

*  Must contain lowercase |etters

e Cannot contain uppercase |etters

e Must start with aletter

e Can only include the following accepted characters are: a-z, 0-9, -.

Data L ake Version (Reguired) Select Cloudera Runtime version that should be deployed for your Data L ake. The latest stable version is
used by default. All Data Hub clusters provisioned within this Data Lake will be using the same Runtime
version.

Fine-grained access control on S3

Enable Ranger authorization for | Enable thisif you would like to use Fine-grained access control. Next, from the Select AWS IAM role

AWS S3 I dentity for Ranger authorizer dropdown, select the DATALAKE_ADMIN_ROLE IAM role created in Minimal
setup for cloud storage.

Data Access and Audit

Assumer Instance Profile Select the IDBROKER_ROLE instance profile created in Minimal setup for cloud storage.

(Required)

Storage Location Base Provide the S3 location created for data storage in Minimal setup for cloud storage.

(Required)

Data Access Role (Required) Select the DATALAKE_ADMIN_ROLE IAM role created in Minimal setup for cloud storage.

Ranger Audit Role (Reguired) Select the RANGER_AUDIT_ROLE IAM role created in Minimal setup for cloud storage.

IDBroker Mappings We recommend that you leave this out and set it up after registering your environment as part of
Onboarding CDP users and groups for cloud storage.

Note: If you are using Fine-grained access control, this option is disabled, because you
should onboard your users and groups via Ranger instead of using |DBroker mappings.
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Parameter Description

Scale (Required) Select Data Lake scale. By default, “Light Duty” is used.

For more information on Data L ake scale, refer to Data Lake scale.

Enable Compute Cluster Enable Compute Clustersif you would like to deploy a containerized platform on Kubernetes for data
services and shared services.

5. Click on Advanced Options to make additional configurations for your Data L ake. The following options are
available:

Parameter Description

Network and Availability

Enable Multiple Availability Click the Enable Multiple Availability Zones for Data L ake toggle button to enable multi-AZ for the
Zonesfor Data Lake Data Lake. Thisoption is disabled by default and is only available when aMedium Duty Data Lakeis
selected. Refer to Deploying CDP in multiple AWS availability zones.

Hardware and Storage For each host group you can specify an instance type. For more information on instance types, see
Amazon EC2 instance types.

Cluster Extensions

Recipes Y ou can optionally select and attach previously registered recipes to run on a specific Data L ake host
group. For more information, see Recipes.

6. Click Next.
7. On the Region, Networking and Security page, provide the following information:

Parameter Description

Region

Select Region (Required) Select the region that you would like to use for CDP.

I1f you would like to use a specific existing virtual network, the virtual network must be located in the
selected region.

Customer-managed Keys

Enable Customer-Managed Keys | Enable thisif you would like to provide a Customer-Managed Key (CMK) to encrypt environment's
disks and databases. Next, under Select Encryption Key, select an existing CMK. For more information,
refer to Customer managed encryption keys.

Select Encryption Key Select an existing CMK.
Network
Select Network (Required) Y ou have two options:

e Select theexisting virtual network where you would like to provision all CDP resources. Refer to
VPC and subnet.

*  Select Create new network to have a new network with three subnets created. One subnet is created
for each availability zone assuming three AZs per region; If aregion hastwo AZsinstead of three,
then till three subnets are created, two in the same AZ.

Select Subnets (Required) Thisoption isonly available if you choose to use an existing network. Multiple subnets must be selected
and CDP distributes resources evenly within the subnets.

Network CIDR (Required) Thisoption isonly available if you select to create a new network.

If you selected to create a new network, provide Network CIDR that determines the range of private |Ps
that EC2 instances will use. This must be avalid private IP CIDR IPin |Pv4 range.

For example 10.10.0.0/16 are valid I Ps. /16 is required to allow for enough | P addresses.

Create Private Subnets Thisoption isonly available if you select to have a new network and subnets created. Isis turned on
by default so that private subnets are created in addition to public subnets. If you disableit, only public
subnets will be created.

Important: For production deployments, Cloudera recommends that you use private subnets.
Work with your internal IT teams to ensure that users can access the browser interfaces for
cluster services.
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Parameter Description

Create Private Endpoints

Thisoption isonly available if you select to have a new network and subnets created. It is disabled by
default. Enable this option to use private endpoints instead of public endpoints for the following services:
*  Amazon EC2

e Amazon ECR - api and dkr

* Amazon EFS

*  Amazon RDS for PostgreSQL

¢ AWSAuto Scaling

*  AWS CloudFormation

* AWSELB
* AWSS3
* AWSSTS

Enable Public Endpoint Access
Gateway

When CCM s enabled, you can optionally enable Public Endpoint Access Gateway to provide secure
connectivity to Ulsand APIsin Data Lake and Data Hub clusters deployed using private networking.

If you are using your existing VPC, under Select Endpoint Access Gateway Subnets, select the public
subnets for which you would like to use the gateway. The number of subnets must be the same as under
Select Subnets and the availability zones must match. For more information, refer to Public Endpoint
Access Gateway documentation.

Proxies

Select Proxy Configuration

Select aproxy configuration if previously registered. For more information refer to Setting up a proxy
server.

Security Access Settings

Select Security Access Type
(Required)

This determines inbound security group settings that alow connections to the Data L ake and Data Hub
clusters from your organization's computers. Y ou have two options:

»  Create new security groups - Allows you to provide custom CIDR IP range for al new security
groups that will be created for the Data L ake and Data Hub clusters so that users from your
organization can access cluster Uls and SSH to the nodes.

Thismust beavalid CIDR IPin |Pv4 range. For example: 192.168.27.0/24 allows access from
192.168.27.0 through 192.168.27.255. Y ou can specify multiple CIDR IP ranges separated with a
comma. For example: 192.168.27.0/24,192.168.28.0/24

If you use this setting, several security groups will get created: one for each Data Lake host group
the Data Lake and one for each host group), one for each Freel PA host group, and one for RDS;
Furthermore, the security group settings specified will be automatically used for Data Hub, Data
Warehouse, and Machine Learning clusters created as part of the environment.

*  Provide existing security groups (Only available for an existing VPC) - Allows you to select two
existing security groups, one for Knox-installed nodes and another for all other nodes. If you select
this option, refer to Security groups to ensure that you open all ports required for your usersto
access environment resources.

Kubernetes

Select Private Kubernetes
Cluster or provide Authorized
IP Ranges

If you have enabled Compute Clusters, you have the following options to configure the necessary
networking information for the Kubernetes cluster:

»  Enable Private Kubernetes Cluster to create a private cluster that blocks all access to the API Server
endpoint.

*  Provide the CIDRs to the Kubernetes APl Server Authorized |P Ranges field to specify aset of IP
ranges that will be allowed to access the Kubernetes API server.

Y ou need to provide the advanced configurations only once when creating your environment. The
configurations will be applied to all compute clusters in the environment.

Worker Node Subnets

Uses the same set of subnets provided in Network section. Y ou have the option to not use all of the
previously provided subnets.

SSH Settings
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Parameter

New or existing SSH public key
(Required)

Description

Y ou have two options for providing a public SSH key:
*  Select akey that already exists on your AWS account within the specific region that you would like
to use.
* Upload apublic key directly from your computer.
Note: CDP does not use this SSH key. The matching private key can be used by your CDP

administrator for root-level access to the instances provisioned for the Data Lake and Data
Hub.

Add tags

Y ou can optionally add tags to be created for your resources on AWS. Refer to Defining custom tags.

8. Click on Advanced Options to make additional configurations for the Freel PA cluster. The following options are

available:

Parameter

Network and Availability

Description

Enable Multiple Availability
Zonesfor Data Lake

Click the Enable Multiple Availability Zones for Data L ake toggle button to enable multi-AZ for the
Freel PA cluster. Refer to Deploying CDP in multiple AWS availability zones.

Hardware and Storage

For each host group you can specify an instance type. For more information on instance types, see
Amazon EC2 instance types.

Cluster Extensions

Recipes

Y ou can optionally select and attach previously registered recipes to run on a specific Freel PA host

group. For more information, see Recipes.

9. Click Next.
10. On the Storage page, provide the following information:

Parameter

Logs

Description

Logger Instance Profile
(Required)

Select the LOG_ROLE instance profile created in Minimal setup for cloud storage.

Logs Location Base (Required)

Provide the S3 location created for log storage in Minimal setup for cloud storage.

Backup Location Base

Provide the S3 location created for Freel PA and Data L ake backupsin Minimal setup for cloud storage.
If not provided, the default Backup Location Base uses the Logs Location Base.

Telemetry

Enable Workload Analytics Enables Cloudera Observability support for workload clusters created within this environment. When
this setting is enabled, diagnostic information about job and query execution is sent to Cloudera
Observability. For more information, refer to Enabling workload analytics and logs collection.

Enable Deployment Cluster Logs | When this option is enabled. the logs generated during deployments will be automatically sent to

Collection Cloudera. For more information, refer to Enabling workload analytics and logs collection.

11. Click on Register Environment to trigger environment registration.
12. The environment creation takes about 60 minutes. The creation of the Freel PA server and Data Lake cluster is

triggered. Y ou can monitor t

he progress from the web Ul. Once the environment creation has been completed, its

status will change to “Running”.

After you finish

After your environment is running, perform the following steps:

Y ou must assign roles to specific users and groups for the environment so that selected users or user groups can
access the environment. Next, you need to perform user sync. For steps, refer to Enabling admin and user access

to environments.

Y ou must onboard your users and/or groups for cloud storage. For steps, refer to Onboarding CDP users and

groups for cloud storage.
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* You must create Ranger policies for your users. For instructions on how to access your Data L ake, refer to
Accessing Data L ake services. Once you've accessed Ranger, create Ranger policiesto determine which users
have access to which databases and tables.

Once you’' ve met the AWS cloud provider requirements, register your AWS environment.

Before you begin

This assumes that you have already fulfilled the environment prerequisites described in AWS requirements.
Required role: EnvironmentCreator

Steps

Unlike in the CDP web interface, in CDP CLI environment creation is a three-step process with environment creation,
setting |DBroker mappings and Data L ake creation being three separate steps. The easiest way to obtain the correct
commandsisto provide al parametersin CDP web interface and then generate the CDP CLI commands on the last
page of the wizard. For detailed steps, refer to Obtain CLI commands for registering an environment.

To learn more about how to create Compute Cluster enabled environments with CLI, see Enabling default Compute
Cluster for new environments.

After you finish
After your environment is running, perform the following steps:

* You must assign roles to specific users and groups for the environment so that selected users or user groups can
access the environment. Next, you need to perform user sync. For steps, refer to Enabling admin and user access
to environments.

e You must onboard your users and/or groups for cloud storage. For steps, refer to Onboarding CDP users and
groups for cloud storage.

* You must create Ranger policies for your users. For instructions on how to access your Data L ake, refer to
Accessing Data L ake services. Once you've accessed Ranger, create Ranger policiesto determine which users
have access to which databases and tables.

In order to grant admin and user access to an environment that you registered in CDP, you should assign the required
roles.

Y ou need to be an EnvironmentCreator in order to register an environment. Once an environment is running, the
following roles can be assigned:

e EnvironmentAdmin - Grants al rights to the environment and Data Hub clusters running in it, except the ability to
delete the environment. The user who registers the environment automatically becomes its EnvironmentAdmin.

e EnvironmentUser - Grants permission to view Data Hub clusters and set the workload password for the
environment. This role should be used in conjunction with service-specific roles such as DataHubAdmin,
DWAdmin, DWUser, MLAdmin, MLUser, and so on. When assigning one of these service-specific rolesto users,
make sure to also assign the EnvironmentUser role.

» DataSteward - Grants permission to perform user/group management functionsin Ranger and Atlas Admin,
manage |D Broker mappings, and start user sync for the environment.

*  Owner - Grants the ahility to mange the environment in CDP, including deleting the environment. The user
who registers the environment automatically becomes its Owner. The Owner role does not grant access the
environment's clusters (Data L akes, Data Hubs).

11


https://docs.cloudera.com/management-console/cloud/data-lakes/topics/mc-data-lake-access.html
https://docs.cloudera.com/runtime/7.2.18/security-ranger-authorization/topics/security-ranger-provide-authorization-cdp.html
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-aws/index.html
https://docs.cloudera.com/management-console/cloud/environments/topics/mc-obtain_cli_commands_for_environment.html
https://docs.cloudera.com/management-console/cloud/environments/topics/mc-enabling-compute-cluster-new-environment-aws.html
https://docs.cloudera.com/management-console/cloud/environments/topics/mc-enabling-compute-cluster-new-environment-aws.html
https://docs.cloudera.com/management-console/cloud/environments/topics/mc-enabling-admin-access-to-environments.html
https://docs.cloudera.com/management-console/cloud/environments/topics/mc-enabling-admin-access-to-environments.html
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-aws/topics/mc-edit-idb-mappings.html
https://docs.cloudera.com/cdp-public-cloud/cloud/requirements-aws/topics/mc-edit-idb-mappings.html
https://docs.cloudera.com/management-console/cloud/data-lakes/topics/mc-data-lake-access.html
https://docs.cloudera.com/runtime/7.2.18/security-ranger-authorization/topics/security-ranger-provide-authorization-cdp.html

CDP Public Cloud Management Console Obtain CLI commands for registering an environment

Theroles are described in detail in Resource roles. The steps for assigning the roles are described in Assigning
resource roles to users and Assigning resource roles to groups.

Resource roles
Assigning resource roles to users
Assigning resource roles to groups

Although you can obtain CDP CLI commands for environment creation from CDP CLI help, the easiest way to obtain
them is from the CDP web interface.

Y ou can quickly obtain CDP CLI commands for creating an environment:

e From details of an existing environment
* From the register environment wizard

Obtain an environment template from an existing environment to create an environment with the exact same settings.

Since creating an environment, setting | DBroker mappings, and creating a Data L ake are separate actionsin CDP
CLI, you need to obtain three commands.

Required role: EnvironmentUser, EnvironmentAdmin, or Owner
Steps

1. Logintothe CDP web interface and navigate to the Management Console.
2. Navigate to environment details > Actions > Show CLI commands:

ginyunw-dev-tast

aws @ vswetiong

3. Click COPY threetimesto copy the three commands. These commands allow you to:

a. Create an environment with the same settings as the existing environment.
b. Set the same IDBroker mappings asin the original environment.
c. Create a Data Lake with the same settings.
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4. Before you can use these commands, make sure to update the following:

a. In cdp environments create-<cloud-platform>-environment, update the value of --environment-name. It should
be unique within CDP.

b. In cdp environments set-id-broker-mappings, update the value of --environment-name. It should reference the
name of the new environment that you are planning to create.

¢. Incdp datalake create-<cloud-platform>-datalake, update the value of --datalake-name. It should be unique
within CDP.

d. In cdp datalake create-<cloud-platform>-datalake, update the value of --environment-name. It should reference
the name of the new environment that you are planning to create.

5. Run the three commands to:

a. Register an environment.
b. Set IDBroker mappings.
c. CreateaDatal ake.

Provide environment parameters in the environment wizard, and then on the last page of the wizard generate a CDP
CLI template to create an environment and Data L ake with the parameters specified in the wizard. The obtained
cluster template can be used to create an environment with the same settings via CDP CLI.

Since creating an environment, setting | DBroker mappings, and creating a Data L ake are separate actionsin CDP
CLI, you need to obtain three commands.

Required role: EnvironmentCreator

Steps

Log in to the CDP web interface and navigate to the Management Console.
Navigate to Environments > Register Environment.

Provide all the parameters for your environment.

On the last page, click SHOW CLI COMMAND in the bottom of the page.

Copy the three commands (for creating an environment, setting |DBroker mappings, and creating a Data L ake).
Run the commands:

o g hrwdNE

a. First run the command that creates the environment.
b. Once the command finishes and the environment is running, run the command that sets | DBroker mappings.
c. Next, run the command that creates the Data Lake.

To access information related to your environment, navigate to the Management Console service > Environments and
click on your environment.
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CLOUDIRA
Mragerond Cormol

Y ou need to have the EnvironmentUser role or higher for the environment in order to access details of that
environment.

From environments details, you can access the following:

« From the Data Hub tab, you can create, manage, and access Data Hub clusters within the environment.

« From the Data Lake tab, you can monitor, manage, and access the Data L ake cluster.

» From the Cluster Definitions tab, you can access all cluster definitions that can be used with the environment.
* From the Summary tab, you can manage and monitor your environment.

The Summary includes the following information:

General Thisincludes your environment's CRN. CRN isan ID that CDP usesto
identify aresource.

Credentia Thislinks the provisioning credential associated with the environment
and includes the option to change the credential.

Region Thislists the region in which your environment is deployed.

Network This lists the networking resources used by your environment, provided
by you or created by CDP during environment registration. Y ou can
add additional subnets for Data Hub clusters deployed in the future.

Security Access Thislists the security groups used by your environment, provided
by you or created by CDP during environment registration. Y ou can
provide new security groups for Data Hub clusters deployed in the
future.

FreelPA Thisincludes details of a Freel PA server running in the environment
and includes an Actions menu with Freel PA management options.

Log Storage and Audits Thislists the cloud storage location used for logs and audits that you
provided during environment registration. There is no way to update
this location once your environment is running.

Telemetry Thisincludes your environment's telemetry settings. Y ou can change
them for any Data Hub clusters created in the future.

Advanced Thislists the name of your root SSH key. Y ou can add an additional

Understanding Data Hub details

SSH key if needed. The newly added SSH key will only be used for
Data Hub clusters created in the future.
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Understanding Data L ake details

Compute Clusters enable you to deploy a containerized platform on Kubernetes for Data Services and shared services.

The Compute Cluster architecture offers simplified management, enhanced efficiency, and centralized control that
leads to faster deployments, reduced configuration errors and improved system reliability. As multiple Data Services
can optionally share the same Compute Cluster, it also lowers the cost of ownership.

When registering a Compute Cluster enabled environment, a default Compute Cluster is created. This default
Compute Cluster istied to the environment, and is used for running critical applications. The default Compute Cluster
islabeled as Default Cluster in your environment to distinguish it from the other Compute Clusters.

@ Data Lake Details

NAME NODES SCALE QUICK LINKS
liftie-v2-dl Q2 wo Qo0 Light Duty @ Atlas @ Ranger @ Data Catalog

STATUS STATUS REASON CRN

@ Running Datalake is running

Data Hubs Data Lake FreelPA Compute Clusters Cluster Definitions Summary
c Compute Clusters &
Q @ Add Compute Cluster

Status Name CRN

Running default-liftie-v2-compute-cluster (Default Cluster
J P!

1-10f1 Items per page: | 25 v

Y ou can create additional Compute Clusters that inherit the configuration of the default Compute Cluster. Y ou can
manage the lifecycle of the additional Compute Clusters as they are independent of the environment.

Before enabling Compute Clusters for your environment, you need to ensure that the required |AM roles and policies
are set up.

Setting up the Compute Cluster IAM permissions are only needed when using Reduced access policies detailed on
Cross-account access |AM role page, and completing these steps are not required when using default policies.

Complete the stepsto create the required |AM roles and profile for EKS.

1. Apply the following CloudFormation template to create the following:

* |AM role called cdp-eks-master-role
* 1AM role and instance profile pair called cdp-liftie-instance-profile

AWETenpl at eFor mat Ver si on: 2010- 09- 09
Description: Creates Liftie | AMresources
Par anet er s:
Tel emet ryLoggi ngEnabl ed:
Description: Telemetry |ogging is enabl ed
Type: String
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Tel enmet r yLoggi ngBucket :
Description: Telenetry |oggi ng bucket where Liftie logs will be store

Type: String
Tel enet r yKnsKey ARN:
Description: KM5 Key ARN For Tel emetry | oggi ng bucket.
Type: String
Default: ""
Tel emet ryLoggi ngRoot Di r:
Description: Telenetry |logging root directory inside telenetry |ogg
i ng bucket used for storing | ogs.
Default: "cluster-|ogs"
Type: String
Condi ti ons:
Tel enmet ryLoggi ngEnabl ed:
Fn: : Equal s:
- {Ref: Tel enetryLoggi ngEnabl ed}
- true
KVMSKey ARNFor Tel enet ryLoggi ngBucket | sEnpty: !'Not [!Equals [!Ref Telenetry
KmsKeyARN, ""]]
Resour ces
AWSSer vi ceRol eFor AmazonEKS
Type: AWS: : | AM : Rol e
Properties:
AssumeRol ePol i cyDocunent :
Versi on: 2012-10-17

St at enent :
- Effect: Alow
Pri nci pal :
Ser vi ce:
- eks.amazonaws. com
Acti on:

- sts: AssuneRol e
ManagedPol i cyAr ns:
- arn:aws:iam:aws: pol i cy/ AmazonEKSSer vi cePol i cy
- arn:aws:iam:aws: pol i cy/ AmazonEKSC ust er Pol i cy
Rol eName: cdp-eks-nmaster-rol e
Nodel nst anceRol e:
Type: AWS: : | AM: Rol e
Properti es:
AssuneRol ePol i cyDocunent :
Versi on: 2012-10-17

St at enent :
- Effect: Alow
Pri nci pal :
Servi ce:
- ec2.anmzohaws. com
Acti on:

- sts: AssuneRol e
Path: "/"
ManagedPol i cyAr ns:
- arn:aws:iam:aws: pol i cy/ AmazonEKSWr ker NodePol i cy
- arn:aws:iam:aws: policy/ AmazonEKS _CNI _Pol i cy
- arn:aws:iam:aws: policy/ AmazonEC2Cont ai ner Regi st r yReadOnl y
Rol eNanme: cdp-liftie-instance-profile
Pol i ci es:
- PolicyName: ssmrequired
Pol i cyDocunent :
Version: 2012-10-17
St at enment :
- Effect: Al ow
Acti on:
- ssm Cet Paraneters
Resour ce:
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"gn

- PolicyNanme: cl uster-autoscaler
Pol i cyDocunent :
Version: 2012-10-17
St at enment :

"true"

Effect: Al ow
Acti on:
- autoscal i ng: Descri beAut oScal i ngG oups
- autoscal i ng: Descri beAut oScal i ngl nst ances
- autoscal i ng: Descri beLaunchConfi gurati ons
- autoscaling: Descri beScal i ngActivities
- autoscal i ng: Descri beTags
- ec2: Descri bel mages
- ec2: Descri bel nst anceTypes
- ec2: Descri beLaunchTenpl at eVer si ons

- ec2: Getl nstanceTypesFronl nst anceRequi renent s

- eks: Descri beNodegroup
Resour ce:
- nan
Effect: Al ow
Acti on:
- autoscal i ng: Set Desi redCapaci ty

- autoscal i ng: Ter mi nat el nst ancel nAut oScal i ngG oup

Resour ce:

"gn

Condi ti on:
StringEqual s:

"aws: Resour ceTag/ k8s. i o/ cl ust er - aut oscal er/ enabl ed":

- PolicyName: ebs-csi
Pol i cyDocunent :
Ver si on: 2012-10-17
St at enent :

Effect: Al ow
Acti on:
- ec2: Creat eSnapshot
- ec2: AttachVol une
- ec2: Det achVol une
- ec2: Modi fyVol une
- ec2: DescribeAvail abilityZones
- ec2: Descri bel nst ances
- ec2: Descri beSnapshot s
- ec2: Descri beTags
- ec2: Descri beVol unes
- ec2: Descri beVol uneshbdi fi cati ons
Resource: "*"
Effect: Al ow
Acti on:
- ec2: CreateTags
Resour ce:
"arn:aws: ec2: *: *:vol une/ *"
"arn:aws: ec2: *: *: snapshot/*"
Condi ti on:
Stri ngEqual s:
"ec2: Creat eAction":
- CreateVol une
- Creat eSnapshot
Effect: Al ow
Acti on:
- ec2: Del et eTags
Resour ce:
"arn:aws: ec2: *:*:vol une/ *"
- "arn:aws: ec2: *:*:snapshot/*"
Effect: Al ow
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Acti on:
- ec2: CreateVol une
Resource: "*"
Condi ti on:
St ringLi ke:
"aws: Request Tag/ ebs. csi . aws. confcluster”: "true"
- Effect: Al ow
Acti on:
- ec2: CreateVol une
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ CSI Vol uneNange": "*"
- Effect: Al ow
Acti on:
- ec2: CreateVol une
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ kubernetes.io/cluster/*": "owned"
- Effect: Allow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ ebs. csi . aws. confcl uster": "true"
- Effect: Allow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ CSI Vol uneNanmg": "*"
- Effect: Al ow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ kubernetes. i o/ created-for/pvc/nane":
Do
- Effect: Al ow
Acti on:
- ec2: Del et eSnapshot
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ CSI Vol uneSnapshot Name": "*"
- Effect: Al ow
Acti on:
- ec2: Del et eSnapshot
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ ebs. csi . aws. conf cl uster": "true"
- Pol i cyNanme: efs-csi
Pol i cyDocunent :
Version: 2012-10-17
St at enent :
- Effect: Al ow
Acti on:
- elasticfilesystem Descri beAccessPoints
- elasticfilesystem Descri beFil eSystens

18



CDP Public Cloud Management Console

Using Compute Clusters

- elasticfil esystem Descri beMunt Tar gets
Resource: "*"
- Effect: Allow
Acti on:
- elasticfil esystem Creat eAccessPoi nt
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ ef s. csi . aws. coni cl uster":
- Effect: Allow
Acti on:
- elasticfil esystem Del et eAccessPoi nt
Resource: "*"
Condi ti on:
StringEqual s:

"aws: Resour ceTag/ ef s. csi . aws. conf cl uster":

- Hif
- Tel enetrylLoggi ngEnabl ed
- PolicyNane: telenetry-s3-1ist-bucket
Pol i cyDocunent :
Version: 2012-10-17
St at enent :
- Effect: Alow
Acti on:
- s3: Li st Bucket
Resour ce:

"true"

"true

- ISub "arn: aws: s3::: ${Tel emetryLoggi ngBucket }'
- I'Sub "arn:aws:s3:::${Tel enmetryLoggi ngBucket}/ ${Tel e

met ryLoggi ngRoot Di r}/*'
- I'Ref ' AW&: : NoVal ue'
- 1If
- Tel enetrylLoggi ngEnabl ed
- PolicyNane: telenetry-s3-read-wite
Pol i cyDocunent :
Version: 2012-10-17

St at enent :
- Effect: Alow
Acti on:
- s3:*(bj ect

- s3: Abort Mul ti part Upl oad
- s3: Get Bucket Acl
Resour ce:

- I'Sub "arn:aws:s3:::${Tel emetrylLoggi ngBucket }'
- 1Sub "arn:aws:s3::: ${Tel enetryLoggi ngBucket }/ ${ Tel

enetrylLoggi ngRootDir}/*'
- I Ref ' AWS: : NoVal ue'
- 1If
- KMSKeyARNFor Tel emet r yLoggi ngBucket | sEnpt y
- PolicyName: s3-kns-read-wite-policy
Pol i cyDocunent :
Version: 2012-10-17
Statenent :
- Effect: Al ow
Acti on:
- kms: Decrypt
- kms: Gener at eDat aKey
Resour ce:
- 1Sub ${Tel enet r yKnsKeyARN}
- I Ref ' AWS: : NoVal ue'
- Poli cyName: cali co-cni
Pol i cyDocunent :
Versi on: 2012-10-17
St at enent :
- Effect: Allow
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Acti on:
- ec2: Modi fylnstanceAttribute
Resour ce:

e
Condi ti on:
Stri ngEqual s:
"ec2: Attribute": "SourceDest Check"
Nodel nst anceProfi | e:
Type: AWS: : | AM: I nstanceProfile
Properti es:
Pat h: /
I nst anceProfil eNanme: cdp-liftie-instance-profile
Rol es:
- ' Ref Nodel nst anceRol e

2. Inthe AWS console Cloudformation wizard, provide values for the following properties:

« Stack Name: Provide an appropriate name. Example: compute-precreated-rol es-and-instanceprofil€)

« TelemetryL oggingBucket: Name of the log bucket. Example: compute-logging-bucket

« TelemetryLoggingEnabled: Set it to true.

« TelemetryLoggingRootDir: Verify that it is set to the default value cluster-logs.

* TelemetryKMSKeyARN: If the telemetry bucket is encrypted, specify the KMS Key ARN. The default value
isnull.

CloudFormation Stacks Create stack

Specify stack details

specify template

Step 2 Stack name
Specify stack details

Stack name

compaute-precreated-roles-and-instanceprofile

Parameters

Telemnetrylogging Bucket
compute-logging-bucket

TelemetryLoggingEnabled
true I

TelemetrylLogging footDir

cluster-logs

Cancel Previous m
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3. Onthelast pagein the wizard process, click the | acknowledge... checkbox to allow creation of IAM resources
with special names.

» Quick-create link

Capabilities

@ The following resource(s) require capabilities: [AWS::1AM::Role]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unigue within your AWS
account. Learn more

| acknowledge that AWS CloudFormation might create 1AM resources with custom names.

Cancel Previous | | Create change set | Create stack

4. Click Create stack.

Results
On the Cloudformation Resour ces tab, you find the precreated role and instance profile.

Delete Update Stack actions ¥ Create stack ¥
compute-precreated-roles-and-instanceprofile
Stack info Events Resources Outputs Parameters Template Change sets
Resources (3) C
Q @
Logical ID & Physical ID v Type Status Status reason
AWSServiceRoleForAmaro [5)]
cdp-eks-master-role [ AWSSIAM:-Role
nEKS v & CREATE_COMPLETE
NodeinstanceProfile cdp-liftie-instance-profile Mt ©
o = -
P P rofile CREATE_COMPLETE
NodelnstanceRole cdp-liftie-instance-profile AWS:IAM:Role @
= ] CREATE_COMPLETE

What to do next
Update the environment role to use the restricted role and policy.

Creating Compute Restricted IAM policy

Complete the steps to attach the Compute Restricted IAM policy with the cross-account role associated with your
environment.

21



CDP Public Cloud Management Console Using Compute Clusters

1. Gotothe Environments page.

Environments = Environments

(4 Enable Permission Verification @
Create Cross-account Access Policy

Copy the following JSON to create an AWS IAM policy

DEENM Minimal

The default role allows for the default set of operations including everything that the minimal role allows for.

"Statement": [
"Sid": "CloudFormationFull",

"Action": [
"cloudformation:*"
i [
"Effect": "Allow",
"Resource": [
W

Create Cross-account Access Role

Use Service Manager Account ID and External ID to create an AWS IAM role

Service Manager Account ID*

[

External ID¥

[

Cross-account Role ARN *

2. Inthe Create Cross-account Access Policy field, attach the Compute Restricted IAM policy:
Replace the following placeholdersin the JSON file:
e [YOUR-ACCOUNT-ID] with your account ID in use.

[ YOUR-IAM-ROLE-NAME] with the IAM restricted role associated with this policy.
[YOUR-SUBNET-ARN-*] supplied during the CDP Environment(s) creation.

Note: Provide al the subnets present in all the CDP Environment(s) that you intend to useit for
E the experience. If at any point anew CDP Environment is created or an existing one is updated for
subnets, provide it here.
[ YOUR-IDBROKER-ROLE-NAME] with the ID Broker Role namein use.
[ YOUR-LOG-ROLE-NAME] with the Log Role namein use.
[YOUR-KMS CUSTOMER-MANAGED-KEY-ARN] with KMS key ARN.

"Version": "2012-10-17",
"Id": "ConputePolicy_v10",
"Statenent": |

"Sid": "SinmulatePrincipal Policy",
"Effect": "Alow',
"Action": [
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P

P

—

"iam Si nul at ePri nci pal Policy"

]

i?esource": [
"arn:aws: i am : [ YOUR- ACCOUNT-1 D] : rol e/ [ YOUR- | AM ROLE- NAMVE] "
]

"Sid": "RestrictedPern ssionsVi ad ouder aRequest Tag",
"Effect": "Allow',
"Action": [

"cl oudf or mat i on: Cr eat eSt ack”,

"cl oudf or mat i on: Cr eat eChangeSet ",

"ec2: createTags”,

"eks: TagResour ce"

]

Resource": "*",
"Condition": {
"StringLike": {
"aws: Request Tag/ d ouder a- Resour ce- Name": [
"crn: cdp: *"
1

}
}

"Sid": "RestrictedPern ssionsVi ad ouder aResour ceTag",
"Effect": "Allow',
"Action": [
"aut oscal i ng: Det achl nst ances",
"aut oscal i ng: ResunePr ocesses",
"aut oscal i ng: Set Desi r edCapaci ty",
"aut oscal i ng: SuspendProcesses",
"aut oscal i ng: Updat eAut oScal i ngG- oup",
"aut oscal i ng: Del et eTags",
"aut oscal i ng: Ter m nat el nst ancel nAut oScal i ngG oup”,
"cl oudf or mat i on: Del et eSt ack",
"cl oudf or mat i on: Descri beSt acks"

]

Resource": "*",
"Condition": {
"StringLike": {
"aws: Resour ceTag/ C ouder a- Resour ce- Nanme": |
"crn: cdp: *"
]

}
}

"Sid": "RestrictedPerm ssionsVi ad oudFor mati on",
"Effect": "All ow',
"Action": [
"ec2: CreateSecurityG oup",
"ec?2: Del eteSecurityG oup”,
"ec2: Aut hori zeSecurityG oupl ngress",
"ec2: RevokeSecurityG oupl ngress",
"ec2: Aut hori zeSecurityG oupEgress",
"ec2: RevokeSecurit yG oupEgr ess”,
"ec2: Creat eLaunchTenpl at e,
"ec2: Del et eLaunchTenpl at e,
"aut oscal i ng: Cr eat eAut oScal i ngG oup”,
"aut oscal i ng: Del et eAut oScal i ngG oup”,
"aut oscal i ng: Creat eOr Updat eTags",
"aut oscal i ng: Creat eLaunchConfi gurati on",
"eks: CreateCl uster",
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"eks: Del et eCl uster"

]

Resource": "*",

"Condition": {
" For AnyVal ue: Stri ngEqual s": {
"aws: Cal l edVi a": |
"cl oudf or mat i on. anazonaws. cont'

]
}
}

"Sid":

"RestrictedEC2Per ni ssi onsVi aCl ouder aResour ceTag",

"Effect":
"Action":
"ec2: Reboot | nst ances",
"ec2: Startl nstances",

"ec2: St opl nst ances",
"ec?2: Ter m nat el nst ances"

]

ngn

]

"Allow',
[

Resource": |

ndition": {

"For AnyVal ue: Stri ngLi ke": {
"ec2: Resour ceTag/ G ouder a- Resour ce- Nanme": [
"crn: cdp: *"

]
}
}

"Sid":

"Restrictedl anPer ni ssi onsToC ouder aResour ces",

"Ef fect":
"Action":
"i am PassRol e"

]

"arn:
"arn:
"arn:
"arn:
"arn:
"arn:

"Sid":

"kns:
"Kkns:
"kns:
"kns:
"kns:

]

Resource":
aws:
aws:
aws:
aws:
aws:
aws:

"Allow',
[

[

i am : [ YOUR- ACCOUNT- I D] : rol e/ [ YOUR- | DBROKER- ROLE- NAME] ",
i am : [ YOUR- ACCOUNT- | D] : rol e/ [ YOUR- LOG- ROLE- NAME]

iam:[ YOUR-ACCOUNT-ID):role/liftie-*-eks-service-role",
iam:[ YOUR-ACCOUNT-ID]:role/liftie-*-eks-worker-nodes",
i am : [ YOUR- ACCOUNT- I D] : r ol e/ cdp- eks-master-rol e",

iam : [ YOUR- ACCOUNT-I D] :rol e/cdp-liftie-instance-profile"

"Restrict edkKMSPer mi ssi onsUsi ngCust oner Provi dedKey",
"Effect":
"Action":

"kms: CreateG ant ",

Des
Enc
Dec

"Allow',
[

cri beKey",
rypt”,
rypt",

ReEncrypt *",

Gen

er at eDat aKey*"

Resource":

" [ YOUR- KM5- CUSTOVER- MANAGED- KEY- ARN] "

]

"Sid":

"A

"Ef fect":

| owCr eat eDel et eTagsFor Subnet s",
"All ow',
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o

—

"Action": [
"ec2: Creat eTags",
"ec2: Del et eTags"

]

i?esource": [
"arn: aws: ec2: [ YOUR- SUBNET- REG QN] : [ YOUR- ACCOUNT- | D]
]

"Sid": "OherPerm ssionsVi aCl oudFor mati on",
"Effect": "Allow',
"Action": [
"aut oscal i ng: Descri beSchedul edActi ons",
"aut oscal i ng: Descri beTags",
"aut oscal i ng: Descri beAut oScal i ngl nst ances",
"aut oscal i ng: Descri beLaunchConfi gurati ons",
"aut oscal i ng: Del et eLaunchConfi gurati on",
"aut oscal i ng: Descri beScal i ngActivities",
"dynanodb: Descri beTabl e",
"ec2: Del et ePl acenent G oup",
"ec2: Descri beAccount Attri but es",
"ec2: Descri bel nages",
"ec2: Descri bel nstanceSt at us”,
"ec2: Descri bel nst ances",
"ec2: Descri beKeyPairs",
"ec2: Descri beLaunchTenpl at eVer si ons",
"ec2: Descri beLaunchTenpl at es",
"ec2: Descri bePl acenent G oups”,
"ec2: Descri beRegi ons",
"ec2: Descri beRout eTabl es",
"ec2: Descri beSecurityG oups"”,
"ec2: Descri beVol unes"

]

Resource": |

[T

[
"Condition": {
"For AnyVal ue: StringEqual s": {
"aws: Cal l edVia": |
"cl oudf or mat i on. amazonaws. cont
]

}
}

"Sid": "ModifylnstanceAttribute",
"Effect": "Alow',
"Action": [
"ec2: Modi fyl nstanceAttri bute"
]

Resource": |

ngn

] L]
"Condition": {
"StringEqual s": {
"ec2: Attribute": "SourceDest Check"

}
}
"Sid": "CQherPerm ssionsVi ad ouder aResour ceTag",
"Effect": "All ow',
"Action": [

"cl oudf or mat i on: Descri beChangeSet ",

:subnet/*"
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A

],

"cl oudf or mat i
"cl oudf or mat i
"cl oudf or mat i
"cl oudf or mat i
"cl oudf ormati
"cloudfornati

"cl oudf or mat i

"cl oudf or mat i

on:
on:
on:
on:

on

Del et eChangeSet ",
Execut eChangeSet ",
Cancel Updat eSt ack",

Cont i nueUpdat eRol | back",
: Li st St acks™,

on:
on:
on:

Descri beSt ackEvent s",
Descri beSt ackResour ce"
Descri beSt ackResour ces

"cl oudwat ch: del et eAl ar ns"
"cl oudwat ch: put Metri cAl ar m',
"l ogs: Descri beLogSt reans”,
"l ogs: Fil terLogEvents",
"ec2: Att achVol une",
"ec2: Creat eNet wor kl nt erface",
"ec2: Creat eVol une",
"ec2: Del et eVol une",
"ec2: Runl nst ances",
"eks: Li st Updat es",
"eks: Updat ed ust er Confi g",
"eks: Updat ed ust er Ver si on",
"eks: Descri beUpdat e"
"i am Get Rol ePol i cy"
"iam Li stlnstancePr ofi | es"”,
"iam Li st Rol eTags",
"i am RenpveRol eFr om nst anceProfil e",
"i am TagRol e",

"i am Unt agRol

"Resource": [

"y n

]1
"Condition": {

"Sid":
"Effect":

"StringlLi ke":

"aws: Resour ceTag/ Cl ouder a- Resour ce- Nane" :

"crn: cdp:

"Action": [

"aut oscal i ng: Descri beAut oScal i ngG oups",

e"

{

* 1

"t her Per m ssi ons",
"All ow',

"ec2: Aut hori zeSecurityG oupl ngress",
"ec2: Creat eLaunchTenpl at eVer si on",
"ec2: Creat ePl acenent G oup",

"ec?2: Del et eKeyPair",

"ec?2: Del et eNet wor kl nt er f ace",
"ec2: Descri beAvail abi lityZones",
"ec2: Descri bel nst anceTypes",

"ec2: Descri beNet wor kl nt erfaces",
"ec2: Descri beSubnet s",

"ec2: Descri beVpcAttri bute",

"ec?2: Descri beVpcs",

"ec2: | nport KeyPai r"

"ec2: Updat eSecuri tybr oupRul eDescri pti onsl ngress",
"ec2: Get | nst anceTypesFrom nst anceRequi r enent s",

"eks: Descri bed uster”
"el asti cl oadbal anci ng: Descri beLoadBal ancers",
"i am Get Rol e",

"iam Li st Rol es",

"iam Get | nst anceProfile"

[
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"Resource": [

[LNT]

]

"Sid": "All owSsnPar ans",
"Effect": "All ow',
"Action": [
"ssm Descri bePar anet er s",
"ssm Get Par aneter",
"ssm Get Par anmet er s",
"ssm Get Par anet er Hi story",
"ssm Cet Par anet er sByPat h"

]

Resource": |
"arn:aws: ssm *: *: par anet er/ aws/ servi ce/ eks/ opti m zed-am /*"

]

"Sid": "Cf Deny",
"Effect": "Deny",
"Action": [

"cl oudf ormati on: *"
]

Resource": [

[LNT]

] il
"Condition": {
" For AnyVal ue: StringLi ke": {
"cl oudf ormati on: | nport Resour ceTypes": [
nan
]
}
}

"Sid": "ForAutoscalingLi nkedRol e",
"Effect": "All ow',
"Action": [
"iam Creat eServi ceLi nkedRol e"

],
"Resource": |

"arn:aws:iam : [ YOUR- ACCOUNT-1 D] : rol e/ aws-servi ce-rol e/ aut oscal i ng-
pl ans. anmazonaws. com AWSSer vi ceRol eFor Aut oScal i ngPl ans_EC2Aut oScal i ng"

I,
"Condition": {
"StringLike": {
"i am AWsSer vi ceNane": "autoscal i ng- pl ans. amazonaws. conf
}
}
k.
L _
"Sid": "ForEksLi nkedRol e",
"Effect": "Alow',
"Action": [
"iam Creat eServi ceLi nkedRol e"
]

Resource": |
"arn:aws:iam: [ YOUR- ACCOUNT-1D]:rol e/ aws-servi ce-rol e/ eks. amazo
naws. conl AWSSer vi ceRol eFor EKS"
],
"Condition": {
"StringLike": {
"iam AWSSer vi ceNane": "eks.amazonaws. conf
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3. Provide and verify your Customer Managed Key (CMK) to be used for EBS encryption.

Along with providing the KM S Customer Managed Key (CMK) for volume encryption in the policy section with
Sid:  RestrictedK M SPermissionsUsingCustomerProvidedK ey, you need to verify that the policy for the Customer
Managed Key (CMK) at KMS (thisis not an IAM policy) has the following three permission blocks defined for
AWSServiceRoleForAutoScaling.

"Statenent": |

"Sid": "AlIlowAut oscal i ngServi ceLi nkedRol eFor At t achnment O Per si st en
t Resour ces",
"Effect": "Allow',
"Principal": {
"AWS": "arn:aws:iam:[ YOUR- ACCOUNT-1D]:rol e/ aws-service-rol e/ aut o
scal i ng. anazonaws. coni AWSSer vi ceRol eFor Aut oScal i ng"

}

ction": "kns: CreateG ant”,
"Resource": "*",
"Condition": {
"Bool ": {
"kns: G ant | sFor AWSResour ce": "true"
}

}

"Sid": "AlowAut oscal i ngServi ceLi nkedRol eUseOf TheC\WK",
"Effect": "Allow',
"Principal": {
"AWE': "arn:aws:iam:[ YOUR- ACCOUNT-I D] : rol e/ aws-servi ce-rol e/ aut os
cal i ng. amazonaws. com AWsSer vi ceRol eFor Aut oScal i ng"

}

"Action": [
"kms: Encrypt ",
"kmns: Decrypt ",
"kms: ReEncrypt *",
"kms: Gener at eDat aKey*",
"kms: Descri beKey"

]

Resource": "*"

"Sid": "Alow EKS access to EBS.",
"Effect": "All ow',
"Principal": {
"AWE': M
b
"Action": [
"kms: CreateG ant ",
"kms: Encrypt ",
"kmns: Decrypt",
"kms: ReEncrypt *",
"kns: Gener at eDat aKey*",
"kms: Descri beKey"

!

Resource": "*",
"Condition": {

28

Using Compute Clusters



CDP Public Cloud Management Console Using Compute Clusters

"StringEqual s": {
"kns: Cal | er Account": "[ YOUR- ACCOUNT-I D] ",
"kmns: vi aService": "ec2.[ YOUR- ACCOUNT- REG QN] . amazonaws. cont'

}
]
}

After the policy is attached, the KM S service page will show the CM S as having the policy attached as shown in
the following example:

KMS > Customer managed keys > Key I>:

Key Management X
Service (KMS)

AWS managed keys

Customer managed keys General configuration

Custom key stores
Alias Status Creation date
I Enabled
ARN Description Regionality

arnaws kms- (N I -/ I

Key policy Cryptographic configuration Tags Key rotation Aliases
Key policy
{
"Sid": "Allow Autoscaling service-linked role for attachment of persistent resources”,
"Effect": "Allow",

"Principal"”: {

"AWS": "arn:aws:iam: :[ S : role/aws-service-role/autoscaling.amazonaws . com/AWSServiceRoleForAutoScaling”
1
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {

"Bool": {

"kms :GrantIsForAWSResource": "true"

}

}

"Sid": "Allow Autoscaling service-linked role use of the CMK",
"Effect”: "Allow",
"Principal": {
"AWS": "arn:aws:iaom: :[ NS : role/aws-service-role/autoscaling.amazonaws . com/ANSServiceRoleForAutoScaling”
1,
"Action": [
“"kms:Encrypt”,
"kms :Decrypt”,
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms :DescribeKey"

]

"Resource": "*"

When creating your environment, you can enable the default Compute Cluster using the Management Console or
CDP CLI to be able to run your data and shared services on the containerized platform.

Required role: EnvironmentAdmin
Before you begin
» Ensurethat your AWS account has all the resources required by CDP.

For more information, see AWS account requirements.
« Ensurethat the IAM permissions are correctly set up for your environment.

For more information, see Setting up Compute Cluster IAM permissions.
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When creating your environment in M anagement Console, ensure that you use the Enable Compute Cluster setting
to create the Compute Cluster enabled environment.

® Enable Compute Cluster to set up a containerized platform for all data services.

Q Enable Compute Cluster
T bernet

After completing the step for Data Access and Data L ake Scaling, configure the networking settings for Kubernetes
with either selecting the Private Kubernetes Cluster or providing Authorized | P Ranges on the Region,
Networking and Security page. Worker Node Subnets are automatically pre-filled with the same set of subnets
provided in Network section, but you have the option to not use al of the available subnets.

Kubernetes

(L Private Kubernetes Cluster

Kubernetes API Server Authorized IP Ranges

‘ © Please select a network subnet first in the Network section!

Worker Node Subnets™

| -] @

For more information about creating your environment, see the Register environment (Ul) documentation.

Run the following command to create the Compute Cluster enabled environment:

cdp environnents create-aws-environnent
--environnent - name [ ***ENVI RONMENT NAME***] \
--credential -name [***CREDENTI AL NAMVE***] \

--region [***REG ON***] \

--security-access [***SECURI TY CONTROL CONFI GURATI ONS***] \
--authentication [***PUBLI C SSH KEY***] \

--1 0g-storage [*** STORAGE CONFI GURATI ONF**] \

--enabl e- conput e-cl uster \

--conput e-cl uster-configuration \

privat eC ust er =f al se, \

kubeApi Aut hori zedl pRanges=[ ***Cl DR1***], [ *** Cl DR2** *]
wor ker NodeSubnet s=[ *** SUBNET1***] , [ *** SUBNET2* * * ]

cdp environnents create-aws-environnent
--environnent - name [ ***ENVI RONVENT NAME***] \
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--credential -nane [***CREDENTI AL NAME***] \

--region [***REG ON***] \

--security-access [***SECURI TY CONTROL CONFI GURATI ONS***] \
--authentication [***SSH KEY***] \

--l og-storage [***STORAGE CONFI GURATI ONF**] \

- -enabl e- comput e-cl uster \

--conput e-cl uster-configuration \

privat eC uster=true

wor ker NodeSubnet s=[ *** SUBNETL1***] , [ *** SUBNET2* * * ]

After the command runs, you can verify if the environment was successfully created with the default Compute Cluster
with using the following commands:

» Describing the environment:

cdp environnments describe-environment --env-nane-or-crn [***ENVI RONVENT
NAME OR CRN***]

"awsConput ed ust er Confi guration": {
"privateC uster": false,
"kubeApi Aut hori zedl pRanges": |

"0.0.0.0/0"
]

"enabl eConput eC uster": "true"

» Listing Compute Clusters:

cdp conpute list-clusters --env-nane-or-crn [***ENVI RONVENT NAME OR
CRN***]

IE Note: FreelPA must be created and running before the default Compute Cluster is created.

Y ou can use the following command to retry the environment creation with the default Compute Cluster:

cdp environnents initialize-aws-conmpute-cluster
--envi ronment - name [ *** ENVI RONVENT NAME***] \
--conput e-cl uster-configuration \

privat eC uster =fal se, \

kubeApi Aut hori zedl pRanges=[ ***ClI DRL***] , [ *** Cl DR2***]
wor ker NodeSubnet s=[ *** SUBNET1***] , [ *** SUBNET2* * *]

cdp environnents initialize-aws-conmpute-cluster
--envi ronment - name [ *** ENVI RONVENT NAME***] \
--conput e-cl uster-configuration \

privat eC uster=true

wor ker NodeSubnet s=[ *** SUBNET1***], [ *** SUBNET2* * *]
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In case you already have an environment, but would like to have your services to run on the containerized platform
enabled by Compute Clusters, you can add the default Compute Cluster to your existing environment.

Required resource role: EnvironmentAdmin
Before you begin
¢ Ensurethat the environment has no default Compute Cluster provisioned.

e Ensurethat the environment is started and available.
« Ensurethat IAM permissions are correctly set up during the environment creation.

For more information, see Setting up Compute Cluster IAM permissions.

1. Navigate to your environment.
2. Click Compute Clusters.

The following message will indicate that Compute Cluster are not enabled for your environment:

@ Data Lake Details

NAME NODES SCALE QUICK LINKS
dwx-fshOce Q2 "o Qo Light Duty @ Atlas @ Ranger @ Data Catalog

STATUS STATUS REASON CRN

@ Running Datalake is running

Data Hubs Data Lake FreelPA Compute Clusters Cluster Definitions Summary

In order to run Compute Clusters, this Environment needs to be upgraded.

With Compute Clusters enabled, you will have a standard, uniform Kubernetes platform.

Enable Compute Clusters

3. Click Enable Compute Clusters.
4. Provide the necessary networking information for the K uber netes cluster.

a. If you need to create a Private Cluster, enable Private Kubernetes Cluster to create a private cluster that blocks
all accessto the APl Server endpoint.

b. If you do not need to create a Private Cluster, provide the CIDRs to the Kubernetes APl Server Authorized IP
Ranges field to specify a set of | P ranges that will be allowed to access the Kubernetes API server.

c. Worker Node Subnets are automatically pre-filled with the same set of subnets provided during environment
registration, but you have the option to not use all of the available subnets.
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5. Click Submit.

Y ou will be redirected to the Compute Cluster stab, where you can track the creation process of the default
Compute Cluster.

@ Data Lake Details

NAME NODES SCALE QUICK LINKS
liftie-fuikxh @2 wo Qo Custom © Atlas @ Ranger @ Data Catalog

STATUS STATUS REASON CRN

@ Running Datalake is running

Data Hubs Data Lake FreelPA Compute Clusters Cluster Definitions Summary
e Compute Clusters &
Q @® Add Compute Cluster

Status Name { CRN
QO Creating clusterLifecycle_1727210569747999282 jm}

1-10f1 Items per page: | 25 v

Run the following command to add the default Compute Cluster to the environment:

cdp environnents initialize-aws-compute-cluster
--environnent - name [ ***ENVI RONVENT NAME***] \
--conput e-cl uster-configuration \

privat eC ust er =f al se, \

kubeApi Aut hori zedl pRanges=[ ***Cl DRL***] , [ *** Cl DR2* * *]
wor ker NodeSubnet s=[ *** SUBNET1***] , [ *** SUBNET2* * *]

cdp environnents initialize-aws-compute-cluster
--environnent - name [ ***ENVI RONVENT NAME***] \
--conput e-cl uster-configuration \

privat eC uster=true

wor ker NodeSubnet s=[ *** SUBNET1***] , [ *** SUBNET2* * * ]

The environment will have COMPUTE_CLUSTER_CREATION_IN_PROGRESS status. Y ou can use the following
command to check the status of the environment creation, the statusReason field will contain the information about
the process:

cdp environnments descri be-environnment --env-nanme-or-crn [***ENVI RONVENT NAVE
OR CRN***]

For more detailed status information about the cluster creation, you can use the following command:

cdp conpute list-clusters --env-nane-or-crn [***ENVI RONVENT NAME OR CRN***]

Y ou can add as many additional Compute Clusters as required beside the default Compute Cluster using Management
Console or CDP CLI.

Required role: EnvironmentAdmin
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Y ou can create additional Compute Clusters beside the default Compute Cluster using Management Console.

1. Navigate to your environment.
2. Select Compute Clusters tab.
3. Click Add Compute Cluster.

The Add Compute Cluster wizard appears.
Add Compute Cluster
(9 / liftie-v2 / Compute Clusters / Add Compute Cluster
Environment
liftie-v2

(. |

Description

| /,
Add Cluster Cancel

4. Provide a Nameto the cluster, and optionally a Description.
5. Click Add Cluster.

Y ou will be redirected to the Compute Cluster s tab, where you can track the creation process of the additional
Compute Cluster.

Y ou can use the following CDP CLI command to create additional Compute Clusters after the default Compute
Cluster is created:

cdp conpute create-cluster
--environment --env-nane-or-crn [***ENVI RONVENT NAME OR CRNF**] \
--nane [***CLUSTER NAME***]

After the command runs, you can verify if the additional Compute Cluster creation was successful using the following
command:

cdp conpute list-clusters --env-name-or-crn [***ENVI RONVENT NAME OR CRN***]

The additional Compute Cluster status should bein RUNNING state.

After creation, you can view the Compute Cluster details, manage the access of the clusters, download the
Kubeconfig file, and delete the created additional Compute Clusters.

Required resource role: EnvironmentAdmin or Owner

Required account role: lamViewer
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1. Click onthe Name of the Compute Cluster.
Y ou will be redirected to the Cluster Details page.

On the Cluster Details page, you can view the Status, Creation Date, Created By, Description and CRN of the
Compute Cluster.

2. Click Actionsto open the drop-down menu.
Ij Note: Ensurethat you have one of the following rolesto access the Actions menu

¢ EnvironmentOwner or EnvironmentAdmin
¢ ClusterCreator or ClusterOwner

a. Click Manage Accessto update the list of users who have access to manage the Compute Cluster and useit for
installing Data Services.

1. Click Update roles to update the Resour ce Role of a user or group.

Y ou can assign the Owner resource role to a user or group to provide permission to manage the Compute
Cluster and install serviceson it.

b. Click Kubernetes Access to grant access for users to the Kubernetes API server.

1. Enter the User ARN.
2. Click Grant Access.

Y ou also have the option to Download the Kubeconfig from this page.
c. Click Delete Compute Cluster, if you no longer need the additional Compute Cluster.
Warning: Ensurethat the data services running on the Compute Cluster are deleted before deleting
the Compute Cluster itself.

1. Confirm the deletion of the additional Compute Cluster by clicking Remove.
3. Click Networking tab to view the subnet information of the Compute Cluster.

a
Click 4 to update the Kubernetes APl Server Authorized | P Ranges.
Ij Note: Ensurethat you have one of the following rolesto access the Actions menu

¢ EnvironmentOwner or EnvironmentAdmin
¢ ClusterCreator or ClusterOwner

1. Add or remove the CIDRs, and click Save.
4. Click Encryption tab to view the encryption key of the Compute Cluster.

5. Click Node Groupstab to have an illustrated overview of the resource utilization of the different services running
on the Compute Cluster.

6. Click Compute Cluster Version to view the Kubernetes and Insfrastructure Service versions of the cluster.
7. Click Logsto check the different events of the Compute Cluster.

Once an environment exists, you can access it from the Management Console.
Required role: EnvironmentUser, EnvironmentAdmin, or Owner

Steps
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1. To access an existing environment, navigate to Management Console > Environments and click on your
environment.

2. Click on the Summary tab to access environment details.
3. You can monitor the status of your environment from this page.

You can aso list available environments from CDP CL I using the cdp environments  list-environments
command. For example:

cdp environnents |ist-environnents

{
"envi ronments": |
{
"envi ronment Nane": "cdp-deno",
"crn": "crn:altus:environnents: us-west-1: c8dbde4b- ccce- 4f 8d-

ab81- 830970ba4908: envi ronnent : d3361b40- 39ab- 4d87- bd5b- abc15f 16b90c",
"status": "DELETE_FAI LED',
"region": "us-east-2",
"cl oudPl atform': "AWS",
"credential Name": "cdp-denmo",
"description": "Cdp denpn"

"envi ronment Nane": "cdp- new',

"crn": "crn:altus:environnments: us-west-1: c8dbde4b- ccce- 4f 8d- a5
81-830970ba4908: envi r onnent : 1d2bacde- 5¢96-47c1- a597- 9f 276b824028",

"status": "AVAI LABLE",

"region": "us-east-2",
"cloudPl atform': "AWS",
"credential Name": "cdp-denmp",

"description": ""
}
To get more information about a specific environment, you can use the following commands:

cdp environnents describe-environment --environnment-nanme <val ue>

cdp environnents get-id-broker-mappi ngs --environment-nane <val ue>

Accessing Data L ake services
Understanding Data L ake details
Understanding Data Hub cluster details
Managing Freel PA

Thistopic lists al possible environment status options for the Ul and CLI and explains what they mean.

Environment creation

CREATION_INITIATED Environment creation request was registered in the database and CDP
is starting the environment creation flow.

ENVIRONMENT_INITIALIZATION_IN_PROGRESS Setting up the region and network metadata (public/private and cidr).
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Monitoring an environment

Environment status Description

ENVIRONMENT_VALIDATION_IN_PROGRESS

Setting up the region and network metadata (public/private and cidr).

NETWORK_CREATION_IN_PROGRESS

If the user chose the create new network option, then CDP creates the
network on cloud provider side.

PUBLICKEY_CREATE_IN_PROGRESS

If the user choose the create new SSH key option, then CDP creates the
SSH key on cloud provider side.

FREEIPA_CREATION_IN_PROGRESS

Creating the Freel PA resources for an environment.

Environment update

UPDATE_INITIATED

Environment update was requested and CDP is starting the update flow
(network update, load balancer update, SSH key update).

Environment deletion

DELETE_INITIATED

Environment deletion request was registered and CDP is starting the
deletion flow.

NETWORK_DELETE_IN_PROGRESS

If the user chose the create new network option, then CDP deletes the
network on cloud provider side.

PUBLICKEY_DELETE_IN_PROGRESS

If the user choosing the create new SSH key option, then CDP deletes
the SSH key on cloud provider side.

FREEIPA_DELETE_IN_PROGRESS

Deleting the Freel PA resources for an environment.

EXPERIENCE_DELETE_IN_PROGRESS

Deleting al the attached clusters (CDW, CML, and so on).

RDBMS DELETE_IN_PROGRESS

Deleting al the provisioned RDS instances that are related to an
environment.

CLUSTER_DEFINITION_DELETE_PROGRESS

Deleting all the cluster definitions that are created for an environment.

UMS_RESOURCE_DELETE_IN_PROGRESS

Deleting all the related UM resources for an environment.

IDBROKER_MAPPINGS_DELETE_IN_PROGRESS

Deleting al the IBroker mapping for an environment.

S3GUARD_TABLE_DELETE_IN_PROGRESS

Deleting all the Dynamo DB tables for an environment.

DATAHUB_CLUSTERS DELETE_IN_PROGRESS

Deleting al the attached Data Hub clusters.

DATALAKE_CLUSTERS DELETE_IN_PROGRESS

Deleting the attached Data L ake cluster.

ARCHIVED

Environment has been deleted (not shown on the Ul).

Environment is running

AVAILABLE

Environment is available (ready to use).

Environment process failed

CREATE_FAILED

Environment creation failed (Detailed message in the statusReason).

DELETE_FAILED

Environment deletion failed (Detailed message in the statusReason).

UPDATE_FAILED

Environment update failed (Detailed message in the statusReason).

Environment stop

STOP_DATAHUB_STARTED

Stopping all the Data Hub clustersin an environment.

STOP_DATAHUB_FAILED

Stopping al the Data Hub clustersin an environment failed (Detailed
message in the statusReason).

STOP_DATALAKE_STARTED

Stopping the Data L ake cluster in an environment.

STOP_DATALAKE_FAILED

Stopping the Data L ake cluster in an environment failed (Detailed
message in the statusReason).

STOP_FREEIPA_STARTED

Stopping the Freel PA instances in an environment.

STOP_FREEIPA_FAILED

Stopping the Freel PA instancesin an environment failed (Detailed
message in the statusReason).

ENV_STOPPED

Environment was successfully stopped.
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Environment status Description

Environment start

START_DATAHUB_STARTED Starting all the Data Hub clustersin an environment.

START_DATAHUB_FAILED Starting all the Data Hub clustersin an environment failed (Detailed
message in the statusReason).

START_DATALAKE_STARTED Starting the Data Lake cluster in an environment.

START_DATALAKE_FAILED Starting the Data Lake cluster in an environment failed (Detailed
message in the statusReason).

START_FREEIPA_STARTED Starting al the Freel PA instances in an environment.

START_FREEIPA_FAILED Starting all the Freel PA instances failed in an environment (Detailed
message in the statusReason).

START_SYNCHRONIZE_USERS STARTED Starting user sync for al the clustersin an environment.

START_SYNCHRONIZE_USERS FAILED Starting user sync for al the clustersin an environment failed (Detailed

message in the statusReason).

Freel PA instance deletion

FREEIPA_DELETED_ON_PROVIDER_SIDE The Freel PA instance has been deleted on cloud provider side.

Load balancer

LOAD_BALANCER_ENV_UPDATE_STARTED Start updating the LoadBalancer on Data Lake in an environment.

LOAD_BALANCER_ENV_UPDATE_FAILED Failed to update the LoadBalancer on Data Lake in an environment
(Detailed message in the statusReason).

LOAD_BALANCER_STACK_UPDATE_STARTED Start updating the LoadBalancer on Data Hubs in an environment.

LOAD_BALANCER_STACK_UPDATE_FAILED Failed to update the LoadBalancer on Data Hubs in an environment

(Detailed message in the statusReason).

Stop and restart an environment

Y ou can stop an environment if you need to suspend but not terminate the resources within the environment. When
you stop an environment, all of the resources within the environment are also stopped, including Data L akes and Data
Hubs. Y ou can aso restart the environment.

f War ning:
The Machine Learning service does not support environment stop and restart. This meansthat if ML
workspaces are running or expected to be provisioned within an environment, then the environment should
not be stopped. If done, this will disrupt running CML workspaces and prevent successful provisioning of ML
workspaces in the environment.

Required role: EnvironmentAdmin or Owner

Steps

For CDP UI

1. Navigate to the environment in Management Console > Environments.
2. Click Actions Stop Environment and confirm the action.

3. Torestart the environment, click Actions Start Environment .

Warning: We have not tested or certified restarting the environment while Cloudera Data
Engineering (CDE) is running.

For CDP CLI
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Use the following command to stop an environment:
cdp environnents stop-environment --environnent-nanme <ENVI RONVENT NAME>
Use the following commands to start an environment:

cdp environnents start-environnent --environment-nanme <ENVI RONMENT _NAVE>
[--with-datahub-start]

Use the following commands to start an environment and all Data Hubs running in it:

cdp environnents start-environnent --environnent-name <ENVI RONMENT NAVE>
--W t h-dat ahub-start

Deleting an environment terminates all resources within the environment including the Data L ake.
Before you begin

To delete an environment, you should first terminate all clusters running in that environment.
Required role: Owner or PowerUser

Steps

1. In Management Console, navigate to Environments.
Click on your environment.
3. Click Actions Delete and confirm the deletion.

¢ Check the box next to "'l would like to delete all connected resources’ if you have Data Lake and Data Hub
clusters running within the environment. This will delete the Data Lake and Data Hub clusters together
with the rest of the environment.

N

Note: The"l would like to delete all connected resources' option does not delete any Data
Warehouse or Machine Learning clusters running within the environment, so these always need to
be terminated prior to environment termination.

¢ Check the box next to "I understand this action cannot be undone". This is required.

4. Click Delete.

When terminating an environment from the CDP CL I, you need to first terminate the Data L ake:

1. Terminate the Data Lake using the following command:

cdp dat al ake del et e-dat al ake --dat al ake- nanme <val ue>

2. Wait until the Data L ake terminates before proceeding. Use the following commands to check on the status of
Data L ake:

cdp dat al ake get-cluster-host-status --cluster-nane <val ue>

cdp dat al ake |i st-dat al akes

39



CDP Public Cloud Management Console Cleaning up afailed environment

3. Delete the environment using the following command:

cdp environnents del et e-environment --environnent-name <val ue> --cascadi
ng

The --cascading option deletes or Data Hubs running in the environment.

If environment deletion fails, you can:

* Repeat the environment deletion steps, but also check "1 would like to force del ete the selected environment”.
Force deletion removes CDP resources from CDP, but leaves cloud provider resources running.

« Clean up cloud resources that were left on your cloud provider account. See Cleaning up afailed AWS
environment.

Only the resources that were provisioned as part of the environment are deleted. For example, if a new network was
created by CDP for the environment, the network will be deleted; But if you provided your existing network, it will
not be deleted as part of environment del etion.

When environment creation fails, you should delete the environment. If environment termination fails, you should
clean up any resources that might have already been created on your AWS account.

When environment creation fails, you should delete the environment by using the steps described in Delete an
Environment.

If environment termination fails, you should clean up any resources that might have already been created on your
AWS account. To do this:

1. Navigatetothe AWS Management Console your region CloudFormation .
2. Usethe search box to find the stacks corresponding to your Data L ake cluster and Freel PA server.

The CF stacks use the following naming convention:

e The DatalLake cluster stack uses the name that you provided for your data lake
e The Freel PA server stack uses the name that you provided for your environment
3. Delete the CloudFormation stacks corresponding to your Data L ake and Freel PA server instances:

[0 ddr_poweruser/dblalek@cioud... > Ireland
CloudFormation X CloudF on > Stacks: Inardai-sdx-temn
N | ln dai-sdx-termination-test-5225
O = (26) C

= s = % Delete Update Stack actions ¥ Create stack

Drifty
StackSets Active v Stack info Events Resources Outputs Parameters Template Change sets
Exports D View nested 1 -
Designer Inardai-sdx-termination-test-5 o Ty view (&

223

Previous console

sdera Data Platform cluster on AWS.
Feedback

qui-test-2120rc 121-0596b-261

(2 CREATE_COMPLETE
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Y ou can add additional subnets to an existing environment. These subnets will only be used for all Data Hub clusters
created within the environment in the future.

Before you begin

These steps assume that you have already created the subnets that you want to add to the environment.
Required role: EnvironmentAdmin or Owner

Steps

Navigate to Management Console > Environments and select the environment you want to modify:
Click the Summary tab.
Scroll down to the Network section.

Click the E'f'?(edit) button, then click the Select Subnets pull down menu and select the subnet you want to add to
the Environment.

AwDh P

Click the (gave) button.
Y ou should see the new subnet listed in the Network section.

Note:

B The newly added subnets will not be used for any CDP services other than Data Hub. The newly added
subnets will only be used for the Data Hub clusters created within the environment after the new subnets
were added. All the existing environment resources such as the Data L ake, Freel PA, and any existing Data
Hub clusters will remain within the subnets originally defined during environment cresation.

Y ou can add additional security groupsto an existing environment. These security groups will be used for all Data
Hub clusters created within the environment in the future.

Before you begin

These steps assume that you have already created the security groups that you want to add to the environment.
Required role: EnvironmentAdmin or Owner

Steps

Navigate to Management Console > Environments and click on the environment you want to modify.
Click the Summary tab.
Scroll down to the Security Access section.

HwbdhpE

Click the E’f:';l(edit) button, then under Select Security Access Type select the Provide Existing Security Groups
option and select the security groups that you want to add to the Environment.
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Click the (sive) button.

Y ou should see the new security groups listed in the Security Access section.

Note:

IE The newly added security groups will only be used for the Data Hub clusters created within the
environment after the new security groups were added. All the existing environment resources such as the
Data Lake, FreelPA, and any existing Data Hub clusters will remain within the security groups originally
defined during environment creation.

Y ou can add an additional SSH public key to an existing environment. This SSH public key will be used for root
access to all Data Hub clusters created within the environment in the future.

Before you begin

These steps assume that you have already have the SSH key pair that you want to add.

Required role: EnvironmentAdmin or Owner

Steps

AW PR

Navigate to Management Console > Environments and click on the environment you want to modify.
Click the Summary tab.
Scroll down to the Advanced section.

Click the E’f'?(edit) button, then under Root SSH select New SSH public key and paste the SSH public key that
you want to add to the Environment. If your environment is on AWS, you can also select Existing SSH public key
and then select the SSH public key as long as you have previously uploaded it on AWS.

Click the (gave) button.

Note:

B The newly added SSH key will only be used for root access to the Data Hub clusters created within the
environment after the new SSH key pair was added. All the existing environment resources such asthe
Data L ake, Freel PA, and any existing Data Hub clusters will remain accessible viathe SSH key pair
originally defined during environment creation.

Y ou can change the credential attached to an environment as long as the new credential provides the required level of
access to the same AWS account as the old credential .

Reguired roles:

EnvironmentAdmin or Owner of the environment
SharedResourceUser or Owner of the credential

Steps

1. Logintothe CDP web interface.
2. Navigate to the Management Console.
3. Select Environments from the navigation pane.
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Click on a specific environment.
Navigate to the Summary tab.
Scroll down to the Credential section.

Click 'ﬁ to access credential edit options.
8. Select the new credential that you would like to use.

9.
Click @®

N o g s~

to save the changes.

If you would like to delete a credential from the CDP CLI, use:

cdp envi ronnents updat e-envi ronnment -credenti al --environnent-nanme <val ue>
--credenti al - name <val ue>

Y ou can optionally enable workload analytics so that diagnostic information about job and query execution is sent
to Cloudera Observahility for Data Hub clusters. Similarly, you can optionally enable logs collection so that logs
generated during deployments will be automatically sent to Cloudera.

Required role;

e PowerUser can set environment telemetry settings for the whole tenant.
« EnvironmentCreator can set environment telemetry settings during environment registration.
e EnvironmentAdmin or Owner can set environment telemetry settings for an existing environment.

If you enable workload analytics, diagnostic information about job and query execution is sent to Cloudera
Observahility for Data Hub clusters created within al environments. Thisis disabled by default and can be enabled:

* For the whole tenant:

* From the CDP web interface by navigating to Management Console>Global Settings>Telemetry, by turning
on the Enable Workload Analytics.

e Orfromthe CDP CLI using the following command:
cdp environnents set-account-telenmetry --workl oad-anal ytics

» For aspecific environment only:

< During environment creation from the CDP web interface, by turning on the Enable Workload Analytics
option under Logs Storage and Audits in the environment creation wizard.

« For an existing environment, from environment details > Telemetry by turning on the Enable Workload
Analytics.

» For an existing environment, from the CDP CL1 using the following command:

cdp environnments set-tel enetry-features --environment-nane <sone-nane> -
-wor kl oad- anal ytics

The environment-level setting overrides the tenant-level setting.
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Note:

E Only Data Hubs created after enabling workload analytics on an environment will send data to Cloudera
Observahility. Data Hubs created before workload analytics was enabled will not start sending data to
Cloudera Observability if workload analyticsis enabled for their parent environment.

If you enable cluster logs collection, logs generated during deployments will be automatically sent to Cloudera. This
is disabled by default and can be enabled:

* For the whole tenant:

« From the CDP web interface by navigating to Management Console>Global Settings>Telemetry, by turning
on Enable Cluster Logs Collection.

e Or fromthe CDP CLI using the following command:
cdp environnments set-account-telenetry --report-depl oynent -1 ogs
» For aspecific environment only:

» During environment creation from the CDP web interface, by turning on the Enable Cluster Logs Collection
option under Logs Storage and Audits in the environment creation wizard.

» For an existing environment, from environment details > Summary >Telemetry by turning on the Enable
Cluster Logs Collection.

e For an existing environment, from the CDP CLI using the following command:

cdp environnents set-tel enetry-features --environnment-nane <sonme-nane> -
-report-depl oynent - | ogs

The environment-level setting overrides the tenant-level setting.

By default, CDP sends collected service logs from VM nodes to the cloud storage that you provided for logs during
environment registration. In some cases, you may want to disable this for an existing environment.

Y ou can disable this option from environment details > Summary > Telemetry by turning off Enable Cloud Storage
Logging.

Note:
B Disabling this option will affect only Data Hub clusters created after the option was disabled.

Configure lifecycle management for logs on AWS

CDPincludes a set of default anonymization rules and allows you to define custom anonymization rulesin order to
remove sensitive information from CDP logs.

Use PCRE convention for writing custom anonymization rule patterns.
Anonymization rules are applied to the following logs:

« Cluster logs collected during deployments and automatically sent to Cloudera. See Enabling environment
telemetry.

» Diagnostics logs that can be collected for troubleshooting and sent to Cloudera Support. See Generating a VM-
based diagnostic bundle.
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E Note: Anonymization rules are only applied to environments created after the rules were added in CDP.

CDP includes a set of default anonymization rules that anonymize the following:

\b([A-Za-z0-9]|[A-Za-z0-9][A-Za-z0-9\- email @redacted.host Email addresses
\._J*[A-Z&a-z0-9])) @(([A-Za-z0-9] |[A-Za-Z][A-

Za-20-9\-]*[A-Za-z0-9))\.)+([A-Za-z0-9]|[A-

Za-20-9][A-Za-z0-9\-]*[A-Z&a-z0-9])\b

\d{ 4} [N\ 43 [MWINK 4 [Mw]\d 4} XXXX-XXXX-XXXX-XXXX Credit card numbers

\d{ 3} [N\ 2} [Mw]\af 4} XXX-XX-XXXX SSN

FPW\\sH\wW\W].* FPW: [REDACTED] Freel PA (workload) password
cdpHashedPassword=.*['] [CDP PWD ATTRS REDACTED] Hashed Freel PA (workload) password.

Use PCRE convention for writing anonymization rule patterns. For each pattern, come up with a replacement string.

Y ou can define custom anonymization rulesin CDP. The anonymization rules are only applied to environments
created after the rules were added in CDP.

Required role: PowerUser
Steps

1. Onceyou have created the rules, navigate to CDP web interface > Management Console > Global Settings >
Telemetry > Anonymization rules.

2. Default rules are pre-popul ated.
Click on New rule and add a pattern and replacement string for your rule. Repeat for multiple rules.
4. Test the rules from the same page on the Ul under Test rules:

w

a. Under Input text paste an example text with sensitive content that should get anonymized by the rules that
you added.
b. Click Test al rules.

c. The sensitive content should be removed nad replaced in the output printed in the Anonymized result text
box.

5. Click Save Changes.
E Note:
Y ou can use the Set defaults button if you would like to revert to the default rules.

1. If youwould like to add new rules, you should first prepare the patterns and replacement strings, and then test
them with the following command:

cdp environnents test-account-telemetry-rules --cli-input-json {
“"testlnput": "Email: myenmil @l oudera. cont',
"rules": [

45



CDP Public Cloud Management Console Adding a customer managed encryption key to a CDP environment
running on AWS

"value": "\\b([A-Za-z0-9]|[ A Za-z0-9][A-Za-z0-90\\-\\. J*[A-
Za-z0-9]) @ ([ A-Za-z0-9] | [ A- Za- z] [ A- Za- z0- 9\ \ - ] *[ A- Za- z0- 9] )\ \ . ) +([ A- Za-
z0-9] | [ A-Za-z0-9] [ A-Za-z0-9\\ -] *[ A-Za-z0-9] )\ \ b",

"repl acenent": "emil @ edact ed. host ™"

}

}
2. Run the following command to get your current telemetry settingsin JSON format:

cdp environnents get-account-tel emetry

3. Copy the JSON file that you obtained in the output of this command and paste it into atext editor.
4. Update the JSON file, updating the settings or adding new rules.

Note:

E Make sure to preserve al the existing rules, or else they will be deleted. Also, make sure to pass the
workloadAnalytics and cloudStoragel ogging parameters. If you don’t pass al of the parameters, the
parameters that are not passed will get reset to their default values.

5. Once you have the JSON file updated, run the cdp environments set-account-tel emetry command. For
example:

cdp environnents set-account-telemetry --cli-input-json {
"wor kl oadAnal ytics": true,
"cl oudSt or ageLoggi ng": true,
"rules": |

"value": "\\b([A-Za-z0-9]|[ A Za-z0-9][A-Za-z0-9\\-\\. ]*[A-
Za-z0-9]) @ ([ A-Za-z0-9] | [ A- Za- z] [ A- Za- z0- 9\ \ - ] *[ A- Za- z0- 9] )\ \ .) +([ A- Za-
z0-9] | [ A- Za- z0-9] [ A- Za-z0-9\\ - | *[ A- Za- z0- 9] )\ \ b",

"repl acement”: "enail @edact ed. host"

}

By default, Data L ake and Freel PA's Amazon Elastic Block Store (EBS) volumes and Relational Database Service
(RDS) are encrypted using a default key from Amazon's KMS, but you can optionally configure encryption using
Customer Managed Keys (CMK). Data Hubs inherit environment's encryption key by default but you have an option
to specify adifferent CMK during Data Hub creation.

Amazon offers the option to encrypt EBS volumes and RDS instances using a default key from Amazon's Key
Management System (KM S) or using an external customer-managed KMS. By default, Data L ake and Freel PA are
encrypted using the default key from Amazon’s KMS present in the region where the environment is running, but you
can provide a customer-managed KM S key instead of the default key.

By default, Data Hubs use the same default key from Amazon’s KMS or CMK as the parent environment but you
have an option to pass a different CMK during Data Hub creation.

Encryption is configured for block devices and root devices. When encryption is configured for agiven cluster, it is
automatically applied to al the disk devices of any new VM instances added as aresult of cluster scaling or repair.

This documentation covers the following topics:

* AWSdisk encryption options
* AWSprerequisites for usinga CMK
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* Registering anew AWS environment and specifying a CMK
* Adding aCMK to an existing AWS environment

To learn about encryption options that CDP offers for Data L ake, Freel PA, and Data Hubs, refer to Environment and
Data Hub encryption options.

Y ou can use your existing AWS CMK or create anew AWS CMK.
For detailed requirements, refer to AWS Requirements: Customer managed encryption keys.

Y ou can specify an existing customer managed key (CMK) during AWS environment registration and the encryption
key will be used to encrypt the EBS volumes and RDS instances running in the environment.

Steps

Y ou can register your environment as described in Register an AWS environment from CDP Ul, just make sure
that on the Data Access and Audit page you enable the following:

1. Under Customer-Managed Keys, click Enable Customer-Managed Keys.
2. Inthe same section, select the CMK:

The following screenshot shows the Ul options:

& Customer Managed Encryption Keys

c..

Solect Encryption Key®

Y ou can use your usual CDP CLI command to create an environment with a CMK, just add the --encryption-key-
arn parameter and provide the encryption key created earlier.

Use the following CDP CLI command to create an environment with the encryption key created earlier. Replace
the placeholders with actual values. For example <ENVIRONMENT-NAME> should be replaced with an actua
name. The parameter important for this feature are highlighted:

cdp environnents create-aws-environnent \
--envi ronnent - nane <ENVI RONVENT- NAME> \
--credenti al - name <EXI STI NG_CREDENTI AL> \
--region "<REG ON>" \

--security-access cidr=<ClDR> \

--aut hentication publicKeyld="<SSH KEY>" \
--1 0g-storage storagelLocati onBase=<BUCKET_ URL>, i nst ancePr of i | e=<| DBROKE
RIP>\

--vpc-id <VPC | D>\

--subnet -ids <SUBNETS \
--encryption-key-arn <ENCRYPTI ON_KEY_ARN>

The ARN of the encryption key created earlier should be passed in the parameter --encryption-key-arn
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If the customer-managed encryption key ARN is not passed, then the AWS region-specific default encryption key
isused for encrypting EBS volumes and RDS instances.

Y ou can obtain more complete commands using the instructionsin Obtain CLI commands for registering an
environment.

You can set aCMK for an existing environment. The CMK will be only used for encrypting disks of Data Hubs
created after the CMK was added.

Note:
B The CMK added to an existing environment will only be used for encrypting disks of Data Hubs created after
the CMK was added. Data L ake and Freel PA disks and databases are not encrypted with the CMK.

Steps

Y ou can add an encryption key for an existing environment that does not have an encryption key set by navigating
to the Summary page of the environment.

1. Inthe Management Console, navigate to Environments and click on the environment for which you would like
to set aCMK.

Click on the Summary tab.

Scroll down to the Customer Managed Encryption Key section.

If no CMK has been set, you will see a message stating that there is no customer-managed key enabled.
Click on the edit button in the top right corner of the tab.

Click on the toggle button next to Enable Customer-Managed Keys to enable adding a CMK.

Provide the encryption key ARN. Y ou can copy and paste it from AWSKMS:

No ak~wbd

& Customer Managed Encryption Key *

CMKs added after the environment is running will only be

ot Data Hubs provisioned after the CMK has

o Enable Customer-Managed Keys

Select Encryption Key™

Cancel

8. Click Save.

Y ou can add an encryption key for an existing environment that does not yet have encryption enabled.

cdp environnents updat e- aws-di sk-encrypti on-paraneters \
--envi ronnent - nane <ENVI RONVENT _NAME>
--encryption-key-arn <CVK_ARN>
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By default, CDP provisions Data L ake, Freel PA and Data Hubs in asingle AWS availability zone (AZ), but you can
optionally choose to deploy them across multiple availability zones (multi-AZ). It is possible to enable it either for all
or some of these components.

Each AWS region has multiple availability zones, which act as failure domains, preventing small outages from
affecting entire regions. By default, a CDP environment (Freel PA and Data Lake) and Data Hubs running in it are
deployed across one subnet, meaning that each of them has VMs spread across a single availability zone (ason AWS
every subnet isrelated to asingle availability zone). Thisisillustrated in the following diagram, where al of the
resources run in the eu-central region, and each of themisin a different subnet and availability zone (eu-central-1afor
the Freel PA, eu-central-1b for the Data L ake, and eu-central-1c for the Data Hubs):

REGION: eu-central

FreelPA

subnetl in AZ-1a

Data Lake

subnetZ in AZ-1b

—

CDP !

Management BEEE

Console )
Data Hub

subnet3 in AZ-1¢

If you choose to deploy your CDP environment (Freel PA and Data Lake) and Data Hubs across multiple subnets
and availability zones, each of these components is spread across three or more availability zones, providing high
availability and fault tolerance. Thisisillustrated in the following diagram, where each of the components (Freel PA,
Data L ake, and Data Hubs) is deployed across multiple subnets and multiple availability zones: eu-central-1a, eu-
central-1b, and eu-central-1c:
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REGION: eu-central

FreelPA Data Lake Data Hub

subnetl in AZ-Ta

- subnet? in AZ-1h

—_—
CDP . M

Management
Console

subnet3 in AZ-1c

The Data L ake deployed in this setup is the enterprise Data L ake, which has enough nodes to utilize multiple
availability zones for providing high availability and fault tolerance.

Multi-AZ can be enabled for Data Lake, Freel PA, and Data Hubs. It is possible to enable it either for all or some of
these components.

Instances within a host group are distributed across availability zones equally, with the least used availability zone(s)
preferred. For example, if there is a group of instances across three availability zones with 100 instancesin AZ-1,
30in AZ-2 and 30in AZ-3, when an upscale of 10 nodesis requested, CDP provisions 5 instancesin AZ-2 and 5in
AZ-3.

When afailure happens and a cluster needs to be repaired, the replacement VMs are always provisioned in the same
subnet and availability zone as the old ones since the detached disks can only be reattached to aVM in the same
availability zone. This meansthat if there is an availability zone outage, cluster repair is not possible.

A multi-AZ Data Lake and Freel PA constitute aresilient environment that provides a solid basis for multi-AZ Data
Hubs and CDP data services. Data Hubs and CDP data services depend on the Freel PA instance in the Data Lake to
provide DNS resolution. Deploying Freel PA across multiple availability zones ensures that critical DNS resolution is
available in the event of an availability zone outage. Furthermore, an enterprise Data Lake provides high availability,
and additional compute and memory resources for key SDX services and is recommended for production workloads.

Deploying your Data Hubs across multiple availability zonesis key if your mission-critical applications depend on
HBase and Kafka. Multiple availability zone deployment for operational workloads is considered best practice by the
cloud vendors. It ensures that your applications can continue to run in the event of asingle availability zone outage.

When an entire availability zone fails, HBase automatically rebal ances regions among the remaining instances in the
cluster to maintain availability. The write-ahead log (WAL), which is replicated across the three availability zones
isautomatically replayed by the newly assigned region servers in other availability zones to ensure writes to the
database are not lost.

When using the multi availability zone feature, CDP ensures that Kafka replicates partitions across brokersin
different availability zones. During an availability zone failure this ensures that no datais lost and applications can
continue to access the data they need. Cruise Control, which is deployed alongside every Kafka cluster in CDP Public
Cloud, detects that topics need to be rebalanced to the remaining brokers. Once the availability zone is back online,
you can repair your Kafka cluster, restoring theinitial broker distribution across availability zones. Afterwards Cruise
Control kicksin and ensures that all topic partitions are balanced across the cluster.

The following limitations apply when deploying amulti-AZ CDP:
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e When an AZ isdown, you cannot create a new Data Hub, and create or activate CDP data services within the
environment. Existing workloads will continue to work.

e When an AZ isdown, you cannot resize, stop, or restart Data Hubs.

e When an AZ isdown, existing running workloads will continue to run. Some Data L ake services will still be
functioning (because they run across more than one AZ) but others may be down if the AZ where they are running
is down.

The following diagram shows how Data Lake services are distributed across AZs (assuming that there are 3 AZs
per region). The Data L ake services marked inred runin asingle AZ only and will be down if that AZ is down:

_ REGION: eu-central

Ranger TagSyne

)
!
Ranger UserSyne I
Zookeepler Server !
I
I

The following table shows which services aren’'t affected by an AZ outage (column 1 and 2) and those that may
potentially be affected (column 3):

Servicesrunning in al available AZs Services running in two AZs Servicesrunningin asingle AZ
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Datanode Atlas Server Cloudera Manager
HBase Gateway HDFS Failover Controller Ranger UserSync
HBase Master Hive Metastore Ranger TagSync
HBase Region Server |DBroker

HDFS Gateway Knox Gateway

HDFS Journal Node Namenode

Hive Gateway Ranger Admin

Kafka Broker Solr Gateway

Kafka Gateway Zookeeper Server

Solr Server

As shown in the diagram and the table, the following three services will be down if the AZ where they are running
is down:

« Cloudera Manager - When Cloudera Manager is down, you cannot perform administrative tasks that you
would normally perform via Cloudera Manager.

« Ranger UserSync - When Ranger UserSync is down, existing users are not impacted, but synchronizing
new usersto Ranger is disrupted. For example, if you add anew user and sync it to Freel PA while Ranger
UserSync is down, the newly added user will not be synced to Ranger and as a result the user will not be able
to access workload data.

« Ranger TagSync - When Ranger TagSync is down, existing tags and policies are not impacted, but
synchronizing new, updated, or removed tags with an external metadata service such as Apache Atlas and
creating Ranger policies with these tagsis disrupted.

» Single AZ environments or clusters cannot be converted to multi-AZ.

e While CDP CLI alowsyou to specify multiple subnets per Data Hub’ s host group, due to load balancer
reguirements only one subnet per AZ can be configured for the Cloudera Manager node group of the Data Hub
cluster.

e While by default CDP deploys Data Lake, Freel PA, and Data Hubs using CloudFormation, in case of the multi-
AZ setup no CloudFormation is used. This affects vertical scaling: After vertical scaling (for example during
cluster repair or upgrade) CDP always provisions the original instance types. For example, if you are using
vertical scaling runbooks, repair and upgrade operations will use the previous instance type and root volume
settings.

Multi-AZ can be enabled for Data Lake, Freel PA, and Data Hubs running on AWS. It is possible to enable it either
for all or some of these components.

To enable multi-AZ, you should register amulti-AZ CDP environment with an enterprise Data Lake. Y ou can also
create multi-AZ Data Hubs within any existing environment. Detailed steps are provided below.

Y ou can register amulti-AZ AWS environment via CDP Ul or CDP CLI. Y ou may choose to enable multi-AZ for
Data Lake only or for Freel PA only. There is no requirement to enable both.

Steps

Register your environment as usual, just make sure to do the following:

1. Onthe Data Access and Data Lake Scaling page, select the enterprise Data L ake.
2. On the same page, scroll down and in the bottom of the page enable the Advanced Options.
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3. Inthe Network and Availability section enable the Enable Multiple Availability Zones for Data L ake toggle
button in order to enable multi-AZ for Data Lake. The option is disabled by default. The option only appears
when an enterprise Data L ake is selected.

4. On the Region, Networking, and Security page, scroll down and in the bottom of the page enable the
Advanced Options.

5. Inthe Network and Availability section enable the Enable Multiple Availability Zones for Data L ake toggle
button in order to enable multi-AZ for Freel PA. The option is disabled by default.

Register your AWS environment via CDP CLI as usual, but when creating a template for the environment
registration commands, add the following to enable multi-AZ:

¢ Inthe environment creation command, add the multiAz=true to the --free-ipa option.
« Inthe Data Lake creation command, add the --multi-az option.
* Inthe Data L ake creation command, make sure to specify the enterprise Data L ake.

The following example illustrates these necessary additions, which are emphasized using bold typeface:

cdp environnents create-aws-environnent \

--environnent -nanme tb-nultiaz-env \

--credential -name tb-cldr-acc \

--region "eu-central -1" \

--security-access cidr=0.0.0.0/0\

--no-enabl e-tunnel \

--aut hentication publicKeyld="test" \

--1 0g-storage storagelLocati onBase=s3a://cb-group/test,instanceProfil e=ar
n:aws: i am:152413716728: i nst ance- profi | e/ nock-i dbr oker-adm n-rol e \

--vpc-id vpc-03e505817e3619238 \

--subnet -i ds subnet -013855b2gc32c2cd8 subnet - 02b9054ef 829374f e subnet -0
85c9f f 36b38c0b35 \

--free-ipa i nstanceCount ByG oup=3, mul ti Az=true

cdp environnents set-id-broker-mappi ngs \

--environnent-nanme tb-nmultiaz-env \

--data-access-role arn:aws:iam : 152413716728: rol e/ nbck-i dbr oker - adm n-
role \

--ranger-audit-role arn:aws:iam:152413716728: r ol e/ nock-i dbr oker - adm n-
role \

--set - enpt y- mappi ngs

cdp dat al ake creat e- aws- dat al ake \

--dat al ake-nanme tb-multiaz-dl \

--environnent -nanme tb-nultiaz-env \

--cl oud- provi der-configuration instanceProfil e=arn:aws:iam:15241371672
8:instance-profil e/ nock-idbroker-assuner, storageBucket Locati on=s3a://cb-
group/test \

--scal e ENTERPRI SE HA \

--runtime 7.2.12 \

--no- enabl e-ranger-raz \

--profile mwdev \

--multi-az

If you would like to create multi-AZ Data Hubs, see Creating a multi-AZ Data Hub on AWS.
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In the Management Console user interface, you can define tenant-level or environment-level custom tags across all
instances and resources provisioned in your organization’s cloud provider account.

When you create an environment or other resources shared across your cloud provider account, CDP automatically
adds default tags to the Cloudera-created resources in your cloud provider account. Y ou can also define additional
custom tags that CDP applies to the cluster-related resources in your account.

Y ou can use tags to protect the cloud resources of your CDP environment. Using the tags, you can exclude the
resources that should not be removed during housekeeping or security deletion activities that can result in data
corruption and data | oss.

Default tags

By default, CDP applies certain tags to cloud provider resources whenever you create the resource, for example an
environment.

CDP applies the following tags by default:

« Cloudera-Resource-Name: the workload-appropriate Cloudera resource name. For example, an IPA CRN for an
IPA, adatalake CRN for adatalake, or a DataHub CRN for a Data Hub cluster. This CRN serves as a unique
identifier for the resource over time.

» Cloudera-Creator-Resource-Name: Cloudera resource name of the CDP user that created the resource.

* Cloudera-Environment-Resource-Name: name of the environment with which the resource is associated.

Custom tags

There are two types of custom tags that you can define in the Management Console: tenant-level tags that apply to
Cloudera-created resources across your organization's entire cloud provider account, and environment-level tags.

In the Management Console user interface, you can define tenant-level tags across al instances and resources
provisioned in your organization's cloud provider account. These resources include not only provisioned instances,
but disks, networks, and other resources aswell. In your cloud provider account you can search or filter on either the
tag key or value. Tenant-level tags cannot be overridden during environment creation.

In addition to tenant-level tags, you can also define environment-level tags. Environment-level tags are inherited
by the resources specific to an environment. For example, environment-level tags are inherited by the following

resources:
*  FreelPA

+ Datalakes
+ DataHubs

o DataWarehouses
* Operational Databases

Aswith tenant-level tags, you can search or filter on the key tag or key value in your cloud provider account.

Note: CDP applies custom tags during creation of the resources. For example, you can only define
environment-level tags during environment registration. If you want to add or update cloud provider resource
tags, you must do so through the cloud provider API.

For more information about using tags on cloud provider resources, consult AWS, Azure, or Google Cloud
documentation. It isyour responsibility to ensure that your tags meet your cloud provider requirements.
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While some CDP services such as Data Hub inherit environment-level tags, others require that you add tags when
provisioning or enabling the data service. The following table shows how tags can be added for various CDP services:

DataLake
Freel PA

Data Engineering

Inherits tenant or environment level tags.
Inherits tenant or environment level tags.

Does not inherit tenant or environment level tags but you can define
tags when enabling CDE.

Data Hub Inherits tenant or environment level tags and you can add more tags
when creating a Data Hub.

Data Warehouse Inherits tenant or environment level tags.

DataFlow Inherits tenant level tags and you can add more tags when enabling
CDF.

Machine Learning Does not inherit tenant or environment level tags but you can define
tags when creating a CML workspace.

Operational Database Inherits tenant or environment level tags and you can add more tags
when creating a COD database via CLI.

Required roles: PowerUser can define tags for the whole tenant.

* EnvironmentAdmin or Owner can set environment telemetry settings for a specific environment.

Steps

1. Inthe Management Console, click Global Settings Tags .

2. Click Add.

3. Define both akey and avalue for the tag. Both the key and the value must be between 4- 255 characters, with the
following restrictions:

Key

Allowed characters are hyphens (-), underscores (_), lowercase letters, and numbers. Keys must not
start with ‘aws. Keys must start with alowercase letter and must not start or end with spaces.

Value

Allowed characters are hyphens (-), underscores (_), lowercase letters, and numbers. Vaues must
not start or end with spaces. Y ou can configure variables in the {{{variableName}}} format. The
following variables are supported for tenant-level tags:

4. Click Add,

{{{cloudPlatform}}} = AWS, AZURE or GCP

{{{userName}}} = CDP username

{{{userCrn}}} = Customer Resource Number (CRN) of CDP user
{{{creatorCrn}}} = CRN of CDP resource creator

{{{time}}} = Actual time

{{{accountld}}} = CDP account ID

{{{resourceCrn}}} = Generated string of CDP resource CRN

and if necessary repeat the process for additional tags.

B Note: Tenant-level tags are applied only to resources created after you define the tag. Any changes to the

tag

value do not propagate to existing resources that have the tag.

Y ou define environment-level tags during environment registration.
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Required roles: EnvironmentCreator can set tags for a specific environment during environment registration.

Steps

1. Inthe Management Console, click Environments Register Environment .

2. Proceed through the environment registration steps.
3. After you define data access, add any environment-level tags by clicking Add and defining the tag key and value.

Tagging your Amazon EC2 resources (AWYS)

CDP can use IMDSVv2 or IMDSv1 for accessing EC2 instance metadata from a running instance.

CDP currently uses IMDSv2 for accessing EC2 instance metadata on all newly created Data L akes, Freel PA clusters,
and Data Hubs, as long as an IMDSv2-compatible image is used. Prior to CDP supporting IMDSv2, Data L akes,

Freel PA clusters, and Data Hubs used IMDSv1; These clusters created with IMDSv1 can now be updated to IMDSv2
aslong as an IMDSv2-compatible image was used to create the cluster.

Y ou can update an existing Data L ake, Freel PA cluster and Data Hub that is currently using IMDSv1 to IMDSv2.
Thisis azero downtime operation and does not disrupt any existing processes or jobs

Prerequisites
The following prerequisites needs to be met:
* Image must be compatible with IMDSv2

Y ou can only update to IMDSVv2 if the image used for creating the cluster is compatible with IMDSv2. If the
image is not compatible or if acluster is already using IMDSv2, the Update to IMDSv2 button is grayed out:

CLOUD=RA
Management Cons

Environments

dberenyi-tst30

dberenyi-tst30 ' FreelPA ' Nodes

M Data Lake Details
NAME

dberenyi-tst30

O stopped

DataHubs  Datalake  FreelPA  Cluster Definitions

QX Freelpapetails
saTUS

O Stopped

FREEIPA CRN

Nodes Recipes Upgrade

Instance ID .

v [ i0f1a7967a0879d241 ©

Instance Details

INSTANCE TYPE

INSTANCE LIFE CYCLE

mslarge ONDEMAND @

sssss
Light Duty

B start || Actions

OAlas ORanger O Data Catalog

78-d57¢788cd1a9 ©

FQON

O stopped

SUBNET ID

subnet-072d4a31010af1bb

ipaserver0.dberenyi.xcu2-8yBx.wl.cloudera site ©

4bfag6-bo7a-4cf9-87b9-5550250178a7 @

AVAILABILITY ZONE
ewcentrabic

RECIPES ~ NODES

UPGRADE STATUS
Upgrade Available

10.84.204171 ©

IMDS VERSION

If you would like to check image compatibility manually, see Checking if cluster image is compatible with

IMDSv2 on page 58.
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* You may need to update recipes.
If you are using recipes, you need to update them first to ensure that they are compatible with IMDSv2. See:

» Update Freel PA recipes
e Update Data L ake recipes
« Update Data Hub recipes

For a quick check, you can search for usage of "169.254.169.254" | P in the recipe content (asthisisthe IP
pointing to the AWS IMDS). Y ou can find an example in the Retrieve instance metadata documentation. Y ou may
also want to review How Instance Metadata Service Version 2 works.

Required roles: EnvironmentAdmin or Owner of the environment

Steps

1. Inthe Management Console, navigate to Data Lake, Freel PA or Data Hub details.
2. Navigate to Nodes.
3. Theoption to Updateto IMDSv2 is available as follows:

D Hut iberenyi-tst30-dh ~ Nodes
dberenyi-tst30 dberenyitst30 dberenyitst30 '
S senvices
B cvu o) Hue 1@ Job History Server VY Livy Server % Name Node
%; Queue Manager HE Resource Manager 2% Spark History Server Token Integration & Zeppelin

Y cloudera Manager info
cMURL

rrrrrrrrrrr

17.p300.49883770 Command logs , Service logs

tps://10.84.182.76/dberenyi-tst30-dh/cdp-proxy/cmf/home 7110
Event History Nodes
1 Update To IMDSV2
ng
Endpoints (6) Master
Tag
Nodes > © i0cdsde7cedbc07a9 © Ostopped  dberenyitst30-dh-master0.dberenyi.xcu2-8yBx.wl.cloudera site © 10.84.18276 © CM Server
Network
= Ver
Comput:
Telem
> O 1-0354ea2b1169¢1007 Ostopped  db r dberenyi.xcu2-8yBxwl.cloudera site © 1084191196 ©
e L
g Gateway
There are no instances in this group.
= Ver
Worker
> ) 106628¢52b492bf577 © Ostopped b dh-worker0.dberenyi.xcu2-8y8xwl.cloudera.site © 10.84.181.170 ¢

4. The update should happen within afew seconds. Y ou can track the status in event history.

If you would like to verify that the update happened correctly, navigate to one of the EC2 instances in your AWS
console.

Once the update is complete, the Update to IMDSV2 button is grayed out.

Steps CLI
Use the following commands to update a cluster from IMDSv1 ro IMDSv2:
Data L ake:

cdp dat al ake updat e-t 0-aws-i mds-v2 --crn <SPECI FY_CRN>
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Freel PA:

Y_CR\>

Data Hub:

The update should happen within afew seconds.

cdp dat ahub updat e-to-aws-inds-v2 --crn <SPECI FY_CRN>

cdp environnents update-freei pa-to-aws-inds-v2 --environnent-crn <SPECI F

Checking if cluster image is compatible with IMDSv2

To check if the image is compatible, follow these steps:
Steps

For CDP Ul

2. Navigate to the Image details tab.
3. Click ontheimageID.
4

Image Catalogs / cdp-default ' 85e571ef-725e-4b3e-abee-...

Details of 85e571ef-725e-4b3e-a6ce-2¢2878ff207¢c image

uuip 85e571ef-725e-4b3e-abce-2¢2878ff207¢
0S Type RHEL8

Cluster Manager Version 7.12.0.0

Created On Apr 26,2024

Package Versions of 85e571ef-725e-4b3e-abce-2¢2878ff207c image

blackbox-exporter 0.19.0

cdp-logging-agent 1.3.2_b1

cdp-prometheus 2.36.2

cdp-telemetry 1.3.2_b1

cem_gbn 49762114

cfm_gbn 51325206

cm 7.12.0.0

composite_gbn 51474779

csa-dh_gbn 51461452

inverting-proxy-agent 3.0.7-b1

java 8

javal7 17.0.11

java8 1.8.0_412

node-exporter 1.3.1

psql11 11.22

python36 3.6.8-38.module+el8.5.0+12207+5¢5719bc
python39 3.9.16-1.module+el8.8.0+20025+f2100191.2
salt-bootstrap 0.13.6-2022-05-20T08:57:17

stack 7218

For CDP CLI

commands are as follows:

e cdp datahub describe-cluster
e cdp datalake describe-datalake
e cdp environment describe-environment

1. Inthe Management Console, navigate to your cluster.

Scroll down to Package Versions details of the image:

Description
Stack Name
Stack Version
Published On

cdh-build-number
cdp-minifi-agent
cdp-request-signer
cem

cfm
cloudbreak_images
cm-build-number

7.2.18.0 0S Update Release
Cloudera Runtime

7218

May 2, 2024

51297892

1.22.07

024

2.0.99.0-9

2.2.8.0-487
3972f928a2d08658b38feee0bf449c1bb43e7327
51300666

csa-dh 1.12.0.0-199

imds v2

inverting-proxy-agent_gbn 41924420

javall 11.0.23

java21 21.03

metering_agent 2.0.0

psql 14

psql14 14.11

python38 3.8.16-1.module+el8.8.0+18967+20d35%ae.1
salt 3001.8

source-image

ami-039ce2eddc1949546

5. Package versionsinclude avariable called “imds’. Find this variable and ensure that its value is “v2

1. You can use the describe CDP CLI command of the given cluster (Freel PA, Data Lake, Data Hub. The
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2. The response should contain image and image catalog JSON details.

Here is an example from image catalog where an image is compatible (note the "package-versions" section,
which includes “imds’ version. If thevalueis“v2”, theimage is compatible. For example, see the highlighted
“imds” section in the following image catalog file:

{

92"

"created": 1709942743,
“publ i shed": 1709951597,
"date": "2024-03-09",

"description": "Oficial C oudbreak inmage",
"images": {
" aV\BII: {

"eu-central -1": "am -0f aa3e25092764091",
"us-west-1": "am -043b94655f b95edf 1",
"us-west-2": "am -0f 9ed7da8f 775d00e"

}

os": "redhat 8",
os_type": "redhat 8",

uui d": "9b84a914- alba- 4856- 94a9- 3cf da722b0b8"
package-versions": {

"bl ackbox- exporter": "0.19.0",
"cdp-1 oggi ng-agent": "1.3.2_bl",
“cdp-mnifi-agent": "1.22.07",

“cdp- pronet heus": "2.36.2",
"cdp-request-signer": "0.2.4",
"“cdp-telenetry": "1.3.2 bl",

"cl oudbreak_i mages”: "8cf7cd165b58343011091c4908f 9f 796d4dceb

Ili r.r.dsll: "V2",
“inverting-proxy-agent": "3.0.7-b1",
"“inverting-proxy-agent _gbn": "41924420",
Ilj a.Va.ll : n 8Il

b

}

}

"javall": "11.0.21",

"javal7": "17.0.9",

"java2l": "21.0.2",

"java8": "1.8.0_392",

"metering _agent": "2.0.0",

"node-exporter": "1.3.1",

"psqgl ": "14",

"psqgl 11": "11.22",

"psql 14": "14.11",

"pyt hon36": "3.6.8-38. nodul e+el 8. 5. 0+12207+5¢c5719bc",
"pyt hon38": "3.8.16-1. nodul e+el 8. 8. 0+18967+20d359ae. 1",
"pyt hon39": "3.9.16-1. nodul e+el 8. 8. 0+20025+f 2100191. 2",
"salt": "3001.8",

"sal t-bootstrap": "0.13.6-2022-05-20T08:57: 17",
"source-i mage": "am -039ce2eddc1949546"

,ags": {
"fips-nmode": "disabled",
"hardeni ng": "cis_server_|1"
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Restricting access for CDP services that create their own
security groups on AWS

The security groups that you select to use during environment registration are only used for the Data L ake, Freel PA,
Data Hubs, and Operational Databases running in that environment. The Kubernetes-based CDP services (Data
Engineering, Data Flow, Data Warehouse, and Machine Learning) create their own security groups with rules that
should be restricted separately.

The following table explains where and when you can restrict these rules:

E Note: If you do not restrict these endpoints, CDP defaults to opening accessto al (0.0.0.0/0).

CDP service Type of accessthat can be
restricted

DataFlow

Admin access to the Kubenetes
API Server endpoint can be
restricted.

End user access can be restricted.

When and wheretorestrict

Restrict admin access to
Kubernetes endpoints during or
after enabling DataFlow viathe
Kubernetes APl Server Endpoint
Access setting.

Restrict end user access to the the
DataFlow endpoints during or
after enabling DataFlow viathe
Load Balancer Endpoint Access
setting.

Link torelated documentation

Enabling DataFlow for an
environment

Managing Kubernetes APl Server
user access

Data Engineering

Admin access to Kubenetes
endpoints can be restricted.

End user access can only be
restricted manually from the AWS
management console.

Restrict admin access to
Kubernetes endpoints during
enabling Data Engineering viathe
Whitelist |Ps parameter.

Restrict end user access manually

from the AWS management
console.

Enabling Cloudera Data
Engineering

and

Limiting Incoming Endpoint
Traffic for Data Engineering
Services

Data Warehouse

Both admin access to Kubernetes
endpoints and end user access
are always set to the same range
that can be set in environment
activation settings.

While the access to the
Kubernetes endpointsis a
combination of the Cloudera
Control Plane’s CIDR and your
CIDR provided in environment
activation settings, the access to
the end user access points (JDBC,
Ul) isonly your CIDR provided in
environment activation settings.

In Data Warehouse environment’s
activation settings.

Restricting access to endpointsin
AWS environments

and

Editing the IP CIDRsin the
trusted list for endpointsin AWS
environments
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https://docs.cloudera.com/data-engineering/cloud/enable-data-engineering/topics/cde-limiting-endpoint-traffic.html
https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-whitelisting-ips-access-2-environments.html
https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-whitelisting-ips-access-2-environments.html
https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-edit-whitelisted-ip-cidrs-for-endpoints.html
https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-edit-whitelisted-ip-cidrs-for-endpoints.html
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CDP service Type of accessthat can be When and wheretorestrict Link torelated documentation
restricted

Machine Learning There are two separate options, During ML workspace Provisioning ML Workspaces
one for admin access to provisioning, under Network
Kubernetes endpoints and another | Settings:

for end user access. e TheLoad Baancer Source

Ranges parameter can be used
to restrict end user access.

e Selecting the checkmark
Restrict access to Kubernetes
API server to authorized IP
ranges alows you to restrict
admin access to Kubernetes
endpoints.

Configure lifecycle management for logs on AWS

To avoid unnecessary costs related to Amazon S3 cloud storage, you should create lifecycle management rules for
your cloud storage bucket used by CDP for storing logs so that these logs get deleted once they are no longer useful.

Some examples of CDP logs stored in cloud storage are: cloudera server logs, cloudera agent logs, autossh logs,
freeipalogs, ranger audit logs, datahub services logs, datalake logs, cm management services logs, and so on. These
logs are mostly useful for troubleshooting, so they can be periodically deleted.

AWS allows you to set up lifecycle management rules for your S3 buckets. For example, you can set a specified
expiration period for a cloud storage location so that the filesin that location get deleted automatically on a scheduled
basis. Clouderarecommends that you do this for the cloud storage location that you provided to CDP for log storage.

Consider the following when setting up lifecycle management rules:

» Aslogs and data locations may overlap with each other (in case the same bucket or container is used for both),
ensure to use the correct path prefixesin order to delete only the logs. The prefixes are listed below.

*  When setting an expiration period, consider how long you would like to keep the logs to allow enough time for
troubleshooting. For example, in case your Data Lake, Freel PA or Data Hub cluster is ever down, you should be
able to access the logs for troubleshooting.

Prefixes based on AWS environment’s logs location base

Prior to creating lifecycle management rules in S3, review this information to ensure that you use the correct path.

Note:
E Path logic changed in February 2021. Starting in February 2021, the path automatically contains the cluster-
logs folder as a peer of the cluster-backups folder, creating a better structural separation between logs and

backups.
The“cluster-logs’ prefixis The“cluster-logs’ prefix is If your environment was
automatically generated if automatically generated if registered prior to February
a bucket name without any subdirectories are provided 2021: If you defined a
subdirectoriesisused aslogs sub-directory, then that
location subdirectory is used instead of
“cluster-logs’

L ogslocation provided during s3a://my-bucket/ s3a://my-bucket/my-dI s3a://my-bucket/my-dI

environment registration

FreelPA prefix for lifecyclerule | cluster-logs/freeipa my-di/cluster-logs/freeipa my-di/freeipa

Datal ake prefix for lifecyclerule | cluster-logs/datalake my-dl/cluster-logs/datalake my-di/datalake

DataHub prefix for lifecyclerule | cluster-logs/datahub my-dl/cluster-logs/datahub my-dl/datahub
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If you would like to create expiration rules via AWS CLI, refer to the following examples of JSON filesin order to
create your own JSON file.

If the log base location is s3://mybucket, create a JSON file similar to the following:

"Rul es": [
"Filter": {
"Prefix": "cluster-1ogs/"
}l
"Status": "Enabl ed",

"Abort | nconpl eteMul tipartUpl oad": {
"DaysAfterlnitiation": 7
}!

"Noncurrent Ver si onExpiration": {
"Noncurrent Days": 7
}1
"Expiration": {
"Days": 7

I D': "cleanup cloud storage data after 7 days”

}
}

If the log base location is s3://mybucket/mypath and your environment was registered in February 2021 or later,
create a JSON file similar to the following:

"Rules": [

"Filter": {
"Prefix": "nypath/cluster-I|ogs/"
}1

"Status": "Enabl ed",
"Abort | nconpl eteMul ti partUpl oad": {
"DaysAfterlnitiation": 7
}l

"Noncurrent Ver si onExpiration": {
"Noncurrent Days": 7

}1
"Expiration": {
"Days": 7

I D': "cleanup cloud storage data after 7 days"

}H
}

If the log base location is s3://mybucket/mypath and your environment was registered prior to February 2021, create a
JSON file similar to the following:

Note: Multiple rules are needed in this case to ensure that the cluster-backups folder (which is aso located
B in "mypath") does not get deleted. Starting in February 2021, thisis no longer needed because the cluster-
backups folder is always a peer of the cluster-logs folder.

"Rules": [

"Filter": {
"Prefix": "nypath/freeipa"
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}1
"Status": "Enabl ed",
"Abort | nconpl eteMul ti partUpl oad": {
"DaysAfterlnitiation": 7
}!

Noncurrent Ver si onExpi ration": {
"Noncurrent Days": 7

}1

Expiration": {
"Days": 7

I D': "cleanup cloud storage data after 7 days (freeipa)"

"Filter": {
"Prefix": "nmypath/datal ake"
}!
"Status": "Enabled",

"Abortlnconpl eteMul tipartUpl oad": {
"DaysAfterlnitiation": 7
}!

Noncurr ent Ver si onExpi ration": {
"Noncurrent Days": 7

}l

Expiration": {
"Days": 7

I D': "cleanup cloud storage data after 7 days (datal ake)"

"Filter": {
"Prefix": "mypath/datahub"
}!
"Status": "Enabled",

"Abort | nconpl eteMul ti partUpl oad": {
"DaysAfterlnitiation": 7
}1

Noncurr ent Ver si onExpi ration": {
"Noncurrent Days": 7

}!

Expiration": ({
"Days": 7

I D': "cleanup cloud storage data after 7 days (datahub)"”

}
]
}
Once you have the JSON file ready, post it with an AWS CLI command similar to:

aws s3api put-bucket-1ifecycle-configuration /
- - bucket nybucket /
--lifecycle-configuration file:///nylpath/rules.json

If you have existing rules on the nodes, you can use the get-bucket-lifecycle-configuration command first, edit that
JSON (adding the new rules there), and then post the updated JSON.

If you would like to create expiration rules via S3 console, navigate to your S3 bucket > Management tab > Create
lifecyclerule.
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The following screenshots show an example setup for asingle prefix:
Amazon $3 cloudbreak-test Lifecycle configuration Create lifecycle rule
Create lifecycle rule

Lifecycle rule configuration

Lifecyele rule name

cleanup

Up o 255 characters
Chaose a rule scope

© Limit the scope of this rule using one or more filters
This rule applies to ali ebjects in the bucket

Filter type
You can filter objects by prefix, object tags, or a combination of Both,

Prefix

dd filter to limit the seope of this rule to prefix

cluster-logs/

Dan'tinclude the bucket name in the prefix. Using certain characters in key names can cause problems with some app
protocols
Object tags
ou can limit the scope of this rule to the key/value pairs added below,
Add tag

Lifecycle rule actions

Choose the actions you want this rule to perform. Per-request fees apply. Learn more [ or see Amazon S3 pricing [}

Transition current versions of objects between storage classes
Transition previous versians of objects between storage classes
Expire current versions of objects

Permanently delete previous versions of abjects

<<

Delete expired delete markers or incomplete multipart uploads
When a lifecycle rule is scoped with tags, these actions are unavallable.

nle

Expire current versions of objects

For version-enabled buckets, Amazon 3 adds a delete marker and the current versicn of an object is retained as a previous version. For
nen-versioned buckets, Amazon $3 permanently removes the object. Learn mare [}

Number of days after object creation

7

Permanently delete previous versions of objects
Number of days after objects become previous versions
7
Delete expired delete markers or incomplete multipart uploads

Expired object delete markers
m il

deletinga

expired object delete ma
nen “Expi

@ You cannot enable Delete expired object delete markers if you enable Expire current versions of objects.

Incomplete multipart uploads
This actio

will stop all incomplete multipart uploads, and the parts asso:

d with the multipart upload will be deleted. Learn more [7
Delete incomplete multipart uploads
Number of days

7 E

nteger must be grea

Related Information

Managing your storage lifecycle
Amazon S3 — Object Expiration
Enabling environment telemetry



https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/blogs/aws/amazon-s3-object-expiration/

CDP Public Cloud Management Console Troubleshooting for RAZ-enabled AWS environment

Troubleshooting for RAZ-enabled AWS environment

This section includes common errors that might occur while using a RAZ-enabled AWS environment and the steps to
resolve the issues.
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