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Atlas lets you search for metadata using a domain-specific language with a SQL -like format.

If you find that the Basic Search or Free-text Search doesn't allow you to search as precisely as you would like,
you can create a query in the Advanced Search interface to return exactly the results you are looking for. Advanced
Search queries use a domain-specific language that is intentionally SQL-like.

Each Advanced Search query isin the form of three clauses:
FROM WHERE SELECT

Additional keywords such as GROUPBY, ORDERBY, and LIMIT can be used to affect the output.

The value specified in the FROM clause acts as the scope of the query. Y ou can specify any entity type in the FROM
clause. The possible entity types are the same list as in the Type search; the names are case-sensitive.

The FROM clauseis required and also assumed: the first item included in the query (if not literally the word "from")
is assumed to be the object of the FROM clause.

Examples

With or without FROM: To retrieve all entities of type "hive_db" use one of the following queries:
hi ve_db
from hive_db

If you only specify aFROM clause, Atlas returns all entities of that type.

Note: To avoid unintentional load on the server because of an overly broad search, Atlas returns a maximum
E of 100 results when no limit is set.

The WHERE clause allows for filtering over the result set identified in the FROM clause by specifying a condition of
the form:

identifier operator 'literal’
Theidentifier is the name of a property of the entity type specified in the FROM clause. The properties for agiven
entity type are those shown in the Properties tab of an entity detail page. The names are case-sensitive.
Operators vary by the data type of the literal and include the following:
String: = LIKE
Numeric, Date: = <>
Boolean: =

The LIKE operator allows you to use wildcardsin the literal. Asterisk (*) replaces zero to multiple values; question
mark (?) replaces asingle value.

The literal must be enclosed in single or double quotes. Matches are case-sensitive. Literals can be lists of values. If
you specify comma-separated values in square brackets, they act as an OR operation.

Dates used in literals need to be specified using the 1SO 8601 format and in single or double quotes.

Boolean values used in literals are lower case "true" and "false" without quotation marks.
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Y ou can specify multiple conditions using AND or OR operators. Note that making alist of valuesis more efficient
than using the same identifier in multiple conditions.

Examples:

Exact string: To retrieve all entities of type hive_table with a specific name "time_dim", use:
fromhive table where nane = "tine_dim

Multiple conditions: To retrieve entity of type hive_table with name that can be either "time_dim" or
"customer_dim":

fromhive_table where nane 'time_dim or name = 'custoner_di m
List of values: The query in the example above can be written using a value array:
fromhive_ table where nane = ["custoner_dinl', "tinme_din]
Wildcard filtering: To retrieve entity of type hive table whose name endswith'_dim':
fromhive table where nane LIKE '* _di m

Toretrieve ahive_db whose name starts with R followed by any 3 characters, followed by rt followed by at least 1
character, followed by none or any number of characters:

DB where nane |ike "R???2rt?*"

Date Literal: To retrieve entity of type hive_table created within 2019 and 2020, use the date portion of the time value
and specify arange using two phrases connected by AND:

from hive table where createTine > '2019-01-01' and
createTinme < '2019-01-03'

Boolean Literal: To retrieve entity of type hdfs_path whose attribute isFile is set to true and whose name s Invoice:

from hdfs_path where isFile = true and nane = "I nvoi ce"

The select clause allows you to specify the properties you want returned in the search results. Properties with simple
values can be returned; properties that contain other entities are not available. The property names are case sensitive.

To display column headers that are more meaningful that the system property names, you can use aliases using ‘as.’
Examples

Select clause only: To retrieve entities of type "hive_table" with some of its properties:
fromhive_table sel ect owner, nane, qualifiedNanme
WHERE and SELECT clauses: To retrieve entity of type hive_table for a specific table with some properties:

fromhive_table where nane = 'custoner_dim select owner, nane, qualifie
dNane

Change output names using AS: To display column headers as'Owner’, 'Name' and 'FullName'.

fromhive table select owner as Omer, nane as Nane, qualifiedName as Ful | Na
ne
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Searches with system attributes

In the attribute filter lists, system attributes appear with normal text names. When you use them in advanced searches,
use the corresponding field name, which is prefixed with two underscores.

System Attribute Description

Identifier in Advanced Search

technical attribute for the creation date of the original data asset or operation.

Type The Atlas entity type. __typeName
Status The entity statusin Atlas: thisfield indicatesif a data asset has been deleted; __ state
Atlas maintains the entity information after the asset no longer exists on the
cluster.
Created By User The Atlas user who created this entity. Typically thisisthe Atlassystem user. | __ createdBy
If an entity was created by an API call or created manually by users, the active
user account would be included in this attribute.
Last Modified User The Atlas user who last updated the entity, whether through Atlas metadata __modifiedBy
collection from a cluster service, an Atlas AP, or achange through the Atlas
ul.
Created timestamp The date Atlas created the entity. Note that thisfield is different from the __timestamp

Last Modified timestamp

The date when an entity was |last updated in Atlas. Note that thisfield is
different from the technical attribute for the last modification date of the actual
data asset or operation on the cluster.

__modificationTimestamp

GUID A unique identifier generated by Atlas. Thisisthe 32-digit code found in the __guid
browser URL for an entity.
Labels Label metadata added to an entity. __labels

User-Defined Properties

Key-vaue pair metadata added to an entity.

__customAttributes

Classifications

Classifications added to an entity.

__classificationNames

Propagated Classifications

Classifications added to entities downstream from an entity where the
classification was added by a user.

__propagatedClassificationNa
mes

A concatenated string of classification names and attributes for an entity. This
attribute is not available through the Atlas UI.

__classificationsText

Isincomplete

A system indicator that entities were created because they were referenced

in the metadata collected by a service other than the source type associated
with the entity type. An entity istypically marked "isincomplete’ when Atlas
receives metadata out of order from when the events occurred. If Isincomplete
entities remain “incomplete” for along time, it may indicate that the original
messages for entity metadata have not arrived.

__islncomplete

Advanced Searches using Classifications

Y ou can search for entities that are tagged with a specific classification using "is" or "isa" keywordsin either the
From or Where clauses. Is and Isa are interchangeable.

Examples

FROM or WHERE clause: To retrieve al entities of type "hive table" that are tagged with the "Dimension”
classification, you could use the following query:

hive table is D nension
from hive_table where hive_ table isa D nmension

Related Information

Apache Atlas metadata attributes
Apache Atlas Advanced Search
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Apache Atlas Statistics reference

Atlas collects statistics on the metadata it processes. Use this information to help troubleshoot problems and to gauge
performance.

To view dtatistics, click the graph button in the top right corner:

@ Apache Atlas = £ BackTo Results
- (7] & admin
W CLASSIFICATION & GLOSSARY -

sl (hive_table)

Advanced @

Classifications: | 4

Term: |+
hive_process_execution (3) ®

roperties Lineage Relationships Classifications Audits Schema

Key Value Show Empty Values

The statistics available are categorized into Entity Statistics and Server Statistics:

Entity Statistics

The distribution of entity across their types. A second column gives the number of these entities that have been
marked as deleted.
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F =

Statistics

Entities (25)

Entities Active (25) Deleted (0)
hbase_column_family 1010 0
hbase_namespace 3 0
hbase_table 56 3
hive_column 2012 53

Classification Statistics

A list of classifications assigned to entities and the count of entities marked with that classification. The count for
each classification is a hyperlink that runs a search for entities marked with the classification.

Server Statistics

Server statistics reflect the current server session and the metadata collection messages that Atlas reads from a
dedicated Kafkatopic.
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Statistics
Entities (25)
Server Statistics
Server Details
startTimeStamp 04/06/2019 12:10 Al
activeTimeStamp 04/06/2019 12:10 Al
upTime 103 hour 24 min
Server Details

startTimeStampThe

The timestamp of the most recent start of the Atlas server.
activeTimeStamp

Same as the start TimeStamp unless Atlas was disabled.
upTime

The amount of time between startTimeStamp and the current time when the server was running.
statusBackendStore

The status of the Atlas server connection to the HBase namespace where entity metadata is stored.
statusl ndexStore

10
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The status of the Atlas server connection to the Solr collection where entity metadata isindexed.
collectionTime

The last time metrics were cal cul ated.
lastM essagePr ocessedTime

The timestamp of the last message Atlas recorded from the Kafka topic where services publish
metadata.

offsetCurrent

Theindex in the Kafka partition that was most recently read.
offsetStart

The index in the Kafka partition that was first read.

Notification Details: Kafka Topic-Partition
Atlas Hook

The primary topic through which services send metadata to Atlas and Atlas sends metadata to
Ranger.

Spark-AtlasHook Topic
A supplementary topic provided for Spark communication to Atlas.

Notification Details: M essage Statistics
Period

The interval that the statistic appliesto, including the total lifetime of Atlas. Each period indicated
includes a timestamp for when the period started.

Count
The number of messages processed by Atlas during the period.
Avg Time (ms)

The average duration between the time that a hook published a message to the Kafka topic to the
time entities where successfully created or updated.

Creates

The number of entities produced from the messages processed during the period.
Updates

The number of entities updated based on the messages processed during the period.
Deletes

The number of entities updated based on the messages processed during the period.
Failed

The number of messages that were received but not processed. For more information on what might
have prevented these messages from being processed.

Attributes are the key-value pairs that hold metadata details for entities and classifications.

Different types of attributes are popul ated with values differently.
Technical Attributes

These attributes are the entity fields that contain technical metadata defined in entity models. For
the built-in entity types, Atlas collects this information from services on the cluster. These attributes
are read-only in the Ul but can be updated using the Atlas API. All entity types share basic metadata
such as names and qualified names; however, the rest of the technical metadata is specific to the
entity type.

11
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System Attributes

These attributes are populated by Atlas when it creates an entity instance. They include:

System Attribute Description Identifier in Advanced
Search

Type The Atlas entity type. __typeName
Status The entity statusin Atlas: thisfield indicatesif adataasset has | __ state

been deleted; Atlas maintains the entity information after the

asset no longer exists on the cluster.
Created By User The Atlas user who created this entity. Typically thisisthe __createdBy

Atlas system user. If an entity was created by an API call or

created manually by users, the active user account would be

included in this attribute.
Last Modified User The Atlas user who last updated the entity, whether through __modifiedBy

Atlas metadata collection from a cluster service, an Atlas API,

or achange through the Atlas Ul.
Created timestamp The date Atlas created the entity. Note that thisfield is __timestamp

different from the technical attribute for the creation date of the

original data asset or operation.
Last Modified The date when an entity was last updated in Atlas. Note that __modificationTimest
timestamp thisfield is different from the technical attribute for the last amp

modification date of the actual data asset or operation on the

cluster.
GUID A unique identifier generated by Atlas. Thisisthe 32-digit __guid

code found in the browser URL for an entity.
Labels Label metadata added to an entity. __labels
User-Defined Key-value pair metadata added to an entity. __customAttributes
Properties
Classifications Classifications added to an entity. __classificationNames
Propagated Classifications added to entities downstream from an entity __propagatedClassificati
Classifications where the classification was added by a user. onNames

A concatenated string of classification names and attributes for
an entity. This attribute is not available through the Atlas Ul.

__classificationsText

Isincomplete

A system indicator that entities were created because they were
referenced in the metadata collected by a service other than

the source type associated with the entity type. An entity is
typically marked "islncomplete” when Atlas receives metadata
out of order from when the events occurred. If Isincomplete
entities remain “incomplete” for along time, it may indicate
that the original messages for entity metadata have not arrived.

__islncomplete

When defining new models, you can take advantage of the isA ppendOnPartial Update option

in attribute definitions. This option allows array or map type attribute values to be updated by
appending rather than replacing the entire set. For example, to represent alist of key-value pairs that
can be augmented over time, you might define an attribute metadata as a map with the option isAp
pendOnPartial Update set to true:

{

"nane": "netadata",

"typeNane": "map<string, string>",
"isOptional": true,
"cardinality": "SINGE",

"val uesM nCount": O,

"val uesMaxCount": 1,

"isUni que": false,

"i sl ndexabl e": fal se,

"includelnNotification": false,

12
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"description": "Contains key-value pairs that provide netadata

"searchWight": -1,

"options": {

"i sAppendOnParti al Update": "true"
}

Classifications, labels, and user-defined properties are included as system attributes in the context
of search. They are modeled as entity attributes so that when you access an entity (through the Ul or
API), you get al these entity-specific metadata.

Business M etadata Attributes

These attributes are populated in the Atlas Ul or through API calls. They provide away to extend
the metadata stored for entity instances. Y ou can define Business M etadata attributes to apply to a
specific entity type or to many entity types. Administrators can control the users or groups who can
set values for these attributes by creating a Ranger policy against the Business Metadata collection
that contains the attribute.

Classification Attributes

These attributes are populated in the Atlas Ul or through API calls. They provide away to enrich
the worth of aclassification for searching, for access policiesin Ranger, and for organizing cluster
data assets.

Classifications can aso be assigned to entities through lineage: if the classification is defined to
alow lineage propagation, a classification assigned to an entity is also assigned to all entities that
have output relationships to the classified entity. The propagation appliesto all further generations
of the lineage. Note that Atlas distinguishes between classifications that were specifically assigned
to an entity and classifications that were assigned through lineage propagation.

User-defined Properties

These attributes are populated in the Atlas Ul or through API calls. They allow usersto add
metadata in the form of key-value pairsto any entity instance. Values are limited to strings. Both
key and value are included in searches. They are not centrally managed like classifications or
Business Metadata attributes. They are not accessible through Ranger for specifying access policies.

Attribute names can include letters, numbers, underscores, and hyphens; they must start with aletter or number. All
attributes can have values one of the following Java data types.

e string

e Boolean

e byte

e short

e int

e float

e double

e long

o date

e enumeration

Where enumeration type values are strings from pre-defined enumeration defined using the Atlas API.

B Note: The Atlas Free-text search only works with attributes with string values.

When you define an attribute, you an indicate that the value can include more than one entry. Atlas records multiple
values in acommarseparated list. Thus, when searching on attributes with multiple values, users should use the
logical operator "Contains' rather than "=" so the search matches on a single value rather than the whole list.

13
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Atlas Business Metadata overview

Working with Atlas Classifications and Labels
Configuring Atlas Authorization using Ranger
Defining Apache Atlas enumerations

Atlas lets you define enumerations to use as attribute values.

Enumerations are atop-level abjectsin the Atlas data model. They can be used to standardize values available for
users to select when assigning Business M etadata attributes to entities.

Users need administrator privileges to create or update enumerations.
To define enumerations:

1. LogintoAtlas.

2. To access the Atlas Administration features, choose Administration from the user menu in the top right of the
Atlas window.

[l &

Administration
Bulk Import

Help

= Logout

Users need administrator privileges to access the Administration panel features.
3. Go to the Enumerations tab.
4. Enter the name of the new enumeration and select it in thelist.

Enumeration names must start with aletter and can include letters, numbers, spaces, and underscores.
5. Enter the enumeration values, separating each value by pressing Enter.

Enumeration values are stored as strings and can include UTF-8 characters including spaces.
6. Click Update.

The enumeration is now available to be used as the type for Business Metadata attributes.

If the enumeration name or values don't meet the requirements, you'll see an error in the top right corner of the Atlas
Ul.

Adding attributes to Business M etadata

Y ou can use Atlas REST API callsto remove entities from Atlas. Only entities that have been deleted in the source
system and marked as deleted in Atlas can be purged.

When adata asset is deleted, such as after a DROP TABLE command in Hive, Atlas continues to retain the asset's
entity, including metadata, lineage, and audit record. The status of the entity is set to "deleted”; deleted entities show

14
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up in search results when the checkbox to Show historical entitiesis checked. Deleted entities appear in lineage graph
dimmed-out.

* 2019fallcampaign (hive_table)

Classifications:

Term:

Properties Relationships Classifications Audits Schema

O Current Entity X In Progress — Impact | 2 | | (o] | | & | | T | | Q | | ala |

)

]
[

]q

In some cases, it may be appropriate to remove entities for deleted assets from Atlas. For example, in a development
or test environment, you may choose to clean out specific entities rather than clearing the entire Atlas database. Be
careful not to purge entities in a production environment without understanding the impact of removing entities on
compliance processes in your organization.

Deleted entities can be removed completely from Atlas by using the REST API call PUT /admin/purge.

When you purge a deleted entity:

The entity isremoved from Atlas.

Related, dependent entities are also removed. For example, when purging a deleted Hive table, the deleted entities
for the table columns, DLL, and storage description are also purged.

The entity is no longer available in search results, even with Show historical entities enabled.

Lineage relationships that include the purged entities are removed, which breaks lineages that depend upon a
purged entity to show connections between ancestors and descendents.

Classifications propagated across the purged entities are removed in all descendent entities.

Classifications assigned to the purged entities and set to propagate are removed from all descendent entities.

Note that classifications can propagate to an entity from more than one source; if one source is purged, the
classification will remain on the entity as propagated from the other source.

Purged entities cannot be restored.

Atlas retains an audit record of the purge operations, which is available through the REST API call POST /admin/
audit. This call allowsyou to retrieve alist of entities purged in agiven time interval. In addition, the Administration
Audit tab in the Atlas Ul records entities that were successfully purged.

The results of a successful entity purge appear in the Audits tab of the Administration pagein Atlas.

To see an audit of successful purges:

1. LogintoAtlas.

15
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2. To accessthe Atlas Administration features, choose Administration from the user menu in the top right of the

Atlas window.

Administration
Bulk Import
Help

= Logout

Users need administrator privileges to access the Administration panel features.
3. Goto the Audits tab.
4. Open the Filtersto set one or more filters to reduce the volume of entries.

Business Metadata Enumerations Audits
Filters All -

Admin v

OR + Add filter | © Add filter group
--Select Attribute--
+ UserName (string) H admin n

StartTime (date)
EndTime (date)
Clientld (string)

Params (string) Close
Result (string)

ResultCount (long)

For example:

e Set Operation = PURGE to show only purge audits.
e Set Start Time and End Time to reduce the range of audits.
5. Open apurge audit entry to show alist of GUIDs that were purged.

Use the arrow on the | eft end of the row to show the details of the audit entry.

16
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6. Click aGUID to show details about that purged entity.

Purged Entity Details: e779fa97-c6c9-40ea-911f-1cc61270e0cl

Users Timestamp ¢ Actions 2

v admin Thu Apr 30 2020 16:35:17 GMT-0700 (Pacific Daylight Time) Entity Purged

Name: 2020springcampaign

w Technical properties

name 2020springcampaign
owner admin

qualifiedName default. 2020springcampaign@cm

impala Thu Apr 30 2020 16:34:15 GMT-0700 (Pacific Daylight Time) Entity Deleted
admin Thu Apr 30 2020 16:33:57 GMT-0700 (Pacific Daylight Time) Entity Updated

impala Thu Apr 30 2020 16:33:57 GMT-0700 (Pacific Daylight Time) Entity Created

Showing 4 records From 1 -

PUT /admin/purge/ API
The PUT /admin/purge/ APl endpoint allows you to remove alist of deleted entities from Atlas.

To purge deleted entities, use the PUT method on the /admin/purge/ endpoint with a payload containing a JSON list
of Atlas GUIDs:

PUT /api/atl as/ adm n/ pur ge/

This call takes alist of GUIDsfor Atlas entities; each entity in thelist is purged from Atlasif the entity is already
marked as deleted. This call requires auser account with Atlas administrator privileges. The successfully purged
entities are listed in the audit log, referenced by their GUIDs.

The parametersinclude:

Parameter Format / Value Description

body JSON list: One or more Atlas entity GUIDs for deleted entities that you want to purge from
[*GUID", "GUID" ] Atlas. If thelist includes an entity that is not already marked as deleted, the entity
’ o will beignored and Atlas will process the remaining entitiesin the list.

Entity GUIDs appear on the URL for the entity detail page and in the metadata
returned from an API search call such as GET /search/dsl or POST  /search/bas
ic.

header: content type application/json Atlas expects the payload of the call to bein JSON format.

17
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header: authorization Per your environment Atlas requires authentication, which you can provide with username and password
asaparameter inacURL cal (-u  username:password) or using cookies or
other generated methods to pass appropriate credentials. The user must have Atlas
administrator privileges.

The response from a PUT /admin/purge call is a JSON-formatted list of the entities that were successfully

purged. The content includes the GUID and qualified name of each entity, its status ("DELETED"), and lists of
classifications, terms, labels, and related entities that were associated with the purged entity. If no entities are purged,
the response isan empty list {}.

Note that the number of entities provided in the request may not match the number of entitiesincluded in the
response. When Atlas purges an entity, it also purges all additional entities dependent on the indicated entity. Thusif
you request to purge a single Hive table, the response includes an entry for the Hive table and entries for each of the
table's columns, its DDL, and its storage description.

For example, acURL command to purge two Hive tables might ook like the following, where the authorization is
passed in the call as an encrypted string:

curl -X PUT 'http://host3.acne.com 31000/ api / at | as/ admi n/ purge/"' \
-H ' Content-Type: application/json' \
-H " Aut hori zation: Basic YWRt aW6YWRt aWMi=" \

-d ' ["b9355eab- bbf 5- 4cd6- b711- 12f 85a3e9d01", "9f ed31f5-0a27-40dc-ba97-96d1
53fc297b"]"

The response would include each table, its DDL, its storage description, and al its columns:

{
"mut atedEntities": {
"PURGE": [
{
"typeNanme": "hive_ table ddl",
"attributes": {
"qual i fi edNane": "default.2020spri ngcanpai gn@m 157896

8155000"

} il
"gui d": "6cfb43ba-d6ec-4628-b98c-dal3a7fe35a0",
"status": "DELETED',

"di splayText": "default.2020spri ngcanpai gn@m 1578968155000

"classificationNanes": [],
"meani ngNanes": [],

"meani ngs": [],

"i sl nconpl ete": false,

"l abel s": []

"typeNane": "hive_table",
"attributes": {
"owner": "“adm n",
"createTime": 1578968155000,
"qual i fi edNane": "default.2020spri ngcanpai gn@ni',
"name": "2020spri ngcanpai gn"
}1
"guid": "9f ed31f5-0a27-40dc- ba97-96d153f c297b",
"status": "DELETED',
"di splayText": "2020spri ngcanpai gn"
"cl assi ficati onNanes": [
"Fact"
]1
"meani ngNames": [],
"meani ngs": [],
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68156001"

o

—

)

—

"islnconplete": fal se,
"l abel s": [

"Revi ewConpl et e"
]

"typeNane": "hive_storagedesc",
"attributes": {

"qual i fi edNanme": "default.2020spri ngcanpai gn@m st or age"
}

"guid": "ed59c502- 64d9- 485a- b5b7-f d2f 3d41e2b8"
"status": "DELETED',

"di splayText": "default.2020spri ngcanpai gn@m st or age"
"classificationNanes": [],

"meani ngNames": [],

"meani ngs": [],

"islnconpl ete": false,

"l abel s": []

"typeNane": "hive_colum",

"attributes": {
"owner": "adm n",
"qual i fi edNane": "default.2020spri ngcanpai gn.id@ni,
"name": "id"

} il

"guid": "1f 8c8d86-f 9d8-4810-889b- 0dbf ee2c73ff",
"status": "DELETED',

"di splayText": "id",

"classificationNanes": [],

"meani ngNanes": [],

"meani ngs": [],

"i sl nconpl ete": false,

"l abel s": []

"typeNane": "hive_colum",

"attributes": {
"owner": "admin",
"qual i fi edNanme": "default.2020spri ngcanpai gn. nane@ni',
"name": "name"

} L]

"guid": "72d689d2- 6f ae- 4de3- bb75-27ab764e1083"
"status": "DELETED',

"di spl ayText": "nane",

"classificationNanes": [],

"meani ngNames": [],

"meani ngs": [],

"islnconplete": fal se,

"l abel s": []

"typeName": "hive_table_ddl",
"attributes": {
"qual i fiedNane": "default.2019wi nt ercanpai gn@m 14889

} il
"gui d": "6cfb43ba-d6ec-4628-c98c-bcl3a7fe3982"
"status": "DELETED',

"di splayText": "default.2019w nt er canpai gn@m 148896815600

"classificationNanes": [],
"meani ngNames": [],
"meani ngs": [],
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"islnconplete": fal se,
"l abel s": []

"typeNane": "hive_table",
"attributes": {
"owner": "adm n",
"createTine": 1488968156001,
"qual ifiedNane": "default.2019w nt ercanpai gn@ni',
"nanme": "2019w nt er canpai gn"

s
"guid": "9f ed31f5-0a27-40dc- ba98- bcl3a7fe3983",
"status": "DELETED',
"di splayText": "2019wi nt er canpai gn",
"cl assi ficati onNanes":

"Fact"
¥
"meani ngNames": [],
"meani ngs": [],
"islnconplete": fal se,
"l abel s": [

" Revi ewConpl et e"

}, <additional entries for Hive table colums, ddl, storage de
scri ption>

]
}

The POST /admin/audit/ APl endpoint can be used to retrieve the entity purge operations that have occurred in a
given time period.

To report what entities were purged, use the POST method on the /admin/audit/ endpoint with a payload containing a
JSON-formated query for purged entities:

PCST /api/ atl as/ adm n/ audi t/

where the parameters include:

body: auditFilters JSON-formatted query including: The payload describes a query that returns PURGE operations
performed by a specific user. The query can include afilter for a
specific time range, where the start and end times are specified

i in UNIX epoch time. The query results can also be paged using
+ Sarttime aresult count (limit) and offset so multiple calls can be made to
e endtime retrieve unique result sets.

e username (required)
e purge operation (required)

The results can further be controlled with:

o limit

e oOffset

e sort by (required)

e sortorder
header: content type application/json Atlas expects the payload of the call to be in JSON format.
header: authorization Per your environment Atlas requires authentication, which you can provide with a

username and password as a parameter in acURL call (-u

username:password) or using cookies or other generated
methods to pass appropriate credentials. The user must have Atlas
administrator privileges.
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The audit filter in this call uses the same syntax as Atlas search filters. Here are some guidelines that are useful for
using thisinterface for purge auditing:

» Valid operators for the time criteriainclude less than (It), greater than (gt), less than or equal to (Ite), greater than
or equal to (gte), equal to (eq), and not equal to (neq).

» Vadlid operators for the string criteriainclude like, startswith, endsWith, contains, isNull, notNull, and equals (eq).

* ThesortOrder can be ASCENDING or DESCENDING.

The response from a POST /admin/audit call is a JISON-formatted list of the purge operations that occurred in the
specified time range. The content includes the parameters passed in the purge call and the list of GUIDs for the
entities that were successfully purged. If no entities are purged, the responseis an empty list [].

For example, acURL command to return the most recent 10 purge operations might look like the following where the
authorization is passed in the call as a username and clear-text password:

curl -X POST 'http://host3.acnme. com 31000/ api/atl as/adm n/audit/' \
-H ' Content-Type: application/json \
-d ' {
"auditFilters": {
"condition": "AND',
"criterion": |

"attributeNanme": "userNane",
"operator": "like",
"attributeVal ue": "admin"
e
{ . .
"attri buteNane": "operation",
"operator”: "like",
"attributeVval ue": "PURGE"
}
]
b
"limt": 10,
"of fset": O,
"sortBy": "endTi ne",

"sortOrder": " DESCENDI NG'
}

-u usernane: passwor d
The responseincludes alist of purge operations (this example is shortened to only two entries):

[

"guid": "d93c7664-6e41-4aa9- aed8- b740b985c9a0",

"user Nane": "adm n",

"operation": "PURGE",

"parans": "[ac2772e8-984d-4ab6-9e99- 323f 1be2d3c0, 90231026- 6581- 4
168-8828-f 010aa9b097c] ",

"startTime": 1576261685009,

"endTi nme": 1576261685197,

"clientld": "10.16. 1. 255",

"result": "ac2772e8-984d- 4ab6- 9e99- 323f 1be2d3c0, ael43e74- 48d4- 4f 4b
- 8164- 192bc842ed3b, dd742369- 2a2c- 44ee- 902c- 4d78a55b7100, 90231026- 6581- 4168- 8
828- f 010aa9b097c"

% :

"guid": "b964079d- 1f 55- 43f 3- af 7b- 3a3701378826",

"user Nane": "adm n",

"operation": "PURGE",

"parans": "[35b7aaad- 2aaf - 4af 8- a043-e7b524el1314e] ",

"startTi me": 1576028426951,

"endTi nme": 1576028427165,
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"clientld": "10.16. 1. 255",
"result": "35b7aaad-2aaf - 4af 8-a043-e7b524e1314e, add45b8a- 4bef - 4ebb-
a8d0- 0b8b920f 068d"

Y.
]

Related Information
Auditing purged entities

Apache Atlas technical metadata migration reference

This documentation includes an exhaustive reference of how Cloudera Navigator technical metadatais migrated into
Atlas entities.

The migration process moves technical metadata from Navigator to Atlasin one of these ways:

e One-to-one mapping. There are no field mapping notes.
» Type conversion. The field mapping notes indicate the new type applied.

» Data conversion. The field mapping notes indicate how the data was converted, such as from a string to a Boolean
value (for example, type=FILE to isFile=True).

« Noreason to migrate. Navigator stored a value that has no use in Atlas, such as the system ID. The field mapping
notes indicate that the value is not used in Atlas.

« Novauein Navigator. In most cases, if an Atlasfield does not have an equivalent in Navigator, the Atlasfield is
left as null. The migration notesindicate if avalueisfilled in by defaullt.

» Not migrated. There is one case where metadata in Navigator is not migrated and potentially the information is
lost: the Spark operation (spark_process) metadata for principal is not migrated to Atlas. The principal is migrated
at the operation execution (spark_process_execution) entity level. The field mapping notes indicate this case.

All Atlas entities share "system" attributes. The mapping for these attributes is described once but apply to all entities.

Related Information
Mapping Navigator business metadata to Atlas

System metadata migration

All migrated entitiesin Atlas include the same top-level metadata attributes, such as name, description, and creation
time.

The following sections describe how Navigator "common” entity metadatais mapped to Atlas "system" metadata.
If Atlas requires metadata that wasn't availablein Navigator, the migration notes describe how the Atlas metadata

values are generated.
Navigator Atlas M etadata Migration Notes
Metadata
created createTime Converted to date type.
deleted status If Truein Navigator, Atlas statusis set to "DELETED"; otherwise status is set to

"ACTIVE".

description attributes.userDescription
extractorRunld No equivalent in Atlas.
identity guid Converted to Atlas value
internal Type typeName Converted to Atlas values.
lastModified updateTime Converted to date type.
lastModifiedBy updatedBy
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Navigator Atlas Metadata Migration Notes
Metadata

name attributes.displayName

originalName attributes.name

original Description

attributes.description

owner attributes.owner

packageName No equivaent in Atlas.

properties customALttribues Added to the Atlas entity custom attributes as a key value pair with the Navigator name
asthe key.

sourceld Inferred rather than migrated.

technicalProperties | customAttribues Added to the Atlas entity custom attributes as a key value pair with the Navigator name
asthekey.

tags labels

attributes.qualifiedName

Atlas uniquely identifies entity instances with the qualified name. See the entity-specific
migration reference to see how these values are generated.

clusterName Supplied in nav2atlas migration command.
homeld Not used currently in Atlas.
isProxy Not used currently in Atlas.
provenanceType Not used currently in Atlas.
version Not used currently in Atlas.

HDFS entity met