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CDP user management

The Cloudera Data Platform (CDP) Private Cloud Management Console includes a user management system that
allows you to integrate your LDAP identity provider and manage user access to CDP resources.

When CDP Private Cloud isinstalled, a CDP account administrator user is creasted. A CDP account administrator
has all privileges and can perform any task in CDP. Administrators can create other administrators by assigning the
EnvironmentAdmin role to users. CDP users with the EnvironmentAdmin role can also register environments and
create Data L ake clusters.

The CDP Private Cloud Management Console also enables account administrators to federate access to CDP by
configuring an external LDAP identity provider. CDP users can include users synched with an external LDAP
identity provider, or machine users. Machine users can be assigned roles and resource roles, but cannot log in to the
web console.

Managing user access and authorization

CDP uses Vault to encrypt sensitive data (such as tokens, passwords, and encryption keys).

The CDP Private Cloud installer can install Vault, but typically thisis a pre-existing customer-managed external
Vault deployment.

» For more information on how to install an external HashiCorp Vault, see Install Vault.
Vault install notes:

e Supported Vault version: 1.4.0
* Secretsengine: kv-v2
e Auth type: kubernetes
« For more information on how to configure an external HashiCorp Vault for CDP Private Cloud, see External
Vault Requirements.

CDP uses Vault to encrypt sensitive data (such as tokens, passwords, certificates, and encryption keys). The CDP
Private Cloud installer caninstall Vault, but typically thisis a pre-existing customer-managed Vault deployment.

The Data Warehouse service runs on top of a Kubernetes cluster and does not include a Cloudera Manager instance.

Primary command and control communication goes to the Kubernetes API server. This endpoint is specific to a
particular Kubernetes cluster. The Data Warehouse service does not make connections to endpoints in the cluster.

In terms of communication, a Machine Learning Workspace looks very similar to a Data Warehouse workspace in
that it is also a Kubernetes cluster, although the contents differ.

Primary command and control communication goes to the Kubernetes API server. This endpoint is specificto a
particular Kubernetes cluster. The Machine Learning service does not make connections to endpointsin the cluster.
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Data L ake Security

CDP Private Cloud security and governance are managed by Apache Ranger and Apache Atlas.

A Data Lake refers to the shared security and governance servicesin a CDP Private Cloud Base cluster linked to a
CDP Private Cloud environment, and managed by Cloudera Manager. This set of shared servicesis also referred to as
SDX (Shared Data eXperience).

Data L ake services are managed by Cloudera Manager, and can include the following services:

* Hive MetaStore (HMS) -- table metadata
« Apache Ranger -- fine-grained authorization policies, auditing
» Apache Atlas -- metadata management and governance: lineage, analytics, attributes

Security in all workload clusters created in an environment is managed by these shared security and governance
services.

Linksto the Atlas and Ranger web Uls are provided on each environment home page. A link to the Cloudera Manager
instance provides access to configuration settings.

Apache Ranger manages access control through a user interface that ensures consistent policy administrationin CDP
clusters.

Security administrators can define security policies at the database, table, column, and file levels, and can administer
permissions for groups or individual users. Rules based on dynamic conditions such as time or geolocation can also
be added to an existing policy rule. Ranger security zones enable you to organize service resources into multiple
security zones.

Ranger a so provides a centralized framework for collecting access audit history and reporting data, including
filtering on various parameters.

Apache Atlas provides a set of metadata management and governance services that enable you to manage CDP cluster
assets.

» Search and Proscriptive Lineage — facilitates pre-defined and ad hoc exploration of data and metadata, while
maintaining a history of data sources and how specific data was generated.

« Ranger plugin for metadata-driven data access control.
» Flexible modeling of both business and operationa data

» DataClassification — helps you understand the nature of the data within Hadoop and classify it based on external
and internal sources.
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