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Cloudera Data Engineering Using the Cloudera Data Engineering API

Cloudera Data Engineering (CDE) provides arobust API for integration with your existing continuous integration/
continuous delivery platforms.

The Cloudera Data Engineering service APl is documented in Swagger. Y ou can view the APl documentation and try
out individual API calls by accessing the APl DOC link in any virtual cluster:

1. Inthe Data Engineering web console, select an environment.

2. Click the Cluster Detailsicon in any of the listed virtua clusters.

3. Click thelink under API DOC.

Using CLI-API to Automate Access to Cloudera Data Engineering
Using Cloudera Data Engineering CLI

Cloudera Data Engineering uses JSON Web Tokens (JWT) for API authentication. To interact with avirtual cluster
using the API, you must obtain an access token for that cluster.

Before you begin
Determine the authentication endpoint for your virtual cluster:

1. Navigate to the Cloudera Data Engineering Overview page by clicking the Data Engineering tile in the Cloudera
Data Platform (CDP) management console.

2. Inthe Services column, select the environment containing the virtual cluster you want to interact with.

3. IntheVirtual Clusters column on theright, click the Cluster Detailsicon on the virtual cluster you want to interact
with.

4. Click thelink under GRAFANA CHARTS. The hostname of the URL in your browser isthe base URL, and /gat
eway/<***authtkn-OR-cdptkn* ** > /knoxtoken/api/v1/token is the endpoint.

e Example: LDAP Authentication URL

htt ps://service. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ gat eway/ aut ht
kn/ knoxt oken/ api / v1/ t oken

« Example: Access Key Authentication URL

htt ps://service. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ gat eway/ cdpt k
n/ knoxt oken/ api / v1l/t oken

1. Fromthe client you want to use to accessthe API, run curl -u  <workload user> <auth_endpoint>. Enter
your workload password when prompted.

For example:

curl -u csso_psherman https://service. cde-czl nkz4y. na-01. xvp2- 7p8o. cl oud
era. site/ gat eway/ aut ht kn/ knoxt oken/ api / v1/t oken

The user account is your CDP workload user .



https://www.cloudera.com/tutorials/cdp-using-cli-api-to-automate-access-to-cloudera-data-engineering.html
https://github.com/curtishoward/CDE_CLI_demo

Cloudera Data Engineering Getting a Cloudera Data Engineering API access token

2. Inthe output, the access_token value isthe JWT. For convenience, copy it and set it as an environment
variable:

export CDE TOKEN=<access_t oken>
Alternatively, you can set the token in asingle step using jq to extract the token:

export CDE TOKEN=$(curl -s -u <workl oad user> <auth _endpoint> | jq -r
'.access_token')

« Create arequirements.txt file specifying the Python package and version dependencies required by your CDE
job.

Steps

1. Generate CDP Access Keysin User Management Console.
2. Generate DE workload auth token using CDP IAM API.

The IAM API endpoint <CDP_ENDPOINT>/api/v1/iam/generateWorkloadAuthToken is called to generate
aCDP Access Token. A CDP API call requires arequest signature to be passed in the "x-altus-auth" header,
along with a corresponding timestamp in the "x-altus-date" header. The cdpcurl library constructs the headers
automatically. However, if you would rather use a different HTTP client, such as ordinary curl, you can use
the cdpvlsign script within cdpcurl to generate these required headers.

The request body contains workload-name as DE and is authenticated using the CDP Access Key. This request
must also be signed as per the specification is available here either manually or use the cdpvlsign library to
generate these necessary headers through automation script.

curl -X POST ' <CDP_ENDPO NT>/ api /v1/ian gener at eWbr kl oadAut hToken' \
-H "Content-Type: application/json" \
-H "x-al tus-date: Tue, 15 Mar 2022 07:22:57 GV \
-H "x-al tus-auth: <signature-string-as-per-the-specification>" \
-i --insecure \
-d ' {
"wor kl oadNane": " DE"
}

Note: CDP_ENDPOINT corresponds to CDP Control Plane console url. For example, https://console-
E test-cp.apps.shared-os-dev-01.kcloud.cloudera.com

3. Theresponse will include the CDP Access Token in the token field and expiry time in the expireAt.

{

"t oken": "<token-string>",
"expireAt": "2021-05-03T15: 34: 03. 727000+00: 00"

4. Export the CDP token to CDP_TOKEN from above output.

export CDP_TOKEN=<t oken-string>

5. Once you have a CDP access token CDP_TOKEN from the previous step, you can manually exchange it for a
CDE access token.

curl https://service.cde-czl nkz4y. na-01. xvp2- 7p8o. cl ouder a. si t e/ gat eway/
aut ht kn/ knoxt oken/ api / vl/t oken \

- XPOST \

-H "Accept: application/json" \

-H "Aut hori zation: Bearer ${CDP_TOKEN}" \



https://stedolan.github.io/jq/
https://docs.cloudera.com/cdp-public-cloud/cloud/cli/topics/mc-cli-generating-an-api-access-key.html
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-i --insecure

6. Inthe output, the access token valueisthe JWT. For convenience, copy it and set it as an environment
variable:

export CDE TOKEN=<access_t oken>
Alternatively, you can set the token in asingle step using jq to extract the token:.

export CDE _TOKEN=$(curl <auth_endpoi nt> - XPCST \
-H "Accept: application/json" \

-H "Aut hori zation: Bearer ${CDP_TOKEN}" \

-i --insecure | jq -r '.access_token')

See Using an access token in Cloudera Data Engineering API calls for instructions on using the tokenin API calls.

Cloudera Data Engineering (CDE) uses JSON Web Tokens (JWT) for API authentication.

Get an access token and save it as an environment variable as described in Getting a Cloudera Data Engineering API
access token.

1. Determinethe API URL for the virtual cluster you want to access using the API. The APl URL for managing jobs
is different from the URL used to obtain the access token.

a) Navigate to the Cloudera Data Engineering Overview page.

b) Inthe CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.

¢) IntheVirtual Clusters column on the right, click the Cluster Detailsicon for the virtual cluster you want to
interact with.

d) Click JOBS APl URL to copy thelink to your clipboard.
For example: https://pmjkrgn5.cde-czlmkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/vl

2. When you make an API call, include the IWT as a bearer token. For example, to list all jobs associated with the
virtual cluster, assuming you have saved the token as an environment variable named CDE_TOKEN:

curl -H "Authorization: Bearer ${CDE_TOKEN}" -H "Content-Type: applicati
on/json" -X GET "https://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a.
site/dex/api/vl/jobs"

A resourcein Cloudera Data Engineering (CDE) is anamed collection of files referenced by ajob. Thefiles can
include application code, configuration files, and even Python virtual environment specifications (requirements.txt).
These resources can be managed using the CDE API.



https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html
https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html
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A resource in Cloudera Data Engineering (CDE) is a named collection of files referenced by ajob. The files can
include application code, configuration files, and even Python virtual environment specifications (requirements.txt).
Y ou can create aresource using the CDE API.

Aswith all API calls, make sure you have avalid access token. For instructions, see Getting a Cloudera Data
Engineering API access token.

1. Create a JSON file describing the resource, using the structure for the type of resource you want to create.

The JSON payload for aresource is structured as follows:
filesresourcetype

{
"name": " <r esour ceNanme>",
"type":"files",
"retentionPolicy":"keep_indefinitely"
}
python-env resour ce type
{
"name": " <r esour ceNane>",
"type": " python-env",
"retentionPolicy":"keep_indefinitely",
"pyt honEnv": {
"pyt honVer si on": " pyt hon3"
}
custom-runtime-image r esour ce type
{ _
"cust onRunt i nel mage": {
"credential": "string",
"engi ne": "string",
"image": "string",
"nmodi fied": "string"
} il
"name": "<resourceNanme>",
"retentionPolicy": "keep_indefinitely",
"type": "customruntime-inage"
}

2. Create the resource by submitting a POST request to the resources endpoint. The JSON filenameis referenced
using the @/path/to/filename.json convention. In this example, the JSON filenameis fileResource.json, and
describes afiles type resource named example-job-files.

curl <jobs_api_url>/resources

-H "Aut hori zation: Bearer ${CDE_TOKEN}" \
-H "Content - Type: application/json" \

-X POST -d @{HOVE}/fil eResource. json



https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html
https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html
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3. Verify that the resource was creating by requesting the resource details from the /resources/<resourceName>
endpoint:

curl <jobs_api_url>/exanple-job-files \
-H "Aut hori zation: Bearer ${CDE TOKEN}" \
-H "Cont ent - Type: application/json" \

- X CET

A resource in Cloudera Data Engineering (CDE) is anamed collection of files referenced by ajob. Thefiles can
include application code, configuration files, and even Python virtual environment specifications (requirements.txt).
Y ou can delete a resource using the CDE API.

Aswith all API calls, make sure you have avalid access token. For instructions, see Getting a Cloudera Data
Engineering APl access token.

1. Make sure that you no longer need the resource before deleting it.

2. Deletethe resource by sending a DELETE request to the /resources/<resourceName> endpoint.
For example, to delete a resource named example-job-files:

curl <jobs_api_url>/exanple-job-files \
-H "Aut hori zation: Bearer ${CDE TOKEN}" \
-H "Cont ent - Type: application/json" \

- X DELETE

This API provides a secure way to create and store workload secrets for Cloudera Data Engineering (CDE) Spark
Jobs. Thisis amore secure aternative to storing credentialsin plain text embedded in your application or job
configuration.

Creating aworkload secret for Cloudera Data Engineering (CDE) Spark Jobs using API provides a secure way
to create workload secrets. This isamore secure aternative to storing credentialsin plain text embedded in your
application or job configuration.

1. Create Workload Credentials with name workl oad-cred-:

curl -k -X "POST" 'https://<dex-vc-host>/dex/api/vl/credentials' \
-H " Accept: application/json' \
-H ' Connection: keep-alive' \
-H ' Content - Type: application/json' \
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-H "Aut hori zation: Bearer ${CDE_TOKEN}" \
--data '{
"wor kl oadCred": {

"aws-secret": "secret123",

"db- pass”: "dbpass123"
}l
"nanme": "workl oad-cred-1",
"type": "workl oad-credential ",
"description": "workl oad credential description”

} 1
2. Edit the existing workload credentials with new data. For example, edit workload-cred-1:

curl -k -X "PATCH' 'https://<dex-vc-host>/dex/api/vl/credential s/workl oad-
cred-1' \
-H ' Accept: application/json' \
-H ' Connection: keep-alive' \
-H ' Content-Type: application/json \
-H "Aut hori zation: Bearer ${CDE_TOKEN}" \
--data '{
"wor kl oadCred": {
"aws-secret": "newsecret123",
"db- pass": "newdbpass123"
1
}

You can list an existing secret for Cloudera Data Engineering (CDE) Spark Jobs using API.

1. List the existing workload credentialsin the virtua cluster by creating afilter with type that is equal to workload-
credential

curl -k -X "GET" 'https://<dex-vc-host>/dex/api/vl/ credential s?filter=type
965Beq¥bDwor kl oad- credential ' \

-H ' Accept: application/json' \

-H ' Connection: keep-alive' \

-H ' Content-Type: application/json' \
-H "Aut hori zati on: Bearer ${CDE TOKEN}"

Response:

"credential s": [

{
"nanme": "workl oad-cred-1",
"type": "workl oad-credential ",
"description": "workload credential description”,
"created": "2022-10-18TO07:26: 417",
"modi fied": "2022-10-18T07: 26: 412"
}
] il
"meta":
"hasNext": fal se,
"limt": 20,
"of fset": O,
“count": 1
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}
}

2. Get the existing specific workload credential. For example, workload-cred-1:

curl -k -X "GET" 'https://<dex-vc-host>/dex/api/vl/credential s/workload-
cred-1' \

-H " Accept: application/json' \

-H ' Connection: keep-alive' \

-H ' Content - Type: application/json' \

-H "Aut hori zati on: Bearer ${CDE_TOKEN}"

Response:
{
"name": "workl oad-cred-1",
"type": "workl oad-credential ",
"description": "worklaod credential description”,

"created": "2022-10-18TO07: 26: 412",
"modi fied": "2022-10-18T07: 26: 412"

Y ou can delete an existing secret for Cloudera Data Engineering (CDE) Spark Jobs using API.

Delete the workload-credential . For example, delete workload-cred-1:

curl -k -X "DELETE" 'https://<dex-vc-host>/dex/api/vl/ credential s/workload-c
red-1' \

-H ' Accept: application/json" \

-H ' Connection: keep-alive' \

-H ' Cont ent - Type: application/json' \

-H "Aut hori zati on: Bearer ${CDE_TOKEN}"

Once you've created aworkload secret, you can link it to the Cloudera Data Engineering (CDE) Spark Job definitions
that you created using API.

1. Use 1 or more workload-credentialsin anew Spark job. For example, workload-cred-1 and workload-cred-2 in the
job below:

curl -k -X "POST" 'https://<dex-vc-host>/dex/api/vl/jobs' \
-H ' Accept: application/json" \
-H ' Connection: keep-alive' \
-H ' Content-Type: application/json' \
-H "Aut hori zation: Bearer ${CDE TOKEN}" \

--data '{
"nane": "test-workl oad-job",
"spark": {

10
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"cl assNane": "org.apache. spar k. exanpl es. Spar kPi ",
"file": "spark-exanples_2.11-2.4.8.7.2.12.0-195.jar"
}1
"mounts": [
{ _
"resourceNane": "spark-jar",
"dirPrefix": ""
}
] il
"type": "spark",
"wor kl oadCr edenti al s": ["workl oad-cred-1", "workl oad-cred-2"]

} 1
2. Use 1 or more workload-credentials in an existing Spark job. For example, workload-cred-1 and workload-cred-2
in the job below:

curl -k -X "PATCH' 'https://<dex-vc-host>/dex/api/vl/jobs/test-workload-
job' \

-H ' Accept: application/json" \

-H ' Connection: keep-alive' \

-H ' Content-Type: application/json' \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

--data '{

"wor kl oadCr edenti al s": ["workl oad-cred-1", "workl oad-cred-2"]

To use the workload secret credentials, you can read the credential s that are mounted into the Spark drivers and
executors as read-only files.

The workload secrets are mounted into the Spark drivers and executors in this path: /etc/dex/secrets/<workl oad-
credential-name>/<credential-key-1> /etc/dex/secrets/<workl oad-credential-name>/<credential - key-2>

Example workload credentials:
The workload-credential was created with the payload below.

"wor kl oadCred": {
"aws-secret": "secret123",
"db- pass": "dbpass123"

}1

"nanme": "workl oad-cred-1",

"type": "workl oad-credential ",

"description": "workload credential description"

}

The secrets can be read as local files from the paths below within the Spark drivers and executors:
/etc/dex/secrets/workl oad-cred-1/aws-secret

/etc/dex/secrets/workl oad-cred- 1/db-pass

Example of a Pyspark application code to read a secret:

from pyspark. sql inport SparkSession

spark = SparkSession \
. bui I der \

11
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. appNanme(" Sanpl e DB Connection") \
.getOrCreate()

# read the password fromthe local file
dbPass=open("/ et c/ dex/ secr et s/ wor kl oad- cred- 1/ db- pass”).read()

# use the password in a jdbc connection
j dbcDF= spark.read \

Y ou can create ajob in Cloudera Data Engineering (CDE) using the CDE jobs API endpoint.

Request an access token and save it as an environment variable to usein API calls. For instructions, see Getting a
Cloudera Data Engineering API access token.

1. Determine the API URL for the virtual cluster you want to access using the API:
a) Navigate to the Cloudera Data Engineering Overview page.
b) Inthe CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.
¢) IntheVirtual Clusters column on the right, click the Cluster Detailsicon for the virtual cluster you want to
interact with.
d) Copy the URL under JOBS APl URL.
For example: https://pmjkrgn5.cde-czlmkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/vl
2. Submit the job creation request using the API to the /jobs endpoint.

The JSON payload to create ajob is structured as follows:

{
"nanme": "denpJob",
"spark": {
"cl assNane": "com exanpl e. denbJobMai nCl ass",
"file": "local:/path/to/denoJobJar"
}1
"type": "spark"

curl -H "Authorization: Bearer ${CDE TOKEN}" <jobs_api _url>/jobs \
-H "Cont ent - Type: application/json" \
-X POST -d "{\"nane\":\"denoJob\",\"spark\": {\"className\":\"com exanpl e. d
enpJobMai nCl ass\",\"file\":\"local :/path/to/denpJobJar\"},\"type\":\"spark
\ "}

3. Verify the job was created. Y ou can view job details using the /jobs/<jobName> endpoint:

curl -H "Authorization: Bearer ${CDE TOKEN}" -H "Content-Type: applicati
on/json" -X GET "https://pnjkrgn5. cde-czl nkz4y. na-01. xvp2- 7p8o. cl ouder a.
site/dex/api/vl/jobs/denpJob"

12
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You can list Cloudera Data Engineering (CDE) jobs using the API by issuing a GET request to the /jobs endpoint.

Get an access token and save it as an environment variable as described in Getting a Cloudera Data Engineering API
access token.

1. Determine the API URL for the virtual cluster you want to access using the API:

a) Navigate to the Cloudera Data Engineering Overview page.

b) Inthe CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.

¢) IntheVirtual Clusters column on the right, click the Cluster Detailsicon for the virtual cluster you want to
interact with.

d) Copy the URL under JOBS APl URL.
For example: https://pmjkrgn5.cde-czimkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/v1l

2. Issue a GET request to the /jobs endpoint:

curl -H "Authorization: Bearer ${CDE_TOKEN}" -X GET "https://pnjkrgn5. cde-
czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / vl/j obs"

Y ou can get Cloudera Data Engineering (CDE) job information using the API by issuing a GET request to the /job
s/<job_name> endpoint.

Get an access token and save it as an environment variable as described in Getting a Cloudera Data Engineering AP
access token.

1. Determinethe API URL for the virtual cluster you want to access using the API:

a) Navigate to the Cloudera Data Engineering Overview page.

b) Inthe CDE Services column, select the environment containing the virtual cluster you want to interact with
using the API.

¢) IntheVirtual Clusters column on the right, click the Cluster Detailsicon for the virtual cluster you want to
interact with.

d) Copy the URL under JOBS APl URL.
For example: https://pmjkrgn5.cde-czlmkz4y.na-01.xvp2-7p8o.cloudera.site/dex/api/vl

2. Issue a GET request to the /jobs/<jobname> endpoint:

curl -H "Authorization: Bearer ${CDE_TOKEN}" -X GET "https://pnjkrgn5. cde-
czl nkz4y. na- 01. xvp2- 7p8o. cl ouder a. si t e/ dex/ api / v1/j obs/ Spar kPi "
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