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Authentication in SSB

Y ou can authenticate users to access the Streaming SQL Console using Kerberos or Knox authentication.

On an unsecured cluster, you need to register a new account to access the SSB Console. Provide your Name,
Username and Password to creste an account.

«=.Streaming SQL Console

Register A New Account

Fist Name Last Name

First name Last name

Username

Username

Password

Password

Already have an account? Login

After creating an account, you can log in to the Streaming SQL Console by providing the registered Username and
Password.
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*= Streaming S0L Console

Log Into Your Account

Username

Password

New to Streaming SQL Console? Create an account!

Forgot Password? Talk to your administrator!

Note: You can later change your password by clicking on your username at the right top of the Streaming
E SQL Console, and by selecting the Profile tab.

Streaming SQL Console

Profile / Change

Change Password
Current password

New password

New password again

==

Y ou need to enable Kerberos authentication in Cloudera Manager as well as directly for your browser to securely
reach the Streaming SQL Console, and to use Knox authentication.

When Kerberos authentication is set up for SSB, and an unauthorized user wants to reach the Streaming SQL
Console, the following error message appears:
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= Streaming SOL Console

Forbidden

You don't have the permission to access the requested resource. This server requires
Kerberos authentication, so either double-check your browser configuration, or contact
your administrator for assistance.

Go to your cluster in Cloudera Manager.

Click SQL Stream Builder from thelist of services.
Go to the Configuration tab.

Select Category > Security .

Type kerberos in the search field.

Select the Enable Kerberos authentication setting.
Open aterminal window.

No oA~ wDdN P
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8. Configure your browser for Kerberos authentication:
* MozillaFirefox

a. Load the about:config page to open the low level Firefox configuration.
b. Search for network.negotiate-auth.trusted-uris preference.

¢. Open the network.negotiate-auth.trusted-uris preference.

d. Enter the hostnames of the SQL Stream Console are protected by Kerberos HTTP SPNEGO.
e. Click Ok.

e Internet Explorer

a. Configurethe Local Intranet Domain

1. Click onthe Settingsicon in Internet Explorer.
Go to Internet options > Security.

Select Local Intranet zone.

Click on Sites.

Review that the following options are checked:

g s wnN

e Includeal local (intranet) sites not listed in other zones
¢ Include al sitesthat bypass the proxy server are checked
6. Click Advanced.

7. Enter the hostnames and domains of the SQL Stream Console that are protected by KerberosHTTP
SPNEGO.

8. Click Ok.
b. Configure the Intranet Authentication

1. Click onthe Settingsicon in Internet Explorer.
Go to Internet options > Security.

Select Local Intranet zone.

Click on Custom level.

Hwbd

The Security Settings - Local Intranet Zone dialog box opens.
5. Scroll down to the User Authentication options.
6. Select Automatic logon only in Intranet Zone.
7. Click Ok.
c. Verify the Proxy Settings

Make sure that you enabled a proxy server.

Click on the Settingsicon in Internet Explorer.

Go to Internet options > Connections.

Select LAN settings.

Confirm that the proxy server Address and Port number are correct.
Click Advanced.

oo s wbdPE

The Proxy Settings dialog box opens.
7. Add the Streaming SQL Console domains that are protected by Kerberos to the Exceptionsfield.
8. Click Ok.
e Google Chrome

*  Windows

a. Open Control Panel > Internet Options > Security.
b. Perform the steps from the Internet Explorer configuration.
* MacOS

a. Open aterminal window.
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b. Copy and paste the following command:

defaults wite com googl e. Chrone Aut hServer Al | ow i st
"*<host _domai n>, *<host _donmai n1>, *<host _domai n2>"

sudo scp <your _host nanme>: /et c/ krb5. conf /etc/krb5. conf
kinit <usernanme>

The Kerberos principal for SQL Stream Builder is configured by default to use the same service principal asthe
default process user. However, you can change the default setting by providing a custom principal in Cloudera
Manager.

Go to your Cluster in Cloudera Manager.

Select SQL Stream Builder from the list of services.

Go to the Configuration tab.

Search for the Kerberos principal by entering "kerberos" in the search field.

Provide a custom name to the Kerberos Principal property.

Click Save Changes.

Click Actions > Restart next to the SQL Stream Builder service name to restart the service

N o oM wbdhPE

The auto-discovery function in Cloudera Manager does not support SSB in this release, you need to manually
configure Knox and SSB to enable Knox authentication.

Apache Knox Gateway is used to help ensure perimeter security for SSB. With Knox, enterprises can confidently
extend the SSB Ul and API endpoints to new users without Kerberos complexities. Knox provides a central gateway
and has varying degrees of authorization, authentication, SSL, and SSO capabilities to enable a single access point for
SSB.

Before you begin

» Install and configure Knox on your cluster. For more information, see the Installing A pache Knox documentation.
« Enable Kerberos authentication for SSB. For more information, see Enabling Kerberos authentication section.

Cloudera Manager does not support simplified topology management (a so known as auto-discovery) for the current
SSB release. Y ou heed to manually configure Knox to be able to integrate with SSB, this consist of the following
high level steps:

Y ou must create service definitions for the SSB Console and Materialized Views in the Knox Admin UL.

Go to your cluster in Cloudera Manager.

Select Knox from the list of services.

Select Knox Gateway Home.

Open the General Proxy Information.

Click Admin Ul URL.

Y ou are redirected to the Knox Manager page.

6. Click Service Definitions under Resource Types.

a s~ DR
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7. Click on the plusicon to add the SSB service definitions.
The Create a New Service Definition window appears.

Create a New Service Definition

At a minimurn you must modify the service's name and role attributes!

version-"1.0" encoding-"UTF-8"7>
>

name="your_service_name" role="YOUR_ROLE" version-"1.0.8">
classname="org.apache. knox.gateway.dispatch.DefaultDispatch" use-two-way-ssl-"false" />
/=

Cancel

8. Delete the default text from the window.
9. Create the service definitions for SSB.
a) Copy thefollowing XML entry for the SSB-MVE-API service definition:

<?xm version="1.0" encodi ng="UTF-8"?>
<servi ceDefinitions>
<servi ceDefinition>
<servi ce nane="ssb-nve-api" rol e="SSB- WE- APl " version="1.4.0.0">
<net adat a>
<cont ext >/ ssb- nve- api </ cont ext >
<description>Streanm ng SQL Builder - Muterialized View En
gi ne API </ descri ption>
<short Desc>SSB - MVE API </ short Desc>
<t ype>API </t ype>
</ met adat a>
<r out es>
<rout e pat h="/ssbh-nve-api/**">
<rewite apply="SSB- WE- API / ssb- nve-api /path" to="requ
est.url"/>
</route>
</rout es>
</ service>
<rul es>
<rule dir="IN' nane="SSB- WE- API / ssb- mve- api / pat h" pattern="*
N * o x** [ ssb-mve-api / {path=**}?2{**}">
<rewite tenpl ate="{$servi ceUr | [ SSB- WE- APl ]}/ {pat h=**}?{
**}"/>
</rul e>
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</rul es>
</ servi ceDefinition>
</ serviceDefinitions>

b) Pasteit to the New Service Definition window.

¢) Click Ok.

d) Click on the plusicon to create a new service definition.

€) Copy thefollowing XML entry for the SSB-MVE-API-PUBLIC service definition:

<?xm version="1.0" encodi ng="UTF-8"?>
<servi ceDefinitions>
<servi ceDefinition>
<servi ce name="ssb-mve-api-public" rol e="SSB- WE- API - PUBLI C' ve
rsion="1.4.0.0">
<nmet adat a>
<cont ext >/ ssb- nve- api - publ i c</ cont ext >
<description>Streami ng SQL Builder - Materialized View Engin
e Public API</description>
<short Desc>SSB - MVE Public API </shortDesc>
<t ype>API </t ype>
</ met adat a>
<r out es>
<rout e pat h="/ssb-nve-api-public/api/**">
<rewite apply="SSB- W\E- API - PUBLI C/ ssb- nve- api - publ i c/ pa
th" to="request.url"/>
</route>
</ routes>
</ service>
<rul es>
<rule dir="IN' nane="SSB- WE- API - PUBLI C/ ssb- mve- api - publ i c/ pa
th" pattern="*://*:*]/**]/ssb-nve-api-public/api/{path=**}?2{**}">
<rewrite tenpl ate="{$servi celUr | [ SSB- WE- APl - PUBLI C] }/ api / { pa
th=**}?{**}"/>
</rul e>
</rul es>
</ serviceDefinition>
</serviceDefinitions>

f) Pasteit to the New Service Definition window.
g) Click Ok.
h) Copy the following XML entry for the SSB-SSC-UI service definition:

<?xm version="1.0" encodi ng="UTF-8"?>
<servi ceDefinitions>
<servi ceDefinition>
<servi ce nanme="ssb-ssc-ui" rol e="SSB-SSC-U " version="1.4.0.0">
<di spat ch cl assnane="or g. apache. knox. gat eway. di spat ch. Confi gur
abl eDi spat ch" use-two-way-ssl ="fal se">
<par ane
<nane>r esponseExcl udeHeader s</ nanme>
<val ue>Www Aut hent i cat e</ val ue>
</ par an»
</ di spat ch>
<net adat a>
<cont ext >/ ssb- ssc- ui </ cont ext >
<description>SQ. Stream ng Builder - Streaning SQ. Consol e -
Ul </ descri ption>
<short Desc>SSB Consol e</ short Desc>
<type>Ul </ type>
</ met adat a>
<rout es>
<rout e pat h="/ssb-ssc-ui/">

10
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<rewrite apply="SSB-SSC-U/filter/outbound/ headers" to=
"response. headers"/ >
<rewite apply="SSB-SSC- U /filter/outbound/ body" to="res
ponse. body"/ >
</rout e>
<rout e path="/ssb-ssc-ui/**">
<rewrite apply="SSB-SSC-U/filter/outbound/ headers" to="
response. headers"/ >
<rewite apply="SSB-SSC-U/filter/outbound/ body" to="resp
onse. body"/ >
</route>
<rout e pat h="/ssb-ssc-ui/**?2**">
<rewrite apply="SSB-SSC-U/filter/outbound/ headers" to
="response. headers"/ >
<rewite apply="SSB-SSC-U/filter/outbound/ body" to="re
sponse. body"/ >
</rout e>
</rout es>
</ service>
<rul es>
<rule dir="IN'" nane="SSB- SSC- Ul /rul e/ i nbound/ query" pattern="
*:[[*:*[**[ssb-ssc-ui/{path=**}2{**}">
<rewite tenplate="{$serviceUl[SSB-SSC U]}/ {path=**}2{*
*}"/>
</rul e>
<rule dir="IN' nane="SSB- SSC- Ul /rul e/i nbound/ pat h" pattern="
¥ [ [*:*[**]ssb-ssc-ui /[{**}">
<rewite tenplate="{$serviceUr|[SSB-SSC-U ]}/ {**}"/>
</rul e>
<rule dir="IN' nane="SSB-SSC- Ul /rul e/inbound/root" pattern="
*:[[*:*][**]ssb-ssc-ui/">
<rewrite tenpl ate="{$serviceU | [SSB-SSC-U]}/"/>
</rul e>
<rul e dir="0UT" flow="0OR' nanme="SSB- SSC- Ul /rul e/ out bound/ hea
der/Ilinks">
<match pattern="*://*:*/{path=**}?2{**}">
<rewite tenplate="{$frontend[url]}/ssb-ssc-ui/{path=**}

ll/>
</ mat ch>
<match pattern="*://*:*/{path=**}">
<rewite tenplate="{$frontend[url]}/ssb-ssc-ui/{path=**}
Il/>

</ mat ch>
<match pattern="*://*:*]">
<rewite tenplate="{$frontend[url]}/ssb-ssc-ui/"/>
</ mat ch>
</rul e>
<rul e dir="QUT" name="SSB- SSC- Ul /rul e/ out bound/ htm /static" pat
tern="/static/{**}">
<rewite tenplate="{$frontend[url]}/ssb-ssc-ui/static/{**}"/

>
</rul e>
<rule dir="0QUT" flow="0R'" nanme="SSB- SSC- Ul /rul e/ out bound/ | s/ api
">
<mat ch pattern="/api/vl/ query"/>
<mat ch pattern="/api/vl">
<rewite tenplate="{$frontend[path]}/ssb-ssc-ui/api/vl"/>
</ mat ch>
</rul e>
<rul e dir="QUT" name="SSB- SSC- Ul /rul e/ out bound/js/ws">
<mat ch pattern="/socket.io">
<rewrite tenpl ate="{$frontend[ path]}/ssb-ssc-ws/socket.
io"/>

</ mat ch>

11
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</rul e>
<rule dir="0QUr" flow="0OR"' name="SSB- SSC- U /rul e/ out bound/ htm /|
i nk">
<match pattern="/{path=**}?2{**}">
<rewite tenplate="{$frontend[url]}/ssb-ssc-ui/{path=**}?
(3>

</ mat ch>
<match pattern="/{**}">
<rewite tenplate="{$frontend[url]}/ssb-ssc-ui/{**}"/>
</ mat ch>
</rul e>
<filter name="SSB-SSC-U/filter/outbound/ headers">
<content type="application/x-http-headers">
<apply pat h="Location" rul e="SSB-SSC- Ul /rul e/ out bound/ he
ader/links"/>
</ cont ent >
</[filter>
<filter name="SSB-SSC-U/filter/outbound/body">
<content type="*/javascript">
<apply path="/api/vl/ query|/api/v1l" rul e="SSB-SSC U /r
ul e/ out bound/ j s/ api "/ >
<apply pat h="/socket.io" rul e="SSB-SSC- U/ rul e/ out bound/
js/ws"/>
</ cont ent >
<content type="*/htm ">
<apply path="/static" rul e="SSB-SSC- U /rul e/ out bound/ ht
m/static"/>
<apply path="/api/v1l" rul e="SSB-SSC- U/ rul e/ out bound/ ht m
[ /1ink"/>
<apply path="/ui.*" rul e="SSB-SSC- Ul /rul e/ out bound/ ht m /
I'ink"/>
</ content >
</filter>
</rul es>
</ servi ceDefinition>
</serviceDefinitions>

i) Pasteit to the New Service Definition window.

j) Click Ok.

k) Click on the plusicon to create a new service definition.

I) Copy thefollowing XML entry for the SSB-SSC-WS service definition:

<?xm version="1.0" encodi ng="UTF-8"?>
<servi ceDefinitions>
<servi ceDefini tion>
<servi ce nanme="ssb-ssc-ws" rol e="SSB- SSC-W5" version="1.4.0.0">
<r out es>
<rout e pat h="/ssb-ssc-ws/socket.io/">
<rewite apply="SSB- SSC- W5/ ssb-ssc-ws/i nbound1" to="requ
est.url"/>
</route>
<rout e pat h="/ssb-ssc-ws/socket.io/**">
<rewite apply="SSB- SSC- W5/ ssb-ssc-ws/i nbound2" to="reque
st.url"/>
</rout e>
</rout es>
</ service>
<rul es>
<rule dir="IN' nane="SSB- SSC- W5/ ssbh- ssc-ws/i nbound1" pattern="
*:[/*:*]**]ssb-ssc-ws/socket.iol">
<rewite tenpl ate="{$servi celUr| [ SSB- SSC- W8] } / socket.io/"/>
</rul e>

12
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<rule dir="IN' nane="SSB- SSC- W5/ ssh- ssc-ws/i nbound2" pattern

="*.[[*.*[**]ssb-ssc-ws/socket.iof {**}">
<rewite tenpl ate="{$servi ceUr | [ SSB- SSC-W5] } / socket.i o/ {**}

">

</rul e>

</rul es>
</ serviceDefinition>

</ serviceDefinitions>

m) Paste it to the New Service Definition window.
n) Click Ok.

10. In the list of Service definitions, you should be able to see the following entries:

SSB-MVE-API (1.4.0.0)
SSE-MVE-API-PUBLIC (1.4.0.0)
S5B-55C-UI (1.4.0.0)

SSB-SSC-WS (1.4.0.0)

After creating the service definitions, you must add the SSB services to the Knox default topologies in Cloudera
Manager.

Go to your cluster in Cloudera Manager.

Click on Knox from the list of Services.

Select Configuration.

Search for Knox Simplified Topology Management.

Add the following entries to the Knox Simplified Topology Management - cdp-proxy:

a s~ DN

SSB- SSC- Ul : url =htt ps://<ssb_consol e_host >: 18112
SSB- SSC- Ul : htt pcli ent. connecti onTi neout =5m

SSB- SSC- Ul : htt pcl i ent. socket Ti neout =5m

SSB- SSC- W5: ur | =wss:// <ssb_consol e_host >: 18112

13
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6. Add the following entry to the Knox Simplified Topology Management - cdp-proxy-api:
SSB- MWE- API : url =https://<ssb_m/_host >: 18131

Y ou need to add the hostname to the entries as shown in the following example:

Knox Simplified Topology Management - cdp- Knox Gateway Default Group D Undo
rox

proxy SSB-SSC-Ul:url=https://knox-docstest-1.vpc.cloudera.com: 18112 o ®

cdp-proxy

&f gateway_descriptor_cdp_proxy
SSB-SSC-Ulhttpelient.connectionTimeout=5m o ®
$SB-SSC-Ulhttpelient. socketTimeout=5m m ®
SSB-SSC-WS:url=wss:/fknox-docstest-1.vpc.cloudera.com: 18112 o ®

Knox Simplified Topology Management - cdp- Knox Gateway Default Group D Undo

proxy-api

Y SSB-MVE-APl:url=https://knox-docstest-1.vpe.cloudera.com:18131 o ®

cdp-proxy-api
Of gateway_descriptor_cdp_proxy_api

7. Click Save changes.
The Refresh needed indicator appears beside the Knox service name.
8. Refresh Knox.

Y ou must provide the cdp-proxy external URLsin Cloudera Manager to authenticate the user when accessing the
Materialized Views and the Resource Manager through the Streaming SQL Console.

Go to your cluster in Cloudera Manager.

Click on SQL Stream Builder from the list of Services.

Select Configuration.

Search for external _url.

Add the following URL to Materialized View Engine External APl URL :

o w DR

htt ps://<ssb_mv_host >: 8443/ gat eway/ cdp- pr oxy- api / ssh- nve- api
6. Add thefollowing URL to Yarn resource manager external URL override:
htt ps://<yarn_rm host >: 8443/ gat eway/ cdp- pr oxy/ yarn-ui - v2

7. Restart the Knox service.

After manually configuring Knox and SSB, you should check if the SSO authentication works for the Streaming SQL
Console.

1. Goto your cluster in Cloudera Manager.
2. Click on Knox from the list of Services.

14
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3. Select Knox Gateway Home.
Y ou will be prompted to provide your username and password.

Username

Password

CLOUD=RA -

SIGN IN

4. Click cdp-proxy under Topologies.
SSB Console should be listed under the cdp-proxy.
5. Click SSB Console.
Y ou are redirected to the Streaming SQL Console page.

Note: In case SSB Console does not appear under the cdp-proxy topologies, try to clean up the
deployments folder of Knox with the following command:

rm-rf /var/lib/knox/ gat eway/ dat a/ depl oynent s/ *

After running the command, restart the Knox service.

After setting Kerberos or Knox authentication for SSB, you need to unlock the user specific keytabs on the Streaming
SQL Console by providing your keytab passowrd or uploading the keytab file.

The following message is displayed on the Console in case the keytabs are still 1ocked:

Console

Run SQL against unbounded streams of data and create persistent SQL streaming jobs

You need to unlock your keytab to run queries. Click here for the Keytab Manager.

Before unlocking the keytab, you need to authenticate your username

1. Click your username at the right top corner of the Streaming SQL Console.

15
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2. Click Manage keytab.
The Keytab Manager page appears.

Streaming SQL Console

Keytab Manager

Keytab Status: & Keytab Locked - enter password or upload keytab to unlock

Unlock Keytab  Upload Keytab

Unlock Keytab

Principal name knoxui

Keytab password

Y ou can choose between the following steps:
* Tounlock the keytab, provide the Keytab password for the principal.
» Click Upload Keytab tab, and upload your keytab file directly to the Console.
Streaming SQL Console © admin~
Keytab Manager
Keytab Status: @ Keytab Locked - enter password or upload keytab to unlock
Unlock Keytab Upload Keytab
Upload Keytab
Keytab Principal Name Kknoxui
Upload Keytab | Choose file | No file chosen

3. Click Unlock keytab.

When auto-TL Sis disabled for the SQL Stream Builder (SSB) service, you must manually set the TLS properties for
SSB in Cloudera Manager.

Ensure that you have set up Transport Layer Security (TLS) (formerly known as Secure Socket Layer (SSL)) for
Cloudera Manager:

e Generated TLS certificates

« Configured TLS for Admin Console and Agents

« Enabled server certificate verification on Agents

« Configured agent certificate authentication

» Configured TLS encryption on the agent listening port

For more information, see the Cloudera Manager documentation.

Note: You can aso configure the security parameters when adding SQL Stream Builder as a service using
E the Add Service Wizard.

1. Click SQL Builder service on your Cluster.

16
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Encryption in SSB

2. Go to the Configuration tab.

3. Select Category > Security.
All the security related properties are displayed.

4. Edit the security properties according to the cluster configuration.

K

Note: You need to provide the keystore and truststore information for the Materialized View Engine, the
SQL Stream Engine, and for the Streaming SQL Console.

Materialized View Engine

Enable TLS/SSL for Materialized View Engine

Select the option to encrypt communication between clients and
Materialized View Engine using Transport Layer Security (TLS)
(formerly known as Secure Socket Layer (SSL)).

Materialized View Engine TLS/SSL Server JKS Keystore File
Location

Path to the TLS/SSL keystore file containing the server certificate
and private key used for TLS/SSL. Used when Materialized View
Engineisacting asa TLS/SSL server. The keystore must bein JKS
format.

Materialized View Engine TLS/SSL Server JKS Keystore File
Password

Password for the Materialized View Engine JKS keystorefile.

Materialized View Engine TLS/SSL Server JKS Keystore Key
Password

Password that protects the private key contained in the JKS keystore.

Materialized View Engine TLS/SSL Client Trust Store File

Location of the truststore on disk. The truststore must bein JKS
format. If this parameter is not provided, the default list of known
certificate authorities is used instead.

Materialized View Engine TLS/SSL Client Trust Store Passwol

rd

The password for the Materialized View Engine TLS/SSL Certificate
truststore file. This password is not mandatory to access the
truststore; thisfield is optional. This password provides optional
integrity checking of the file. The contents of truststores are
certificates, and certificates are public information.

Enable TLS/SSL for Streaming SQL Console

Streaming SQL Console

Select the option to encrypt communication between clients and
Streaming SQL Console using Transport Layer Security (TLS)
(formerly known as Secure Socket Layer (SSL)).

Format)

Streaming SQL Console TLS/SSL Server Private Key File (PEM

Path to the TLS/SSL file containing the private key used for TLS/
SSL. Used when Streaming SQL Consoleis acting asa TLS/SSL
server. The certificate file must bein PEM format.

Format)

Streaming SQL Console TLS/SSL Server Certificate File (PEM

Path to the TLS/SSL file containing the server certificate key used
for TLS/SSL. Used when Streaming SQL Consoleisacting asa
TLS/SSL server. The certificate file must be in PEM format.

Streaming SQL Console TLS/SSL Server CA Certificate (PEM
Format)

Path to the TLS/SSL file containing the certificate of the certificate
authority (CA) and any intermediate certificates used to sign the
server certificate. Used when Streaming SQL Consoleis acting as
aTLS/SSL server. The certificate file must be in PEM format, and
isusually created by concatenating all of the appropriate root and
intermediate certificates.

Streaming SQL Console TLS/SSL Private Key Password

Password for the private key in the Streaming SQL Console TLS/
SSL Server Certificate and Private Key file. If left blank, the private
key is not protected by a password.
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Streaming SQL Console

Streaming SQL Console TLS/SSL Certificate Trust Store File Location on disk of the truststore, in .pem format, used to confirm
the authenticity of TLS/SSL serversthat Streaming SQL Console
might connect to. Thisis used when Streaming SQL Consoleis
theclient in aTLS/SSL connection. This truststore must contain
the certificate(s) used to sign the service(s) connected to. If this
parameter is not provided, the default list of known certificate
authoritiesis used instead.

Enable TLS/SSL for Streaming SQL Engine Select the option to encrypt communication between clients and
Streaming SQL Engine using Transport Layer Security (TLS)
(formerly known as Secure Socket Layer (SSL)).

Streaming SQL Engine TLS/SSL Server JKS Keystore File Location | Path to the TLS/SSL keystore file containing the server certificate
and private key used for TLS/SSL. Used when Streaming SQL
Engineisacting asa TLSSSL server. The keystore must bein JKS

format.

Streaming SQL Engine TLS/SSL Server JKS Keystore File Password for the Streaming SQL Engine JKS keystore file.

Password

Streaming SQL Engine TLS/SSL Server JKS Keystore Key Password that protects the private key contained in the JKS keystore

Password used when Streaming SQL Engineisacting asa TLS/SSL server.

Streaming SQL Engine TLS/SSL Client Trust Store File Location on disk of the truststore, in .jks format, used to confirm the
authenticity of TLS/SSL serversthat Streaming SQL Engine might
connect to. Thisis used when Streaming SQL Engineistheclientin
aTLS/SSL connection. Thistruststore must contain the certificate(s)
used to sign the service(s) connected to. If this parameter is not
provided, the default list of known certificate authoritiesis used
instead.

Streaming SQL Engine TLS/SSL Client Trust Store Password Password for the Streaming SQL Engine TLS/SSL Certificate Trust

Store file. This password is not mandatory to access the trust store;
thisfield is optional. This password provides optional integrity
checking of thefile. The contents of truststores are certificates, and
certificates are public information.

5. Click Save Changes.

Enabling TLS for database connection

Y ou can enable encrypted communication between SSB and the configured databases using the Database connection
property in Cloudera Manager.

About this task

Note: When you are using Auto-TLS, the configuration for the Database TL S connection is not enabled
automatically.

Procedure

1. Goto your cluster in Cloudera Manager.
2. Click SQL Stream Builder from the list of services.
3. Select Configuration tab.
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4, Add database tls_connection to the Search box.

= SQL_STREAM_BUH_D ER‘W Actions ~ Jul 20, 3:30 PM UTC
Status Instances  Configuration ~ Commands  Charts Library ~ Audits  SQLStreamBuilder Console ' Quick Links =
Q database_tls_connection @ Filters  Role Groups History & Rollback
Filters ow All D
Database TLS connection (C) SQL_STREAM_BUILDER-1 (Service-Wide) @
SCOPE ;
datal
SOL_STREAM_BUILDER-1 (Ser... 1 @ database.ls.c

5. Select Database TL S connection to enable encryption for the databases.
6. Click Save changes.
7. Restart the SQL Stream Builder service.
a) Click Action> Restart next to the SQL Stream Builder service name.

Encrypted communication is enabled between SSB and the configured databases.

Y ou must rotate the Certificate Authority and Host Certificates to update the security requirements of your cluster.
For more information, see the Rotate Auto-TL S Certificate Authority and Host Certificates in Cloudera Manager
documentation.

You must add SQL Stream Builder (SSB) users to the Ranger policies that are used by Kafka, Schema Registry, Hive
and Kudu to provide access to topics, schemas and tables provided by the components.

Before you begin

» Install Apache Ranger on your cluster. For more information, see the Production Installation documentation.

e Add therequired Ranger policies for Flink. For more information, see Configuring Ranger policies for Flink
documentation.

Y ou can reach the Ranger User Interface through Cloudera Manager:

1. Gotoyour cluster in Cloudera Manager.
2. Select Ranger from the list of services.
3. Click on Ranger Admin Web UI.

Y ou are redirected to the Ranger Admin Web Ul.

Y ou must add the SSB user to the following policies:

« al-consumergroup
« dl-topic

o dl-transationdid

o dl-cluster

» all-delegationtoken
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Select cm_kafka from the Service Manager home page on the Ranger Admin Web UI.

You areredirected to the list of Kafka policies page.

Click on the edit button of the all-consumergroup policy.

Add the SSB user to the Select User field under the Allow Conditions setting.
Click Save.

You areredirected to the list of Kafka policies page
Click on + More... to check if the SSB user islisted under the Users for the consumergroup policy.
Add the SSB user to the following policy with the above steps as well:

e dl-topic

e dl-transationalid

o dl-cluster

» all-delegationtoken

Y ou must add the SSB user to the following policy:

1

w

al-schema-group, schema-metadata, schema-branch, schema-version
Select cm_schema-registry from the Service Manager home page on the Ranger Admin Web UI.

Y ou are redirected to the list of Schema Registry policies page.

Click on the edit button of the all-schema-group, schema-metadata, schema-branch, schema-version policy.
Add the SSB user to the Select User field under the Allow Conditions setting.

Click Save.

You are redirected to the list of Schema Registry policies page.

Click on + More... to check if the SSB user is listed under the Users for the schema-group, schema-metadata,
schema-branch, schema-version policy.

Y ou must add the SSB user to the following policy:

all-global

al-database, table, column
all-database, table
all-database
al-hiveservice
all-database, udf

al-url

Select cm_hadoopsgl from the Service Manager home page on the Ranger Admin Web Ul.

You are redirected to the list of Hadoop SQL policies page.

Click on the edit button of the all-global policy.

Add the SSB user to the Select User field under the Allow Conditions setting.
Click Save.

You areredirected to the list of Hadoop SQL policies page.
Click on + More... to check if the SSB user islisted under the Users for the al-global policy.
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6. Add the SSB user to the following policy with the above steps as well:

« adl-database, table, column
« dl-database, table

e dl-database

e dl-hiveservice

» al-database, udf

e al-url

Y ou must create a policy to grant access to Kudu tables for the SSB user.
1. Select cm_kudu from the Service Manager home page on the Ranger Admin Web UI.

Y ou are redirected to the Create Policy page.

Click on Add New Policy.

Provide a name to the Policy Name field.

Provide a prefix for the Databases you want to add to the policy or select al by typing *.
Provide a prefix for the table you want to add to the policy or select all by typing *.
Provide a prefix for the column you want to add to the policy or select all by typing *.
Add the SSB user to the Select User field under the Allow Conditions setting.

Click on the plusicon to Add Permissions to the Permissions field.

Click on the specific permissions or Select All.

10 Click on Add at the bottom of the page.

© o NO O R®DN

You are redirected to the list of Kudu policies page where the created policy should be listed.
11. Click on + More... to check if the SSB user islisted under the Users for the created policy.

Y ou can manage your team, team members and invite new team members under the Teams menu on the SQL Stream
Builder console.

Y ou can access the Teams menu using Streaming SQL Console:

1. Gotoyour cluster in Cloudera Manager.
2. Click SQL Stream Builder from the list of services.
3. Click SQL StreamBuilder Console.

The Streaming SQL Console opensin a new window
4. Click onyour username.
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5. Click Teams.
Y ou are redirected to the Teams page.

Streaming SQL Console © admin~

Teams

Setup and manage teams

o i

Active Team

admin's Team

Team Members

Full Name Username Access Level

SQLStreamBuilder Administrator admin Team Owner v

Outstanding Invitations

Full Name Username Access Level

No invitations awaiting acknowledgement.

By default, anew user is assigned to the SQL StreamBuilder team which is a default team for the administrator within
SSB. Every user who can access the Streaming SQL Console on the same cluster, is automatically added and listed
as Team Membersin the SQL StreamBuilder team. Only the administrator has the privilege to change the access

level for ateam member, and inactivate-activate a team member from the SQL StreamBuilder team. Team members
can create their own team. In this case, only the Team Owner can delete their team. A team can be deleted by the
Team Owner of that certain team. A team cannot be deleted if it isaprimary team of auser or it is the default team
(SQL StreamBuilder).

Every team member in ateam (SQL StreamBuilder team or user created team) can access the created Virtual Tables,
User Defined Functions, Materialized Views and API keys within ateam. A team member can also view the jobs
submitted in ateam they are amember of. A user can be a part of multiple teams, and can switch between them. On
the Streaming SQL Console, the currently selected team is shown under the Active Team header.

A team member can invite other membersto join their team. The invitation can be accepted or ignored. To view the
invitation within ateam click the View Team Invitations button.
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