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Cloudera Streaming Analytics HBase sink with Flink

Cloudera Streaming Analytics offers HBase connector as asink. Like this you can store the output of areal-time
processing application in HBase. Y ou must develop your application defining HBase as sink and add HBase
dependency to your project.

The HBase Streaming connector has the following key features:

« Automatic configuration on the CDP Private Cloud Base platform
» High throughput buffered operations
* Customizable data-driven update/del ete logic

To use the HBase integration, add the following dependency to your project:

<dependency>
<gr oupl d>or g. apache. f | i nk</ gr oupl d>
<artifact!ld>flink-hbase_${scal a. bi nary. version}</artifactld>
<version>${fl i nk. version}</versi on>

</ dependency>

The general purpose HBase sink connector isimplemented in the org.apache.flink.addons.hbase.HBaseSinkFunction
class.

Thisis an abstract class that must be extended to define the interaction logic (mutations) with HBase. By using the
BufferedMutator instance, you can implement arbitrary data driven interactions with HBase. Whileit is possible to
run al mutations supported by the BufferedMutator interface, Cloudera strongly recommends that users should only
use idempotent mutations: Put and Delete.

Y ou must configure the HBaseSinkFunction with Table names to have HBase as a sink. The HBase table needs to be
created before the streaming job is submitted. Y ou should aso configure the operation buffering parameters to make
sure that every data coming from Flink is buffered into HBase.

The HBase sink instance is aways created as a subclass of the HBaseSinkFunction. When users create the subclass
they have to provide required and optional parameters through the constructor of the superclass, the HBaseSinkFun
ction itself.

Required parameters:
» Table name (the table itself must be created before the streaming job starts)
Optiona parameters:

» Hadoop Configuration object for setting up the HBase client
» HBaseOptions for minimal connection configuration

The optional parameters are configured automatically by the Cloudera platform and should only be used for setting up
custom HBase connections.

Important: The Flink Gateway node should also be an HBase Gateway node for the automatic configuration
to work in the Cloudera environment.

To configure the operation buffering parameters, you need to use the HBaseSinkFunction.setWriteOptions() method.
Y ou can set the following configuration parameters using the HBaseWriteOptions object:

» setBufferFlushMaxSizelnBytes : Maximum byte size of the buffered operations before flushing
» setBufferFlushMaxRows : Maximum number of operations buffered before flushing
« setBufferFlushintervalMillis : Maximum time interval before flushing
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Cloudera Streaming Analytics Kafkawith Flink

See the following example for setting up an HBase sink running on the Cloudera platform:

/1 Define a new HBase sink for witing to the | TEM QUERI ES t abl e
HBaseSi nkFunct i on<Quer yResul t > hbaseSi nk = new HBaseSi nkFuncti on<Quer yResul
t>("1 TEM QUERI ES") {
@wverride
public void executeMitati ons(QueryResult qresult, Context context, Buffer
edMut at or mutator) throws Exception {
/1l For each incom ng query result we create a Put operation
Put put = new Put (Bytes.toBytes(qgresult.queryld));
put . addCol uim(Bytes. toBytes("item d"), Bytes.toBytes("str"), Byt es. t 0By
tes(gresult.itemnfo.itenm d));
put . addCol uim( Byt es. t oByt es("quantity"), Bytes.toBytes("int"), Bytes.to
Bytes(qgresult.item nfo.quantity));
nmut at or . nmut at e( put) ;
: }
/1 Configure our sink to not buffer operations for nore than a second (to
reduce end-to-end | atency)
hbaseSi nk. set WiteOpti ons(HBaseWiteOptions. buil der ()
.setBufferFlushlnterval M11is(1000)
Lbui I d()

/} Add the sink to our query result streangueryResultStream addSi nk( hbaseSi
nk) ;

Cloudera Streaming Analytics offers Kafka connector as a source and a sink to create a compl ete stream processing
architecture with a stream messaging platform. Y ou must develop your application defining Kafka as a source and
sink, after adding Kafka dependency to your project.

In CSA, adding Kafka as a connector creates a scalable communication channel between your Flink application and
the rest of your infrastructure. Kafkais often responsible for delivering the input records and for forwarding them as
an output, creating a frame around Flink.

When Kafkais used as a connector, Cloudera offers the following integration solutions:

» Schema Registry

e Streams Messaging Manager

« KafkaMetrics Reporter

Both Kafka sources and sinks can be used with exactly once processing guarantees when checkpointing is enabled.

For more information about Apache Kafka, see the Cloudera Runtime documentation.

1. Add the Kafka connector dependency to your Flink job.

Example for Maven:

<dependency>
<gr oupl d>or g. apache. f i nk</ gr oupl d>
<artifactld>flink-connector-kafka_${scal a. bi nary. version}</artifactld>
<versi on>${f i nk. versi on} </ versi on>

</ dependency>



https://docs.cloudera.com/cdp-private-cloud-base/7.1.8/kafka-overview/topics/kafka-overview-intro.html

Cloudera Streaming Analytics Kafkawith Flink

2. Set FlinkKafkaConsumer as the source in the Flink application logic.

Properties properties = new Properties();
properties. put ("bootstrap. servers", "<your_broker_url>");
properties. put("group.id", "<your_group_id>");

Fl i nkKaf kaConsuner <Stri ng> source = new Fl i nkKaf kaConsuner <>(
"<your _i nput _topi c>",
new Si npl eStri ngSchema(),
properties);

3. Set FlinkKafkaProducer as the sink in the Flink application logic.

Properties properties = new Properties();
properties. put ("bootstrap. servers", "<your_broker_url>");
FI i nkKaf kaPr oducer <Stri ng> out put = new Fl i nkKaf kaPr oducer <>(
<your _out put _topi c>",
new Si npl eStri ngSchena(),
properties,
Sermant i c. EXACTLY_ONCE) ;

Stateful Tutoria: Setting up Kafkainputs and outputs
Checkpointing

When Kafkais chosen as source and sink for your application, you can use Cloudera Schema Registry to register and
retrieve schema information of the different Kafkatopics. Y ou must add Schema Registry dependency to your project
and add the appropriate schema object to your Kafkatopics.

There are several reasons why you should prefer the Schema Registry instead of custom serializer implementations on
both consumer and producer side:

» Offersautomatic and efficient serialization/deseriaization for avro and basic types (+ JSON in the future)

e Guaranteesthat only compatible data can be written to a given topic (assuming that every producer uses the
registry)

» Supports safe schema evolution on both producer and consumer side

« Offersvisihility to developers on the data types and they can track schema evolution for the different Kafka topics

Add the following Maven dependency or equivalent to use the schemaregistry integration in your project:

<dependency>
<gr oupl d>or g. apache. f | i nk</ gr oupl d>
<artifactld>flink-avro-cloudera-registry</artifactld>
<versi on>${f i nk. versi on} </ versi on>

</ dependency>

The schema registry can be plugged directly into the FlinkK afkaConsumer and FlinkK afkaProducer using the
appropriate schema:

org. apache. flink.formats. avro.regi stry. cl oudera. G ouder aRegi st ryKaf kaDes
erializationSchema

org. apache. flink.formats. avro.registry. cl oudera. d ouder aRegi st ryKaf kaSer
i al i zati onSchema

See the Apache Flink documentation for Kafka consumer and producer basics.



https://github.com/cloudera/flink-tutorials/tree/master/flink-stateful-tutorial#setting-up-kafka-inputs-and-outputs
https://docs.cloudera.com/csa/1.8.0/development/topics/csa-checkpoint.html
https://ci.apache.org/projects/flink/flink-docs-release-1.10/dev/connectors/kafka.html

Cloudera Streaming Analytics Kafkawith Flink

Currently, the following data types are supported for producers and consumers:

» Avro Specific Record types
* Avro Generic Records
« Basic Java Datatypes: byte[], Byte, Integer, Short, Double, Float, Long, String, Boolean

To get started with Avro schemas and generated Java objects, see the Apache Avro documentation.

Y ou need to include every SSL configuration into a Map that is passed to the Schema Registry configuration.

Map<String, String> ssldientConfig = new HashMap<>();
ssl dient Config. put (K TRUSTSTORE PATH, parans. get (K SCHEMA REG SSL_CLI ENT

_KEY + "." + K_TRUSTSTORE_PATH)) ;
ssl dient Config. put (K TRUSTSTORE PASSWORD, parans. get (K SCHEMA REG SSL_CLI
ENT_KEY + "." + K_TRUSTSTORE_PASSWORD) ) ;

Map<Stri ng, Obj ect> schenmaRegi stryConf = new HashMap<>();
schemaRegi st ryConf . put (K_SCHEMA REG URL, parans. get (K_SCHEMA REG URL));
schenmaRegi st ryConf . put (K SCHEMA REG SSL_CLI ENT_KEY, ssl dient Config);

For Kerberos authentication, Flink can maintain the authentication and ticket renewal automatically. Y ou can define
an additional RegistryClient property to the security.kerberos.login.contexts parameter in Cloudera Manager.

security. kerberos. | ogin. contexts=Cient, Kaf kad i ent, Regi stryC i ent

Y ou can construct the schema serialization with the ClouderaRegistryK afkaSerializationSchema.builder(..) object for
FlinkK afkaProducer. Y ou must set the topic configuration and RegistryAddress parameter in the object.

The serialization schema can be constructed using the ClouderaRegistryK af kaSerializationSchema.builder(..) object.
Required settings:

» Topic configuration when creating the builder, which can be static or dynamic (extracted from the data)
* RegistryAddress parameter on the builder to establish the connection

Optional settings:

» Arbitrary SchemaRegistry client configuration using the setConfig method
« Key configuration for the produced Kafka messages

«  Specifying a KeySelector function that extracts the key from each record
e Using aTuple2 stream for (key, value) pairs directly
»  Security configuration

Kaf kaSeri al i zati onSchena<I| t enTr ansacti on> schema = C ouder aRegi st r yKaf kaSer i
al i zati onScherma

. <l tenTransacti on>bui | der (t opi c)

. set Regi stryAddress(regi stryAddress)

.set Key(Iltenilransaction::getltem d)

Lbuild();
Fl i nkKaf kaPr oducer <l t enilr ansact i on> kaf kaSi nk = new Fl i nkKaf kaPr oducer <>("du
mmy", schema, kafkaProps, FlinkKafkaProducer. Semantic. AT _LEAST ONCE)
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Y ou can construct the schema deserialization with the ClouderaRegistryK afkaDeserializationSchema.buil der(..)
object for FlinkK afkaProducer to read the messages in the same schema from the FlinkK afkaProducer. Y ou must set
the class or schema of the input messages and the RegistryAddress parameter in the object.

The deserialization schema can be constructed using the ClouderaRegistryK afkaDeserializationSchema.builder(..)
object.
When reading messages (and keys), you aways have to specify the expected Class<T> or record Schema of the input

records. Thisway Flink can do any necessary conversion between the raw data received from Kafka and the expected
output of the deserialization.

Required settings:

« Class or Schema of the input messages depending on the data type
* RegistryAddress parameter on the builder to establish the connection

Optional settings:

« Arbitrary SchemaRegistry client configuration using the setConfig method

« Key configuration for the consumed Kafka messages (only to be specified if reading the keysinto akey or value
stream is necessary)

» Security configuration

Kaf kaDeseri al i zat i onSchenma<I t enifr ansacti on> schema = Cl ouder aRegi st r yKaf kaDe
serializati onSchena

. bui I der (It emlransacti on. cl ass)

. set Regi stryAddr ess(regi stryAddress)

Lbuild();
Fl i nkKaf kaConsuner <l t emilr ansacti on> transacti onSource = new Fl i nkKaf kaConsu
mer <>(i nput Topi ¢, schemn, kafkaProps, groupld);

In Cloudera Streaming Analytics, Kafka Metrics Reporter is available as another monitoring solution when Kafkais
used as a connector within the pipeline to retrieve metrics about your streaming performance.

Flink offers aflexible Metrics Reporter API for collecting the metrics generated by your streaming pipelines.
Cloudera provides an additional implementation of this, which writes metrics to Kafka with the following JSON

schema:

U, . . .
"timestanp" : nunber -> millisecond tinestanp of the netric record
"name" : string -> nane of the nmetric

(e.g. nunBytesCut)
"type" : string -> netric type enum GAUGE, COUNTER, METER, HI STOGRAM

"variabl es" : {string => string} -> Scope vari abl es
(e.g. {"<job_id>" : "123", "<host>" : "l ocal host"})
"val ues" : {string => nunber} -> Metric specific val ues

(e.g. {"count" : 100})

For more information about Metrics Reporter, see the Apache Flink documentation.

The Kafka metrics reporter can be configured similarly to other upstream metric reporters.

Required parameters

» topic: target Kafka topic where the metric records will be written at the configured intervals
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» bootstrap.servers: Kafka server addresses to set up the producer
Optiona parameters

« interval: reporting interval, default value is 10 seconds, format is 60 SECONDS
» log.errors: logging of metric reporting errors, value either true or false

Y ou can configure the Kafka metrics reporter per job using the following command line properties:

flink run -d -p 2 -ynm HeapMoni tor \

-yD netrics.reporter. kaf ka. cl ass=org. apache. flink. netri cs. kaf ka. Kaf kaMetri c
sReporter \

-yD netrics.reporter. kaf ka.topi c=netrics-topic.log \

-yD nmetrics. reporter. kaf ka. boot st rap. server s=<kaf ka_br oker>: 9092 \

-yD nmetrics.reporter. kaf ka. i nterval ="60 SECONDS" \

-yD nmetrics.reporter. kaf ka. |l og. errors=fal se \
flink-sinple-tutorial-1.3-SNAPSHOT. | ar

The following is amore advanced Flink command that also contains security related configurations:

flink run -d -p 2 -ynm HeapMoni tor \
-yD security. kerberos. | ogi n. keyt ab=sone. keyt ab \
-yD security. kerberos. | ogin. principal =sonme_principal \
-yD nmetrics. reporter. kaf ka. cl ass=or g. apache. flink. netrics. kaf ka. Kaf kaMetri c
sReporter \
-yD netrics.reporter. kaf ka.topi c=netrics-topic.log \
-yD netrics.reporter. kaf ka. boot strap. server s=<kaf ka_br oker >; 9093 \
-yD netrics.reporter. kaf ka. i nterval ="60 SECONDS" \
-yD netrics. reporter. kaf ka. |l og. errors=fal se \
-yD netrics.reporter. kaf ka. security. protocol =SASL_SSL \
-yD netrics. reporter. kaf ka. sasl . ker beros. servi ce. name=kaf ka \
-yD netrics.reporter. kafka.ssl.truststore.location=truststore.jks \
flink-sinple-tutorial-1.3-SNAPSHOT. | ar

Y ou can also set the metrics properties globally in Cloudera Manager using Flink Client Advanced Configuration
Snippet (Safety Valve) for flink-conf-xml/flink-conf.xml.

The reporter supports passing arbitrary Kafka producer properties that can be used to modify the behavior, enable
security, and so on. Serializer classes should not be modified asit can lead to reporting errors.

See the following example configuration of the Kafka Metrics Reporter:

# Requi red configuration

metrics. reporter. kaf ka. cl ass:

org. apache. flink. netrics. kaf ka. Kaf kaMet ri csReport er
metrics.reporter. kafka.topic: netrics-topic.log

metrics.reporter. kaf ka. boot strap. servers: broker1: 9092, br oker 2: 9092

# Optional configuration
metrics.reporter. kafka.interval: 60 SECONDS
metrics.reporter. kafka.l og.errors: false

# Optional Kafka producer properties
metrics.reporter. kaf ka. security. protocol : SSL
metrics.reporter. kaf ka. ssl .truststore. | ocation:
/var/privatel/ssl/kafka.client.truststore.jks
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Note: Any optional property with metrics.reporter.kafka. prefix tag is processed as Kafka client
E configuration.

For example: metrics.reporter.kafka.property _name: property_value will be converted to property_name: p
roperty_value.

Cloudera Streaming Analytics offers Kudu connector as asink to create analytical application solutions. Kudu is an
analytic data storage manager. When using Kudu with Flink, the analyzed data is stored in Kudu tables as an output to
have an analytical view of your streaming application.

Y ou can read Kudu tables into a DataStream using the KuduCatalog with Table API or using the KuduRowInputForm
at directly in the DataStream. The difference between the two methods is that when using the KuduRow! nputFormat,
you need to manually provide information about the table.

For more information about the Kudu sink in DataStream API, see the official documentation.
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