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Cloudera Streams Messaging - Kubernetes Operator Release notes

Learn about the new features, improvements, known and fixed issues, limitations, and unsupported features in this
release of Cloudera Streams Messaging - Kubernetes Operator.

Learn about the new features and notable changesin thisrelease.

This release of Cloudera Streams Messaging - Kubernetes Operator is based on Strimzi 0.43.0 and Kafka 3.8.

See the following upstream resources for more information on these versions.

e Strimzi 0.42.0 Release notes
e Strimzi 0.43.0 Release notes
« Kafka3.8.0 Release notes

» Kafka3.8.0 Notable changes

Upstream highlights

Thefollowingisalist of highlighted changes included in the upstream version of Strimzi, Kafka,
and other components. For afull list of upstream changes, see the rel ease notes and notable changes
above.

KAFKA-15905: Restartsof M r r or Checkpoi nt Task should not permanently interrupt
offset trandation

Checkpointing task restarts do not reset the offset sync history. As aresult, on average, awider
range of offsets can be trandated by checkpointing than before.

strimzi-kafka-operator #10566: External Configuration Volumesis deprecated

The spec.external Configuration.volumes property in Kaf kaConnect and

Kaf kaM rr or Maker 2 resources are deprecated and will be removed in the future. Use the
additional volumes and volume mounts with pod and container templates instead to mount
additional Secr et s or Conf i gMaps. For more information, see Configuring additional
volumes and volume mounts.

strimzi-kafka-operator #10117: Add support for custom Cruise Control APl users

Y ou can now set up custom REST API users for Cruise Control. Users that you configure will
have access to the Cruise Control REST API. Having access to the API enables you to securely,
query, monitor, or debug Cruise Control. Only the VIEWER and USER Cruise Control roles are
supported. Y ou can not create ADMIN role users. As aresult, the users you set up will only be
able to make GET operations. For more information, see Accessing the Cruise Control REST
API.

Support for Apache Ranger authorization isintroduced. Y ou can now integrate your Kafka clusters deployed with
Cloudera Streams Messaging - Kubernetes Operator with a remote Ranger service that is running on Cloudera
Base on premises. If configured, the Ranger service can provide authorization for your Kafka cluster. For more
information, see Apache Ranger authorization.
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A new property, heartbeats.replication.enabled, isintroduced for the M r r or Sour ceConnect or . The property
controls whether heartbeats topics of areplication flow are replicated. If set to true, heartbeats topics identified by the
replication policy will always be replicated, regardless of the topic filter configuration. If set to false, heartbeats topics
will only be replicated if the topic filter allows.

Thisis abackported Kafka improvement. For additional information, see KAFKA-17534.

The report.sh tool can now run its subprocesses in parallel and does so by default. Thisimproves performance and
resultsin the tool running faster. Additionally, the following three new options are introduced that make it possible to
fine-tune the tool’ s behavior.

e --parallel-ns: Script can execute 'N' namespace dumps in paralld. It will be 5 by default.

e --parallel-cluster: Script can execute 'N' Kafka and Connect cluster dumps per namespace in parald. It will be 3
by default.

o --parallel-kubectl: Script can execute 'N' Kubernetes client call in parallel in a subsection. It will be 10 by default.
This means the overall maximum Kubernetes client call count is equal to parallel-ns* parallel-cluster *  parallel-
kubectl (so 150 with defaullts).

For more information, see Diagnostics.

Learn what issues have been fixed since the previous rel ease.

CSMDS-805: The kafka_shell.sh and connect_shell.sh tools do not propagate command return code

The kafka_shell.sh and connect_shell.sh now propagate the return code of the last command which
ran inside the shell.

Learn about the known issuesin thisrelease.
CSMDS-933: Thelog-dir-describe.txt and topic-describe.txt files generated by report.sh are empty
The log-dir-describe.txt and topic-describe.txt files generated by report.sh might be empty for some

namespaces or some clusters. These files contain log directory and topic information collected by
report.sh.

Run report.sh with --paralell-kubect! set to 1.
report.sh --parallel-kubectl=1

Additionally, run asingle instance of report.sh at atime for a single Kubernetes cluster. Do not run
multiple instances concurrently.

CSMDS-334: ZooK eeper pods arerunning but Kafka pods are not created

Under certain circumstances, ZooK eeper pods might not be able to form a quorum. In a case like
this, the creation of the Kafka cluster gets stuck in a state where ZooK eeper pods are running, but
Kafka pods are not created.

If you encounter thisissue, at |east one of the ZooKeeper pods logs aWARN entry similar to the
following:

2024-02-23 18:45: 00, 311 WARN Unexpect ed exception (org.apache. zo
okeeper . server. quorum Quor unPeer) [ QuorunPeer[ nyi d=3] (pl ai n=127.
0.0.1:12181) (secure=[0:0:0:0:0:0:0:0]:2181)]
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java.l ang. I nterrupt edException: Tinmeout while waiting for epoch
from quorum
at org. apache. zookeeper. server. quorum Leader. get EpochToPr opose
(Leader. j ava: 1443)
at org. apache. zookeeper. server. quorum Leader .| ead(Leader.java: 60

6)
at org. apache. zookeeper . server. quorum Quor unPeer . r un( Quor unPeer .
j ava: 1552)

Thisis caused by arace condition issue in ZooK eeper. ZooK eeper is unable to recover from this
state automatically.

Delete the ZooK egper pods that are unable to form a quorum.
kubect| del ete pod [***ZOOKEEPER POD***] -n [***NAMESPACE***]

The Strimzi Cluster Operator automatically recreates the ZooK eeper pods that are deleted. The
newly created ZooK eeper pods are less likely to encounter the issue.

CSMDS-953: Kafka and ZooK eeper might experience downtime during upgrades

Under certain circumstances, ZooK eeper pods might not be able to form a quorum during an
upgrade. This resultsin both ZooKeeper and Kafka becoming unavailable for several minutes
during an upgrade.

After acertain amount of time, failed ZooK eeper pods are automatically recreated by the Strimzi
Cluster Operator, and the upgrade succeeds.

If you encounter thisissue, at least one of the ZooKeeper pods will log the following error:
j ava. net . Bi ndExcepti on: Cannot assign requested address

This issue affects ZooK eeper-based deployments only.

Learn what features are unsupported in this release.

The following Strimzi features are unsupported in Cloudera Streams Messaging - Kubernetes Operator:

» KafkaMirrorMaker

« KafkaMirrorMaker 2

« KafkaBridge

» Kafkacluster creation without using Kaf kaNodePool resources

A list of components and their versions shipped in this release of Cloudera Streams Messaging - Kubernetes Operator.

Cruise Control 2.5.138.1.2.0-b54
Kafka 3.8.0.1.2.0-b54
Strimzi 0.43.0.1.2.0-b54

ZooK eeper

3.8.1.7.2.18.200-37
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Cloudera Streams Messaging - Kubernetes Operator supports the following Kafka versions:

3.8.0.1.2 (I atest and default) . Kafka— Kaf ka resources 3.8
¢ KafkaConnect —Kaf kaConnect
resources
37.0.11 +  Kafka—Kaf ka resources 3.7
e KafkaConnect —Kaf kaConnect
resources

Kafka versions shipped in Cloudera Streams Messaging - Kubernetes Operator are specific to Cloudera. Y ou specify
them in the spec.version property of cluster resources like Kaf ka and Kaf kaConnect resources.

The latest version is the current and latest supported version. Thisversion is used by default to deploy clustersif
an explicit version is not provided in your resource configuration. This version is aso the version recommended
by Cloudera. All other versions listed here are Kafka versions shipped in previous releases of Cloudera Streams
Messaging - Kubernetes Operator that are also supported.

The Kafka version is made up of two parts. Thefirst three digits specify the Apache Kafka version. The digits
following the Apache Kafka version specify the major and minor version of Cloudera Streams Messaging -
Kubernetes Operator. When deploying a cluster, you must use the versions listed here. Specifying upstream versions
is not supported.

The Kafka protocol version is relevant for upgrades. Depending on your specific upgrade path, explicitly setting the
protocol version might be necessary.

Cloudera Streams Messaging - Kubernetes Operator requires a Kubernetes cluster environment that meets the
following system requirements and prerequisites. Ensure that you meet these requirements, otherwise, you will not be
abletoinstall and use Cloudera Streams Messaging - Kubernetes Operator or its components.

* A Kubernetes 1.23 or later cluster.

e OpenShift 4.10 or later.
* Any Cloud Native Computing Foundation (CNCF) certified Kubernetes distribution. For more information,
see cncf.io.
* Adminigtrative rights on the Kubernetes cluster.
» Accessto kubectl or oc. These command line tools must be configured to connect to your running cluster.
e Accessto helm.
* Log collection is enabled for the Kubernetes cluster.

Cloudera requires that the logs of Cloudera Streams Messaging - Kubernetes Operator components are stored long
term for diagnostic and supportability purposes. Collect logs using the log collector feature of your Kubernetes
platform. Cloudera recommends at |east one week of retention time for the collected logs.

« A persistent storage class configured on the Kubernetes cluster that satisfies the durability and low-latency
reguirements for operating Kafka.

Theideal storage class configuration can vary per environment and use-case and is determined by the Kubernetes
platform where Cloudera Streams Messaging - Kubernetes Operator is deployed.

Additionaly, for Kafka brokers, Clouderarecommendsa St or ageC ass that has volume expansion enabled
(allowvolumeexpansion set to true).
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* A Prometheusinstallation running in the same Kubernetes cluster where you install Cloudera Streams Messaging
- Kubernetes Operator is recommended. Prometheus is used for collecting and monitoring Kafka and Strimzi
metrics.

Learn what Kafka Connect plugins are shipped with and supported in Cloudera Streams Messaging - Kubernetes
Operator.

Cloudera Streams Messaging - Kubernetes Operator ships and supports all Kafka Connect connectorsincluded in
Apache Kafka.

Thefull list isasfollows.

e org.apache. kaf ka. connect. m rror. M rror Checkpoi nt Connect or
e org. apache. kaf ka. connect. nirror. M rror Sour ceConnect or

e org. apache. kaf ka. connect. nmrror.M rrorHeart Beat Connect or
* org.apache. kaf ka. connect . fil e. Fi | eStreanSour ceConnect or

e org. apache. kaf ka. connect . fil e. Fi |l eStreansti nkConnect or

Note:

B Although both Fi | eSt r eanSour ceConnect or and Fi | eSt r eanSi nkConnect or are shipped with
Cloudera Streams Messaging - Kubernetes Operator, neither connector isinstalled, and you cannot deploy
them by default. To deploy instances of these connectors, you must first install them as any other third-party
connector. Cloudera also does not recommend that you use these connectors in production.

Single Message Transforms (SMT) plugins (transformations and predicates) are deployed on top of Kafka Connect
connectors. They enable you to apply message transformations and filtering on a single message basis. Cloudera
Streams Messaging - Kubernetes Operator ships and supports all transformation and predicates pluginsincluded in
Apache Kafkaaswell asthe Convert Fr onByt es and Convert ToByt es plugins, which are Cloudera specific
plugins.

Thefull list isasfollows.
Transfor mations

e« com cl ouder a. di m kaf ka. connect . transf or ns. Convert Fr onByt es
« com cl ouder a. di m kaf ka. connect . transf orms. Convert ToByt es
* org. apache. kaf ka. connect . t ransf or ms. Cast

e org. apache. kaf ka. connect . transf orns. DropHeader s

e org. apache. kaf ka. connect . transforns. ExtractFi el d

e org. apache. kaf ka. connect.transforns. Fil ter

e org. apache. kaf ka. connect.transforns. Fl atten

e org. apache. kaf ka. connect .t ransf or ns. Header Fr om

e org. apache. kaf ka. connect . transforns. Hoi st Fi el d

* org.apache. kaf ka. connect.transformns. I nsertFi el d

* org.apache. kaf ka. connect . transforns. | nsert Header

e org. apache. kaf ka. connect . t ransf or ns. MaskFi el d

e org. apache. kaf ka. connect . t ransf or ms. RegexRout er

* org.apache. kaf ka. connect . transf or ns. Repl aceFi el d

* org.apache. kaf ka. connect . t ransf or ms. Set SchenaMet adat a
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e org. apache. kaf ka. connect . t ransf orns. Ti nest anpConvert er
* org.apache. kaf ka. connect . transforns. Ti mest anpRout er
* org.apache. kaf ka. connect . t ransf or ms. Val ueToKey

Predicates

* org.apache. kaf ka. connect . transf or ms. pr edi cat es. HasHeader Key
e org. apache. kaf ka. connect . transf or ns. predi cat es. Recor dl sTonbst one
e org. apache. kaf ka. connect . t ransf or ns. pr edi cat es. Topi cNaneMat ches

Converters can be used to transform Kafka record keys and values between bytes and a specific format. In addition to
theJsonConvert er, there are converters for most often used primitive types as well.

Thefull list isasfollows.

e org. apache. kaf ka. connect . j son. JsonConverter

e org. apache. kaf ka. connect. converters. Byt eArrayConverter
e org. apache. kaf ka. connect . convert ers. Bool eanConvert er

e org. apache. kaf ka. connect . converters. Doubl eConverter

e org. apache. kaf ka. connect . converters. Fl oat Converter

e org. apache. kaf ka. connect. converters. | nt eger Converter

e org. apache. kaf ka. connect . converters. LongConvert er

e org. apache. kaf ka. connect . converters. Short Converter

* org.apache. kaf ka. connect . st orage. Stri ngConverter

Header converters can be used to transform Kafka record headers between bytes and a specific format. Cloudera
Streams Messaging - Kubernetes Operator and Kafka includes a single dedicated header converter, which isthe
or g. apache. kaf ka. connect . st or age. Si npl eHeader Converter.

The Si npl eHeader Convert er isthe default header converter and is adequate for the majority of use cases. In
case your headers are of a specific format, like JSON, you can use any other converter listed in the Converters on
page 9 section as a header converter aswell.

A replication policy defines the basic rules of how topics are replicated from source to target clusters when using
Kafka Connect-based replication to replicate Kafka data between Kafka clusters.

Thefull list isasfollows.

* org.apache. kaf ka. connect . nirror. Def aul t Repl i cati onPol i cy
e org. apache. kaf ka. connect.nmirror.ldentityReplicationPolicy

Installing Kafka Connect connector plugins
ConvertFromBytes

ConvertToBytes

Transformations | Kafka

Predicates | Kafka
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