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Cloudera Data Engineering What's new in Cloudera Data Engineering Private Cloud

This release of Cloudera Data Engineering (CDE) on CDP Private Cloud 1.5.1 includes the following features:

| ceberg table format version 2 (v2) is now available in CDE. The latest specifications include the following key
updates:

* UPDATE and DELETE operations follow the Iceberg format v2 row-level position delete specification and
enforces snapshot isolation.

e DELETES, UPDATES, and MERGE operations use the merge-on-read function by default. Merge-on-read is
more efficient than the copy-on-write function because it does not rewrite file data.

Apache Iceberg V1 and V2isintechnical preview in the Private Cloud 1.5.1 release and is not recommended for
production deployments. Cloudera recommends that you try this feature in test or development environments.

For more information, see Using Apache | ceberg in Cloudera Data Engineering.

Apache Ozoneis an object store available on the CDP Private Cloud Base cluster which enables you to optimize
storage for big data workloads. Y ou can now create and manage CDE clusters with Ozone as a backend storage
provider.

For more information, see Using Ozone storage with Cloudera Data Engineering.

A Cloudera Data Engineering (CDE) Session is an interactive short-lived development environment for running
Spark commands to help you iterate upon and build your Spark workloads.

Sessionsisin technical preview in this release and is not recommended for production deployments. Cloudera
recommends that you try this feature in test or development environments.

For more information, see Creating Sessions in Cloudera Data Engineering.

We now offer a container image where you can run the migration tool without installing it. It enables you to take the
advantage of the migration tool on any operating system.

For more information, see Using spark-submit drop-in migration tool.

Y ou can seamlessly upgrade an old Cloudera Data Engineering (CDE) service to new version with endpoint stability.
This enables you to access the CDE service of the new version with the previous endpoint. Thus, you can use the
existing endpoints without changing configurations at the application level.

The CDE service endpoint migration process lets you migrate your resources, jobs, job run history, spark jobs' logs
and event logs from your old cluster to the new cluster.

For more information, see Upgrading CDE Service with Endpoint Stability.

Y ou can configure elastic quotato avirtual cluster (VC) to get aminimum guaranteed and maximum capacity of
resources (CPU and memory) as guaranteed quota and maximum quota. The guaranteed quota dictates the minimum
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Cloudera Data Engineering Known issues and limitations in Cloudera Data Engineering on CDP
Private Cloud

amount of resources available for allocation for aVC at all times. The resources above the guaranteed quota and
within the VC’'s maximum quota can be used by any VC on demand if the cluster capacity allowsfor it.

Elastic quotas alow the VC to acquire unused capacity in the cluster when their guaranteed quota limit gets
exhausted. This ensures efficient use of resourcesin the cluster. At the same time, the maximum quota limits the
threshold amount of resources aVC can claim in the cluster at any given time.

For more information, see Creating virtua clusters.

CDE supports Airflow file based resources using the CDE CLI. By creating apipelinein CDE using the CLI, you can
add custom files that are available for tasks.

For more information, see Creating an Airflow pipeline with custom files using CDE CLI.

Cloudera Data Engineering (CDE) supports a custom Python environment in Airflow to manage job dependencies
using theai r f I ow pyt hon- env resource type.

For more information, see Creating a custom Airflow Python environment.

CDE provides Virtual Cluster-level metrics for tracking job runs, database requests, HTTP server requests, LDAP
calls, Kubernetes nodes and other components related to the environment. These metrics are stored in and monitored
by Prometheus.

For more information, see Monitoring metrics for Data Engineering.

Previoudly, Y unikorn scheduled the Spark applications only when the application’s minimal resource request was
satisfied. Otherwise, applications will be waiting in the queue. Applications are queued in hierarchy queues. Gang
scheduling is now enabled by default and each resource queue is assigned the maximum number of applications
running concurrently with minimum resources guaranteed.

CDE PVC 1.5.1 now runs with Airflow 2.3.4. This upgrade includes several fixes to improve performance and
stability.

This page lists the current known issues and limitations that you might run into while using the Cloudera Data
Engineering (CDE) service.

DEX-5444: Cloudera Data Engineering Private Cloud is not able to distinguish between stdout and
stderr when forwarding logs

Entire Spark job driver and executor logs stderr and stdout are all redirected to the stderr log file.
Refer the driver/executor stderr log file which contains both stderr and stdout content.
DEX-14676: Deep Analysisisnot working in CDE PvC under analysistab

If you are using Spark version 2.x for running your jobs, then the Run Deep Analysis feature present
under the Analysis tab is not supported on Cloudera Data Engineering Private Cloud.

DEX-8540: Job Analysistab isnot working
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Cloudera Data Engineering Known issues and limitations in Cloudera Data Engineering on CDP
Private Cloud

When you access the Jobs Runs Analysis tab through the Cloudera Data Engineering Ul, the
Analysistab failsto load data for Spark 2.

To view the datain the Job Analysis tab, open the JOBS API URL from the Virtual Cluster details
page and access the Analysistab.

DEX-10939: Running the pr epar e- f or - upgr ade command putsthe workload side database into
read-only mode.

Running the pr epar e- f or - upgr ade command puts the workload side database into read-

only mode. If you try to edit any resources or jobs or run jobsin any virtual cluster under the CDE
service for which the pr epar e- f or - upgr ade command was executed, The MySQL server is
running with the --read-only option so it cannot execute this statement error is displayed.

This meansthat all the APIsthat performwr i t e operationswill fail for all virtual clusters. This
is done to ensure that no changes are done to the data in the cluster after the pr epar e- f or -
upgr ade command is executed, so that the new restored cluster is consistent with the old version.

Y ou must ensure that you have sufficient time to complete the entire upgrade process before
running the pr epar e- f or - upgr ade command.

DOCS-17844: Logsarelost if thelog linesare longer than 50000 charactersin fluentd

This issue occurs when the Buffer_Chunk_Size parameter for thef | uent - bit issettoavalue
that is lesser than the size of thelog line.

The valuesthat are currently set are;

Buf f er _Chunk_Si ze=50000
Buf f er _Max_Si ze=50000

When required, you can set higher values for these parametersinthef | uent - bi t configuration
map which is present in the DEX-APP-XXXX namespace.

DEX-10576: Builder job does not start automatically when theresourceisrestored from an archive.

For the airflow python environment resource, the restoration does not work as intended. Though
the resource is restored, the build process is not triggered. Even if the resource was activated during
backup, it is not reactivated automatically. Thisleads to job failure during restoration or creation, if
there is a dependency on this resource.

Y ou can use the CDE API or CLI to download the requirements.txt file and upload it to the
resource. Y ou can activate the environment if required.

# cde resource downl oad --nane <python-environnment-nanme> --resou
rce-path requirenments.txt

# cde resource upload --nane <python-environnent-name> --1|ocal -
pat h requirenents.txt

DEX-10147: Grafanaissueif the same VC nameisused under different CDE services which share same
environment
In CDE 1.5.1, when you have two different CDE services with the same name under the same
environment, and you click the Grafana charts for the second CDE service, metrics for the Virtual
Cluster in the first CDE service will display.

After you have upgraded CDE, you must verify other things in the upgraded CDE cluster except the
data shown in Grafana. After you verified that everything in the new upgraded CDE service, the old
CDE service must be deleted and the Grafana issue will be fixed.

DEX-10116: Virtual Cluster installation failswhen Ozone S3 Gateway proxy is enabled

Virtual Cluster installation fails when Ozone S3 gateway proxy is enabled. Ozone s3 gateway proxy
gets enabled when more than one Ozone S3 Gateway is configured in the CDP Private Cloud Base
cluster.




Cloudera Data Engineering Known issues and limitations in Cloudera Data Engineering on CDP
Private Cloud

Addthe127. 0. 0.1 s3proxy-<environnent-nane>. <private-cl oud-control -
pl ane- name>- servi ces. svc. cl ust er. | ocal entryinthe/etc/hosts of all nodesin
the CDP Private Cloud Base cluster where the Ozone S3 gateway isinstalled. For example, if the
private cloud environment name is cdp-env-1 and private cloud control plane name s cdp, then add
the127. 0. 0.1 s3proxy-cdp-env-1. cdp-services.svc.cluster.|ocal entryin
/ etc/ hosts.

DEX-10052: Logs are not available for python environment resour ce builder in CDP Private Cloud

When creating a python environment resource and uploading the requirements.txt file, the python
environment is built using a k8s job that runs in the cluster. These logs cannot be viewed currently
for debugging purposes using CDE CLI or Ul. However, you can view the events of the job.

None
DEX-10051: Spark sessionsishung at the Preparing stateif started without running the cde-utils.sh
script
Y ou might run into an issue when creating a spark session without initialising the CDE virtual
cluster and the Ul might hang in a Preparing state.
Run the cde-utils.sh to initialise the virtual cluster aswell asthe user in the virtual cluster before
creating a Spark long-running session.
DEX-10055: Interacting with akilled session builder in CDP Private Cloud

The session might become unresponsive if you interact with akilled spark long-running session. Do
not interact with akilled long running session.

None

DEX-9895: DEX VC API response shows spark version as 2.4.7

In CDE 1.5.1, the Spark version 3.2.3 is the expected default version in a CDE Spark Virtual
Cluster, but Spark 2.4.7 is displayed instead in the CDE API. Thisissue will be fixed in afuture
release.

None

DEX-9783: While creating the new VC, it showswrong CPU and Memory values
When clicking on the Virtual Cluster detailsfor aVirtual Cluster that isin the Installing state, the
configured CPU and Memory values that are displayed are inaccurate until the VC is created.

Refresh the Virtual Cluster details page to get the correct values, five minutes after the Virtual
Cluster installation has started.

DEX-9692: CDE Ul doesnot work when the port 80 is blocked on the k8s cluster
If your environment has blocked port 80 at the ingress level. Then the CDE Ul does not work.

None

DEX-9916: CDE Serviceinstallation isfailing when retrievingaws_key i d

CDE Serviceinstallation isfailing when retrieving aws _key i d with the Could not add shared
cluster overrides, error: unable to retrieve aws key_id from the env service error.

1. Restart the Ozone service on the Cloudera Data Platform Base cluster and make sure al the
components are healthy.

2. Create anew environment in Cloudera Data Platform Private Cloud using the Management
Console.

3. Usethe same environement for creating the CDE Service.
DEX-8996: CDE service stuck at theinitialising state when a user who does not have correct permission
triesto create it

When a CDE user tries to create a CDE service, it gets stuck at the initializing state and does not
fail. Additionally, cleanup cannot be done from the Ul and must be done on the backend.
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Only the user who has the correct permission should create a CDE service. If you experience any
issue, delete the stuck CDE service from the database.

DEX-8600: ECS1.4.1to 1.5.1 Upgrade: Virtual cluster creation and deletion isfailing
Upgrading the ECS version while CDE service is enabled, causes the old CDE service and virtual

cluster creation and deletion to fail. Thisis due to ECS upgrading to the kubernetes version 1.23
which removes the old ingress API's used.

Back up the CDE jobsin the CDE virtual cluster, and then delete the CDE service and CDE virtua
cluster. Restore it after the upgrade. For more information about backup and restore CDE jobs, see
Backing up and restoring CDE jobs.

DEX-7513: Patching an airflow DAG keepsthetotal run number even though the history isnot retained
If you patches an airflow DAG with cat chup = t r ue, then the old run history will be deleted.
Y ou cannot see the old run logs.

Patch the DAG with st ar t Dat e as current date to avoid rewrite the old run history that will
ensure the old run history persist.

DEX-8682: CDE PvC 1.5.0: CDP upgradeto 1.5.0 with OCP upgrade (4.8 to 4.10) Jobs Ul isnot opening
Upgrading the OCP version from 4.8 to 4.10 while CDE serviceis enabled, causes the Jobs Ul to
not open. Thisis due to OCP 4.10 upgrading to the Kubernetes version 1.23 which removes the old
ingress APIs used.

Back up CDE jobs in the CDE virtual cluster, and then delete the CDE service and CDE virtual
cluster. Restore it after the upgrade. For more information about backup and restore CDE jobs, see
Backing up and restoring CDE jobs.

DEX-8614: Sometimes Spark job is not getting killed even though its parent Airflow job getskilled

Sometimes if an issue is encountered while sending the request to kill a spark batch to the Livy API
and the error islogged but not propagated properly to the Airflow job. In such cases, the underlying
spark job might still be running, though the airflow job considers that the job is killed successfully.

Kill the spark job manually using CDE user interface, CLI, or API.

DEX-8601: ECS 1.4.x to 1.5.0 Upgrade: jobsfail after upgrade

Upgrading the ECS version while CDE service is enabled, causes the jobs launched in the old CDE
virtual cluster fail. Thisis dueto ECS upgrading to the kubernetes version 1.23 which removes the
old ingress APIs used.

Back up CDE jobsin the CDE virtual cluster, and then delete the CDE service and CDE virtua
cluster. Restore it after the upgrade. For more information about backup and restore CDE jobs, see
Backing up and restoring CDE jobs.

DEX-8226: Grafana Charts of new virtual clusterswill not be accessible on upgraded clustersif virtual
clustersare created on existing CDE service.

If you upgrade the cluster from 1.3.4 to 1.4.x and create anew virtual clusters on the existing CDE
Service, Grafana Charts will not be displayed. Thisis due to broken APIs.

Create anew CDE Service and anew virtual cluster on that service. Grafana Charts of the virtual
cluster will be displayed.

DEX-7000: Parallel Airflow taskstriggered at exactly sametime by the user throwsthe
401:Unauthorized error.

Error 401:Unauthorized causes airflow jobs to fail intermittently, when parallel Airflow tasks using
CDEJobRunOperator are triggered at the exact sametimein an Airflow DAG.

Using the below steps, create a workaround bashoperator job which will prevent this error from
occurring. Thisjob will keep running indefinitely as part of the workaround and should not be
killed.

1. Navigateto the Cloudera Data Engineering Overview page by clicking the Data Engineering tile
in the Cloudera Data Platform (CDP) console.
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Known issues and limitations in Cloudera Data Engineering on CDP
Private Cloud

o

In the CDE Services column, select the service containing the virtual cluster where you want to
create the job.

In the Virtua Clusters column on theright, click the View Jobsicon on the virtua cluster where
you want to create the job.

In the left hand menu, click Jobs.

Click Create Job.

Provide the job details:

a. Select Airflow for the job type.
b. Specify the job name as bashoperator-job.

C.

Save the following python script to attach it asa DAG file.

fromdateutil inport parser
fromairflowinport DAG
fromairflow utils inmport timezone
from airfl ow operators. bash_operator inport BashOperator
default_args = {
' depends_on_past': Fal se,

with DAY

' bashoper at or-j ob'

default _args = default_args,

start_date = parser.isoparse('2022-06-17T23:52:00.1232")
.repl ace(tzi nfo=ti nezone. utc),

schedul e_i nterval = None,
i s_paused_upon_creati on = Fal se
) as dag:
[ BashOperator(task_id = 'taskl', bash_comrmand = 'sleep
infinity'),
BashQperator(task id = 'task2', bash command = '"sleep in
finity') ]

d. Select File, click Select afile to upload the above python, and select afile from an existing

resource.

7. Select the Python Version, and optionally select a Python Environment.
8. Click Create and Run.

DEX-7001: When Airflow jobsarerun, the privileges of the user who created the job isapplied and not
the user who submitted the job.
Irrespective of who submits the Airflow job, the Airflow job is run with the user privileges who
created the job. This causes issues when the job submitter has lesser privileges than the job owner
who has higher privileges.

Spark and Airflow jobs must be created and run by the same user.

Changing LDAP configuration after installing CDE breaks authentication

If you change the LDAP configuration after installing CDE, as described in Configuring LDAP
authentication for CDP Private Cloud, authentication no longer works.

Re-install CDE after making any necessary changes to the LDAP configuration.

HDFSisthe default filesystem for all resource mounts

For any jobsthat use local filesystem paths as arguments to a Spark job, explicitly specify file://

as the scheme. For example, if your job uses a mounted resource called test-resource.txt, in the job
definition, you would typically refer to it as/app/mount/test-resource.txt. In CDP Private Cloud, this
should be specified as file:///app/mount/test-resource.txt.

Scheduling jobswith URL references does not work
Scheduling ajob that specifies a URL reference does not work.

Use afilereference or create aresource and specify it
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Access key-based authentication will not be enabled in upgraded clusters prior to CDP PVC 1.3.4release.

After you upgrade to PV C 1.3.4 version from earlier versions, you must create the CDE Base
service and Virtual Cluster again to use the new Access Key feature. Otherwise, the Access Key
feature will not be supported in the CDE Base service created prior to the 1.3.4 upgrade.

Review the list of issuesthat are resolved in the Cloudera Data Engineering (CDE) service in the CDP Data Services
1.5.1 release.

DEX-9237: Job failswith the“ Permission Denied” error after updating the virtual cluster resource

quota.

With this fix, whenever the virtual cluster resource quotais updated, the newly launched jobs on the
virtual cluster does not fail with the Permission Denied error.

If the Cloudera Data Engineering Virtual Cluster creation fails because Atlasis not installed, you must identify the
CDE Namespace and set an environment variable prior to creating the Virtual Cluster.

1. Identify the CDE Namespace

a. Inthe Cloudera Data Platform (CDP) console, click the Data Engineering tile. The CDE Home page displays.
b.

In the CDE Services column, click [l.—' for the CDE service you want to create aVC.

c. Notethe Cluster ID shown on the page and identify the CDE Namespace. For example, if the Cluster ID is
cluster-sales8098, then the CDE Namespace is DEX-BASE-SALES3098.

2. Usethis CDE Namespace (DEX-BASE-SALESB098) to run Kubernetes commands using kubectl or OpenShift's
command line oc.

kubect |

kubect| set env depl oynent/dex- base-confi gs- manager -c dex-base-confi gs-
manager ATLAS_CONFI GS_DI SABLED=t rue --namespace <CDE Nanespace>

ocC

oc set env depl oynent/ dex-base-confi gs- manager -c dex-base-confi gs- nanager
ATLAS _CONFI GS_DI SABLED=true --nanespace <CDE Nanespace>

Learn about Cloudera Data Engineering (CDE) and compatibility for Runtime components across different versions.
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Cloudera Data Engineering Compatibility for Cloudera Data Engineering and Runtime
components

Table 1. CDE compatibility with Runtime component details

Runtime Version | Spark 2.4.x Spark 32.x Spark 33.x Airflow
. NA

7.178P2 Spark 248 |+ Spark 3.2.3 « Airflow 234 | lceberg0.14.1 124
e Scaa2ll e Scda212.10 e Python3.8
* Python2.7 * Python3.6
e Python3.6

7.18 «  Spark2.4.8 « Spark323 NA e Airflow 2.6.3 | lceberg0.14.1 1.24
e Scala2ll e Scda212.10 * Python3.8
e Python2.7 e Python 3.6
e Python3.6
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