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Machine Learning What's New

Major features and updates for the Cloudera Machine Learning service on Private Cloud.

CML on Private Cloud, version 1.4.0, has the following updates.
New features and updates

* Model metrics visuaization - This feature allows Data Scientists and Machine Learning Engineers to monitor
technical metrics relating to their running models, such as resource consumption and reguest throughput, within
Cloudera Machine Learning.

Fixed issues
« DSE-19937 - Fixed an issue where the pagination widget on the Session list page may not function as expected.

» DSE-20085 - Fixed a bug where Job report recipients who subscribed to notification emails when their jobs
terminated, may receive notification emails for termination statuses that they did not subscribe to.

» DSE-19751Fixed a bug where projects may not be sorted correctly on the project list page when using the Created
By field for sorting.

CML on Private Cloud, version 1.3.4, has the following updates.
New features and updates

e ML Runtimes- ML Runtimes are now supported in CML Private Cloud. For more information, see Managing ML
Runtimes.
* ClouderaData Visualization - Cloudera Data Visualization is now available in the default runtime.

» GPU Taint support - GPU taints, which affect node scheduling, are now supported for both OCP and ECS
clusters. For more information, see GPU node setup.

CML on Private Cloud, version 1.3.3, has the following updates.
New features and updates

» Business User Experience - A new user role, ML BusinessUser, provides restricted access to view Applications
created in CML.
e APl v2- A new API for operations on projects, jobs, models, and applicationsis now generally available.

Installation notes

« Upgrade - It is not possible to upgrade an existing ML workspace on an ECS cluster. Y ou have to provision a new
workspace.

» Upgrade - After upgrading the ECS control plane, model and experiment building in an ML workspace might fail.
See the Known Issue for more information.

» Engines - Engine version 15-cml-2021.09-2 has been patched for CVE-2021-44228, the Apache Log4j2
vulnerability. Y ou should use engine version 15-cml-2021.09-2 instead of version 15-cml-2021.09-1 wherever
possible.

CML on Private Cloud, version 1.3.2, has the following updates.

Installation notes
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» Upgrade - Fixed an issue so that upgrading a CML workspace with ML Governance enabled works.

CML on Private Cloud, version 1.3.1, has the following new features and updates.
New features and updates

e Embedded Container Service (ECS) is how supported.

Installation notes

e Instalation - If ECSisinstalled using Cloudera Docker Registries, then CML Workspace Model and Experiment
building is not supported.
» Upgrade - Upgrading a CML workspace with ML Governance enabled fails.

CML on Private Cloud, version 1.2, has the following new features and updates.
New features and updates

e Support for OCP 4.6 and upgrading from PVC 1.1.

« Improved non-transparent proxy support for air-gapped environments.
e Introduced Applied ML Prototypes (AMPs).

e Added NFS support:

* NFSversionsv3 and v4.x are supported.

« External NFS security improvements - no_root_squash export option has been removed.
» Support added for custom service principals (Beta).
« Monitoring now uses CDP centralized Grafana. Added database metrics and improved alerts.

Bug fixes

e DSE-12037 - Fixed an issue with the seamless login for Grafana.
» DSE-148091 - Fixed an issue with broken Engine and Session log links.
* Various security fixes.

CML on Private Cloud, version 1.1, has the following new features and updates.
e« MLOPS-216 - Production ML Support

Model Metrics track machine model serving performance metrics. Model Governance use Apache Atlasto track
builds, experiments and deployment of machine learning models.

e DSE-10777 - UMS Integration

ML User and MLAdmin resource roles are now available and assignable through Environment settings.
o DSE-12955 - Self Signed Private CA certs For custom container registries

Customers can how use Container registries that are using self signed or private CA signed certificates. Thereis
an option to upload the self signed or private CA signed certificates certificate during Private Cloud installation.
¢ DSE-10759 - GPU support

The OpenShift Nvidia operator is now supported for use with CML workloads.

Thisisthefirst release of CML on Private Cloud, version 1.0.
CML on Private Cloud lets you:

* Run Machine Learning workloads on OpenShift clustersin your own data center.
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Machine Learning Known Issues and Limitations

» Easily onboard a new tenant and provision an ML workspace in a shared OpenShift environment.

» Enable data scientists to access shared data on CDP Private Cloud Base and CDW.

« Leverage Spark-on-K8sto spin up and down Spark clusters on demand.

« Take advantage of most CML features on public cloud, including Teams, Projects, Experiments, Models, and
Applications.

Known Issues and Limitations

Y ou might run into some known issues while using Cloudera Machine Learning on Private Cloud.

Changing the default Hadoop CL1 Runtime Addon causes jobs, models, and application workloads to be unable to
start up.

Workarounds:

1. Open affected workload settings.

2. Update the workload (this updates the Hadoop CL I Addon associated with the workload to the default one.)
3. For Jobs: update.

4. For Applications: update and restart.

5. For Models: deploy a new build.

Please see Machine Learning Site administration>Disable Addons for related tasks.

When searching for auser namein Site Administration Users, you must enter only lower-case letters for the name
you are searching for. Lower-case letters will match upper-case letters in the target name.

After ECS Control Plane upgrade, your ML workspace may fail to perform Model and Experiment building with a
message like: Cannot connect to the Docker daemon at  unix:///var/run/docker.sock. |s the docker daemon running?

To resolve this problem, perform these steps:

Access Cloudera Manager

Navigate to the Embedded Cluster ECS Web Ul: Clusters Y our Embedded Cluster ECS Web Ul ECS Web Ul
Select the namespace of your ML workspace on the top left dropdown.

In Workloads Deployments, locate s2i-builder in thelist.

In the Action menu for s2i-builder, select Restart.

gk wbdhpe

If Private Cloud images are hosted in an image registry assuming mutual TL S for authentication, thiswill cause
Model deployments and Experimentsto fail. Mutual TLS registries are not supported.

If you are using self-signed or Private CA signed certificates for Container image registry authentication, model
deployements and experiments will fail with an error similar to: Error initializing source docker://<registryl P>:5000/
alpineilatest: error pinging docker registry <registryl P>:5000: Get https://<registryl P>:5000/v2/: x509: certificate
signed by unknown authority
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Asaworkaround, create a ConfigMap in the namespace where the CML workspace isinstalled.

1. Create a ConfigMap as shown in this example. Here, <namespace> indicates the workspace where the CML
workspaceisinstalled.

ki nd: Confi gMap
api Version: vl
nmet adat a:
nane: <external-registry-nanme>
Nanespace: <nanespace>
dat a:
registry.crt: |
----- BEA N CERTI FI CATE- - - - -
< certificate content goes here >
————— END CERTI FI CATE- - - - -
----- BEG N CERTI FI CATE- - - - -
< certificate content goes here >
----- END CERTI FI CATE- - - - -

2. Mount the ConfigMap to the s2i-builder deployment as shown here. Add the following mountPath in the volu
meM ounts section for the s2i-builder pod:

- mount Pat h: /etc/docker/certs. d/ <registry>[:portnuni
nane: external -registry

Under the volumes section, add the ConfigMap reference:

- confi gMap:
def aul t Mode: 420
nane: <external-registry-name>
nane: external -registry

3. Run the following command and check the output. Note in particular the mountPath and configMap specifications
at theend.

# kubect| get depl oynment s2i-builder -n <nanespace> -o yamn

api Versi on: extensions/vlbetal
ki nd: Depl oynent
nmet adat a:
[...]
nane: s2i-buil der
nanespace: <namespace/wor kspacenane>
[...]
spec:
[...]
t enpl at e:
[...]
spec:
[ecal
cont al ners:
- name: s2i-builder
[...]
vol umeMunt s:
[...
- nount Pat h: / et c/ docker/certs. d/ <regi stry>[: port nuni
name: external-registry

[...]

vol unes:
leccl
- confi gMap:

def aul t Mode: 420

nane: <external-registry-nanme>
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name: external-registry
st at us:

[...]

CML workspace install can fail because the s2i-queue pod may be stuck in a CrashLoop Failure. The error in the logs
might look similar to: Failed to create thread: Resource temporarily unavailable (11) /ust/lib/rabbitmg/bin/rabbitmg-
server: line 182: 45 Aborted (core dumped) start_rabbitmq_server "$@" Only root or rabbitmg can run rabbitmg-s
erver

To fix this, apply the following workaround: # kubectl set env stateful set/s2i-queue RABBITMQ_1O_THREAD_P
OOL_SIZE="50" -n <namespace>

The feature to invite new users by email does not work in Public or Private cloud, but it still appearsin the Ul.

Use of aproxy server, for example for external internet connectivity for an airgap cluster, is not supported.
Transparent proxies, however, should work normally.

If a Create Project request takes longer than a certain timeout, a second request might be submitted. If this happens,
multiple projects with similar names might be created.

Asaworkaround, create an empty project, create a session inside the project, then git clone your project inside a
workbench terminal. Additionally, you can upload a zip file or afolder using the file preview table.

If multiple forks are created, delete the extra ones.

In the Event History on the workspace Events tab, a user may display as unknown if they are authenticated by LDAP.

Fix: The user needs to be assigned the lamViewer role to view these details.

During Model or Experiment deployment, a certificate failure similar Failed to pull image x509: certificate signed
by unknown authority can occur. Thisis due to a Red Hat issue with OpenShift Container Platform 4.3.x where the
image registry cluster operator configuration must be set to Managed.

To set the configuration, first apply a patch using this command: # oc patch configs.imageregistry.operator.openshift.
io cluster --patch '{"spec":{ "managementState":"Managed"} }'
Next, run the following command: # oc get config cluster -o yaml

The managementState is now set to Managed.

Hung File Operations. Certain file operations, such asst at (2) or st at (1) might stop responding, and if thefile
operation was performed through the CML web Ul, the web operation might timeout. This indicates an NFS server
that is not reachable for some reason. The error might manifest itself on the web Ul when you try to open an ML
project asan HTTP error, code 500. Check the logs for error messages similar to the following:

2020- 07-13 22:42:23.914 1 ERRCR AppServer.Lib.Uils Finish grpc, failed dat
a =
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{"rpc":"1","service":"2","reqld":"3","err":"4"} "stat","VFS", "18a07
980- c55a- 11ea- 9bb9- a35829b422d9", { " nmessage": "

5", "stack":"6","code": 4,"metadata":"7","details":"8","futureStack"
:"6"},"4

DEADL| NE_EXCEEDED: Deadl i ne Exceeded","Error: 4 DEADLI NE_EXCEEDED:
Deadl i ne Exceeded\n at

bj ect . exports.createStatusError (/home/cdswi nt/services

/ web/ node_nodul es/ gr pc/ src/ common. j s: 91: 15)\ n at (Cbj ect. onRecei veSt a
tus

(/ hone/ cdswi nt/ servi ces/ web/ node_nodul es/ grpc/src/client_interceptor
S.js:1209:28)\n at

I nterceptinglListener. _call Next (/home/cdswi nt/services/web/

node_nodul es/ grpc/src/client_interceptors.js:568:42)\n at

I nt ercepti ngLi st ener. onRecei veSt at us

(/ hone/ cdswi nt/ servi ces/ web/ node_nodul es/ grpc/src/client _intercept
ors.js:618:8)\n at

cal I back (/home/ cdsw nt/services/web/n

ode_nodul es/ grpc/src/client _interceptors.js:847:24)",{
epr":"9","flags": 0}, "Deadline

Exceeded", {}]

_internal r

Solution: Check your NFS server and make sure it is running. Y ou will need to restart the NFS clientsin your ML
workspace' s namespace. These are the “ ds-vfs’ and “ s2i-client” pods. Simply delete the Kubernetes pods whose
names start with “ds-vfs’ and “ s2i-client”.

Stale File Handles: When opening a project from the ML web Ul, an error message like “NFS: Stale file handle”
shows up on the UI.

Solution: Thisisindicative of an NFS server and a client being out of sync, probably caused by a server restart along
with file system content change on the server that the client is not aware of. Y ou should restart NFS client podsin
your ML workspace’ s namespace. The are the “ ds-vfs’, “s2i-client”, and any user sessionsthat are affected by the
“Stalefile handle” error.

Project Fork Creating Multiple Copies: When creating a new project from an existing project using the “ Fork”
feature, you might see the operation seemingly fail on the Ul, but it still ends up creating multiple copies of the source
project.

Solution: This issue happens when forking a project takes longer than the idle connection timeout set on the external
load balancer, aswell asin HA Proxy policy settings on OpenShift. Increase the idle connection timeout to at least 5
minutes. Depending on the performance of the NFS server, a higher timeout may be necessary.

If you create a project in the Ul using git clone, you may get the error message Whoops, there was an unexpected
error. If you create a project using the API, atimeout may occur.

Prerequisites for CML in Private Cloud:

e Set any external load balancer server timeout to 5 min.

For a TL S Enabled Workspace:

«  Set the annotation haproxy.router.openshift.io/timeout=300 on each route in a deployed CML workspace
namespace:

oc annotate route --all=true --overwite=true -n
<cnl - namespace> hapr oxy. rout er. openshift.io/tineout=300s

For non-TL S Enabled Workspaces, this setting is made automatically.

Workaround: Even though an error message displays, project creation still occurs. Check the Projects page after afew
minutes; project creation should be complete.




Machine Learning Known Issues and Limitations

To provision a TL S-enabled workspace, the customer needs to perform several manual steps. This procedureis
described in Deploy an ML Workspace with Support for TLS.

If the /etc/krb5.conf on the Cloudera Manager host contains include or includedir directives, Kerberos-related failures
may occur.

Asaworkaround, comment out the include and includedir lines in /etc/krb5.conf on the Cloudera Manager host. If
configuration in those files and directories are needed, add them directly to /etc/krb5.conf.

If the /etc/krb5.conf on the Cloudera Manager host contains include or includedir directives, Kerberos-related failures
may occur.

Spark3 runtime addons are currently not supported with Python 3.8 Runtimes.

TSB 2023-628: Sensitive user data getting collected in CML/CDSW wor kspace diagnostic bundles

When using Cloudera Data Science Workbench (CDSW), Cloudera recommends users to store
sensitive information, such as passwords or access keys, in environment variables rather than in
the code. See Engine Environment Variablesin the official Cloudera documentation for details.
Clouderarecently learned that all session environment variablesin the affected releases of CDSW
and CML arelogged in web pod logs, which may be included in support diagnostic bundles sent to
Cloudera as part of support tickets.

Severity:

e Medium

Component affected:

« CDSW

e CML workspaces on Public Cloud
* CML workspaces on Private Cloud
Products affected:

» ClouderaMachine Learning

Rel eases affected:

e CDSW 1.10.1 and lower
* CML workspaces on Public Cloud 2.0.32-b117 and lower
* CML workspaces on Private Cloud 1.4.0 and lower

Users affected:

e CML workspace users who are storing sensitive data like DB passwords or secrets as
environment variablesin the product.

e CML workspace users who are setting WORKLOAD_PASSWORD in CML Public Cloud
workspaces from User Settings Environment Variables WORKLOAD_PASSWORD .

Impact:

e Session environment variablesin CML workspaces (Private Cloud, Public Cloud or OnPrem
CDSW) are getting logged and collected when Admin generates diagnostic bundles from
CDSW/CML Workspace Site Administration Support Generate Log Archives. These logs are
typically sent to Cloudera as part of support cases.
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e On Public Cloud, CML workspace service (web) logs, which are the source of the diagnostic
bundles, also get stored on customer S3 or ADL S storage.

Action required: Upgrade CDSW/CML workspace

* Upgradeto CDSW 1.10.2 version or higher.
* Public Cloud

» Upgrade Public Cloud CML workspaces to the latest release.
» Deletethe CML workspace service logs from S3 or ADLS storage.

» Find the Storage Location for “Logs Storage and Audits’ in the Environment service
details page. (say <datalake logs path>)

e Find the Cluster Name from the CML Workspace details page. (say <cluster name>)

* Now please delete all the files under <datalake logs path>/<cluster_name> folder that
are generated before CML workspace is upgraded to the latest with this fix.

* Private Cloud
* Upgrade Private Cloud CML workspaceto 1.4.1 or higher
Addressed in release/refresh/patch:

« CDSW 1.10.2
e Public Cloud 2.0.32-b123
e Private Cloud 1.4.1

Knowledge article

For the latest update on this issue see the corresponding Knowledge article: TSB-2023-628:
Sensitive user data getting collected in CML/CDSW workspace diagnostic bundles

Known Issues and Limitations
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