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Learn how to install the Operational Database powered by Apache Accumulo (Accumulo-on-cdp 2.1.2 parcel) on
your CDP Private Cloud Base environment.

Before installing Operational Database powered by Apache Accumulo (OpDB), you first have to install Cloudera
Manager, CDP cluster services, then install the OpDB CSD and the OpDB Parcel. Ensure you verify your installation
by running certain basic commands.

As Operational Database powered by Apache Accumulo (OpDB) is an add-on service, you have to install its Custom
Services Descriptor (CSD) file to mananage the Accumulo on CDP service.

A Custom Services Descriptor (CSD) file contains all the configuration needed to describe and manage a new
service. A CSD is provided in the form of a JAR file. For more information about CSD files, see the Custom Service
Descriptor Files section in the Add-on Services documentation.

Install Cloudera Manager.

1. Download the ACCUMULQO_CDP-2.1.2 7.1.9.0.0.jar jar file for the CSD that provides the Accumulo on CDP
service.

Y ou can download that JAR file from:

archi ve. cl oudera. coml p/ accumul 07/2.1.2_7.1.9.0.0/csd/

2. Copy the ACCUMULO_CDP-2.1.2 7.1.9.0.0.jar file to the location where Cloudera Manager is configured to
look for the CSD files. That is by default in the /opt/cloudera/csd folder on the host where Cloudera Manager is
running.

3. Restart Cloudera Manager as described in the Configuring the Location of Customer Service section in the Add-on
Services documentation.

Install CDP cluster and services.

Before you install the Operational Database powered by Apache Accumulo (OpDB) parcel, you haveto install CDP
Private Cloud Base and add the mandatory services.

The OpDB service is only supported on CDP Private Cloud Base. For full cluster installation Cloudera recommends
following the CDP Private Cloud Base Installation Guide.

For a FIPS compliant OpDB service you have to follow the FIPS deployment CDP setup steps. For more information,
see Installing and Configuring CDP with FIPS.

Ensure you install the following mandatory services for OpDB powered by Apache Accumulo:
« HDFS
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e ZooKeeper

After you have installed the Operational Database powered by Apache Accumulo (OpDB) CSD and the required CDP
cluster and services, you have to install the OpDB parcel.

There are two options to install the OpDB parcel:

» Using aLoca Parcel Repository
« Using Remote Parcel Repository URL s (archive.cloudera.com)

You caninstall the OpDB powered by Apache Accumulo Parcel (OpDB) using your Local Parcel Repository. For
this, you have to download the parcel, copy it to your Local Parcel Repository, and then distribute and activate it
using Cloudera Manager.

e Install the OpDB CSD file
* Install CDP and add the HDFS and ZooK eeper servicesto your deployment.

1. Download the ACCUMULO_ON_CDP-2.1.2 7.1.9.0.0.p0.11738502-€l 7.parcel OpDB parcel from:

ar chi ve. cl oudera. com p/ accunul 07/2.1.2 _7.1.9.0.0/parcel s/

2. Copy the ACCUMULO_ON_CDP-2.1.2 7.1.9.0.0.p0.11738502-€l 7.parcel file to the Local Parcel Repository.
The Local Parcel Repository is by default located in /opt/cloudera/parcel-repo directory on the host where
Cloudera Manager is running.

3. In Cloudera Manager, navigate to Parcels.

4. Click Check for New Parcels.
The ACCUMULO_ON_CDP-2.1.2 7.1.9.0.0.p0.11738502-€l 7.parcel parcel appearsin the Parcel list.

5. Intherow of ACCUMULO_ON_CDP-2.1.2 7.1.9.0.0.p0.11738502-€l 7.parcel, click Distribute.
6. After the distribution is completed, click Activate.

OpDB parcel isinstalled.

Add the Accumulo on CDP service.

You can install the Operational Database powered by Apache Accumulo (OpDB) parcel using the
archive.cloudera.com Remote Parcel Repository.

Install the OpDB CSD file.
Install CDP and add the HDFS and ZooK eeper services to your deployment.

=

In Cloudera Manager, navigate to Parcels.
Click Parcel Repositories & Network Settings.

N
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In the Remote Parcel Repository URLSs section, click @ (Add Another) to include another remote parcel
repository URL.

4, Addthefollowing URL:

ar chi ve. cl oudera. com p/accunul 07/2.1.2_7.1.9.0. 0/ parcel s/

Click Save & Verify Configuration.

In the row of ACCUMULO_ON_CDP-2.1.2 7.1.9.0.0.p0.11738502-€l 7.parcel, click Download.
After the download is completed, click Distribute.

Once the distribution is completed, click Activate.

© N o o

Add the Accumulo on CDP service.

After you have installed the Operational Database powered by Apache Accumulo (OpDB) CSD, the required CDP
cluster and services, and the OpDB parcel, you can add the Accumulo on CDP service to your cluster.

Y ou can add a secure or an unsecured Accumulo on CDP service to your CDP Private Cloud Base deployment when
installing OpDB. A secure Accumulo on CDP service requires a secure cluster, which means an SASL -enabled
Kerberized cluster.

The steps to add a secure Accumulo on CDP service are different from the steps to add an unsecure Accumulo on
CDP service. If you require a FIPS compliant OpDB service, follow the stepsin the Add secure Accumulo on CDP
service to your cluster.

If your cluster is not an SASL-enabled Kerberized cluster, add an unsecure Accumulo on CDP service to your cluster
when installing an Operational Database powered by Apache Accumulo (OpDB).

* Install the OpDB CSD file.
* Install CDP and add the HDFS and ZooK eeper services to your deployment.
« Install the OpDB parcel.

1. Navigateto the Cloudera Manager Admin Console home page.
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2. Click the action menu of the cluster to which you want to add the Accumulo on CDP service (for example, Cluster
1), and select Add Service.

7~ CLOUDZRA
% Manager Home
Status All Health Issues  Configuration ~  All Recent Commat

& Clusters
£ Hosts o Cluster 1 :
% Diagnostics :

Cloudera Runtime 7.1.5 (F Add Service
- )
B Audits Add Hosts

© Z=4Hosts
III
bl Charts Add Compute Cluster
1 Replication ® ) ATLAS-T

£ Administration

® A HBASE-1

& Private Cloud [Ne# Stop

@ & HDFS-1
Restart

@ @ HIVE-1

3. Select Accumulo on CDP and click Continue.
4. Select the dependent services and click Continue.
5. Assign the Accumulo roles to the hostsin your cluster:

Assign aTable Server role on each host to which the DataNode role is assigned.
Assign the Monitor, Garbage Collector, and Master role to non-DataNodes.

Assign the Gateway role to any hosts where you want to use the Accumulo on CDP service, and where you do
not already have any other OpDB roles assigned.

6. Click Continue.
7. Configure the Accumulo Instance Secret.

Important: Clouderarecommends to protect thisinformation, because the security of the Accumulo
servicereliesonit.

8. Set the Accumulo Instance Name.
9. If thisisthefirst installation of OpDB, ensure that the Initial Accumulo option is selected.

Instance.volume specifies the filesystem URIs where Accumulo should store its data. It should be set when the
you want to explicitly control where Accumulo storesits data. If you do not explicitly set the instance.volumes
option, Accumulo will automatically use the default filesystem URI from the Hadoop configuration.

10. Click Continue.

Wait while Cloudera Manager does the initial service setup.
11. After theinitial service setup is complete, click Continue.
12. Click Finish.

To ensure data availability to diverse sets of users with varying levels of permissions and security clearance, add a
secure Accumulo on CDP service.
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If your secure Accumulo on CDP service needs to be FIPS compliant, ensure that you have followed the FIPS
specific deployment setup steps provided in Installing and Configuring CDP with FIPS.

* Install OpDB CSD file.

* Install CDP.

* Addthe HDFS and ZooK eeper services to your CDP deployment.
e Install the OpDB parcel.

» Ensurethat you have a SASL-enabled Kerberized cluster.

1. Navigate to the Cloudera Manager Admin Console home page.

2. Select the action menu of the cluster to which you want to add the Accumulo on CDP service (for example,
Cluster 1), and select Add Service.

7~ CLOUDERA
“. Manager Home
Status All Health Issues  Configuration ~  All Recent Commai
Clusters
Hosts ® Cluster 1 g
% Diagnostics )
Cloudera Runtime 7.1.5 (F  Add Service
. )
AT Add Hosts
@ Z=4Hosts
III
e clane Add Compute Cluster
7] Replication @ @) ATLAST

£ Administration

® A HBASE-1

& Private Cloud (N Stop

© @ HDFST
Restart

© ¢ HIVE1

3. Select Accumulo on CDP and click Continue.

4. Select the dependent services and click Continue.

5. Assign the Accumulo rolesto the hostsin your cluster:
» Assign aTable Server role on each host to which the DataNode role is assigned.
« Assign the Monitor, Garbage Collector, and Master role to non-DataNodes.

» Assign the Gateway roleto any hosts here you want to use the OpDB service and that do not already have
other OpDB roles assigned.

6. Click Continue.
7. Configure the Accumulo Instance Secret.

Important: Clouderarecommends to protect this information, because the security of the Accumulo
servicereliesonit.

8. Set the Accumulo Instance Name.
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9. Select Enable Kerberos Authentication.
Create aclient configuration file for the admin user.

This step needs to be performed on each Gateway machine where you will run an OpDB client.

Client configuration can be created by editing the configuration file in the following way:

aut h. pri nci pal =accunul o/ [ *** HOSTNAME* * * ]

aut h. t ype=ker ber os

aut h. t oken=/ var/run/cl ouder a- scm agent/ process/ [ *** Tl MESTAMP***] - [ *** SER
VI CE NAME***] - [ ***| NSTANCE NAME***]/accunul o_on_cdp. keyt ab

sasl . enabl ed=t rue

sasl . gop=aut h- conf

By default the Accumulo principal on which master is running becomes the administrator principal. Y ou can set
up adifferent administrative user. For more information, see the Administrative User section of the user manual.
In this case, you need to change the auth.principal and auth.token configuration properties accordingly.

10. If thisisthe first installation of OpDB, ensure that the Initial Accumulo option is selected.
11. Specify Instance.volume.

This parameter specifies the filesystem URIs where Accumulo stores its data. It must be set when you want to
explicitly control where Accumulo storesits data. If the you do not explicitly set the instance.volumes option,
Accumulo automatically uses the default filesystem URI from the Hadoop configuration.

12. Click Continue.

Wait while Cloudera Manager does the initial service setup.
13. After theinitial service setup is complete, click Continue.
14. Click Finish.

Customizing Kerberos Principals

Y ou can verify your Operational Database powered by Apache Accumulo (OpDB) installation using the Accumulo
shell.

* Install the OpDB CSD file.

e Install CDP and add the HDFS and ZooK eeper services to your deployment.
e Install the OpDB parcel.

¢ Addthe Accumulo on CDP service to your deployment.

1. Launch the Accumulo shell for the admin user.

* Unsecure OpDB

$ accunul o shell -u root
Passwor d: **=***=*
Shel |l - Apache Accunulo Interactive Shell

version: [***ACCUMJLO VERSI ON NUVBER* * *]
i nstance nane: [*** ACCUMULO | NSTANCE NAME***]
instance id: [***ACCUMJLO | NSTANCE | D***]

- type "help' for a list of avail abl e commands



https://accumulo.apache.org/docs/2.x/security/kerberos#administrative-user
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r oot @ccumul o>

Secure OpDB

kinit -kt /var/run/cl oudera-scm agent/process/[***TI MESTAVP***] - [ *** SERV
| CE NAME***] -[***] NSTANCE NAME***]/accumul o_on_cdp. keyt ab accunul o/ $[ ***
HOSTNANME* * * |

accunul o shell

Shell - Apache Accurul o I nteractive Shell

version: [*** ACCUMJLO VERSI ON NUVBER* * * ]
i nstance nane: [*** ACCUMULO | NSTANCE NANE***]
instance id: [***ACCUMULO | NSTANCE | D***]

- type "help' for a list of avail abl e conmands

accumnul o/ host nane @REALM COM@accunul o>

2. Run the following commands to verify your installation:

a)

b)
0)

d)

e

f)

Create atable: createtable test

The test table is created and becomes the current table.

List the admin user's permission and ensure it has admin and system level privileges: userpermission
On a secure cluster, the user who creates the table does not get access to the new table by default. These
permissions have to be set manually:

‘grant Table. READ -t test -u accunul o/ host name@EALM COM

"grant Table. WRITE -t test -u accunul o/ host name @EALM COM
‘grant Tabl e. ALTER TABLE -t test -u accumnul o/ host nane @EALM COM
‘grant Tabl e. DROP_TABLE -t test -u accunul o/ host name @REALM COM

Insert some rows to the test table:

insert rowfl ql vl
insert row f2 g2 v2
insert row f3 g3 v3

Scan the table: scan

row fl:ql [] v1
row f2:q2 [] v2
row f3:q3 [] v3

Delete the test table: root@accumul o test> deletetable
Table: [test] has been del eted.

The following example shows the verification of an unsecured OpDB installation:

root @ccumul o> createtabl e test

r oot @ccunul o test> user permn ssions

System perm ssi ons: System GRANT, System CREATE TABLE, System DROP_TABLE, Sy
st em ALTER TABLE, System CREATE_USER System DROP_USER, System ALTER USER, S
yst em SYSTEM Syst em CREATE_NAMESPACE, System DROP_NAMESPACE, System ALTER N
AMESPACE, System OBTAI N_DELEGATI ON_TOKEN

Nanespace perm ssions (accumul 0): Nanespace. READ, Nanespace. ALTER TABLE

Tabl e permni ssions (accumrul o. net adata): Tabl e. READ, Tabl e. ALTER TABLE

Tabl e permi ssions (accunul o.replication): Table. READ

Tabl e permi ssions (accurul o.root): Tabl e. READ, Tabl e. ALTER TABLE

Tabl e permi ssions (test): Table. READ, Tabl e. WRI TE, Tabl e. BULK | MPORT, Tabl
e. ALTER TABLE, Tabl e. GRANT, Tabl e. DROP_TABLE, Tabl e. GET_SUMVARI ES

10
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root @ccunulo test> insert rowf1l ql vl
root @ccunul o test> insert row f2 q2 v2
r oot @ccurmul o test> insert row f3 g3 v3
root @ccunul o test> scan

row f1:ql [] v1

row f2:q2 [] v2

row f3:q3 [] v3

root @ccunul o test> del etetabl e

del etetable { test } (yes|no)? yes

Tabl e: [test] has been del et ed.

r oot @ccunul o>

Learn how to install the Operational Database powered by Apache Accumulo (Accumulo-on-cdp 1.1.0 parcel) on
your CDP Private Cloud Base environment.

Before installing Operational Database powered by Apache Accumulo (OpDB), you first have to install Cloudera
Manager, CDP cluster services, then install the OpDB CSD and the OpDB Parcel. Ensure you verify your installation
by running certain basic commands.

As Operational Database powered by Apache Accumulo (OpDB) is an add-on service, you have to install its Custom
Services Descriptor (CSD) file to mananage the Accumulo on CDP service.

A Custom Services Descriptor (CSD) file contains al the configuration needed to describe and manage a new
service. A CSD is provided in the form of a JAR file. For more information about CSD files, see the Custom Service
Descriptor Files section in the Add-on Services documentation.

Install Cloudera Manager.

1. Download the ACCUMULQO_CDP-1.1.0 jar file for the CSD that provides the Accumulo on CDP service.
Y ou can download that JAR file from:
ar chi ve. cl oudera. com p/ accunul 07/ 1. 1. 0/ csd

2. Copy the ACCUMULO_CDP-1.1.0.jar fileto the location where Cloudera Manager is configured to look for the
CSD files. That is by default in the /opt/cloudera/csd folder on the host where Cloudera Manager is running.

3. Restart Cloudera Manager as described in the Configuring the Location of Customer Service section in the Add-on
Services documentation.

Install CDP cluster and services.

Add-on Services

11
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Before you install the Operational Database powered by Apache Accumulo (OpDB) parcel, you haveto install CDP
Private Cloud Base and add the mandatory services.

The OpDB service is only supported on CDP Private Cloud Base. For full cluster installation Cloudera recommends
following the CDP Private Cloud Base Installation Guide.

For a FIPS compliant OpDB service you have to follow the FIPS deployment CDP setup steps. For more information,
see Installing and Configuring CDP with FIPS.

Ensure you install the following mandatory services for OpDB powered by Apache Accumulo:

« HDFS
e ZooKeeper

After you have installed the Operational Database powered by Apache Accumulo (OpDB) CSD and the required CDP
cluster and services, you have to install the OpDB parcel.

There are two options to install the OpDB parcel:

» Using aLoca Parcel Repository
» Using Remote Parcel Repository URL s (archive.cloudera.com)

You can install the OpDB powered by Apache Accumulo Parcel (OpDB) using your Local Parcel Repository. For
this, you have to download the parcel, copy it to your Local Parcel Repository, and then distribute and activate it
using Cloudera Manager.

* Install the OpDB CSD file
e Install CDP and add the HDFS and ZooK eeper services to your deployment.

1. Download the ACCUMULO_ON_CDP-1.1.0.p0.11738502-¢l 7.parcel OpDB parcel from:

ar chi ve. cl oudera. com p/ accunul 07/ 1. 1. 0/ parcel s

2. Copy the ACCUMULO _ON_CDP-1.1.0.p0.11738502-¢l 7.parcel file to the Local Parcel Repository. The Local
Parcel Repository is by default located in /opt/cloudera/parcel-repo directory on the host where Cloudera Manager
isrunning.

12
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3. In Cloudera Manager, navigate to Parcels.

CLOUD=RA
Manager Home
_ Status  All Health Issues  Configuration § v  All Recent Comm:
& Clusters
= Hosts ® Cluster 1 :
Diagnostics
Cloudera Runtime 7.1.5 (Parcels)
A Audits
il Charts © Z4Hosts
1 Replication © ©) ATLASA
£ Administration © s HBASE-1
& Private Cloud [Nl
@ @& HDFS-1
@ © HIVE
© € HIVE_ON_TEZ-1
© e HUE1
@ Y IMPALA-1
© & KAFKA-1
(V] KNOX-1
© & KUuDU-1
Parcels h
. LT LIVY-1
5 Running Commands ©
@ Support © @ 00zZIE1
. © @ O0ZONE-1

4. Click Check for New Parcels.
The ACCUMULO_ON_CDP-1.1.0.p0.11738502-€l 7.parcel parcel appearsin the Parcel list.

5. Intherow of ACCUMULO_ON_CDP-1.1.0.p0.11738502-€l 7.parcel, click Distribute.
6. After the distribution is completed, click Activate.

OpDB parcel isinstalled.

Add the Accumulo on CDP service.

13
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Installing Accumulo Parcel 1.1.0

You can install the Operational Database powered by Apache Accumulo (OpDB) parcel using the
archive.cloudera.com Remote Parcel Repository.

1

Install the OpDB CSD file.

Install CDP and add the HDFS and ZooK eeper services to your deployment.

In Cloudera Manager, navigate to Parcels.

CLOUDZRA
“» | Manager

& Clusters
= nesiE
Diagnostics
A Audits
il Charts
¢ Replication
£ Administration

& Private Cloud [Ré&

Parcels h

5 Running Commands

® Support

Status All Health Issues

Home

® Cluster T

Cloudera Runtime 7.1.5 (Parcels)
= 4 Hosts

2 ATLAS-T

A HBASE-1

@ HDFS-1

‘® HIVE-

“$ HIVE_ON_TEZ-1

e HUE-1

IMPALA-1

% KAFKA-1

KNOX-1

& KUDU-1

LT LIVY-1

@ 00ZIE-1

O 0 0 0 0 & 0 0 O o0 o0 o o0 o

@ 0ZONE-1

Configuration ¥

- All Recent Comm:

14



Operational Database powered by Apache Accumulo

Installing Accumulo Parcel 1.1.0

2. Click Parcel Repositories & Network Settings.
[lo1] Manager Horne

_ Parcels Parcel Usage = Parcel Repositories & Network Settings

B Clusters

Cluster 1
& Hosts Location

Parcel Name Version
Cluster 1

Available Remotely

@ Audits

|~ charts Filters

2! Replication PARCEL NAME

ACCUMULO
ACCUMULO_ON_CDP
Cloudera Runtime
KAFKA

soa s s

repository URL.
4. Addthefollowing URL:

htt ps://archive. cl oudera. com p/accurul 07/ 1. 1. 0/ parcel s/

Click Save & Verify Configuration.

After the download is completed, click Distribute.
Once the distribution is completed, click Activate.

© N o G

Add the Accumulo on CDP service.

Other Parcel Configurations

In the row of ACCUMULO_ON_CDP 1.1.0.p0.11738502-¢€l 7.parcel, click Download.

Check for New Parcels

Download

Download

Deactivate

Deactivate

Download

In the Remote Parcel Repository URLSs section, click @ (Add Another) to include another remote parcel

After you have installed the Operational Database powered by Apache Accumulo (OpDB) CSD, the required CDP
cluster and services, and the OpDB parcel, you can add the Accumulo on CDP service to your cluster.

Y ou can add a secure or an unsecured Accumulo on CDP service to your CDP Private Cloud Base deployment when
installing OpDB. A secure Accumulo on CDP service requires a secure cluster, which means an SASL -enabled

Kerberized cluster.

The steps to add a secure Accumulo on CDP service are different from the steps to add an unsecure Accumulo on
CDP service. If you require a FIPS compliant OpDB service, follow the stepsin the Add secure Accumulo on CDP

service to your cluster.

If your cluster is not an SASL-enabled Kerberized cluster, add an unsecure Accumulo on CDP service to your cluster

when installing an Operational Database powered by Apache Accumulo (OpDB).

* Install the OpDB CSD file.
e Install CDP and add the HDFS and ZooK eeper services to your deployment.
e Install the OpDB parcel.

1. Navigateto the Cloudera Manager Admin Console home page.
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2. Click the action menu of the cluster to which you want to add the Accumulo on CDP service (for example, Cluster
1), and select Add Service.

7~ CLOUDZRA
% Manager Home
Status All Health Issues  Configuration ~  All Recent Commat

& Clusters
£ Hosts o Cluster 1 :
% Diagnostics :

Cloudera Runtime 7.1.5 (F Add Service
- )
B Audits Add Hosts

© Z=4Hosts
III
bl Charts Add Compute Cluster
1 Replication ® ) ATLAS-T

£ Administration

® A HBASE-1

& Private Cloud [Ne# Stop

@ & HDFS-1
Restart

@ @ HIVE-1

3. Select Accumulo on CDP and click Continue.
4. Select the dependent services and click Continue.
5. Assign the Accumulo roles to the hostsin your cluster:

» Assign aTable Server role on each host to which the DataNode role is assigned.
» Assign the Monitor, Garbage Collector, and Master role to non-DataNodes.

« Assign the Gateway role to any hosts where you want to use the Accumulo on CDP service, and where you do
not already have any other OpDB roles assigned.

6. Click Continue.
7. Configure the Accumulo Instance Secret.

Important: Clouderarecommends to protect thisinformation, because the security of the Accumulo
servicereliesonit.

8. Set the Instance Name.

9. If thisisthefirst installation of OpDB, ensure that the Initialize Accumulo option is selected.
10. Click Continue.

11. Wait while Cloudera Manager does the initial service setup.

12. Click Continue.

13. Click Finish.

To ensure data availability to diverse sets of users with varying levels of permissions and security clearance, add a
secure Accumulo on CDP service.

If your secure Accumulo on CDP service needs to be FIPS compliant, ensure that you have followed the FIPS
specific deployment setup steps provided in Installing and Configuring CDP with FIPS.
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* Install OpDB CSD file.

* Install CDP.

* Addthe HDFS and ZooK eeper services to your CDP deployment.
* Install the OpDB parcel.

» Ensurethat you have a SASL -enabled Kerberized cluster.

1. Navigate to the Cloudera Manager Admin Console home page.

2. Select the action menu of the cluster to which you want to add the Accumulo on CDP service (for example,
Cluster 1), and select Add Service.

CLOUDE=RA
Manager Home
Status All Health Issues  Configuration ~  All Recent Commat
Clusters
Hosts ® Cluster 1 i
Diagnostics .
Cloudera Runtime 7.1.5 (F Add Service
Al Add Hosts
b © Z=4Hosts
Add Compute Cluster
1 Replication ® ) ATLAS-T

£ Administration

® A HBASE-1

& Private Cloud [Ne# Stop

@ & HDFS-1
Restart

@ @ HIVE-1

3. Select Accumulo on CDP and click Continue.
4. Select the dependent services and click Continue.
5. Assign the Accumulo roles to the hostsin your cluster:
» Assign aTable Server role on each host to which the DataNode role is assigned.

» Assign the Monitor, Garbage Collector, and Master role to non-DataNodes.

« Assign the Gateway roleto any hosts here you want to use the OpDB service and that do not already have
other OpDB roles assigned.

6. Click Continue.
7. Configure the Accumulo Instance Secret.

Important: Clouderarecommends to protect thisinformation, because the security of the Accumulo
servicereliesonit.

8. Set the Instance Name.
9. Select Enable Kerberos Authentication.
10. If thisisthefirst installation of OpDB, ensure that the Initialize Accumulo option is selected.

11. Click Continue.
12. Wait while the Cloudera Manager does the initial service setup.
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13. Click Continue.
14. Click Finish.
15. Create a client configuration file for the admin user.

This step needs to be performed on each Gateway machine where you will run an OpDB client.

Client configuration can be created by editing the configuration file in the following way:

aut h. pri nci pal =accumul o/ [ *** HOSTNAME* * *

aut h. t ype=ker ber os

aut h. t oken=/ var/run/cl ouder a- scm agent/ process/ [ ***TI MESTAMP***] - [ *** SER
VI CE NAME***] - [ ***| NSTANCE NAME***]/accunul o_on_cdp. keyt ab

sasl . enabl ed=true

sasl . gop=aut h- conf

By default the Accumulo principal on which master is running becomes the administrator principal. Y ou can set
up adifferent administrative user. For more information, see the Administrative User section of the user manual.
In this case, you need to change the auth.principal and auth.token configuration properties accordingly.

Y ou can verify your Operationa Database powered by Apache Accumulo (OpDB) installation using the Accumulo
shell.

e Install the OpDB CSD file.

* Install CDP and add the HDFS and ZooK eeper services to your deployment.
e Install the OpDB parcel.

e Add the Accumulo on CDP service to your deployment.

1. Launch the Accumulo shell for the admin user.

e Unsecure OpDB

$ accunul o shell -u root
Passwor d; *#*x***

Shel |l - Apache Accunul o I nteractive Shell

version: [*** ACCUMULO VERSI ON NUMBER***]
i nstance nane: [***ACCUMJULO | NSTANCE NAME***]
i nstance id: [***ACCUMULO | NSTANCE | D***]

- type 'help' for a list of avail abl e conmands

r oot @ccunul o>

» Secure OpDB

kinit -kt /var/run/cl oudera-scm agent/process/[***TI MESTAMP***] - [ *** SERV
| CE NAME***] - [ ***| NSTANCE NAME***]/accunul o_on_cdp. keyt ab accunul o/ $[ ***
HOSTNAME* * * |

accunul o shell

Shel |l - Apache Accunulo Interactive Shell

version: [***ACCUMJLO VERSI ON NUVBER* * *]
i nstance nane: [*** ACCUMULO | NSTANCE NAME***]
instance id: [***ACCUMJLO | NSTANCE | D***]
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- type "help' for a list of avail able comrands

accumnul o/ host nane @REALM COM@accunul o>

2. Run the following commands to verify your installation:

a) Create atable: createtable test
Thetest tableis created and becomes the current table.

b) List the admin user's permission and ensure it has admin and system level privileges: userpermission
¢) On asecure cluster, the user who creates the table does not get access to the new table by default. These
permissions have to be set manually:

‘grant Table. READ -t test -u accunul o/ host name @EALM COM

"grant Table. WRITE -t test -u accunul o/ host name @EALM COM
‘grant Tabl e. ALTER TABLE -t test -u accumnul o/ host nane @EALM COM
‘grant Tabl e. DROP_TABLE -t test -u accunul o/ host name @REALM COM

d) Insert some rowsto the test table:

insert rowfl ql vl
insert rowf2 g2 v2
insert row f3 g3 v3

€) Scanthetable: scan

row fl:ql [] v1
row f2:q2 [] v2
row f3:q3 [] v3

f) Delete the test table: root@accumulo test> deletetable
Table: [test] has been del eted.

The following example shows the verification of an unsecured OpDB installation:

r oot @ccurmul o> creat et abl e test

r oot @ccurul o test> user perni ssions

Syst em permni ssi ons: System GRANT, System CREATE TABLE, System DROP_TABLE, Sy
stem ALTER TABLE, System CREATE_USER, System DROP_USER, System ALTER USER, S
yst em SYSTEM Syst em CREATE NAMESPACE, Syst em DROP_NAMESPACE, System ALTER N
AMESPACE, System OBTAI N _DELEGATI ON_TOKEN

Nanespace perm ssions (accumul 0): Nanespace. READ, Nanespace. ALTER TABLE

Tabl e perni ssions (accumrul o. net adata): Tabl e. READ, Tabl e. ALTER TABLE
Tabl e permi ssions (accunul o.replication): Table. READ

Tabl e permi ssions (accurul o.root): Tabl e. READ, Tabl e. ALTER TABLE
Tabl e permi ssions (test): Table. READ, Table. WRI TE, Tabl e. BULK | MPORT, Tabl
e. ALTER TABLE, Tabl e. GRANT, Tabl e. DROP_TABLE, Tabl e. GET_SUMVARI ES

r oot @ccunmul o test> insert rowf1l gl vl

root @ccunmul o test> insert row f2 g2 v2

root @ccurmul o test> insert row f3 g3 v3

root @ccunul o test> scan

row f1:ql [] v1

row f2:q2 [] v2

row f3:q3 [] v3

root @ccunul o test> del etetabl e

deletetable { test } (yes|no)? yes

Tabl e: [test] has been del et ed.

root @ccunul o>
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Learn how to install the Accumulo parcel on your CDP Private Cloud Base environment.
Cloudera recommends installing the latest version of the Accumulo parcel using the following URL.
https://archive.cloudera.com/p/accumul07/1.10.3_7.1.7.2000.1/

Compared to the earlier release, the latest version of the Accumulo supports two new operating systems. It allows you
toinstall the service using a custom Kerberos principal instead of the default accumulo principal.

Alternatively, you could use the previous release that is otherwise functionally identical to the latest release.
https://archive.cloudera.com/p/accumul07/1.10.3_7.1.7.2000.0/

Before installing the Accumulo, you first have to install Cloudera Manager and CDP cluster services, after that install
the Accumulo CSD and the Accumulo Parcel. Ensure you verify your installation by running certain basic commands.

As Accumulo is an add-on service, you have to install its Custom Services Descriptor (CSD) file to manage the
Accumulo on CDP service.

A Custom Services Descriptor (CSD) file contains all the configuration needed to describe and manage a new
service. A CSD is provided in the form of a JAR file. For more information about CSD files, see the Custom Service
Descriptor Files section in the Add-on Services documentation.

Install Cloudera Manager.

1. Download the ACCUMULQO_CDP-1.10.3 7.1.7.2000.0 jar file for the CSD that provides the Accumulo on CDP
service.

Y ou can download that JAR file from:

https://archive.cloudera.com/p/accumul 07/1.10.3_7.1.7.2000.0/

2. Copy the ACCUMULO_CDP-1.10.3 7.1.7.2000.0 file to the location where Cloudera Manager is configured to
look for the CSD files. That is by default in the /opt/cloudera/csd folder on the host where Cloudera Manager is
running.

3. Restart Cloudera Manager as described in the Configuring the Location of Customer Service section in the Add-on
Services documentation.

Install CDP cluster and services.

Add-on Services

Before you install the Accumulo parcel, you haveto install CDP Private Cloud Base and add the mandatory services.
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The Accumulo serviceis only supported on CDP Private Cloud Base. For full cluster installation Cloudera
recommends following the CDP Private Cloud Base Installation Guide.

For a FIPS-compliant Accumulo service, you have to follow the FIPS deployment CDP setup steps. For more
information, see Installing and Configuring CDP with FIPS.

Ensure that you install the following mandatory services for Accumulo:

« HDFS
e ZooKeeper

After you have installed the Accumulo CSD and the required CDP cluster and services, you haveto install the
Accumulo parcel.

There are two options to install the Accumulo parcel:

e Using aLoca Parcel Repository
» Using Remote Parcel Repository URL s (archive.cloudera.com)

You caninstall the Accumulo Parcel using your Local Parcel Repository. For this, you have to download the parcel,
copy it to your Local Parcel Repository, and then distribute and activate it using Cloudera Manager.

e Install the Accumulo CSD file
« Install CDP and add the HDFS and ZooK eeper services to your deployment.

1. Download the ACCUMULO_ON_CDP-1.10.3 7.1.7.2000.0.p0.43785444-€l8.parcel Accumulo parcel from:

https://archive.cloudera.com/p/accumul07/1.10.3_7.1.7.2000.0/

2. Copy the ACCUMULO_ON_CDP-1.10.3_7.1.7.2000.0.p0.43785444-€l8.parcel file to the Local Parcel
Repository. The Local Parcel Repository is by default located in /opt/cloudera/parcel-repo directory on the host
where Cloudera Manager is running.
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3. In Cloudera Manager, navigate to Parcels.

CLOUD=RA
Manager Home
_ Status  All Health Issues  Configuration § v  All Recent Comm:
& Clusters
= Hosts ® Cluster 1 :
Diagnostics
Cloudera Runtime 7.1.5 (Parcels)
A Audits
il Charts © Z4Hosts
1 Replication © ©) ATLASA
£ Administration © s HBASE-1
& Private Cloud [Nl
@ @& HDFS-1
@ © HIVE
© € HIVE_ON_TEZ-1
© e HUE1
@ Y IMPALA-1
© & KAFKA-1
(V] KNOX-1
© & KUuDU-1
Parcels h
. LT LIVY-1
5 Running Commands ©
@ Support © @ 00zZIE1
. © @ O0ZONE-1

4. Click Check for New Parcels.
The ACCUMULO_ON_CDP-1.10.3_7.1.7.2000.0.p0.43785444-¢l8.parcel parcel appearsin the Parcel list.

5. Intherow of ACCUMULO_ON_CDP-1.10.3 7.1.7.2000.0.p0.43785444-€l8.parcel, click Distribute.
6. After the distribution is completed, click Activate.

The Accumulo parcel isinstalled.

Add the Accumulo on CDP service.
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You caninstall the Accumulo parcel using the archive.cloudera.com Remote Parcel Repository.

e Install the Accumulo CSD file.
« Install CDP and add the HDFS and ZooK eeper services to your deployment.

1. In Cloudera Manager, navigate to Parcels.
’f CLOUDZ=ZRA Home

“* Manager

_ Status  All Health Issues  Configuration § ~  All Recent Comm:

& Clusters
£ Hosts o Cluster 1 :

Diagnostics

Cloudera Runtime 7.1.5 (Parcels)
A Audits

= 4 Hosts
(il Charts

¢ Replication

2 ATLAS-T
Administration
o A HBASE-1

& Private Cloud [Ré&
@ HDFS-1

© HIVE1

‘@ HIVE_ON_TEZ-1

O 0 0 0 0 & 0 0 O o0 o0 o o0 o
x

HUE-1
% IMPALA-1
& KAFKA-1
KNOX-1
) & KUDU-1
8& Parcels h
: , LT LIVY-1
&8 Running Commands
® Support B 00ZIE-1
. @ OZONE-1
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2. Click Parcel Repositories & Network Settings.
[lo1] Manager Horne

_ Parcels Parcel Usage = Parcel Repositories & Network Settings

B Clusters

Cluster 1
& Hosts Location

Parcel Name Version
Cluster 1

Available Remotely

@ A

|~ Charts Filters

2! Replication PARCEL NAME

ACCUMULO
ACCUMULO_ON_CDP
Cloudera Runtime
KAFKA

P

repository URL.
4. Addthefollowing URL:

https://archive.cloudera.com/p/accumul 07/1.10.3_7.1.7.2000.0/
Click Save & Verify Configuration.

After the download is completed, click Distribute.
Once the distribution is completed, click Activate.

© N o’

Add the Accumulo on CDP service.

Other Parcel Configurations

In the row of ACCUMULO_ON_CDP 1.10.0.p0.11738502-¢l 7.parcel, click Download.

Check for New Parcels

Download

Download

Deactivate

Deactivate

Download

In the Remote Parcel Repository URLSs section, click @ (Add Another) to include another remote parcel

After you have installed the Accumulo CSD, the required CDP cluster and services, and the Accumulo parcel, you

can add the Accumulo on CDP service to your cluster.

Y ou can add a secure or an unsecured Accumulo on CDP service to your CDP Private Cloud Base deployment when
installing Accumulo. A secure Accumulo on CDP service requires a secure cluster, which means an SASL -enabled

Kerberized cluster.

The steps to add a secure Accumulo on CDP service are different from the steps to add an unsecure Accumulo on
CDP service. If you require a FIPS compliant Accumulo service, follow the steps in the Add secure Accumulo on

CDP service to your cluster.

If your cluster is not an SASL enabled Kerberized cluster, add an unsecure Accumulo on CDP service to your cluster

when installing Accumulo.

e Install Accumulo CSD file.
e Install CDP and add the HDFS and ZooK eeper services to your deployment.
e Install the Accumulo parcel.

1. Navigate to the Cloudera Manager Admin Console home page.
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2. Click the action menu of the cluster to which you want to add the Accumulo on CDP service (for example, Cluster
1), and select Add Service.

7~ CLOUDZRA
% Manager Home
Status All Health Issues  Configuration ~  All Recent Commat

& Clusters
£ Hosts o Cluster 1 :
% Diagnostics :

Cloudera Runtime 7.1.5 (F Add Service
- )
B Audits Add Hosts

© Z=4Hosts
III
bl Charts Add Compute Cluster
1 Replication ® ) ATLAS-T

£ Administration

® A HBASE-1

& Private Cloud [Ne# Stop

@ & HDFS-1
Restart

@ @ HIVE-1

3. Select Accumulo on CDP and click Continue.
4. Select the dependent services and click Continue.
5. Assign the Accumulo roles to the hostsin your cluster:

Assign aTable Server role on each host to which the DataNode role is assigned.
Assign the Monitor, Garbage Collector, Tracer, and Master role to non-DataNodes.

Assign the Gateway role to any hosts where you want to use the Accumulo on CDP service, and where you do
not already have any other Accumulo roles assigned.

6. Click Continue.
7. Configure the Accumulo Instance Secret.

Important: Clouderarecommends to protect thisinformation, because the security of the Accumulo
servicereliesonit.

8. Set the Instance Name.
9. Set the Trace User and Trace Password settings.
It is recommended that you not |eave the Trace User set to root, because thisis not a secure configuration.
10. If thisisthe first installation of Accumulo, ensure that the Initialize Accumulo option is selected.
11. Click Continue.
12. Wait while the Cloudera Manager does the initial service setup.
13. Click Continue.
14. Click Finish.

Ensure that the trace user and trace table exist.

To ensure data availability to diverse sets of users with varying levels of permissions and security clearance, add a
secure Accumulo on CDP service.
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If your secure Accumulo on CDP service needs to be FIPS compliant, ensure that you have followed the FIPS
specific deployment setup steps provided in Installing and Configuring CDP with FIPS.

* Install Accumulo CSD file.

* Install CDP.

* Addthe HDFS and ZooK eeper services to your CDP deployment.
e Install the Accumulo parcel.

» Ensurethat you have a SASL enabled Kerberized cluster.

1. Navigate to the Cloudera Manager Admin Console home page.

2. Select the action menu of the cluster to which you want to add the Accumulo on CDP service (for example,
Cluster 1), and select Add Service.

7~ CLOUDERA
“. Manager Home
Status All Health Issues  Configuration ~  All Recent Commai
Clusters
Hosts ® Cluster 1 g
% Diagnostics )
Cloudera Runtime 7.1.5 (F  Add Service
. )
AT Add Hosts
@ Z=4Hosts
III
e clane Add Compute Cluster
7] Replication @ @) ATLAST

£ Administration

® A HBASE-1

& Private Cloud (N Stop

© @ HDFST
Restart

© ¢ HIVE1

3. Select Accumulo on CDP and click Continue.
4. Select the dependent services and click Continue.
5. Assign the Accumulo rolesto the hostsin your cluster:

» Assign aTable Server role on each host to which the DataNode role is assigned.

» Assign the Monitor, Garbage Collector, Tracer, and Master role to non-DataNodes. Ensure that the Tracer
Role is on the same node as the Master.

» Assign the Gateway role to any hosts here you want to use the Accumulo service and that do not aready have
other Accumulo roles assigned.

6. Click Continue.
7. Configure the Accumulo Instance Secret.

Important: Clouderarecommends to protect this information, because the security of the Accumulo
servicereliesonit.

8. Set the Instance Name.
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9. Select Enable Kerberos Authentication.

Note: This setting overwrites the trace user with the default Accumulo Kerberos principal. Thisisthe
E reason the Tracer Role must be on the same node as the Master.

10. If thisisthe first installation of Accumulo, ensure that the Initialize Accumulo option is selected.
11. Click Continue.

12. Wait while Cloudera Manager does the initial service setup.

13. Click Continue.

14. Click Finish.

15. Restart all role except Tracers.

16. Create a client configuration file for the admin user.

This step needs to be performed on each Gateway machine where you will run an Accumulo client.

Client configuration can be created by editing the configuration file in the following way:

i nstance. rpc. sasl . enabl ed=true
rpc. sasl . qgop=aut h- conf
ker ber os. server. pri mary=accunul o

By default, the Accumulo principal on which master is running becomes the administrator principal. Y ou can set
up adifferent administrative user. For more information, see the Administrative User section of the user manual.
In this case you need to change the auth.principal and auth.token configuration properties accordingly.

Ensure that the trace table exists.

The custom Kerberos principals is an advanced optional feature that allows you to customize the Kerberos principals
for the Accumulo service. Learn how to customize the Kerberos principals in the Cloudera Manager.

» Cloudera Manager configures CDP services to use the default Kerberos principal names. Cloudera recommends
not changing the default Kerberos principal. Do not change the Kerberos principal for existing clusters and
services.

» If your security policies require you to customize the Kerberos principals for services, contact Cloudera
Professional Services for additional help. Configuring the recommended solution requires extra steps and
automation outside CDP to succeed.

« Usethefollowing steps only when adding a new service to anew cluster created by enabling custom Kerberos
principals using Cloudera Manager. Customizing a system username is not supported at the moment.

» Ensurethat you are using the latest version of Cloudera Manager. The minimum supported version isCM
7.11.3.0.

» Before customizing the Kerberos principals in the Cloudera Manager, enable the feature flag for custom Kerberos
principals before setting up the cluster. See Enabling feature flag for Custom Kerberos Principals and System
Users.

« Before adding a new service with custom Kerberos principal, you must use the Ranger Ul and update the
appropriate policies.
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« Add the following auth-to-local rule in the Additional Rulesto Map Kerberos Principals to Short Names property
in the HDFS service using Cloudera Manager.

RULE: [ 2: $1/ $2@0] (<cust om accunul o_pri nci apl >/ . * @r eal m nane>) s/ . */ accum
ul o/

Replace the <custom_accumulo_princiapl> and <realm_name> options with the actual values you plan to use
during the Accumulo installation.

For more information on adding the auth-to-local rule, see Using auth-to-local rulesto isolate cluster users.

1. Navigate to Custom Kerberos Principals and System Users after the Review Changes operation, for customizing
the Kerberos principals.

| CDEP Deployment from 2024-Jul-18 22:37 |

[lof] FaoamnRA Add Accumulo on CDP Service To Cluster 1

9 Select Dependencies

Custom Kerberos Principals and System Users
k# Assign Roles

A This is an advanced feature that allows you to customize the kerberos principals and the
\# Review Changes system users that the services will run as.

Note

Default system users will be created automatically, but all non default users must be first
created manually on all the hosts

All the necessary files/directories will have permissions set for these users. These

5 Command Details permissions are very difficult to change afterwards.

If you are unsure what to do, leave them unmodified

0 Custom Kerberos Principals
and System Users

6 Summary

Customize Kerberos Principals
[ customize System Users

Kerberos Principal Accumulo on CDP (Service-Wide) O Unde 6]

<} kerberos_princ_name -
accumule-2

Generate Dependent Configurations

Clicking this button will generate custom rules to map service principals and users that are not matching
Cloudera recommends that service principals and users match when being set. Following this
recommendation will not generate any rules in the box.

o admin

7.12.0 Cancel < Back I 5=
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2. Select the Customize Kerberos Principal s option as seen in the following figure.

CDEP Deployment from 2024-Jul-18 22:37 |

- ol
[lo] ELouo=Ra Add Accumulo on CDP Service 10 CIUSTET |

Manager

k# Select Dependencies

Custom Kerberos Principals and System Users
h# Assign Roles

A This is an advanced feature that allows you to customize the kerberos principals and the system users that the
\# Review Changes services will run as.
Note:

i Default system users will be created automatically, but all non default users must be first created manually on
o Custom Kerberos Principals

all the hosts.
and System Users . . .
All the necessary files/directories will have permissions set for these users. These permissions are very difficult
§ Command Details to change afterwards.
If you are unsure what to do, leave them unmedified
6 Summary

Customize Kerberos Principals
[_] Customize System Users

Kerberos Principal Accumulo on CDP (Service-Wide) * @

4§ kerberos_princ_name

accumulo-2

Generate Dependent Configurations

Clicking this button will generate custom rules to map service principals and users that are not matching. Cloudera
recommends that service principals and users match when being set. Following this recommendation will not generate any
rules in the box.

Additional Rules to Map CORE_SETTINGS-1 (Service-Wide) @
Kerberos Principals to Short

Names RULE:[2:51/$2@$0)(accumulo-2/ *@HADOCOP.COM)s/.*/accumulo/

& extra_auth_to_local_rules

A
Cancel N BaCk

3. Update the Kerberos principal for services.

Y ou can change the names as required. Y ou must use the same name for a Kerberos principal aready set in the
auth-to-local configuration. For example, use accumulo-2 as a principal value.

4. Click Generate Dependent Configurations.

Note: The resulting rule must match the rule added to the auth-to-local configuration mentioned under the
Before you begin section.

5. Click Continue.

After you add an unsecure Accumulo on CDP service, you have to ensure that the trace user exists. This step isonly
required if you have an unsecure Accumulo deployment.

This step is not required if you have a secure Accumulo deployment, because in that case the trace user is
automatically created when the Accumulo on CDP service is added to the cluster.

e Install the Accumulo CSD file.

« Install CDP and add the HDFS and ZooK eeper services to your deployment.
e Install the Accumulo parcel.

* Add an unsecure Accumulo on CDP to your deployment.

Ensure that you have added an unsecure Accumulo service to your cluster.
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1. Launch the Accumulo shell for the admin user.

$ accunul o shell -u root
Passwor d;: ***x***

Shel |l - Apache Accurul o I nteractive Shell

- version: [***ACCUMULO VERSI ON NUMBER* * * ]
- instance nanme: [***ACCUMULO | NSTANCE NAME***]
instance id: [***ACCUMJLO | NSTANCE | D***]

- type '"help' for a list of avail abl e conmands

r oot @ccunul o>

2. List the existing users and check if trace user exists: users
If the trace user exists, you can continue your Accumulo installation.
3. If thetrace user does not exist, create it with the following command: createuser trace

Ensure that the trace table exists.

After you have added the Accumulo on CDP service as a part of the Accumulo installation, you have to check
whether the trace table, that records the time span of operations, exists.

Accumulo records the time that various operations take when tracing is turned on. It follows all the requests made on
behalf of the user throughout the distributed infrastructure of Accumulo, and across all threads of execution.

These timespans are inserted into the trace table in Accumulo. Y ou can browse recent traces from the Accumulo
monitor page. Y ou can also read the trace table directly like any other table.

* Install the Accumulo CSD file.

e Install CDP and add the HDFS and ZooK eeper services to your deployment.
e |nstall the Accumulo parcel.

¢ Addthe Accumulo on CDP service to your deployment.

1. Launch the Accumulo shell for the admin user.

¢ Unsecure Accumulo

$ accunul o shell -u root
Passwor d: **=***=*

Shel |l - Apache Accunulo Interactive Shell

version: [***ACCUMJLO VERSI ON NUVBER* * *]
i nstance nane: [*** ACCUMULO | NSTANCE NAME***]
instance id: [***ACCUMJLO | NSTANCE | D***]

- type "help' for a list of avail abl e commands

r oot @ccumul o>
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* Secure Accumulo

kinit -kt /var/run/cl oudera-scm agent/process/[***TI MESTAVP***] - [ *** SERV
| CE NAME***] -[***] NSTANCE NAME***]/accumul o_on_cdp. keyt ab accunul o/ $[ ***
HOSTNAME* * * ]

accunul o shel |

Shel | - Apache Accunulo Interactive Shell

version: [***ACCUMJLO VERSI ON NUVBER* * *]
i nstance nane: [*** ACCUMULO | NSTANCE NANME***]
instance id: [***ACCUMJLO | NSTANCE | D***]

- type "help' for a list of avail abl e commands

accumul o/ host nane @REALM COMV@ccunul o>

2. List tables and check if the trace table exists.

> tabl es

accunul o. net adat a
accurnul o. replication
accumul o. r oot

trace

>

3. If the trace table does not exist, create it with the following command: createtable trace.

Provide user permissions.

After the Accumulo on CDP service is added as part of the Accumulo, you have to provide privileges to the principal
in which the Tracer is running.

e Install the Accumulo CSD file.

« Install CDP and add the HDFS and ZooK eeper services to your deployment.
e Install the Accumulo parcel.

e Addthe Accumulo on CDP service.

e Check thetrace table.

1. Launch the Accumulo shell for the admin user.

¢ Unsecure Accumulo

$ accunul o shell -u root
Passwor d;: *#*x***

Shell - Apache Accurul o I nteractive Shell

version: [***ACCUMJLO VERSI ON NUVBER* * *]
i nstance nane: [***ACCUMJULO | NSTANCE NAME***]
instance id: [***ACCUMJLO | NSTANCE | D***]

- type '"help' for a list of avail abl e conmands

r oot @ccunul o>
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* Secure Accumulo

kinit -kt /var/run/cl oudera-scm agent/process/[***TI MESTAVP***] - [ *** SERV
| CE NAME***] -[***] NSTANCE NAME***]/accumul o_on_cdp. keyt ab accunul o/ $[ ***
HOSTNAME* * * ]

accunul o shel |

Shel | - Apache Accunulo Interactive Shell

version: [***ACCUMJLO VERSI ON NUVBER* * *]
i nstance nane: [*** ACCUMULO | NSTANCE NANME***]
instance id: [***ACCUMJLO | NSTANCE | D***]

- type "help' for a list of avail abl e commands

accunul o/ host name @GREALM COM@accunul o>
2. Add READ, WRITE, and ALTER_TABLE privilegesto the principal in which the Tracer is running.

* Unsecure Accumulo

grant Table. READ -t trace -u trace
grant Table.WRI TE -t trace -u trace
grant Tabl e. ALTER TABLE -t trace -u trace

e Secure Accumulo

‘grant Table. READ -t trace -u accunul o/ host nanme @REALM COM
"grant Table.WRI TE -t trace -u accunul o/ host nane @EALM COM
‘grant Tabl e. ALTER TABLE -t trace -u accunul o/ host name @REALM COM

In an unsecure Accumulo deployment if you have configured the trace user with a_HOST instance component,
you must repeat this command with an instance for each host that will run a Tracer or Monitor role.

3. Start al Tracer roles.
Verify your Accumulo installation.

Y ou can verify your Accumulo installation using the Accumulo shell.

* Install the Accumulo CSD file.

* Install CDP and add the HDFS and ZooK eeper services to your deployment.
e Install the Accumulo parcel.

* Add the Accumulo on CDP service to your deployment.

* Check trace table.

* Provide user permissions.

1. Launch the Accumulo shell for the admin user.

¢ Unsecure Accumulo

$ accunul o shell -u root
Passwor d: **x***
Shel | - Apache Accunulo Interactive Shell
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version: [***ACCUMJULO VERSI ON NUVBER* * *]
i nstance nane: [*** ACCUMULO | NSTANCE NANME***]
instance id: [***ACCUMJLO | NSTANCE | D***]

- type "help' for a list of avail abl e commands

r oot @ccumul o>

e Secure Accumulo

kinit -kt /var/run/cl oudera-scm agent/process/[***TI MESTAVP***] - [ *** SERV
| CE NAME***] -[***1 NSTANCE NAME***]/accumul o_on_cdp. keyt ab accunul o/ $[ ***
HOSTNANME* * * |

accunul o shell

Shel|l - Apache Accurmul o I nteractive Shell

version: [*** ACCUMJLO VERSI ON NUVBER* * * ]
i nstance nane: [*** ACCUMULO | NSTANCE NANE***]
i nstance id: [***ACCUMULO | NSTANCE | D***]

- type "help' for a list of avail abl e conmands
accunul o/ host name @GREALM COM@accunul o>

2. Run the following commands to verify your installation:
a) Create atable: createtable test
The test table is created and becomes the current table.
b) Grant permission to READ or WRITE on the newly created table. For more information, see Provide user
permissions.
¢) Run thefollowing command to provide an additional permission to delete atable.

grant Tabl e. DROP_TABLE -t test -u accunul o/ host nane @EALM COM

d) List the admin user's permission and ensure it has admin and system level privileges. userpermission
€) Insert some rowsto the test table:

insert rowfl gl vl
insert rowf2 g2 v2
insert row f3 g3 v3

f) Scan thetable: scan

row fl:ql1 [] vi
row f2:q2 [] v2
row f3:q3 [] v3

g) Deletethe test table: root@accumulo test> deletetable
Table: [test] has been deleted.

The following example shows the verification of an unsecured Accumulo installation:

r oot @ccumul o> creat et abl e test

r oot @ccurul o test> userperni ssions

Syst em perni ssi ons: System GRANT, System CREATE TABLE, System DROP_TABLE, Sy
st em ALTER TABLE, System CREATE _USER System DROP_USER, System ALTER USER, S
ystem SYSTEM Syst em CREATE_NAMESPACE, Syst em DROP_NAMESPACE, System ALTER N
AMVESPACE, System OBTAI N_DELEGATI ON_TOKEN

Nanmespace perm ssions (accumul 0): Nanmespace. READ, Nanespace. ALTER TABLE

Tabl e perm ssions (accunul o. net adata): Tabl e. READ, Tabl e. ALTER TABLE

33



Operational Database powered by Apache Accumulo Upgrading Accumulo from 1.10.3t0 2.1.2

Tabl e permi ssions (accunul o.replication): Table. READ

Tabl e permi ssions (accurul o.root): Tabl e. READ, Tabl e. ALTER TABLE

Tabl e permi ssions (test): Table. READ, Tabl e. WRI TE, Tabl e. BULK | MPORT, Tabl
e. ALTER TABLE, Tabl e. GRANT, Tabl e. DROP_TABLE, Tabl e. GET_SUMVARI ES

Tabl e permi ssions (trace): Table. READ, Tabl e. WRI TE, Tabl e. BULK | MPORT, Tab
| e. ALTER TABLE, Tabl e. GRANT, Tabl e. DROP_TABLE, Tabl e. GET_SUMVARI ES

root @ccunulo test> insert rowfl ql vl

root @ccunul o test> insert row f2 g2 v2

r oot @ccurmul o test> insert row f3 g3 v3

root @ccunul o test> scan

row fl:ql [] v1

row f2:q2 [] v2

row f3:q3 [] v3

root @ccunul o test> del etetabl e

del etetable { test } (yes|no)? yes

Tabl e: [test] has been del et ed.

r oot @ccunul o>

Y ou can upgrade from Accumulo version 1.10.3 to Accumulo 2.1.2. Additionally, you must remove and reinstall the
Accumulo service as a part of upgrading.

Y ou must upgrade your cluster from CDP Private Cloud Base 7.1.7.SP2 to CDP Private Cloud Base 7.1.9 SP1. For
information on upgrading the CDP Private Cloud Base cluster, see Upgrading CDP Private Cloud Base to a higher
version.

Y ou must remove Accumulo 1.10.3 installed on your CDP cluster before upgrading the Accumulo service.

* You must stop all the ongoing administrative operations before you remove the Accumulo service.
* Make anote of all the non-default configurations before starting the upgrade process.

1. Runther oot @ccumnul o> fate print command to check for any Fault Tolerant Executor (FATE)
transactions.

2. Runther oot @ccunul o> fate del ete <transaction i d>command to remove such transactions.
Ensure tablet servers and the master are healthy.

Loginto ClouderaManager Clusters Accumulo

Click Actions Stop .

Click Configuration.

Check all the parameters under the Configuration tab and and identify and note down any non-default settings.
Thisinformation is required when you add the Accumulo service to your cluster.

o 0~ w

Note: You can use the Cloudera Manager REST API to export and import al of its configuration data.
For more information, see Backing Up and Restoring the Cloudera Manager Configuration.

7. Click Instances. Identify and note down the role assignments. This information is required when you add the
Accumulo service to your cluster.
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8. Click ClouderaManager Clusters.
9.

Click Delete.

CLOUD=RA

Manager H ome

Status  AllHealth Issues [(J]  Configuration

O Cluster1

Cloudera Runtime 7.1.9 (Parcels)

A Diagnostics

£ 3 Hosts

O 3 Accumulo on CDP

2 R 0 @ @ CORE_SETTINGS-1
Start
{6} Administration O @ HDFs1 .
Restart
& Data Services (33 B YARN-1

® ZOOKEEPER-1

Instances

Cloudera Manageme  configuration

@ Cloudera Management Se
Rename

Delete

Accumulo on CDP Actions

Add Role Instances

CDEP Deployment from 2024-Sep-06 07:21 \

8 Switch to Table View OAdd~

All Recent Commands

Charts medit Layout 30m 1h 2h 6h 12h 1d 7d 30d ¢~
Cluster CPU
g
8
g
uster 1, Host CPU Usage Across Hosts 26.1%
Cluster Disk 10
o
g
5
B
Total Disk Byt... 194M/s = Total Disk Byt... 321M/s

Cluster Network 10

s / second

Y ou must download, distribute, and activate the Accumulo 2.1.2 parcels.

You must install Accumulo CSD. For information, see Install Operational Database powered by Apache Accumulo

CSD file.

Loginto Cloudera Manager Parcels.
Deactivate the Accumulo version 1.10.3

Download the Accumulo version 2.1.2 parcel.

o wDdpE

Y ou must remove Accumulo from all the hosts and delete the Accumulo parcel.

Copy the ACCUMULO_ON_CDP-2.1.2_7.1.9.0.0.p0.11738502-€l 7.parcel file to the Local Parcel Repository.

The Local Parcel Repository is by default located in /opt/cloudera/parcel-repo directory on the host where

Cloudera Manager is running.
6. Click Distribute Activate .

Y ou can add the Accumulo service (unsecure) on your CDP Private Cloud Base cluster.
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Loginto ClouderaManager Clusters Add Service.
2. Select the Accumulo on CDP checkbox.
3. Assigntherolesidentified in the Remove Accumulo 1.10.3 section.

B Note: There are no Tracer rolesin Accumulo 2.1.2.

4. Configure the Instance Name and Secret identified in the Remove Accumulo 1.10.3 section.
5. Clear the Initialize Accumulo checkbox.

Initialize Accumulo Accumulo on CDP (Service-Wide) "2 Undo ®

accumulo_initialize
£ accumulo_initialize

Enable Kerberos Accumulo on CDP (Service-Wide) "2 Undo @
authentication

accumulo_secure_setup
¥ accumulo_secure_setup

Instance Volumes Accumulo on CDP (Service-Wide) ®

instance.volumes
£ accumulo_instance_volumes

1-80f8

6. Specify Instance volumes.

This parameter specifies the filesystem URIs where Accumulo stores its data. It must be set when you want
to explicitly control where Accumulo stores its data. If you do not explicitly set the instance.volumes option,
Accumulo automatically uses the default filesystem URI from the Hadoop configuration.

7. Click Continue.

8. After the upgrade, reapply non-default configurations identified in the Remove Accumulo 1.10 section.
The Accumulo Service is now setup and running.

Y ou can add the Accumulo service (secure) on your CDP Private Cloud Base cluster.

Y ou must use Accumulo (secure) only if the previous Accumulo version was also secure.

Loginto Cloudera Manager Clusters Add Service.
2. Select the Accumulo on CDP checkbox.
3. Assigntherolesidentified in the Remove Accumulo 1.10.3 section.

E Note: There are no Tracer rolesin Accumulo 2.1.2.

4. Configure the Instance Name and Secret identified in the Remove Accumulo 1.10.3 section.
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5. Clear the Initialize Accumulo checkbox.

Initialize Accumulo Accumulo on CDP (Service-Wide) 2 Undo ®

accumulo_initialize
£ accumulo_initialize

Enable Kerberos Accumulo on CDP (Service-Wide) "2 Undo ®
authentication

accumulo_secure_setup
¥ accumulo_secure_setup

Instance Volumes Accumulo on CDP (Service-Wide) ®

instance.volumes
£ accumulo_instance_volumes

1-80f8

6. Select Enable Kerberos Authentication.
7. Specify Instance volumes.

This parameter specifies the filesystem URIs where Accumulo stores its data. It must be set when you want
to explicitly control where Accumulo storesits data. If you do not explicitly set the instance.volumes option,
Accumulo automatically uses the default filesystem URI from the Hadoop configuration.

8. Click Continue.
9. After the upgrade, reapply non-default configurations identified in the Remove Accumulo 1.10 section.
10. Create aclient configuration file for the admin user.

Important: This step must be performed as a separate maintenance task. Zookeeper requires the same
& root user to be maintained across upgrades.

For more information, see the Administrative User section of the user manual.
The Accumulo Service is now setup and running.

Y ou can upgrade from Accumulo version 1.1.0 to Accumulo 2.1.2. Additionally, you must remove and reinstall the
Accumulo service as a part of upgrading.

Y ou must upgrade your cluster from CDP Private Cloud Base 7.1.7.SP2 to CDP Private Cloud Base 7.1.9 SP1. For
information on upgrading the CDP Private Cloud Base cluster, see Upgrading CDP Private Cloud Base to a higher
version.

Y ou must remove Accumulo 1.1.0 installed on your CDP cluster before upgrading the Accumulo service.

* You must stop all the ongoing administrative operations before you remove the Accumulo service.
« Make anote of al the non-default configurations before starting the upgrade process.
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o 0~ w

Runther oot @ccumnul o> fate print command to check for any Fault Tolerant Executor (FATE)
transactions.

Runther oot @ccunul o> fate del ete <transacti on i d>command toremove such transactions.
Ensure tablet servers and the master are healthy.

Loginto ClouderaManager Clusters Accumulo

Click Actions Stop .

Click Configuration.

Check all the parameters under the Configuration tab and and identify and note down any non-default settings.
Thisinformation is required when you add the Accumulo service to your cluster.

Note: You can use the Cloudera Manager REST API to export and import al of its configuration data.
For more information, see Backing Up and Restoring the Cloudera Manager Configuration.

Click Instances. Identify and note down the role assignments. This information is required when you add the
Accumulo service to your cluster.

Click Cloudera Manager Clusters.

L |
L |
. L |
Click Delete.
CLOUDERA CDEP Deployment from 2024-Sep-06 07:21 |
Manage: Home B Switch to Table View ©Add ~
Status  AllHealth Issues [(J]  Configuration v AllRecent Commands
O Cluster 1 Charts Eedit Layout 30m 1h 2h 6h 12h 1d 7d 30d &'~

Cloudera Runtime 7.1.9 (Parcels) Cluster CPU

& 3 Hosts

percent

O 3 Accumulo on CDP

Accumulo on CDP Actions
A Replication @ @ CORE_SETTINGS-1

Start Cluster 1, Host CPU Usage Across Hosts 26.1%
{6 Administration O @ HDFs1
Restart Cluster Disk 10

& Data Services (3 H YARN-1

B ZOOKEEPER-1

second

Instances

Cloudera Manageme configuration

bytes

@ Cloudera Management Se Add Role Instances Total Disk Byt... 194M/s = Total Disk Byt... 321M/s

Cluster Network 10
Rename

second

Delete

Y ou must download, distribute, and activate the Accumulo 2.1.2 parcels.

You must install Accumulo CSD. For information, see Install Operational Database powered by Apache Accumulo
CSD file.

1

Loginto Cloudera Manager Parcels.
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Deactivate the Accumulo version 1.1.0
Y ou must remove Accumulo from all the hosts and delete the Accumulo parcel.
Download the Accumulo version 2.1.2 parcel.

Copy the ACCUMULO_ON_CDP-2.1.2 7.1.9.0.0.p0.11738502-€l 7.parcel fileto the Local Parcel Repository.
The Local Parcel Repository is by default located in /opt/cloudera/parcel-repo directory on the host where
Cloudera Manager is running.

6. Click Distribute Activate .

o r wD

Y ou can add the Accumulo service (unsecure) on your CDP Private Cloud Base cluster.

Loginto Cloudera Manager Clusters Add Service.
2. Select the Accumulo on CDP checkbox.
3. Assigntherolesidentified in the Remove Accumulo 1.1.0 section.

E Note: There are no Tracer rolesin Accumulo 2.1.2.

4. Configure the Instance Name and Secret identified in the Remove Accumulo 1.1.0 section.
5. Clear the Initialize Accumulo checkbox.

Initialize Accumulo Accumulo on CDP (Service-Wide) 9 Undo ®

accumulo_initialize
£ accumulo_initialize

Enable Kerberos Accumulo on CDP (Service-Wide) "2 Undo ®
authentication

accumulo_secure_setup
¥ accumulo_secure_setup

Instance Volumes Accumulo on CDP (Service-Wide) ®

instance.volumes
£ accumulo_instance_volumes

1-80f8

6. Specify Instance volumes.

This parameter specifies the filesystem URIs where Accumulo stores its data. It must be set when you want
to explicitly control where Accumulo storesits data. If you do not explicitly set the instance.volumes option,
Accumulo automatically uses the default filesystem URI from the Hadoop configuration.

7. Click Continue.

8. After the upgrade, reapply non-default configurations identified in the Remove Accumulo 1.10 section.
The Accumulo Service is now setup and running.

Y ou can add the Accumulo service (secure) on your CDP Private Cloud Base cluster.
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Y ou must use Accumulo (secure) only if the previous Accumulo version was also secure.

Loginto Cloudera Manager Clusters Add Service.
2. Select the Accumulo on CDP checkbox.
3. Assigntherolesidentified in the Remove Accumulo 1.1.0 section.

E Note: There are no Tracer rolesin Accumulo 2.1.2.

4. Configure the Instance Name and Secret identified in the Remove Accumulo 1.10 section.
5. Clear the Initialize Accumul o checkbox.

Initialize Accumulo Accumulo on CDP (Service-Wide) "9 Undo ®

accumulo_initialize
% accumulo_initialize

Enable Kerberos Accumulo on CDP (Service-Wide) O Undo ®
authentication

accumulo_secure_setup
4 accumulo_secure_setup

Instance Volumes Accumulo on CDP (Service-Wide) ®

instance.volumes
£ accumulo_instance_volumes

1-80f8

6. Select Enable Kerberos Authentication.
7. Specify Instance volumes.

This parameter specifies the filesystem URIs where Accumulo stores its data. It must be set when you want
to explicitly control where Accumulo stores its data. If you do not explicitly set the instance.volumes option,
Accumulo automatically uses the default filesystem URI from the Hadoop configuration.

8. Click Continue.
9. After the upgrade, reapply non-default configurations identified in the Remove Accumulo 1.10 section.
10. Create a client configuration file for the admin user.

Important: This step must be performed as a separate maintenance task. Zookeeper requires the same
& root user to be maintained across upgrades.

For more information, see the Administrative User section of the user manual.
The Accumulo Service is now setup and running.
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