7.1.9

Apache Ranger User Management

Date published: 2022-07-21
Date modified: 2024-07-19

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2024. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



| Contents | iii

Administering Ranger Users, Groups, Roles, and Permissions.............cccceeuuee. 4
AGTING B USEN ...ttt b ettt et b et b et b e b e s e e bt s e e b e se e bt s e e b e s A ek e e R e Rt R e Re b e e e R e e b e et ebe e ke e ebeneene s 5
EQITING 8 USEN ...ttt bbb bt £ bt bRt bRt E et bbb e bR n bt bt rne 7
DEIELING 8 USEN ...ttt b bbb e bbbt e b E s b e e e b et b e e e bt e e b et e bt b e bt st n e e e e nnenes 10
AGTING B GIOUP.....uiitiniiteiete ettt b ettt ettt s e b e se e b e s e e bt s e bt s e Rt e b e Rt e b et e b et e b et b et b e b e b e e nen e 10
EQITING 8 GIOUP....c ettt ittt bbb bbbt bbbt bt b e b b e bbbttt bt bbb 12
DEIELING 8 GFOUD. ...ttt b ettt b e bbb e b e bbbt bt b e b et b et e b e e bt b e bt bene b ettt ee 13
Adding & role throUGgN RENGEN ..ottt b e et bbbt st 15
Adding & role throUGgN HIVE.........c.ooiiiiieee bbbt b e et s eb e e b e s e 17
EQITING 8 FOIE. ...ttt bbbt b e b e bt A bbbt e st et b bt b e n e ens 19
DEIEING 8 FOI....ceieeteeeteeeet ettt bbbt h e s e st b s bt e bt b e e e bt s e bt b e bt s e e bt s b e st b et b e e b e e enn 20
Adding or editing MOAUIE PEMMISSIONS........c.cruiuirieerieirteiriese ettt b e e bbbt bbb et e 21

RANGEN USEI SYNC..iiiieciiee ettt ba e s ssna e e s nnre e e s anes 24
Adding default service users and roleS fOr RANQET........cccoiieeririerie st sre e eesrenen 33
Configuring Usersync assignment of AdMIN USEIS........coceiiiireierieriesieseeeees e e se e seesse e steseessesseseesssssesessens 33
Configuring nested group NIErarChi€S..........ciiiiicieieccir ettt re e aesrenean 35
Configuring Ranger Usersync for Deleted USers and GIOUPS........ccveviereeerenestesieseeseessesseseesesssssessessessesessens 37
Configuring Ranger Usersync for invalid USEIMEIMES.........ccccoveeriieriesiesevieseseseeseeae e seesesses e sse e ssesne e e snens 41
Setting credentials for Ranger USersync CUSLOM KEYSIOTE........ccccveerereeeeeresesteseseesees e saesesaeaeseeeesessessesnens 42
Enabling Ranger Usersync search to generate interNally.........cooeeeieeeeeeeecceceeese e et 43
Configuring Usersync to sync directly With LDAP/AD ..ot s enens 44

Force deletion of external users and groups from the Ranger database............ccccvvvvvvevieveseseseseseceeee e 45



Administering Ranger Users, Groups, Roles, and Permissions

Ranger Admin users can manage users, group, roles and permissions using Ranger Admin Web UI.

Ranger Admin Web Ul allows users with Administrator role (permissions) to create new users, groups and roles
that define fine-grained access control in CDP. This topic presents an overview of the user, group, role, permission
management options you can find under Settings. This functionality is supported by CDP runtime base code in both
public and private runtime form factors.

To list the users, groups, and roles for which Ranger manages access to CDP services, select Ranger Admin Web Ul
Settings Users/Groups/Roles .

Userslists:

« Internal users - created by a Ranger admin user who can log in to the Ranger Admin Web UI.

» External users - created at other systems such as Active Directory, LDAP, or UNIX.

e Admin users - who are the only users with permission to create users and services, run reports, and perform other
administrative tasks using Ranger Admin Web UI.

» Visible users - those users created in Ranger Admin Web Ul, or in other systemswho are "active", in other words,
not marked for deletion.

« Hidden users - those users that have been marked for deletion for any reason (for example invalid characters,
duplicates, or obsolescence).

Users a so shows the Groups to which each user belongs.

The following example shows internal, external, and Admin userslisted on Service Manager Users:

Last Response Time

Users/Groups/Holes 10/02/2023 02:17:15 PM
Users Groups Roles
Q Search for your users... Add New User Set Visibility ~ n
User Name Email Address Role User Source Sync Source Groups Visibility Sync Details
a rangerusersync m m Visible
O | rangertagsync - [ Admin [ Unix | rangertagsync ®
O | hos ser one [rors o
O hve lser o o vios o
Groups lists:

e Internal groups - created by a Ranger admin.
« External groups - created by other systems.
e On Groups, you can click Usersto view the members of a specific group.

The following figure shows internal and external groups listed on Groups:
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Users/Groups/Roles R T s
10/02/2023 02:21:59 PM
Users Groups Roles
Q Search for your groups... “
Group Name Group Source Sync Source Visibility Users Sync Details
O public m m &
O Ip m m i'." @
(] mail m m o ®
(] shadow m m o ®
[m] bin m m o ®
(m] atlas m W @
(m] systemd-network m & @
O screen m o ®
m] systemd-journal m Visible ﬁ. @
O nifi [ unix | [ visiole & ®
O apache m m w ®

The Users and Groups pages also lists a Sync Source for each user and group. To filter Users and Groups by sync
source type, select Sync Source as a search filter, then enter a sync source type, such as Unix or LDAP/AD. To view
more information about the sync source, click Sync Details for a user or group.

The following example shows the sync details for the rangertagsync user.

Sync Details *
Name Value
sync_source Unix
full_name rangertagsync
original_name rangertagsync

Roleslists:

* Role names, and related mappings to:
e User names

¢ Group names

» Other role names

How a Ranger Admin user can add new Ranger users.




Administering Ranger Users, Groups, Roles, and Permissions

Only a Ranger Admin user can create other Admin users, service users, or Auditor users, based on the full
permissions to configure Ranger Admin Web UlI.

Admin userscan createthe following user types:
admin
auditor
keyadmin
user

A Ranger Admin user can also import/ export policies for services (for example hdfs, hive, atlas,
etc. ) other than kms.

KeyAdmin users cannot create users, but can:
Import kms policies

Export kms policies
access Key Manager module functionality with full permissions.

Auditor userscannot create users. but can:
access Audit Manager module functionality with full permissions.

This topic presents the example of logging in to Ranger Admin Web Ul, using admin credentials and then creating a
new user with Auditor role.

1. Loginto Ranger Admin Web Ul, using administrator credentials.
2. Inthe Ranger Admin Web UI, select Settings Users.

Userg/Groups/Roles displays the Users tab active.
B Note: Usersdisplaysthe Add New Users option only to userslogged in with admin permissions.

U /G /Rol Last Response Time
sers/SGroups/noles 10/02/2023 02:17:15 PM
Users Groups Roles
Q Search for your users... Add New User Set Visibility > n
User Name Email Address Role User Source Sync Source Groups Visibility Sync Details
a rangerusersync m m Visible
O | rangertagsyne - [ Admin | [ urix | rangertagsync @
=] hdfs m m m Visible @
o hive m m m @
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3. Click Add New User .
User Detail displays User Create options.

User Detail Last Response Time
10/02/2023 02:25:55 PM
Users/Groups/Roles > User Create
User Name * auditor1 (i
New Password* o
Password Confirm* e
First Name * Audrey o
Last Name Last Name o
Email Address Email Address o
Select Role * Puditor o
Group Select...
Sync Details :
Name Value
Cancel

4. On User Create, enter information in ALL REQUIRED (*) fields, then click Save.

In this example, Auditor has been selected in Select Role. No group has been selected, nor has the password been
confirmed.

After completing al required fields, clicking Save immediately creates the user and adds the user to any selected
groups.

How to edit a user in Ranger.
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Procedure

1. Inthe Ranger Admin Web Ul, select Settings Users.
Users/Groups/Roles displays the Users tab active.

U /G /Rol Last Response Time
EIAEE R 10/02/2023 02:17:15 PM
Users Groups Roles
Q Search for your users... Add New User Set Visibility > n
User Name Email Address Role User Source Sync Source Groups Visibility Sync Details
m] rangerusersync m m - -
D amgeragane - Liarin [una -
O s [user unic c ®
0 e [User o m o
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2. Select auser profileto edit. To edit your own profile, select your user name, then click Profile.

Users/Groups/Roles

o

Resource Q
Policies

Users Groups Roles

Search for your users...

Last Response Time
10/02/2023 02:32:51 PM

Add New User Set Visibility ~ n

Licensed under the Apache License, Version 2.0

E O User Name Role User Source Sync Source Groups Visibility Sync Details
Policies O admin Edit a user proflle ‘ m m
B
o - oo I o
o 1] m o
Q Edityour | mm @ D -
own profile
USER PROFILE - [ Usor m [ hive |
ible ©
5—§3 Profile
e Backbone Classic Ul m m m @
@ API Documentation m m -
172.27.73.134:6080/index.html#fuserprofile
The User Detail page appears.
User Detail Last Response Time
bl 10/02/2023 02:38:18 PM
Users/Groups/Roles > User Edit
[#' Basic Info &, Change Password
User Name *
rangerusersync i ]
First Name * o
rangerusersync
Last Name Last Name LiJ
Emall Acdress Email Address i
Select Role *
Admin
G
roup Select...
Sync Details :
Name Value
No Sync Details Found!!
Save Cancel

Note:

K

Y ou can only fully edit internal users. For external users, you can only edit the user role.
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3. Edit the user details, then click Save.

Related Tasks
Deleting agroup

Deleting a user

How to delete auser in Ranger.

Before you begin

Only userswith the "admin" role can delete a user.

Procedure

1. Inthe Ranger Admin Web Ul, select Settings Users.
Userg/Groups/Roles displays the Users tab active.

Users/Groups/Roles

Last Response Time
10/02/2023 02:17:15 PM

Users Groups Roles
Q Search for your users... n
@] User Name Email Address Role User Source Sync Source Groups Visibility Sync Details
=] rangerusersync m m
O rangertagsync m m @
O | s [ser [unin] = o
S [User o o o

2. Select the check box of the user you want to delete, then click Delete.

Users/Groups/Roles

Q Search for your users...

Users Groups Roles

Last Response Time
10/02/2023 02:43:05 PM

Add New User Set Visibility ~

User Name Email Address Role User Source Sync Source Groups Visibility Sync Details
0O rangerusersync m m
o] o -

3. Click OK on the confirmation pop-up.

Adding a group

How to add a group in Ranger.

10
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Procedure

1. Inthe Ranger Admin Web Ul, select Settings Groups.
Usersg/Groups/Rol es displays the Groups tab active.

Last Response Time
ke 10/02/2023 02:21:59 PM
Users Groups Roles
g — I T
Group Name Group Source Sync Source Visibility Users Sync Details
=] public m @ =
0 e [unic " o
0 ma i [visise u o
a shadow m & @
O b [ unix @ ®
O atls  urix [ visiote | & ®
a systemd-network m Visible * @
O | screen [ unix & ®
m] systemd-journal m Visible & @
] nifi [ unix | & @
@] apache m @ & @
2. Click Add New Group.
The Group Create page appears.
G Detail Last Response Time
roup Betal 10/02/2023 02:47:23 PM
Users/Groups/Roles > Group Create
Group Name *
P Group Name (i ]
D ipti -
escription Description
#~
Sync Details :
Name Value
No Sync Details Found!!
@ Cancel
Licensed under the Apache License, Version 2.0

3. Enter aunique name for the group (required) and description (optional), then click Save.

11
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Editing a group

How to edit agroup in Ranger.

Procedure

1. Inthe Ranger Admin Web Ul, select Settings Groups .
Userg/Groups/Rol es displays the Groups tab active.

U: /Gi /Rol Last Response Time
SersotpsToRs 10/02/2023 02:21:59 PM

Users Groups Roles

Q Search for your groups... Add New Group Set Visibility ~ n

Group Name Group Source Sync Source Visibility Users Sync Details

=] public [ interna | - &

=] Ip [ Unix | = @
] mail [ unix | w @
] shadow [ unix | [ visiole | ] @
O bin [ unix | ] @
] atlas [ unix | w @
o systemd-network [ Unix | [ visible | & @
O | soreen [ unix & ®
@] systemd-journal m [ visible | & @
O nifi [ unix | w @
[m] apache [ unix | -] @

2. Select agroup name to edit, then double-click the group name.

u /G /Rol Last Response Time
sersTroupsirieies 10/02/2023 02:52:28 PM

Users Groups Roles

Q Search for your groups... Add New Group Set Visibility ~ “

Group Name Group Source Sync Source Visibility Users Sync Details
public m i
o e m . .
0 (] u -
=] shadow m B @
O bin m = @
@] atlas m s @

12
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3. The Group Edit page appears.

Last Response Time

Group Detail 10/02/2023 02:54:49 PM

Users/Groups/Roles > Group Edit

Group Name public e

Description public group

Sync Details :

Name Value

4. Edit the group details, then click Save.

How to delete a group in Ranger.

Only userswith the "admin” role can delete a group.

13
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Procedure

1. Inthe Ranger Admin Web Ul, select Settings Groups .
Users/Groups/Roles displays the Groups tab active.

Last Response Time

Users/Groups/Roles 10/02/2023 02:21:59 PM

Users Groups Roles
Q Search for your groups... n
@] Group Name Group Source Sync Source Visibility Users Sync Details
=] public m m &
o e m u‘- o
O mai [ Unix [Visole | - .
O shadow m & @
a bin m © @
=] atlas m m & @
a systemd-network m i @
D screen m ﬁ @
m] systemd-journal m & @
(] nifi m = ®
m] apache m m i ®

2. Select the check box of the group you want to delete, then click Delete.

Last Response Time

Users/Groups/Roles 10/02/2023 02:58:43 PM

Users Groups Roles
Q Search for your groups...
Group Name Group Source Sync Source Visibility Users Sync Details

O public m - o
O Ip [ unix [ visiote | w @
O mail m & @
O shadow m L] @
[m] bin m ] @
O atlas m m & @
O systemd-network m ] @
O screen m ] @
@] systemd-journal m m & @
O nifi m & @
m] apache m = @

tape m m ] @

3. Click OK on the confirmation pop-up.

14
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Usersin adeleted group will be reassigned to no group. Y ou can edit these users and reassign them to other groups.

Editing auser

How to add arole in Ranger.

What isaRole ? A role contains a set of users, groups, or other roles. Y ou assign arole by adding a user, group or
roleto it. By adding multiple roles, you create arole hierarchy in which you manage permission sets at the role level.

Benefits that roles provide in alarge environment:

e A role may include many users or groups, al of which may be updated using a single command.

» Adding or revoking asingle permission to or from arole requires a single command, which also appliesto all
users and groups with that role.

* Rolesallow for some documentation about why a permission is granted or revoked.

Conceptually, arole functions as a collection. A group isacollection of users. You create arole and add users to
it. Then, you grant that role to a group. Roles present an easier way to manage users and groups, based on specific
access criteria.

A simple example of arole hierarchy follows:

* FinReadOnly role, which gives read permission on all tablesin the Finance database and is defined by a Ranger
policy that grants read on database:Finance, table:* to the FinReadOnly role.

» FinWrite role, which gives write permission on all tablesin the Finance database and is defined by a Ranger
policy that grants write on database: Finance, table:* to the FinWriterole.

e FinReadWrite role, which role is granted both the FinRead and FinWrite roles and thereby inherits read and write
permission to all tables in the Finance database.

» FinReporting group whose users require only read permission to the Finance tables. FinReporting group is added
to FinReadOnly role in Ranger.

» FinDataPrep group whose users require only write permission to the Finance tables. FinDataPrep group is added
to the FinWrite role in Ranger.

* FinPowerUser group whose users require read and write permission to all Finance tables. FinPowerUsers group is
added to the FinReadWrite role in Ranger.

Y ou can create arole either through Ranger, or through Hive.

To add arole, the user must have Admin_Role privilege in Ranger.

To create arole through Ranger, using Ranger Admin Web Ul:

15
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1. Select Settings Roles.

Usersg/Groups/Roles displays the Roles tab active.

Users/Groups/Roles

Last Response Time
10/02/2023 03:04:21 PM

Save Cancel

Licensed under the Apache License, Version 2.0

Users Groups Roles
Q  Search for your roles... Add New Role n
O Role Name Users Groups Roles
‘Mo data to show!!"
2. Click Add New Role.
The Role Detail page displays Role Create options.
Role Detail Last Response Time
ole Detal 10/02/2023 03:06:01 PM
Users/Groups/Roles > Role Create
Role Name Role Name i ]
Description Description
7~
Users:
User Name Is Role Admin Action
No users found
Select... Add Users
Groups:
Group Name Is Role Admin  Action
No groups found
Select... Add Groups
Roles:
Role Name Is Role Admin Action
No roles found
Select... Add Roles

16




Administering Ranger Users, Groups, Roles, and Permissions

3. Enter aunique name for the role. Optionally, add users, groups and/or roles to be associated with the role, then
click Save.

How to add arolein Hive.

Y ou can cregte arole either through Ranger, or through Hive.

To add arole through Hive, the user must have Admin_Role privilege in Ranger.

In Hive:
1. Loginasauser with Admin_Role privilege.

17
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2. Typethe following command:

CREATE ROLE external _hr_role_01;
Any user with Is_Role_Admin privilege has the ability to assign the role to other usersin Hive.

For example, to grant this new role to the user hr_userQ1, type:

CGRANT ROLE external _hr _role 01 TO USER hr _user01;

hr_user01 appears in Ranger having the external_hr_role Ol role.

You can aso grant Is_Role_Admin privilege to a specific user by typing:

CGRANT ROLE external _hr_role_01 TO USER hr _user02 WTH ADM N OPTI ON;

The role you create appears in Ranger and is recognized by Hive. The user that creates the role adds automatically
to thelist of users having that role. The added user hasthe Is_Role_Admin privilege, as shown in Ranger:

Last Response Time

Role Detail 10/02/2023 03:16:34 PM

Users/Groups/Roles > Role Edit

Role Name *

external_hr_role_1 Li]
Description Description
A
Users:
User Name Is Role Admin Action

rangeradmin n
Select... Add Users

Groups:
Group Name Is Role Admin Action
Select...
Roles:
Role Name Is Role Admin Action

Select... Add Roles
Cancel

18
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How to edit arole in Ranger.

1. Select Settings Roles.

2. Click the Rolestab.
Users/Groups/Roles displays the Roles tab active.

Last Response Time

Users/Groups/Roles 10/02/2023 03:25:42 PM

Users Groups Roles

Q Search for your roles... Add New Role n

Role Name Users Groups Roles
m] external_hr_role_1
(@] internal_hr_role1

19
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3. Click therole name to edit.

The selected role opens for editing in Role Detail.

Role Detail

Users/Groups/Roles > Role Edit

Last Response Time
10/02/2023 03:27:21 PM

Licensed under the Apache License, Version 2.0

Role Name external_hr_role_1 Li]
Description Description
7~
Users:
User Name Is Role Admin Action
rangeradmin n
Select... Add Users
Groups:
Group Name Is Role Admin Action
Select... Add Groups
Roles:
Role Name Is Role Admin Action
Select... Add Roles

EV-E  Cancel

4. Add users, groups and rolesto the existing role, then click Save.
If the role was created in Hive, you can add other usersin Hive using the GRANT command:

GRANT ROLE external _hr _role 01 TO USER hr _user02;

Deleting arole

How to delete arolein Ranger.

Procedure

1. Select Settings Roles.

20
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2. Click the Rolestab.
Usersg/Groups/Roles displays the Roles tab active.

Last Response Time

Users/Groups/Roles 10/02/2023 03:32:25 PM

Users Groups Roles
Q  Search for your roles... Add New Role n
Role Name Users Groups Roles
external_hr_role_1
O internal_hr_role1

O internal_hr_role2

external_hr_role2

3. Sdlect therole you want to delete, then click Delete.
4. After deleting any roles, click Save .
If the role was created in Hive, you can delete the role through Hive using the Drop command:

DROP ROLE internal _hr_role 02;

How to add or edit users and groups permission to access Ranger modules.

Permissions defines the users and groups that can access Ranger modules using Ranger Admin Web Ul. Accessto
amodule determines whether the user can see and use options within that module using Ranger Admin Web Ul.

For example, a user with access to Resource Based Polices module can see Resource Policies option under Service
Manager in Ranger Admin Web Ul. An admin user can add, import, and export services policies, as well asview, edit
and delete permissions for policies, as shown in the following example:

21
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Service Manager

Resource Tag

B HDFS

cm_hdfs

[~ YARN

cm_yarn

[/ KAFKA

cm_kafka

= ATLAS

Settings cm_atlas ®

= ozoNE

~ss

Licensed under the Apache License, Version 2.0

cm_ozone @®

B HBASE

cm_hbase

[/ knox

cm_knox

[/ NiIFI

NiFi

[~ apLs

(= SCHEMA-REGISTRY

cm_schema-registry

~as

Last Response Time
10/02/2023 03:44:09 PM
Security Zone:  Select Zone Name Import Export
+ B HADOOP SQL +3
@ @ n Hadoop SQL @ @ n
+meE [~ soLr +m3
S5 - JE - -0
+ [/~ NIFI-REGISTRY +3
@ @ n NiFi Registry @ @ n
+me [~ xupu +ma
cm_kudu ® @ n
+ B KAFKA-CONNECT +m3
@ & n cm_kafka_connect @ @ n
+ma

A Ranger user (without admin permissions) can only view the resource-based policies, as shown in the following

example:

Figure 2: Ranger User View of Resource-based Policies

22
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Service Manager

Resource

B HDFS

cm_hdfs

B YARN

cm_yarn

[ KkAFkA

cm_kafka

[ ATLAS

cm_atlas

[ ozoNE

cm_ozone

= ss

& HBASE

cm_hbase

B KNOX

cm_knox

= NiFI

NiFi

[~ ADLS

[ SCHEMA-REGISTRY

cm_schema-registry

= s

Last Response Time

10/02/2023 03:41:03 PM

Security Zone: Select Zone Name

B HADOOP SQL

Hadoop SQL

B SOLR

cm_solr

[/= NIFI-REGISTRY

NiFi Registry

(= kubU

cm_kudu

[~ KAFKA-CONNECT

cm_kafka_connect

Licensed under the Apache License, Version 2.0

Procedure

1. Select Settings Permissions.
Permissions displays the Ranger Admin Web Ul modules and users that have access permissions to each module.

Permissi Last Response Time
@ CUULLERED 10/02/2023 03:48:26 PM
s 4
Q Search for permissions...
Resource
Bokdes Modules Groups Users Action
Tag
ace [ - ccrin ] arvsrsne | angorageyo J ecnin SRR @
- e rangoraganc ] veysamin TSR @
Key Manager - = @
Secuty Zone - ccrin ] agorvsrsne | angoragemo Y s JRC @
Licensed under the Apache License, Version 2.0

23



Ranger Usersync

Click the Edit icon ( ) for the module you would like to edit.
Edit Permission page displays options to select and add user and groups to modules.

Last Response Time

Edit Permission 10/02/2023 03:51:46 PM

Permissions > Users/Groups

Module Details:

Module Name * Users/Groups

User and Group Permissions:

Permissions Select and Add Group Select and Add User

Select Groups + Select Users +

% Audrey | % om || X rangeradmin = X ranger | Xrangerraz % rangerrms
% keyadmin | | ® rangertagsync | ¥ rangerusersync = % admin

No Selected Groups

BECE  Cancel

3. Edit the users and groups that get permission to access a module, then click Save.
Y ou can select multiple users and groups using + .

How to configure Ranger Usersync to sync users and groups from AD/LDAP

The Ranger usersync service syncs users, groups, and group memberships from various sources, such as Unix, File,
or AD/LDAP into Ranger. Ranger usersync provides a set of rich and flexible configuration properties to sync users,
groups, and group memberships from AD/LDAP supporting awide variety of use cases.

As aRanger administrator, you will work with users and groups to configure policies in Ranger and administer access
to the Ranger Ul. Y ou will use group memberships only to administer access to the Ranger Ul.

Note: Group memberships stored in Ranger are not used during authorization. Instead, individual

B components compute the group memberships for a given user on-demand, using utilities likeid or group
mappings, during authorization. The authority on thisisthe output of the id or groups command on the Linux
OS, which is populated by SSSD from AD (or whichever LDAP provider is used).

For example:

#idsp testl

uid=40002(sp_test1) gid=40006(sp_testl)

groups=40006(sp_test1),40003(cdf puas),40005(cdf policy admins)

#id sp_auditor

uid=40003(sp_auditor) gid=40007(sp_auditor)groups=40007(sp_auditor),40003(cdf_puas)

usesid to show that users sp_test 1 and user sp_auditor each belong to three groups, also

#groups sp_test1l

sp_testl: sp testl cdf puascdf policy admins
# groups sp_auditor

sp_auditor : sp_auditor cdf _puas

uses groups to show the groups that users sp_test1 and sp_auditor belong to.
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Y ou must first understand the specific use-case before syncing users, groups, and group memberships from AD/
LDAP. For example, if you want to configure only group-level policies, then you must sync groups to Ranger, but
syncing users and group memberships to Ranger is not required.

Determining the users and groups to sync to Ranger:

Typically, you must complete a three-step process to define the complete set of users and groups that you will sync to
Ranger:

1. Define the customer use-case.
3 common use Cases.

* A customer Admin or Data Admin wants to configure only group-level policies and restrict access to the
Ranger Ul to only afew users.

e A customer’'s Admin or Data Admin wants to configure only group-level policies and restrict access to the
Ranger Ul to only members of a group.
e A customer’'s Admin or Data Admin wants to configure mostly group-level policies and afew user- level
policies.
2. Defineall relevant sync source details. For every use-case, at least four key questions must by answered:
e What groups will sync to Ranger?
* Which organizational units (OUs) in AD/LDAP contain these groups?
e What userswill sync to Ranger?
*  Which organizationa units (OUs) in AD/LDAP contain these users?
3. Configure Usersync properties.

This topic describes an example set of Usersync configuration properties and values, based on a simple use-case
and example AD source repository.

Example Use Case:
First, consider the following use-case, in order to better understand how to configure Usersync properties:

A customers Admin or Data Admin wants to configure only group-level policies and restrict access to the Ranger Ul
to only members of a group.

Example AD environment:

Configuring Ranger Usersync with AD/LDAP depends highly on the customer environment. Y ou must understand
the organization of users and groups in the customer environment. Thisillustration shows users and groups organized
in an Active Directory environment.
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Answering the key user and group questions, based on the example AD structure:

sAMAccountName =bhall
cn=BHall

In this example, the customer wants to configure group-level policies for groups cdp_testing and cdp_prod and wants
to provide admin access to the Ranger Ul only for usersin the dev_ops group.

Based on the example Active Directory structure, answers to the four key user/group questions are:
Q1: What groupswill be synced to Ranger ?

A1l: cdp testing, cdp_prod, and dev_ops
Q2: What OUs contain these groupsin AD?

A2: hadoop groups and security groups
Q3: What userswill be synced to Ranger ?

A3: asmith and acaroll (these users are dev_ops group members)
Q4: What OUs contain theseusersin AD?

A4: vendors and service accounts

To find the specific answers to these questions in a particular environment, use atool such as Ldapsearch, as shownin
the following examples.
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» Example: Ldapsearch command to search a particular group cdp_testing and determine what attributes are
available for the group.

Figure 4: Using Ldapsearch to find a specific group

Idapsearch -x -LLL -h 10.10.10.10:389 -D ‘cn=administrator, CN=Users,dc=cloudera,dc=com' -W
-b 'ou=Hadoop Groups,dc=cloudera,dc=com' 'cn=cdp_testing’

Enter LDAP Password:

dn: CN=cdp_testing.ou=Hadoop Groups.dc=cloudera,dc=com

objectClass: top

objectClass: group

cn: cdp_testing

member: CN=ASmith,ou=Hadoop Users,dc=cloudera,dc=com

member: CN=BHall,ou=Hadoop Users,dc=cloudera,dc=com

member: CN=JDoe.ou=Hadoop Users,dc=cloudera,dc=com
distinguishedName: CN=cdp_testing,ou=Hadoop Groups.dc=cloudera,dc=com
instanceType: 4

name: cdp_testing

sAMAccountName: cdp_testing

Above output shows al the available attributes for cn=cdp_testing. The highlighted attributes are those of interest
for usersync configuration. In this case, cdp_testing has three “member” attributes: ASmith, BHall, and JDoe.

» Example: Ldapsearch command to search a particular user ASmith and determine what attributes are available for
the user.

Figure 5: Using Ldapsearch to find a specific user

Idapsearch -x -LLL -h 10.10.10.10:389 -D 'cn=administrator, CN=Users.dc=cloudera,dc=com’
-W -b 'ou=Hadoop Users.dc=cloudera,de=com’ "samaccountname=ASmith
Enter LDAP Password:

dn: CN=ASmith,ou=Hadoop Users.dc=cloudera,dc=com

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: ASmith

sn: Smith

givenName: Andy

distinguishedName: CN=ASmith,ou=Hadoop Users,de=cloudera,dc=com
instanceTvpe: 4

memberOf: CN=cdp_testing.ou=Hadoop Groups,dc=cloudera,dc=com
memberOf: CN=dev_ops,ou=Hadoop Groups,dc=cloudera,dc=com
memberOf: CN=cdp_prod,ou=Hadoop Groups,dc=cloudera,dc=com
primaryGroupID: 513

logonCount: 0

sAMAccountName: ASmith

Above output shows all the available attributes for a user. The highlighted attributes are those of interest for
usersync configuration. In this case, ASmith is a“memberof” 3 groups - cdp_testing, dev_ops, and cdp_prod.

How to configure Usersync, based on the illustrated AD environment example:
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In Cloudera Manager Ranger Configuration select the Ranger Usersync filter scope.

Filters (1) Clear Al

SCOPE Clear

RANGER-1 (Service-Wide) 26
Ranger Admin 102
Ranger Tagsync 60
Ranger Usersync 87

Filtering narrows the list to 87 configuration properties specific to Usersync.
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1. To define the common configuration properties that control LDAP URL and bind credentials, scroll to Source
for Syncing Users and Groups, then define the configurations properties appropriate for the environment.
Configurations shown here match the Example AD environment.

Figure 7: Ranger Usersync common configuration settings

Source for Syncing User and Groups Ranger Usersync Default Group 'O Undo 6]

ranger.usersync_source.impl.class

& ranger.usersync.source.impl class (O org.apache.ranger.unixusersync.process.UnixUserGroupBuilder
E:} org.apache.ranger.unixusersync.process.FileSourceUserGroupBuilder

I O] org.apache.ranger.Idapusersync.process.LdapUserGroupBuiIderI

Usersync LDAP/AD URL Ranger Usersync Default Group "D Undo o

ranger.usersync.ldap.url
g y P Idap://ad01.cloudera.com:389 ‘
&f ranger.usersync_Idap.url

Usersync Bind User Ranger Usersync Default Group 'O Undo 6]

ranger.usersync._ldap binddn

€ ranger.usersync Idap. binddn I cn=administrator,ou=service accounts,dc=cloudera,dc=com ‘

Usersync Bind User Password Ranger Usersync Default Group 'O Undo ®

rangerusersync.ldap ldapbindpassword Q| |
©f ranger_usersync_ldap_ldapbindpassword

Usersync Incremental Sync Ranger Usersync Default Group ®

ranger.usersync.ldap.deltasync
&5 ranger.usersync.ldap.deltasync

Bind credentials are for the user to query Ldap service for users and groups. Bind credentials contain two
configuration properties:

e Usersync Bind User (or bind dn) - specify the username as complete DN (Distinguished Name)
e Usersync Bind User Password
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2. Todefinethe required configuration properties that control group synchronization from AD, scroll to Usersync
Enable User Search, then define the configurations properties appropriate for the environment. Configurations
shown here match the Example AD environment.

Figure 8: Ranger Usersync group configuration settings

Usersync Groupname Case Conversion Ranger Usersync Default Group 'O Undo ®
ranger.usersymc.ldap.groupname.caseconversmn‘ O none
45 ranger.usersync.ldap.groupname.caseconversion
| ® lower |
O upper
Usersync Enable User Search ﬂ?anger Usersync Default Group ®
ranger.usersync.user.searchenabled
4% ranger.usersync.user.searchenabled
Usersync Group Search Base Ranger Usersync Default Group 'O Undo ®

ranger.usersync.group.searchbase
& ranger.usersync.group.searchbase

ou=hadoop groups,dc=cloudera,dc=com,ou=security groups,dc=cloudera,dc=com

Usersync Group Search Scope Ranger Usersync Default Group ®
ranger.usersync.group.searchscope
445 ranger.usersync.group.searchscope :m

O base

O one
Usersync Group Object Class Ranger Usersync Default Group 'O Undo ®
ranger.usersync.group.objectclass rou
4% ranger.usersync.group.objectclass group
Usersync Group Search Filter Ranger Usersync Default Group 'O Undo ®
ranger.usersync.group.searchfilter _ . _
& ranger.usersync.group.searchfilter (I(Cn_Cdp )(Cn dev‘OPS))

Usersync Group Name Attribute Ranger Usersync Default Group 'O Undo ®
ranger.usersync.group.nameattribute I cn I
4 ranger.usersync.group.nameattribute

Usersync Group Member Attribute Ranger Usersync Default Group 'O Undo ®

ranger.usersync.group.memberattributename

member
&} ranger.usersync.group.memberattributename

A few specific pointsto consider about group config settings:

e ranger.usersync.ldap.groupname.caseconversion - Used for converting the case of the groupname. Three
possible options are:

* None - Group names are synced to ranger asisfrom AD/LDAP. Thisisthe default setting.

e Lower - All the group names are converted to lowercase while syncing to ranger. Thisis the recommended
setting.

»  Upper - All the group names are converted to uppercase while syncing to ranger

Note: Policy authorization is case sensitive. Therefore, usernames and groups names synced to ranger
must match the exact case of the users and groups resolved by the services such as hdfs, hive, hbase,
etc. For example, consider dev_ops (all in lower case). Ranger does not treat this as the same value as
Dev_Ops which may have been synced from AD and applied to some policies.

ranger.usersync.group.searchbase - Used to search a particular OU in AD for groups. Multiple OUs can be
specified with ; separated. For example, the example AD shows two OUs that must be searched for groups:

» ou=hadoop groups,dc=cloudera,dc=com (complete DN for ou=hadoop groups)
» ou=security groups,dc=cloudera,dc=com (complete DN for ou=security groups)
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ranger.usersync.group.searchfilter - In this example, since only 3 groups exist in hadoop groups OU and
security groups OU and since al 3 require sync to Ranger, you can specify the filter ascn=* . The value for
this property follows standard |dap search query filter format.

Note: Later, if anew group isadded in AD under these OUs and if the customer wants those groups to
be sync’d to ranger, no configuration change to usersync is required.

ranger.usersync.user.searchenabled - In this example, since the customer wants to sync users from dev_ops
groups to provide admin access to Ranger Ul, this property is set to true.

31



Ranger Usersync

3. To definethe required configuration properties that control user synchronization from AD, scroll to Usersync User
Search Base, then define the configurations properties appropriate for the environment. Configurations shown
here match the Example AD environment.

Figure 9: Ranger Usersync user configuration settings

Usersync User Search Base Ranger Usersync Default Group D Undo ®
ranger.usersync.ldap.user.searchbase ou=vendors,dc=cloudera,dc=com,ou=service accounts,dc=cloudera,dc=com
& ranger.usersync.ldap.user.searchbase
Usersync User Search Scope Ranger Usersync Default Group ®
ranger.usersync.ldap.user.searchscope
sub

& ranger.usersync.|dap.user.searchscope

() base

) one
Usersync User Object Class Ranger Usersync Default Group D Undo ®
ranger.usersync.ldap.user.objectclass

) user
& ranger.usersync.ldap.user.objectclass
Usersync User Search Filter Ranger Usersync Default Group D Undo ®
ranger.usersync.ldap.user.searchfilter (memberof=cn=dev_ops,ou=security groups,dc=cloudera,dc=com)
& ranger.usersync.|dap.user.searchfilter
Usersync User Name Attribute Ranger Usersync Default Group 'O Undo (6]
ranger.usersync.ldap.user.nameattribute
) sameaccountname

&} ranger.usersync.ldap.user.nameattribute
Usersync Referral Ranger Usersync Default Group 0]
ranger.usersync.ldap.referral I© ignore
&} ranger.usersync.|dap.referral J

() follow

) throw
Usersync Username Case Conversion Ranger Usersync Default Group 'O Undo (6]
ranger.usersync‘Idap.username,caseconversmn_ O none
2} ranger.usersync./dap.username.caseconversion

lower I
O upper

A few specific pointsto consider about user config settings:

e ranger.usersync.ldap.user.searchbase - This configuration is used to search a particular location in AD for
users. Specify multiple OUs with ; separated.

Note: If users are distributed across several OUs, specifying a base directory, for example,
dc=cloudera,dc=com might be convenient and is highly recommended to restrict the search with
proper filters.
e ranger.usersync.ldap.user.searchfilter - In this example, since the customer wants to sync only the
users that belong to dev_ops, the value for this property is (memberof=cn=dev_ops,ou=security
groups,dc=cloudera,dc=com) .

Note: Wildcards are not supported only when the memberof attribute is used for searching. If you
E use attributes such as cn or samaccountname for filtering, you can specify wildcards. For example, (|
(cn=asm*)(samaccountname=acar*))
 ranger.usersync.ldap.username.caseconversion - Used for converting the case of the username. Three possible
options are;

* None - Usernames are synced to ranger asis from AD/LDAP. Thisisthe default setting.

* Lower - All the usernames are converted to lowercase while syncing to ranger. Thisis the recommended
Setting.

« Upper - All the usernames are converted to uppercase while syncing to ranger
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Note: Policy authorization is case sensitive. Therefore, usernames and groups names synced to ranger
E must match the exact case of the users and groups resolved by the services such as hdfs, hive, hbase,

etc. For example, consider asmith (all in lower case). Ranger does not treat this as the same value as

A Smith which may have been synced from AD and applied to some policies.

Cloudera Manager adds a property and default values that define roles for the minimum set of service users by
default.

Runtime releases 7.1.8 and 7.2.16 introduce a new configuration property:
Name
ranger.usersync.whitelist.users.role.assignment.rules
Default Value
&ROLE_SYS ADMIN:u:admin,rangerusersync,rangertagsync,ranger,rangeradmin,rangerraz,rangerrms& ROLE_KEY _

Goto ClouderaManager Ranger Configuration , then type whitelist in Search to see the property and assigned
values. Ranger Usersync creates roles for each service user during syncronization.

ranger.usersync.whitelist.users.role.assignment.rules uses same format as
ranger.usersync.group.based.role.assignment.rul es.

If you add any custom principals, you must update the list of values for
ranger.usersync.whitelist.users.role.assignment.rules accordingly so that Ranger usersync applies role assignments
rules appropriately. Any change to these configuration values requires arestart of Ranger usersync. Ranger usersync
applies these rules during restart and every sync cycle, if changed.

If the same service user existsin:

e ranger.usersync.whitelist.users.role.assignment.rules, and
e ranger.usersync.group.based.role.assignment.rules

with different role assignments, then the role assignment from ranger.usersync.whitelist.users.role.assignment.rules
takes priority. Thisistrue even if ranger.usersync.group.based.role.assignment.rules has role assignment rules for
agroup that has service users as members. Any changes to the role assignments made to these service users from
Ranger Ul or rest APl are temporary. The next Ranger usersync sync cycle resets them.

How to automatically assign Admin and Key Admin roles for external users

Ranger provides configuration for defining roles for external users.

Usersync pulls in users/groups from your external user repository, such as LDAP/AD, and populates the Ranger
database with these users/groups. Use this procedure to automatically assign roles to specific users/groups. The
example properties shown in this topic automatically assign the ADMIN/KEY ADMIN roleto external users.

Currently, Ranger supports various roles (or privileges) to be assigned to a user:

ROLE_SYS ADMIN

Has permission to create users, group, roles, services, and policies, run reports, and perform other
administrative tasks. Admin users can also create child policies based on the original policy.

ROLE_KEY_ADMIN
Has permission to manage (create, update, or delete) access policies and keys for Ranger KMS.
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ROLE_USER
Has least privilege (and default role) assigned to a user. All users are assigned this default role.

ROLE_ADMIN_AUDITOR

An Admin user with read-only permission.
ROLE_KEY_ADMIN_AUDITOR

An Admin user with read-only permission for Ranger KMS.

Auditor and KMS Auditor roles have been introduced in Ranger Admin. Users with these roles have read-only access
to al the services, policies, user/groups,audits and reports.

* The Auditor role allows a user with Auditor role to view all information that a user with Admin role can see. A
user with Auditor role will have aread-only view of auser with Admin role. In other words, a user with Auditor
role user will be blocked from the create/update/del ete/import/exportJson of al APl in the Ranger Ul and curl
command.

e The KMS Auditor role alows a user with KMS Auditor role to view al information that a user with Keyadmin
role can see on the Ranger UI. A user with KM S Auditor role will have aread-only view of a user with Keyadmin
role. In other words, a user with KM S Auditor role will be blocked from create/update/del ete/import/exportJson of
al API in the Ranger Ul and curl command.

e Userswith the Auditor or KM SAuditor role, even if delegated as admin in any policies of any services, will be
restricted from create/update/del ete/import/exportJson. In other words, users with Auditor or KM S Auditor role
have view-only access based on their role.

e A user with KMS Auditor role cannot get keys, evenif that user isadded in policy.

e Userswith Auditor or KM S Auditor role can change their password.

¢ No user has Auditor or KMS Auditor role by default.

e Userswith Auditor or KMS Auditor role can export policiesto excel and csv file formats.

A user can have only one role, and that role is determined by the last role assigned, depending in part on group
membership.

For example, if the role assignment rules are configured as follows:

ROLE_SYS ADMIN:u:Userl, User2& ROLE_SYS ADMIN:g:Groupl, Group2& ROLE_AUDITOR:g:Group3,
Group4& ROLE_USER:g:Group5

and if auser belongsto Groupl & Group5, then the role assigned to that user is ROLE_USER.
Similarly, if auser belongsto Group2 & Group3, then the role assigned to that user isROLE_AUDITOR.

If the user does not belong to any of these groups (Groupl, Group2, Group3, Group4, or Group5), then the default
role assigned to the user isROLE_USER.

If the user belongs to only Groupl, then the role assigned to the user isROLE_SYS ADMIN.
To automatically assign the ADMIN/KEY ADMIN role to external users:

1. In Ranger Configuration Search , type role.assignment.
2. In Ranger Usersync Default Group: verify that the following default delimiter values appear for each property:

ranger.usersync.role.assignment.list.delimiter &
ranger.usersync.users.groups.assignment.list.delimiter
ranger.usersync.username.groupname.assignment.list.delimiter

ranger.usersync.group.based.role.assignment.rules
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3. In Ranger UserSync Group Based Role Assignment Rules, type the following value as one string:
ROLE_SYS ADMIN:u:Userl,User2& ROLE_SYS ADMIN:g:Groupl,Group2&
ROLE_KEY_ADMIN:u:kmsUser& ROLE_KEY_ADMIN:g:kmsGroup&
ROLE_USER:u:User3,User4& ROLE_USER:g:Group3,Group4&

ROLE_ADMIN_AUDITOR:u:auditorUsers,auditors&
ROLE_ADMIN_AUDITOR:g:adminAuditorGroup,rangerAuditors&

ROLE_KEY_ADMIN_AUDITOR:u:kmsAuditors& ROLE_KEY_ADMIN_AUDITOR:g:kmsAuditorGroup

where "u" indicates user and "g" indicates group
4. Click Save Changes (CTRL+S).
5. If Usersync requires no other changes, choose Actions Restart Usersync .

Y ou must enable non-zero group hierarchy levelsin Ranger before adding a group as a member to another group.

"Nesting” groups means adding a group as a member to another group. If agroup (groupA) isamember of another
group (groupB), then the users belonging to the member group (groupA) are part of the parent group (groupB) as
well. Nesting can be very useful when delegating access through inheritance. Many large enterprises have their
groupsin LDAP/AD nested within other groups. Security admins want the users in those nested groups to be
associated in Ranger so that they are available for policy authoring in Ranger Admin. CDP Ranger Usersync supports
nested group membership representation for policy authoring.

Note: In order to utilize nested group mapping, a Ranger Admin user must set the Usersync Group Hierarchy
Levelsto anon-zero value.

In the following example directory structure, all the marketing users are under one OU "Marketing Users". All
these users are members of different groups based on the location like US, Canada, London, etc... For example,
user "Adam Will" from "Marketing Users' OU isamember of "Canada Marketing Group". The example directory
structure also contains multiple, nested group levels; for example, "US Marketing Group" is amember of "AMER
Marketing Group" which again is a member of "Marketing Group".
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Ranger Usersync, by default, computes only the immediate groups for the users. For example, user "Adam Will"

is part of "Canada Marketing Group” and only thisinformation is available in ranger without nested group sync
configuration. With this information, if an admin wants to provide accessto all the users under "AMER Marketing
Group", then all the sub groups - "US Marketing Group" and "Canada Marketing Group" must be added to the policy,

using Ranger.

In order to simplify the policy configuration at parent-level groups, Ranger supports evaluating

nested group memberships by configuring "ranger.usersync.ldap.grouphierarchylevels'. If
ranger.usersync.ldap.grouphierarchylevelsis set to "3", Ranger Usersync computes the group memberships for user
"Adam Will" as"Canada Marketing Group", "AMER Marketing Group", "Marketing Group". This way, admin can
configure ranger policy at the parent group level ("AMER Marketing Group") which will be applied for al the users
(Mary Sam, John Doe, and Adam Will) under each sub group (US Marketing Group and Canada Marketing Group).

Procedure

1. In Cloudera Manager Ranger Configuration, type hierarchy in Search.
2. InUsersync Group Hierarchy Levels (ranger.usersync.ldap.grouphierarchylevels) configuration, set:

« InRanger Usersync Default Group, type: 3

3. Click Save Changes.
4. Restart Ranger.

E Note: ranger.usersync.ldap.grouphierarchylevels property is set to 0 by default.
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How to configure Ranger Usersync for users and groups that have been deleted from the sync source.

Y ou can configure Ranger Usersync to update Ranger when users and groups have been deleted from the sync source
(UNIX, LDAP, AD or PAM). This ensures that users and groups — and their associated access permissions — do not
remain in Ranger when they are deleted from sync source.

1. In Cloudera Manager, select Ranger > Configuration, then use the Search box to search for Ranger Usersync
Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-site.xml. Use the Add (+) icons to add the
following properties, then click Save Changes.

ranger.usersync.del etes.enabled true Enables deleted users and groups synchronization. The default setting is false
(disabled).
ranger.usersync.del etes.frequency 10 Sets the frequency of delete synchronization. The default setting is 10, or

once every 10 Usersync cycles. Delete synchronization consumes cluster
resources, so alower (more frequent) setting may affect performance.

- T 7oy T T
1] §eouszes Cluster 1
@ RANGER-1 Actions ~ Jun 4, 8:57 PMUTC
Clusters .
Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Ranger Admin Web UIZ'  Quick Links ~
Hosts
Diagnostics [ Q ranger-ugsync-site.xml @Filters (1)  Role Groups History & Rollback
o Audits
Filters (1 Clear All
Charts ( ) Show All Descriptions
SCOPE Clear Ranger Usersync Advanced Ranger Usersync Default Group 'O Undo ®
Replication Configuration Snippet (Safety View as XML
Valve) for conf/ranger-
el ugsync-site.xml Name [ ranger.usersync.deletes.enabled | M @&
& conf/ranger-ugsync-
& Private Cloud CE3 Ranger Usersync 1 site.xml_role_safety_valve Value [ true
CATEGORY
Description ’
Advanced 1
() Final
Name ’ ranger.usersync.deletes.frequen | M @
Value ’ 10
Description ’
STATUS
[x} () Final
3 Parcels A
([ Edited 1
X Running Commands % Non-Default 1

1-10f1

& Support

o admin

7.4.2 1 Edited Value Reason for change: | Modified Ranger Usersync Advanced Configuration Snippet (Safety Valve) for cc ‘ Save Changes(CTRL+S)
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2. Click the Ranger Restart icon.

_ [ CUCr UEpIOyTENT IO ZUZ Viay-TU 1257
CTODDERA Cluster 1
Manager
_ @ RANGER‘1 Actions ~ - Jun 4, 8:58 PM UTC
= Clusters Stale Configuration: Restart
= Status  Instances  Configuratio needed y  Audits  Ranger Admin Web UIZ'  Quick Links v
00 Hosts
LA Diagnostics [ Q ranger-ugsync-site.xml @Filters (1) Role Groups History & Rollback
@B Audits
Filters (1 Clear All
|~ Charts ( ) Show All Descriptions
- SCOPE Clear Ranger Us‘ersync>Advanced Ranger Usersync Default Group ®
21 Replication Configuration Snippet (Safety View as XML
Valve) for conf/ranger-
& Administration ugsync-site.xml Name [ ranger.usersync.deletes.enabled ‘ oW ®
 conf/ranger-ugsync- )
& Private Cloud (D Ranger Usersync 1 site.xml_role_safety_valve Value ‘ e ‘
CATEGORY
Description \ }
Advanced 1
[ Final
Name ‘ ranger.usersync.deletes.frequen: ‘ o ®
Value \ 10 }
Description [ ‘
STATUS ¢
(] () Final
& Parc A
Z Running Commands % Non-Default 1
PRV
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3. On the Stale Configurations page, click Restart Stale Services.

[ CDEP DEPIOYMENT IO ZUZT-VIay-TU TZ:

CLOUDZRA Cluster 1
Manager
I Stale Configurations
Clusters
File: conf/ranger-ugsync-site.xml RANGER-1(1) = Show
Hosts i
Filters Clear Al ... ... ee -197,6 +197,14 ee
197 197 <property>
Diagnostics FILE 198 198 <name>ranger .usersync.kerberos.principal</name>
199 199 <value>rangerusersync/_HOST@ROOT .HWX.SITE</value>
Audits 200 200 </property>
201 + <property>
) 202 + <name>ranger .usersync.deletes.enabled</name>
Charts 203 + <value>true</value>
File: conf/ranger-ugsync-site.x... 1 ;g‘; P Spreperye
21 Replication o ; + <property>
= P File: conf/rangeradmin.propert... 2 206 + <name>ranger.usersync.deletes.frequency </name>
207 + <value>10</value>
{6+ Administration 208 + </property>
201 209 </configuration>
& Private Cloud [ 202 210
File: conf/rangeradmin.properties RANGER-1(1) | Show

@@ -1,5 +1,9 @@

1 1 dhoyle717-1.dhoyle717.root.hwx.site:ranger.externalurl=
2 2 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.http.port=6088
3 3  dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
SERVICE Clear 4 4 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.port=6182
5 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.externalurl=
6 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.http.port=6080
J ATLAS-1 1 7 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
4 HBASE-1 1 8 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.port=6182
@ HDFS-1 1 5 9
& HIVE-1 1
© HIVE_ON_TEZ-1 1 File: conf/rangeradmin.properties RANGER-1(2) | Show
4 IMPALA-1 1 @0 -2,5 +2,10 @@
% KAFKA-1 2 2 2 dhoyle717-1.dhoyle717.root.hwx.site:ranger.externalurl=
KNOX-1 1 3 3  dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.http.port=6080
4 4 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
& KUDU-1 2 5 5 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.port=6182
@ RANGER-1 3 6 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.authentication.method=PAM
Parcels SCHEMAREGISTRY-1 2 7 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.externalurl=
~ 8 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.http.port=6080
Runni mmands & STREAMS_MESSAGING_M... 2 9 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
I YARN-1 1 18 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.port=6182
Support 8 L
ROLE TYPE

admin

Restart Stale Services

[ UULT UTpIUyTITET TN ZUZ TVIAy TU T2 7]

CLOUD=RA

Manager Restart Stale Services

@ Review Changes
Review Changes

2 Command Details
All services running with outdated configurations in the cluster and their dependencies will be restarted.

Re-deploy client configuration

Commands

Support

admin

Back Restart Now

5. A progressindicator page appears while the services are being restarted. When the services have restarted, click
Continue.
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6. Usersthat have been deleted in sync source are not automatically deleted in Ranger — they are marked as Hidden
and must be manually deleted by the Ranger Admin user, and then Ranger Usersync must be restarted.
In the Ranger Admin Web Ul, select Settings > Users/Groups/Roles. Click in the User List text box, then select
Vidibility > Hidden.

"7}" Ranger U Access Manager [ Audit Security Zone £+ Settings ‘v.‘ admin v
Last Response Time : 06/08/2021 03:58:33 PM
Users Groups Roles
User List
p— e e | saveni - 6
Hidden |
O \iifi.l.)l.e._...- ——eeAddress Role User Source Groups Visibility
O amin [ acmio
D rangerusersync m m rangerusersync m
O rangertagsync m m rangertagsync m
O b (U] [hadoop [
O e (ser [hive] (Vi
@] cloudera-scm m m m
O s (ser 1o (Vi

7. To delete ahidden user or group manually, select the applicable check boxes, then click the red Deleteicon, as
shown in the following example.

‘ﬁ ) Ranger U Access Manager [ Audit (%) security Zone % Settings lv.‘ admin ~
Last Response Time : 06/08/2021 04:04:05 PM
Users Groups Roles
User List
Q VISIBILITY: Hidden m
User Name Email Address Role User Source Groups Visibility

Y ou can delete multiple users or groups by running a "delete" script on the command line interface.

For example:

Sanmpl e command to del ete users:
pyt hon del et eUser G oupUtil.py -users <user file path> -adnin <ranger admin
user> -url <rangerhosturl> [-force] [-sslCertPath <cert path>] [-debug]

Sanpl e command to del ete groups:

pyt hon del et eUser GroupUtil.py -groups <group file path> -adm n <ranger
adm n user> -url <rangerhosturl> [-force] [-sslCertPath <cert path>] [-d
ebug]

Note: The deleteUserGroupUtil.py script installs as part of the Ranger installation on the node where
Ranger Admin runs, in the following location: /opt/cloudera/parcel SCDH/lib/ranger-admin/ .
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8. In Cloudera Manager, select Ranger > Ranger Usersync, then select Actions > Restart this Ranger Usersync.

[ CDEPT Trom ZUZT-M@y-T0 1237 |

m CLOSDERA Cluster 1 / RANGER-1 / dhoyle717-1

Manager

[searcn | @ Ranger Usersync e OIS L

=
Clusters Status  Configuration  Processes  Comr Log Files v Stacks Logs v Quick Links ~

Stop this Ranger Usersync

Ui Hosts
Restart this Ranger Usersync

Diagnostics Health Tests narts 30m 1h 2h 6h 12h 1d 7d 30d &~
Enter Maintenance Mode
Show 4 Good 'he query returned partial results. Exceeded the time series stream
mit for the query of 248 stream(s). Query: 'select service_time,
\wait_time, await_read_time, await_write_time where
lostld="99199adb-e4ef-4749-a982-6db48e6f2728" and category =
List Open Files (Isof) lisk and logicalPartition = false'. The limit is configurable under

. \dministration>Settings>Maximum Number Of Time-Series Streams
{6+ Administration Health Histo ry Collect Stack Traces (jstack)  eturned Per Line-Based Chart.

fp Audits

Charts Show 2 Disabled Refresh Ranger Usersync

2! Replication

& Private Cloud CED > 2 Became Good Heap Dump (jmap) Show 2 more...

Heap Histogram (jmap -histo)
~VM Heap Memory Usage ©

> 2 Became Disabled Jun49:09:47PM
M|
File Descriptors Good Jun49:00:42 PM ¢ e
> 1 Became Good =
File Descriptors Unknown Jun49:08:52PM  *

> 1 Became Unknown ranger_usersyn... 1023M  =ranger_usersync... 320M

Note:

E ¢ Sync sourceistracked when processing Ranger users and groups for deletion. If the same user name
for a separate sync source already exists in Ranger DB, that user will not be updated or marked as
hidden.

e For AD/LDAP sync:

e After marking auser or group as deleted/hidden in Ranger, the user or group status does not change
automatically. The user or group must be manually deleted (or deleted using the cli "delete” script).
Usersync must be restarted to reflect any changes to the same user name in the source.

* For example, a user (Bob) from one OU (say Engineering) is deleted from the source and is marked
as deleted in Ranger admin. If the same user name (Bab) is subsequently added back to the same
OU, the user status will not be automatically enabled. The user must be manually deleted and
Usersync must be restarted to implement the changes.

e If anidentical user name (say Bob) is deleted from one OU (say Engineering) and added to a
different OU (say Finance) between the sync cycles, user Bob is marked as hidden/del eted only
when the delete cycle istriggered. Until then there is a security risk that user Bob from Finance
will be granted the permissions for Bob from Engineering.

How to configure Ranger Usersync to manage usernames containing invalid characters.

Ranger Usersync pullsin users/groups from your external user repository, such as LDAP/AD, and populates the
Ranger database with these users/groups.

Aninvalid username contains at least one invalid character. Ranger fails to create a set of usersif an invalid username
exists within that set of users. Usersync perpetually tries to recreate this user set without creating Ranger or Cloudera
Manager alerts. This error appearsin both Usersync and admin logs, but the log output lacks necessary details such as
theinvalid username. By adding the following configuration, you cause Usersync to recognize invaid charactersin a
user/group name and then skip synchronization for any names that contain invalid characters.
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1. In Cloudera Manager Ranger Configuration, type Ranger Usersync Advanced Configuration Snippet (Safety
Valve) in Search.

2. Inthe Ranger Usersync Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-site.xml

+

configuration, select to include the following property:

« In Name, type: ranger.usersync.name.validation.enabled
e InValue, type: true

3. Click Save Changes.

4. Restart Ranger.

E Note: This configuration property is set to false by default.

Ranger Usersync now successfully synchronizes al valid usernames from the external user repository and skips any
usernames containing invalid characters.

How to set the custom keystore file location and password for a Ranger Usersync custom keystore.

Ranger Usersync role creates a default keystore file, ranger.usersync.keystore.file during restart. UNIX
authentication in Ranger Admin requires this keystore file. The keystore file takes a password from the
ranger.usersync.keystore.password configuration, exposed in Cloudera Manager supporting CDP 7.1.6 and higher.

Setting custom keystore credentials for Ranger Usersync overrides the default credentials.

Note: Setting custom keystore credentials addresses the issue of using the default, self-signed certificate
B created for usersync for port 5151. After performing this procedure, you can use your custom, CA-signed
certificate.

To set Ranger Usersync custom keystore credentials:

1. In Cloudera Manager Ranger Configuration , type Ranger Usersync Advanced Configuration Snippet in the
search field.

2. In Ranger Usersync Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-site.xml , enter the
following:

a) InName, type: ranger.usersync.keystore.file

b) InValue, type: <keystore file path>

In Cloudera Manager Ranger Configuration , type Usersync Keystore Password in the search field.
In ranger.usersync.keystore.password, type a new password.

Click Save Changes.

Restart Ranger Usersync.

o 0~ w

Ranger uses the custom keystore file location and password values instead of the default values.
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Y ou can configure Ranger Usersync to generate a search filter internally when Search includes alist of group names
or group names with awildcard character.

When you want to filter users who are members of “cdp_prod”, “cdp_testing”, or “dev_ops’ groups, you can

add a configuration, ranger.usersync.ldap.groupnames, that accepts each group name, as a domain name, a short
name, or as a group name that contains awildcard character. Usersync only reads ranger.usersync.ldap.groupnames
when the sync source is AD/LDAP and ranger.usersync.ldap.user.searchfilter is empty. This aso requires that
ranger.usersync.group.searchbase is not empty and the configured value for ranger.usersync.group.searchbase must
be part of the group searchbase in AD/LDAP. When ranger.usersync.ldap.user.searchfilter is not empty, Usersync
ignores the value of ranger.usersync.ldap.groupnames. Values can be either DN of the groups, short name of the
groups, or the group names with wildcard character. For example:

e Domain names of the groups
«  memberof=CN=dev_ops,ou=Hadoop Groups,dc=cloudera,dc=com
« memberof=CN=cdp_prod,ou=Hadoop Groups,dc=cloudera,dc=com
« memberof=CN=cdp_testing,ou=Hadoop Groups,dc=cloudera,dc=com
» Short names of the groups
e CN=dev_ops
e CN=cdp_prod
e CN=cdp _testing
e Group names with wildcard character
e CN=cdp*
e CN=dev_ops

To enable Usersync search to generate an internal search filter for multiple groups names that include wildcard
characters:

1. In Cloudera Manager Ranger Configuration Search , type ranger.usersync.ldap.usergroups.
2. In Ranger Usersync Default Group, click +1.
3. Type<group_name>.
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4. Repesat steps 2 and 3 for each group name.

CDEP Deployment from 2022-Jul-25 08:18

CLoSDERS Cluster 1
Manager

@ RANGER-1 Actions ~ Jul 26,11:15 PM UTC

Clusters
uster Status  Instances  Configuration ~Commands  Charts Library ~ Audits ~ Ranger Admin Web UIZ'  Quick Links ~

Hosts

M Diagnostics Q usersync Idap group names IC Filters  Role Groups  History & Rollback

Filters
Show All Descriptions
SCOPE Usersync Ldap Group Names  Ranger Usersync Default Group 'O Undo ®
Replication -
g\gcrusclayr\c\dap groupnames ‘ memberof=CN=dev_ops,ou=Hadoop Groups,dc=cloudera,dc=con | Tl ®
X ranger.usersync.Idap.groupnames
Parcels ‘ CN=cdp* oo
R Ut 1
Running Commands angertsersyne ‘ cn=dev_ops @e
& Support CATEGORY
Main 1 1-Tof1

o admin

71724 « ditedalie Beacgn forchange: | Modified Usersync Ldap Group Names Save Changes(CTRL+S)
https://mjh718-1.mjh718.root.hwx.site:7183/cmf/services/21/config#

5. Click Save Changes.
6. In Actions, choose Restart Usersync.

The search filter now includes all group names that you saved.

To confirm, log in to Ranger Admin Web Ul. In Settings Users/Group/Roles Groups, in Groups List, select Group
Name. Y ou should see group names that you configured available as search filter values.

Ranger Usersync can be manually configured to sync directly with LDAP/AD .

By default, Ranger Usersync uses sssd to sync users and groups from a Unix source. This can affect performance and
limit scale. This runtime release supports LDAP/AD as a default sync source. Additionally, Ranger Usersync can be
manually configured to:

 update users and groups from multiple (LDAP/AD, Unix and file) sync sources
customize the default sync interval

1. Goto ClouderaManager Ranger Configuration Filters Ranger Usersync .

2. In Search, type safety valve.
Thisfilters all Ranger configs to expose only the Usersync safety valves.

3. In Ranger Usersync Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-site.xml, press +.
a) In Name, type ranger.usersync.syncsource.validation.enabled
b) InVaue, typefase
¢) Click Save Changes(CTRL+S)

Allows sync from multiple source types.
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4. In Ranger Usersync Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-extra-attrs.xml, press
+.
a) In Name, type <cloud user.cloud.id.mapping>
b) InVaue, type clouduserl,clouduser2,....
¢) Click Save Changes(CTRL+S)

Cloud ids for these users and groups are synced to ranger admin.

B Note: Thiswill be populated by default. The above can also be manually overridden.

Y ou can force delete external users and groups from a Ranger database using either REST endpoints or python client
APls.

If Ranger Usersync operates without proper configuration, a Ranger database may be (over)-popul ated with user and
group records. Huge user/group and mapping tables may cause Ranger administration issues. To aid in removal of
unnecessary users/groups, customers may use this feature to del ete specific external user/groups or even all externa
users/groups if required.

E Note: Deleting users and groups manually is not an optimal solution for all customers.

Thefollowing 2 REST endpoints are available:

» service/xusers/del ete/external/groups
* service/xusers/del ete/external/users

The following 2 python client APIs are available:

« force delete external _users
» force _delete externa_groups

Invoking REST endpoints (viacURL):

# to delete a group naned 'group_1'

servi cel/ xuser s/ del et e/ ext er nal / gr oups?nane=gr oup_1

# to delete all hidden groups

servi ce/ xuser s/ del et e/ ext ernal / gr oups?i sVi si bl e=0

# to delete all visible groups

servi ce/ xuser s/ del et e/ ext ernal / gr oups?i sVi si bl e=1

# to delete all groups with sync source as Uni x

servi cel/ xuser s/ del et e/ ext er nal / gr oups?syncSour ce=Uni x
# to delete a user naned 'user 1

servi cel/ xuser s/ del et e/ ext ernal / user s?nane=user _1

# to delete all hidden users

servi ce/ xuser s/ del et e/ ext ernal / user s?i sVi si bl e=0

# to delete a user with a particular emil id

servi cel/ xuser s/ del et e/ ext er nal / user s?enai | Addr ess=xyz5@nai | . com

To use the python client APIs:
E Note: apache ranger python package version should be >= 0.0.11

$ pip3 install apache_ranger
$ python3
>>> from apache_ranger.client.ranger _client inmport *
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>>> ranger = RangerClientPrivate('<ranger_url>', ('<ranger_user>', '<ranger_
pass>'))

Specific use-case examples using the python client APIs:

# to delete user_ 1

>>> ranger.force_del ete_external _users("nanme=user_1")

# to delete group_ 1

>>> ranger. force_del et e_external _groups("nanme=group_1")

# to delete all users with sync source as Unix

>>> ranger.force_del ete_external users("syncSource=Uni x")
# to delete all users with Auditor Role

>>> ranger.force_del ete_external _users("user Rol e=ROLE_ADM N_AUDI TOR")
# to delete all external users

>>> ranger. force_del ete_external _users()

# to delete all external groups

>>> ranger.force_del ete_external _groups()
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