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Cloudera Streams Messaging Operator Release notes

Learn about the new features, improvements, known and fixed issues, limitations, and unsupported features in this
release of CSM Operator.

Learn about the new features and notable changesin this release of CSM Operator.

Thisrelease of CSM Operator is based on Strimzi 0.41.0. For more information, see the Strimzi 0.41.0 Release Notes.

Y ou can now deploy Kafka Connect clusters and Kafka connectors using Kaf kaConnect and Kaf kaConnect or
resources. For more information, see Deploying Kafka Connect clusters .

Y ou can how set up data replication between Kafka clusters using CSM Operator.

Replication of Kafka data is achieved by manually deploying Kafka Connect clusters and various replication
connectors. Thistype replication setup is referred to as Kafka Connect-based replication. Kafka Connect-based
replication does not involve the use of MirrorMaker 2 or the Kaf kaM r r or Maker 2 resource shipped as part of
Strimzi.

For more information, see Replication overview .

Learn what issues are fixed in this release of CSM Operator.

CSMDS-644: Kafka CLI commandsfail with a TL S handshake error when using kafka_shell.sh
The kafka_shell.sh tool no longer fails with a TLS handshake error when an mTLS listener is
configured for the Kafka cluster targeted by the tool.

CSMDS-721: Some alertsaretrigger ed when deploying the prometheus-rules.yaml example

False positive results are no longer triggered when deploying the prometheus-rules.yaml example.
The pod selector from the KafkaBrokerContainersDown rule is removed. The BridgeContainers
Down,

EntityOperator TIsSidecarContainerDown, and MirrorM akerContainerDown alerts are del eted.

Learn about the known issuesin this release of CSM Operator.
CSMDS-334: ZooK eeper pods arerunning but Kafka pods are not created

Under certain circumstances, ZooK eeper pods might not be able to form a quorum. In a case like
this, the creation of the Kafka cluster gets stuck in a state where ZooK eeper pods are running, but
Kafka pods are not created.



https://github.com/strimzi/strimzi-kafka-operator/releases/tag/0.41.0
https://docs.cloudera.com/csm-operator/1.1/kafka-connect-deploy-configure/topics/csm-op-connect-deploying-clusters.html
https://docs.cloudera.com/csm-operator/1.1/kafka-replication-overview/topics/csm-op-connect-replication-overview.html
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If you encounter thisissue, at |east one of the ZooKeeper pods logs aWARN entry similar to the
following:

2024-02-23 18:45: 00, 311 WARN Unexpect ed exception (org.apache. zo
okeeper . server. quorum QuorunPeer) [ QuorunPeer[nyi d=3] (pl ai n=127.
0.0.1:12181) (secure=[0:0:0:0:0:0:0:0]:2181)]
java.l ang. | nterrupt edException: Ti meout while waiting for epoch
from quorum
at org. apache. zookeeper. server. quorum Leader . get EpochToPr opose
(Leader.java: 1443)
at org. apache. zookeeper. server. quorum Leader. | ead(Leader.java: 60

6)
at org. apache. zookeeper. server. quorum Quor unPeer . r un( Quor unPeer .
j ava: 1552)

Thisis caused by arace condition issue in ZooK eeper. ZooK eeper is unable to recover from this
state automatically.

Delete the ZooK eeper pods that are unable to form a quorum.
kubect!| delete pod [***ZOOKEEPER POD***] -n [*** NAVESPACE***]
The Cluster Operator automatically recreates the ZooK eeper pods that are deleted. The newly
created ZooK eeper pods are less likely to encounter the issue.
CSMDS-805: Thekafka_shell.sh and connect_shell.sh tools do not propagate command return code

The kafka_shell.sh and connect_shell.sh tools do not propagate the return code of the last command
which ran inside the shell.

None.

Learn what features are unsupported in this release of CSM Operator.
The following Strimzi features are unsupported in CSM Operator:

» KafkaMirrorMaker

« KafkaMirrorMaker 2

» KafkaBridge

» Kafkacluster creation without using Kaf kaNodePool resources

CSM Operator components and their versions shipped in this release of CSM Operator.

Cruise Control 25.137.1.1.0-b79
Kafka 3.7.0.1.1.0-b79
Strimzi 0.41.0.1.1.0-b79
ZooKeeper 3.8.1.7.2.18.200-37
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CSM Operator supports the following Kafka versions:

3.7.0.1.1 (latest and default) « Kafka—Kaf ka resources 3.7
¢ KafkaConnect —Kaf kaConnect
resources
3.7.0.10 +  Kafka—Kaf ka resources 3.7

Kafka versions shipped in CSM Operator are specific to Cloudera. Y ou specify them in the spec.version property of
cluster resources like Kaf ka and Kaf kaConnect resources.

The latest version is the current and latest supported version. This version is used by default to deploy clustersif

an explicit version is not provided in your resource configuration. This version is aso the version recommended by
Cloudera. All other versions listed here are Kafka versions shipped in previous releases of CSM Operator that are also
supported.

The Kafka version is made up of two parts. The first three digits specify the Apache Kafka version. The digits
following the Apache Kafka version specify the major and minor version of CSM Operator. When deploying a
cluster, you must use the versions listed here. Specifying upstream versions is not supported.

The Kafka protocol version is relevant for upgrades. Depending on your specific upgrade path, explicitly setting the
protocol version might be necessary.

Note: Kafka Connect also uses the Kafka version. However, Kafka Connect is only supported starting with
CSM Operator 1.1.

CSM Operator requires a Kubernetes cluster environment that meets the following system requirements and
prerequisites. Ensure that you meet these reguirements, otherwise, you will not be able to install and use CSM
Operator or its components.

* A Kubernetes 1.23 or later cluster:

e Openshift 4.10 or later.
* RKE2 (Rancher Kubernetes Engine 2) 1.23 or later.

E Note: Cloudera recommends using Rancher with RKE2.

e Administrative rights on the Kubernetes cluster.

» Accessto kubectl or oc. These command line tools must be configured to connect to your running cluster.

* Accessto helm.

« Log collection is enabled for the Kubernetes cluster. Cloudera requires that the logs of CSM Operator components
are stored long term for diagnostic and supportability purposes. Review Log collection.

e A persistent storage class configured on the Kubernetes cluster that satisfies the durability and low-latency
requirements for operating Kafka. Theideal storage class configuration can vary per environment and use-case
and is determined by the Kubernetes platform where CSM Operator is deployed.

* A Prometheusinstallation running in the same Kubernetes cluster where you install CSM Operator is
recommended. Prometheus is used for collecting and monitoring Kafka and Strimzi metrics.



https://docs.cloudera.com/csm-operator/1.1/monitoring-diagnostics/topics/csm-op-log-collection.html
https://prometheus.io/
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Learn what Kafka Connect plugins are shipped with and supported in CSM Operator.

CSM Operator ships and supports all Kafka Connect connectors included in Apache Kafka.
Thefull list isasfollows.

e org.apache. kaf ka. connect. m rror. M rror Checkpoi nt Connect or
e org. apache. kaf ka. connect. nirror. M rror Sour ceConnect or

e org. apache. kaf ka. connect. nmrror.M rrorHeart Beat Connect or
* org.apache. kaf ka. connect . fil e. Fi |l eStreanSour ceConnect or

e org. apache. kaf ka. connect . fil e. Fi | eStreansti nkConnect or

Note:

B Although both Fi | eSt r eanSour ceConnect or and Fi | eSt r eansi nkConnect or are shipped with
CSM Operator, neither connector isinstalled, and you cannot deploy them by default. To deploy instances
of these connectors, you must first install them as any other third-party connector. Cloudera also does not
recommend that you use these connectors in production.

Single Message Transforms (SMT) plugins (transformations and predicates) are deployed on top of Kafka Connect
connectors. They enable you to apply message transformations and filtering on a single message basis. CSM Operator
ships and supports all transformation and predicates plugins included in Apache Kafka. Additionally, CSM Operator
ships and supportsthe Conver t Fr onByt es and Convert ToByt es plugins, which are Cloudera specific
plugins.

Thefull list isasfollows.
Transfor mations

e« com cl ouder a. di m kaf ka. connect . transf or ns. Convert Fr onByt es
e« com cl ouder a. di m kaf ka. connect . transf orms. Convert ToByt es
* org.apache. kaf ka. connect . t ransf or ms. Cast

e org. apache. kaf ka. connect . transforns. DropHeader s

e org. apache. kaf ka. connect.transforns. ExtractFi el d

e org. apache. kaf ka. connect.transforns. Fil ter

e org. apache. kaf ka. connect.transforns. Fl atten

e org. apache. kaf ka. connect .t ransf or ns. Header Fr om

e org. apache. kaf ka. connect . transforns. Hoi st Fi el d

* org.apache. kaf ka. connect.transformns. I nsertFi el d

» org.apache. kaf ka. connect . transfornms. | nsert Header

e org. apache. kaf ka. connect . t ransf or ns. MaskFi el d

e org. apache. kaf ka. connect . t ransf or ms. RegexRout er

* org.apache. kaf ka. connect . transf or ns. Repl aceFi el d

* org.apache. kaf ka. connect . t ransf or ms. Set SchenaMet adat a

e org. apache. kaf ka. connect . transforns. Ti nest anpConvert er

e org. apache. kaf ka. connect . t ransf or ms. Ti nest anpRout er

* org.apache. kaf ka. connect . t ransf or nms. Val ueToKey

Predicates
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e org. apache. kaf ka. connect .t ransf orns. predi cat es. HasHeader Key
* org.apache. kaf ka. connect . transf or ms. predi cat es. Recor dl sTonbst one
» org.apache. kaf ka. connect . transf or ms. pr edi cat es. Topi cNanmeMat ches

Converters can be used to transform Kafka record keys and values between bytes and a specific format. In addition to
theJsonConvert er, there are converters for most often used primitive types as well.

Thefull list isasfollows.

e org. apache. kaf ka. connect . j son. JsonConverter

* org.apache. kaf ka. connect . converters. Byt eArrayConverter
e org. apache. kaf ka. connect. convert ers. Bool eanConvert er

e org. apache. kaf ka. connect . convert ers. Doubl eConverter

e org. apache. kaf ka. connect . converters. Fl oat Converter

e org. apache. kaf ka. connect . converters. | nt eger Converter

e org. apache. kaf ka. connect. converters. LongConvert er

e org. apache. kaf ka. connect. converters. Short Converter

e org. apache. kaf ka. connect . st orage. Stri ngConverter

Header converters can be used to transform Kafka record headers between bytes and a specific
format. CSM Operator and Kafka includes a single dedicated header converter, which isthe
or g. apache. kaf ka. connect . st or age. Si npl eHeader Converter.

The Si npl eHeader Convert er isthe default header converter and is adequate for the majority of use cases. In
case your headers are of a specific format, like JSON, you can use any other converter listed in the Converters on
page 8 section as a header converter aswell.

A replication policy defines the basic rules of how topics are replicated from source to target clusters when using
Kafka Connect-based replication to replicate Kafka data between Kafka clusters.

Thefull list isasfollows.

e org. apache. kaf ka. connect . nmrror. Def aul t Repl i cati onPolicy
e org. apache. kaf ka. connect. nirror. |l dentityReplicationPolicy

Installing Kafka Connect connector plugins
ConvertFromBytes

ConvertToBytes

Transformations | Kafka

Predicates | Kafka



https://docs.cloudera.com/csm-operator/1.1/kafka-connect-deploy-configure/topics/csm-op-connect-installing-connectors.html
https://docs.cloudera.com/csm-operator/1.1/kafka-connect-operations/topics/kafka-connect-smt-overview.html#concept_spg_dcf_qxb
https://docs.cloudera.com/csm-operator/1.1/kafka-connect-operations/topics/kafka-connect-smt-overview.html#unique_319864365
https://kafka.apache.org/37/documentation.html#connect_transforms
https://kafka.apache.org/37/documentation.html#connect_predicates
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