Cloudera Manager Health Tests

Date published:
Date modified:

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2024. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



| Contents | iii

Cloudera Manager Health TestS........cccovviiiie i 27
ACtiVe Datahase HEAITN TESES.......couiiiriieireeeriei et bbbttt b e b e 27
Active Datahase Audit PIPEliNG TES.......cociiiirieerie st s 27
ACtive Datahase File DESCITPIONS......ucirieirieeirieerie sttt ettt e 28
Active Database HOSt HEAITN. ..o e 29
ACtIVE DaLaDaSE PrOCESS SLALUS........eviuieetiieierieiesieiesie sttt bbbttt n b 29
Active Datahase SWap MemMOTY USAJE........coureireirieirieerierieese st enas 29
Active Database Swap Memory Usage RaE BELA..........cccooviireririiinceneeic et 30
Active Database UNeXPected EXItS..........coiiiiiirirrieenecsteen st 30
Active Key Trustee Server HEalth TESES.......oo it bbb 31
Active Key Trustee Server Audit PIPeling TESE.......coo it 31
Active Key Trustee Server File DESCITPIONS.......cic ittt 32
Active Key Trustee Server HOSt HEAITN.........ouoiiiee s 32
Active Key Trustee Server Log DireCtory Free SPaCE.........ccuveereirieirieieseesieseete st seere s 33
Active Key Trustee SErver ProCESS SEALUS..........civeerieirieeriiisieestese sttt seenas 34
Active Key Trustee Server SWap MemOry USBJE. ...t 34
Active Key Trustee Server Swap Memory Usage Rate BEa..........coccvverereinensenseseeeeee e 34
Active Key Trustee Server UNeXpected EXITS........coiiiirirrinieineeeneerieesee s 35
Activity Monitor - Unsupported Since 7.0.0 Health TESES.......cooeiieireeerese e 36
Activity Monitor - Unsupported Since 7.0.0 Activity Monitor Pipeling.........coccvveveneeircencnenecen, 36
Activity Monitor - Unsupported Since 7.0.0 Activity Tree Pipeline.......ccoceveveiennininnecece e 36
Activity Monitor - Unsupported Since 7.0.0 Audit Pipeling TeSt.......ccoeviirninsieeeeeesee e 37
Activity Monitor - Unsupported Since 7.0.0 Cloudera Manager DesCriptor AQe.......cooeevveeerererienennnn. 38
Activity Monitor - Unsupported Since 7.0.0 File DESCIPLOrS.......cocereerererenenesese st 38
Activity Monitor - Unsupported Since 7.0.0 Heap Dump Directory Free Space..........cccoveveeereneneene 39
Activity Monitor - Unsupported Since 7.0.0 Host Health..........coooiinininceceecee 40
Activity Monitor - Unsupported Since 7.0.0 Log Directory Free SPace.........oeoveveeneeneeeneeeneeieneas 40
Activity Monitor - Unsupported Since 7.0.0 Pause DUFELiON. .........coeereirieeneeneesee e 41
Activity Monitor - Unsupported Since 7.0.0 ProCess SEALUS..........coervrerieerieerieerieerieeseeesieeseeseens 41
Activity Monitor - Unsupported Since 7.0.0 Swap Memory USage..........cocevrenrenneneseneenee e 42
Activity Monitor - Unsupported Since 7.0.0 Swap Memory Usage Rate Beta...........ccvvevieccreenenenne 42
Activity Monitor - Unsupported Since 7.0.0 Unexpected EXItS........cocoovreieneineieneiesenese e 43
Activity Monitor - Unsupported Since 7.0.0 WeD Server SEatUS..........coveevenirinineneesieesees e 44

Alert PUDITSNEr HEAITN TESIS. ..ot ettt b e 44
Alert Publisher AUdit PIPEIiNG TESL.......ccoiiiiireiree ettt 44

Alert PUDITSNES FilE DESCITPIONS. . ccvieetereeiereeiesieie ettt sttt sttt b et st b et 45

Alert Publisher Heap Dump DireCtory Free SPaCe........cccoeirieirieiricirieisieesieeseesesie s seens 46

Alert PUDIiSher HOSt HEAITN. ...t e 46

Alert Publisher Log DireCtory FrE SPECE........ccoveiriiirieiriiirieesiese ettt 47

Alert PUDITSNEr ProCESS SELUS.......ccvereeeirieiirieeirieert sttt 47

Alert Publisher SWap MemMOPY USAJE.......coeiiiiriiiriiirieieieseeie ettt seens 48

Alert Publisher Swap Memory UsSage RaE BELA............ccuvuiiriiiriiniriieeeeicse e 48

Alert Publisher UNEXPECIEA EXITS.......coiveirieirieisiereseses ettt sttt sttt 49

ALIAS HEBITN TESIS. ...t b et b et b e st b e st b e st b e bbbt bbbt 49
ALES SEVEr HEBITN....c.eceie bbb 49

ALIAS SEIVEr HEAITN TESES.....ceiuiitiietecteet ettt bbb b bbbt neae e 50
AtlaS SErver Atlas SEIVEN CANAIY.......cccoeireierieeeeres ettt sttt st b et b et bttt st ne b e 50

Atlas Server AUdit PIPEIINE TS ..o 50

AIES SEIVEr File DESCIIPLOIS. ...viueetieetereeterieiesteest ettt bttt b et b et nbne 51



| Contents | iv

Atlas Server HOSE HEBITN.........oouiiicee s 52
Atlas Server Log DIreCtory Free SPaCE........c.coooiiriririiene ettt st sb s see s 52
AIAS SEIVEN PrOCESS SEALUS.......ueueivieertieeiissetistes ettt b e s e e 53
Atlas Server SWap MEmMOPNY USBE........oooriieeeieeeiireee ettt et e et sb b e b e 53
Atlas Server Swap Memory Usage Rate Beta........cccooi i 53
At1as Server UNEXPECIEA EXITS.........oiiiiiieriiieie ettt sttt et sbe e sae b e 54
Authentication Server HEaIth TESIS.... ..o e et 55
Authentication Server Audit PIPEIING TESE... ..o 55
Authentication SErVer File DESCITPIONS. ..c..i ittt sttt s e e e e se e naen 56
Authentication Server Heap Dump DireCtory Free SPaCe........cocvveverereenieniereeeeesese e 56
Authentication Server HOSt HEAITN...........coiiiiceeeee e 57
Authentication Server Log DireCtory Free SPaCe..........ccoirireriiiniiie et s 57
AULNeNtiCation SErVEr ProCESS STBLUS.........crverireerirreierieiirree sttt st r e r e ere e 58
Authentication Server SWap MemOrY USB0E........cooiirieriirieiereeieeeseee sttt st sne s 58
Authentication Server Swap Memory Usage Rate Beta..........coovieiiiiiiie e 59
Authentication Server UnNeXPected EXITS........coiiiiriiirieieeeeeerere et 59
Authentication Server Load Balancer Health TESES........cccoveiiiiiiiicereee e 60
Authentication Server Load Balancer Audit PIPEliNg TESt........coeieiiriinereeeeee e 60
Authentication Server Load Balancer File DESCIIPLOIS.........coeiuerierierieieeeieeeeiesiese et 61
Authentication Server Load Balancer HOst Health...........coooiiiiiiciiccccsescseeee e 61
Authentication Server Load Balancer Log Directory Free SPace..........oooeeereereierierienenene e 62
Authentication Server Load Balancer ProCESS SEALUS...........ccvvvierrirerrinierineereseieseeesseesseese s 62
Authentication Server Load Balancer Swap Memory USAJE........ccoerererierienieniesee e 63
Authentication Server Load Balancer Swap Memory Usage Rate Beta..........ccoceeeveviienencienenenene 63
Authentication Server Load Balancer Unexpected EXItS........cccoreririneninene e 64
Authentication SErvice HEAITN TESES.......cciiiiii e 65
Authentication Service Authentication Server Health...........ccoeiiiiirniieee e 65
Authentication Service Authentication Server Load Balancer Health............c.cccoviviiiincinccieene 65
AULNENLICALION SEIVICE CBNAIY ... ceeeieeieeeeeieeteee ettt sttt et e et s et sbesbesbesbesbeseese e be e e e et eneenes 66
Cloudera Management Service HEalth TESES.........coi i bbb e 66
Cloudera Management Service Activity Monitor - Unsupported Since 7.0.0 Health................cc.......... 66
Cloudera Management Service Alert Publisher Health.............coooiiiiiiiii e, 66
Cloudera Management Service Certificate EXPIration............coeviiirinenenieieseeeeeeeeesesese e 67
Cloudera Management Service Cloudera Manager Server Clock OffSet.......ocoovevereneienecieeeieeceee, 67
Cloudera Management Service Cloudera Manager Server Cluster Availability.........c.ccoovvininincnns 67
Cloudera Management Service Cloudera Manager Server Heap Size.........coooveeieneeceninnenenencs 68
Cloudera Management Service Cloudera Manager Server Pause DUration...........c.ccoeeereneeneeieneeneennens 68
Cloudera Management Service Command Storage Directory Free Space........cccooeveeeeeneneneneneseenn 69
Cloudera Management Service Embedded Database Free Space.........coooeeeveereirienienencnc e 70
Cloudera Management Service Event Server Health...........cooiiii e 70
Cloudera Management Service HOst Monitor Health.............ccooiiiiiiiinine e 70
Cloudera Management Service KDC Server Connection Health...........coocooieiininiieiiineceeee, 71
Cloudera Management Service LDAP Server Connection Health...........cccoooeinininncnnene e, 71
Cloudera Management Service Navigator Audit Server Health..........cccoooeiiiciiniineeee s 72
Cloudera Management Service Navigator Metadata Server Health..........ocoooiiiiieiiiciciecenceeee 73
Cloudera Management Service Reports Manager Health............oooioiiiiiiciiiieeee, 73
Cloudera Management Service Service Monitor Health.............ccocoiii e 73
Cloudera Management Service Telemetry Publisher Health............ccoooiiiiiiiiicii 74
Cruise Control HEAITN TESES.......c.iiiiieeiieees et 74
Cruise Control SErver HEBITN.........co.ciiiee e 74
Cruise Control SErver HEalth TESES........ccuiiiiiiiri et 75
Cruise Control Server Audit PIPeling TESE........ooi i s 75
Cruise Control Server File DESCIIPLOIS........oii ittt e e e s 76
Cruise Control Server HOSt HEAITN.........coviii e 76
Cruise Control Server Log DireCtory FIree SPaCe..........coureiiereereeiirieeniesere sttt 76

Cruise CONtrol SEIVErN PrOCESS SEAIUS........cuuiiiieieiitiee et setee st e s et e s st e s s e e e s sbe s s sasesssbaeesssbesssnseessarens 77



| Contents | v

Cruise Control Server SWap MemOry USAJE.........coererieieeieeeeerese sttt see s see e sesesessesresaesns 78
Cruise Control Server Swap Memory Usage Rate Beta..........covieiiiinini e 78
Cruise Control Server UNEXPECtEd EXITS........oociririiireie sttt s 79
DOCKER HEEITN TESES.....ccieieieirisieteeres ittt sttt b ettt s b bbb bt e e b 79
DOCKER DOCKEr REGISIIY CANAIY......cceeoeeeeuirierieiinieriestesie e et see e e e et sbesbe b sbesbeseesseseensesesneenesnes 79
DOCKER DocKer Server HEBITN. ..ot 79
Data Analytics Studio Eventprocessor HEalth TESES.......coiiiiiiiii e e 80
Data Analytics Studio Eventprocessor Audit Pipeling TESL.......ccccveiirire e 80
Data Analytics Studio Eventprocessor File DESCIiPLOIS........couiirereririere e 81
Data Analytics Studio Eventprocessor Host Health...........oooiiiiiiee e 81
Data Analytics Studio Eventprocessor Log Directory Free SPace........oceeeereienenevieneeneseeseeeeeeene 82
Data Analytics Studio EventproCessor ProCESS SEAUS........coeiuererierierierierereereeie s sesesese e sresee s seeseas 82
Data Analytics Studio Eventprocessor Swap Memory USQE........cccceevereiinenenieniese e 83
Data Analytics Studio Eventprocessor Swap Memory Usage Rate Beta..........cccoooevenenenenciecenccenns 83
Data Analytics Studio Eventprocessor UNeXPected EXItS........cocovereiririenenene e 84
Data Analytics Studio Webapp Server Health TESES.......oouo i 85
Data Analytics Studio Webapp Server Audit Pipeling TeSL.......cooviiiieneeeeeerere e 85
Data Analytics Studio Webapp Server File DESCIIPLOIS........ooveeeirirerenieriese et 86
Data Analytics Studio Webapp Server Host Health............ocoooiiiiiiiiiii e, 86
Data Analytics Studio Webapp Server Log Directory Free SPace........cccoeveeerererienenieneeneeseeeeeseenes 86
Data Analytics Studio Webapp Server ProCeSS SEALUS........cccoovririrerisienie s 87
Data Analytics Studio Webapp Server Swap Memory USAgE........ccoveveeirerenenirene s 88
Data Analytics Studio Webapp Server Swap Memory Usage Rate Beta...........cccooevivenninicicncnenne 88
Data Analytics Studio Webapp Server UneXpected EXItS........cocoriririneneninese e 89
Data Discovery Service Agent HEalth TESIS.......oii i e 89
Data Discovery Service Agent Audit PIpeling TES........ccoiriirienerere e 89
Data Discovery Service Agent File DESCIIPLOIS........couiiiirereiiiniese e e 90
Data Discovery Service Agent HOst HEalth...........oooiiiiiiie e 91
Data Discovery Service Agent Log Directory Free SPace.........cocoeeviverenerie e 91
Data Discovery Service AgQEnt PrOCESS SEALUS........coereririererierieriesieseeseeeeseeresessesessesresiesaesseseeseeseeneas 92
Data Discovery Service Agent SWap Memory USB0E.........ccoveririrerenienieiie e e e 92
Data Discovery Service Agent Swap Memory Usage Rate Beta...........ccooeveeeieieiiinenie e 93
Data Discovery Service Agent UneXpectet EXITS.......ooi et 93
DataNOUE HEAITN TESES.... .ottt bbbttt b bt ettt sn b 94
DataNode AUit PIPEIING TESL. ...ttt b e bbb e et ne e 94
DataNOAE BIOCK COUNL......c.civiiiiieitireetese ettt st sttt r e r s 95
DataNode Data DIirCLOIY SELUS.........ccerererterieriesteste e see e e e e e et s et bt saesaesbesbesee e e beseese e e e e e e eneesenaes 95
DataNode DataNode Data DireCtory Free SPACE........coererieieieeeeirere sttt e sbe s 96
DL =N [0l Tl B =S o ] o] (0] =TSSR 96
DataNOOE FrEE SPACE.......ccueiieiti ittt ettt sttt be et st b e b e st e e e b e e et ese e e e st ebesbesaesbesbeseesaens 97
DataNode Heap DUMP DireCtory Free SPACE........coceririreririirie e siesie et sie s sre st st sae e 97
DataNOde HOSE HEEITN.........cuiieiiic e 98
DataNode LOg DireCLOry FrEE SPACE......ccueruieeeeeeieriere ettt sttt re b e b b e e e s 98
DataNode NameNOde CONNECLIVITY........ccoceririririeinie sttt b e s s b e b s sae b seeseenean 99
DataNOJE PalSE DUIGLION........coveuiieeiiiiiiiteistee ettt sr e n e s nneaes 100
DataANOTE PrOCESS SEALUS........civeuerieereenistiestiiee ettt b ettt b e 100
DataNode SWap MeEMOIY USAQE.......ccocireririirieriestesiesieseeeeeeses e sse e saesbesbesbeseesbesbeseesenseneeneesessesnessens 101
DataNode Swap Memory Usage Rate Beta...........ccccovririririniiene e 101
DataNOde TranSCOIVES USAE........cueerererierierie sttt sttt sttt be st sae bt se e e be e e se e e e e e eneeaesaeene 102
DataNode UNEXPECIEA EXITS.......cceriiiiirieie ittt re bbb st s se e saesbesaesa 102
DataNOUE WED SEIVEN SEALUS.......ceiereeteieirisieiesesesiet ettt bbb sttt n et es 103
DOCKEr SErVEr HEAITN TESES... ..ottt 104
Docker Server Audit PIPEIING TESL.......oiiiieee ettt et 104
DOCKEr SErVEr File DESCIIPLOIS. ... .ceeeeuerieeieeteetesie ettt sttt e se et e e bbbt s besbesbese e besbese e e e nee e eneeneas 105
Docker Server Heap DUMP DireCtory Free SPACE.......ccocerirerireri et sre e s 105

(D010 (S RS S VL= Gl (015 B == L1 S 106



| Contents | vi

Docker Server Log DireCtory Free SPACE.........coceiiiirierierieieee ettt st s 106
DOCKEr SEIVEr PrOCESS SEALUS........civeuirreierteestieet ettt n s 107
Docker Server SWap MemMOrY USBOE........cuoerierierieiereeeeeieeee sttt st s see e sse e e se e sbe b b see b ses 107
Docker Server Swap Memory Usage Rate BEta...........ccoveiiiiriereiinene e 108
Docker Server UNEXPECIEA EXITS.......c.coirieieieeeeeent sttt b e s see e 108
ECS HEAIN TESES.....ceeeceiieceiiecert ettt bbb et et n et p et n e 109
ECS Control Plang HEAITN..........coviieiee s 109
ECS ECS AQENT HEBITN. ... e 109
ECS ECS SEVEr HEAITN. ... e 110
ECS Infrastructure Prometheus Health............ccooeiiiicec e 110
ECS KUDEIMELES HEAITN. ..o 110
ECS LONGNOIN HEBITN. ....c.eeiieie e ettt s 110
ECS VAUt HEBITN. ... et e 110
ECS AQENT HEAITN TESES ...ttt ettt st e ettt ae et st sbeebesbesbesbesbesean 111
Ecs Agent AUdit PIPEIING TESL......coiiiiriiieiereee ettt e st ae e b b e e 111
ECS AQENT FIlE DESCITPIONS. .. eitete ettt b ettt e bttt ese e e e st sbesbesaesbesbesaeseenean 112
Ecs Agent Heap DUMP DireCtory Free SPaCE........ccviruerierieieieereeeetesie st 112
ECS AQENt HOSE HEAITN.......oeieeee e e et see s 113
Ecs Agent LOg DireCtOry FIEE SPACE........coerieeeeeiriire ettt st sbe b e e e 113
ECS AQENT PrOCESS SEALUS......cotiieeeiiiiesiee ettt ettt st se e st e et sae e e b e e asesbesanesbe e s e ereenes 114
Ecs Agent SWap MeEmMOry USBJE........ccoiiiiiieieiieesie ettt sttt b e sae e s nee e e e 114
Ecs Agent Swap Memory Usage Rate BelaL.........ccoov i 114
EcS Agent UNEXPECLEA EXITS.......coiiiiiie ettt 115
ECS SEIVEr HEBAITN TOSIS. ..ttt b e bt bt bbb e et et e se e e e e e e e e ebesnesaeebens 116
Ecs Server Audit PIPEliNg TESL.......coi ittt bbb e 116
ECS SErVEr FilE DESCIIPLONS. .....eiuiiuiiteeteite sttt sttt ettt sttt be bbbt eseese e e e e e e et eneeaeeaeebennas 117
Ecs Server Heap DUMpP DiIreCtory Free SPacCe.........coiiererieieieeeeee et 117
ECS Server HOSt HEAITN. ..o 118
Ecs Server Log DIireCtory FreE SPACE.......cccieieiererieieiere sttt sttt s sbe st b et b e 118
ECS SEIVEr PrOCESS SBLUS.........coviiiiiiiiriiie sttt s r e 119
ECs Server SWap MEmMOry USBQE........c.ooouiiieiiiieii ettt sttt sae e s sne e sae e sae e saean 119
Ecs Server Swap Memory Usage Rate Beta...........ooccoiiieiiiiie e e s 119
ECS Server UNEXPECLEd EXITS.......ccooiiiiiiiiiere ettt e st 120
EVENt SErVEr HEEITN TESES..... ..ottt ettt e b e s b b seesbe b seenean 121
Event Server AUdit PIPEliNG TESL........ciiiiieieieeee ettt st b e e b b sen 121
Event Server Cloudera Manager DESCIIPIOr AQE......courerirererie et st seeste e see s e sbe e e 122
Event Server Event Server Index DireCtory Free SPaCe........cocoeveiiirene s 122
EVENt Server EVENE SIOTE SIZE........coiiiieeireetree ettt 123
EVENt SErVEr FIlE DESCITPIOIS....ccuciiiieitesierie sttt sttt b e bbbt be et e e se e e e se e s ebesaeene 123
EVENt SEIVEr GC DUIGLION. ... .cueeieiieeiiieeiestet sttt sttt 124
Event Server Heap Dump DireCtory Free SPaCe.........coceriririreri et 124
Event Server HOSt HEAITN. ..o 125
Event Server Log DireCtory FIrEE SPACE........cciieierieiee ettt sttt s 125
EVeNt SErver ProCESS STALUS..........ccociiiiiiie et 126
Event Server SWap MemOry USAQE..... ..ottt e st e e sae e s besbe e b saeeneens 126
Event Server Swap Memory Usage Rate Beta............cocuiiieiiiiinieeee e 127
Event Server UNeXPECEA EXITS.......coiiiiiiiieie ettt s 127
EveNnt SErver WED SEIVEr SELUS........ccoererieieeterie sttt sae bbb st e e e e e e eneas 128
Event Server WILE PIPEIINE. .. ..ottt e e et 129
Failover Controller HEaIth TESIS......cccoiiiieiecese e 129
Failover Controller Audit PIPEIING TESE......couiiieieeeeee e et 129
Failover Controller File DESCIIPLOIS.......cccoureiiiirierie ittt sb et be e e b e ne e e ne s 130
Failover Controller Heap Dump DireCtory Free SPaCe.........coerereriereerieniereeeeieeeee s 131
Failover Controller HOSt HEAITN. .........c..ciiiieeee e 131
Failover Controller Log DireCtory Free SPACE........ccuiiiiiireriirienie et 132

Failover CONtrollEr PrOCESS SEALUS..........cveeiieeiieiteieeetieeeieee s eee s s tte s sete s sae e s s sbeesseseesssabeesssbenssnsessasenas 132



| Contents | vii

Failover Controller SWap MemOry USAQE..........coeerieiieirireeieniesie sttt s sresnas 133
Failover Controller Swap Memory Usage Rate BEta..........cc.cceoereririiineie e 133
Failover Controller UNEXPECLEd EXITS.......c.ooroiriririieiiesie sttt sae e sbe s e 134
Flink Dashboard HEalth TESES........cciciieiireiiree ettt e 134
Flink Dashboard Audit PIPEliNG TESL.......cciiiiiiiee et b 134
Flink Dashboard File DESCIPIONS. ......coueeeereeeeieriese ettt sttt be st sae b st e bt e e e e e 135
Flink Dashboard HOSt HEBITN............cciiiiieieee e 136
Flink Dashboard Log DireCtory Free SPaCE.........coeririerierieieieeeeeieste sttt 136
Flink Dashboard PrOCESS SEALUS..........cieuerreirreirieenresese sttt sr et seen s er e s ereneene e 137
Flink Dashboard Swap MemOry USBJE.........ccciriririieneie sttt sae e e 137
Flink Dashboard Swap Memory Usage Rate Beta..........ccccoeririiiiinene e 138
Flink Dashboard UNeXPected EXItS.........coi ittt e 138
FIUME HEAITN TESES.... it b bbb bt b s b et e et 139
FIUME AQENT HEAITN. ...t ettt a e b e st b e 139
FIUME AQENT HEAITN TESES. ...ttt bbb sttt se e e e et ebeeaeeaesbesbesaesae s 140
Flume Agent Audit PiPeling TESL.. ..ottt s 140
FIUME AQENt FilE DESCIIPLONS......citiiuiitieieiie sttt sttt sttt besb e bbb b e e e e e e e e e e ene 140
Flume Agent Heap DUMpP DiIreCtory Free SPACE.........cceiririririre st s 141
Flume Agent HOSt HEBITN.........co.o it 142
Flume Agent Log DIreCtory Free SPaCE..........coroeirireriiiene st sre e s s see s 142
FIUME AQENE PrOCESS SEBLUS......ccuerterueieirtesiesteriesie e s ee e e sae st st sbesbesbesbesbe b seese b e se e e ene e e e e eneenenaeene 143
Flume Agent SWap MEmMOTY USBOE........coiriieieeieireeiest ettt sbe e s sne s 143
Flume Agent Swap Memory Usage Rate Beta...........cocoiiiiiiiiiie e 143
Flume Agent UNEXPECLEd EXITS.........coiiiiiriirieieereesie ettt st e nnas 144
Flume Agent WED SErVEr SEAIUS........coeiiiiiiie ettt e sb e b s se e 145
Garbage ColleCtor HEAITN TESES.......cuieieirie ettt b ettt s b e e se et e et n e 145
Garbage Collector Audit PIPEIING TESL......ccuiiereeeeee ettt s 145
Garbage Collector File DESCIIPLOIS........cociiiirerieieesierie ettt st se et se e e e saesbesaeeae 146
Garbage Collector HOst HEalth..............ooiiiii e e 147
Garbage Collector Log DireCtory Free SPACE........ccceiirireririirierie e s sbe e s see e e 147
Garbage CollECtOr PrOCESS SEAIUS........coiruerueririirierieseertesiesee e ee e e eie s saesbesbe e sbesbesee e ese e e e e e eneenes 148
Garbage Collector SWap MemOry USAQE..........coereerieieieieeieieeese sttt sse e e e e e e sse e 148
Garbage Collector Swap Memory Usage Rate BEta..........ccooeeeerierienirene et 148
Garbage Collector UneXPeCter EXITS........cooiiireriiirierie ettt e e eneas 149
HBESE HEBITN TSt et b ettt b b b e e nn s 150
HBESE MBSEr HEAITN........oveiieee s 150
HBase RegionServer HEalth...... ... e 151
HBase REST Server HEaIth TESES.......ccviiiieiieeetereee ettt 151
HBase REST Server Audit PIPeling TESL.. ..o 151
HBase REST Server File DESCIPIONS......coeierieiirieriesiesie st sbe bbb e e e 152
HBase REST Server Heap Dump Directory Free SPaCe.........ccoviirerieriereeieieeeeeserie s 153
HBase REST Server HOSt HEAITN.........c.ooeiicice s 153
HBase REST Server Log DIreCtory Free SPacCe...... oo e ene 154
HBase REST SErver ProCESS SHELUS..........cccoiiiiriieie et 154
HBase REST Server SWap MemOory USBE........ccoiiriiiiirienieeieeeesie ettt sr s sne s 155
HBase REST Server Swap Memory Usage Rate Beta...........ccocoieriinieiiniccecee e 155
HBase REST Server UNeXpected EXItS...... .ottt 156
HBase Thrift Server HEalth TESIS.......coiiiiceee e 157
HBase Thrift Server Audit PIpeling TESL.......ooo i 157
HBase Thrift SErver File DESCIIPLOS. .. ..couiiiiereerieie ettt st s se et e e ne e sbe e 157
HBase Thrift Server Heap Dump Directory Free SPaCe.........cceoeeeeeerirereneresesiesie e 158
HBase Thrift Server HOSt HEAITN...........coiic e 159
HBase Thrift Server Log DireCtory Free SPaACE........ccccveiiiirire et 159
HBase Thrift SErVEr ProCESS SHALUS..........ceireerreirreristeneete st sttt er s r e s en s eneseene 160
HBase Thrift Server SWap MemOry USAQE.........ooiierieriirieie et sttt see e ee e eneas 160

HBase Thrift Server Swap Memory Usage Rate BEta...........ccoerererinineienesenie e 160



| Contents | viii

HBase Thrift Server UNeXpected EXItS........cooi it 161
HDFS HEAITN TESES.....e ittt b bbb b s b e sttt 162
HDFS CBNAY ...ttt sttt b e e b e e b e e b e e b s e st b et e b et e b e e e b e ne b e neebeneebennene e 162
HDFS COITUPE BIOCKS. ...ttt sttt ettt b s bbb sbe e e nas 162
HDFS DataNOCE HEAITN........ccvieiriiciecie e 163
HDFS Erasure Coding Policy Verification TESL........ccooiiiiiiiere e 163
HDFS Failover Controllers HEalth............cooiiiiiieeee e 164
HDFS FrEE SPACE. ... ittt b e a e bt et e s bt e e she e e e sae e e e she e beseeebesaeebennnenes 164
HDFS MiSSING BIOCKS.......couiiitiietiieiee ettt 165
HDFS NameNOAE HEAITN.........ccoiieiiceee s 165
HDFS Under-Replicated BIOCKS.........couiiiieeeeeeeeenere et 166
HIStOry Server HEaIth TESES.... ...t bbb et eb e bbb e 167
History Server AUdit PIPEliNg TESE........cciiiiiiieieieeeee ettt st sae b 167
HiStOrY Server File DESCIIIOIS.....o.oiuiiierieiiietesie ettt sttt st sbe b bbb e 168
History Server HOSt HEAITN..........ooe e e e 168
History Server Log DireCtOry FIrEE SPACE........coeieirireeenierie ettt b e 169
HISIOrY SErVEr PrOCESS SEALUS.......cooiirtirieriiieisie ettt st sttt e e nesne e sae s 169
History Server SWap MemOry USAQE......co.ooeiieririeieeereeeeesieeestesie sttt see st sae e e e e e ssessesaesneseas 170
History Server Swap Memory Usage Rate BELa..........cccoeiiviiiniinie e 170
History Server UNEXPECted EXILS........ooii ittt 171
HIVE HEAITN TOSES ...ttt bbb et e et h et R et b e e b ne b neeb e nn b e nnenennas 171
Hive Compaction System Health Check.............ccooiiiiiiiiiee e 171
Hive Metastore Server HEaItN. ..o e 176
Hive WeDHCat Server HEAITN. ..o 177
HIVESEIVEI2 HEAITN......ccvieieeece b 177
Hive EXECULION HEAIT TESIS.........iiiiiiitietee e 178
Hive Execution HIiveServer2 Health...........ooiiiiiicc s 178
HIVE LLAP HEBITN TESIS......i ittt b e st nn e 178
Hive LLAP HIVESEVEr2 HEITN. ..ot 178
Hive LLAP LLAP ProxXy Health.........oooiiieice e 179
Hive Metastore Server Health TESIS........ooiiiiieee e 179
Hive Metastore Server Audit PIPEliNG TeSE.... .o e 179
Hive Metastore Server File DESCIIPLOIS. ... .iiiierereeieee ettt sttt e s se e e 180
Hive Metastore Server Heap Dump Directory Free SPace.........cocoeverinenenieneenenie e 181
Hive Metastore Server Hive Metastore Canary.........ccceeeererereienesie e se e saesee e e 181
Hive Metastore Server HOSt HEaITh..........cooviiiiieeeee e 182
Hive Metastore Server Log DireCtory Free SPACE........cocirrierireri et 182
Hive Metastore Server PausSe DUIELION.........c.cvireirieiriiirieesiee et 183
Hive MEtastore Server PrOCESS SEAIUS.........cocirreerieerieeiriessee st sees e ss e nens 183
Hive Metastore Server SWap MemOry USAQE.......ccooeirereririerie et seees e sae s saesreseeseens 184
Hive Metastore Server Swap Memory Usage Rate Beta...........cooeviieieiiiicieneeeereeesee e 184
Hive Metastore Server UNeXPeCcted EXItS.........cooi ettt s 185
HIVE ON TEZ HEAITN TESES.....cectiieceiiecierie ettt b et 186
Hive on Tez Compaction System Health ChecK...........cccoiiiiiniieiiceee e 186
Hive on Tez HIVESEIVEr2 HEAITN........cc.ciieic e 188
HIVESEIVEr2 HEAITN TESES.....cuiiitieiteect ettt bt r et r e n e ere e 188
HiveServer2 Audit Pipeling TESL.......coiie e 188
HIVESEIVEr2 File DESCIIPLOIS. ..c.veviitisteite sttt sttt ettt st e st st seese et et e e e e se e et enesaesaesrennas 189
HiveServer2 Heap Dump DireCtory Free SPaCe.........cocoeiiiiiiiine e 190
HiveServer2 Hive Downloaded Resources Directory Free SPace.........ocooevevereniereeieeesienesesenesens 190
HiveServer2 Hive Local Scratch DireCtory Free SPace.........ccooeieierierieieeneeeeeeeeesese e 191
HIVESEIVEr2 HOSt HEBITN. ... e 192
HiveServer2 Log DireCtory FreE SPaCE..........ccuriererieieeeieierese sttt sttt s sbe b sne 192
HIVESEIVEr2 PaUSE DUIBLION. ......cueeeiirieeirieiireei sttt 193
HIVESEIVEr2 PrOCESS SEAIUS.......cuevevieeeereeeirteiisteisi ettt ettt n et r et b 193

HiveServer2 SWap MEmMOY USBOE........cooieiiiieieieeieieeee ettt st st sae bbbt sbe e 194



| Contents | ix

HiveServer2 Swap Memory Usage Rate Beta..........ccooeiiiiiiiieee e 194
HIVEServer2 UNEXPECLEd EXITS........oiiiiriiirieieeeee ettt et b e s st nnn 195
HOSE HEBITN TESES.....eeectiect bbbt b et b e n et n e 195
HOSt AQENt LOQG DIFECIONY .. .ccueiuiiiiiterie ettt sttt sttt b et sbe s b e s be e sbesbenen 195
HOSt AQENt ParCel DIFECLOMY........ciuiiuirieie ettt sttt et be b bbb e e b s 196
HOSt AQENt PrOCESS DIFECIOMY ... .cviieieiierieeeie ettt sttt st se e e e e e ae et seebesbesaesbesbeseeseeneas 197
HOSE AQENT SEALUS. ..ottt et a et s ae e se e s ae e s b e s ae e b e e s e et e ensesb e e e e saeeeeeas 197
(ol O g (] Lo (Sl o o 1 = 1 o o SRR 198
HOSE ClIOCK OFfSEL......cvieitieeiie ettt et r et 198
HOSE DINS RESOIULION. ...ttt sttt bbbt b bbb 199
L [0S = 010 VST UR PR 199
HOSE Fram@ EITOIS.......ooiiiiicict e e e 200
HoSt NetWOrk INterface SPEEH........c.ooi i e 201
L [01s S V1= o] 11 o USSR 202
HOSt MONITOr HEAITN TESES.......eviictiecti ettt et r e 202
Host Monitor Audit PIPEIING TESL......couiiiiiieeese e e e 202
Host Monitor Cloudera Manager DESCIiPLOr AQE.....c.cooueererierirererie st 203
Host Monitor Cloudera Manager Metric SChema Age..... ..o 204
HOSt MONItOr Fil@ DESCIIPLOIS......c.ceuirtirieeteeterie sttt sttt ettt be st sb e b e bbb e e et e aeeneenas 204
Host Monitor Heap DUmMp DireCtory Free SPACE........coiiererieieeieeeieiere et 205
HOSt MONItOr HOSE HEAITN. ... 205
Host Monitor Host Monitor Storage Directory Free SPaCe.........cocevevererierieniesie e 206
HOSt MONItOr HOSE PIPEIINE. ...t e 206
Host Monitor Log DireCtory Free SPECE.........coeiiierieieeieieeee ettt sre s 207
Host Monitor Metrics Aggregation RUN DUration TESE........ccocveirerienirenesese e 207
HOSt MONItOr PAUSE DUIELION........ccvieitiertie ettt 208
HOSt MONITOr PrOCESS SEALUS........cveuerreieireisteeet ettt sttt b e er e e eb s enesnenenrene s 209
Host Monitor SWap MemMOrY USBOE.........coeiiiiriiierieieeee ettt sae bbb se e e sneenas 209
Host Monitor Swap Memory Usage Rate BEta...........cccovriririniiiiinene e 209
Host MONitor UNEXPECIE EXITS......c.eoiiieiriirenie ettt sttt sb et e e 210
HOSt MONItOr WED SEIVEr SEBIUS.......c.eiveririeeeireierieentee sttt ere e 211
HEPFS HEAITN TESES......viectiet ettt b e 211
HEPFS AUdit PIPEIING TESL. ...t b e e e 211
HEEPFS FilE DESCIPLONS. ... .eeueeeieieeeeteet ettt ettt b et be bt bbbt eseese e b e s e e e e e e et eneenennas 212
HttpFS Heap DUMP DireCtory FIree SPACE.......ccciiiiiire ettt st 213
HEPFS HOSE HEAITN. ... 213
HEtPFS LOg DIreCtOry FIEE SPACE.......iieieieieeeeeieier ettt sttt sb e s b b e e 214
HIEEPFS PrOCESS SEALUS........eeeieteeeieieeite ettt sttt st sbe st eae e saesae e sae et e saeebesaeebesbeebesreenbenneenneeans 214
HEPFS SWaR MEMOIY USBOE. ... .coeiieiieiiieie ettt ettt ettt st se ettt b e sas e b e e s e sbeenesneeeas 215
HttpFS Swap Memory Usage Rate BelaL. ..o 215
HEPFS UNEXPECLEA EXITS..... oottt e et 216
HUB HEAITN TESES.....eceiece ettt et b e st b e b e bt et et r et r et n e nn s 216
Hue Kerberos Ticket Renewer HEaItN............ooo i 216
Hue Load Balancer HEaIth..........c.oociic s 217
HUB SrVEr HEAITN. ..ot 218
HUE SErVEr HEEITN TESES.... .ttt b e bbb b e e et e e e et e e et neenennas 218
Hue Server AUdit PIPEliNG TESL........coiiiiiiie ettt sbeenas 218
HUE SEIVEr FIlE DESCITPIONS. . et iuiiteiteitestesie ettt ettt sbe b e et e e e e et aeeneebe s bt sbesbesbeseens 219
Hue Server Heap Dump DireCtory Free SPaCe..........cocoeeiririenine ettt 219
HUE Server HOSE HEAITN........ccviciecce s 220
Hue Server Log DireCtOry FIEE SPACE........ciirireriereeieee ettt sttt et et 220
HUE SEIVEr ProCESS STALUS.........ciuiiriiieieiieie et 221
Hue Server SWap MemOry USAJE........coeoiiiieieiieiieeeeteeee ettt e s e sae e b s ae b snee b sae e 222
Hue Server Swap Memory Usage Rate Beta...........ooeiiiiiiiiiiieceee e 222
Hue Server UNEXPECEA EXITS.......coiiiiiiiii ettt st et be e sn 223

HUE SEIVEr WED SEIVEN SLALUS.......ooiiieeie ittt ettt e e te s st e e e s bt e s sesae e s sabaesssbaessseesssabeessbenssnns 223



| Contents | x

IMPAIA HEBITN TESES......ei et b et b e b b e e et e et et e e e aeebeebe s bt sbesbeseeseentan 224
Impala Catalog Server HEAITN...... ..ot e 224
Impala DaemOon HEaITN. ..o e e 224
Impala Llama ApplicationMaster HEalth...........ccoiiii e 225
IMpala StALESLOre HEAITN. ..o et b e sbe e 225

Impala Catalog Server HEalth TESES.... ..ottt s 226
Impala Catalog Server Audit PIPEIiNG TESL.......coi i 226
Impala Catal0g Server File DESCIPIONS. .....iivireiereeieie ettt sttt st e sae b sne 227
Impala Catalog Server Heap DUmMp Directory Free SPACE.........cccerererierieriesiesiesie e 227
Impala Catalog Server HOSt HEAITN..........ooiiee e 228
Impala Catalog Server Log DireCtory Free SPace.........cocooeveiirinieie e e 228
Impala Catal0g Server PrOCESS SEALUS..........ciiriiriereereeeeee ettt sttt s sae b b sna 229
Impala Catalog Server RESIHENT SEt SIZE.......ccuoiieeeeeeeee et 229
Impala Catalog Server StateStore CONNECHIVITY......cc.cveeeirirereerere st 230
Impala Catalog Server Swap MemOory USB0E........cooeiiiiiiiirieee et e 231
Impala Catalog Server Swap Memory Usage Rate BEta..........cocoverererienicieieeeeeeese e 231
Impala Catalog Server UneXpected EXItS.........ooii i 232
Impala Catalog Server Web SErVEr SEAIUS.........cccooeriririreitisie e sae st sae e b sens 232

Impala DaemMON HEAITN TESES......c.oiiiiieiteie ettt et st e et e b sbesbesae e 233
Impala Daemon AuUdit PIPEIING TESE... ..ot 233
IMpala DaemMON FIlE DESCITPIONS. . ...iitite ettt sttt sttt et s e et eaesae st sbesbe e seeeas 234
Impala Daemon Heap Dump Directory Free SPace.........cocooevereieriereeeeeeeeeierese e e 234
Impala Daemon HOSt HEAITN..........ooui e e 235
Impala Daemon Impala Concurrent Client CONNECLIONS.........ccccouririrerenese e 236
Impala Daemon Impala Daemon Ready ChecK............ccooiiiiiiiiiiien e 236
Impala Daemon Impala Daemon Scratch Directories Free Space.........cccooeveveverenienenene e 237
Impala Daemon Log DireCtory FIree SPACE.........ccoiieieriirieiereeeeirese sttt sttt eaeas 237
Impala DaemON PaUSE DUFELION..........cc.iiieieieie ettt et se e et ebe bbb sbe e 238
IMpala DaeMmMON ProCESS SEALUS..........eiuiruerieieerieie ettt b e bbb e st e e se e e e eneeaenae e 239
Impala Daemon Query Monitoring Status ChecK............cciiiiiiiiiin e 239
Impala Daemon RESIAENT SEL SIZE.......coi ittt sbe s 240
Impala Daemon StateStore CONNECLIVITY........ccooiiirireiere e e 241
Impala Daemon SWap MemMOrY USBJE.......cccouririririrenie sttt st st be b see st e seeneas 242
Impala Daemon Swap Memory Usage Rate Beta.........ccooeiiiiiiiiii e 242
Impala Daemon UNEXPECEA EXITS.........oiiiiieieee et 243
Impala DaemOon WED SEIVEr SEAEUS.........couerueiereeieieire sttt be bbb e e e s 243

Impala Llama ApplicationMaster HEalth TESES........coiiiiiiiie e 244
Impala Llama ApplicationMaster Audit PIPEliNg TESL........cccoviiiiiiirere e 244
Impala Llama ApplicationMaster File DESCIIPLOIS........ccurirerirerere s 245
Impala Llama ApplicationMaster Heap Dump Directory Free SPace.........ccocevevenerieneesieneeneeenenee 245
Impala Llama ApplicationMaster Host Health............cooiiiie e 246
Impala Llama ApplicationMaster Log Directory Free SPace..........cccooeerereeenenesiesiese e 247
Impala Llama ApplicationMaster ProCESS SEAIUS.........ccceereririrerieriesiesie s sre e see s 247
Impala Llama ApplicationMaster Swap Memory USAQE........cooererirerierienienieneereeesesessesiese e 248
Impala Llama ApplicationMaster Swap Memory Usage Rate Beta..........cocoeeveveeieeeeieniencncne e 248
Impala Llama ApplicationMaster Unexpected EXItS..........ccoeriririiiniene e 249

IMpala StateStore HEAITN TESES. ..o ettt b e bbb e e e 249
Impala StateStore Audit PIPEliNG TES......coi i e e 249
Impala StateStore File DESCIIPLOIS.........coveerereeteriere sttt sttt b et sae b b se e b e b e e e e e e ne e ene 250
Impala StateStore Heap DUMpP DireCtory Free SPACE........ccveveererereeiere et 251
Impala StateStore HOst HEaITh. ..o e 251
Impala StateStore Log DIreCtory Free SPACE.........coe ettt 252
IMpala StALESLOre PrOCESS SEALUS.........eivereeieeeieeeieeiere ettt st st see et e se e e e e e aeebesbesaesbesbeseeseeneas 252
Impala StateStore RESIAENt SEE SIZE.... ..o st seen 253
Impala StateStore SWap MEmMOrY USBQE........ccoiriiiiiiiienie et sb e see e es 253

Impala StateStore Swap Memory Usage Rate Beta............cooeiiiiiiiiniinesieseeeee e 254



| Contents | xi

Impala StateStore UNEXPECLEA EXItS.........coeieirieieirieiiniert sttt st s sae e 254
Impala StateStore WED SErver SAUS........coeeeeeeeeeeeeene et 255
JODHISIOrY Server HEAITh TESES......c..oucuiieieiee sttt ettt 256
JobHistory Server Audit PIPEIING TESE......coi it 256
JODHIStOry Server File DESCIIPLOIS......c..ooueeeeeuieeeieeterie sttt be st ae bbb e b seeseenean 257
JODHIStOrY SErVEr GC DUIBLION......coueitiiteieieeeiee ettt ettt e b e e e e e e e s erenae e 257
JobHistory Server Heap DUmMp DireCtory Free SPACE........cccerirerereri st 258
JobHistory Server HOst HEAITN. ........cuoiee et 258
JobHistory Server Log DireCtory Free SPaCE........cocouiierieieireee sttt 259
JODHISLOrY SEIVEr PrOCESS SEAIUS......c.ceuerueruireirteriertiste st st see e se e eaesbe b b be b see b e besee e e e e e e e eneas 259
JobHistory Server SWap MemOry USAQE.......ccooerueieireeiirere ettt sttt se e sre b e e sae s 260
JobHistory Server Swap Memory Usage Rate BEta............cooeviiiiiiniinie e 260
JobHistory Server UNEXPECLEd EXITS.........coirieiereiieieieeeceiene sttt st sae s 261
JODHIStOry Server WED SErver SEALUS........oocoiiirieeeierere sttt s s 261
JODTTACKEr HEAITN TESES......eiiieiect ettt 262
JobTracker Audit PIPEliNg TESL.. ..o e b 262
JODTIACKEr Fil@ DESCIIPLOIS. ...ttt ettt sttt s ae b bbb e b e e b e e e e e e ne e e enennens 263
JODTTACKEr GC DUFBLION.....cvieeteeetiieetiiteie ettt b e bbbt et r et r et r e b e ereseer e neereneene e 264
JobTracker Heap DUmMpP DireCtory Free SPaCe.........cocceiiiiiiniie et 264
JOBTracker HOSt HEBITN..........ciicc s 265
JobTracker Log DireCtory Free SPaCE........ccoeruerieirereeieetere sttt s 265
JODTTACKEr PrOCESS SEALUS......ccveeereeeteeet sttt sttt r et 266
JobTracker SWap MemMOrY USBE........ccuoiiieieireeieeterese sttt sttt b e s sb e b s se s 266
JobTracker Swap Memory Usage Rate Beta..........coieiiiieieeeeeee s 267
JODTracker UNEXPECIEA EXITS.........ciiiiiieieieieeeeeeeter sttt sb e s st sae e ean 267
JODTracker WED SEIVEr SEBLUS........ccovevereeeireeie ettt 268
JoUrNAINOOE HEBITN TESES......cveiiieiti bbb r e 269
JournalNode AUdit PIPEliNE TESL........ciiieieieiieeree ettt et sae bbb b e 269
JOUrNaINOOE Fil@ DESCITPIONS. ......eiteiuiitiitesie sttt ettt b et s b e bbbt be e et e e e e e eneene e 270
JOUrNEINOOE FSYNC LBIENCY .....c.eiuiiiirieitiiteiie sttt st sttt st e e e aesnesneene 270
JOUNAINOOE GC DUIBLION. ...c.veueivieetireetireeiereeie sttt se e sn e s b e e 270
JournalNode Heap Dump DireCtory FIrEe SPACE........cceiririrereri et 271
JournalNOdE HOSt HEAITN........ccouieiice e e 272
JournalNode JournalNode Edits DireCtory Free SPaCe.........cocevereereerierieenirenesiese et 272
JournalNode Log DireCtOry FrEE SPACE........ciuiiiriireriereeeeee ettt s sae e 273
JOUrNAINOOE PrOCESS SEALUS.......c.veuereierreierteestese st sttt sttt bttt b e 273
JournalNode SWap MEMOIY USAQE......cceiiriirierieierie ettt st e st ee e e e e e esesneeaesbeneas 274
JournalNode Swap Memory Usage Rate BELa...........cooeieriiieiieieeeeeeeene st 274
JOUrNBINOOE SYNC SEBLUS.......cueeueeuerierieete sttt ettt be bt se e b b e b e e e e e et e e s e enesbesaesaea 275
JournalNode UNEXPECLEA EXITS.......cciiiiiiiiieie ettt e e see e 275
JoUrNAINOOE WED SEIVEr SEALUS........coeeireietereerereet sttt r s bbb sn e snene 276
KBfKA HEBITN TESES. ...ttt ettt st bbbt e bbbt st bbbt bbbt e bt 277
Kafka BroKer HEAITN. .........ocooieic e 277
Kafka CONNECE HEBITN.........couieiicc e 277
Kafka BroKer HEBIT TESIS.........ciieiieieest st 278
Kafka Broker AUdit PIPEIING TESE........cieieieieieeeeiecree sttt st e 278
Kafka BroKer Fil@ DESCITPIOIS. ..c.eiuiriertististesie ettt sbe bbb e et e e e e e e e e e enesnesaesreseas 279
Kafka BroKer HOSt HEAITN..........coueiiiiiieee s 279
Kafka Broker Lagging REPICES TESL.......oiiiiieieiieiereeeeieeee ettt sttt st sb e s e 280
Kafka Broker Log DireCtOry FIEE SPACE.......ccccciriiiriirierie ettt sttt s 280
Kafka Broker Network Processor CapaCity TESE.......coiieiiriireriereeeeee et 280
Kafka Broker Offling DIrECLOrY TESL........cooiciriiiiirienie sttt st b et e e eneas 280
Kafka Broker Offling Partitions TESE.........c.coureiriiiriiieeiees et 280
Kafka BroKEr PrOCESS SEBLUS.......c..cueiueuerrieriiisiiietiste ettt ettt bbb 280
Kafka Broker Request Handler Capacity TESE........coeierierierieieeeeeierese ettt et 281

Kafka Broker SWap MemOry USBOE.......cccoueeriririie ettt eae e s b b e st e e e e 281



| Contents | xii

Kafka Broker Swap Memory Usage Rate Beta..........c.ooeiiiiiiiieeciee e 281
Kafka Broker UNEXPECEA EXITS.......coi ittt st snn 282
Kafka CONNECE HEAITN TESES.... vttt ettt 283
Kafka Connect Audit PIPEIiNG TESL.......coiiiiiiiie ettt et eae s 283
Kafka CONNECE Fil@ DESCITPLONS. . ... eeueeieeuerterterie sttt sttt be st ae bt se e e et e e e e e et enenae e 284
Kafka ConNect HOSt HEBITN..........coiiice e 284
Kafka Connect Log DireCtory Free SPACE..........coiruerierieieieeeeeiere ettt sae s 284
Kafka CONNECE PIOCESS SEALUS........vecveveeerereerereereseese sttt st srese st sr e re e b se b e s e sn e sr e nne e sneens 285
Kafka Connect SWap MemOrY USBOE........couiiiirierieiiiriese ettt st e s e e e 286
Kafka Connect Swap Memory Usage Rate Beta.........ccoviiieriiiniiee s 286
Kafka Connect UNEXPECLEA EXITS.......cocoiiiriiieiiiierises ettt et 287
Kafka MirrorMaker HEBITN TESES......c.oivciirieiieeescetees sttt r s nrene 287
Kafka MirrorMaker Audit PIPEling TESL........coi it 287
Kafka MirrorMaker File DESCIIPLOIS........ciiiuirieriereeeeeeee ettt sttt st sbe e sn s 288
Kafka MirrorMaker HOSt HEBITN..........c.ooveiiiiicece e 289
Kafka MirrorMaker Log DireCtory Free SPACE........couierererierieieeeeinere sttt 289
Kafka MirrOrMaKer PrOCESS SEAIUS.......c.coveueruerireeeirieeeitiessee st sses s s s snese s snens 290
Kafka MirrorMaker SWap MemOry USAQE........ccooueeerirereniesiesie ettt s sae e sne e 290
Kafka MirrorMaker Swap Memory Usage Rate BEta...........cccceeeriiininie e 290
Kafka MirrorMaker UneXPected EXITS........o ettt s s s 291
Kerberos Ticket ReNEWEr HEaITN TESES.......couviiiiicier e e 292
Kerberos Ticket Renewer Audit PIPEIINE TESL........cooiiiiiiiiieree e e 292
Kerberos Ticket ReNewWer File DESCIIPLOIS........ciiiiriirieieeieie ettt et e enea 293
Kerberos Ticket Renewer Heap Dump Directory Free SPace........ccccveverereneeneeieeieneeesese e 293
Kerberos Ticket Renewer HOSt HEalth.........ccooviiiiiiic e 294
Kerberos Ticket Renewer Log DireCtory Free SPaCe.........coeiirirereneeiieieree st 294
Kerberos Ticket RENEWEr PrOCESS SEALUS........ccceirveririeririeiirieireeerr e 295
Kerberos Ticket Renewer Swap MemOory USAQE........ccoiiiiirinienie e sre s s see e 295
Kerberos Ticket Renewer Swap Memory Usage Rate Beta...........ccooeeeerineninine e 296
Kerberos Ticket Renewer UneXPectet EXITS........couieiiririerierieeeeeeeeeiceiese ettt s 296
Key Management Server HEalth TESIS.... ..ot st 297
Key Management Server Audit PIPEIINE TESL........oooiiiiiiiiiire et 297
Key Management Server File DESCIIPLOIS........cceiiiiiirerie ettt 298
Key Management Server HOost HEalth. ... 298
Key Management Server Log DireCtory Free SPACE.......ccccueiiririirenesierieie et 299
Key Management SErver PrOCESS STBLUS.........cooiiieririe ettt se s s ee e e 299
Key Management Server SWap Memory USSQE..........ooiriiiieriineenie ettt se s 300
Key Management Server Swap Memory Usage Rate Beta.........cooveoiiiiiiiiiii e 300
Key Management Server UNEXPECtEd EXITS........cociiiiireriiriinierie et 301
Key Management Server ProxXy Health TESES........ccoiiiiiiiii et e 302
Key Management Server Proxy Audit Pipeling TeS........ccoiiiriiiiiiere e 302
Key Management Server ProxXy File DESCIIPIOrS.. .....cuririririre ettt 303
Key Management Server Proxy HOSt HEaIth..........cooiiiii e 303
Key Management Server Proxy Log DireCtory Free SPaCe.........coceererereneneniesiesie e 303
Key Management Server Proxy ProCeSS SEALUS.........c.ooieiiieeriiieerie et 304
Key Management Server Proxy Swap Memory USAgE.........cooviierienienienieeeenie e s 304
Key Management Server Proxy Swap Memory Usage Rate Beta............cccceeeevineeniicenesiec e 305
Key Management Server Proxy Unexpected EXItS.........coooiriririnn e 305
Key-Value Store Indexer HEaIth TESES.........coiiiiiiee et et 306
Key-Vaue Store Indexer Lily HBase Indexer Health...........ccouiieiininiine e 306
KINOX HEAITN TESES.......ieceiieciiitet ettt bbbt s et p et r e 307
KNOX GateWay HEEITN. ..ot s 307
KNOX IDBIOKEr HEAITN......ccviiiieeceeeee e et 307
KNOX GatewWay HEAITN TESES......cueieiiieiitese ettt e e ettt ae bbbt b b seeseenas 308
Knox Gateway Audit PIPEIING TESL.......coiiiiiiiie ettt e 308

KNOX GateWay File DESCIPIONS. . ...ecuerereetertirie ettt sttt sttt be st be bt se e st et se e e e e e neeaesne e 309



| Contents | xiii

KNox Gateway HOSE HEAITN..........ooeieee bbb s 309
Knox Gateway Log DireCtory Free SPaCE.........coirueierieieeeeeeeieee ettt sae s 310
KNOX GateWay PrOCESS SLAIUS........ccviiiireieieiteeeesteeiee sttt sttt sre et sse bt sseesaeeeesaeeeesaeesesaeenesaeans 310
Knox Gateway SWap MeMOTY USAQE.........coi ittt se st s s sse e e e b snee b e 311
Knox Gateway Swap Memory Usage Rate Beta............cooeieiiiiiinicieee e 311
Knox Gateway UNEXPECLEA EXITS.......ccooiiiririiiierisese ettt s s 312
KNOX IDBIOKEr HEAITN TESES........cuiiieiiiiiiiteest ettt 312
Knox IDBroker Audit PIPEliNg TESL.......coiiiiiiiiee et 313
KNOX IDBIOKEr FilE DESCIPLONS......ceutiuirterieetesteste sttt see e se s sbe st b see st b se e s e b e e e e e e eneenesnens 313
KNOX IDBroker HOSt HEBITN.........couiiiiiieeee s 314
Knox IDBroker Log DireCtory Free SPaCE........cccoereeirerieiriere sttt st 314
KNOX IDBIOKEr PrOCESS SEALUS.........cueiveiereeierieiistiesteees ettt 315
Knox IDBroker SWap MEmMOIY USBE........cououeeieereie ittt st sbe e bt 315
Knox IDBroker Swap Memory Usage Rate Beta...........coviiiiiiiiiiiise e 316
Knox IDBroker UNEXPECted EXItS.........cooiiiiiiiiieie sttt e 316
KUAU HEAITN TESES....ceeeeeee ettt h bbbt e et e e et h e et e aeebeebe s bt sbesbesbeseenbebeneans 317
KUAU MASEEr HEBITN.......ceoiieiieicteee e 317
Kudu Tablet SErver HEAITN. ..o e s 318
LLAP ProxXy HEaITN TESES........ciieiiiieiiieisteesiee ettt 318
LLAP Proxy Audit PIPEIING TESL......coiiieieere ettt s e 318
LLAP ProXy Fil€ DESCIIPLOIS......c.ceieeeeuererieetestesieseestesteseeseeee e sessesses e saesbeseeseesbesbeseessenseseeneenssnesseanens 319
LLAP Proxy Heap DUmMpP DireCtory Free SPACE........cocuiirirerieriinieniereeieee st st 319
LLAP Proxy HOSE HEBITN. ..ot 320
LLAP Proxy LLAP Daemons Ready CheCK..........ccuoiireiriciieircrieresiee et 320
LLAP Proxy Log DireCtory Free SPaCE.........ccceieiireriereeieeeeeee ettt sttt e sne s 321
LLAP ProXy PalSE DUFELION. .....cc.coueieieieiieiire sttt st ee e e e bbb saesbe b seese e s e nee e eneenesneene 322
LLAP ProXY ProCESS SEBLUS.........eiuerteriertiriesteeiestee st et ettt eseesaeesae s e saesaeesbesseesbeeasesbeensesneesesneeneeens 323
LLAP Proxy SWwap MemOry USBQE.........coieierierieieniierie ettt see et sie et sae e b s e sneenssneeeas 323
LLAP Proxy Swap Memory Usage Rate BEta...........coeoiireeiiiieriee e 323
LLAP ProxXy UnNEXPECIEA EXITS......cc.coieeririeiirieie sttt sbe e sttt e e e e e 324
Lily HBase INdexer HEAIN TESES.......ccciiiireieiere ettt et ettt s b e e e 325
Lily HBase Indexer Audit PIpeling TESL........coi ittt 325
Lily HB@ase INdexer File DESCIIPLOIS........ciiiuirieierieeeieee ettt sttt sttt st e sne b sa 326
Lily HBase Indexer Heap Dump Directory Free SPace........coccoeeriereeirere e 326
Lily HBase Indexer HOst HEaITN...........coiiie e e 327
Lily HBase Indexer Log DireCtory Free SPACE........cccccueirereriniese et 327
Lily HBase INAEXEr PrOCESS SLALUS........couerueriiieiereeeeiree ettt st st s e e sse s sae b sne e 328
Lily HBase Indexer SWwap MemOry USAQE........ccoivirirereriiriinie e et sse i sae b b e e s 328
Lily HBase Indexer Swap Memory Usage Rate Beta..........ccocoiriiiiiiineie e 329
Lily HBase Indexer UneXPeCted EXITS........coiiuererieireeeeeceicre sttt sr e s s 329
Y = T = USROS 330
LiVY SEIVEr HEAITN......cee et et e sttt b e bbb e 330
LiVY Server HEBITN TESES..... ottt s b e bbb e et e e e e e e ebesbenneene s 330
Livy Server Audit PIPEIINE TESE......oiiiiiee ettt s bbb sn 330
LiVY SErVer File DESCIIPLOIS.....cc.ciuiiuiiterie ittt sttt b e s e et ebe s b b sbe st saesee b s 331
Livy Server HOSt HEaIth.........c.ooi e 332
Livy Server Log DireCtory Free SPACE.........cccererieieiereeeeiere ettt be e sre e 332
LiVY SEIVEN PrOCESS SEAIUS.....ccueeuirueruiitirteriestistestestesteeesseseeee e st st esesbesaesbesbesaeseesbesbesee s anseneeneeneeneeneane 333
Livy Server SWap MEmMOPY USAQE.......c.eiirererierieierieieeeeese e stesie st te et beseeseeneeee e eneesessesaesresees 333
Livy Server Swap Memory Usage Rate Beta...........ccooeirireriiinenesese st s 334
Livy Server UNEXPECIEH EXITS.......ccooiriiiririirie ettt bbb enennas 334
Livy Server for Spark 3 HEalth TESES........cooiiiiieee e e e 335
Livy Server for Spark 3 Audit Pipeling TeSL.......coiiiiiiiie e e 335
Livy Server for Spark 3 File DESCIIPLOS......coiririririerie ettt si e sttt 336
Livy Server for Spark 3 HOSt HEAItN.......c.oeie e e 336

Livy Server for Spark 3 Log DireCtory Free SPACE........cocrurieeirerere ettt 337



| Contents | xiv

Livy Server for Spark 3 PrOCESS SELUS.........ccoeeerereriirierit sttt s sae b st e b b e 337
Livy Server for Spark 3 SWap MemOry USAQE........cccoerueieiereeieirere sttt s enea 338
Livy Server for Spark 3 Swap Memory Usage Rate Beta...........cooveeeieeierincnenene e 338
Livy Server for Spark 3 Unexpected EXItS........ccoiiiiiiiiiiine e e 339
Livy for Spark 3 HEAIT TESIS......ccuciieice e 339
Livy for Spark 3 Livy Server for Spark 3 Health...........ccoiiiiiiiii e 339
Load Balancer HEAITh TESES.........ciiiiiciiteeere ettt s 340
Load Balancer AUdit PIPElinNg TESE........cciieiuirieieieeieieee ettt et sbe b b e 340
Load BalanCer File DESCIIONS....c..ciuirieriertitesie ettt sttt sttt e e et aesbesbe b sbe b e 341
Load Balancer Heap Dump DireCtory Free SPaCe.........cccereririrere e 341
Load Balancer HOSt HEAITN. ..ot 342
Load Balancer Log DireCtOry FIrEE SPACE.......coerieiririreeiere sttt sbe b e e e 342
Load BalanCer PrOCESS SHBLUS..........ceiveuerueiiriiisrieetise s sttt ss et n s s e nneaes 343
Load Balancer SWap MemOrY USAQE.......cooiierierierieeeieeeieseeie st sttt sie e st sae e e e s e e snesnesaesreseas 344
Load Balancer Swap Memory Usage Rate BELa...........ccoeiireriniinie e 344
Load Balancer UNEXPECEd EXILS.......ccoiiiiiiiiiiee ettt s 345
MBPREAUCE HEEITN TESES......cuiieieiee e ettt b et s b e bbb e b et e e et e 345
MapReduce Failover Controllers Health.............c.oiii e 345
MapReduce JODTracker HEAITN..........couo e e e 346
MapReduce TaskTracker HEBItN............ccoii e 347
MaASEEr HEBITN TESES. ...ttt ettt r et b et b e e b e e b ne b nn b nrene s 347
Master AUdit PIPEIING TESL.......oiiii et ettt b et sb e b e e e 348
Master Failed Data DIFECLOMES........c.cvveuerieeirieiiieeesiee st 348
MBSLEr Fil@ DESCIIPLOIS. ... ettt sttt ettt e et st se e e et e e e e e et e e e st eb e e bt e bt ebesbesbese e beseeseennan 349
Master FUll Daa DIFECIOMTES.......coveueieeeeriieriiert ettt 349
MESLE GC DIUIGLION. .....cueeeteieeititet sttt sttt r et b et b et b e b e b e s s nnes 349
Master HBase MaSLEr CaANAY........cooeieeiereenieeienieeie sttt sttt see e bbb e sbeesbesbe e s e saeesaesaeeseeeneas 350
Master HBase Regions In Transition Over Threshold...........cocviiiiiiiinene e 350
Master Heap DUMP DireCtory Free SPaCE..........ooirerierieieieeeeeeee ettt st sae s 350
MaASEEr HOSt HEAITN........oeeiecee bbb en e 351
Master LOg DIireCtOry FIrEE SPACE........ccuiiiriirierieieeieie ettt sttt see st st be e e e e e saesbesaesne 351
MBSLEN PrOCESS SLAIUS........ccveeeieiieiiiieitiete st st s s b e e e ene s 352
Master SWapR MEMOTY USAGE......c..oiieieriitieiietee ettt b e bbb sbe e b e eae e s e eaeesaesaeeseeeneesaean 352
Master Swap Memory Usage Rate BEta...........coeeiiiieiiiiieeceee et s 353
Master UNEXPECIE EXITS.......cueiiriiieeieieieeieeiene sttt et s b e bbb e s et ne e 353
MBSLEr WED SEIVEN SEAIUS......c.eiueieeuietirieeie sttt sttt sttt b bbbt see b et e e e se e e e e e e eneeneenes 354
Materialized View ENging HEAItN TESES.......coi it b e e 355
Materialized View Engine Audit PIPEIINE TESL........cociiireiiiieie e e 355
Materialized View ENgine File DESCIIPLOIS........coiie ittt 356
Materialized View Engine HOst Health...........c.cooiiiiiiiii e 356
Materialized View Engine Log Directory Free SPaCe.........ccourererereenieneeieeenese et 357
Materialized View ENgiNg ProCESS SEALUS........ciiririeriiriiieeeieeeeieee ettt st see e e e eaeenas 357
Materialized View Engine Swap Memory USAJE........cccciriririrerinienie e ese e sre e 358
Materialized View Engine Swap Memory Usage Rate Beta...........cccocveririninene i 358
Materialized View Engine UneXPected EXITS...... oot s 359
MONITOr HEAITN TESES......eeueiteecteie ettt e b e bt e st e et r et b et b e b ne b ne b e nn b nrene s 359
MONItOr AUt PIPEIING TESE.....cuiiteieieee ettt bbb e b e e s 359
MONITOr FilE DESCITPIONS. . c.teeeuieuieeeeeieeeeit ettt sttt st e e se et aeebeebe et sbeebesbese e besbeseenseneeneeneeneas 360
MONITOr HOSE HEAITN......c.ecieeeeece bbb e 361
MONItOr LOg DIr€CtOry FIEE SPACE........cciiereiieiereeeeieee ettt sttt st sb et s e e ie s bbb b e 361
MONITOr PrOCESS SEALUS.......c.eeevieetireeiireeiest ettt ettt s et ss e bbbt sttt n e nn e nnenes 362
MONItOr SWaR MEMOIY USAJE. ... .cuieeeeieiieeeieeteeie ettt se e se et e et ebesbe bt sbesbeseese e besee e anee e e e ene 362
Monitor Swap Memory UsSage REtE BELA..........c.cooiiiiiiiirieieieeeeereeeeiesies e s e 363
MONItOr UNEXPECLEA EXITS......eiieeieeeeeeeriert ettt st ettt b e 363
NFS Gateway HEaITN TESIS......ciiciieetirecires et nn e eaes 364



| Contents | xv

NFS GateWay File DESCIIPIONS......cceiirierierieitisiesie ettt et st sbe st sae st b st e s e besee e e e e e s e eaesbesaesaeas 365
NFS Gateway Heap DUMpP DIreCtory Free SPACE.........cocviirirerere et 365
NFS Gateway HOSt HEBITN..........coieice s 366
NFS Gateway Log DireCtory Free SPaCE........ccceiieieeirire ittt sttt st sre b e b e seen 366
NFS Gateway ProCESS SEALUS.......ccueiiierieeiiitieie ettt ettt st bbbt b e n e eae e e sae e e 367
NFS Gateway Swap MemOry USAJE........coueiiriiiiiineeie ettt s see e e 367
NFS Gateway Swap Memory Usage Rate Beta...........coocoviiiiiiniineeeeeeeee e 368
NFS Gateway Temporary Dump Directory Free SPaCe..........coeeereereeerienieeeneee et 368
NFS Gateway UNeXPeCted EXITS...... .ottt st e sne 369
NAMENOUE HEAITN TESES.....c.eitiectiecte ettt b et r et b e b e b se b e seen e e ene e 370
NameNode Audit PIPEIINE TESL.... ...t e be e 370
NameNode CheCKPOINt SELUS.........cceieiirirterie ettt ettt sae e e e se e s seeaesbesbesbesbe b s 371
NaMENOJE File DESCIIPLOIS......c.ciuirtirterieitisiesie ettt ettt b et e bbb e se e e e e e e e neeaeenesbennas 371
NameNode Heap DUmMpP DiIreCtory Free SPACE.........cocieireriirenere ettt 372
NamMENOUE HOSE HEAITN.......c.oeiiciice e e 372
NameNode JoUrNalNOGE SYNC SEBLUS.........cceiueriiriirieriereeeeee ettt st eae e 373
NameNode Log DireCtory Free SPaCE.........cccueiiiiireriereeieeeee ettt st s e sse e sne 373
NameNode NamMeE DIr€CLOrY SEALUS........ccureriirieieeeieieeee ettt see st se et s se e e saesbe s saesbesbeseens 374
NameNode NameNode Data DireCtOries Free SPACE........cccverirereririerie e 374
NaMENOUE PAUSE DUIELION. ........cveeeeirieiereeirteest sttt b e sr s s e n e nnenes 375
NAMENOUE PrOCESS SEALUS......c.ecverveeireeeirieieriiist sttt r e b 376
NEAMENOTE RPC LBLENCY ... cviteiereiieieiee ettt sttt sttt st ne e et be et besb e besae st e beseeneenee s 376
NameNode RoIIiNG UPGrade SLALUS............ooeriereieieereeeesiere sttt 377
NameNOTe SEfE MOUE SEBLUS..........cerveuerriiriiistee ettt e e 377
NameNode SWaP MEMONY USBGE.........coeiiriiriiierieieie ettt sae et e se e se e se e sesaesbesaesaeas 378
NameNode Swap Memory Usage Rate BEta...........ccoviiiiiiiiiieieie e e 378
NameNOode UNEXPECIEA EXITS........ciiiiiiririe ettt sttt st s se e et se e saesbe b e 379
NamMENOTE UPGIrade SEAIUS........cceriririerierieiiistesie e see et sae b sbe e sbe b se e sebe e e e e e e e s neesesaessesaeas 379
NaMENOUE WED SEIVEN SEBIUS.......cveveeeeirieiirieit sttt st sttt 380
Navigator Luna KMS Metastore HEealth TESES........ooiriiiieee s s 380
Navigator Luna KMS Metastore Audit PIpeling TeSt... ..o 381
Navigator Luna KMS Metastore File DESCIiPLOIS........ccueiereeieieeeenieresie st 381
Navigator Luna KMS Metastore Host Health...........cccoooiiiiiiii e 382
Navigator Luna KMS Metastore ProCeSS SEALUS........cc.erverieriereeieeieeeeiesiese st sne e 382
Navigator Luna KMS Metastore Swap Memory USB0E........cccoiiireriiiiniene e 383
Navigator Luna KM S Metastore Swap Memory Usage Rate Beta...........coeverereieeneneneneeiceeeenne 383
Navigator Luna KMS Metastore UNeXPeCctetd EXITS........cccoiirirereriinieieieereeeees e 384
Navigator Luna KM S Proxy HEalth TESES.......coiiiiirii s e 384
Navigator Luna KMS Proxy Audit PIPEIING TESE........coiiiiiiiiere et e 384
Navigator Luna KMS Proxy File DESCIIPLOIS........cccuriririririerie et sie e saesre e e 385
Navigator Luna KMS Proxy HOSt HEaITh. ........cc.oiiii e 386
Navigator Luna KMS Proxy Log Directory Free SPace..........cceverereieneeieeeneresie s 386
Navigator Luna KM S ProXy ProCESS SEAIUS.........coueerereririirierie sttt seeseeee e e e e ssesaesbe e saessesaeseens 387
Navigator Luna KMS Proxy Swap Memory USAJE.........coeiereriirierierieieneereeesiesese s sie e seeneas 387
Navigator Luna KM S Proxy Swap Memory Usage Rate Beta..........cocovevenerierierierieieeeeesesesienee 388
Navigator Luna KMS Proxy UnexXpected EXItS.........cccourirrireririeninese e 388
Navigator Thales KMS Metastore Health TESES........coiiiiiiiiiie e e 389
Navigator Thales KMS Metastore Audit Pipeling TeSt........ccoouiiririniieresee e 389
Navigator Thales KMS Metastore File DESCIIPLOLS.......c.eiiiirieriereeeeereee st 390
Navigator Thales KMS Metastore Host Health...........c.oooiiiiiiii s 390
Navigator Thales KMS Metastore ProCESS SELUS.........ccurerererierereiniesie e sae e see s 391
Navigator Thales KMS Metastore Swap Memory USAQE........ccoceeerererinenieseenieie e 391
Navigator Thales KM S Metastore Swap Memory Usage Rate Beta..........coccoeveneveenieieneiecineneene 392
Navigator Thales KMS Metastore Unexpected EXItS.........coioerereririirienieninerese e 392
Navigator Thales KMS Proxy HEaITh TESES......cc.oiiiiieeeeeer et 393

Navigator Thales KMS Proxy Audit Pipeling TeSE.......ccooiiiiiiiiise e 393



| Contents | xvi

Navigator Thales KMS Proxy File DESCIIPIOIS.......cveeeerieerere ettt sie e snn 394
Navigator Thales KMS Proxy HOSt HEAItN..........ooiiiiiiiee e 394
Navigator Thales KM S Proxy Log DireCtory Free SPaCe........cccoeerererinenienie e 395
Navigator Thales KMS ProxXy ProCeSS SEALUS..........coeueeriiriniresiesiesie sttt snn 395
Navigator Thales KMS Proxy Swap MemOry USAQE.........coeiiririerienienenie e iesesesesrese s sie e e 396
Navigator Thales KM S Proxy Swap Memory Usage Rate Beta..........ccocveienininenineniceeeeee 396
Navigator Thales KMS Proxy Unexpected EXItS..........oooiiririiineie e 397
NOdeEMaNEGEr HEAITN TESES.......oiiiiiictese ettt e ettt ae b bt s ae b e b see e e e s 398
NodeManager Audit PIPEIiNG TESL.......coiiiiiie et 398
NOAEMBNAGEr Fil@ DESCIIPLONS. ... .ceveiueieirtete ettt ettt see st se e e b e e e e e e e et ebeebesaesaesbesbeseen 398
NOAEMBNAGES GC DUFBLION........eiieuirtirieiteetente sttt sttt s b bt e bt see e e b e e e e e e et e e eneenenaas 399
NodeManager Heap Dump DireCtory Free SPace.........cceeiiriiire e 400
NodeManager HOSt HEBITN. ..ot s e 400
NodeManager Log DireCtOry FreE SPaCE.........ccoerueieeiiereeieeierere sttt et sae e sa s 401
NodeManager NodeManager Container Log Directories Free Space.........coceoeererienenenesiesiesee e 401
NodeManager NodeManager Health Checker ..o 402
NodeManager NodeManager Local Directories Free SPace........ccccooverererininene e 404
NodeManager NodeManager Recovery Directory Free SPace........coccoeveveieneienienesie e 404
NOAEM BNAGES PrOCESS SEALUS......c..eivirtertereiriesiereeseeee e eeie et siesae st sbeseesbesbesee e ebe s e se e e e e e e enesaesaesnesreneas 405
NodeManager ResourceManager CONNECLIVILY..........oiirierierieieeirere et 405
NodeManager SWap MEMOTY USBOE........couiuirieierieieeieee ettt st et sbesae e sae s 406
NodeManager Swap Memory Usage Rate Beta.........cccooiciiiieiiinnnee e 407
NodeManager UNEXPECLEd EXITS........ooiiiiiiiriirie ettt st et e ae b sne 407
NodeManager WED SErVEr SEAIUS.........cocoiiireeeneneee ettt 408
OMIA HEAITN TESES.....cuctieet ittt bbbt e bbbt bbb b 409
OMid tS0 SEIVEr HEAITN. ... en e 409
OMid tS0 SEIVEr HEBITN TESES. ...t et 409
Omid tso server AUdit PIPEliNG TESE........oiiiireiieieeeeeee et et s 409
OMid tSO SEIVEr FIl@ DESCITPIOIS....cuiitiiueitiete ettt sttt se e b be e b b e 410
Omid tS0 SErVer HOSt HEAITN. ..o e 411
Omid tso server Log DireCtory FIree SPACE..........ciirierierierieieieeeeierierie sttt e ene 411
OMid tS0 SEIVES PrOCESS SEAIUS.......cuviveuerreerreseerereereseere sttt seesessesesre st sr e b se b se b seebeseebeseesesnenesneneas 412
Omid tSo server SWap MeEmMOrY USAJE.... ..ottt e e be e s sbe b e e nas 412
Omid tso server Swap Memory Usage Rate Beta.........ccooiiiiiiiiinie e 413
Omid tS0 server UNEXPECIEA EXILS.......cccooiiiiiiiiee ettt 413
O0ZI€ HEAITN TESES. ...ttt b et b et bt b e st b se bt se b se bt se st s e eneer e e are e nreneas 414
O0Zi€ SEIVEN HEAITN. ...t ettt 414
00Zi€ SErVEr HEAIN TESIS. ... cuiiiciiieci ettt b e e b e e b e s sn s nn e nneneas 415
Oozie Server AUt PIPEliNG TESL..... .ottt bbb bbb e 415
Oozie Server Callable QUEUE SIZE........ccvceeieeee ettt et re e sae e sae e e tesaeentesnnens 415
00Zi€ SEIVEr File DESCITPLOIS. ...ttt ettt sttt sttt sb e bbb be b e e bebese e e e e e e e e eneas 417
Oozie Server Heap DUmMp DireCtory Free SPaCE.........cocverieerirere sttt 417
00zie ServVer HOSt HEAITN........ooviiieeeeeee et 418
Oozie Server Log DireCtory FIEE SPACE......c.ciereieeeeeeeieeie ettt sttt sae st sbe e see e e 418
Oozie Server Oozie Server Shared Library Check............coooiiiiiiiie e 419
O0Zi€© SErVEr PalISE DUIBLION. .......c.eiveeireeiirreiisreestese st er st er e s sr st sr e sr e n e b e reseereseereseene e 419
O0Zi€ SEIVES PrOCESS SEBLUS.......ccueveuereieriiesteest sttt st sttt b e bbbt n s ns s n e n e nnenes 420
Oozie Server SWap MeMOrY USAQE......cooiiiiieriiieie ettt st st se e see e e se e sbesbe b sbe e ses 420
Oozie Server Swap Memory Usage Rate BELAL.........cccocviiiiriiine e 421
00zie Server UNEXPECIEH EXITS.....couiiiiieieieeeieeeeeieniee ettt sttt sbe b b e 421
00Zie SErVEr WED SEIVEr SEAUS.........cvrveirieirieisiiesi sttt 422
OZ0NE HEBITN TESES.....ccueitiect ettt a bbbt b bt e bt e bbbt e nn e e nn s 423
Oz0one DataNOdE HEAITN.........c.iriiiieciee bbb 423
Oz0NE MaNBGEr HEAITN.......oeiei ettt et e b et e ene 423
Ozone Storage Container Manager HEalth.............ocoiiiiiiiiiine e e 424

(@740) g S B = N\ 00 (Sl 1= L1 g T == C ST 424



| Contents | xvii

Ozone DataNode Audit Pipeling TESL.. ..o e e e 424
Oz0Nne DataNOdE File DESCIPLOS......cceiuirereeierieriestesie sttt see e e e se e e e sbesbesaesbesbesbeseesbenbeseens 425
Ozone DataNode HOSt HEITN.........c.oiviiieieeee e 426
Ozone DataNode Log DireCtory Free SPaCe.........ccccerireiirinerie e s 426
Ozone DataNOUE PrOCESS SEALUS........c.ueirveuirieireeirteestese sttt nnenes 427
Ozone DataNode SWap MEMOIY USBGE........ccuieierieieieieeieie ettt e 427
Ozone DataNode Swap Memory Usage Rate Beta...........ccovvirieieriiieieeeeereeeseeese e 427
Ozone DataNode UNEXPECLEd EXITS.........ciiiiiiriiieieieeeirere ettt 428
Oz0Nne Manager HEAITN TESES..... .ottt et se et sbesbesae b b 429
Ozone Manager Audit PIPEIINE TESL......ooiii et sna 429
Oz0Ne Manager File DESCIIPLOIS......ccucueeeireeuirierie et et sttt see st s ee et e e e ese e s aesbesbesaesaesbesbeseens 430
Ozone Manager HOst HEalth...........cooiiii e e 430
Ozone Manager Log DireCtory Free SPACE.........coereierieiereeireee ettt sttt st 431
Ozone Manager Ozone Manager Upgrade Need Finalization Canary.........ccccccceeereeeneneneneseeseniens 431
Oz0one Manager PrOCESS STALUS.......c..eiueiueriiitieie ettt ettt st sttt et sb e e b s ae et saeesneeneesaeeneas 431
Ozone Manager SWap MemMOry USBOE.........co ittt sttt se e e sneenneeas 432
Ozone Manager Swap Memory Usage Rate BEta...........coeoiiiieiiieeneeeeee e 432
0Ozone Manager UNEXPECIEH EXITS........cooiiiririiiierie ettt s b e 433
0Ozone Prometheus HEAITN TESES.......ccciiiiierereet et 433
Ozone Prometheus Audit Pipeling TESL. ..ot 433
Oz0Nne PrometheUSs File DESCIIPLOS. .....ciuiiuirierierieriesie ettt sbe st st e e sne s sae b b ee 434
0Ozone Prometheus HOSt HEAITN. ..ot 435
Oz0one Prometheus ProCeESS SELUS..........coueeireiireriererieese et sttt sr et er e s b e s eresnenesnene 435
Ozone Prometheus SWap MeEmMOTY USB0E........cooriiriiirerireee sttt 436
Ozone Prometheus Swap Memory Usage Rate Beta...........ccooieririiiiinene e 436
Ozone Prometheus UNeXPected EXITS...... oot 437
Oz0Ne RECON HEBITN TESES......ceitiectiet ettt s r e e r e ere e 437
0Ozone Recon AUdit PIPEIING TESL.....c.coiiiieiiieie et st s 437
OZ0NE RECON FilE DESCITPIONS. . ..ctetiterterte st ie ettt ettt ae bt ettt se et et e e e se e s e e e e e e eneeseenenreas 438
0Ozone RECON HOSE HEAITN. ..ot 439
Ozone Recon Log DireCtOry FIrEB SPACE.......c.ciirereriiieieerieeeieeese sttt sttt resae e 439
Oz0Ne RECON ProCESS STBLUS.......ccueivieiieieieiieieeeie s 440
Ozone Recon SWap MeEMOTY USAQE........cocuiiieiiieerie ettt sttt sttt s e sre s e see e seesneeseesanens 440
Ozone Recon Swap Memory Usage Rate Beta............cooeiiiiiiieiiieeeee e 440
0Ozone RecoN UNEXPECLEA EXITS.......couiiiiieieeeieeert ettt 441
Passive Datahase HEBITh TESES.........ciiiieie e e 442
Passive Database AUdit PIPEIINE TESL........coiiiiriee ettt s 442
Passive Datahase File DESCIILOIS........ciuereeeieereeeeiere ettt sb e bbbt e seenean 443
Passive Database HOSt HEAITN. ............coiiiii e 443
Passive Dataldase PrOCESS SEAIUS.........coeerreirreriireresre st sttt sre et b e e sn e ene s 444
Passive Database SWap MemMOrY USAJE........cuuiirirere e reereeesese s sre st sresbe e s seesseseeseseeeeeeneas 444
Passive Database Swap Memory Usage Rate BELa...........cccceveriiiniene e 444
Passive Database UNEXPECIEA EXITS........coiriierieeeieereriestene st sbe s s sne s 445
Passive Key Trustee Server HEaITh TESES.........oiiieeee et 446
Passive Key Trustee Server Audit PIpeling TS ..o e 446
Passive Key Trustee Server File DESCIIPIONS.......ocueue ettt 447
Passive Key Trustee Server HOSt HEalth..........ooiiiiiii e 447
Passive Key Trustee Server Log DireCtory Free SPace.........cocoeeeerereienene e 447
Passive Key Trustee Server PrOCESS SEALUS.......c.oiiieieriiieie ettt sttt 448
Passive Key Trustee Server Swap MemOry USAE.........ccooririririnerie et 449
Passive Key Trustee Server Swap Memory Usage Rate Beta...........cooeieiereiecininnneeee 449
Passive Key Trustee Server Unexpected EXItS.... ... e 450
PHOENIX HEAITN TESES......eieiteectese ettt r et b et b e e b se b e b e nn b nrene s 450
Phoenix QUEry Server Health. ... e 450
Profiler Admin Agent HEaITN TESES.....coui e et sb e sre s 451

Profiler Admin Agent Audit PIpeling TeSL......coiiiiiieiie e e 451



| Contents | xviii

Profiler Admin Agent File DESCIHIPLOIS......ccuiiiirierie ettt st se e e e e e s enas 452
Profiler Admin Agent HOSt HEAITN............ooiiii e e e 452
Profiler Admin Agent Log DiIreCtory Free SPACE........cccuueiireriririenie e 453
Profiler Admin AQEnt ProCESS SEALUS.........coerteieirieriereereeeeee ettt sttt se e e e e saeneas 453
Profiler Admin Agent SWap MemOry USAQE.........coerrrieiriererirenie st sse e sre e e 454
Profiler Admin Agent Swap Memory Usage Rate Beta...........cccevevirineniiniine e 454
Profiler Admin Agent UNeXPeCted EXItS.........ooiiiiiiiniereieeeeeeeeeeeiese et 455
Profiler Metrics Agent HEAITN TESIS.......ooiiiiieie e e s b e s sr s 455
Profiler Metrics Agent Audit PIPEliNG TeSL......ccuiiiieeeereieeee e e 455
Profiler Metrics Agent File DESCIIPLOIS. .....couiruiieriereeieie ettt et s 456
Profiler Metrics Agent HOSt HEBITN. ........cc.oiiieee e e 457
Profiler Metrics Agent Log DireCtory Free SPACE........covcurerierireri et s 457
Profiler MetricS AQENt ProCESS SEAIUS.......c.eruireeieeeeeieriere sttt sttt e e e se e sae b sbesaesbeseeseen 458
Profiler Metrics Agent SWap MemOry USAQE.......coooeereriereniere et see e saesreseesnens 458
Profiler Metrics Agent Swap Memory Usage Rate Beta...........ccoeiiieieiienieiieneceeeeeeeene e 459
Profiler Metrics Agent UNeXpected EXItS.........ccoo ettt s 459
Profiler Scheduler Agent HEalth TESES. ..o e 460
Profiler Scheduler Agent Audit PIPEIINE TESL......c.cooiiiiiiieeere et 460
Profiler Scheduler Agent File DESCIIPLOIS........ccuiiiiriireie ettt e 461
Profiler Scheduler Agent HOost HEalth. ... 461
Profiler Scheduler Agent Log DireCtory Free SPACE.......ccccoeririririnie s 462
Profiler Scheduler AQEnt ProCESS SEAIUS........cocoeereririirieriereerie et sre e se e se e 462
Profiler Scheduler Agent SWap MemOry USAQE.........coceerererinene e sre e see s 463
Profiler Scheduler Agent Swap Memory Usage Rate Beta..........ccocoviieieneiciieieeneneee e 463
Profiler Scheduler Agent UNEXPECLEd EXItS.........ccooirireriiiniere e s 464
QUENY ProCesSOr HEAITN TESES.....couiiiiieie et et ettt be bbb b b seeseeean 465
Query Processor Audit PIPEliNg TESL.......oiiiieeeeeee et s s 465
QUENY ProCeSSOr FilE DESCITPIONS. . ..c.eeueeeeieiirierieetesie st sttt st se e e st be st e besae st e beseesee e s 465
Query Processor HOSE HEAITN. ..o e 466
Query Processor Log DireCtory Free SPaCE..........ccueruerierieieieeeieeiere ettt sttt eneas 466
QUENY PrOCESSOI PrOCESS SLAIUS........ecueertieueertieeesieeeesieseesteebesteebesbeessesseessesaeesseeneesaeaneesbessesaeensesaeens 467
Query Processor SWap MEmMOTY USAQE........couiiieiireeiieeerie sttt sb e e b s sneesee e e 467
Query Processor Swap Memory Usage Rate Beta............ooveieriiiiiieneeeeeeee e 468
Query Processor UNEXPECEA EXITS.......couiiiiiirirere sttt 468
QUENY SErVEr HEBITN TESES..... et b et b b e e e e e e e e et e e e e e ebesbesaeseen 469
Query Server AUdit PIPEIINE TESE......oiiiie et e b e 469
QUENY SErVEY File DESCIIPLOIS.....cue ittt ettt sttt sttt e et se et aeebesae e sbeseas 470
Query Server HOSt HEaITN. ..o s 470
Query Server Log DireCtory Fre8 SPACE.......cccerieieirieeeierere sttt sttt sae s 471
QUENY SEIVEN PrOCESS SEBLUS........eeiueeueeiueeeerieeitesieestesteebesseessesseasseeaeesseeeesaeeessaeesesaeenbesseebesaeesesneenes 471
Query Server SWap MEMOIY USBQE.......c.coiiiiiieie ettt sttt sbe s sse e e e e sse e saeeeesaeenneas 472
Query Server Swap Memory Usage Rale BEta............ccoverieiiiiieniceeeeeese e 472
Query Server UNEXPECIEA EXITS.......oiiiiiiriirie ettt s se et e e saennas 473
RANGEN HEAIN TESES. ...ttt bbbt b e 474
RaNger AdMIN HEAITN. ... e et 474
Ranger TagSyNC HEBITN. ... bbb et 474
RaNGEr USErSYNC HEAITN.......cuii et sttt s be b b e 475
RaNger AdMIN HEAITN TESIS. ...t b bbb e se bt se e e e e e e e e aeeaeeneeren 475
Ranger Admin Audit Pipeling TESL.......oiiiiiieee e e 475
Ranger AdMIN File DESCIIPLOIS......ccuiitiierieriesie ettt ettt sttt sttt e e e e e e enesneeaesbeneas 476
Ranger Admin HOSE HEBITN............ooiii et 476
Ranger Admin Log DireCtory Free SPaCe.........ccoeriririiire et 477
RaNGEr AdMIN PrOCESS SEALUS......cc.ciutiuerterieitirtesieseesieie st s ee e saesae st sbe b e b st esbe e see s e eesee e eneeneeneens 477
Ranger Admin Ranger Admin URL Canary CheCK........c.ccoiiiriiiniineee e 478
Ranger Admin SWap MeEmMOIY USBE........coiieieieieieeeeeiene sttt s sae e sre e 478

Ranger Admin Swap Memory Usage Rate Beta..........ccooiiiiiiiniineseeeeeeeeeee e 478



| Contents | xix

Ranger Admin UNEXPeCted EXITS.........coi it s 479
RANGEr KIMS HEAITN TESES.......eueetieceieee ettt et 480
Ranger KMS Sarver HEaITh..........co e 480
Ranger KMS Server HEaITN TESES........ooiiiieeireeeireere sttt 480
Ranger KMS Server Audit PIPeling TESE........oiiieieeieee ettt et 480
Ranger KMS Server File DESCIIPLOIS........ciierieeeeeieieeeeiere ettt st sbe e s sre e 481
Ranger KMS Server HOSt HEaITN........c.oiee e e 481
Ranger KMS Server Log DireCtory FIree SPACE.......cccccereririnerie e 482
Ranger KIMS SErver ProCESS SEALUS.......coceieerierieriirie sttt ettt b e s be bbb e b sse e e 483
Ranger KMS Server Ranger KMS URL Canary ChecK........cccoereiiirinieiene e 483
Ranger KMS Server SWwap MemOory USBJE.......cooo ettt nne s 483
Ranger KMS Server Swap Memory Usage Rate Beta............ccoceierienieeiienieeseee e 483
Ranger KMS Server UNeXPECtEd EXITS........cooieirerereeiere sttt st 484
Ranger KMS Server with KTS HEalth TESES.......cvviiciccrie s 485
Ranger KMS Server with KTS Audit Pipeling TESL.......ccoiiiiiiieierese e 485
Ranger KMS Server with KTS File DESCIIPLOIS........coiiiiiriirieriesie et s 486
Ranger KMS Server with KTS HOSt HEAItN. .........coveiiiiiiice s 486
Ranger KMS Server with KTS Log Directory Free SPace.........cocoveveieieeieeenereeesese e 487
Ranger KMS Server wWith KTS ProCESS SEAIUS........ceereririereriisiese e seeie e s seeeas 487
Ranger KMS Server with KTS Ranger KMS KTS URL Canary ChecK........cccoevrieiiieniinninecenes 488
Ranger KMS Server with KTS Swap Memory USBJE........coceeririiiniinie e 4388
Ranger KMS Server with KTS Swap Memory Usage Rate Beta..........ccoceveiiiiniicicneneeeeee 4388
Ranger KMS Server with KTS UneXpected EXItS........cocirerirere e 489
Ranger KMS with Key Trustee Server Health TESES........coviiiiiiiiie e 489
Ranger KM S with Key Trustee Server Ranger KMS Server with KTS Health........cccoooiiiiiienees 490
RANGEr RMS HEAITN TESES.... ittt 490
Ranger RMS Server HEAITN. ..ot 490
Ranger RMS Server HEAITN TESIS.......oiiiiecereee ettt e 491
Ranger RMS Server Audit PIpeling TESL.......ooi it 491
Ranger RMS Server File DESCIIPLOIS. .....ciuiiuerieieerieie e reeeeee et sie st sre e s se et see e e e enesae e 492
Ranger RMS Server HOSt HEAItN..........o.ooiiiie e 492
Ranger RMS Server Log DireCtory Free SPACE.......ccoovreiiiirere et s 492
RaNger RMS ServVer ProCESS SBLUS........cccueirueiuerieerieeiesteeiesseesiesseesteseesseeeesaeeseesseeseesaeessesaeensesseensenas 493
Ranger RMS Server Swap MemOry USAQE.........coeeiiiiiiieiinieenie et sae e e 494
Ranger RMS Server Swap Memory Usage Rate Beta.........cooveiiiiiiiicieee e 494
Ranger RMS Server UneXpected EXItS........ooi ittt 495
RANGEr RAZ HEAITN TESIS. ...ttt bt bbb et b e e e et e e et ebe e st e aesbesbesaeseeeas 495
Ranger Raz Server Health........ ... 495
Ranger Raz SErver HEaTN TESES... ..ottt ettt b e s s b e e sn et 496
Ranger Raz Server Audit Pipeling TESL.. ..ot 496
Ranger Raz Server File DESCIIPLONS......cooiririeriireirie e sieie ettt sbe bbb s b e e e e e s b nae e 497
Ranger Raz Server HOSt HEAIT..........ooi e e 497
Ranger Raz Server Log DIreCtory Free SPacCe.........cociereieieeeeeenere st 498
RaNgEr RAZ SErVEr PrOCESS SEALUS........ccoutieeruieeerieeieesteeiesteebesteebesbee b sseessesaeessesaeeseesneesaesneesaesneeseeas 498
Ranger Raz Server Ranger RAZ Server StatuS CheCK.... ..o 499
Ranger Raz Server SWap MemOry USAQE.........couiiiriirieeiisieeie ettt ee e e s b sne s 499
Ranger Raz Server Swap Memory Usage Rate Beta.........cooeeiiiieiineeeeee e 499
Ranger Raz Server UNeXpected EXItS........ooiiiiiiiiiiiere et e 500
Ranger TagSyNC HEaITh TESES.... ..o ettt s b b e bt e e nean 501
Ranger Tagsync AUdit PIPelinNg TESL........coiiiiirerieieeee ettt e sae s sn e 501
Ranger TagSyNC File DESCIPLOIS.......coiiirierierie sttt sttt st st e e se e sae b e e 501
Ranger TagsynC HOSE HEAITN........c.o e et 502
Ranger Tagsync Log DireCtOry FIrEE SPACE........coceririereriererie sttt see s 502
RaNGEr TagSYNC PrOCESS SEALUS.........ooueereiiieerieseestesieesteeiee st see st e e st e sseeseesaeesaesaeeseesaeesbesnsesbesnsessenas 503
Ranger TagsynC SWap MEmMOrY USBE.......ccoieeiirierieiiesieeie ettt sae e e ee e ne e e sne s 503

Ranger Tagsync Swap Memory Usage Rate Beta...........cccooeiieiieeiiieeie e 504



| Contents | xx

Ranger TagsynC UNEXPECIEA EXITS........ooiiiiririeierierie sttt ettt 504
RaNger USErSyNC HEAITN TESES ..ottt bbb st st be et e e s 505
Ranger Usersync Audit PIpeling TESL......coeiiiiiiiie et e 505
Ranger USerSyNC File DESCIIPLOIS. .....couiitirieriirieesie ettt ettt sbe s b see et s e e e e e seeseene e 506
Ranger UsersynC HOSt HEAITN............ooiii e e 506
Ranger Usersync Log DiIreCtory Free SPaCE.........coiiirerierieieieeeeeiere sttt sn 507
RaNgEr USErSYNC PrOCESS SLAIUS.......cooverueeiteeiirieetiete ettt sttt st ee sttt be b sae e saeesne s e saeeneesneas 507
Ranger Usersync SWap MemOry USAJE........couiiiriirieeiieniieie ettt e e sre b s s e e 508
Ranger Usersync Swap Memory Usage Rate Beta...........cooeeviiieiiiieiineeceeeeee e 508
Ranger Usersync UNEXPECLEA EXITS.........coiiiierieieircieetesie et 509
ReGIONSEIVEr HEAITN TESES.... .ottt st sttt s b e s b b sbesbesae e 510
RegionServer Audit PIPEIINE TESL......ooi i e 510
RegionServer ClUSLEr CONNECIVITY ........coiieiiiieiereeieeee ettt sttt s se e se e ae s sbesbesae e 511
RegionServer Compaction QUEUE SIZE..........coiiuirerieriirieiiereeee ettt sbe st et be e e e e e snesae e ene 511
REGIONSEIVEY File DESCIIPLOIS.....c..eiuietirieitertee ettt ettt st et e et ebesaesaesbeneas 512
RegionServer FIUSh QUEUE SIZE..........coiiiiiiiieeee ettt s s sbe e snn 512
REGIONSEIVEr GC DIUFALTON. ....cueiuiriiriiitesierie sttt sttt sbe bt s be b b se et e e e e e e ne e e e neeneenesnesaens 513
RegionServer Heap DUMpP DiIreCtory Free SPACE.........coooririririnene et 514
RegioNServer HOSt HEAITN...........ooie e e 514
RegionServer Log DiIreCtory Free SPaCE.........coiiirereriieieeeeeeere ettt s 515
REGIONSEIVEr MEMSIOIE SIZE.....c.eieeeeeeeeiieeee ettt ettt b bbb b e e e e e e e e e 515
REGIONSEIVEN PIrOCESS SEALUS. ... ccveiveeiitieterie sttt et et besbe b bbb b et e bese e e e e e e e e eneeaeeneene 516
RegionServer Store File INAEX SIZE........oo oo 516
RegionServer SWap MemOry USBOE.........coeiiiiriirierierieie et et see e e e e e e saeenas 517
RegionServer Swap Memory Usage Rate BEta...........ooeveiiiiiniiiiereeeeeeee e 517
RegionServer UNEXPECIEH EXITS......c.coiiiiiiiriiiiisiesie ettt s st se e e e e eneenas 518
ReGIONSEIVEr WED SEIVEr SEALUS.......couiieiitiiieiie ettt b e e 518
RePOrts Manager HEalth TESES.... ..ottt ettt b e bbb b b e 519
Reports Manager Audit PIPEIINE TESL......c.coiiiiiiee ettt s 519
Reports Manager Cloudera Manager DESCIPLOr AQE.......ocveererererierie it seeie e snens 520
RePOrts Manager File DESCIILOIS.......cueieeeieeeeeeeierie ettt ettt sb e bbbt seeseeneas 521
Reports Manager Heap Dump DireCtory Free SPaCe..........ccceorirerereniinesie e 521
Reports Manager HOSt HEAITN..........oe e s e 522
Reports Manager Log DireCtory FrE8 SPACE.......ooereeiereeeeieere sttt sttt st sbe e 522
RePOrts Manager PaUSE DUIBTION. .......c..irueiuerieieeeeee ettt st e e b e sae st b e b be e 523
RePOrts Manager PrOCESS SEBLUS.........cooeiierierieieeiest ettt sse et see et ae e sae e b e saee b saeesbeennesneenes 523
Reports Manager Reports Manager Working Directory Free Space........cocoevevevenenieneeneneeneeeeee 524
Reports Manager SWap MeEmMOry USBQE..........coiiiieiiiriiiieiesie ettt nesae e e 524
Reports Manager Swap Memory Usage Rate Beta..........cocoveeieriiienieneeeee e 525
Reports Manager UNEXPECIEA EXITS........ooieieieeeieereeiestene st sb s see s 525
ResourceManager Health TESES......c..o et bbb e eneas 526
ResourceManager Audit PIPEliNg TESE........oiiieiiieereeee ettt 526
ResoUrceManager File DESCIILOIS........ooueeeerereeieriesie sttt sttt et sb e b e b b e sa e es 527
ReSOUrCEManager GC DUIGLION. ... .ccueuereeeeieeeeeieet sttt ettt sttt et e e e e e s b besaesbesbeseeseenean 527
ResourceManager Heap Dump Directory FIree SPaCE.......c.ccoiveririrerierienienie e 528
ResourceManager HOSt HEAITN..........ooi e e e 529
ResourceManager Log DireCtory Free SPACE........coeiiiiirierierieieeeeeeetere ettt 529
ResoUrceM anager PrOCESS SEBLUS.........cccuiieeriiieerieeee e st sttt e et sse e saeesee e e seesaeesbesneesbeennesneens 530
ResourceManager SWap MeEmMOry USBQE........c.cooueiieiirieiieieerie ettt r e e sne e sne e s 530
ResourceManager Swap Memory Usage Rate Beta..........cooociiiiii i e 531
ResourceManager UNEXPECIEA EXITS........couiiirieeeireeerieei sttt et sbe s s s 531
ResourceManager WED SEIVEN SEBLUS.........coeierereriitisie et sbe s sae st se e se e e e 532
S3 GateWay HEAITN TESES.......ciiiiiriiert it 533
S3 Gateway AUt PIPEIINE TESL........coiiiiiiieiese ettt et e se e e e e 533
S3 GAEWAY FilE DESCITPLOIS.....ueiueeueeterierie sttt sttt sae st ae bbbt st besee e et e e e e e e e ne e e eneebeneas 534

S3 Gateway HOSE HEAITN........ei et et aenas 534



| Contents | xxi

S3 Gateway Log DireCtOry FIEE SPACE.......coeiieieireeieeiere ettt b e sae st b e b neen 534
S3 GAtEWaY PrOCESS SEAIUS.......cccuiiueeriieee sttt sttt et sb e st sae et et et e saeebesbeebesbe e besneanenns 535
S3 Gateway SWap MeEMOTY USAQE........coouiieeiieeerii ettt sttt st b e sae b s se s saeesaeeeesaeeeeseean 535
S3 Gateway Swap Memory Usage Rae Beta...........ccovi et s 536
S3 Gateway UNEXPECIEA EXITS.......coiiiiiiiiieie sttt st st st 536
SRM DIiVEr HEAITN TESES.....cviectiieeieieeteieeieree ettt sttt bbb 537
SRM Driver AUdit PIPEIINE TESL......o ettt et sbe b sae e 537
SRM Driver Distributed Herder Health TeSL........coooviiiiiicerecceree e 538
SRM DIiVEr Fil@ DESCIIPLOIS. . .ceiieieeeeeieeeeie ettt sttt et sb bbb b e e e e e e e ne e 538
SRM Driver HOSt HEAITN........ccvieiieecee e 538
SRM Driver Log DireCLOry FrEE SPACE......ccooririreiieiesie sttt sttt sttt sb e s sbe s s ee b e 539
SRM DIiVEN PrOCESS SEALUS........eeevereerireetereeiesiettrteie et ese st se st ebese s e s sr e s e s e b e ere e ereseeneneas 539
SRM Driver SWap MemOrY USAQE.......ccuciueierieeeireeeetesiesie st seeste s e see s e e e esesse e ssesbessessesseseeses 540
SRM Driver Swap Memory Usage Rate BEta............ccoeiiiirinine et 540
SRM Driver UNEXPECIEA EXITS......c.oiiiiriirieriereeieee ettt sttt sttt s se e s sne b e e 541
SRM SErVICE HEAITN TESES.......eieeireceirteest ettt 542
SRM Service Audit PIPEIINE TESE......oiiiie et e s 542
SRM SerViCe File DESCIIPLOIS.....c.eiuietiiieriiriese sttt sb et st b et e e e e et ebesaesaesbeneas 543
SRM Service HOSt HEEITN. .......eiiiiice e 543
SRM Service Log DireCtory Free SPACE.......ccoe ittt st ene s 543
SRM Service Metrics Processor HEaIth TESE........cocveiieiiericiree e 544
SRM SEIVICE PrOCESS SEALUS.......veeevereerereeteseeie sttt sttt sttt st sb st s et r et r et b nne e 544
SRM Service SRM Service - Remote SRM Service Discovery Endpoint Groups Aggregated
HEAITN TESL. ..ottt b et b e s b e bt e b e bt nn s e snenennene s 545
SRM Service SRM Service - Remote SRM Service Discovery Endpoint Groups Validated With
Health Checks Aggregated Health TeSL..... ..o e 545
SRM Service SRM Service - Remote SRM Service Discovery Topic Consumers Aggregated
HEAITN TESL. ..ottt b et b e s b e bt s e b nn bt nn s nn e nnene 545
SRM Service SRM Service - Service Discovery Heartbeat Producers Aggregated Health Test......... 545
SRM Service SRM Status Processor Streams App Kafka Connection Health Test.........ccocevienee 545
SRM Service SRM Streams App Kafka Connection Health TeSt.........coovviiiniieienereeeeeeeeeee 545
SRM Service Status Metrics Processor Health TESE.........coeviiriiiciicecc e 545
SRM Service SWap MemMOrY USAGE........cuiirereriiieiereeeeee ettt st b et see e seseeseeeeneeeeneeseas 545
SRM Service Swap Memory Usage Rate BEta...........cccovririiiiiniie et 546
SRM Service UNEXPECIEH EXITS......c.oiiiiiirierie ettt sttt ss e e e s sne e 546
Schema RegiStry HEAITN TESES. ..o ettt s b e s b b bbb e 547
Schema Registry Server HEalth..... ..ot e 547
Schema Registry Server HEalth TESIS. ..ot e s eae s 547
Schema Registry Server Audit PIPEIING TESL.... .o e 547
Schema Registry Server File DESCIIPLOIS.......c.coueeeeeeeeeeee ettt s saesaesne e 548
Schema Reglistry Server Host HEalth. ..o s 549
Schema Registry Server Log DireCtory Free SPACE........ccoeviiirerieriinierie e 549
Schema RegiStry SErVer PrOCESS SEAIUS.........coueeeieierieiereeie sttt sttt st e e e e e e sae e snesbe e e 550
Schema Registry Server SWap MemOory USAQE........ccoireiiiinerieiienienie e sesee e sie e sre e s sse e seens 550
Schema Registry Server Swap Memory Usage Rate Beta...... ..o 551
Schema Registry Server UNEXPECtEd EXITS.........coiiriririiireiesiesie e s 551
SecondaryNameNOde HEAITN TESES.......c..oi ittt et sbe e 552
SecondaryNameNode Audit PIPEIiNG TeSE......cco it 552
SecondaryNameNOde File DESCIIPLOIS.........coueiueeeieieeeeeierere sttt st s e e e e e ene e enesaeas 553
SecondaryNameNOde GC DUIELION.........couiiirieierieieeeee ettt st b e e e e se e e e enesae s eae 553
SecondaryNameNode HDFS Checkpoint Directories Free SPace.........ocoveerereeeerinienenese e 554
SecondaryNameNode Heap Dump Directory Free SPaCE.........ccucvviierererienierie e 555
SecondaryNameNode HOst Health...........c.ooii e 555
SecondaryNameNode Log DireCtory Free SPaACE........cccceieririnere e 556
SecondaryNameNOdE PrOCESS SEAIUS........ccceruereriririerieseeriesieseeseeeeesessesse e sresbesbeseesbesbeseeseseeeneeneas 556

SecondaryNameNode SWap MemMOry USAQE.........oiererieiererieirese sttt s sse e see e 557



| Contents | xxii

SecondaryNameNode Swap Memory Usage Rate Beta............ccocerereiiiineie i 557
SecondaryNameNode UNEXPECLEA EXITS........ccceireiiiireririinie et 558
SecondaryNameNode WED Server SEALUS.........ccooiiririieiene et 558
SENEIY HEBITN TESES.....eieit et b bt e bt e et e n e s 559
SENEIY SEIVEr HEAITN. ..o b 559
SENLIY SEIVEr HEAITN TESES ...ttt et r et b 560
Sentry Server Audit PIPEliNg TS ... oot 560
SeNtry SErVEr File DESCIIPLOIS......c.ccueruereeterterie sttt re ettt be e sae b b e e e be e e e e e e e e e eneeaenaeeee 561
Sentry Server Heap DUMP DireCtory Free SPACE........ccuieiirirererierieie et 561
Sentry Server HOSt HEAITN. ..o e e 562
Sentry Server Log DIreCtory Free SPECE.........coiriie ettt st s 562
SENErY SEIVEr PrOCESS SEBLUS......ccueetieieetieiesie et sttt sttt ettt sbe et eseeseesaeesaesaeesaeeeesaeesesaeennesneans 563
Sentry Server SWap MEmMOrY USBQE.......cc.ocuiiiieiiiieie ettt st b e be e sne e sae e s 563
Sentry Server Swap Memory Usage Rate Beta...........coeoiiriiiiiiieeee e 564
Sentry Server UNEXPECIEA EXITS.......c.oiiiiieieeeieireee sttt sttt et b e sae e e 564
Service MONITOr HEAITN TESES... ..ottt 565
Service Monitor Audit Pipeling TESL.......ooe e e 565
Service Monitor Cloudera Manager DESCIIPLOr AQE........urueruereereeeeeeeeieriere st sees e e seeeeneas 566
Service Monitor Cloudera Manager Metric SChema AQE........cooviiiirere e 566
Service MONItOr Fil@ DESCIIPLOIS. ... .coueiuiieirieie ettt sttt e sb et see e e e et enesaesaesreseas 567
Service Monitor Heap DUmMp Directory Free SPACE........coereeeerierenerere st 567
SErVice MONITOr HEAD SIZE.......oouiiiieiieie ettt b e bbb e et nes 568
Service Monitor HOSt HEAITN.........c.oiiiiice e 568
Service Monitor Log DIreCtory Free SPace.........cocoe ettt s 569
Service Monitor Metrics Aggregation RUN DUration TESt...........ccerererierieriereeeeeeeeeeesese e 569
Service Monitor PaUSE DUIGLION...........cuieiriiirieesieee et 570
SErVICE MONITOr PrOCESS SEALUS........civeueeieiriieriieeiiseet ettt 570
Service Monitor ROIE PIPEIINE........c.oo et e 571
Service Monitor Service Monitor Storage Directory Free SPace.........coceeeveeeeveeerenenesene e 572
Service Monitor SWap MemMOrY USBQE........cccoiiireiiriirienie ettt s se e 572
Service Monitor Swap Memory Usage Rate Beta............ccccviiiiiiiniinese e 573
Service Monitor UNEXPECLEA EXITS.........oiiiererieiiieieeieire sttt sb b e 573
Service Monitor WED SEIVEr SEALUS.........cceirieirieirieisiesee sttt 574
SOIT HEBITN TESES. ...ttt b b e e bt e bbbt b e 575
SOIT SEIVEr HEBITN......ceee bbb er e 575
SOIT SEVEr HEAITN TESES. ...t bbbttt et b e 575
Solr Server Audit PIPEliNG TESL......ooeeeee e e e 575
SOIT SEIVEN Fil@ DESCIIPLOIS. .. eevieeieseereeie ettt ettt be st ae et b e se e e e e et aeeaeeaeeaesbesaesbeebesbesee 576
SOIT SEIVEr GC DUFBLION. .. ...evieiieiesieietee ettt ettt b et e bt n st ne s s e n e n e ens 576
Solr Server Heap DUMP DiIreCtory Free SPACE........coceieririririiise et sbe e 577
SOIr SErver HOSt HEBITN.......c.ooeice e 578
SOl Server Log DIreCtory Free SPaCE........ccooiieiiiirerie ettt st e enea 578
SOII SEIVEN PIOCESS SEALUS......ccveeetereetereesereett et sttt sttt ettt b e s b e e b e s bt se b s sesr et bt b b nre s 579
SOIr Server SOIT SErVEr APl LIVENESS........cciiiiieeietrees ettt 579
SOIr Server SWap MEMONY USBE.......ccoiiiiiiieieieisie ettt ae e s be e be e bt e e e e e e eneas 580
Solr Server Swap Memory Usage Rate BEta...........ooeiiiiiiiieeeerene e 580
SOIr Server UNEXPECLEA EXITS.......coiiiirieierierieie ettt st s sae b sae e 581
SOIT SEIVEr WED SEIVEN SEBLUS.......ccveeeteeeteriete sttt ettt e 582
SPArK HEBITN TESES.... .ottt b e bbbt r bt r st r et b e er e er e e ere e 582
Spark History Server HEalth...........coo it 582
SPArK 3 HEBITN TESES.....eieitiiceiet ettt et 583
Spark 3 History Server HEalth... ... e e 583
SOO0P 2 HEAITN TESES ...ttt b bbb b e e b et et e e e ae et e heeb e e bt sbesbeebeseese et ee 583
SO0P 2 SEIVEN HEAITN. ... e e 583
SOO00P 2 SEIVEr HEAITN TESES ... oottt bbb ettt e e bt b saesae b e b e 584

(e]e] ver Audit (1 ST 1= PN
Sqoop 2 Server Audit Pipeline T 584



| Contents | xxiii

SOO00P 2 SEIVEr FilE DESCIIPLOS. .....coueitirtertesteste ettt e s b et sbe bbbt et se e e e s e e e e enessesnesneas 585
Sgoop 2 Server Heap DUMP DireCtory Free SPACE........couerverieerireeeeiere st 585
SO0P 2 SerVer HOSE HEAITN.......ceieeee e b 586
Sqoop 2 Server Log DIreCtory Free SPaCe.........cocviiiiiiiiie e e 586
SOO00P 2 SENVEN PrOCESS SLAIUS.......ceveeieetiriestieieete et sttt st see st see e be e b e et e sb e e b e ebe e s e saeeseesnnesaeennas 587
SAo0p 2 Server SWap MemOry USAJE.... ..ottt bbb sne s 587
Sqoop 2 Server Swap Memory Usage Rate BetaL..........ooiieiiiiinieeee e 588
S0P 2 Server UNEXPECLEd EXITS.......cooiiiiieiiiiit ettt s 588
Storage Container Manager HEaIT TESES.........oiiiiieeee e e 589
Storage Container Manager Audit PIPeling TeSL.......coiieiiiiieeeeeee e e 589
Storage Container Manager File DESCIPIONS.......ocue e ittt b e 590
Storage Container Manager HOSt HEalth..........oooiiiiiiiee e 590
Storage Container Manager Log Directory Free SPace.........cocoeoerenenenine e 591
Storage Container Manager Ozone SCM Safemode Canary.........cocoeeeeeeeeeerenenesiesie s nes 591
Storage Container Manager Ozone SCM Upgrade Need Finalization Canary..........ccocceeeereeneeeenenne 591
Storage Container Manager PrOCESS SEALUS........ccceiriririienere sttt sae b sae s 501
Storage Container Manager Swap Memory USB0E........co.oiiierierieiiercrencse et 592
Storage Container Manager Swap Memory Usage Rate Beta.........cocoveveeriiieneneeereseeeseeseeieie e 592
Storage Container Manager Unexpected EXItS.... ... e 593
Streaming SQL CoNS0lE HEAITN TESES.....ceiiieiieeeeere s e st e 594
Streaming SQL Console Audit PIPEIING TESE......cco i e 594
Streaming SQL ConS0l€ File DESCIIPLOIS. .....cueiuiieieieeeieere ettt sttt se e se e sbesae e b e 595
Streaming SQL Console HOSt HEBITN..........c.oiiiiie e 595
Streaming SQL Console Log DireCtory Free SPACE........coeveeeeereeirerese st 595
Streaming SQL CONS0IE PrOCESS SEBLUS.........ceuerteiuirtirierieitisiesieseeseeseseeseeeees e sessessessessesbeseesaesseseeseens 596
Streaming SQL Console SWap MemOry USAQE.........coererierierieeeirere sttt see e se e snens 597
Streaming SQL Console Swap Memory Usage Rate Beta...........ccoeveviienenie e 597
Streaming SQL Console UNEXPeCted EXItS.........coiieriieieiirericrere sttt s 598
Streaming SQL ENQINE HEBIT TESES......cuieiie et s e 598
Streaming SQL Engine Audit PIPeliNg TESL.......ccuiiiiiiiiii e e 598
Streaming SQL ENQGiNe File DESCITPLONS.......ciuiiuirierie ettt st 599
Streaming SQL ENgine HOSt HEAITN..........oouii e e 600
Streaming SQL Engine Log Directory Free SPace.........cocoiiiieiiiiniere e e 600
Streaming SQL ENQINE PrOCESS SEALUS..........eiueriiieieeeieerere ettt st 601
Streaming SQL Engine Swap Memory USB0E........ccoiiiiiirire i 601
Streaming SQL Engine Swap Memory Usage Rate Beta............coeverirerienienieeeeeeeeeeee e 601
Streaming SQL Engine UNeXPected EXItS........ocuoiiiiirie e 602
Streams Messaging Manager HEalth TESES.........oe i s 603
Streams Messaging Manager Rest Admin Server Health...........cooooiiiiiniiencneeee e 603
Streams Messaging Manager Ul Server Health..........co.oiiiie e 603
Streams Messaging Manager Rest Admin Server Health TeSIS........ooiiiiiiiieiceerene e 604
Streams Messaging Manager Rest Admin Server Audit Pipeling TeSt.......ooooiieieieieinieeeeeneee 604
Streams Messaging Manager Rest Admin Server File DeSCriptors..........ouevevereneriereesiesee e 605
Streams Messaging Manager Rest Admin Server Host Health...........ocoooiiiiiiiiiiicce 605
Streams Messaging Manager Rest Admin Server Log Directory Free Space.........ccoceveeereeneeercnnen 605
Streams Messaging Manager Rest Admin Server ProCess SEaLUS........cocceerereienerereeniesiesee e 606
Streams Messaging Manager Rest Admin Server Swap Memory USage.........ccoeverereereenieneeneeeeennes 607
Streams Messaging Manager Rest Admin Server Swap Memory Usage Rate Beta...........ccccoceeeeeeeee. 607
Streams Messaging Manager Rest Admin Server Unexpected EXItS........oooovevereneneneinenceencnee 608
Streams Messaging Manager Ul Server Health TESES.... ..o 608
Streams Messaging Manager Ul Server Audit PIpeling TeSt........cocoiiierininenereeeeeeeere e 608
Streams Messaging Manager Ul Server File DESCrPLOrS......cooiiiirererienienie e 609
Streams Messaging Manager Ul Server HOst Health..........oocciiie e 610
Streams Messaging Manager Ul Server Log Directory Free SPace.........cooeeveveneenenieneesieseeieeeeeees 610
Streams Messaging Manager Ul Server ProCesS SELUS.........covrererirerenenese s 611

Streams Messaging Manager Ul Server Swap Memory USAJE........ooevereriereeneeieninesesesie s sie e 611



| Contents | xxiv

Streams Messaging Manager Ul Server Swap Memory Usage Rate Beta...........ccceoveerencnciincnne 612
Streams Messaging Manager Ul Server Unexpected EXItS.........couviiereririeneienercnesesese e 612
Streams Replication Manager Health TESES........ooiiiiieeee e e 613
Streams Replication Manager SRM Driver Health...........oooiiiiiiiieneeeeeeee e 613
Streams Replication Manager SRM Service Health..........cocoviiiiiieneseceeeese e 614
Tablet SErver HEAIN TESES.......ciicicei bbb 614
Tablet Server AUdit PIPEliNg TESL........cooi ittt s 614
Tablet Server Failed Data DIrECIONES.......cccoiieirereerereeereete ettt 615
Tablet SErVEr File DESCITPLOIS. .. .cueeieieeiriere ettt sttt st st b e s b et be e e b e b e e e e e e e e eneeneas 615
Tablet Server FUll Data DIFECIOMES.......c.ciueiiiiiriierieeeies ettt 616
Tablet Server HOSt HEAITN.........oviiieeee s 616
Tablet Server Log DireCtOry FrEe SPACE........ociririeieie ettt sttt e sbe e sn 616
Tablet SEIVEr ProCESS SEBLUS.......ccveiverereerireeiisieit ettt sttt 617
Tablet Server SWap MemMOrY USAQE.......cccii et sre st st st see st s et e e e e e sneenesneas 617
Tablet Server Swap Memory Usage Rate BEa..........ccooeiiiririienene et 617
Tablet Server UNEXPECIEO EXITS......c.oouiirieeeiriere sttt st st se e e 618
TasKTIaCKEr HEAITN TESES... ..ottt nn e ne 619
TaskTracker Audit PIPEIINGE TESE......oiiiiiiie ettt e b e sene 619
TaskTracker BIACKIISIEA SEALUS..........ecvivieriiiriie et 620
TaskTracker File DESCIIPLOIS......c.coiiiiirterie ittt ae st se et e e e e e e e e e e ne s e aesaesbesae e 620
TasKTTACKEr GC DUIBLION. ......cuieeiiieiiieiirteesi ettt b et b e nn e 621
TaskTracker Heap DUMpP DiIreCtory Free SPaACE........coreririrere it s 621
TasKTracker HOSt HEAITN.........coiiieeeeeee e 622
TaskTracker JODTracker CONNECHIVITY........coeiiriiriere et 622
TaskTracker Log DireCtory Free SPACE.........coeiireiereeieieeee ettt sttt sbe e 623
TasKTTACKEN PrOCESS SEALUS........coueerreeerereeriseet sttt ne et n s 624
TaskTracker SWap MemMOrY USAQE.......c..ciiruirieriiieierieeeteese sttt sttt see e e sbe b bbb es 624
TaskTracker Swap Memory Usage Rate Beta...........coiiviieiiiiiieeeee e 624
TaskTracker TaskTracker Local Data Directories Free SPace........coceeeeeereeienenene s 625
TaskTracker UNEXPECIE EXITS......ccuooiiieireeeeiieieie sttt sttt sae e b st sae e be b e 626
TasKTracker WED SEIVEr SEAIUS.........coereerireeiirieeireeieriei ettt 626
Telemetry PUbliSher HEaITh TESES... ..ottt sbe s 627
Telemetry Publisher Audit PIPEling TESL.. ..o e e 627
Telemetry Publisher Data Export Test For Stream HiVe-APD......cocoereieienene e 628
Telemetry Publisher Data Export Test For Stream Hive-Query-Audits..........cocoeeeeerienieneneneneniene 629
Telemetry Publisher Data Export Test For Stream Hive-TeZ-APP......ooerererereeerereeesere e 629
Telemetry Publisher Data Export Test For Stream Impala-Query-Profile..........cccoovviininiiiiincnns 630
Telemetry Publisher Data Export Test For Stream Oozie-WOrkflows...........cocooevecninininncncnee, 630
Telemetry Publisher Data Export Test For Stream Spark2_on_yarn-Event-Log.........ccocevereieereecennens 631
Telemetry Publisher Data Export Test FOr Stream Y arn-ApPPS.....ccceeeeeerenenenenieseesiese e seeee e 632
Telemetry Publisher Data Export Test For Stream Yarn-Jnist.........cccooeieiinininnnenesene e 632
Telemetry Publisher Data Ingest Test FOr Stream Hive-ApPp......coorrnne e 633
Telemetry Publisher Data Ingest Test For Stream Hive-Query-AuditS.........ccoeeeerenienienenenenenies 633
Telemetry Publisher Data Ingest Test For Stream Hive-TeZ-APP.....ccoveierererereeeeieeeeesese e 634
Telemetry Publisher Data Ingest Test For Stream Impala-Query-Profile...........cocoiininininenns 634
Telemetry Publisher Data Ingest Test For Stream Oo0zie-WOrkflows...........ccooveieieieinininincnee 635
Telemetry Publisher Data Ingest Test For Stream Spark2_on_yarn-Event-Log.........ccocoeveveiinenenenne 636
Telemetry Publisher Data Ingest Test FOr Stream Y arn-APPS......cocoeerereeerienienesese e 636
Telemetry Publisher Data Ingest Test For Stream Yarn-Jnist.........cocooeeeeneieinicninnencese e 637
Telemetry PUbDliSher File DESCIIPIONS. . .....ioeieeeieee ettt e sr e 637
Telemetry PUDIiSNEr GC DUFELION..........oiiieieeeeeeeeeeiee e sttt ae st sae st seens 638
Telemetry Publisher Heap DUump DireCtory Free SPacCe........occerereeerenie i 638
Telemetry Publisher HOSt HEAITN.........ouie e 639
Telemetry Publisher Log DireCtory Free SPaCe..........cococeeriireeerire et 639
Telemetry PUDliShEr ProCESS SELUS.........coeriririirierie sttt s 640

Telemetry Publisher Swap MemOory USB0E........coo ittt 641



| Contents | xxv

Telemetry Publisher Swap Memory Usage Rate Beta..........ccoo e 641
Telemetry Publisher Telemetry Publisher Data Directory Free Space.......cocoeeeeeeeerenienieneneneseeen 642
Telemetry Publisher UnNexpected EXItS.........ooieioiiiieerenere s 642
Telemetry Publisher WeD SErver SAIUS........cccooiiiiinireie e e 643
TraCEr HEAITN TESIS. ...ttt ettt e e n e 644
Tracer AUdit PIPEIING TS ...c.i it ettt sb b e e b 644
TraCEr Fil@ DESCIIPLOIS. ... .evieeueeeeeeieeierie ettt sttt ettt ae e bt b e sb e s bt sb e beseese e e e e e e e neeneeaeebeebenbeee 645
Tracer HOSt HEAITN........oeeiecec bbbt n e 645
Tracer LOg DIireCtOry FIrEE SPACE.......cccciriiieirie ittt sttt sttt bbbt b st seesee b e nbeseens 645
TrACEN PrOCESS SEAIUS........cccveeeeeieeeee ettt e et r e r e e sn e r e reneens 646
Tracer SWap MeEMONY USAQE... ..ottt ettt et st sae st see et sbe et e s be e b e sbeenbesbeennesreenes 646
Tracer Swap Memory UsSage Rale BELaL.........cooi it s 647
Tracer UNEXPECIE EXITS......ccuiiiieiieieieeeiie sttt ettt s b e bbb e et e e e 647
WEDHCaE Server HEaAIt TESES.......c.iiiiiciec e 648
WebHCat Server Audit PIPEIINGE TESE......oiiiiiieie e e e 648
WebHCat Server File DESCIIPLOIS........cociiiriiieiiiriesie ettt sttt st see et eaeenas 649
WebHCat Server Heap Dump DireCtory Free SPACE........cccevererirereiinienie e snens 649
WeDHCat Server HOSt HEAITN...........cuiciece e 650
WebHCat Server Log DireCtory Free SPACE.......cccoiiriirererere sttt e e sae s 650
WEDHCEE SEIVEr ProCESS SHALUS.......cveueireueireiereseetese ettt sttt r e r e b b e b e s snenennene s 651
WebHCat Server SWap MemMOrY USAQE........ccoiiruirierierieieee e eeesiese e sie s sae st sbeseessesbeseeseeseseseeeeneas 652
WebHCat Server Swap Memory Usage Rate BEta............ccoeieiiriinenierieie e 652
WebHCat Server UNEXPECIE EXITS.......ccooirireririireie ettt sbe bbb s se s 653
YARN HEBITN TESIS. ...ttt r e bbbt e bt e bt sn et nn e b e nne e 653
YARN Container USage AQQreOaLiON.. .....c..eruereerieerieeerierestestesteseestesieseessessesesseesessesessessessessessessesenns 653
YARN JODHIStOry Server HEalth.........cocciiiiieceeeesere et 654
YARN NodeManager HEaIT..........coo e e 654
YARN ResourceManager Health (HA) ..o s 655
YARN Queue Manager Store HEalth TESES.......o.iieeeeerer ettt st e 656
YARN Queue Manager Store Audit Pipeling TESL.......ccciiiiriieiirere e 656
YARN Queue Manager Store File DESCIIPLOIS........ciiiuiiereeieerere et 657
YARN Queue Manager Store Host HEalth...........coiiiiiiie e 657
YARN Queue Manager Store Log Directory Free SPace.........coeoeveverenienieneereee e 658
YARN Queue Manager SIOre ProCESS SEALUS.........cceiereerieriiriieiesieei sttt 658
YARN Queue Manager Store Swap Memory USAgE.........cooiiierireereeeesieeee e 659
YARN Queue Manager Store Swap Memory Usage Rate Beta...........occcovveveeieeii i 659
YARN Queue Manager Store UneXpected EXITS..... oo 660
YARN Queue Manager Webapp HEaIth TESES.........ooiiieee e s e 661
YARN Queue Manager Webapp Audit Pipeling TESL.......coooiiieee s 661
YARN Queue Manager Webapp File DESCIIPLOIS.......cceieriririerie et 662
YARN Queue Manager Webapp Host Health...........coooiiiiie e 662
Y ARN Queue Manager Webapp Log DireCtory Free SPace........coccvevereereeieeieeerene e 662
YARN Queue Manager Webapp ProCeSS SEALUS..........coeiiririeirerenerere st 663
Y ARN Queue Manager Webapp Swap Memory USAgE........cccoorirererinine e 663
Y ARN Queue Manager Webapp Swap Memory Usage Rate Beta..........ccoooeeveeeeinccnencncncce 664
YARN Queue Manager Webapp Unexpected EXItS.........coiviriieiinenereeeeeeeerese e 664
ZEPPEIIN HEBITN TESES.... .ottt et e ettt ae st s ae b e sbesaesbesbeseeseenean 665
ZEPPEiN SEVEr HEAITN.......oiee e bt et ene 665
ZePPElin SErver HEAITN TESES..... .ottt sttt se et be s b saesbe et 666
Zeppelin Server Audit PIPEIING TESE......ociii et et sb e snn 666
ZePPEliN SErVer File DESCIIPLOIS. ... .ceieeeeeeieierieeie ettt sttt et e se e e e e e se e s st ebesbesbesbesbeseeseens 667
Zeppelin Server HOst HEalth...........oooii e e 667
Zeppelin Server Log DIreCtory Free SPACE........ccocereierieeeieiereee sttt s 667
ZEPPENIN SEIVEr PrOCESS SEAIUS.......ceueetirterieitistesiestesteieseeseeee e e e st saesbesbesbeseesbe e seesense e e e esessesnesnens 668
Zeppelin Server SWap MemOry USAQE........cooereeieieeeeeerierie sttt s sbe b e e b s 668

Zeppelin Server Swap Memory Usage Rate Beta...........ccoeriiiiiiineie e 669



Zeppelin Server UNEXPECIE EXITS.......cooiiiriiiiiniesie ettt sttt s 669

Z0OKEEPEr HEBITN TESES.... ettt a bbb b s e et et e e e et e et eneeaeeaeebeeeas 670
ZOOKEEPDEN CBINAIY ....cueitieueeteeteete et sttt et ste st e st e s ae e beeae e beeae e b e eaeeebeeaeeebeeeesaeeaeesaeesbesaeesbesnsenbennnanbenas 670
Z00KEEPEr SEIVEr HEAITN.......oiiee et e 672

Z00KeePEr SErVEr HEAITN TESES..... it sb bbb e bt e e et ene b 672
ZooKeeper Server Audit PIPEIINE TESL......ooi ettt s 672
ZooKeeper Server CONNECLION COUNML.........ciiiiiireriereeriesie e e st sre e sbe st e e seesee e e e e e s e saesaesaeens 673
ZooKeeper Server Data DireCtory Free SPACE........ccieiiiiiriene ettt st 674
Z00Keeper Srver File DESCIIPLOIS........cctiiiirierie ettt sttt see st sttt s se e e eaesbesaena 675
Z00KEEPEr SEIVEr GC DIUIELION. ... .ceieieeieeeeeieteee ettt sttt et e e et b e b s b sbesbesaesae b es 675
ZooKeeper Server Heap DUmMp DireCtory Free SPaCe.......c.ccveieriieirienieseereee e e 676
ZooKeeper Server HOst HEalth...........oo.oiiiie e 676
ZooKeeper Server Log DIreCtory Free SPACE........cociiirireriiirieie e sb e see e e 677
ZooKeeper Server Maximum REQUESE LELENCY.........erueruerieieieieeeierese st 677
ZooKeeper Server OUtStanding REQUESES..........coiiiiiierie et st s 678
Z00OKEEPEr SEIVEN PrOCESS SEAUS.......oiueeiiitietieieeie ettt ettt sttt sb e b b e saeesnesae e e 678
ZooKeeper Server QUOrUM MemMBDErSNIP.......ooviirireeeer e e 679
ZooKeeper Server SWap MemOory USBJE.......coco ittt st st s 679
ZooKeeper Server Swap Memory Usage Rate Beta..........coceveeiiiiiinicieeeeee e 680
ZooKeeper Server Transaction Log Directory Free SPace..........coccoeevereieneniesienesie e 680

ZooKeeper Server UNEXPECIE EXITS.......cii ittt et ene 681



Cloudera Manager Health Tests

This section provides information on health tests supported by Cloudera Manager.
This section provides information on health tests supported by Cloudera Manager.

Note: Cloudera Manager provides monitoring of network port information at the Operating System level.
The underlying network issues from the upper level of Big Data software cannot be resolved from the
Cloudera Manager point of view. The frame error, if seen, requires you to contact the relevant network team
for inspection and further action. Note that thiskind of frame errors are typically related to hardware, such as
server network port, network cable of related lines, switch ports, and pertinent items.

For more information, refer to these KB articles - Cloudera Manager Monitoring Frame Error Bonded
Network and CDH and Network Frame Errors.

There are two types of health tests:
» Passfail tests - there are two types:

« Compare a property to ayes-no value. For example, whether a service or role started as expected, a DataNode
is connected to its NameNode, or a TaskTracker is (or is not) blocked.

« Exerciseaservicelightly to confirm it isworking and responsive. HDFS (NameNode role), HBase, and
ZooK eeper services perform these tests, which are referred to as " canary” tests.

Both types of pass-fail tests result in the health reported as being either Good or Bad.

* Maetric tests - compare a property to anumeric value. For example, the number of file descriptorsin use, the
amount of disk space used or free, how much time spent in garbage collection, or how many pages were swapped
to disk in the previous 15 minutes. In these tests the property is compared to a threshold that determine whether
everything is Good, (for example, plenty of disk space available), whether it is Concerning (disk space getting
low), or isBad (acriticaly low amount of disk space).

By default most health tests are enabled and (if appropriate) configured with reasonabl e thresholds. Y ou can modify
threshold values by editing the monitoring properties under the entity's Configuration tab. Y ou can a so enable or
disable individual or summary health tests, and in some cases specify what should be included in the cal culation of
overall health for the service, role instance, or host.

Important: Activity Monitor feature is not supported with Cloudera Manager. Note that when you load a
backup of Cloudera Manager, you could come across the configuration settings of Activity Monitor.

This Active Database health test checks that the Auditing for the Active Database role is getting processed correctly
and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Active Database
process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager
Agent on the Active Database host isn't able to send audits because of some network issue. Check the Cloudera
Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the
Navigator Audit Pipeline Health Check Active Database monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
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Template Name

nmgnt _navi gator _fail ure_w ndow
Default Value

20
Unit(s)

MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Active Database health test checks that the number of file descriptors used does not rise above some percentage
of the Active Database file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or
Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring
Thresholds Active Database monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

db_active _fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)
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PERCENT

This Active Database health test factorsin the health of the host upon which the Active Database is running. A failure
of thistest means that the host running the Active Database is experiencing some problem. See that host's status page
for more details.This test can be enabled or disabled using the Active Database Host Health Test Active Database
monitoring setting.

Short Name: Host Health

Description

When computing the overall Active Database hedlth, consider the host's health.
Template Name

db_active_host heal th_enabl ed

Default Value
true
Unit(s)
no unit

This Active Database health test checks that the Cloudera Manager Agent on the Active Database host is heart
beating correctly and that the process associated with the Active Database role isin the state expected by Cloudera
Manager. A failure of this health test may indicate a problem with the Active Database process, alack of connectivity
to the Cloudera Manager Agent on the Active Database host, or a problem with the Cloudera Manager Agent. This
test can fail either because the Active Database has crashed or because the Active Database will not start or stopin a
timely fashion. Check the Active Database logs for more details. If the test fails because of problems communicating
with the Cloudera Manager Agent on the Active Database host, check the status of the Cloudera Manager Agent by
running /etc/init.d/cloudera-scm-agent status on the Active Database host, or ook in the Cloudera Manager Agent
logs on the Active Database host for more details. This test can be enabled or disabled using the Active Database
Process Health Test Active Database monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Active Database's process state is consistent with the role
configuration

Template Name
db_active_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Active Database health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. This test can be configured using the Process Swap Memory
Thresholds monitoring settings.
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Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Active Database health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory rate_threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Active Database health test checks that the Active Database has not recently exited unexpectedly. The test
returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if thistestis
configured with acritical threshold of 1, thistest returns "Good" health if there have been no unexpected exits
recently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
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whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Active Database monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow

Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_t hreshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

This Active Key Trustee Server health test checks that the Auditing for the Active Key Trustee Server roleis getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of
Active Key Trustee Server process. Thistest can fail either because the Cloudera Audit Server is not accepting audits,
or the Cloudera Manager Agent on the Active Key Trustee Server host isn't able to send audits because of some
network issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test
can be enabled or disabled using the Navigator Audit Pipeline Health Check Active Key Trustee Server monitoring
Setting.

Short Name: Audit Pipeline Test

Description

The period to review when checking if audits are blocked and not getting processed.
Template Name

ngnt _navi gator _fail ure_w ndow
Default Value

20
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Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

mgnt _navi gator_failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Active Key Trustee Server health test checks that the number of file descriptors used does not rise above some
percentage of the Active Key Trustee Server file descriptor limit. A failure of this health test may indicate abugin
either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Active Key Trustee Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

keytrustee_active_server _fd_threshol ds
Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT
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This Active Key Trustee Server health test factors in the health of the host upon which the Active Key Trustee Server
isrunning. A failure of this test means that the host running the Active Key Trustee Server is experiencing some
problem. See that host's status page for more details. This test can be enabled or disabled using the Active Key Trustee
Server Host Health Test Active Key Trustee Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Active Key Trustee Server health, consider the host's health.
Template Name

keytrustee_active_server host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Active Key Trustee Server health test checks that the filesystem containing the log directory of this Active Key
Trustee Server has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring
Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Active Key Trustee Server
monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og directory free space_absol ute_threshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory free space_percentage t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Active Key Trustee Server health test checks that the Cloudera Manager Agent on the Active Key Trustee Server
host is heart beating correctly and that the process associated with the Active Key Trustee Server roleisin the state
expected by Cloudera Manager. A failure of this health test may indicate a problem with the Active Key Trustee
Server process, alack of connectivity to the Cloudera Manager Agent on the Active Key Trustee Server host, or
aproblem with the Cloudera Manager Agent. Thistest can fail either because the Active Key Trustee Server has
crashed or because the Active Key Trustee Server will not start or stop in atimely fashion. Check the Active Key
Trustee Server logs for more details. If the test fails because of problems communicating with the Cloudera Manager
Agent on the Active Key Trustee Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/
cloudera-scm-agent status on the Active Key Trustee Server host, or look in the Cloudera Manager Agent logs on the
Active Key Trustee Server host for more details. This test can be enabled or disabled using the Active Key Trustee
Server Process Health Test Active Key Trustee Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Active Key Trustee Server's process state is consistent with the role
configuration

Template Name
keytrustee_active _server_scm heal th_enabl ed

Default Value
true
Unit(s)
no unit

This Active Key Trustee Server health test checks the amount of swap memory in use by the role. A failure of this
health test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Active Key Trustee Server health test checks the change of the amount of swap memory usage by the role
during a predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can
be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.
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Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Active Key Trustee Server health test checks that the Active Key Trustee Server has not recently exited
unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For
example, if thistest is configured with acritical threshold of 1, this test returns "Good" health if there have been no
unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health. The test also
indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out

of Memory monitoring setting is enabled. This test can be configured using the Unexpected Exits Thresholds and
Unexpected Exits Monitoring Period Active Key Trustee Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.
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Template Name
unexpect ed_exits_t hreshol ds

Default Value

critical:any, warning:never
Unit(s)

Nno unit

This Activity Monitor - Unsupported Since 7.0.0 health test checks that no messages are being dropped by the activity
monitor stage of the Activity Monitor - Unsupported Since 7.0.0 pipeline. A failure of this hedlth test indicates a
problem with the Activity Monitor - Unsupported Since 7.0.0. This may indicate a configuration problem or a bug

in the Activity Monitor - Unsupported Since 7.0.0. Thistest can be configured using the Activity Monitor Activity
Monitor Pipeline Monitoring Time Period monitoring setting.

Short Name: Activity Monitor Pipeline

Description
The health test thresholds for monitoring the Activity Monitor activity monitor pipeline. This
specifies the number of dropped messages that will be tolerated over the monitoring time period.
Template Name
activitynonitor_activity nonitor_pipeline_thresholds
Default Value
critical:any, warning:never

Unit(s)
no unit

Description
The time period over which the Activity Monitor activity monitor pipeline will be monitored for
dropped messages.

Template Name
activitynonitor_activity nonitor_pipeline_w ndow

Default Value
5
Unit(s)
MINUTES

This Activity Monitor - Unsupported Since 7.0.0 health test checks that no messages are being dropped by the activity
tree stage of the Activity Monitor - Unsupported Since 7.0.0 pipeline. A failure of this health test indicates a problem
with the Activity Monitor - Unsupported Since 7.0.0. This may indicate a configuration problem or abug in the
Activity Monitor - Unsupported Since 7.0.0. Thistest can be configured using the Activity Monitor Activity Tree
Pipeline Monitoring Time Period monitoring setting.

36



Cloudera Manager Health Tests

Short Name: Activity Tree Pipeline

Description

The health test thresholds for monitoring the Activity Monitor activity tree pipeline. This specifies
the number of dropped messages that will be tolerated over the monitoring time period.

Template Name
activitynmonitor_activity_tree_pipeline_threshol ds
Default Value
critical:any, warning:never

Unit(s)
no unit

Description
The time period over which the Activity Monitor activity tree pipeline will be monitored for
dropped messages.

Template Name
activitynmonitor_activity_tree_pipeline_w ndow

Default Value
5
Unit(s)
MINUTES

This Activity Monitor - Unsupported Since 7.0.0 health test checks that the Auditing for the Activity Monitor -
Unsupported Since 7.0.0 role is getting processed correctly and is not blocked. A failure of this health test may
indicate a problem with the audit pipeline of Activity Monitor - Unsupported Since 7.0.0 process. This test can fail
either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Activity
Monitor - Unsupported Since 7.0.0 host isn't able to send audits because of some network issue. Check the Cloudera
Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the
Navigator Audit Pipeline Health Check Activity Monitor - Unsupported Since 7.0.0 monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
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The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

ThisisaActivity Monitor - Unsupported Since 7.0.0 health test that checksif the Cloudera Manager descriptor

has been refreshed recently. The Cloudera Manager descriptor is used to pass configuration information from the
Cloudera Manager Server to the Activity Monitor - Unsupported Since 7.0.0. If the descriptor becomes stale, Activity
Monitor - Unsupported Since 7.0.0 operation may be impacted because the Activity Monitor - Unsupported Since
7.0.0 will receive information about new hosts, roles, and services, or changes to existing hosts, roles, and services.

A stale descriptor usually indicates problems communicating with the Cloudera Manager Server but can also indicate
performance problems or a bug. Consult the Activity Monitor - Unsupported Since 7.0.0 log and the Cloudera
Manager Server log for more information. Thistest can be configured using the Cloudera Manager Descriptor Age
Thresholds Cloudera Manager Activity Monitor - Unsupported Since 7.0.0 setting.

Short Name: Cloudera Manager Descriptor Age

Description

The health test thresholds for monitoring the time since the Cloudera Manager descriptor was last
refreshed.

Template Name

scm descri pt or _age_t hreshol ds
Default Value

critical:120000.0, warning:60000.0
Unit(s)

No unit

This Activity Monitor - Unsupported Since 7.0.0 health test checks that the number of file descriptors used does not
rise above some percentage of the Activity Monitor - Unsupported Since 7.0.0 file descriptor limit. A failure of this
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health test may indicate a bug in either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be
configured using the File Descriptor Monitoring Thresholds Activity Monitor - Unsupported Since 7.0.0 monitoring
Ssetting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
activitynonitor_fd_threshol ds
Default Value
critical:70.0, warning:50.0
Unit(s)
PERCENT

This Activity Monitor - Unsupported Since 7.0.0 health test checks that the filesystem containing the heap dump
directory of this Activity Monitor - Unsupported Since 7.0.0 has sufficient free space. This test can be configured
using the Heap Dump Directory Free Space Monitoring Absolute Thresholds and Heap Dump Directory Free Space
Monitoring Percentage Thresholds Activity Monitor - Unsupported Since 7.0.0 monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Activity Monitor - Unsupported Since 7.0.0 health test factorsin the health of the host upon which the Activity
Monitor - Unsupported Since 7.0.0 is running. A failure of thistest means that the host running the Activity Monitor
- Unsupported Since 7.0.0 is experiencing some problem. See that host's status page for more details. Thistest can
be enabled or disabled using the Activity Monitor - Unsupported Since 7.0.0 Host Health Test Activity Monitor -
Unsupported Since 7.0.0 monitoring setting.

Short Name: Host Health

Description

When computing the overall Activity Monitor - Unsupported Since 7.0.0 health, consider the host's
health.

Template Name
activitynonitor _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Activity Monitor - Unsupported Since 7.0.0 health test checks that the filesystem containing the log directory
of this Activity Monitor - Unsupported Since 7.0.0 has sufficient free space. This test can be configured using the
Log Directory Free Space Monitoring Absolute Thresholds and Log Directory Free Space Monitoring Percentage
Thresholds Activity Monitor - Unsupported Since 7.0.0 monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
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Unit(s)
PERCENT

This Activity Monitor - Unsupported Since 7.0.0 health test checks that the Activity Monitor - Unsupported Since
7.0.0 threads are not experiencing long scheduling pauses. The test uses a pause monitoring thread in the Activity
Monitor - Unsupported Since 7.0.0 that tracks scheduling delay by noting if it isrun on its requested schedule. If
the thread is not run on its requested schedule, the delay is noted and considered pause time. The health test checks
that no more than some percentage of recent time is spent paused. A failure of this health test may indicate that the
Activity Monitor - Unsupported Since 7.0.0 is not getting enough CPU resources, or that it is spending too much
time doing garbage collection. Inspect the Activity Monitor - Unsupported Since 7.0.0 logs for any pause monitor
output and check garbage collection metrics exposed by the Activity Monitor - Unsupported Since 7.0.0. Thistest
can be configured using the Pause Duration Thresholds and Pause Duration Monitoring Period Activity Monitor -
Unsupported Since 7.0.0 monitoring settings.

Short Name: Pause Duration

Description

The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name

activitynonitor_pause_duration_w ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for the weighted average extra time the pause monitor spent paused.
Specified as a percentage of elapsed wall clock time.

Template Name

activitynoni tor_pause_duration_threshol ds
Default Value

critical:60.0, warning:30.0

Unit(s)
no unit

This Activity Monitor - Unsupported Since 7.0.0 health test checks that the Cloudera Manager Agent on the Activity
Monitor - Unsupported Since 7.0.0 host is heart beating correctly and that the process associated with the Activity
Monitor - Unsupported Since 7.0.0 roleisin the state expected by Cloudera Manager. A failure of this health test

may indicate a problem with the Activity Monitor - Unsupported Since 7.0.0 process, alack of connectivity to the
Cloudera Manager Agent on the Activity Monitor - Unsupported Since 7.0.0 host, or a problem with the Cloudera
Manager Agent. This test can fail either because the Activity Monitor - Unsupported Since 7.0.0 has crashed or
because the Activity Monitor - Unsupported Since 7.0.0 will not start or stop in atimely fashion. Check the Activity
Monitor - Unsupported Since 7.0.0 logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Activity Monitor - Unsupported Since 7.0.0 host, check the status of the Cloudera
Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Activity Monitor - Unsupported Since 7.0.0
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host, or look in the Cloudera Manager Agent logs on the Activity Monitor - Unsupported Since 7.0.0 host for more
details. Thistest can be enabled or disabled using the Activity Monitor - Unsupported Since 7.0.0 Process Health Test
Activity Monitor - Unsupported Since 7.0.0 monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Activity Monitor - Unsupported Since 7.0.0's process state is
consistent with the role configuration

Template Name
activitynonitor_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Activity Monitor - Unsupported Since 7.0.0 health test checks the amount of swap memory in use by therole. A
failure of this health test may indicate that your machine is overloaded. This test can be configured using the Process
Swap Memory Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description
The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_t hreshol ds

Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Activity Monitor - Unsupported Since 7.0.0 health test checks the change of the amount of swap memory usage
by the role during a predefined period. A failure of this health test may indicate that your machine is overloaded.
Thistest can be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window
monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_t hreshol ds
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Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Activity Monitor - Unsupported Since 7.0.0 health test checks that the Activity Monitor - Unsupported Since
7.0.0 has not recently exited unexpectedly. Thetest returns "Bad" health if the number of unexpected exits exceeds a
critical threshold. For example, if thistest is configured with acritical threshold of 1, thistest returns "Good" health
if there have been no unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns
"Bad" hedlth. The test a so indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera
Manager Kill When Out of Memory monitoring setting is enabled. This test can be configured using the Unexpected
Exits Thresholds and Unexpected Exits Monitoring Period Activity Monitor - Unsupported Since 7.0.0 monitoring
Settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may

indicate a problem with the web server of the Activity Monitor - Unsupported Since 7.0.0, a misconfiguration of the
Activity Monitor - Unsupported Since 7.0.0, or a problem with the Cloudera Manager Agent. Consult the Cloudera
Manager Agent logs and the logs of the Activity Monitor - Unsupported Since 7.0.0 for more detail. If the test failure
message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the Activity Monitor

- Unsupported Since 7.0.0's web server are failing or timing out. If the test's failure message indicates an unexpected
response, the Activity Monitor - Unsupported Since 7.0.0's web server responded to the Cloudera Manager Agent's
reguest, but the response could not be interpreted for some reason. This test can be configured using the Web Metric
Collection Activity Monitor - Unsupported Since 7.0.0 monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

activitynonitor_web netric_collection_enabl ed
Default Value

true
Unit(s)

No unit

Description
The health test thresholds on the duration of the metrics request to the web server.
Template Name
activitynonitor_web netric_collection_threshol ds
Default Value
critical:never, warning:10000.0
Unit(s)
MILLISECONDS

This Alert Publisher health test checks that the Auditing for the Alert Publisher role is getting processed correctly and
is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Alert Publisher process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the Alert Publisher host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check Alert Publisher monitoring setting.

Short Name: Audit Pipeline Test
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Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
Template Name
mgnt _navi gator_failure_threshol ds
Default Value
critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Alert Publisher health test checks that the number of file descriptors used does not rise above some percentage of
the Alert Publisher file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds
Alert Publisher monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
al ert publi sher_fd_threshol ds
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Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT

This Alert Publisher health test checks that the filesystem containing the heap dump directory of this Alert Publisher
has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring
Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Alert Publisher
monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Alert Publisher health test factors in the health of the host upon which the Alert Publisher is running. A failure
of thistest means that the host running the Alert Publisher is experiencing some problem. See that host's status page
for more details.This test can be enabled or disabled using the Alert Publisher Host Health Test Alert Publisher
monitoring setting.

Short Name: Host Health

Description
When computing the overall Alert Publisher health, consider the host's health.

Template Name
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al ert publ i sher _host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Alert Publisher health test checks that the filesystem containing the log directory of this Alert Publisher has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Alert Publisher monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free _space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Alert Publisher health test checks that the Cloudera Manager Agent on the Alert Publisher host is heart beating
correctly and that the process associated with the Alert Publisher roleisin the state expected by Cloudera Manager.
A failure of this health test may indicate a problem with the Alert Publisher process, alack of connectivity to the
Cloudera Manager Agent on the Alert Publisher host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the Alert Publisher has crashed or because the Alert Publisher will not start or stop in atimely
fashion. Check the Alert Publisher logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Alert Publisher host, check the status of the Cloudera Manager Agent by running /
etc/init.d/cloudera-scm-agent status on the Alert Publisher host, or 1ook in the Cloudera Manager Agent logs on the
Alert Publisher host for more details. Thistest can be enabled or disabled using the Alert Publisher Process Health
Test Alert Publisher monitoring setting.

Short Name: Process Status
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Description

Enables the health test that the Alert Publisher's process state is consistent with the role
configuration

Template Name
al ert publ i sher _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Alert Publisher health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Alert Publisher health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. This test can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
Settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES
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Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Alert Publisher health test checks that the Alert Publisher has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with acritical threshold of 1, thistest returns " Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Alert Publisher monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name

unexpect ed_exi ts_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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ThisisaAtlas service-level health test that checks that enough of the Atlas Serversin the cluster are healthy. The
test returns "Concerning” health if the number of healthy Atlas Servers falls below awarning threshold, expressed
as a percentage of the total number of Atlas Servers. Thetest returns "Bad" health if the number of healthy and
"Concerning" Atlas Serversfalls below acritical threshold, expressed as a percentage of the total number of Atlas
Servers. For example, if thistest is configured with a warning threshold of 95% and a critical threshold of 90% for
acluster of 100 Atlas Servers, this test would return "Good" health if 95 or more Atlas Servers have good health.
This test would return "Concerning" health if at least 90 Atlas Servers have either "Good" or "Concerning” health. If
more than 10 Atlas Servers have bad health, this test would return "Bad" health. A failure of this health test indicates
unhealthy Atlas Servers. Check the status of the individual Atlas Serversfor more information. Thistest can be
configured using the Atlas Atlas service-wide monitoring setting.

Short Name: Atlas Server Hedlth

Description

The health test thresholds of the overall Atlas Server health. The check returns " Concerning”
health if the percentage of "Healthy" Atlas Serversfalls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" Atlas Servers falls below the
critical threshold.

Template Name

ATLAS_ATLAS SERVER heal t hy_t hreshol ds
Default Value

critical:90.0, warning:99.0
Unit(s)

PERCENT

Thisisan Atlas server role-level status test that checks whether the Atlas Server'slogin pageis reachable or not. A
failure of this health test indicates that the Atlas Server is not fully functional. This test can be enabled or disabled
using the Atlas Server Url Canary Enabled setting.

Short Name: Atlas Server Canary

This Atlas Server health test checks that the Auditing for the Atlas Server roleis getting processed correctly and is not
blocked. A failure of this health test may indicate a problem with the audit pipeline of Atlas Server process. This test
can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Atlas
Server host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline
Health Check Atlas Server monitoring setting.

Short Name: Audit Pipeline Test

Description

The period to review when checking if audits are blocked and not getting processed.
Template Name

mgnt _navi gator _fail ure_w ndow
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Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.
Template Name
ngnt _navi gator _fail ure_threshol ds
Default Value
critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Atlas Server health test checks that the number of file descriptors used does not rise above some percentage of
the Atlas Server file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Atlas Server monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
atlas_server _fd_threshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT
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This Atlas Server hedlth test factorsin the health of the host upon which the Atlas Server isrunning. A failure of this
test means that the host running the Atlas Server is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the Atlas Server Host Health Test Atlas Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Atlas Server health, consider the host's health.
Template Name

atl as_server _host heal th_enabl ed

Default Value
true
Unit(s)
no unit

This Atlas Server health test checks that the filesystem containing the log directory of this Atlas Server has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Atlas Server monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Atlas Server health test checks that the Cloudera Manager Agent on the Atlas Server host is heart beating
correctly and that the process associated with the Atlas Server roleisin the state expected by Cloudera Manager. A
failure of this health test may indicate a problem with the Atlas Server process, alack of connectivity to the Cloudera
Manager Agent on the Atlas Server host, or a problem with the Cloudera Manager Agent. Thistest can fail either
because the Atlas Server has crashed or because the Atlas Server will not start or stop in atimely fashion. Check the
Atlas Server logs for more details. If the test fails because of problems communicating with the Cloudera M anager
Agent on the Atlas Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-
scm-agent status on the Atlas Server host, or look in the Cloudera Manager Agent logs on the Atlas Server host for
more details. Thistest can be enabled or disabled using the Atlas Server Process Health Test Atlas Server monitoring
Setting.

Short Name: Process Status

Description

Enables the health test that the Atlas Server's process state is consistent with the role configuration
Template Name

atl as_server_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Atlas Server health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Atlas Server health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta
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Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Atlas Server health test checks that the Atlas Server has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were
caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled.
Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Atlas
Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This Authentication Server health test checks that the Auditing for the Authentication Server role is getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline
of Authentication Server process. Thistest can fail either because the Cloudera Audit Server is not accepting audits,
or the Cloudera Manager Agent on the Authentication Server host isn't able to send audits because of some network
issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be
enabled or disabled using the Navigator Audit Pipeline Health Check Authentication Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gat or _fai |l ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.
Template Name
ngnt _navi gator _fail ure_threshol ds
Default Value
critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed
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Default Value
true
Unit(s)
no unit

This Authentication Server health test checks that the number of file descriptors used does not rise above some
percentage of the Authentication Server file descriptor limit. A failure of this health test may indicate a bug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Authentication Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

aut hserver _fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Authentication Server health test checks that the filesystem containing the heap dump directory of this
Authentication Server has sufficient free space. Thistest can be configured using the Heap Dump Directory Free
Space Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds
Authentication Server monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
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Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Authentication Server health test factors in the health of the host upon which the Authentication Server is
running. A failure of thistest means that the host running the Authentication Server is experiencing some problem.
See that host's status page for more details.This test can be enabled or disabled using the Authentication Server Host
Health Test Authentication Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Authentication Server health, consider the host's health.
Template Name

aut hserver _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Authentication Server health test checks that the filesystem containing the log directory of this Authentication
Server has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Authentication Server monitoring
settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory.

Template Name

|l og directory free space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
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The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
l og directory free _space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Authentication Server health test checks that the Cloudera Manager Agent on the Authentication Server host is
heart beating correctly and that the process associated with the Authentication Server role is in the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the Authentication Server process, alack
of connectivity to the Cloudera Manager Agent on the Authentication Server host, or a problem with the Cloudera
Manager Agent. Thistest can fail either because the Authentication Server has crashed or because the Authentication
Server will not start or stop in atimely fashion. Check the Authentication Server logs for more details. If the test fails
because of problems communicating with the Cloudera Manager Agent on the Authentication Server host, check the
status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Authentication Server
hogt, or look in the Cloudera Manager Agent logs on the Authentication Server host for more details. Thistest can be
enabled or disabled using the Authentication Server Process Health Test Authentication Server monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Authentication Server's process state is consistent with the role
configuration

Template Name
aut hserver _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Authentication Server health test checks the amount of swap memory in use by the role. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_t hreshol ds

Default Value
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critical:never, warning:200.0
Unit(s)
BYTES

This Authentication Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description
The period to review when computing unexpected swap memory usage change of the process.

Template Name
process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Authentication Server health test checks that the Authentication Server has not recently exited unexpectedly.
Thetest returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, this test returns "Good" hedlth if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Authentication Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.

Template Name
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unexpect ed_exi ts_w ndow
Default Value

5
Unit(s)

MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for therole.

Template Name
unexpect ed_exits_t hreshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

This Authentication Server Load Balancer health test checks that the Auditing for the Authentication Server Load
Balancer roleis getting processed correctly and is not blocked. A failure of this health test may indicate a problem
with the audit pipeline of Authentication Server Load Balancer process. Thistest can fail either because the Cloudera
Audit Server is not accepting audits, or the Cloudera Manager Agent on the Authentication Server Load Balancer host
isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera Audit
Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline Health Check
Authentication Server Load Balancer monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fai |l ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name
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nmgnt _navi gator _fail ure_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
nmgnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Authentication Server Load Balancer health test checks that the number of file descriptors used does not rise
above some percentage of the Authentication Server Load Balancer file descriptor limit. A failure of this health test
may indicate a bug in either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured
using the File Descriptor Monitoring Thresholds Authentication Server Load Balancer monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
aut h_| oad_bal ancer _fd_t hreshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Authentication Server Load Balancer health test factors in the health of the host upon which the Authentication
Server Load Balancer isrunning. A failure of this test means that the host running the Authentication Server Load
Balancer is experiencing some problem. See that host's status page for more details. This test can be enabled or
disabled using the Authentication Server Load Balancer Host Health Test Authentication Server Load Balancer
monitoring setting.

Short Name: Host Health

Description
When computing the overall Authentication Server Load Balancer health, consider the host's health.
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Template Name
aut h_| oad_bal ancer _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Authentication Server Load Balancer health test checks that the filesystem containing the log directory of this
Authentication Server Load Balancer has sufficient free space. This test can be configured using the Log Directory
Free Space Monitoring Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds
Authentication Server Load Balancer monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Authentication Server Load Balancer health test checks that the Cloudera Manager Agent on the Authentication
Server Load Balancer host is heart beating correctly and that the process associated with the Authentication Server
Load Balancer roleisin the state expected by Cloudera Manager. A failure of this health test may indicate a problem
with the Authentication Server Load Balancer process, alack of connectivity to the Cloudera Manager Agent on the
Authentication Server Load Balancer host, or a problem with the Cloudera Manager Agent. This test can fail either
because the Authentication Server Load Balancer has crashed or because the Authentication Server Load Balancer
will not start or stop in atimely fashion. Check the Authentication Server Load Balancer logs for more details. If the
test fails because of problems communicating with the Cloudera Manager Agent on the Authentication Server Load
Balancer host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on
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the Authentication Server Load Balancer host, or look in the Cloudera Manager Agent logs on the Authentication
Server Load Balancer host for more details. This test can be enabled or disabled using the Authentication Server Load
Balancer Process Health Test Authentication Server Load Balancer monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Authentication Server Load Balancer's process state is consistent
with the role configuration

Template Name
aut h_| oad_bal ancer _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Authentication Server Load Balancer health test checks the amount of swap memory in use by the role. A failure
of this health test may indicate that your machine is overloaded. This test can be configured using the Process Swap
Memory Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Authentication Server Load Balancer health test checks the change of the amount of swap memory usage by
the role during a predefined period. A failure of this health test may indicate that your machine is overloaded. This
test can be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window
monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_t hreshol ds
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Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Authentication Server Load Balancer health test checks that the Authentication Server Load Balancer has not
recently exited unexpectedly. Thetest returns "Bad" health if the number of unexpected exits exceeds a critical
threshold. For example, if thistest is configured with a critical threshold of 1, thistest returns "Good" health if there
have been no unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health.
The test also indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager

Kill When Out of Memory monitoring setting is enabled. This test can be configured using the Unexpected Exits
Thresholds and Unexpected Exits Monitoring Period Authentication Server Load Balancer monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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ThisisaAuthentication Service service-level health test that checks that enough of the Authentication Serversin the
cluster are healthy. The test returns " Concerning” health if the number of healthy Authentication Serversfalls below
awarning threshold, expressed as a percentage of the total number of Authentication Servers. The test returns "Bad"
health if the number of healthy and "Concerning” Authentication Serversfalls below acritical threshold, expressed
as a percentage of the total number of Authentication Servers. For example, if thistest is configured with awarning
threshold of 95% and a critical threshold of 90% for a cluster of 100 Authentication Servers, this test would return
"Good" health if 95 or more Authentication Servers have good health. Thistest would return "Concerning” health if
at least 90 Authentication Servers have either "Good" or "Concerning” health. If more than 10 Authentication Servers
have bad health, this test would return "Bad" health. A failure of this health test indicates unhealthy Authentication
Servers. Check the status of the individual Authentication Servers for more information. Thistest can be configured
using the Authentication Service Authentication Service service-wide monitoring setting.

Short Name: Authentication Server Health

Description
The health test thresholds of the overall Authentication Server health. The check returns
"Concerning" health if the percentage of "Healthy" Authentication Serversfalls below the
warning threshold. The check is unhealthy if the total percentage of "Healthy" and "Concerning”
Authentication Servers falls below the critical threshold.

Template Name
aut h_aut hservers_heal t hy_t hr eshol ds

Default Value

critical:51.0, warning:99.0
Unit(s)

PERCENT

ThisisaAuthentication Service service-level health test that checks that enough of the Authentication Server Load
Balancersin the cluster are healthy. The test returns "Concerning" health if the number of healthy Authentication
Server Load Balancers falls below awarning threshold, expressed as a percentage of the total number of
Authentication Server Load Balancers. Thetest returns "Bad" health if the number of healthy and "Concerning"
Authentication Server Load Balancers falls below acritical threshold, expressed as a percentage of the total number
of Authentication Server Load Balancers. For example, if thistest is configured with awarning threshold of 95% and
acritical threshold of 90% for a cluster of 100 Authentication Server Load Balancers, this test would return "Good"
health if 95 or more Authentication Server Load Balancers have good health. This test would return " Concerning"
health if at least 90 Authentication Server Load Balancers have either "Good" or "Concerning" health. If more

than 10 Authentication Server Load Balancers have bad health, this test would return "Bad" hedlth. A failure

of this health test indicates unhealthy Authentication Server Load Balancers. Check the status of the individual
Authentication Server Load Balancers for more information. Thistest can be configured using the Authentication
Service Authentication Service service-wide monitoring setting.

Short Name: Authentication Server Load Balancer Health

Description

The health test thresholds of the overall Authentication Server Load Balancer health. The check
returns "Concerning” health if the percentage of "Healthy" Authentication Server Load Balancers
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falls below the warning threshold. The check is unhealthy if the total percentage of "Healthy" and
"Concerning" Authentication Server Load Balancers falls below the critical threshold.

Template Name
aut h_aut h_I oad_bal ancers_heal t hy _t hreshol ds

Default Value

critical:51.0, warning:99.0
Unit(s)

PERCENT

This canary checks whether it is possible to log in to the Authentication Service. A failure of this check indicates
that it will not be possible to log in to anything that uses the Authentication Service for single-sign-on. Look in the
Authentication Service logs for more information.

Short Name: Authentication Service Canary

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Activity
Monitor - Unsupported Since 7.0.0. The test returns "Bad" hedlth if the service is running and the Activity Monitor -
Unsupported Since 7.0.0 is not running. In all other cases it returns the health of the Activity Monitor - Unsupported
Since 7.0.0. A failure of this health test indicates a stopped or unhealthy Activity Monitor - Unsupported Since 7.0.0.
Check the status of the Activity Monitor - Unsupported Since 7.0.0 for more information. This test can be enabled

or disabled using the Activity Monitor - Unsupported Since 7.0.0 Role Health Test Activity Monitor - Unsupported
Since 7.0.0 service-wide monitoring setting.

Short Name: Activity Monitor - Unsupported Since 7.0.0 Health

Description
When computing the overall MGMT health, consider Activity Monitor - Unsupported Since 7.0.0's
health

Template Name
mgnt _activitynonitor_heal th_enabl ed

Default Value
true
Unit(s)
no unit

This Cloudera Management Service service-level health test checks for the presence of arunning, heathy Alert
Publisher. Thetest returns "Bad" health if the service is running and the Alert Publisher is not running. In al other
cases it returns the health of the Alert Publisher. A failure of this health test indicates a stopped or unhealthy Alert
Publisher. Check the status of the Alert Publisher for more information. This test can be enabled or disabled using the
Alert Publisher Role Health Test Alert Publisher service-wide monitoring setting.

Short Name: Alert Publisher Health
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Description
When computing the overall MGMT health, consider Alert Publisher's health

Template Name
mgnt _al ert publ i sher _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This health test checks the expiry time of the TLS certificate for the Cloudera Manager Server. Thistest can be
configured using the Cloudera Manager TL S Certificate Expiry Thresholds Cloudera Manager Service monitoring
setting. Thistest alerts when the certificate is close to expiry.

Short Name: Certificate Expiration

Description

The health test thresholds for monitoring the certificate of Cloudera Manager Server.
Template Name

ngnt _certificate_expiry_threshol ds

Default Value

critical: 7.0, warning:60.0
Unit(s)

DAYS

Thisisahealth test that checksif the clock offset between Cloudera Manager Server and Service Monitor istoo large.
Thistest can be configured using the Cloudera Manager Server Clock Offset Thresholds Cloudera Manager Service
monitoring setting. This test calculates clock offset using the timestamp int messages that Cloudera Manager Server
sends to Service Monitor and the timestamp when Service Monitor gets the messages. Check the NTP configuration
on both Cloudera Manager Server and Service Monitor machinesif thistest fails.

Short Name: Cloudera Manager Server Clock Offset

Description
The health test thresholds for monitoring the clock offset between the Cloudera Manager Server and
the Service Monitor.

Template Name
nmgnt _cl ock_of fset_w th_snon_t hreshol ds

Default Value

critical:60000.0, warning:30000.0
Unit(s)

MILLISECONDS
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This health test checks the Cloudera Manager Server clusters availability. Thistest alerts when Cloudera Manager
Server cluster does not have enough healthy nodes.

Short Name: Cloudera Manager Server Cluster Availability

Description
The health test thresholds for the Cloudera Manager Server Cluster Availability. Specify the
minimum required percent of healthy and running CM cluster nodes.

Template Name
nmgnt _cm ha_avail ability_threshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Cloudera Manager Server health test checks that the Cloudera Manager Server heap size is adequate for the it.
Consider increasing the heap when it isin critical state A failure of this health test may indicate that the Cloudera
Manager Server is not getting the optimal heap size. Inspect the Cloudera Manager Server logs for any pause monitor
output, check garbage collection metrics exposed by the Cloudera Manager Server. This test can be configured using
the Cloudera Management Service settings.

Short Name: Cloudera Manager Server Heap Size

Description

The health test thresholds for the Cloudera Manager Server heap usage.
Template Name

ngnt _heap_si ze_t hreshol ds

Default Value
critical:95.0, warning:90.0

Unit(s)
PERCENT

This health test checks that the Cloudera Manager Server threads are not experiencing long scheduling pauses. The
test uses a pause monitoring thread in the Cloudera Manager Server that tracks scheduling delay by noting if it is
run on its requested schedule. If the thread is not run on its requested schedule, the delay is noted and considered
pause time. The health test checks that no more than some percentage of recent time is spent paused. A failure of
this health test may indicate that the Cloudera Manager Server is not getting enough CPU resources, or that it is
spending too much time doing garbage collection. Inspect the Cloudera Manager Server logs for any pause monitor
output and check garbage collection metrics exposed by the Service Monitor. Thistest can be configured using the
Cloudera Manager Server Pause Duration Thresholds and Cloudera Manager Server Pause Duration Monitoring
Period Cloudera Manager Server settings.

Short Name: Cloudera Manager Server Pause Duration

Description
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The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name

nmgnt _pause_dur ati on_wi ndow
Default Value

5
Unit(s)

MINUTES

Description
The health test thresholds for the Cloudera Manager Server pause duration time.
Template Name
ngnt _pause_dur ati on_t hreshol ds
Default Value
critical:5.0, warning:2.0
Unit(s)
PERCENT

This Command Storage Directory Free Space Monitoring Thresholds health test checks that the filesystem containing
the directory used to store the Cloudera Manager Server's command data has sufficient space. Thistest can be
configured using the Command Storage Directory Free Space Monitoring Thresholds Management Services
monitoring settings. This directory can be changed by setting the Cloudera Manager Server Local Data Storage
Directory path in Cloudera Manager settings.

Short Name: Command Storage Directory Free Space

Description

Local path used by Cloudera Manager for storing data, including command result files. Note that
changes to this configuration will only apply to commands started after the change. It is highly
recommended that existing data be migrated over to the new location for the data to be accessible
viaand managed by Cloudera Manager.

Template Name

command_st orage_pat h
Default Value

/var/lib/cloudera-scm-server
Unit(s)

No unit

Description

The health test thresholds for monitoring the free space on the filesystem that contains the Cloudera
Manager Server command storage directory.

Template Name
nmgnt _command_storage _directory free _space_absol ute_t hreshol ds
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Default Value

critical:1.073741824E9, warning:2.147483648E9
Unit(s)

BYTES

The embedded PostgreSQL database running on the Cloudera Manager Server host is using a partition with a small
amount of free space. Typically, the data for this embedded postgreSQL server isin /var/lib/cloudera-scm-server-db.
Increase the available disk space or adjust the retention period of activity monitoring or auditing data. Thistest can
be configured using the Embedded Database Free Space Monitoring Thresholds Management Services monitoring
Settings.

Short Name: Embedded Database Free Space

Description
The health test thresholds for monitoring the free space on the volume for the embedded
PostgreSQL database optionally running on the Cloudera Manager Server. If the embedded database
isnot in use, this has no effect.
Template Name
ngnt _enbedded_dat abase free _space_absol ute_t hreshol ds
Default Value
critical:1.073741824E9, warning:2.147483648E9
Unit(s)
BYTES

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Event
Server. The test returns "Bad" hedlth if the service isrunning and the Event Server is not running. In all other cases

it returns the health of the Event Server. A failure of this health test indicates a stopped or unhealthy Event Server.
Check the status of the Event Server for more information. This test can be enabled or disabled using the Event Server
Role Health Test Event Server service-wide monitoring setting.

Short Name: Event Server Health

Description

When computing the overall MGMT health, consider Event Server's health
Template Name

mgnt _event server _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Host
Monitor. The test returns "Bad" health if the service is running and the Host Monitor is not running. In al other
cases it returns the health of the Host Monitor. A failure of this health test indicates a stopped or unhealthy Host
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Monitor. Check the status of the Host Monitor for more information. This test can be enabled or disabled using the
Host Monitor Role Health Test Host Monitor service-wide monitoring setting.

Short Name: Host Monitor Health

Description

When computing the overall MGMT health, consider Host Monitor's health
Template Name

ngnt _host noni t or _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This health test checks the KDC Service Connection's Health. This test can be configured using the KDC Connection
Health Check Enabled Cloudera Manager Service monitoring setting. This test alerts when connection to the KDC
Server is slow or not available.

Short Name: KDC Server Connection Health

Description

The health test thresholds for monitoring the KDC Server connection health by login time.
Template Name

kdc_avail ability_ threshol ds

Default Value

critical:2000.0, warning:1500.0
Unit(s)

MILLISECONDS

Description
Enable or disable Cloudera Manager KDC Server Connection Health Check execution. Restart
Cloudera Manager Server to apply changes.

Template Name
kdc_noni tori ng_enabl ed

Default Value
true
Unit(s)
no unit

This health test checks the LDAP Service Connection's Health. Thistest can be configured using the LDAP
Connection Health Check Enabled Cloudera Manager Service monitoring setting. This test al erts when connection to
the LDAP Server isslow or not available.
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Short Name: LDAP Server Connection Health

Description
The Period of the Cloudera Manager's LDAP Monitoring functionality.
Template Name
| dap_noni t ori ng_peri od
Default Value
60000
Unit(s)
no unit

Description
The health test thresholds for monitoring the LDAP Server connection health by login time.
Template Name
| dap_avai |l abi lity_threshol ds
Default Value
critical:2000.0, warning:1500.0
Unit(s)
MILLISECONDS

Description

Enable or disable Cloudera Manager LDAP Server Connection Health Check execution. Restart
Cloudera Manager Server to apply changes.

Template Name
| dap_noni t ori ng_enabl ed

Default Value
true
Unit(s)
no unit

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Navigator
Audit Server. Thetest returns "Bad" health if the service is running and the Navigator Audit Server is not running.
In all other casesit returns the health of the Navigator Audit Server. A failure of this health test indicates a stopped
or unhealthy Navigator Audit Server. Check the status of the Navigator Audit Server for more information. This test
can be enabled or disabled using the Navigator Audit Server Role Health Test Navigator Audit Server service-wide
monitoring setting.

Short Name: Navigator Audit Server Health

Description
When computing the overall MGMT health, consider Navigator Audit Server's health
Template Name
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nmgnt _navi gat or _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Navigator
Metadata Server. The test returns "Bad" health if the serviceis running and the Navigator Metadata Server is not
running. In all other cases it returns the health of the Navigator Metadata Server. A failure of this health test indicates
astopped or unhealthy Navigator Metadata Server. Check the status of the Navigator Metadata Server for more
information. This test can be enabled or disabled using the Navigator Metadata Server Role Health Test Navigator
Metadata Server service-wide monitoring setting.

Short Name: Navigator Metadata Server Health

Description

When computing the overall MGMT health, consider Navigator Metadata Server's health
Template Name

ngnt _navi gat or met aserver _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Reports
Manager. Thetest returns "Bad" health if the serviceis running and the Reports Manager is not running. In all other
casesit returns the health of the Reports Manager. A failure of this health test indicates a stopped or unhealthy
Reports Manager. Check the status of the Reports Manager for more information. This test can be enabled or disabled
using the Reports Manager Role Health Test Reports Manager service-wide monitoring setting.

Short Name: Reports Manager Health

Description

When computing the overall MGMT health, consider Reports Manager's health
Template Name

ngnt _report smanager _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Service
Monitor. The test returns "Bad" health if the service is running and the Service Monitor is not running. In all other
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cases it returns the health of the Service Monitor. A failure of this health test indicates a stopped or unhealthy Service
Monitor. Check the status of the Service Monitor for more information. This test can be enabled or disabled using the
Service Monitor Role Health Test Service Monitor service-wide monitoring setting.

Short Name: Service Monitor Health

Description

When computing the overall MGMT health, consider Service Monitor's health
Template Name

ngnt _servi cenoni tor _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Cloudera Management Service service-level health test checks for the presence of arunning, healthy Telemetry
Publisher. The test returns "Bad" health if the service is running and the Telemetry Publisher is not running. In

all other casesit returns the health of the Telemetry Publisher. A failure of this health test indicates a stopped or
unhealthy Telemetry Publisher. Check the status of the Telemetry Publisher for more information. Thistest can be
enabled or disabled using the Telemetry Publisher Role Health Test Telemetry Publisher service-wide monitoring
Setting.

Short Name: Telemetry Publisher Health

Description

When computing the overall MGMT health, consider Telemetry Publisher's health
Template Name

ngnt _tel emetrypubl i sher _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Cruise Control service-level health test checks for the presence of a running, healthy Cruise Control Server. The
test returns "Bad" health if the service is running and the Cruise Control Server isnot running. In all other casesit
returns the health of the Cruise Control Server. A failure of this health test indicates a stopped or unhealthy Cruise
Control Server. Check the status of the Cruise Control Server for more information. Thistest can be enabled or
disabled using the Cruise Control Server Role Health Test Cruise Control Server service-wide monitoring setting.

Short Name: Cruise Control Server Hedlth

Description
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When computing the overall CRUISE_CONTROL health, consider Cruise Control Server's health

Template Name
CRUI SE_CONTROL_CRUI SE_CONTROL_SERVER heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Cruise Control Server health test checks that the Auditing for the Cruise Control Server roleis getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Cruise
Control Server process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the
Cloudera Manager Agent on the Cruise Control Server host isn't able to send audits because of some network issue.
Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or
disabled using the Navigator Audit Pipeline Health Check Cruise Control Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.
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Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Cruise Control Server health test checks that the number of file descriptors used does not rise above some
percentage of the Cruise Control Server file descriptor limit. A failure of this health test may indicate a bug in either
Hadoop or Cloudera Manager. Contact Cloudera support. Thistest can be configured using the File Descriptor
Monitoring Thresholds Cruise Control Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

crui se_control _server_fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Cruise Control Server health test factors in the health of the host upon which the Cruise Control Server is
running. A failure of this test means that the host running the Cruise Control Server is experiencing some problem.
See that host's status page for more details. This test can be enabled or disabled using the Cruise Control Server Host
Health Test Cruise Control Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Cruise Control Server health, consider the host's health.
Template Name

crui se _control server host health_enabl ed

Default Value
true
Unit(s)
no unit

This Cruise Control Server health test checks that the filesystem containing the log directory of this Cruise Control
Server has sufficient free space. This test can be configured using the Log Directory Free Space Monitoring Absolute
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Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Cruise Control Server monitoring
settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.
Template Name
|l og directory free space_absol ute_threshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

Il og directory free_ space_percentage t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Cruise Control Server health test checks that the Cloudera Manager Agent on the Cruise Control Server host is
heart beating correctly and that the process associated with the Cruise Control Server roleisin the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the Cruise Control Server process, alack
of connectivity to the Cloudera Manager Agent on the Cruise Control Server host, or a problem with the Cloudera
Manager Agent. This test can fail either because the Cruise Control Server has crashed or because the Cruise Control
Server will not start or stop in atimely fashion. Check the Cruise Control Server logs for more details. If the test fails
because of problems communicating with the Cloudera Manager Agent on the Cruise Control Server host, check the
status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Cruise Control Server
host, or look in the Cloudera Manager Agent logs on the Cruise Control Server host for more details. Thistest can be
enabled or disabled using the Cruise Control Server Process Health Test Cruise Control Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Cruise Control Server's process state is consistent with the role
configuration

Template Name
crui se_control _server_scm heal th_enabl ed

Default Value
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true
Unit(s)
no unit

This Cruise Control Server health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Cruise Control Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. This test can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow
Default Value

5
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Unit(s)
MINUTES

This Cruise Control Server health test checks that the Cruise Control Server has not recently exited unexpectedly.
Thetest returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, thistest returns "Good" hedlth if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Cruise Control Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name

unexpect ed_exi ts_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

Check Docker Registry for problems.
Short Name: Docker Registry Canary

ThisisaDOCKER service-level health test that checks that enough of the Docker Serversin the cluster are healthy.
Thetest returns "Concerning” health if the number of healthy Docker Serversfalls below awarning threshold,
expressed as a percentage of the total number of Docker Servers. The test returns "Bad" health if the number of
healthy and "Concerning" Docker Serversfalls below a critical threshold, expressed as a percentage of the total
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number of Docker Servers. For example, if thistest is configured with awarning threshold of 95% and a critical
threshold of 90% for a cluster of 100 Docker Servers, this test would return "Good" health if 95 or more Docker
Servers have good health. This test would return "Concerning” health if at least 90 Docker Servers have either
"Good" or "Concerning" health. If more than 10 Docker Servers have bad health, this test would return "Bad" health.
A failure of this health test indicates unhealthy Docker Servers. Check the status of the individual Docker Servers for
more information. This test can be configured using the DOCKER DOCKER service-wide monitoring setting.

Short Name: Docker Server Health

Description

The health test thresholds of the overall Docker Server health. The check returns " Concerning"
health if the percentage of "Healthy" Docker Serversfalls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" Docker Serversfalls below the
critical threshold.

Template Name

docker _docker _servers_heal t hy t hreshol ds
Default Value

critical:90.0, warning:95.0
Unit(s)

PERCENT

This Data Analytics Studio Eventprocessor health test checks that the Auditing for the Data Analytics Studio
Eventprocessor role is getting processed correctly and is not blocked. A failure of this health test may indicate a
problem with the audit pipeline of Data Analytics Studio Eventprocessor process. Thistest can fail either because
the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Data Analytics Studio
Eventprocessor host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit
Pipeline Health Check Data Analytics Studio Eventprocessor monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
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The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.
Template Name
nmgnt _navi gator _fail ure_threshol ds
Default Value
critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Data Analytics Studio Eventprocessor health test checks that the number of file descriptors used does not rise
above some percentage of the Data Analytics Studio Eventprocessor file descriptor limit. A failure of this health test
may indicate a bug in either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured
using the File Descriptor Monitoring Thresholds Data Analytics Studio Eventprocessor monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
das_event processor_fd_threshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Data Analytics Studio Eventprocessor health test factorsin the health of the host upon which the Data Analytics
Studio Eventprocessor isrunning. A failure of thistest means that the host running the Data Analytics Studio
Eventprocessor is experiencing some problem. See that host's status page for more details. This test can be enabled

or disabled using the Data Analytics Studio Eventprocessor Host Health Test Data Analytics Studio Eventprocessor
monitoring setting.

Short Name: Host Health
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Description
When computing the overall Data Analytics Studio Eventprocessor health, consider the host's
health.

Template Name
das_event processor _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Data Analytics Studio Eventprocessor health test checks that the filesystem containing the log directory of this
Data Analytics Studio Eventprocessor has sufficient free space. This test can be configured using the Log Directory
Free Space Monitoring Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Data
Analytics Studio Eventprocessor monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory.
Template Name
|l og directory free space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
Il og directory free_space_percentage_t hreshol ds

Default Value
critical:never, warning:never

Unit(s)
PERCENT

This Data Analytics Studio Eventprocessor health test checks that the Cloudera Manager Agent on the Data Analytics
Studio Eventprocessor host is heart beating correctly and that the process associated with the Data Analytics Studio
Eventprocessor role isin the state expected by Cloudera Manager. A failure of this health test may indicate a problem
with the Data Analytics Studio Eventprocessor process, alack of connectivity to the Cloudera Manager Agent on the
Data Analytics Studio Eventprocessor host, or a problem with the Cloudera Manager Agent. This test can fail either
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because the Data Analytics Studio Eventprocessor has crashed or because the Data Analytics Studio Eventprocessor
will not start or stop in atimely fashion. Check the Data Analytics Studio Eventprocessor logs for more details. If

the test fails because of problems communicating with the Cloudera Manager Agent on the Data Analytics Studio
Eventprocessor host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status
on the Data Analytics Studio Eventprocessor host, or look in the Cloudera Manager Agent logs on the Data Analytics
Studio Eventprocessor host for more details. This test can be enabled or disabled using the Data Analytics Studio
Eventprocessor Process Health Test Data Analytics Studio Eventprocessor monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Data Analytics Studio Eventprocessor's process state is consi stent
with the role configuration

Template Name
das_event processor_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Data Analytics Studio Eventprocessor health test checks the amount of swap memory in use by therole. A
failure of this health test may indicate that your machine is overloaded. This test can be configured using the Process
Swap Memory Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Data Analytics Studio Eventprocessor health test checks the change of the amount of swap memory usage by
the role during a predefined period. A failure of this health test may indicate that your machine is overloaded. This
test can be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window
monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description
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The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Data Analytics Studio Eventprocessor health test checks that the Data Analytics Studio Eventprocessor has

not recently exited unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical
threshold. For example, if thistest is configured with a critical threshold of 1, thistest returns"Good" health if there
have been no unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health.
The test also indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager

Kill When Out of Memory monitoring setting is enabled. This test can be configured using the Unexpected Exits
Thresholds and Unexpected Exits Monitoring Period Data Analytics Studio Eventprocessor monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_threshol ds

Default Value
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critical:any, warning:never
Unit(s)
no unit

This Data Analytics Studio Webapp Server health test checks that the Auditing for the Data Analytics Studio Webapp
Server roleis getting processed correctly and is not blocked. A failure of this health test may indicate a problem with
the audit pipeline of Data Analytics Studio Webapp Server process. Thistest can fail either because the Cloudera
Audit Server is not accepting audits, or the Cloudera Manager Agent on the Data Analytics Studio Webapp Server
host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera
Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit Pipeline Health
Check Data Anaytics Studio Webapp Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

mgnt _navi gator_failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
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true
Unit(s)
no unit

This Data Analytics Studio Webapp Server health test checks that the number of file descriptors used does not rise
above some percentage of the Data Analytics Studio Webapp Server file descriptor limit. A failure of this health test
may indicate a bug in either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured
using the File Descriptor Monitoring Thresholds Data Analytics Studio Webapp Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

das_webapp_fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Data Analytics Studio Webapp Server health test factors in the health of the host upon which the Data Analytics
Studio Webapp Server isrunning. A failure of this test means that the host running the Data Analytics Studio Webapp
Server is experiencing some problem. See that host's status page for more details.This test can be enabled or disabled
using the Data Analytics Studio Webapp Server Host Health Test Data Analytics Studio Webapp Server monitoring
setting.

Short Name: Host Health

Description

When computing the overall Data Analytics Studio Webapp Server health, consider the host's
health.

Template Name
das_webapp_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Data Analytics Studio Webapp Server health test checks that the filesystem containing the log directory of this
Data Analytics Studio Webapp Server has sufficient free space. This test can be configured using the Log Directory
Free Space Monitoring Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Data
Analytics Studio Webapp Server monitoring settings.
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Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
Il og directory free_ space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Data Analytics Studio Webapp Server health test checks that the Cloudera Manager Agent on the Data Analytics
Studio Webapp Server host is heart beating correctly and that the process associated with the Data Analytics Studio
Webapp Server role isin the state expected by Cloudera Manager. A failure of this health test may indicate a problem
with the Data Analytics Studio Webapp Server process, alack of connectivity to the Cloudera Manager Agent on the
Data Analytics Studio Webapp Server host, or a problem with the Cloudera Manager Agent. Thistest can fail either
because the Data Analytics Studio Webapp Server has crashed or because the Data Analytics Studio Webapp Server
will not start or stop in atimely fashion. Check the Data Analytics Studio Webapp Server logs for more details. If

the test fails because of problems communicating with the Cloudera Manager Agent on the Data Analytics Studio
Webapp Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status
on the Data Analytics Studio Webapp Server host, or look in the Cloudera Manager Agent logs on the Data Analytics
Studio Webapp Server host for more details. Thistest can be enabled or disabled using the Data Analytics Studio
Webapp Server Process Health Test Data Analytics Studio Webapp Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Data Analytics Studio Webapp Server's process state is consistent
with the role configuration

Template Name
das_webapp_scm heal t h_enabl ed

Default Value
true
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Unit(s)
no unit

This Data Analytics Studio Webapp Server health test checks the amount of swap memory in use by therole. A
failure of this health test may indicate that your machine is overloaded. Thistest can be configured using the Process
Swap Memory Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Data Analytics Studio Webapp Server health test checks the change of the amount of swap memory usage by
therole during a predefined period. A failure of this health test may indicate that your machine is overloaded. This
test can be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window
monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow
Default Value

5

Unit(s)
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MINUTES

This Data Analytics Studio Webapp Server health test checks that the Data Analytics Studio Webapp Server has

not recently exited unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical
threshold. For example, if thistest is configured with a critical threshold of 1, thistest returns "Good" health if there
have been no unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health.
The test also indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager

Kill When Out of Memory monitoring setting is enabled. This test can be configured using the Unexpected Exits
Thresholds and Unexpected Exits Monitoring Period Data Analytics Studio Webapp Server monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow

Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_threshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

This Data Discovery Service Agent health test checks that the Auditing for the Data Discovery Service Agent role

is getting processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit
pipeline of Data Discovery Service Agent process. Thistest can fail either because the Cloudera Audit Server is not
accepting audits, or the Cloudera Manager Agent on the Data Discovery Service Agent host isn't able to send audits
because of some network issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more
details. Thistest can be enabled or disabled using the Navigator Audit Pipeline Health Check Data Discovery Service
Agent monitoring setting.

Short Name: Audit Pipeline Test
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Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
Template Name
mgnt _navi gator_failure_threshol ds
Default Value
critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Data Discovery Service Agent health test checks that the number of file descriptors used does not rise above
some percentage of the Data Discovery Service Agent file descriptor limit. A failure of this health test may indicate
abug in either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File
Descriptor Monitoring Thresholds Data Discovery Service Agent monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
dat a_di scovery_servi ce_agent _fd_threshol ds

90



Cloudera Manager Health Tests

Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT

This Data Discovery Service Agent health test factors in the health of the host upon which the Data Discovery
Service Agent isrunning. A failure of this test means that the host running the Data Discovery Service Agent is
experiencing some problem. See that host's status page for more details.This test can be enabled or disabled using the
Data Discovery Service Agent Host Health Test Data Discovery Service Agent monitoring setting.

Short Name: Host Health

Description

When computing the overall Data Discovery Service Agent health, consider the host's health.
Template Name

dat a_di scovery_servi ce_agent _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Data Discovery Service Agent health test checks that the filesystem containing the log directory of this Data
Discovery Service Agent has sufficient free space. Thistest can be configured using the Log Directory Free Space
Monitoring Absolute Thresholds and L og Directory Free Space Monitoring Percentage Thresholds Data Discovery
Service Agent monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
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|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Data Discovery Service Agent health test checks that the Cloudera Manager Agent on the Data Discovery
Service Agent host is heart beating correctly and that the process associated with the Data Discovery Service

Agent roleisin the state expected by Cloudera Manager. A failure of this health test may indicate a problem with
the Data Discovery Service Agent process, alack of connectivity to the Cloudera Manager Agent on the Data
Discovery Service Agent host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the
Data Discovery Service Agent has crashed or because the Data Discovery Service Agent will not start or stop in a
timely fashion. Check the Data Discovery Service Agent logs for more details. If the test fails because of problems
communicating with the Cloudera Manager Agent on the Data Discovery Service Agent host, check the status of the
Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Data Discovery Service Agent host,
or look in the Cloudera Manager Agent logs on the Data Discovery Service Agent host for more details. Thistest can
be enabled or disabled using the Data Discovery Service Agent Process Health Test Data Discovery Service Agent
monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Data Discovery Service Agent's process state is consistent with the
role configuration

Template Name
dat a_di scovery_servi ce_agent _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Data Discovery Service Agent health test checks the amount of swap memory in use by the role. A failure of this
health test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)
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BYTES

This Data Discovery Service Agent health test checks the change of the amount of swap memory usage by the role
during a predefined period. A failure of this health test may indicate that your machine is overloaded. This test can

be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory rate_threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Data Discovery Service Agent health test checks that the Data Discovery Service Agent has not recently exited
unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For
example, if thistest is configured with acritical threshold of 1, thistest returns "Good" health if there have been no
unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health. The test also
indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out

of Memory monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and
Unexpected Exits Monitoring Period Data Discovery Service Agent monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow
Default Value
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5
Unit(s)

MINUTES
Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

Nno unit

This DataNode health test checks that the Auditing for the DataNode role is getting processed correctly and is not
blocked. A failure of this health test may indicate a problem with the audit pipeline of DataNode process. This test
can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the
DataNode host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline
Health Check DataNode monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

mgnt _navi gator_failure_threshol ds
Default Value

critical:any, warning:never
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Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

Thisis a DataNode health test that checks for whether the DataNode has too many blocks. Having too many blocks
on aDataNode may affect the DataNode's performance. A DataNode with alarge number of blocks will require a
larger java heap and may experience longer garbage collection pauses. Additionally, alarge number of blocks may
be an indicator of the presence of many small files. HDFS is not optimized for dealing with many small files, and
processing times may suffer when operating across many small files. If only some DataNodes have a high number

of blocks, running the HDFS Rebalance command may address this issue by moving data between DataNodes. If the
HDFS Rebalance command reports the cluster as balanced without fixing the block imbalance then the problem is
related to the presence of many small files. Consult the HDFS documentation for best-practices on addressing this
issue. If many small filesis not a concern for your use case, consider disabling this health test. If all DataNodes have
a high number of blocks and the issue is not related to small files, additional DataNodes should be added. This test
can be configured using the DataNode Block Count Thresholds DataNode monitoring setting.

Short Name: Block Count

Description

The health test thresholds of the number of blocks on a DataNode
Template Name

dat anode_ bl ock_count t hreshol ds

Default Value

CDH=[[CDH 4.0.0..CDH 4.5.0)=critical:never, warning:200000.0, [CDH 4.5.0..CDH
6.0.0)=critical:never, warning:500000.0, [CDH 6.0.0..CDH 8.0.0)=critical:never,
warning:1000000.0]

Unit(s)
no unit

ThisisaDataNode health test that checks for whether the DataNode has reported any failed volumes. A failure of this
health test indicates that there is a problem with one or more volumes on the DataNode. See the DataNode system for

more information. This test can be configured using the DataNode V olume Failures Threshol ds DataNode monitoring
Setting.

Short Name: Data Directory Status
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Description

The health test thresholds of failed volumes in a DataNode.
Template Name

dat anode_vol une_f ai |l ures_t hreshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

Thisis aDataNode health test that checks that the filesystem containing the DataNode Data Directory of this
DataNode has sufficient free space. See the DataNode Data Directory description on the DataNode configuration
page for more information on this directory type. Thistest can be configured using the DataNode Data Directory Free
Space Monitoring Absolute Thresholds and DataNode Data Directory Free Space Monitoring Percentage Thresholds
DataNode monitoring settings.

Short Name: DataNode Data Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
DataNode Data Directory.
Template Name
dat anode_data_directori es_free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
DataNode Data Directory. Specified as a percentage of the capacity on that filesystem. This setting
isnot used if a DataNode Data Directory Free Space Monitoring Absolute Thresholds setting is
configured.

Template Name

dat anode_data_directori es_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This DataNode health test checks that the number of file descriptors used does not rise above some percentage of the
DataNode file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera Manager.
Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds DataNode
monitoring setting.
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Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
dat anode_fd_t hreshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

ThisisaDataNode health test that checks that the amount of free space available for HDFS block data on the
DataNode does not fall below some percentage of total configured capacity of the DataNode. A failure of this health
test may indicate a capacity planning problem. Try adding more disk capacity and additional data directoriesto the
DataNode, or add additional DataNodes and take steps to rebalance your HDFS cluster. Thistest can be configured
using the DataNode Free Space Monitoring Thresholds DataNode monitoring setting.

Short Name: Free Space

Description

The health test thresholds of free space in a DataNode. Specified as a percentage of the capacity on
the DataNode.

Template Name

dat anode_free_space_t hreshol ds
Default Value

critical:10.0, warning:20.0
Unit(s)

PERCENT

This DataNode health test checks that the filesystem containing the heap dump directory of this DataNode has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds DataNode monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory_free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if a Heap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory _free_space_percent age_t hreshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This DataNode health test factors in the health of the host upon which the DataNode is running. A failure of this
test means that the host running the DataNode is experiencing some problem. See that host's status page for more
details. This test can be enabled or disabled using the DataNode Host Health Test DataNode monitoring setting.

Short Name: Host Health

Description
When computing the overall DataNode health, consider the host's health.

Template Name
dat anode _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This DataNode health test checks that the filesystem containing the log directory of this DataNode has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds DataNode monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.
Template Name
|l og directory free space_absol ute_threshol ds
Default Value
critical :5.36870912E9, warning:1.073741824E10

Unit(s)
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BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

Il og directory free space_percentage t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

ThisisaDataNode health test that checks that all the running NameNodes in the HDFS service consider the
DataNode dlive. A failure of this health test may indicate that the DataNode is having trouble communicating with
some or all NameNodes in the service. Look in the DataNode logs for more details. This test can be enabled or
disabled using the DataNode Connectivity Health Test DataNode monitoring setting. The DataNode Connectivity
Tolerance at Startup DataNode monitoring setting and the Health Test Startup Tolerance NameNode monitoring
setting can be used to control the test's tolerance windows around DataNode and NameNode restarts respectively.

Short Name: NameNode Connectivity

Description
Enables the hedlth test that verifies the DataNode is connected to the NameNode
Template Name
dat anode_connectivity heal th_enabl ed
Default Value
true
Unit(s)
Nno unit

Description

The amount of time to wait for the DataNode to fully start up and connect to the NameNode before
enforcing the connectivity check.

Template Name

dat anode_connectivity tol erance
Default Value

180
Unit(s)

SECONDS

Description
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The amount of time allowed after thisrole is started that failures of health teststhat rely on
communication with this role will be tolerated.

Template Name
nanenode_startup_t ol erance

Default Value
5
Unit(s)
MINUTES

This DataNode health test checks that the DataNode threads are not experiencing long scheduling pauses. The test
uses a pause monitoring thread in the DataNode that tracks scheduling delay by noting if it isrun on its requested
schedule. If the thread is not run on its requested schedule, the delay is noted and considered pause time. The health
test checks that no more than some percentage of recent timeis spent paused. A failure of this health test may
indicate that the DataNode is not getting enough CPU resources, or that it is spending too much time doing garbage
collection. Inspect the DataNode logs for any pause monitor output and check garbage collection metrics exposed
by the DataNode. Thistest can be configured using the Pause Duration Thresholds and Pause Duration Monitoring
Period DataNode monitoring settings.

Short Name: Pause Duration

Description
The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name
dat anode_pause_dur ati on_wi ndow

Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for the weighted average extra time the pause monitor spent paused.
Specified as a percentage of elapsed wall clock time.

Template Name
dat anode_pause_dur ati on_t hreshol ds

Default Value

critical:60.0, warning:30.0
Unit(s)

no unit

This DataNode health test checks that the Cloudera Manager Agent on the DataNode host is heart beating correctly
and that the process associated with the DataNode role isin the state expected by Cloudera Manager. A failure of this
health test may indicate a problem with the DataNode process, alack of connectivity to the Cloudera Manager Agent
on the DataNode host, or a problem with the Cloudera Manager Agent. This test can fail either because the DataNode
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has crashed or because the DataNode will not start or stop in atimely fashion. Check the DataNode logs for more
details. If the test fails because of problems communicating with the Cloudera Manager Agent on the DataNode host,
check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the DataNode
host, or look in the Cloudera Manager Agent logs on the DataNode host for more details. This test can be enabled or
disabled using the DataNode Process Health Test DataNode monitoring setting.

Short Name: Process Status

Description

Enables the health test that the DataNode's process state is consistent with the role configuration
Template Name

dat anode_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This DataNode health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This DataNode health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_t hreshol ds
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Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

ThisisaDataNode health test that checks for whether the DataNode transceivers usage is nearing the configured
transceivers limit. A transceiver is athread used to transfer datainto or out of the DataNode. If a DataNode hitsits
transceivers limit, HDFS reads and writes begin to fail. This test can be configured using the DataNode Transceivers
Usage Thresholds DataNode monitoring setting. The Maximum Number of Transfer Threads DataNode setting
controls the DataNode transceivers limit.

Short Name: Transceiver Usage

Description

The health test thresholds of transceivers usage in a DataNode. Specified as a percentage of the total
configured number of transceivers.

Template Name

dat anode_t ranscei vers_usage_t hreshol ds
Default Value

critical:95.0, warning: 75.0
Unit(s)

PERCENT

Description

Specifies the maximum number of threads to use for transferring datain and out of the DataNode.
Template Name

df s_dat anode_nax_xci evers

Default Value
4096
Unit(s)
no unit
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This DataNode health test checks that the DataNode has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
DataNode monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
a problem with the web server of the DataNode, a misconfiguration of the DataNode, or a problem with the Cloudera
Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the DataNode for more detail. If the test
failure message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the DataNode's
web server are failing or timing out. If the test's failure message indicates an unexpected response, the DataNode's
web server responded to the Cloudera Manager Agent's request, but the response could not be interpreted for some
reason. Thistest can be configured using the Web Metric Collection DataNode monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name
dat anode_web_netric_col |l ecti on_enabl ed

Default Value
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true
Unit(s)

no unit
Description

The health test thresholds on the duration of the metrics request to the web server.
Template Name

dat anode_web_netric_col |l ecti on_t hreshol ds
Default Value

critical:never, warning:10000.0
Unit(s)

MILLISECONDS

This Docker Server health test checks that the Auditing for the Docker Server role is getting processed correctly and
is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Docker Server process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the Docker Server host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check Docker Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

mgnt _navi gator_failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)
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BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Docker Server health test checks that the number of file descriptors used does not rise above some percentage of
the Docker Server file descriptor limit. A failure of this health test may indicate abug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Docker Server monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
docker _server fd_threshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Docker Server health test checks that the filesystem containing the heap dump directory of this Docker Server
has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring
Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Docker Server
monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory_free_space_absol ute_t hreshol ds

Default Value
critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if a Heap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory _free_space_percent age_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Docker Server hedlth test factorsin the health of the host upon which the Docker Server isrunning. A failure of
this test means that the host running the Docker Server is experiencing some problem. See that host's status page for
more details. This test can be enabled or disabled using the Docker Server Host Health Test Docker Server monitoring
setting.

Short Name: Host Health

Description

When computing the overall Docker Server health, consider the host's health.
Template Name

docker _server _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Docker Server health test checks that the filesystem containing the log directory of this Docker Server has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Docker Server monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value
critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Docker Server health test checks that the Cloudera Manager Agent on the Docker Server host is heart beating
correctly and that the process associated with the Docker Server role isin the state expected by Cloudera Manager.

A failure of this health test may indicate a problem with the Docker Server process, alack of connectivity to the
Cloudera Manager Agent on the Docker Server host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the Docker Server has crashed or because the Docker Server will not start or stop in atimely
fashion. Check the Docker Server logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Docker Server host, check the status of the Cloudera Manager Agent by running /
etc/init.d/cloudera-scm-agent status on the Docker Server host, or look in the Cloudera Manager Agent logs on the
Docker Server host for more details. Thistest can be enabled or disabled using the Docker Server Process Health Test
Docker Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Docker Server's process state is consistent with the role configuration
Template Name

docker _server _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Docker Server health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.
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Template Name
process_swap_nenory_threshol ds
Default Value
critical:never, warning:200.0
Unit(s)
BYTES

This Docker Server health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Docker Server health test checks that the Docker Server has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with acritical threshold of 1, thistest returns " Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Docker Server monitoring settings.

Short Name: Unexpected Exits
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Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow

Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.

Template Name
unexpected_exits_threshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

Check Control Plane health status.
Short Name: Control Plane Health

Thisisa ECS service-level health test that checks that enough of the Ecs Agentsin the cluster are healthy. The

test returns "Concerning” health if the number of healthy Ecs Agents falls below awarning threshold, expressed

as a percentage of the total number of Ecs Agents. The test returns "Bad" health if the number of healthy and
"Concerning" Ecs Agents falls below acritical threshold, expressed as a percentage of the total number of Ecs
Agents. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90% for a
cluster of 100 Ecs Agents, thistest would return "Good" health if 95 or more Ecs Agents have good health. This test
would return "Concerning” health if at least 90 Ecs Agents have either "Good" or "Concerning” health. If more than
10 Ecs Agents have bad health, thistest would return "Bad" health. A failure of this health test indicates unhealthy
Ecs Agents. Check the status of the individual Ecs Agents for more information. This test can be configured using the
ECS ECS service-wide monitoring setting.

Short Name: Ecs Agent Health

Description

The health test thresholds of the overall Ecs Agent health. The check returns "Concerning” health if
the percentage of "Healthy" Ecs Agents falls below the warning threshold. The check is unhealthy if
the total percentage of "Healthy" and "Concerning" Ecs Agents falls below the critical threshold.

Template Name
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ecs_ecs_agents_heal thy _threshol ds
Default Value

critical:90.0, warning:95.0
Unit(s)

PERCENT

ThisisaECS service-level health test that checks that enough of the Ecs Serversin the cluster are healthy. The

test returns "Concerning” health if the number of healthy Ecs Servers falls below awarning threshold, expressed

as a percentage of the total number of Ecs Servers. The test returns "Bad" health if the number of healthy and
"Concerning" Ecs Serversfalls below acritical threshold, expressed as a percentage of the total number of Ecs
Servers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90% for a
cluster of 100 Ecs Servers, thistest would return "Good" health if 95 or more Ecs Servers have good health. Thistest
would return "Concerning" health if at least 90 Ecs Servers have either "Good" or "Concerning” health. If more than
10 Ecs Servers have bad health, this test would return "Bad" health. A failure of this health test indicates unhealthy
Ecs Servers. Check the status of the individual Ecs Servers for more information. Thistest can be configured using
the ECS ECS service-wide monitoring setting.

Short Name: Ecs Server Health

Description

The health test thresholds of the overall Ecs Server health. The check returns " Concerning” health if
the percentage of "Healthy" Ecs Servers falls below the warning threshold. The check is unhealthy
if the total percentage of "Healthy" and "Concerning" Ecs Serversfalls below the critical threshold.

Template Name
ecs_ecs_servers_heal t hy threshol ds

Default Value
critical:90.0, warning:95.0

Unit(s)
PERCENT

Check Infra Prometheus health status.
Short Name: Infrastructure Prometheus Health

Check Kubernetes Components for health status.
Short Name: Kubernetes Health

Check Longhorn health status.
Short Name: Longhorn Health

Check Vault health status.
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Short Name: Vault Health

This Ecs Agent health test checks that the Auditing for the Ecs Agent role is getting processed correctly and is hot
blocked. A failure of this health test may indicate a problem with the audit pipeline of Ecs Agent process. This test
can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Ecs
Agent host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline
Health Check Ecs Agent monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

nmgnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit
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This Ecs Agent health test checks that the number of file descriptors used does not rise above some percentage of the
Ecs Agent file descriptor limit. A failure of this health test may indicate abug in either Hadoop or Cloudera Manager.
Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds Ecs Agent
monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

ecs_agent fd _threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Ecs Agent health test checks that the filesystem containing the heap dump directory of this Ecs Agent has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Ecs Agent monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory_free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory_free_space_percent age_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Ecs Agent health test factors in the health of the host upon which the Ecs Agent is running. A failure of this
test means that the host running the Ecs Agent is experiencing some problem. See that host's status page for more
details. This test can be enabled or disabled using the Ecs Agent Host Health Test Ecs Agent monitoring setting.

Short Name: Host Health

Description

When computing the overall Ecs Agent health, consider the host's health.
Template Name

ecs_agent host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Ecs Agent health test checks that the filesystem containing the log directory of this Ecs Agent has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Ecs Agent monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Ecs Agent health test checks that the Cloudera Manager Agent on the Ecs Agent host is heart beating correctly
and that the process associated with the Ecs Agent roleisin the state expected by Cloudera Manager. A failure of this
health test may indicate a problem with the Ecs Agent process, alack of connectivity to the Cloudera Manager Agent
on the Ecs Agent host, or a problem with the Cloudera Manager Agent. This test can fail either because the Ecs Agent
has crashed or because the Ecs Agent will not start or stop in atimely fashion. Check the Ecs Agent logs for more
details. If the test fails because of problems communicating with the Cloudera Manager Agent on the Ecs Agent host,
check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Ecs Agent
host, or look in the Cloudera Manager Agent logs on the Ecs Agent host for more details. This test can be enabled or
disabled using the Ecs Agent Process Health Test Ecs Agent monitoring setting.

Short Name: Process Status

Description

Enables the hedlth test that the Ecs Agent's process state is consistent with the role configuration
Template Name

ecs_agent _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Ecs Agent health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Ecs Agent health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description
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The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Ecs Agent health test checks that the Ecs Agent has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were
caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled.
This test can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Ecs
Agent monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_threshol ds

Default Value
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critical:any, warning:never
Unit(s)
no unit

This Ecs Server health test checks that the Auditing for the Ecs Server role is getting processed correctly and is not
blocked. A failure of this health test may indicate a problem with the audit pipeline of Ecs Server process. This test
can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Ecs
Server host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline
Health Check Ecs Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

mgnt _navi gator_failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
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Unit(s)
no unit

This Ecs Server health test checks that the number of file descriptors used does not rise above some percentage of the
Ecs Server file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera Manager.
Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds Ecs Server
monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

ecs_server _fd threshol ds
Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT

This Ecs Server health test checks that the filesystem containing the heap dump directory of this Ecs Server has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Ecs Server monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical :5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
heap_dunp_directory free_space percentage_threshol ds

Default Value
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critical:never, warning:never
Unit(s)
PERCENT

This Ecs Server health test factors in the health of the host upon which the Ecs Server isrunning. A failure of this
test means that the host running the Ecs Server is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the Ecs Server Host Health Test Ecs Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Ecs Server health, consider the host's health.
Template Name

ecs_server _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Ecs Server health test checks that the filesystem containing the log directory of this Ecs Server has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Ecs Server monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.
Template Name
|l og directory free space_absol ute_threshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory free _space_percentage t hreshol ds
Default Value

critical:never, warning:never

118



Cloudera Manager Health Tests

Unit(s)
PERCENT

This Ecs Server health test checks that the Cloudera Manager Agent on the Ecs Server host is heart beating correctly
and that the process associated with the Ecs Server roleisin the state expected by Cloudera Manager. A failure of
this health test may indicate a problem with the Ecs Server process, alack of connectivity to the Cloudera Manager
Agent on the Ecs Server host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the
Ecs Server has crashed or because the Ecs Server will not start or stop in atimely fashion. Check the Ecs Server logs
for more details. If the test fails because of problems communicating with the Cloudera Manager Agent on the Ecs
Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the
Ecs Server host, or ook in the Cloudera Manager Agent logs on the Ecs Server host for more details. Thistest can be
enabled or disabled using the Ecs Server Process Health Test Ecs Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Ecs Server's process state is consistent with the role configuration
Template Name

ecs_server_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Ecs Server health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Ecs Server health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

119



Cloudera Manager Health Tests

Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Ecs Server health test checks that the Ecs Server has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were
caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled.
Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Ecs
Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This Event Server health test checks that the Auditing for the Event Server role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of Event Server process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent
on the Event Server host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit
Pipeline Health Check Event Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gat or _fai |l ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

ngnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed
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Default Value
true
Unit(s)
no unit

ThisisaEvent Server health test that checks if the Cloudera Manager descriptor has been refreshed recently. The
Cloudera Manager descriptor is used to pass configuration information from the Cloudera Manager Server to the
Event Server. If the descriptor becomes stale, Event Server operation may be impacted because the Event Server
will receive information about new hosts, roles, and services, or changes to existing hosts, roles, and services. A
stale descriptor usually indicates problems communicating with the Cloudera Manager Server but can also indicate
performance problems or a bug. Consult the Event Server log and the Cloudera Manager Server log for more
information. This test can be configured using the Cloudera Manager Descriptor Age Thresholds Cloudera Manager
Event Server setting.

Short Name: Cloudera Manager Descriptor Age

Description
The health test thresholds for monitoring the time since the Cloudera Manager descriptor was last
refreshed.

Template Name
scm descri pt or _age_t hreshol ds

Default Value

critical:120000.0, warning:60000.0
Unit(s)

Nno unit

ThisisaEvent Server health test that checks that the filesystem containing the Event Server Index Directory

of this Event Server has sufficient free space. See the Event Server Index Directory description on the Event
Server configuration page for more information on this directory type. This test can be configured using the Event
Server Index Directory Free Space Monitoring Absolute Thresholds and Event Server Index Directory Free Space
Monitoring Percentage Thresholds Event Server monitoring settings.

Short Name: Event Server Index Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
Event Server Index Directory.

Template Name
event server _index_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES
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Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
Event Server Index Directory. Specified as a percentage of the capacity on that filesystem. This
setting is not used if a Event Server Index Directory Free Space Monitoring Absolute Thresholds
setting is configured.

Template Name

eventserver _index_directory free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

Thisisan Event Server health test that checks that the event store size has not grown too far above the configured
event store capacity. A failure of this health test indicates that the Event Server is having a problem performing
cleanup. This may indicate a configuration problem or bug in the Event Server. Thistest can be configured using the
Event Store Capacity Monitoring Thresholds Event Server monitoring setting.

Short Name: Event Store Size

Description

The health test thresholds on the number of eventsin the event store. Specified as a percentage of
the maximum number of eventsin Event Server store.

Template Name

event server _capacity_threshol ds
Default Value

critical:130.0, warning:115.0
Unit(s)

PERCENT

This Event Server health test checks that the number of file descriptors used does not rise above some percentage of
the Event Server file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Event Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

event server _fd_t hreshol ds
Default Value

critical:70.0, warning:50.0

123



Cloudera Manager Health Tests

Unit(s)
PERCENT

This Event Server health test checks that the Event Server is not spending too much time performing Java garbage
collection. It checks that no more than some percentage of recent time is spent performing Java garbage collection. A
failure of this health test may indicate a capacity planning problem or misconfiguration of the Event Server. This test
can be configured using the Garbage Collection Duration Thresholds and Garbage Collection Duration Monitoring
Period Event Server monitoring settings.

Short Name: GC Duration

Description
The period to review when computing the moving average of garbage collection time.
Template Name
event server _gc_durati on_wi ndow
Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for the weighted average time spent in Java garbage collection. Specified
as a percentage of elapsed wall clock time.

Template Name
event server_gc_duration_t hreshol ds

Default Value

critical:60.0, warning:30.0
Unit(s)

no unit

This Event Server health test checks that the filesystem containing the heap dump directory of this Event Server has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Event Server monitoring
Settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds

Default Value
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critical :5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This Event Server health test factorsin the health of the host upon which the Event Server is running. A failure of this
test means that the host running the Event Server is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the Event Server Host Health Test Event Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Event Server health, consider the host's health.
Template Name

event server _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Event Server health test checks that the filesystem containing the log directory of this Event Server has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Event Server monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value
critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Event Server health test checks that the Cloudera Manager Agent on the Event Server host is heart beating
correctly and that the process associated with the Event Server roleisin the state expected by Cloudera Manager. A
failure of this health test may indicate a problem with the Event Server process, alack of connectivity to the Cloudera
Manager Agent on the Event Server host, or a problem with the Cloudera Manager Agent. Thistest can fail either
because the Event Server has crashed or because the Event Server will not start or stop in atimely fashion. Check the
Event Server logs for more details. If the test fails because of problems communicating with the Cloudera Manager
Agent on the Event Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-
agent status on the Event Server host, or look in the Cloudera Manager Agent logs on the Event Server host for more
details. Thistest can be enabled or disabled using the Event Server Process Health Test Event Server monitoring
setting.

Short Name: Process Status

Description

Enables the health test that the Event Server's process state is consistent with the role configuration
Template Name

event server _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Event Server health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.
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Template Name
process_swap_nenory_threshol ds
Default Value
critical:never, warning:200.0
Unit(s)
BYTES

This Event Server health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Event Server health test checks that the Event Server has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with acritical threshold of 1, thistest returns “Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Event Server monitoring settings.

Short Name: Unexpected Exits

Description
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The period to review when computing unexpected exits.
Template Name

unexpect ed_exits_w ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_threshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
aproblem with the web server of the Event Server, a misconfiguration of the Event Server, or a problem with the
Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the Event Server for more detail.
If the test failure message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the
Event Server'sweb server are failing or timing out. If the test's failure message indicates an unexpected response,

the Event Server's web server responded to the Cloudera Manager Agent's request, but the response could not be
interpreted for some reason. Thistest can be configured using the Web Metric Collection Event Server monitoring
Setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

event server _web_netric_col |l ecti on_enabl ed
Default Value

true
Unit(s)

No unit

Description

The health test thresholds on the duration of the metrics request to the web server.
Template Name

event server _web _netric_coll ection_threshol ds
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Default Value

critical:never, warning:10000.0
Unit(s)

MILLISECONDS

This Event Server health test checks that no messages are being dropped by the writer stage of the Event Server
pipeline. A failure of this health test indicates a problem with the Event Server. This may indicate a configuration
problem or abug in the Event Server. This test can be configured using the Event Server Write Pipeline Monitoring
Time Period monitoring setting.

Short Name: Write Pipeline

Description

The health test thresholds for monitoring the Event Server write pipeline. This specifies the number
of dropped messages that will be tolerated over the monitoring time period.

Template Name

eventserver _write_pipeline_thresholds
Default Value

critical:any, warning:never

Unit(s)
no unit

Description
The time period over which the Event Server write pipeline will be monitored for dropped
messages.

Template Name
event server_wite_pipeline_w ndow

Default Value
5
Unit(s)
MINUTES

This Failover Controller health test checks that the Auditing for the Failover Controller roleis getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Failover
Controller process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera
Manager Agent on the Failover Controller host isn't able to send audits because of some network issue. Check the
Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled
using the Navigator Audit Pipeline Health Check Failover Controller monitoring setting.

Short Name: Audit Pipeline Test
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Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
Template Name
mgnt _navi gator_failure_threshol ds

Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Failover Controller health test checks that the number of file descriptors used does not rise above some
percentage of the Failover Controller file descriptor limit. A failure of this health test may indicate abug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Failover Controller monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
fail overcontroller fd_threshol ds
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Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT

This Failover Controller health test checks that the filesystem containing the heap dump directory of this Failover
Controller has sufficient free space. This test can be configured using the Heap Dump Directory Free Space
Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Failover
Controller monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Failover Controller health test factors in the health of the host upon which the Failover Controller is running.

A failure of thistest means that the host running the Failover Controller is experiencing some problem. See that
host's status page for more details. This test can be enabled or disabled using the Failover Controller Host Health Test
Failover Controller monitoring setting.

Short Name: Host Health

Description
When computing the overall Failover Controller health, consider the host's health.
Template Name
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fail overcontroll er _host heal th_enabl ed

Default Value
true
Unit(s)
no unit

This Failover Controller health test checks that the filesystem containing the log directory of this Failover Controller
has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Failover Controller monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free _space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Failover Controller health test checks that the Cloudera Manager Agent on the Failover Controller host is

heart beating correctly and that the process associated with the Failover Controller role isin the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the Failover Controller process, alack of
connectivity to the Cloudera Manager Agent on the Failover Controller host, or a problem with the Cloudera Manager
Agent. Thistest can fail either because the Failover Controller has crashed or because the Failover Controller will

not start or stop in atimely fashion. Check the Failover Controller logs for more details. If the test fails because of
problems communicating with the Cloudera Manager Agent on the Failover Controller host, check the status of the
Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Failover Controller host, or look

in the Cloudera Manager Agent logs on the Failover Controller host for more details. Thistest can be enabled or
disabled using the Failover Controller Process Health Test Failover Controller monitoring setting.

Short Name: Process Status
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Description

Enables the health test that the Failover Controller's process state is consistent with the role
configuration

Template Name
fail overcontroll er_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Failover Controller health test checks the amount of swap memory in use by the role. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Failover Controller health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
Settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES
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Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Failover Controller health test checks that the Failover Controller has not recently exited unexpectedly. The
test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if thistest

is configured with a critical threshold of 1, thistest returns " Good" health if there have been no unexpected exits
recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Failover Controller monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name

unexpect ed_exi ts_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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This Flink Dashboard health test checks that the Auditing for the Flink Dashboard role is getting processed correctly
and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Flink Dashboard
process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager
Agent on the Flink Dashboard host isn't able to send audits because of some network issue. Check the Cloudera
Manager Agent logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the
Navigator Audit Pipeline Health Check Flink Dashboard monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Flink Dashboard health test checks that the number of file descriptors used does not rise above some percentage
of the Flink Dashboard file descriptor limit. A failure of this health test may indicate abug in either Hadoop or
Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring
Thresholds Flink Dashboard monitoring setting.

Short Name: File Descriptors
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Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
flink _history server _fd_threshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Flink Dashboard health test factors in the health of the host upon which the Flink Dashboard is running. A
failure of thistest means that the host running the Flink Dashboard is experiencing some problem. See that host's
status page for more details.This test can be enabled or disabled using the Flink Dashboard Host Health Test Flink
Dashboard monitoring setting.

Short Name: Host Health

Description

When computing the overall Flink Dashboard health, consider the host's health.
Template Name

flink_history server _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Flink Dashboard health test checks that the filesystem containing the log directory of this Flink Dashboard has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Flink Dashboard monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES
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Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Flink Dashboard health test checks that the Cloudera Manager Agent on the Flink Dashboard host is heart
beating correctly and that the process associated with the Flink Dashboard role is in the state expected by Cloudera
Manager. A failure of this health test may indicate a problem with the Flink Dashboard process, alack of connectivity
to the Cloudera Manager Agent on the Flink Dashboard host, or a problem with the Cloudera Manager Agent. This
test can fail either because the Flink Dashboard has crashed or because the Flink Dashboard will not start or stopin a
timely fashion. Check the Flink Dashboard logs for more details. If the test fails because of problems communicating
with the Cloudera Manager Agent on the Flink Dashboard host, check the status of the Cloudera Manager Agent by
running /etc/init.d/cloudera-scm-agent status on the Flink Dashboard host, or look in the Cloudera Manager Agent
logs on the Flink Dashboard host for more details. Thistest can be enabled or disabled using the Flink Dashboard
Process Health Test Flink Dashboard monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Flink Dashboard's process state is consistent with the role
configuration

Template Name
flink _history server_scm heal th_enabl ed

Default Value
true
Unit(s)
no unit

This Flink Dashboard health test checks the amount of swap memory in use by the role. A failure of this health
test may indicate that your machine is overloaded. This test can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
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process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Flink Dashboard health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Flink Dashboard health test checks that the Flink Dashboard has not recently exited unexpectedly. The test
returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if thistestis
configured with a critical threshold of 1, thistest returns"Good" health if there have been no unexpected exits
recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Flink Dashboard monitoring settings.

Short Name: Unexpected Exits

Description
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The period to review when computing unexpected exits.
Template Name

unexpect ed_exits_w ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_threshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

Thisis aFlume service-level health test that checks that enough of the Agentsin the cluster are healthy. The

test returns "Concerning” health if the number of healthy Agents falls below awarning threshold, expressed asa
percentage of the total number of Agents. Thetest returns "Bad" health if the number of healthy and "Concerning"
Agentsfalls below acritical threshold, expressed as a percentage of the total number of Agents. For example, if this
test is configured with awarning threshold of 95% and a critical threshold of 90% for a cluster of 100 Agents, this test
would return "Good" health if 95 or more Agents have good health. Thistest would return "Concerning” health if at
least 90 Agents have either "Good" or "Concerning” health. If more than 10 Agents have bad health, this test would
return "Bad" health. A failure of this health test indicates unhealthy Agents. Check the status of the individual Agents
for more information. This test can be configured using the Flume Flume service-wide monitoring setting.

Short Name: Agent Health

Description

The health test thresholds of the overall Agent health. The check returns "Concerning" health if the
percentage of "Healthy" Agents falls below the warning threshold. The check is unhedlthy if the
total percentage of "Healthy" and "Concerning" Agents falls below the critical threshold.

Template Name

flune_agents_heal t hy t hreshol ds
Default Value

critical:never, warning:95.0
Unit(s)

PERCENT
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This Agent health test checks that the Auditing for the Agent role is getting processed correctly and is not blocked.
A failure of this health test may indicate a problem with the audit pipeline of Agent process. This test can fail either
because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Agent host isn't
able to send audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera Audit
Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline Health Check
Agent monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

nmgnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

140



Cloudera Manager Health Tests

This Agent health test checks that the number of file descriptors used does not rise above some percentage of the
Agent file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera Manager.
Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds Agent
monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

flume_agent _fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Agent health test checks that the filesystem containing the heap dump directory of this Agent has sufficient free
space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute Thresholds and
Heap Dump Directory Free Space Monitoring Percentage Thresholds Agent monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Agent health test factorsin the health of the host upon which the Agent is running. A failure of this test means
that the host running the Agent is experiencing some problem. See that host's status page for more details. This test
can be enabled or disabled using the Agent Host Health Test Agent monitoring setting.

Short Name: Host Health

Description

When computing the overall Agent health, consider the host's health.
Template Name

fl une_agent host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Agent health test checks that the filesystem containing the log directory of this Agent has sufficient free space.
Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log Directory
Free Space Monitoring Percentage Thresholds Agent monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Agent health test checks that the Cloudera Manager Agent on the Agent host is heart beating correctly and that
the process associated with the Agent role isin the state expected by Cloudera Manager. A failure of this health

test may indicate a problem with the Agent process, alack of connectivity to the Cloudera Manager Agent on the
Agent host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the Agent has crashed
or because the Agent will not start or stop in atimely fashion. Check the Agent logs for more details. If the test fails
because of problems communicating with the Cloudera Manager Agent on the Agent host, check the status of the
Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Agent host, or ook in the Cloudera
Manager Agent logs on the Agent host for more details. This test can be enabled or disabled using the Agent Process
Health Test Agent monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Agent's process state is consistent with the role configuration
Template Name

fl une_agent _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Agent health test checks the amount of swap memory in use by therole. A failure of this health test may indicate
that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds monitoring
settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Agent health test checks the change of the amount of swap memory usage by the role during a predefined period.
A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using the Swap
Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description
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The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Agent health test checks that the Agent has not recently exited unexpectedly. The test returns "Bad" hedlth if

the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a critical
threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more unexpected
exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were caused by
an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled. This test
can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Agent monitoring
settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_threshol ds

Default Value
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critical:any, warning:never
Unit(s)
no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
a problem with the web server of the Agent, a misconfiguration of the Agent, or a problem with the Cloudera
Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the Agent for more detail. If the test failure
message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the Agent's web

server are failing or timing out. If the test's failure message indicates an unexpected response, the Agent's web server
responded to the Cloudera Manager Agent's request, but the response could not be interpreted for some reason. This
test can be configured using the Web Metric Collection Agent monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

agent _web_netric_col |l ecti on_enabl ed
Default Value

true
Unit(s)

no unit

Description
The health test thresholds on the duration of the metrics request to the web server.

Template Name
agent _web_netric_col | ection_threshol ds

Default Value

critical:never, warning:10000.0
Unit(s)

MILLISECONDS

This Garbage Collector health test checks that the Auditing for the Garbage Collector roleis getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Garbage
Collector process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera
Manager Agent on the Garbage Collector host isn't able to send audits because of some network issue. Check the
Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled
using the Navigator Audit Pipeline Health Check Garbage Collector monitoring setting.

Short Name: Audit Pipeline Test
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Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
Template Name
mgnt _navi gator_failure_threshol ds

Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Garbage Collector health test checks that the number of file descriptors used does not rise above some
percentage of the Garbage Collector file descriptor limit. A failure of this health test may indicate abug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Garbage Collector monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
accunul 016_gc_fd_t hreshol ds
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Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT

This Garbage Collector health test factors in the health of the host upon which the Garbage Collector is running.

A failure of thistest means that the host running the Garbage Collector is experiencing some problem. See that
host's status page for more details. This test can be enabled or disabled using the Garbage Collector Host Health Test
Garbage Collector monitoring setting.

Short Name: Host Health

Description
When computing the overall Garbage Collector health, consider the host's health.

Template Name
accunul 016_gc_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Garbage Collector health test checks that the filesystem containing the log directory of this Garbage Collector
has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Garbage Collector monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds
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Default Value
critical:never, warning:never

Unit(s)
PERCENT

This Garbage Collector health test checks that the Cloudera Manager Agent on the Garbage Collector host is

heart beating correctly and that the process associated with the Garbage Collector role isin the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the Garbage Collector process, alack of
connectivity to the Cloudera Manager Agent on the Garbage Collector host, or a problem with the Cloudera Manager
Agent. Thistest can fail either because the Garbage Collector has crashed or because the Garbage Collector will

not start or stop in atimely fashion. Check the Garbage Collector logs for more details. If the test fails because of
problems communi cating with the Cloudera Manager Agent on the Garbage Collector host, check the status of the
Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Garbage Collector host, or look in
the Cloudera Manager Agent logs on the Garbage Collector host for more details. This test can be enabled or disabled
using the Garbage Collector Process Health Test Garbage Collector monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Garbage Collector's process state is consistent with the role
configuration

Template Name
accunul 016_gc_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Garbage Collector health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_threshol ds
Default Value
critical:never, warning:200.0
Unit(s)
BYTES
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This Garbage Collector health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. This test can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Garbage Collector health test checks that the Garbage Collector has not recently exited unexpectedly. The

test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if thistest

is configured with acritical threshold of 1, thistest returns "Good" health if there have been no unexpected exits
recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Garbage Collector monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow

Default Value
5
Unit(s)
MINUTES
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Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.

Template Name
unexpected_exits_threshol ds
Default Value
critical:any, warning:never
Unit(s)
No unit

Thisisan HBase service-level health test that checks for an active, healthy HBase Master. The test returns "Bad"
health if the service is running and an active Master cannot be found. If an active Master is found, then the test checks
the health of that Master as well as the health of any standby Masters configured. A "Good" health result will only be
returned if the active Master is healthy and all running standby Masters are healthy. A failure of this health test may
indicate stopped or unhealthy Master roles, or it may indicate a problem with communication between the Cloudera
Manager Service Monitor and the HBase service. Check the status of the HBase service's Master roles and look in the
Cloudera Manager Service Monitor's log files for more information when this test fails. This test can be enabled or
disabled using the Active Master Health Test HBase service-wide monitoring setting. The check for a healthy standby
Master can be enabled or disabled with Backup Masters Health Test. In addition, the HBase Active Master Detection
Window can be used to adjust the amount of time that the Cloudera Manager Service Monitor has to detect the active
HBase Master before this health test fails.

Short Name: HBase Master Hedlth

Description
When computing the overall HBase cluster health, consider the active HBase Master's health.
Template Name
hbase_mast er heal t h_enabl ed
Default Value
true
Unit(s)
no unit

Description

When computing the overall HBase cluster health, consider the health of the backup HBase
Masters.

Template Name

hbase_backup_mast ers_heal t h_enabl ed
Default Value

true

Unit(s)
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no unit

Description
The tolerance window that will be used in HBase service tests that depend on detection of the active
HBase Master.

Template Name
hbase_active master_detecti on_w ndow

Default Value
3
Unit(s)
MINUTES

ThisisaHBase service-level health test that checks that enough of the RegionServersin the cluster are healthy. The
test returns "Concerning” health if the number of healthy RegionServers falls below awarning threshold, expressed
as apercentage of the total number of RegionServers. The test returns "Bad" health if the number of healthy and
"Concerning" RegionServersfalls below a critica threshold, expressed as a percentage of the total number of
RegionServers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of

90% for acluster of 100 RegionServers, thistest would return "Good" health if 95 or more RegionServers have good
health. Thistest would return "Concerning" health if at least 90 RegionServers have either "Good" or "Concerning"
health. If more than 10 RegionServers have bad health, thistest would return "Bad" health. A failure of this health test
indicates unhealthy RegionServers. Check the status of the individual RegionServers for more information. This test
can be configured using the HBase HBase service-wide monitoring setting.

Short Name: RegionServer Health

Description
The health test thresholds of the overall RegionServer health. The check returns " Concerning”
health if the percentage of "Healthy" RegionServersfalls below the warning threshold. The check
is unhealthy if the total percentage of "Healthy" and "Concerning" RegionServersfalls below the
critical threshold.

Template Name

hbase_regi onservers_heal t hy t hreshol ds
Default Value

critical:90.0, warning:95.0
Unit(s)

PERCENT

This HBase REST Server health test checks that the Auditing for the HBase REST Server roleis getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of HBase
REST Server process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the
Cloudera Manager Agent on the HBase REST Server host isn't able to send audits because of some network issue.
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Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or
disabled using the Navigator Audit Pipeline Health Check HBase REST Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This HBase REST Server health test checks that the number of file descriptors used does not rise above some
percentage of the HBase REST Server file descriptor limit. A failure of this health test may indicate a bug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds HBase REST Server monitoring setting.

Short Name: File Descriptors

Description
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The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
hbaser est server _fd_t hreshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This HBase REST Server health test checks that the filesystem containing the heap dump directory of this HBase
REST Server has sufficient free space. This test can be configured using the Heap Dump Directory Free Space
Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds HBase
REST Server monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space percentage_threshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This HBase REST Server health test factors in the health of the host upon which the HBase REST Server is running.
A failure of thistest means that the host running the HBase REST Server is experiencing some problem. See that
host's status page for more details. This test can be enabled or disabled using the HBase REST Server Host Health
Test HBase REST Server monitoring setting.

Short Name: Host Health
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Description

When computing the overall HBase REST Server health, consider the host's health.
Template Name

hbaser est server _host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

ThisHBase REST Server health test checks that the filesystem containing the log directory of this HBase REST
Server has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds HBase REST Server monitoring
settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory.
Template Name
|l og directory free space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
l og directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This HBase REST Server health test checks that the Cloudera Manager Agent on the HBase REST Server host is
heart beating correctly and that the process associated with the HBase REST Server role isin the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the HBase REST Server process, alack
of connectivity to the Cloudera Manager Agent on the HBase REST Server host, or a problem with the Cloudera
Manager Agent. This test can fail either because the HBase REST Server has crashed or because the HBase REST
Server will not start or stop in atimely fashion. Check the HBase REST Server logs for more details. If the test fails
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because of problems communicating with the Cloudera Manager Agent on the HBase REST Server host, check the
status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the HBase REST Server
host, or look in the Cloudera Manager Agent logs on the HBase REST Server host for more details. Thistest can be
enabled or disabled using the HBase REST Server Process Health Test HBase REST Server monitoring setting.

Short Name: Process Status

Description
Enables the health test that the HBase REST Server's process state is consistent with the role
configuration

Template Name
hbaser est server _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This HBase REST Server health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This HBase REST Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_t hreshol ds
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Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This HBase REST Server health test checks that the HBase REST Server has not recently exited unexpectedly.

The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, this test returns "Good" health if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. This test can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period HBase REST Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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This HBase Thrift Server health test checks that the Auditing for the HBase Thrift Server role is getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of HBase
Thrift Server process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the
Cloudera Manager Agent on the HBase Thrift Server host isn't able to send audits because of some network issue.
Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or
disabled using the Navigator Audit Pipeline Health Check HBase Thrift Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

nmgnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit
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This HBase Thrift Server health test checks that the number of file descriptors used does not rise above some
percentage of the HBase Thrift Server file descriptor limit. A failure of this health test may indicate a bug in either
Hadoop or Cloudera Manager. Contact Cloudera support. Thistest can be configured using the File Descriptor
Monitoring Thresholds HBase Thrift Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

hbaset hriftserver_fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This HBase Thrift Server health test checks that the filesystem containing the heap dump directory of this HBase
Thrift Server has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space
Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds HBase
Thrift Server monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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ThisHBase Thrift Server health test factorsin the health of the host upon which the HBase Thrift Server is running.
A failure of thistest means that the host running the HBase Thrift Server is experiencing some problem. See that
host's status page for more details. This test can be enabled or disabled using the HBase Thrift Server Host Health Test
HBase Thrift Server monitoring setting.

Short Name: Host Health

Description

When computing the overall HBase Thrift Server health, consider the host's health.
Template Name

hbaset hri ftserver _host heal th_enabl ed

Default Value
true
Unit(s)
no unit

This HBase Thrift Server health test checks that the filesystem containing the log directory of this HBase Thrift
Server has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds HBase Thrift Server monitoring
settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

159



Cloudera Manager Health Tests

This HBase Thrift Server health test checks that the Cloudera Manager Agent on the HBase Thrift Server host is
heart beating correctly and that the process associated with the HBase Thrift Server role isin the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the HBase Thrift Server process, alack
of connectivity to the Cloudera Manager Agent on the HBase Thrift Server host, or a problem with the Cloudera
Manager Agent. Thistest can fail either because the HBase Thrift Server has crashed or because the HBase Thrift
Server will not start or stop in atimely fashion. Check the HBase Thrift Server logs for more details. If the test fails
because of problems communicating with the Cloudera Manager Agent on the HBase Thrift Server host, check the
status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the HBase Thrift Server
host, or ook in the Cloudera Manager Agent logs on the HBase Thrift Server host for more details. This test can be
enabled or disabled using the HBase Thrift Server Process Health Test HBase Thrift Server monitoring setting.

Short Name: Process Status

Description
Enables the health test that the HBase Thrift Server's process state is consistent with the role
configuration

Template Name
hbaset hri ft server _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This HBase Thrift Server health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This HBase Thrift Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta
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Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This HBase Thrift Server health test checks that the HBase Thrift Server has not recently exited unexpectedly.
Thetest returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, thistest returns "Good" hedlth if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period HBase Thrift Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

Thisisan HDFS service-level health test that checks that basic client operations are working and are

completing in a reasonable amount of time. This test reports the results of aperiodic "canary” test

that performs the following sequence of operations. First, it creates afile. By default, the path is/
tmp/.cloudera_health_monitoring_canary_timestamp. The canary test then writes a small amount of datato that file,
reads that data back, and verifies that the data is correct. Lastly, the canary test removes the created file. The test
returns "Bad" health if any of the basic operations fail. The test returns "Concerning” heath if the canary test runs too
slowly. A failure of this health test may indicate that the cluster isfailing to satisfy basic client requests correctly or in
atimely fashion. Check the status of the NameNode and other service-level health tests. Look in the Service Monitor
logs for log messages from the canary test. Look in the NameNode logs for more details about the processing of the
canary test requests. Thistest can be enabled or disabled using the HDFS Canary Health Check HDFS service-wide
monitoring setting.

Short Name: HDFS Canary

Description

Enables the health check that a client can create, read, write, and delete files
Template Name

hdf s_canary_heal t h_enabl ed

Default Value
true
Unit(s)
no unit

Thisisan HDFS service-level health test that checks that the number of corrupt blocks does not rise above some
percentage of the cluster's total blocks. A block is called corrupt by HDFSiif it has at |east one corrupt replicaaong
with at least one live replica. As such, a corrupt block does not indicate unavailable data, but they do indicate an
increased chance that data may become unavailable. If none of ablock's replicas are live, the block is called amissing
block by HDFS, not a corrupt block. HDFS automatically fixes corrupt blocks in the background. A failure of this
health test may indicate a problem with the underlying storage or filesystem of a DataNode. Use the HDFS fsck
command to identify which files contain corrupt blocks. Thistest can be configured using the Blocks With Corrupt
Replicas Monitoring Thresholds HDFS service-wide monitoring setting.

Short Name: Corrupt Blocks

Description

The health check thresholds of the number of blocks that have at least one corrupt replica. Specified
as a percentage of the total number of blocks.
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Template Name
hdf s_bl ocks with _corrupt _replicas_threshol ds

Default Value

critical:1.0, warning:0.5
Unit(s)

PERCENT

ThisisaHDFS service-level health test that checks that enough of the DataNodes in the cluster are healthy. The

test returns "Concerning" health if the number of healthy DataNodes falls below awarning threshold, expressed

as a percentage of the total number of DataNodes. The test returns "Bad" health if the number of healthy and
"Concerning" DataNodes falls below acritical threshold, expressed as a percentage of the total number of DataNodes.
For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90% for a cluster

of 100 DataNodes, thistest would return "Good" health if 95 or more DataNodes have good health. This test would
return "Concerning” health if at least 90 DataNodes have either "Good" or "Concerning" health. If more than 10
DataNodes have bad health, thistest would return "Bad" health. A failure of this health test indicates unhealthy
DataNodes. Check the status of the individual DataNodes for more information. This test can be configured using the
HDFS HDFS service-wide monitoring setting.

Short Name: DataNode Health

Description
The health test thresholds of the overall DataNode health. The check returns "Concerning” health if
the percentage of "Healthy" DataNodes falls below the warning threshold. The check is unhealthy if
the total percentage of "Healthy" and "Concerning" DataNodes falls below the critical threshold.
Template Name

hdf s_dat anodes_heal t hy_t hreshol ds
Default Value

critical:90.0, warning:95.0
Unit(s)

PERCENT

Thereisahigh risk of losing dataif the offending erasure coding policy is used. For more information, see Best
Practices for Rack and Node Setup for EC. Do one of the following to clear this health issue;

* Add more DataNodes or Racks to your Cluster, if you want to use all the enabled erasure coding policies.
» Disablethe offending erasure coding policy:

« Change the default erasure coding policy, if the offending policy is set as the default policy: Go to the HDFS
configuration page, search for 'Fallback Erasure Coding Policy', and select one that is compliant with your
existing cluster setup.

« Disablethe offending erasure coding policy: Use the 'hdfs ec -disablePolicy -policy * policyName*' command.

« Disablethe health test: Go to the HDFS configuration page, search for 'Erasure Coding Policy Verification Health

Check’, and unselect it. Thisis not recommended, because thereis a high risk of losing data if the offending

erasure coding policy is used.

Short Name: Erasure Coding Policy Verification Test

Description
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Enables the health test for verifying if the cluster topology supports all the enabled erasure coding
policies.
Template Name
hdf s_verify ec_wi th_topol ogy enabl ed
Default Value
false
Unit(s)
no unit

Description
The fallback Erasure Coding policy that HDFS uses if no policy is specified when you run the -
setPolicy command.
Template Name
erasure_codi ng_default_policy
Default Value
CDH=[[CDH 6.0.0..CDH 8.0.0)=RS_6_3 1024K]
Unit(s)
no unit

ThisisaHDFS service-level health test that checksthat all the Failover Controllers associated with this service
are healthy and running. Thetest returns "Bad" health if any of Failover Controllers that the service dependsonis
unhealthy or not running. Check the Failover Controllers logs for more details This test can be enabled or disabled
using the Failover Controllers Healthy service-wide monitoring setting.

Short Name: Failover Controllers Headth

Description
Enables the health check that verifies that the failover controllers associated with this service are
healthy and running.

Template Name
failover _controllers _healthy enabl ed

Default Value
true
Unit(s)
no unit

Thisisan HDFS service-level health test that checks that the amount of free space in the HDFS cluster does not fall
below some percentage of total configured capacity. A failure of this health test may indicate a capacity planning
problem, or aloss of DataNodes. An unfinalized HDFS metadata upgrade can also significantly decrease free space.
This test can be configured using the HDFS Free Space Monitoring Thresholds HDFS service-wide monitoring
setting.

Short Name: Free Space
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Description
The health check thresholds of free space in HDFS. Specified as a percentage of total HDFS
capacity.

Template Name
hdf s_free_space_t hreshol ds

Default Value
critical:10.0, warning:20.0

Unit(s)
PERCENT

Thisisan HDFS service-level health test that checks the number of missing blocks does not rise above some
percentage of the cluster's total blocks. A missing block is ablock with no live replicas. All replicas are either missing
or corrupt. This may happen because of corruption or because DataNodes are offline or being decommissioned. A
failure of this health test may indicate the loss of several DataNodes at once. If there are files stored in the cluster with
areplication factor value of 1, you may see missing blocks with the loss or malfunction of a single DataNode. Use the
HDFS fsck command to identify which files contain missing blocks. This test can be configured using the Missing
Block Monitoring Thresholds HDFS service-wide monitoring setting.

Short Name: Missing Blocks

Description

The health check thresholds of the number of missing blocks. Specified as a percentage of the total
number of blocks.

Template Name
hdf s_ni ssi ng_bl ocks_t hreshol ds

Default Value

critical:any, warning:never
Unit(s)

PERCENT

Thisisan HDFS service-level health test that checks for and active, healthy NameNode. The test returns "Bad"
health if the service is running and an active NameNode cannot be found. If an active NameNode is found, then

the test checks the health of that NameNode as well as the health of any standby NameNode configured. A "Good"
health result will only be returned if both the active and Standby NameNodes are healthy. A failure of this health test
may indicate stopped or unhealthy NameNode roles, or it may indicate a problem with communication between the
Cloudera Manager Service Monitor and the NameNodes. Check the status of the HDFS service's NameNode roles
and ook in the Cloudera Manager Service Monitor'slog files for more information when thistest fails. This test

can be enabled or disabled using the Active NameNode Role Health Check HDFS service-wide monitoring setting.
The check for a healthy standby NameNode can be enabled or disabled with Standby NameNode Health Check.

In addition, the Active NameNode Detection Window can be used to adjust the amount of time that the Cloudera
Manager Service Monitor has to detect the active NameNode before this health test fails, and the NameNode
Activation Startup Tolerance can be used to adjust the amount of time around NameNode startup that the test allows
for aNameNode to be made active.

Short Name: NameNode Health
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Description

The tolerance window that will be used in HDFS service tests that depend on detection of the active
NameNode.

Template Name

hdf s_acti ve_nanenode_det ecti on_wi ndow
Default Value

3
Unit(s)

MINUTES

Description
When computing the overall HDFS cluster health, consider the active NameNode's health
Template Name
hdf s_nanenode_heal t h_enabl ed
Default Value
true
Unit(s)
no unit

Description

The amount of time after NameNode(s) start that the lack of an active NameNode will be tolerated.
Thisisintended to allow either the auto-failover daemon to make a NameNode active, or a
specifically issued failover command to take effect. Thisis an advanced option that does not often
need to be changed.

Template Name

hdf s_nanenode_activati on_startup_tol erance
Default Value

180
Unit(s)

SECONDS

Description

When computing the overall HDFS cluster health, consider the health of the standby NameNode.
Template Name

hdf s_st andby _nanenodes_heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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Thisisan HDFS service-level health test that checks that the number of under-replicated blocks does not rise above
some percentage of the cluster's total blocks. A failure of this health test may indicate aloss of DataNodes. Use the
HDFS fsck command to identify which files contain under-replicated blocks. This test can be configured using the
Under-replicated Block Monitoring Thresholds HDFS service-wide monitoring setting.

Short Name: Under-Replicated Blocks

Description

The health check thresholds of the number of under-replicated blocks. Specified as a percentage of
the total number of blocks.

Template Name

hdf s_under _repli cated_bl ocks_t hreshol ds
Default Value

critical:40.0, warning:10.0
Unit(s)

PERCENT

This History Server health test checks that the Auditing for the History Server role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of History Server process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the History Server host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit
Pipeline Health Check History Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name
nmgnt _navi gator _failure_threshol ds
Default Value
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critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This History Server health test checks that the number of file descriptors used does not rise above some percentage of
the History Server file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
History Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

spark3_yarn_hi story_server_fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This History Server health test factorsin the health of the host upon which the History Server isrunning. A failure of
this test means that the host running the History Server is experiencing some problem. See that host's status page for
more details. This test can be enabled or disabled using the History Server Host Health Test History Server monitoring
setting.

Short Name: Host Health

Description

When computing the overall History Server health, consider the host's health.
Template Name

spark3_yarn_hi story _server_host heal th_enabl ed
Default Value
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true
Unit(s)
no unit

This History Server health test checks that the filesystem containing the log directory of this History Server has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds History Server monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og _directory _free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory_free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This History Server health test checks that the Cloudera Manager Agent on the History Server host is heart beating
correctly and that the process associated with the History Server role isin the state expected by Cloudera Manager.

A failure of this health test may indicate a problem with the History Server process, alack of connectivity to the
Cloudera Manager Agent on the History Server host, or a problem with the Cloudera Manager Agent. This test can
fail either because the History Server has crashed or because the History Server will not start or stop in atimely
fashion. Check the History Server logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the History Server host, check the status of the Cloudera Manager Agent by running /
etc/init.d/cloudera-scm-agent status on the History Server host, or look in the Cloudera Manager Agent logs on the
History Server host for more details. Thistest can be enabled or disabled using the History Server Process Health Test
History Server monitoring setting.

Short Name: Process Status
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Description
Enables the health test that the History Server's process state is consistent with the role
configuration

Template Name
spar k3_yarn_hi story_server_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This History Server health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. This test can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description
The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_t hreshol ds

Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This History Server health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. This test can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
Settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES
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Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This History Server health test checks that the History Server has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with acritical threshold of 1, thistest returns " Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
History Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name

unexpect ed_exi ts_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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Thisis compaction system health test that checks whether compaction processes are properly configured and
operational. Failure of this health test could indicate a problem with the compaction that could severely degrade query
performance. Use the guidelines below for troubleshooting.

Oldest initiated compaction passed threshold: Check the last successful compactionsin the SYS.COMPACTION
view. If no compactions have finished recently, check the logs for errors in the Worker threads for either

the Compactor Virtual Warehouse or in the DataHub clusters, if applicable. If compactions are running
successfully, but there are many queued compactions, increase the number of Worker threads set for
'hive.compactor.worker.threads' in the Compactor Virtual Warehouse or DataHub clusters. Alternatively, you can
increase the amount of available resources

Large number of compaction failures: Many compactions are failing.

1. Run SELECT * FROM SYS.COMPACTIONS WHERE C_STATE IN ("failed", "did not initiate"); to check
the error message in the sys.compaction table.

2. Check the logs in the Compactor Virtual Warehouse for the " Caught exception while trying to compact”
message.

Oldest uncleaned compaction passed threshold: Compactor cleaner process cannot clean obsolete data.

1. Check the metastore log to make sure the cleaner thread is running.

2. Run SHOW TRANSACTIONS; to check if there are open transactions blocking the cleaner. If the
blocking transactions are not of the 'type=REPL_CREATED', they can be aborted by running ABORT
TRANSACTIONS *transactionl D*;

Old aborted transaction not cleared: An old aborted transaction was not cleared. This can impact your overall

query performance. Thisis most likely caused by an uncompacted table. Check for failed compactionsin the

SYS.COMPACTION view.

Tables/partitions with many aborts: At least one table or partition has not been compacted and have more than

hive.metastore.acidmetrics.table.aborted.txns.threshold (default: 1500) aborts.

1. Verify that the "hive.compactor.abortedtxn.threshold" is not set to a value higher than 1000.

2. Find the affected table/partition by running SELECT TC_DATABASE, TC_TABLE,
TC_PARTITION, COUNT() FROM SYS.TRANSACTIONS WHERE STATE="aborted GROUP BY
TC_DATABASE, TC_TABLE, TC_PARTITION HAVING COUNT()*n; Where n is the value of
hive.metastore.acidmetrics.table.aborted.txns.threshold. The default is 1500.

3. Check the SY S.COMPACTIONS table for compactions on this table or partition in the "did not initiate”,
"failed", or "ready for cleaning" state.

4. Check the Compactor Virtual Warehouse logs for "compactor.Initiator errors associated with this table or
partition.

5. Manually initiate compaction on the table/partition by running ALTER TABLE *table-name* [PARTITION
(* partition-column* =* partition-value*] COMPACT 'minor";

Oldest open transaction passed threshold: A transaction has been open for longer than the set threshold. Stuck

transactions can block cleaning obsolete files and ACID metadata, which can lead to performance degradation.

Check for old open transactions with SHOW TRANSACTIONS. If these are not type=REPL_CREATED, they

can be aborted with ABORT TRANSACTIONS *txnid*;

Oldest open replication transaction passed threshold: A replication transaction has been open longer than the set

threshold. Stuck transactions can block cleaning of ACID metadata, which can lead to performance degradation.

Before you abort a transaction that was created by replication, and which has been open along time, make sure

that the hive.repl.txn.timeout threshold has expired. If it has, there may be an issue with replication. Please contact

Cloudera Support.

Excessive ACID metadata: An excessive amount of Hive ACID metadata exists, which can cause serious

performance degradation. Failing compactions or metadata cleanup service problems can cause this.

1. Check for failed compactions by running SELECT * FROM SY SCOMPACTIONS WHERE c_state IN
("failed", "did not initiate"); against the SYS.COMPACTIONS view.

2. Search for failed compactions in the HiveServer2 logs, which are indicated with the message " Caught
exception while trying to compact”
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» Excessive ACID metadata: An excessive amount of Hive ACID metadata exists, which can cause serious
performance degradation. Failing compactions or metadata cleanup service problems can cause this.

1. Check for failed compactions by running SELECT * FROM SY S.COMPACTIONS WHERE c_state IN
("failed", "did not initiate"); against the SY S.COMPACTIONS view.
2. Search for failed compactionsin the HiveServer2 logs, which are indicated with the message "Caught
exception while trying to compact”
« Activity on table with disabled auto-compaction: A change has been made on a table where automated compaction
isdisabled. If thisis not intended, re-enable compaction on the table by running ALTER TABLE table name SET
TBLPROPERTIES ("no_auto_compaction" = "false").

« Table/partition with large number of active delta directories There are tables with alarge number of delta
directories, which can cause performance degradation. Check the "Top 100 partitions or unpartitioned tables with
the most active deltas’ chart in CM to see affected tables and partitions. These tables and partitions should be
compacted.

e Table/partition with large number of small delta directories There are tables with alarge number of small delta
directories, which can cause performance degradation. Check the "Top 100 partitions or unpartitioned tables with
the most small deltas" chart in CM to see affected tables and partitions. These tables and partitions should be
compacted.

This test can be configured using the Hive Compaction Health Test Hive monitoring settings.
Short Name: Compaction System Health Check

Description

The health test thresholds for excessive acid metadata in CompletedTxnComponents
Template Name

hi ve_conpacti on_net adata_conp_t hreshol ds
Default Value

CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:1000000.0, warning:500000.0, [CDH 7.2.14..CDH
8.0.0)=critical :1000000.0, warning:500000.0]

Unit(s)
no unit

Description

The health test thresholds for excessive acid metadatain TxnToWriteld
Template Name

hi ve_conpacti on_netadata ttw t hreshol ds
Default Value

CDH=[[CDH 7.1.8..CDH 7.2.0)=critical :1000000.0, warning:500000.0, [CDH 7.2.14..CDH
8.0.0)=critical :1000000.0, warning:500000.0]

Unit(s)
TIMES

Description

The health test thresholds for the number of failed compactions.
Template Name

hi ve_conpaction_fail ed_t hreshol ds
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Default Value

critical:never, warning:1.0
Unit(s)

PERCENT

Description

Enables the health test that checks whether compaction processes are properly configured and
operational.

Template Name

hi ve_conpacti on_heal t h_check_enabl ed
Default Value

fase
Unit(s)

no unit

Description

The health test thresholds for the oldest initiated compaction.
Template Name

hi ve_conpacti on_ol dest _initiated_threshol ds
Default Value

critical:43200.0, warning:3600.0
Unit(s)

SECONDS

Description
The health test thresholds for the oldest open non replication transaction
Template Name
hi ve_conpacti on_ol dest _open_t xn_t hr eshol ds
Default Value
CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:259200.0, warning:86400.0, [CDH 7.2.14..CDH
8.0.0)=critical :259200.0, warning:86400.0]
Unit(s)
SECONDS

Description

The health test thresholds for the oldest open replication transaction
Template Name

hi ve_conpacti on_ol dest _open_repl _txn_t hreshol ds
Default Value

CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:1814400.0, warning:1209600.0, [CDH 7.2.14..CDH
8.0.0)=critical :1814400.0, warning:1209600.0]
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Unit(s)
SECONDS

Description

The health test thresholds for the oldest uncleaned aborted transaction.
Template Name

hi ve_conpacti on_aborted_t xn_not _cl eaned_t hr eshol ds
Default Value

CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:172800.0, warning:86400.0, [CDH 7.2.14..CDH
8.0.0)=critical :172800.0, warning:86400.0]

Unit(s)
SECONDS

Description
The health test thresholds for the oldest uncleaned compaction.
Template Name
hi ve_conpacti on_ol dest _ready_for_cl eani ng_t hreshol ds
Default Value
CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:never, warning:86400.0, [CDH 7.2.14..CDH
8.0.0)=critical:never, warning:86400.0]
Unit(s)
SECONDS

Description
The health test thresholds for tables/partitions with many aborted transactions.
Template Name
hi ve_conpacti on_aborted_t xn_t hreshol ds
Default Value
CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:1.0, warning:never, [CDH 7.2.14..CDH 8.0.0)=critical:1.0,
warning:never]
Unit(s)
TIMES

Description
The health test thresholds for table/partition with large number of active delta directories.
Template Name
hi ve_conpaction_active_delta threshol ds
Default Value
CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:never, warning:200.0, [CDH 7.2.14..CDH
8.0.0)=critical:never, warning:200.0]
Unit(s)
TIMES
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Description
The health test thresholds for table/partition with large number of small delta directories

Template Name
hi ve_conpaction_snal |l _delta_threshol ds

Default Value
CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:never, warning:200.0, [CDH 7.2.14..CDH
8.0.0)=critical:never, warning:200.0]

Unit(s)
TIMES

Description
The health test thresholds for writes to tables where the auto-compaction is disabled

Template Name
hi ve_conpacti on_di sabl ed_t hreshol ds

Default Value

CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:never, warning:1.0, [CDH 7.2.14..CDH
8.0.0)=critical:never, warning:1.0]

Unit(s)
TIMES

ThisisaHive service-level health test that checks that enough of the Hive Metastore Serversin the cluster are
healthy. The test returns " Concerning" health if the number of healthy Hive Metastore Serversfalls below awarning
threshold, expressed as a percentage of the total number of Hive Metastore Servers. The test returns "Bad" health

if the number of healthy and "Concerning" Hive Metastore Servers falls below acritical threshold, expressed as a
percentage of the total number of Hive Metastore Servers. For example, if thistest is configured with awarning
threshold of 95% and acritical threshold of 90% for a cluster of 100 Hive Metastore Servers, this test would return
"Good" hedlth if 95 or more Hive Metastore Servers have good health. This test would return "Concerning” health
if at least 90 Hive Metastore Servers have either "Good" or "Concerning” health. If more than 10 Hive Metastore
Servers have bad health, this test would return "Bad" health. A failure of this health test indicates unhealthy Hive
Metastore Servers. Check the status of the individual Hive Metastore Servers for more information. This test can be
configured using the Hive Hive service-wide monitoring setting.

Short Name: Hive Metastore Server Health

Description

The health test thresholds of the overall Hive Metastore Server health. The check returns
"Concerning” health if the percentage of "Healthy" Hive Metastore Servers falls below the warning
threshold. The check is unhealthy if the total percentage of "Healthy" and "Concerning” Hive
Metastore Serversfalls below the critical threshold.

Template Name

hi ve_hi vermet ast ores_heal t hy_t hreshol ds
Default Value

critical:51.0, warning:99.0
Unit(s)
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PERCENT

ThisisaHive service-level health test that checks that enough of the WebHCat Serversin the cluster are healthy.
Thetest returns "Concerning" health if the number of healthy WebHCat Serversfalls below awarning threshold,
expressed as a percentage of the total number of WebHCat Servers. The test returns "Bad" health if the number of
healthy and "Concerning" WebHCat Serversfalls below acritical threshold, expressed as a percentage of the total
number of WebHCat Servers. For example, if thistest is configured with awarning threshold of 95% and a critical
threshold of 90% for a cluster of 100 WebHCat Servers, thistest would return "Good" health if 95 or more WebHCat
Servers have good health. This test would return "Concerning” health if at least 90 WebHCat Servers have either
"Good" or "Concerning" health. If more than 10 WebHCat Servers have bad health, this test would return "Bad"
health. A failure of this health test indicates unhealthy WebHCat Servers. Check the status of the individual WebHCat
Servers for more information. This test can be configured using the Hive Hive service-wide monitoring setting.

Short Name: WebHCat Server Health

Description
The health test thresholds of the overall WebHCat Server health. The check returns " Concerning"
health if the percentage of "Healthy" WebHCat Servers falls below the warning threshold. The

check is unhealthy if the total percentage of "Healthy" and "Concerning" WebHCat Serversfalls
below the critical threshold.

Template Name
hi ve_webhcats_heal t hy t hreshol ds

Default Value
critical:51.0, warning:99.0

Unit(s)
PERCENT

ThisisaHive service-level health test that checks that enough of the HiveServer2sin the cluster are healthy. The

test returns "Concerning” health if the number of healthy HiveServer2s falls below awarning threshold, expressed

as a percentage of the total number of HiveServer2s. Thetest returns "Bad" health if the number of healthy and
"Concerning" HiveServer2s falls below acritical threshold, expressed as a percentage of the total number of
HiveServer2s. For example, if thistest is configured with awarning threshold of 95% and acritical threshold of

90% for acluster of 100 HiveServer2s, this test would return "Good" health if 95 or more HiveServer2s have good
health. Thistest would return "Concerning" health if at least 90 HiveServer2s have either "Good" or "Concerning"
health. If more than 10 HiveServer2s have bad health, this test would return "Bad" health. A failure of this health test
indicates unhealthy HiveServer2s. Check the status of the individual HiveServer2s for more information. This test can
be configured using the Hive Hive service-wide monitoring setting.

Short Name: HiveServer2 Health

Description
The health test thresholds of the overall HiveServer2 health. The check returns " Concerning"
health if the percentage of "Healthy" HiveServer2sfalls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" HiveServer2s falls below the
critical threshold.

Template Name

hi ve_hi veserver2s_heal t hy_t hreshol ds
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Default Value
critical:51.0, warning:99.0

Unit(s)
PERCENT

ThisisaHive Execution service-level health test that checks that enough of the HiveServer2sin the cluster are
healthy. The test returns "Concerning” health if the number of healthy HiveServer2sfalls below awarning threshold,
expressed as a percentage of the total number of HiveServer2s. The test returns "Bad" health if the number of healthy
and "Concerning" HiveServer2s falls below acritical threshold, expressed as a percentage of the total number of
HiveServer2s. For example, if thistest is configured with a warning threshold of 95% and a critical threshold of

90% for acluster of 100 HiveServer2s, this test would return "Good" health if 95 or more HiveServer2s have good
health. Thistest would return "Concerning" health if at least 90 HiveServer2s have either "Good" or "Concerning"
health. If more than 10 HiveServer2s have bad health, this test would return "Bad" health. A failure of this health test
indicates unhealthy HiveServer2s. Check the status of the individual HiveServer2s for more information. This test can
be configured using the Hive Execution Hive Execution service-wide monitoring setting.

Short Name: HiveServer2 Hedlth

Description
The health test thresholds of the overall HiveServer2 health. The check returns " Concerning"
health if the percentage of "Healthy" HiveServer2sfalls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" HiveServer2sfalls below the
critical threshold.

Template Name
hi ve_exec_hi veserver2s_heal t hy_t hreshol ds

Default Value
critical:51.0, warning:99.0

Unit(s)
PERCENT

ThisisaHive LLAP service-level health test that checks that enough of the HiveServer2sin the cluster are healthy.
The test returns "Concerning" health if the number of healthy HiveServer2sfalls below awarning threshold,
expressed as a percentage of the total number of HiveServer2s. The test returns "Bad" health if the number of healthy
and "Concerning" HiveServer2sfalls below acritical threshold, expressed as a percentage of the total number of
HiveServer2s. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of

90% for acluster of 100 HiveServer2s, this test would return "Good" health if 95 or more HiveServer2s have good
health. Thistest would return "Concerning" health if at least 90 HiveServer2s have either "Good" or "Concerning"
health. If more than 10 HiveServer2s have bad health, this test would return "Bad" health. A failure of this health test
indicates unhealthy HiveServer2s. Check the status of the individual HiveServer2sfor more information. This test can
be configured using the Hive LLAP Hive LLAP service-wide monitoring setting.
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Short Name: HiveServer2 Hedlth

Description

The health test thresholds of the overall HiveServer2 health. The check returns " Concerning"
health if the percentage of "Healthy" HiveServer2sfalls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" HiveServer2sfalls below the
critical threshold.

Template Name
hi ve_I | ap_hi veserver 2s_heal t hy_t hreshol ds

Default Value

critical:51.0, warning:99.0
Unit(s)

PERCENT

This Hive LLAP service-level health test checks for the presence of arunning, healthy LLAP Proxy. The test returns
"Bad" hedlth if the serviceis running and the LLAP Proxy isnot running. In all other cases it returns the health of the
LLAP Proxy. A failure of this health test indicates a stopped or unhealthy LLAP Proxy. Check the status of the LLAP
Proxy for more information. This test can be enabled or disabled using the LLAP Proxy Role Health Test LLAP
Proxy service-wide monitoring setting.

Short Name: LLAP Proxy Health

Description

When computing the overall HIVE_LLAP health, consider LLAP Proxy's health
Template Name

hive |lap_ |l approxy health_enabl ed

Default Value
true
Unit(s)
no unit

This Hive Metastore Server health test checks that the Auditing for the Hive Metastore Server roleis getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of
Hive Metastore Server process. This test can fail either because the Cloudera Audit Server is not accepting audits,
or the Cloudera Manager Agent on the Hive Metastore Server host isn't able to send audits because of some network
issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. Thistest can be
enabled or disabled using the Navigator Audit Pipeline Health Check Hive Metastore Server monitoring setting.

Short Name: Audit Pipeline Test

Description
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The period to review when checking if audits are blocked and not getting processed.
Template Name

nmgnt _navi gator _fail ure_w ndow
Default Value

20
Unit(s)

MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Hive Metastore Server health test checks that the number of file descriptors used does not rise above some
percentage of the Hive Metastore Server file descriptor limit. A failure of this health test may indicate abug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Hive Metastore Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

hi venet astore_fd_t hreshol ds
Default Value

critical:70.0, warning:50.0

180



Cloudera Manager Health Tests

Unit(s)
PERCENT

This Hive Metastore Server health test checks that the filesystem containing the heap dump directory of this Hive
Metastore Server has sufficient free space. This test can be configured using the Heap Dump Directory Free Space
Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Hive
M etastore Server monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
heap dump directory.

Template Name
heap_dunp_directory_free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

ThisisaHive Metastore health test that checks that a client can connect and perform basic operations. The operations
include: (1) creating a database, (2) creating a table within that database with several types of columns and two
partition keys, (3) creating a number of partitions, and (4) dropping both the table and the database. The database is
created under the /user/hue/.cloudera_manager_hive metastore canary/*Hive Metastore role name*/ and is named
"cloudera_manager_metastore_canary_test_db". Thetest returns "Bad" health if any of these operationsfail. The

test returns "Concerning” health if an unknown failure happens. The canary publishes a metric ‘canary_duration'

for the time it took for the canary to complete. Here is an example of atrigger, defined for the Hive Metastore role
configuration group, that changes the health to "Bad" when the duration of the canary islonger than 5 sec: "IF
(SELECT canary_duration WHERE entityName=$ROLENAME AND category = ROLE and last(canary_duration) >
5s) DO health:bad" A failure of this health test may indicate that the Hive Metastore is failing basic operations. Check
the logs of the Hive Metastore and the Cloudera Manager Service Monitor for more details. Thistest can be enabled
or disabled using the Hive Metastore Canary Health Test Hive Metastore monitoring setting.

Short Name: Hive Metastore Canary
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Description

Enables the health test that checks that basic Hive Metastore operations succeed
Template Name

nmet ast ore_canary_heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Hive Metastore Server health test factors in the health of the host upon which the Hive Metastore Server is
running. A failure of this test means that the host running the Hive Metastore Server is experiencing some problem.
See that host's status page for more details. This test can be enabled or disabled using the Hive Metastore Server Host
Health Test Hive Metastore Server monitoring setting.

Short Name: Host Health

Description
When computing the overall Hive Metastore Server health, consider the host's health.

Template Name
hi venet ast ore_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Hive Metastore Server health test checks that the filesystem containing the log directory of this Hive Metastore
Server has sufficient free space. This test can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Hive Metastore Server monitoring
Settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES
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Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og_directory free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Hive Metastore Server health test checks that the Hive Metastore Server threads are not experiencing long
scheduling pauses. The test uses a pause monitoring thread in the Hive Metastore Server that tracks scheduling delay
by noting if it is run on its requested schedule. If the thread is not run on its requested schedule, the delay is noted and
considered pause time. The health test checks that no more than some percentage of recent time is spent paused. A
failure of this health test may indicate that the Hive Metastore Server is not getting enough CPU resources, or that it
is spending too much time doing garbage collection. Inspect the Hive Metastore Server logs for any pause monitor
output and check garbage collection metrics exposed by the Hive Metastore Server. This test can be configured using
the Pause Duration Thresholds and Pause Duration Monitoring Period Hive Metastore Server monitoring settings.

Short Name: Pause Duration

Description

The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name

hi venmet ast or e_pause_dur ati on_w ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for the weighted average extra time the pause monitor spent paused.
Specified as a percentage of elapsed wall clock time.

Template Name

hi venet ast ore_pause_durati on_t hreshol ds
Default Value

critical:60.0, warning:30.0
Unit(s)

no unit
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This Hive Metastore Server health test checks that the Cloudera Manager Agent on the Hive Metastore Server host
is heart beating correctly and that the process associated with the Hive Metastore Server roleisin the state expected
by Cloudera Manager. A failure of this health test may indicate a problem with the Hive Metastore Server process,
alack of connectivity to the Cloudera Manager Agent on the Hive Metastore Server host, or a problem with the
Cloudera Manager Agent. Thistest can fail either because the Hive Metastore Server has crashed or because the Hive
Metastore Server will not start or stop in atimely fashion. Check the Hive Metastore Server logs for more details. If
the test fails because of problems communicating with the Cloudera Manager Agent on the Hive Metastore Server
host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Hive
Metastore Server host, or look in the Cloudera Manager Agent logs on the Hive Metastore Server host for more
details. Thistest can be enabled or disabled using the Hive Metastore Server Process Health Test Hive Metastore
Server monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Hive Metastore Server's process state is consistent with the role
configuration

Template Name
hi venet ast ore_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Hive Metastore Server health test checks the amount of swap memory in use by the role. A failure of this health
test may indicate that your machine is overloaded. This test can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description
The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_t hreshol ds

Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Hive Metastore Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta
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Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Hive Metastore Server health test checks that the Hive Metastore Server has not recently exited unexpectedly.
Thetest returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, thistest returns "Good" hedlth if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Hive Metastore Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

Thisis compaction system health test that checks whether compaction processes are properly configured and
operational. Failure of this health test could indicate a problem with the compaction that could severely degrade query
performance. Use the guidelines below for troubleshooting.

¢ Oldest initiated compaction passed threshold: Check the last successful compactionsin the SY S.COMPACTION
view. If no compactions have finished recently, check the logs for errorsin the Worker threads for either
the Compactor Virtual Warehouse or in the DataHub clusters, if applicable. If compactions are running
successfully, but there are many queued compactions, increase the number of Worker threads set for
'hive.compactor.worker.threads' in the Compactor Virtual Warehouse or DataHub clusters. Alternatively, you can
increase the amount of available resources

» Large number of compaction failures: Many compactions are failing.

1. Run SELECT * FROM SYS.COMPACTIONS WHERE C_STATE IN ("failed", "did not initiate"); to check
the error message in the sys.compaction table.
2. Check thelogs in the Compactor Virtual Warehouse for the " Caught exception while trying to compact"
message.
e Oldest uncleaned compaction passed threshold: Compactor cleaner process cannot clean obsolete data.

1. Check the metastore log to make sure the cleaner thread is running.

2. Run SHOW TRANSACTIONS,; to check if there are open transactions blocking the cleaner. If the
blocking transactions are not of the 'type=REPL_CREATED', they can be aborted by running ABORT
TRANSACTIONS *transactionl D*;

« Old aborted transaction not cleared: An old aborted transaction was not cleared. This can impact your overall
query performance. Thisis most likely caused by an uncompacted table. Check for failed compactionsin the
SYS.COMPACTION view.

« Tableg/partitions with many aborts: At least one table or partition has not been compacted and have more than
hive.metastore.acidmetrics.table.aborted.txns.threshold (default: 1500) aborts.

1. Verify that the "hive.compactor.abortedtxn.threshold" is not set to a value higher than 1000.

2. Find the affected table/partition by running SELECT TC_DATABASE, TC_TABLE,
TC_PARTITION, COUNT() FROM SYS.TRANSACTIONS WHERE STATE="aborted GROUP BY
TC_DATABASE, TC_TABLE, TC_PARTITION HAVING COUNT()*n; Where n is the value of
hive.metastore.acidmetrics.table.aborted.txns.threshold. The default is 1500.

3. Check the SY SCOMPACTIONS table for compactions on this table or partition in the "did not initiate”,
"failed", or "ready for cleaning” state.

4. Check the Compactor Virtual Warehouse logs for "compactor.Initiator errors associated with this table or
partition.

5. Manually initiate compaction on the table/partition by running ALTER TABLE *table-name* [PARTITION
(* partition-column* =* partition-value*] COMPACT 'minor";

« Oldest open transaction passed threshold: A transaction has been open for longer than the set threshold. Stuck
transactions can block cleaning obsolete files and ACID metadata, which can lead to performance degradation.
Check for old open transactions with SHOW TRANSACTIONS. If these are not type=REPL_CREATED, they
can be aborted with ABORT TRANSACTIONS *txnid*;
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» Oldest open replication transaction passed threshold: A replication transaction has been open longer than the set
threshold. Stuck transactions can block cleaning of ACID metadata, which can lead to performance degradation.
Before you abort atransaction that was created by replication, and which has been open along time, make sure
that the hive.repl.txn.timeout threshold has expired. If it has, there may be an issue with replication. Please contact
Cloudera Support.

e Excessive ACID metadata: An excessive amount of Hive ACID metadata exists, which can cause serious
performance degradation. Failing compactions or metadata cleanup service problems can cause this.

1. Check for failed compactions by running SELECT * FROM SY S.COMPACTIONS WHERE c_state IN
("failed", "did not initiate"); against the SYS.COMPACTIONS view.
2. Search for failed compactions in the HiveServer2 logs, which are indicated with the message " Caught
exception while trying to compact”
» Excessive ACID metadata: An excessive amount of Hive ACID metadata exists, which can cause serious
performance degradation. Failing compactions or metadata cleanup service problems can cause this.

1. Check for failed compactions by running SELECT * FROM SY S.COMPACTIONS WHERE c_state IN

("failed", "did not initiate"); against the SY S.COMPACTIONS view.
2. Search for failed compactions in the HiveServer2 logs, which are indicated with the message " Caught
exception while trying to compact”
« Activity on table with disabled auto-compaction: A change has been made on a table where automated compaction
isdisabled. If thisis not intended, re-enable compaction on the table by running ALTER TABLE table_name SET
TBLPROPERTIES ("no_auto_compaction" = "false").

o Table/partition with large number of active delta directories There are tables with alarge number of delta
directories, which can cause performance degradation. Check the "Top 100 partitions or unpartitioned tables with
the most active deltas’ chart in CM to see affected tables and partitions. These tables and partitions should be
compacted.

e Table/partition with large number of small delta directories There are tables with alarge number of small delta
directories, which can cause performance degradation. Check the "Top 100 partitions or unpartitioned tables with
the most small deltas' chart in CM to see affected tables and partitions. These tables and partitions should be
compacted.

Thistest can be configured using the Tables/Partitions with Large Number of Active Delta Directories Thresholds
Hive monitoring settings.

Short Name: Compaction System Health Check

Description
The health test thresholds for table/partition with large number of active delta directories.
Template Name
hi ve_conpacti on_active_delta_threshol ds
Default Value
CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:never, warning:200.0, [CDH 7.2.14..CDH
8.0.0)=critical:never, warning:200.0]
Unit(s)
TIMES

Description

The health test thresholds for table/partition with large number of small delta directories
Template Name

hi ve_conpacti on_smal | _delta_t hreshol ds
Default Value

187



Cloudera Manager Health Tests

CDH=[[CDH 7.1.8..CDH 7.2.0)=critical:never, warning:200.0, [CDH 7.2.14..CDH
8.0.0)=critical:never, warning:200.0]

Unit(s)
TIMES

ThisisaHive on Tez service-level health test that checks that enough of the HiveServer2sin the cluster are healthy.
Thetest returns "Concerning” health if the number of healthy HiveServer2sfalls below awarning threshold,
expressed as a percentage of the total number of HiveServer2s. The test returns "Bad" health if the number of healthy
and "Concerning" HiveServer2s falls below acritical threshold, expressed as a percentage of the total number of
HiveServer2s. For example, if thistest is configured with awarning threshold of 95% and acritical threshold of

90% for acluster of 100 HiveServer2s, this test would return "Good" health if 95 or more HiveServer2s have good
health. Thistest would return "Concerning" health if at least 90 HiveServer2s have either "Good" or "Concerning"
health. If more than 10 HiveServer2s have bad health, this test would return "Bad" health. A failure of this health test
indicates unhealthy HiveServer2s. Check the status of the individual HiveServer2s for more information. This test can
be configured using the Hive on Tez Hive on Tez service-wide monitoring setting.

Short Name: HiveServer2 Health

Description
The health test thresholds of the overall HiveServer2 health. The check returns " Concerning"
health if the percentage of "Healthy" HiveServer2sfalls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" HiveServer2s falls below the
critical threshold.

Template Name

hi ve_on_t ez_hi veserver 2s_heal t hy_t hreshol ds
Default Value

critical:51.0, warning:99.0
Unit(s)

PERCENT

This HiveServer2 health test checks that the Auditing for the HiveServer2 roleis getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of HiveServer2 process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent
on the HiveServer2 host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit
Pipeline Health Check HiveServer2 monitoring setting.

Short Name: Audit Pipeline Test

Description

The period to review when checking if audits are blocked and not getting processed.
Template Name

ngnt _navi gat or _fai |l ure_wi ndow
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Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

ngnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This HiveServer2 health test checks that the number of file descriptors used does not rise above some percentage of
the HiveServer2 file descriptor limit. A failure of this health test may indicate abug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
HiveServer2 monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

hi veserver2_fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT
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This HiveServer2 health test checks that the filesystem containing the heap dump directory of this HiveServer2 has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds HiveServer2 monitoring
settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_ space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

ThisisaHiveServer2 health test that checks that the filesystem containing the Hive Downloaded Resources Directory
of this HiveServer2 has sufficient free space. See the Hive Downloaded Resources Directory description on the
HiveServer2 configuration page for more information on this directory type. Thistest can be configured using

the Hive Downl oaded Resources Directory Free Space Monitoring Absolute Thresholds and Hive Downloaded
Resources Directory Free Space Monitoring Percentage Thresholds HiveServer2 monitoring settings.

Short Name: Hive Downloaded Resources Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
Hive Downloaded Resources Directory.

Template Name

hi veserver 2_downl oaded_resources_directory_free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
Hive Downloaded Resources Directory. Specified as a percentage of the capacity on that filesystem.
This setting is not used if a Hive Downloaded Resources Directory Free Space Monitoring Absolute
Thresholds setting is configured.

Template Name

hi veserver 2_downl oaded_resources_directory free_space_percent age_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

ThisisaHiveServer2 health test that checks that the filesystem containing the Hive Local Scratch Directory of
this HiveServer2 has sufficient free space. See the Hive Local Scratch Directory description on the HiveServer2
configuration page for more information on this directory type. This test can be configured using the Hive Local
Scratch Directory Free Space Monitoring Absolute Thresholds and Hive Local Scratch Directory Free Space
Monitoring Percentage Thresholds HiveServer2 monitoring settings.

Short Name: Hive Local Scratch Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
Hive Local Scratch Directory.

Template Name

hi veserver2_exec_| ocal _scratch_directory free space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
Hive Local Scratch Directory. Specified as a percentage of the capacity on that filesystem. This
setting is not used if aHive Local Scratch Directory Free Space Monitoring Absolute Thresholds
setting is configured.

Template Name

hi veserver2_exec_| ocal _scratch_directory free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This HiveServer2 health test factors in the health of the host upon which the HiveServer2 is running. A failure of this
test means that the host running the HiveServer2 is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the HiveServer2 Host Health Test HiveServer2 monitoring setting.

Short Name: Host Health

Description

When computing the overall HiveServer2 health, consider the host's health.
Template Name

hi veserver2_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This HiveServer2 health test checks that the filesystem containing the log directory of this HiveServer2 has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds HiveServer2 monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This HiveServer2 health test checks that the HiveServer2 threads are not experiencing long scheduling pauses.

The test uses a pause monitoring thread in the HiveServer2 that tracks scheduling delay by noting if it isrun onits
reguested schedule. If the thread is not run on its requested schedule, the delay is noted and considered pause time.
The health test checks that no more than some percentage of recent timeis spent paused. A failure of this health test
may indicate that the HiveServer2 is not getting enough CPU resources, or that it is spending too much time doing
garbage collection. Inspect the HiveServer2 logs for any pause monitor output and check garbage collection metrics
exposed by the HiveServer2. Thistest can be configured using the Pause Duration Thresholds and Pause Duration
Monitoring Period HiveServer2 monitoring settings.

Short Name: Pause Duration

Description

The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name

hi veserver 2 _pause_dur ati on_wi ndow
Default Value

5
Unit(s)

MINUTES

Description
The health test thresholds for the weighted average extra time the pause monitor spent paused.
Specified as a percentage of elapsed wall clock time.

Template Name
hi veserver 2 _pause_duration_t hreshol ds

Default Value

critical:60.0, warning:30.0
Unit(s)

no unit

This HiveServer2 health test checks that the Cloudera Manager Agent on the HiveServer2 host is heart beating
correctly and that the process associated with the HiveServer2 role isin the state expected by Cloudera Manager. A
failure of this health test may indicate a problem with the HiveServer2 process, alack of connectivity to the Cloudera
Manager Agent on the HiveServer2 host, or a problem with the Cloudera Manager Agent. Thistest can fail either
because the HiveServer2 has crashed or because the HiveServer2 will not start or stop in atimely fashion. Check the
HiveServer2 logs for more details. If the test fails because of problems communicating with the Cloudera Manager
Agent on the HiveServer2 host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-
scm-agent status on the HiveServer2 host, or look in the Cloudera Manager Agent logs on the HiveServer2 host for
more details. Thistest can be enabled or disabled using the HiveServer2 Process Health Test HiveServer2 monitoring
setting.

Short Name: Process Status

Description
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Enables the health test that the HiveServer2's process state is consistent with the role configuration

Template Name
hi veserver2_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This HiveServer2 health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This HiveServer2 health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description
The period to review when computing unexpected swap memory usage change of the process.
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Template Name
process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This HiveServer2 health test checks that the HiveServer2 has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test aso indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
HiveServer2 monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.

Template Name
unexpected_exits_threshol ds
Default Value
critical:any, warning:never
Unit(s)
No unit

Thisisahost health test that checks that the filesystem containing the Cloudera Manager Agent's log directory has
sufficient free space. Thistest can be configured using the Cloudera Manager Agent Log Directory Free Space
Monitoring Absolute Thresholds and Cloudera Manager Agent Log Directory Free Space Monitoring Percentage
Thresholds host monitoring settings.
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Short Name: Agent Log Directory

Description

The health check thresholds for monitoring of free space on the filesystem that contains the
Cloudera Manager Agent's log directory.

Template Name

host _agent | og directory free space_absol ute_threshol ds
Default Value

critical:1.073741824E9, warning:2.147483648E9
Unit(s)

BYTES

Description

The health check thresholds for monitoring of free space on the filesystem that contains the
Cloudera Manager Agent's log directory. Specified as a percentage of the capacity on that
filesystem. This setting is not used if a Cloudera Manager Agent Log Directory Free Space
Monitoring Absolute Thresholds setting is configured.

Template Name

host _agent | og directory free_space_percentage threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

Thisisahost health test that checks whether the filesystem containing the Cloudera Manager Agent's parcel directory
has sufficient free space. Thistest can be configured using the Cloudera Manager Agent Parcel Directory Free Space
Monitoring Absolute Thresholds and Cloudera Manager Agent Parcel Directory Free Space Monitoring Percentage
Thresholds host monitoring settings.

Short Name: Agent Parcel Directory

Description

The health check thresholds for monitoring of free space on the filesystem that contains the
Cloudera Manager Agent's parcel directory.

Template Name
host _agent parcel _directory free_ space_absol ute_t hreshol ds

Default Value
critical :5.36870912E9, warning:1.073741824E10

Unit(s)
BYTES

Description
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The health check thresholds for monitoring of free space on the filesystem that contains the
Cloudera Manager Agent's parcel directory. Specified as a percentage of the capacity on that
filesystem. This setting is not used if a Cloudera Manager Agent Parcel Directory Free Space
Monitoring Absolute Thresholds setting is configured.

Template Name

host _agent parcel _directory free_space_percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

Thisisahost health test that checks that the filesystem containing the Cloudera Manager Agent's process directory
has sufficient free space. The process directory contains the configuration files for the processes which the Cloudera
Manager Agent starts. This test can be configured using the Cloudera Manager Agent Process Directory Free Space
Monitoring Absolute Thresholds and Cloudera Manager Agent Process Directory Free Space Monitoring Percentage
Thresholds host monitoring settings.

Short Name: Agent Process Directory

Description

The health check thresholds for monitoring of free space on the filesystem that contains the
Cloudera Manager Agent's process directory.

Template Name

host agent process directory free space_absol ute threshol ds
Default Value

critical:1.048576E8, warning:2.097152E8
Unit(s)

BYTES

Description

The health check thresholds for monitoring of free space on the filesystem that contains the
Cloudera Manager Agent's process directory. Specified as a percentage of the capacity on that
filesystem. This setting is not used if a Cloudera Manager Agent Process Directory Free Space
Monitoring Absolute Thresholds setting is configured.

Template Name

host agent process directory free space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

Thisisahost health test that checks that the host's Cloudera Manager Agent is heartbeating correctly to the Cloudera
Manager Server, isin contact with the Host Monitor, and has the correct software version. A failure of this health test
may indicate alack of connectivity between the host's Cloudera Manager Agent and the Cloudera Manager Server, a
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lack of connectivity betwen the host's Cloudera Manager Agent and the Host Monitor, or that the Cloudera Manager
Agent or Host Monitor software is out of date. Check the status of the Cloudera Manager Agent by running /etc/init.d/
cloudera-scm-agent status on the host, or look in the host's Cloudera Manager Agent logs for more details. If thistest
reports a software version mismatch between the Cloudera Manager Agent and the Host Monitor, check the version

of each component by consulting the appropriate logs or the appropriate status web pages. Thistest can be enabled or
disabled using the Host Process Health Test host configuration setting.

Short Name: Agent Status

Description

Enables the health test that the host's process state is consistent with the role configuration
Template Name

host _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This health test checks the expiry time of the TL S certificate for the Cloudera Manager Agent on the given host. This
test can be configured using the Cloudera Manager Agent TL S Certificate Expiry Thresholds host monitoring setting.
This test alerts when the certificate is close to expiry.

Short Name: Certificate Expiration

Description
The health test thresholds for monitoring the certificate of Cloudera Manager Agent.

Template Name
host agent certificate_expiry_threshol ds

Default Value

critical:7.0, warning:60.0
Unit(s)

DAYS

Thisisahost health test that checks whether the host's system clock appears to be out-of-sync with its NTP server(s).
The test uses either the 'ntpg -np' (if ntpd is running) or ‘chronyc sources' (if chronyd is running) command to check
that whether the host is synchronized to an NTP peer and that the absolute value of the host's clock offset from that
peer is not too large. The test returns "Bad" health If the command failsto find a synchronized NTP peer or an offset
between the peer and the host time istoo large. To troubleshoot, run 'ntpg -np' or ‘chronyc sources' on the host.

The output should contain arow for each of the host's NTP servers. The row starting with a™"' (if ntpdc) or 'A*' (if
chronyc) contains the peer to which the host is currently synchronized. If no row startswith a™*" or '**', this indicates
that the host is not currently synchronized. Make sure you have a pool of valid ntp serversin your ntp.conf (if ntpdc)
or chrony.conf (if chronyc). Make sure that UDP port 123 is open on any firewall that isin use. Check the system

log for ntpd or chronyd messages related to configuration errors. If the issue persists or the offset between the peer
and the host time is too large, please seek assistance from your system administrator. If NTPis not in use on the

host, disable this check by setting both "Warning' and 'Critical' thresholds to 'NEVER' using the configuration options
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shown below for the host. Cloudera recommends using NTP for time synchronization of Hadoop clusters. Thistest
can be configured using the Host Clock Offset Thresholds host configuration setting.

Short Name: Clock Offset

Description

The thresholds for the host clock offset health test. The test compares this threshold against

the absolute value of the clock offset reported by the host's NTP service from the 'ntpdc -np' or
‘chronyc sources' command. Setting both the warning and critical threshold values to never turns
off collection of the clock offset by the Cloudera Manager Agent. If no time synchronization is
in use, both threshold values should be set to never. Cloudera recommends using NTP for time
synchronization of Hadoop clusters.

Template Name
host _cl ock_of fset t hreshol ds

Default Value
critical:10000.0, warning:3000.0

Unit(s)
MILLISECONDS

Thisisahost health test that checks that the host's hostname and canonical name are consistent when checked from
a Java process, and that the DNS resolution completesin atimely manner. The DNS resolution duration is calculated
by measuring the time taken to call getL ocalHost in a Java process on this host. Note that DNS information may

be cached on the host, and this caching can affect the reported resolution duration. A failure of this health test may
indicate that the host's DNS configuration is not correct or the host's DNS server isresponding slowly. Check the
Cloudera Manager Agent log for the names that were detected by this test or for errors running the Java process.
The hostname and canonical name are considered to be consistent if the hostname or the hostname plus a domain
name is the same as the canonical name. This health test uses domain names from the domain and search linesin/
etc/resolv.conf. This health test does not consult /etc/nsswitch.conf and may give incorrect resultsif /etc/resolv.conf
isnot used by the host. There may be a delay of up to 5 minutes before this health test picks up changesto /etc/
resolv.conf. Thistest can be configured using the Hostname and Canonical Name Health Check host configuration
Setting.

Short Name: DNS Resol ution

Description

Whether the hostname and canonical names for this host are consistent when checked from a Java
process.

Template Name
host dns_resol uti on_enabl ed

Default Value
true
Unit(s)
no unit

Thisis ahealth test that checks that the host in a cluster has sufficient entropy. A failure of this health may indicate
that entropy pool is depleted, which might cause applications waiting for the randomness to pause until more entropy
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is available. Random connection timeout issues usually happen when the available entropy count reaches zero.
Increase the entropy using rng-tools for the host. Thistest can be configured using the Host Entropy Thresholds host
configuration settings.

Short Name: Entropy

Description
The health check thresholds for the available entropy on the host.
Template Name
host _avai |l abl e_entropy_t hreshol ds
Default Value
critical:50.0, warning:100.0
Unit(s)
no unit

Thisisahost health test that checks for network frame errors across al network interfaces. A failure of this health test
may indicate a problem with network hardware (e.g. switches) and can potentially cause other service or role-level
performance problems. Check the host and network hardware logs for more details. Thistest can be configured using
the Host Network Frame Error Percentage Thresholds, Host Network Frame Error Check Window, Host Network
Frame Error Test Minimum Required Packets host configuration settings.

Short Name: Frame Errors

Description
The amount of time over which the host frame error checks for frame errors.
Template Name
host _network frame_errors_w ndow
Default Value
15
Unit(s)
MINUTES

Description
The health check thresholds for the percentage of received packets that are frame errors.
Template Name
host _network frame_errors_t hreshol ds
Default Value
critical:0.5, warning:any
Unit(s)
PERCENT

Description
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The minimum number of received packets that must be received within the test window for this test
to return "Bad" health. If less that this number of packetsis received during the test window, the
health check will never return "Bad" health.

Template Name
host _network_frane_errors_fIl oor

Default Value

0
Unit(s)

no unit

Thisisahost health test that checks for network interfaces that appear to be operating at less than full speed. The
Cloudera Manager Agent uses ethtool ioctl to determine the network interface speed and duplex mode. A failure of
this health test may indicate that network interface(s) may be configured incorrectly and may be causing performance
problems. Use the ethtool command to check and configure the host's network interfaces to use the fastest available
link speed and duplex mode. For inactive interfaces or for interfaces that do not support ethtool ioctl, the Cloudera
Manager Agent cannot collect speed metrics. If the Cloudera Manager Agent fails to collect speed metrics for all
network interfaces on the host, the test is disabled. Thistest can be configured using the Host's Network Interfaces
Slow Link Modes Thresholds, Network Interface Expected Link Speed and Network I nterface Expected Duplex
Mode host configuration settings.

Short Name: Network Interface Speed

Description

The thresholds for the health check of the number of network interfaces that appear to be operating
at less than full speed.

Template Name

host network_i nterfaces_sl ow node_t hreshol ds
Default Value

critical:never, warning:any
Unit(s)

No unit

Description

The expected duplex mode for network interfaces.
Template Name

host _ni c_expect ed_dupl ex_node
Default Value

Full
Unit(s)

No unit

Description
The expected network interface link speed.
Template Name
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host _ni c_expect ed_speed

Default Value
1000
Unit(s)
no unit

Thisis ahealth test that checks that the host has not swapped out more than a certain number of pages over the
last fifteen minutes. A failure of this health test may indicate misconfiguration of the host operating system, or
too many processes running on the host. Try reducing vm.swappiness, or add more memory to the host. This test
can be configured using the Host Memory Swapping Thresholds, Host Memory Swapping Check Window host
configuration settings.

Short Name: Swapping

Description
The amount of time over which the memory swapping test checks for pages swapped.
Template Name
host _nenswap_w ndow
Default Value
15
Unit(s)
MINUTES

Description

The health test thresholds of the number of pages swapped out on the host in the last 15 minutes
Template Name

host _nenswap_t hr eshol ds

Default Value

critical:never, warning:200.0
Unit(s)

PAGES

This Host Monitor health test checks that the Auditing for the Host Monitor role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of Host Monitor process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the Host Monitor host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check Host Monitor monitoring setting.

Short Name: Audit Pipeline Test
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Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
mgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
Template Name
mgnt _navi gator_failure_threshol ds

Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

ThisisaHost Monitor health test that checks if the Cloudera Manager descriptor has been refreshed recently. The
Cloudera Manager descriptor is used to pass configuration information from the Cloudera Manager Server to the
Host Monitor. If the descriptor becomes stale, Host Monitor operation may be impacted because the Host Monitor
will receive information about new hosts, roles, and services, or changes to existing hosts, roles, and services. A
stale descriptor usually indicates problems communicating with the Cloudera Manager Server but can also indicate
performance problems or a bug. Consult the Host Monitor log and the Cloudera Manager Server log for more
information. Thistest can be configured using the Cloudera Manager Descriptor Age Thresholds Cloudera Manager
Host Monitor setting.

Short Name: Cloudera Manager Descriptor Age

Description
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The health test thresholds for monitoring the time since the Cloudera Manager descriptor was last
refreshed.

Template Name

scm descri ptor _age_t hreshol ds
Default Value

critical:120000.0, warning:60000.0
Unit(s)

no unit

ThisisaHost Monitor health test that checks if the Cloudera Manager metric schema has been refreshed recently. If
the metric schema becomes stale, Host Monitor operation may be impacted because the Host Monitor will not receive
information about new metrics and changes to existing metrics. A stale metric schema usually indicates problems
communicating with the Cloudera Manager Server but can also indicate performance problems or a bug. Consult the
Host Monitor log and the Cloudera Manager Server log for more information. This test can be configured using the
Cloudera Manager Metric Schema Age Thresholds Cloudera Manager Host Monitor setting.

Short Name: Cloudera Manager Metric Schema Age

Description

The health test thresholds for monitoring the time since the Cloudera Manager metric schemawas
last refreshed.

Template Name

metri c_schena_age_t hreshol ds_nane
Default Value

critical:120000.0, warning:60000.0
Unit(s)

No unit

This Host Monitor health test checks that the number of file descriptors used does not rise above some percentage of
the Host Monitor file descriptor limit. A failure of this health test may indicate abug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Host Monitor monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

host noni tor _fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT
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This Host Monitor health test checks that the filesystem containing the heap dump directory of this Host Monitor has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Host Monitor monitoring
settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_ space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Host Monitor health test factors in the health of the host upon which the Host Monitor is running. A failure of
this test means that the host running the Host Monitor is experiencing some problem. See that host's status page for
more details. This test can be enabled or disabled using the Host Monitor Host Health Test Host Monitor monitoring
setting.

Short Name: Host Health

Description

When computing the overall Host Monitor health, consider the host's health.
Template Name

host noni t or _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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ThisisaHost Monitor health test that checks that the filesystem containing the Host Monitor Storage Directory of
this Host Monitor has sufficient free space. See the Host Monitor Storage Directory description on the Host Monitor
configuration page for more information on this directory type. This test can be configured using the Host Monitor
Storage Directory Free Space Monitoring Absolute Thresholds and Host Monitor Storage Directory Free Space
Monitoring Percentage Thresholds Host Monitor monitoring settings.

Short Name: Host Monitor Storage Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
Host Monitor Storage Directory.

Template Name

firehose storage directory free space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
Host Monitor Storage Directory. Specified as a percentage of the capacity on that filesystem. This
setting is not used if a Host Monitor Storage Directory Free Space Monitoring Absolute Thresholds
setting is configured.

Template Name

firehose storage directory free space percentage_ threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Host Monitor health test checks that no messages are being dropped by the host stage of the Host Monitor
pipeline. A failure of this health test indicates a problem with the Host Monitor. This may indicate a configuration
problem or abug in the Host Monitor. Thistest can be configured using the Host Monitor Host Pipeline Monitoring
Time Period monitoring setting.

Short Name: Host Pipeline

Description

The health test thresholds for monitoring the Host Monitor host pipeline. This specifies the number
of dropped messages that will be tolerated over the monitoring time period.

Template Name
host moni t or _host _pi pel i ne_t hreshol ds

Default Value
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critical:any, warning:never
Unit(s)
no unit

Description

The time period over which the Host Monitor host pipeline will be monitored for dropped messages.
Template Name

host noni t or _host _pi pel i ne_wi ndow

Default Value
5
Unit(s)
MINUTES

This Host Monitor health test checks that the filesystem containing the log directory of this Host Monitor has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Host Monitor monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og _directory _free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

ThisisaHost Monitor health test that checks whether Cloudera Manager's aggregation run durations are within
the thresholds. If the test fails, Host Monitor operation may be impacted because the Host Monitor is not able to
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process the metrics fast enough. This test can be configured using the Metrics Aggregation Run Duration Thresholds
Cloudera Manager Host Monitor setting.

Short Name: Metrics Aggregation Run Duration Test

Description
The health test thresholds for monitoring the metrics aggregation run duration.
Template Name
aggregation_run_duration_threshol ds
Default Value
critical:30000.0, warning:10000.0
Unit(s)
MILLISECONDS

This Host Monitor health test checks that the Host Monitor threads are not experiencing long scheduling pauses.
The test uses a pause monitoring thread in the Host Monitor that tracks scheduling delay by noting if itisrun onits
reguested schedule. If the thread is not run on its requested schedul e, the delay is noted and considered pause time.
The health test checks that no more than some percentage of recent timeis spent paused. A failure of this health test
may indicate that the Host Monitor is not getting enough CPU resources, or that it is spending too much time doing
garbage collection. Inspect the Host Monitor logs for any pause monitor output and check garbage collection metrics
exposed by the Host Monitor. This test can be configured using the Pause Duration Thresholds and Pause Duration
Monitoring Period Host Monitor monitoring settings.

Short Name: Pause Duration

Description

The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name

host noni t or _pause_dur ati on_wi ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for the weighted average extra time the pause monitor spent paused.
Specified as a percentage of elapsed wall clock time.

Template Name

host noni t or _pause_durati on_t hreshol ds
Default Value

critical:60.0, warning:30.0
Unit(s)

No unit
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This Host Monitor health test checks that the Cloudera Manager Agent on the Host Monitor host is heart beating
correctly and that the process associated with the Host Monitor role isin the state expected by Cloudera Manager.

A failure of this health test may indicate a problem with the Host Monitor process, alack of connectivity to the
Cloudera Manager Agent on the Host Monitor host, or a problem with the Cloudera Manager Agent. Thistest can fail
either because the Host Monitor has crashed or because the Host Monitor will not start or stop in atimely fashion.
Check the Host Monitor logs for more details. If the test fails because of problems communicating with the Cloudera
Manager Agent on the Host Monitor host, check the status of the Cloudera Manager Agent by running /etc/init.d/
cloudera-scm-agent status on the Host Monitor host, or look in the Cloudera Manager Agent logs on the Host Monitor
host for more details. This test can be enabled or disabled using the Host Monitor Process Health Test Host Monitor
monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Host Monitor's process state is consistent with the role configuration
Template Name

host noni t or _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Host Monitor health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Host Monitor health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta
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Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Host Monitor health test checks that the Host Monitor has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with acritical threshold of 1, thistest returns " Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Host Monitor monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
a problem with the web server of the Host Monitor, a misconfiguration of the Host Monitor, or a problem with the
Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the Host Monitor for more detail.
If the test failure message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the
Host Monitor's web server are failing or timing out. If the test's failure message indicates an unexpected response,

the Host Monitor's web server responded to the Cloudera Manager Agent's request, but the response could not be
interpreted for some reason. This test can be configured using the Web Metric Collection Host Monitor monitoring
setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

host moni t or_web_netric_col | ecti on_enabl ed
Default Value

true
Unit(s)

no unit

Description
The health test thresholds on the duration of the metrics request to the web server.
Template Name
host noni t or _web_netric_coll ecti on_t hreshol ds
Default Value
critical:never, warning:10000.0
Unit(s)
MILLISECONDS

This HttpFS health test checks that the Auditing for the HttpFS role is getting processed correctly and is not blocked.
A failure of this health test may indicate a problem with the audit pipeline of HttpFS process. Thistest can fail either
because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the HitpFS host isn't
able to send audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera Audit
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Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit Pipeline Health Check
HttpFS monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This HttpFS health test checks that the number of file descriptors used does not rise above some percentage of the
HttpFSfile descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera Manager.
Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds HttpFS
monitoring setting.

Short Name: File Descriptors

Description
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The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

httpfs_fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This HttpFS health test checks that the filesystem containing the heap dump directory of this HttpFS has sufficient
free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute Thresholds
and Heap Dump Directory Free Space Monitoring Percentage Thresholds HttpFS monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This HttpFS health test factors in the health of the host upon which the HitpFS is running. A failure of this test means
that the host running the HttpFS is experiencing some problem. See that host's status page for more details. This test
can be enabled or disabled using the HttpFS Host Health Test HitpFS monitoring setting.

Short Name: Host Health

Description
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When computing the overall HttpFS health, consider the host's health.

Template Name
htt pf s_host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This HttpFS health test checks that the filesystem containing the log directory of this HttpFS has sufficient free space.
This test can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and L og Directory
Free Space Monitoring Percentage Thresholds HttpFS monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This HttpFS health test checks that the Cloudera Manager Agent on the HitpFS host is heart beating correctly and
that the process associated with the HttpFS roleis in the state expected by Cloudera Manager. A failure of this health
test may indicate a problem with the HttpFS process, alack of connectivity to the Cloudera Manager Agent on the
HttpFS host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the HttpFS has crashed
or because the HttpFS will not start or stop in atimely fashion. Check the HttpFS logs for more details. If the test
fails because of problems communicating with the Cloudera Manager Agent on the HttpFS host, check the status

of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the HttpFS host, or look in the
Cloudera Manager Agent logs on the HttpFS host for more details. Thistest can be enabled or disabled using the
HttpFS Process Health Test HitpFS monitoring setting.
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Short Name: Process Status

Description

Enables the health test that the HttpFS's process state is consistent with the role configuration
Template Name

htt pf s_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This HttpFS health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This HttpFS health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES
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Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This HttpFS health test checks that the HitpFS has not recently exited unexpectedly. The test returns "Bad" health

if the number of unexpected exits exceeds acritical threshold. For example, if thistest is configured with acritical
threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more unexpected
exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were caused

by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled. This
test can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period HttpFS
monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name

unexpect ed_exi ts_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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ThisisaHue service-level health test that checks that enough of the Kerberos Ticket Renewersin the cluster are
healthy. Thetest returns "Concerning” health if the number of healthy Kerberos Ticket Renewers falls below a
warning threshold, expressed as a percentage of the total number of Kerberos Ticket Renewers. Thetest returns
"Bad" hedlth if the number of healthy and "Concerning" Kerberos Ticket Renewers falls below acritical threshold,
expressed as a percentage of the total number of Kerberos Ticket Renewers. For example, if thistest is configured
with awarning threshold of 95% and a critical threshold of 90% for a cluster of 100 Kerberos Ticket Renewers, this
test would return "Good" health if 95 or more Kerberos Ticket Renewers have good health. This test would return
"Concerning" health if at least 90 Kerberos Ticket Renewers have either "Good" or "Concerning” health. If more
than 10 Kerberos Ticket Renewers have bad health, this test would return "Bad" health. A failure of this health test
indicates unhealthy Kerberos Ticket Renewers. Check the status of the individual Kerberos Ticket Renewers for more
information. This test can be configured using the Hue Hue service-wide monitoring setting.

Short Name: Kerberos Ticket Renewer Health

Description

The health test thresholds of the overall Kerberos Ticket Renewer health. The check returns
"Concerning" health if the percentage of "Healthy" Kerberos Ticket Renewersfalls below the
warning threshold. The check is unhealthy if the total percentage of "Healthy" and "Concerning"
Kerberos Ticket Renewers falls below the critical threshold.

Template Name
hue_kt _renewers_heal t hy_t hreshol ds

Default Value
critical:51.0, warning:99.0

Unit(s)
PERCENT

ThisisaHue service-level health test that checks that enough of the Load Balancersin the cluster are healthy. The
test returns " Concerning" health if the number of healthy Load Balancers falls below awarning threshold, expressed
as a percentage of the total number of Load Balancers. The test returns "Bad" health if the number of healthy and
"Concerning" Load Balancersfalls below a critical threshold, expressed as a percentage of the total number of Load
Balancers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90%

for a cluster of 100 Load Balancers, this test would return "Good" health if 95 or more Load Balancers have good
health. Thistest would return "Concerning" health if at least 90 Load Balancers have either "Good" or "Concerning"
health. If more than 10 Load Balancers have bad health, this test would return "Bad" health. A failure of this health
test indicates unhealthy Load Balancers. Check the status of the individual Load Balancers for more information. This
test can be configured using the Hue Hue service-wide monitoring setting.

Short Name: Load Balancer Health

Description

The health test thresholds of the overall Load Balancer health. The check returns "Concerning”
health if the percentage of "Healthy" Load Balancers falls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" Load Balancers falls below the
critical threshold.

Template Name

hue_ | oad_bal ancer _heal t hy_t hreshol ds
Default Value

critical:51.0, warning:99.0
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Unit(s)
PERCENT

ThisisaHue service-level health test that checks that enough of the Hue Serversin the cluster are healthy. The

test returns " Concerning” health if the number of healthy Hue Servers falls below awarning threshold, expressed

as a percentage of the total number of Hue Servers. The test returns "Bad" health if the number of healthy and
"Concerning” Hue Serversfallsbelow acritical threshold, expressed as a percentage of the total number of Hue
Servers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90% for a
cluster of 100 Hue Servers, thistest would return "Good" health if 95 or more Hue Servers have good health. This test
would return "Concerning” health if at least 90 Hue Servers have either "Good" or "Concerning” health. If more than
10 Hue Servers have bad health, this test would return "Bad" health. A failure of this health test indicates unhealthy
Hue Servers. Check the status of the individual Hue Servers for more information. This test can be configured using
the Hue Hue service-wide monitoring setting.

Short Name: Hue Server Health

Description

The health test thresholds of the overall Hue Server health. The check returns "Concerning" health if
the percentage of "Healthy" Hue Serversfalls below the warning threshold. The check is unhealthy
if the total percentage of "Healthy" and "Concerning” Hue Servers falls below the critical threshold.

Template Name

hue _hue_servers_heal t hy_t hreshol ds
Default Value

critical:51.0, warning:99.0
Unit(s)

PERCENT

This Hue Server health test checks that the Auditing for the Hue Server role is getting processed correctly and is not
blocked. A failure of this health test may indicate a problem with the audit pipeline of Hue Server process. This test
can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Hue
Server host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit Pipeline
Health Check Hue Server monitoring setting.

Short Name: Audit Pipeline Test

Description

The period to review when checking if audits are blocked and not getting processed.
Template Name

nmgnt _navi gator _fail ure_w ndow
Default Value

20

Unit(s)
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MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Hue Server health test checks that the number of file descriptors used does not rise above some percentage of

the Hue Server file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds Hue
Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

hue_server fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT
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This Hue Server health test checks that the filesystem containing the heap dump directory of this Hue Server has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Hue Server monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This Hue Server health test factorsin the health of the host upon which the Hue Server is running. A failure of this
test means that the host running the Hue Server is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the Hue Server Host Health Test Hue Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Hue Server health, consider the host's health.
Template Name

hue_server host heal th_enabl ed

Default Value
true
Unit(s)
no unit
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This Hue Server health test checks that the filesystem containing the log directory of this Hue Server has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Hue Server monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.
Template Name
|l og directory free space_absol ute_threshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

Il og directory free_ space_percentage t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Hue Server health test checks that the Cloudera Manager Agent on the Hue Server host is heart beating correctly
and that the process associated with the Hue Server roleisin the state expected by Cloudera Manager. A failure of
this health test may indicate a problem with the Hue Server process, alack of connectivity to the Cloudera Manager
Agent on the Hue Server hogt, or a problem with the Cloudera Manager Agent. This test can fail either because the
Hue Server has crashed or because the Hue Server will not start or stop in atimely fashion. Check the Hue Server
logs for more details. If the test fails because of problems communicating with the Cloudera Manager Agent on the
Hue Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on
the Hue Server host, or look in the Cloudera Manager Agent logs on the Hue Server host for more details. This test
can be enabled or disabled using the Hue Server Process Health Test Hue Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Hue Server's process state is consistent with the role configuration
Template Name

hue_server _scm heal t h_enabl ed
Default Value

true
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Unit(s)
no unit

This Hue Server health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. This test can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Hue Server health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES
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This Hue Server health test checks that the Hue Server has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were
caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled.
This test can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Hue
Server monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow

Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_threshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
aproblem with the web server of the Hue Server, amisconfiguration of the Hue Server, or a problem with the
Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the Hue Server for more detail. If
the test failure message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the Hue
Server'sweb server are failing or timing out. If the test's failure message indicates an unexpected response, the Hue
Server's web server responded to the Cloudera Manager Agent's request, but the response could not be interpreted for
some reason. Thistest can be configured using the Web Metric Collection Hue Server monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name
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hue_server _web netric_coll ecti on_enabl ed
Default Value

true
Unit(s)

no unit

Description
The health test thresholds on the duration of the metrics request to the web server.
Template Name
hue_server _web netric_coll ection_threshol ds
Default Value
critical:never, warning:10000.0
Unit(s)
MILLISECONDS

This Impala service-level health test checks for the presence of arunning, healthy Impala Catalog Server. The test
returns "Bad" health if the service is running and the Impala Catalog Server is not running. In all other casesit returns
the health of the Impala Catalog Server. A failure of this health test indicates a stopped or unhealthy Impala Catalog
Server. Check the status of the Impala Catalog Server for more information. This test can be enabled or disabled using
the Impala Catalog Server Role Health Test Impala Catalog Server service-wide monitoring setting.

Short Name: Impala Catalog Server Health

Description

When computing the overall IMPALA health, consider Impala Catalog Server's health
Template Name

i mpal a_cat al ogserver _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

Thisisalmpala service-level health test that checks that enough of the Impala Daemonsin the cluster are healthy.
The test returns "Concerning” health if the number of healthy Impala Daemons falls below a warning threshold,
expressed as a percentage of the total number of Impala Daemons. The test returns "Bad" health if the number of
healthy and "Concerning" Impala Daemons falls below acritical threshold, expressed as a percentage of the total
number of Impala Daemons. For example, if thistest is configured with awarning threshold of 95% and a critical
threshold of 90% for a cluster of 100 Impala Daemons, this test would return "Good" health if 95 or more Impala
Daemons have good health. This test would return "Concerning” health if at least 90 Impala Daemons have either
"Good" or "Concerning" health. If more than 10 Impala Daemons have bad health, thistest would return "Bad"
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health. A failure of this health test indicates unhealthy Impala Daemons. Check the status of the individual Impala
Daemons for more information. This test can be configured using the Impala lmpala service-wide monitoring setting.

Short Name: Impala Daemon Health

Description

The health test thresholds of the overall Impala Daemon health. The check returns " Concerning”
health if the percentage of "Healthy" Impala Daemons falls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" Impala Daemons falls below the
critical threshold.

Template Name
i mpal a_i npal ads_heal t hy_t hreshol ds

Default Value
critical:90.0, warning:95.0

Unit(s)
PERCENT

Thisisalmpaa service-level health test that checks that enough of the Impala Llama ApplicationMastersin the
cluster are healthy. Thetest returns "Concerning” health if the number of healthy ImpalaLlama ApplicationMasters
falls below awarning threshold, expressed as a percentage of the total number of Impala Llama ApplicationMasters.
The test returns "Bad" health if the number of healthy and "Concerning” Impala Llama ApplicationMasters falls
below acritical threshold, expressed as a percentage of the total number of Impala Llama ApplicationMasters.

For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90% for a

cluster of 100 Impala Llama ApplicationMasters, this test would return "Good" health if 95 or more Impala Llama
ApplicationMasters have good health. Thistest would return "Concerning" health if at least 90 Impala Llama
ApplicationMasters have either "Good" or "Concerning" health. If more than 10 Impala Llama ApplicationMasters
have bad health, this test would return "Bad" health. A failure of this health test indicates unhealthy ImpalaLlama
ApplicationMasters. Check the status of the individual Impala Llama ApplicationMasters for more information. This
test can be configured using the Impala Impala service-wide monitoring setting.

Short Name: Impala Llama ApplicationMaster Health

Description
The health test thresholds of the overall Impala Llama ApplicationMaster health. The check returns
"Concerning" health if the percentage of "Healthy" Impala Llama ApplicationMasters falls bel ow
the warning threshold. The check is unhealthy if the total percentage of "Healthy" and "Concerning”
Impala Llama ApplicationMasters falls below the critical threshold.

Template Name

i npal a_| | amas_heal t hy_t hreshol ds
Default Value

critical:51.0, warning:99.0
Unit(s)

PERCENT

This Impala service-level health test checks for the presence of arunning, healthy Impala StateStore. The test returns
"Bad" hedlth if the service is running and the Impala StateStore is not running. In al other casesit returns the health
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of the Impala StateStore. A failure of this health test indicates a stopped or unhealthy Impala StateStore. Check the
status of the Impala StateStore for more information. This test can be enabled or disabled using the Impala StateStore
Role Health Test Impala StateStore service-wide monitoring setting.

Short Name: Impala StateStore Health

Description

When computing the overall IMPALA health, consider Impala StateStore's health
Template Name

i mpal a_st at est ore_heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Impala Catalog Server health test checks that the Auditing for the Impala Catalog Server roleis getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of
Impala Catalog Server process. Thistest can fail either because the Cloudera Audit Server is not accepting audits,
or the Cloudera Manager Agent on the Impala Catalog Server host isn't able to send audits because of some network
issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. Thistest can be
enabled or disabled using the Navigator Audit Pipeline Health Check Impala Catalog Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name
nmgnt _navi gator _failure_threshol ds

Default Value
critical:any, warning:never

226



Cloudera Manager Health Tests

Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Impala Catalog Server health test checks that the number of file descriptors used does not rise above some
percentage of the Impala Catalog Server file descriptor limit. A failure of this health test may indicate abug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Impala Catalog Server monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.
Template Name
cat al ogserver_fd_t hreshol ds
Default Value
critical: 70.0, warning:50.0
Unit(s)
PERCENT

This Impala Catalog Server health test checks that the filesystem containing the heap dump directory of this Impala
Catalog Server has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space
Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Impala
Catalog Server monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds

Default Value
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critical :5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space percentage_threshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Impala Catalog Server health test factors in the health of the host upon which the Impala Catalog Server is
running. A failure of this test means that the host running the Impala Catalog Server is experiencing some problem.
See that host's status page for more details. This test can be enabled or disabled using the Impala Catalog Server Host
Health Test Impala Catalog Server monitoring setting.

Short Name: Host Health

Description
When computing the overall Impala Catalog Server health, consider the host's health.

Template Name
cat al ogserver _host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Impala Catalog Server health test checks that the filesystem containing the log directory of this Impala Catalog
Server has sufficient free space. This test can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Impala Catalog Server monitoring
settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds
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Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
Il og directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Impala Catalog Server health test checks that the Cloudera Manager Agent on the Impala Catalog Server host is
heart beating correctly and that the process associated with the Impala Catalog Server roleis in the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the Impala Catalog Server process, alack
of connectivity to the Cloudera Manager Agent on the Impala Catalog Server host, or a problem with the Cloudera
Manager Agent. Thistest can fail either because the Impala Catalog Server has crashed or because the Impala Catalog
Server will not start or stop in atimely fashion. Check the Impala Catalog Server logs for more details. If the test fails
because of problems communicating with the Cloudera Manager Agent on the Impala Catalog Server host, check the
status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Impala Catalog Server
hogt, or look in the Cloudera Manager Agent logs on the Impala Catalog Server host for more details. Thistest can be
enabled or disabled using the Impala Catalog Server Process Health Test Impala Catalog Server monitoring setting.

Short Name: Process Status

Description
Enables the hedlth test that the Impala Catalog Server's process state is consistent with the role
configuration

Template Name
cat al ogserver_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Impala Catalog Server health test checks that the size of the resident set does not rise above a configured
threshold value. A failure of this health test may indicates that the Impala Catalog Server process is consuming more
memory than expected. It is possible that that unexpected memory consumption may lead to swapping and decreased
performance for processes running on the same host as this Impala Catalog Server. Increased |mpala Catalog Server
memory consumption may be caused by an increased workload on the Impala service, or by abug in the Impala
Catalog Server software. To avoid failures of this health test, free up additional memory for this Impala Catalog
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Server process and increase the Resident Set Size Thresholds monitoring setting. This test can be configured using the
Resident Set Size Thresholds Impala Catalog Server monitoring setting.

Short Name: Resident Set Size

Description

The health test thresholds on the resident size of the process.
Template Name

process_resident _set_ size threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Thisisa Catalog Server health test that checks whether the StateStore considers the Catalog Server dive. A failure
of this health test may indicate that the Catalog Server is having trouble communicating with the StateStore. L ook

in the Catalog Server logs for more details. This test may return an unknown result if the Service Monitor is not

able to communicate with the StateStore web server. Check the status of the StateStore web server and the Service
Monitor logs if thistest isreturning an unknown result. Thistest can be enabled or disabled using the Catal og Server
Connectivity Health Test Catalog Server monitoring setting. The Catalog Server Connectivity Tolerance at Startup
Catalog Server monitoring setting and the Health Test Startup Tolerance StateStore monitoring setting can be used to
control the test's tol erance windows around Catalog Server and StateStore restarts respectively.

Short Name: StateStore Connectivity

Description
Enables the health test that verifies the Catalog Server is connected to the StateStore
Template Name
cat al ogserver _connectivity health_enabl ed
Default Value
true
Unit(s)
Nno unit

Description

The amount of time to wait for the Catalog Server to fully start up and connect to the StateStore
before enforcing the connectivity check.

Template Name
cat al ogserver _connectivity tol erance

Default Value

180
Unit(s)

SECONDS
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Description

The amount of time allowed after thisrole is started that failures of health teststhat rely on
communication with this role will be tolerated.

Template Name
statestore_startup_tol erance

Default Value
5
Unit(s)
MINUTES

This Impala Catalog Server health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Impala Catalog Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
Settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES
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Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Impala Catalog Server health test checks that the Impala Catalog Server has not recently exited unexpectedly.
Thetest returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, thistest returns "Good" hedlth if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Impala Catalog Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.
Template Name
unexpect ed_exi ts_t hreshol ds
Default Value
critical:any, warning:never
Unit(s)
no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
a problem with the web server of the Impala Catalog Server, a misconfiguration of the Impala Catalog Server,

or aproblem with the Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the
Impala Catalog Server for more detail. If the test failure message indicates a communication problem, the Cloudera
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Manager Agent's HTTP requests to the Impala Catalog Server's web server are failing or timing out. If the test's
failure message indicates an unexpected response, the Impala Catalog Server's web server responded to the Cloudera
Manager Agent's request, but the response could not be interpreted for some reason. This test can be configured using
the Web Metric Collection Impala Catalog Server monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

cat al ogserver _web_netric_col |l ecti on_enabl ed
Default Value

true
Unit(s)

no unit

Description
The health test thresholds on the duration of the metrics request to the web server.
Template Name
cat al ogserver _web_netric_coll ection_threshol ds
Default Value
critical:never, warning:10000.0
Unit(s)
MILLISECONDS

This Impala Daemon health test checks that the Auditing for the Impala Daemon role is getting processed correctly
and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Impala Daemon
process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager
Agent on the Impala Daemon host isn't able to send audits because of some network issue. Check the Cloudera
Manager Agent logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the
Navigator Audit Pipeline Health Check Impala Daemon monitoring setting.

Short Name: Audit Pipeline Test

Description

The period to review when checking if audits are blocked and not getting processed.
Template Name

ngnt _navi gator _fail ure_w ndow
Default Value

20
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Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
Template Name
mgnt _navi gator_failure_threshol ds

Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Impala Daemon health test checks that the number of file descriptors used does not rise above some percentage
of the Impala Daemon file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or
Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring
Thresholds Impala Daemon monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

i npal ad_f d_t hreshol ds
Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT
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This Impala Daemon health test checks that the filesystem containing the heap dump directory of this Impala
Daemon has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring
Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Impala Daemon
monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This Impala Daemon health test factorsin the health of the host upon which the Impala Daemon is running. A failure
of thistest means that the host running the Impala Daemon is experiencing some problem. See that host's status page
for more details.This test can be enabled or disabled using the Impala Daemon Host Health Test Impala Daemon
monitoring setting.

Short Name: Host Health

Description

When computing the overall Impala Daemon health, consider the host's health.
Template Name

i npal ad_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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Thisisan Impala Daemon health test that checks the number of active client connections. This check will warn or
fail when the number of active connections reaches the user-defined thresholds. This test can be configured using
the Impala Daemon Concurrent Client Connections Monitoring Percentage Thresholds Impala Daemon monitoring
Setting.

Short Name: Impala Concurrent Client Connections

Description

The health check thresholds for monitoring of the number of concurrent client connectionsto
Impala Daemon. Specified as a percentage of the maximum client connections parameter.

Template Name

i mpal ad_frontend _connecti ons_t hreshol ds
Default Value

critical:95.0, warning:80.0
Unit(s)

PERCENT

Thisisan Impala Daemon health test that checks if the Impala Daemon is ready to process queries. Thistest can be
configured using the Impala Daemon Ready Status Health Check and Impala Daemon Ready Status Startup Tolerance
impalad monitoring settings.

Short Name: Impala Daemon Ready Check

Description
Enables the health check that determines if the Impala daemon is ready to process queries.
Template Name
i npal ad_r eady_st at us_check_enabl ed
Default Value
true
Unit(s)
no unit

Description
The amount of time at Impala Daemon startup allowed for the Impala Daemon to start accepting
new queries for processing.

Template Name
i npal ad_r eady_status_check_startup_tol erance

Default Value
180
Unit(s)
SECONDS
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ThisisalmpaaDaemon health test that checks that the filesystem containing the Impala Daemon Scratch Directories
of this Impala Daemon has sufficient free space. See the Impala Daemon Scratch Directories description on the
Impala Daemon configuration page for more information on this directory type. This test can be configured using

the Impala Daemon Scratch Directories Free Space Monitoring Absolute Thresholds and Impala Daemon Scratch
Directories Free Space Monitoring Percentage Thresholds Impala Daemon monitoring settings.

Short Name: Impala Daemon Scratch Directories Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
Impala Daemon Scratch Directories.

Template Name

i mpal ad_scratch_directories free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
Impala Daemon Scratch Directories. Specified as a percentage of the capacity on that filesystem.
This setting is not used if almpala Daemon Scratch Directories Free Space Monitoring Absolute
Thresholds setting is configured.

Template Name

i mpal ad_scratch_directories _free_space_percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Impala Daemon health test checks that the filesystem containing the log directory of this Impala Daemon has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Impala Daemon monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Impala Daemon health test checks that the Impala Daemon threads are not experiencing long scheduling pauses.
The test uses a pause monitoring thread in the Impala Daemon that tracks scheduling delay by noting if it isrun on
its requested schedule. If the thread is not run on its requested schedule, the delay is noted and considered pause
time. The health test checks that no more than some percentage of recent time is spent paused. A failure of this health
test may indicate that the Impala Daemon is not getting enough CPU resources, or that it is spending too much time
doing garbage collection. Inspect the Impala Daemon logs for any pause monitor output and check garbage collection
metrics exposed by the Impala Daemon. Thistest can be configured using the Pause Duration Thresholds and Pause
Duration Monitoring Period Impala Daemon monitoring settings.

Short Name: Pause Duration

Description

The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name

i mpal ad_pause_dur ati on_wi ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for the weighted average extra time the pause monitor spent paused.
Specified as a percentage of elapsed wall clock time.

Template Name

i npal ad_pause_dur ati on_t hreshol ds
Default Value

critical:60.0, warning:30.0
Unit(s)

no unit
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This Impala Daemon health test checks that the Cloudera Manager Agent on the Impala Daemon host is heart beating
correctly and that the process associated with the Impala Daemon role isin the state expected by Cloudera Manager.
A failure of this health test may indicate a problem with the Impala Daemon process, alack of connectivity to the
Cloudera Manager Agent on the Impala Daemon host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the Impala Daemon has crashed or because the Impala Daemon will not start or stop in atimely
fashion. Check the Impala Daemon logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Impala Daemon host, check the status of the Cloudera Manager Agent by running /
etc/init.d/cloudera-scm-agent status on the Impala Daemon host, or look in the Cloudera Manager Agent logs on the
Impala Daemon host for more details. This test can be enabled or disabled using the Impala Daemon Process Health
Test Impala Daemon monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Impala Daemon'’s process state is consistent with the role
configuration

Template Name
i mpal ad_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

Thisisan Impala Daemon health test that checksif query monitoring for the Impala Daemon is successful. This
check failsif the Impala Daemon web server is not available, or error is encountered when processing |mpala query
profiles. If the Impala Daemon web server is not available, no Impala queries that are currently running can be
collected. If thereis error processing Impala query profiles, collection of completed queries will be impacted. Check
Cloudera Manager Agent log for more details. Thistest can be configured using the Impala Daemon Query Collection
Status Health Check Impala Daemon monitoring setting.

Short Name: Query Monitoring Status Check

Description
Enables the health check that determinesif query collection for the Impala Daemon is successful.
Template Name
i npal a_query_noni tori ng_status_check_enabl ed
Default Value
true
Unit(s)
no unit

Description
The period to review when computing query monitoring failures.
Template Name
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i mpal a_query_noni toring_failure_w ndow
Default Value

5
Unit(s)

MINUTES

Description
The health test thresholds for failures encountered when monitoring queries within a recent period
specified by the impala_query_monitoring_failure window configuration for the role.

Template Name
i npal a_query_noni toring_failure_threshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

Description
The full sync period of the Impala query monitor in the Cloudera Manager Agent, specified in
minutes. When afull sync is happening, all query profiles are sent over regardless of having been
updated or not. If set to zero, afull syncis performed at each polling period.

Template Name
query_nonitoring_full _sync_period_m nutes

Default Value
2.0

Unit(s)
MINUTES

Description
The polling period of the Impala query monitor in the Cloudera Manager Agent, specified in
seconds. If set to zero, query monitoring is disabled.

Template Name
query_nonitoring_period_seconds

Default Value
1.0
Unit(s)
SECONDS

This Impala Daemon health test checks that the size of the resident set does not rise above a configured threshold
value. A failure of this health test may indicates that the Impala Daemon process is consuming more memory than
expected. It is possible that that unexpected memory consumption may lead to swapping and decreased performance
for processes running on the same host as this Impala Daemon. Increased |mpala Daemon memory consumption may
be caused by an increased workload on the Impala service, or by a bug in the Impala Daemon software. To avoid
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failures of this health test, free up additional memory for this Impala Daemon process and increase the Resident
Set Size Thresholds monitoring setting. This test can be configured using the Resident Set Size Thresholds Impala
Daemon monitoring setting.

Short Name: Resident Set Size

Description

The health test thresholds on the resident size of the process.
Template Name

process_resident _set_ size threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Thisis an Impala Daemon health test that checks whether the StateStore considers the Impala Daemon dive. A failure
of this health test may indicate that the Impala Daemon is having trouble communicating with the StateStore. Look

in the Impala Daemon logs for more details. Thistest may return an unknown result if the Service Monitor is not

able to communicate with the StateStore web server. Check the status of the StateStore web server and the Service
Monitor logsif thistest is returning an unknown result. Thistest can be enabled or disabled using the Impala Daesmon
Connectivity Health Test Impala Daemon monitoring setting. The Impala Daemon Connectivity Tolerance at Startup
Impala Daemon monitoring setting and the Health Test Startup Tolerance StateStore monitoring setting can be used
to control the test's tolerance windows around |mpala Daemon and StateStore restarts respectively.

Short Name: StateStore Connectivity

Description

The amount of time allowed after thisrole is started that failures of health tests that rely on
communication with this role will be tolerated.

Template Name

statestore_startup_tol erance
Default Value

5
Unit(s)

MINUTES

Description

Enables the health test that verifies the Impala Daemon is connected to the StateStore.
Template Name

i mpal ad_connectivity heal th_enabl ed

Default Value
true
Unit(s)
no unit
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Description

The amount of time to wait for the Impala Daemon to fully start up and connect to the StateStore
before enforcing the connectivity check.

Template Name
i npal ad_connectivity_tol erance

Default Value
180
Unit(s)
SECONDS

This Impala Daemon health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:any, warning:any
Unit(s)

BYTES

This Impala Daemon health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. This test can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
Settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES
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Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Impala Daemon health test checks that the Impala Daemon has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with acritical threshold of 1, thistest returns " Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Impala Daemon monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.
Template Name
unexpect ed_exi ts_t hreshol ds
Default Value
critical:any, warning:never
Unit(s)
no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
aproblem with the web server of the Impala Daemon, a misconfiguration of the Impala Daemon, or a problem with
the Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the Impala Daemon for more
detail. If the test failure message indicates a communication problem, the Cloudera Manager Agent's HT TP requests
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to the Impala Daemon's web server are failing or timing out. If the test's failure message indicates an unexpected
response, the Impala Daemon's web server responded to the Cloudera Manager Agent's request, but the response
could not be interpreted for some reason. This test can be configured using the Web Metric Collection Impala
Daemon monitoring setting.

Short Name: Web Server Status

Description
Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.
Template Name
i mpal ad_web_netric_col | ecti on_enabl ed
Default Value
true
Unit(s)
no unit

Description
The health test thresholds on the duration of the metrics request to the web server.

Template Name
i mpal ad_web_netric_coll ection_threshol ds

Default Value

critical:never, warning:10000.0
Unit(s)

MILLISECONDS

This Impala Llama ApplicationMaster health test checks that the Auditing for the Impala Llama ApplicationM aster
role is getting processed correctly and is not blocked. A failure of this health test may indicate a problem with the
audit pipeline of Impala LIama ApplicationMaster process. This test can fail either because the Cloudera Audit Server
is not accepting audits, or the Cloudera Manager Agent on the Impala Llama ApplicationMaster host isn't able to send
audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for
more details. Thistest can be enabled or disabled using the Navigator Audit Pipeline Health Check Impala Llama
ApplicationMaster monitoring setting.

Short Name: Audit Pipeline Test

Description

The period to review when checking if audits are blocked and not getting processed.
Template Name

ngnt _navi gator _fail ure_w ndow
Default Value

20
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Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
Template Name
mgnt _navi gator_failure_threshol ds

Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Impala Llama ApplicationMaster health test checks that the number of file descriptors used does not rise above
some percentage of the Impala Llama ApplicationMaster file descriptor limit. A failure of this health test may
indicate abug in either Hadoop or Cloudera Manager. Contact Cloudera support. Thistest can be configured using
the File Descriptor Monitoring Thresholds Impala Llama A pplicationMaster monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

I lama_fd_threshol ds
Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT
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This Impala Llama ApplicationMaster health test checks that the filesystem containing the heap dump directory of
this Impala Llama ApplicationMaster has sufficient free space. This test can be configured using the Heap Dump
Directory Free Space Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage
Thresholds Impala L1ama ApplicationMaster monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This Impala Llama ApplicationMaster health test factors in the health of the host upon which the Impala Llama
ApplicationMaster isrunning. A failure of this test means that the host running the Impala Llama ApplicationM aster
is experiencing some problem. See that host's status page for more details. This test can be enabled or disabled using
the Impala Llama ApplicationMaster Host Health Test Impala Llama ApplicationMaster monitoring setting.

Short Name: Host Health

Description

When computing the overall Impala LIama ApplicationMaster health, consider the host's health.
Template Name

I I ama_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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This Impala Llama ApplicationMaster health test checks that the filesystem containing the log directory of this
Impala Llama ApplicationMaster has sufficient free space. This test can be configured using the Log Directory Free
Space Monitoring Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Impala
Llama ApplicationMaster monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Impala Llama ApplicationMaster health test checks that the Cloudera Manager Agent on the Impala

Llama ApplicationMaster host is heart beating correctly and that the process associated with the Impala Llama
ApplicationMaster role isin the state expected by Cloudera Manager. A failure of this health test may indicate a
problem with the Impala LIama ApplicationMaster process, alack of connectivity to the Cloudera Manager Agent on
the Impala LIama ApplicationMaster host, or a problem with the Cloudera Manager Agent. This test can fail either
because the Impala Llama ApplicationMaster has crashed or because the Impala Llama ApplicationMaster will not
start or stop in atimely fashion. Check the Impala Llama ApplicationMaster logs for more details. If the test fails
because of problems communicating with the Cloudera Manager Agent on the Impala Llama ApplicationMaster host,
check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Impala Llama
ApplicationMaster host, or look in the Cloudera Manager Agent logs on the Impala Llama ApplicationMaster host
for more details. Thistest can be enabled or disabled using the Impala Llama ApplicationMaster Process Health Test
Impala Llama ApplicationMaster monitoring setting.

Short Name: Process Status

Description
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Enables the health test that the Impala LIama ApplicationMaster's process state is consistent with
the role configuration

Template Name
I I ama_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Impala Llama ApplicationMaster health test checks the amount of swap memory in use by therole. A failure
of this health test may indicate that your machine is overloaded. This test can be configured using the Process Swap
Memory Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Impala Llama ApplicationMaster health test checks the change of the amount of swap memory usage by therole
during a predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can
be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description
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The period to review when computing unexpected swap memory usage change of the process.

Template Name
process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Impala Llama ApplicationMaster health test checks that the Impala L1ama A pplicationMaster has not recently
exited unexpectedly. Thetest returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For
example, if thistest is configured with acritical threshold of 1, this test returns "Good" health if there have been no
unexpected exits recently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also
indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out

of Memory monitoring setting is enabled. This test can be configured using the Unexpected Exits Thresholds and
Unexpected Exits Monitoring Period Impala LIama ApplicationMaster monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_threshol ds
Default Value

critical:any, warning:never
Unit(s)

No unit

This Impala StateStore health test checks that the Auditing for the Impala StateStore role is getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Impala
StateStore process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera
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Manager Agent on the Impala StateStore host isn't able to send audits because of some network issue. Check the
Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled
using the Navigator Audit Pipeline Health Check Impala StateStore monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.
Template Name
nmgnt _navi gator _fail ure_threshol ds
Default Value
critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Impala StateStore health test checks that the number of file descriptors used does not rise above some percentage
of the Impala StateStore file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or
Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring
Thresholds Impala StateStore monitoring setting.

Short Name: File Descriptors
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Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
statestore_fd_threshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Impala StateStore health test checks that the filesystem containing the heap dump directory of this Impala
StateStore has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space
Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Impala
StateStore monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
heap dump directory.
Template Name
heap_dunp_directory_free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_t hreshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This Impala StateStore health test factors in the health of the host upon which the Impala StateStore is running. A
failure of thistest means that the host running the Impala StateStore is experiencing some problem. See that host's
status page for more details. This test can be enabled or disabled using the Impala StateStore Host Health Test Impala
StateStore monitoring setting.
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Short Name: Host Hedlth

Description

When computing the overall Impala StateStore health, consider the host's health.
Template Name

st atestore_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Impala StateStore health test checks that the filesystem containing the log directory of this Impala StateStore has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Impala StateStore monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.
Template Name
|l og directory free space_absol ute_threshol ds
Default Value
critical :5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free space_percentage t hreshol ds

Default Value
critical:never, warning:never

Unit(s)
PERCENT

This Impala StateStore health test checks that the Cloudera Manager Agent on the Impala StateStore host is

heart beating correctly and that the process associated with the Impala StateStore role is in the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the Impala StateStore process, alack of
connectivity to the Cloudera Manager Agent on the Impala StateStore host, or a problem with the Cloudera Manager
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Agent. Thistest can fail either because the Impala StateStore has crashed or because the Impala StateStore will

not start or stop in atimely fashion. Check the Impala StateStore logs for more details. If the test fails because of
problems communicating with the Cloudera Manager Agent on the Impala StateStore host, check the status of the
Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Impala StateStore host, or look in
the Cloudera Manager Agent logs on the Impala StateStore host for more details. This test can be enabled or disabled
using the Impala StateStore Process Health Test Impala StateStore monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Impala StateStore's process state is consistent with the role
configuration

Template Name
st atestore_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Impala StateStore health test checks that the size of the resident set does not rise above a configured threshold
value. A failure of this health test may indicates that the Impala StateStore process is consuming more memory than
expected. It is possible that that unexpected memory consumption may lead to swapping and decreased performance
for processes running on the same host as this Impala StateStore. Increased | mpala StateStore memory consumption
may be caused by an increased workload on the Impala service, or by abug in the Impala StateStore software. To
avoid failures of this health test, free up additional memory for this Impala StateStore process and increase the
Resident Set Size Thresholds monitoring setting. This test can be configured using the Resident Set Size Thresholds
Impala StateStore monitoring setting.

Short Name: Resident Set Size

Description

The health test thresholds on the resident size of the process.
Template Name

process_resi dent _set_ size threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

This Impala StateStore health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description
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The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Impala StateStore health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory rate_threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Impala StateStore health test checks that the Impala StateStore has not recently exited unexpectedly. The

test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if thistest

is configured with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits
recently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Impala StateStore monitoring settings.

Short Name: Unexpected Exits
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Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.
Template Name
unexpected_exits_threshol ds
Default Value
critical:any, warning:never
Unit(s)
No unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
a problem with the web server of the Impala StateStore, a misconfiguration of the Impala StateStore, or a problem
with the Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the Impala StateStore
for more detail. If the test failure message indicates a communication problem, the Cloudera Manager Agent'sHTTP
requests to the Impala StateStore's web server are failing or timing out. If the test's failure message indicates an
unexpected response, the Impala StateStore's web server responded to the Cloudera Manager Agent's request, but

the response could not be interpreted for some reason. This test can be configured using the Web Metric Collection
Impal a StateStore monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

statestore web_netric_coll ecti on_enabl ed
Default Value

true
Unit(s)

no unit

Description
The health test thresholds on the duration of the metrics request to the web server.
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Template Name

statestore_web _netric_col |l ection_threshol ds
Default Value

critical:never, warning: 10000.0
Unit(s)

MILLISECONDS

This JobHistory Server health test checks that the Auditing for the JobHistory Server role is getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of JobHistory
Server process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera
Manager Agent on the JobHistory Server host isn't able to send audits because of some network issue. Check the
Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled
using the Navigator Audit Pipeline Health Check JobHistory Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
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nmgnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This JobHistory Server health test checks that the number of file descriptors used does not rise above some
percentage of the JobHistory Server file descriptor limit. A failure of this health test may indicate abug in either
Hadoop or Cloudera Manager. Contact Cloudera support. Thistest can be configured using the File Descriptor
Monitoring Thresholds JobHistory Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

j obhi story fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This JobHistory Server health test checks that the JobHistory Server is not spending too much time performing
Java garbage collection. It checks that no more than some percentage of recent timeis spent performing Java
garbage collection. A failure of this health test may indicate a capacity planning problem or misconfiguration of
the JobHistory Server. Thistest can be configured using the Garbage Collection Duration Thresholds and Garbage
Collection Duration Monitoring Period JobHistory Server monitoring settings.

Short Name: GC Duration

Description
The period to review when computing the moving average of garbage collection time.
Template Name
j obhi story _gc_durati on_wi ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for the weighted average time spent in Java garbage collection. Specified
as apercentage of elapsed wall clock time.

257



Cloudera Manager Health Tests

Template Name

j obhi story _gc_duration_threshol ds
Default Value

critical:60.0, warning:30.0
Unit(s)

Nno unit

This JobHistory Server health test checks that the filesystem containing the heap dump directory of this JobHistory
Server has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring
Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds JobHistory Server
monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory _free_space_percent age_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This JobHistory Server health test factors in the health of the host upon which the JobHistory Server is running.

A failure of thistest means that the host running the JobHistory Server is experiencing some problem. See that
host's status page for more details. This test can be enabled or disabled using the JobHistory Server Host Health Test
JobHistory Server monitoring setting.

Short Name: Host Health

Description
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When computing the overall JobHistory Server health, consider the host's health.

Template Name
j obhi story_host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This JobHistory Server health test checks that the filesystem containing the log directory of this JobHistory Server has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds JobHistory Server monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This JobHistory Server health test checks that the Cloudera Manager Agent on the JobHistory Server host is

heart beating correctly and that the process associated with the JobHistory Server role isin the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the JobHistory Server process, alack of
connectivity to the Cloudera Manager Agent on the JobHistory Server host, or a problem with the Cloudera Manager
Agent. Thistest can fail either because the JobHistory Server has crashed or because the JobHistory Server will

not start or stop in atimely fashion. Check the JobHistory Server logs for more details. If the test fails because of
problems communi cating with the Cloudera Manager Agent on the JobHistory Server host, check the status of the
Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the JobHistory Server host, or look in
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the Cloudera Manager Agent logs on the JobHistory Server host for more details. Thistest can be enabled or disabled
using the JobHistory Server Process Health Test JobHistory Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the JobHistory Server's process state is consistent with the role
configuration

Template Name
j obhi story_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This JobHistory Server health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. This test can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This JobHistory Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_t hreshol ds

Default Value
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critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This JobHistory Server health test checks that the JobHistory Server has not recently exited unexpectedly. The

test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if thistest

is configured with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits
recently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period JobHistory Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for therole.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
aproblem with the web server of the JobHistory Server, a misconfiguration of the JobHistory Server, or a problem
with the Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the JobHistory Server
for more detail. If the test failure message indicates a communication problem, the Cloudera Manager Agent's HTTP
reguests to the JobHistory Server'sweb server are failing or timing out. If the test's failure message indicates an
unexpected response, the JobHistory Server's web server responded to the Cloudera Manager Agent's request, but

the response could not be interpreted for some reason. Thistest can be configured using the Web Metric Collection
JobHistory Server monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

j obhi story web _netric_collection_enabl ed
Default Value

true
Unit(s)

no unit

Description
The health test thresholds on the duration of the metrics request to the web server.
Template Name
j obhi story _web netric_collection_thresholds
Default Value
critical:never, warning:10000.0
Unit(s)
MILLISECONDS

This JobTracker health test checks that the Auditing for the JobTracker role is getting processed correctly and is

not blocked. A failure of this health test may indicate a problem with the audit pipeline of JobTracker process. This
test can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the
JobTracker host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline
Health Check JobTracker monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
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Template Name

nmgnt _navi gator _fail ure_w ndow
Default Value

20
Unit(s)

MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This JobTracker health test checks that the number of file descriptors used does not rise above some percentage of
the JobTracker file descriptor limit. A failure of this health test may indicate abug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
JobTracker monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

j obtracker _fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)
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PERCENT

This JobTracker health test checks that the JobTracker is not spending too much time performing Java garbage
collection. It checks that no more than some percentage of recent time is spent performing Java garbage collection. A
failure of this health test may indicate a capacity planning problem or misconfiguration of the JobTracker. This test
can be configured using the Garbage Collection Duration Thresholds and Garbage Collection Duration Monitoring
Period JobTracker monitoring settings.

Short Name: GC Duration

Description
The period to review when computing the moving average of garbage collection time.
Template Name
j obtracker _gc_durati on_wi ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for the weighted average time spent in Java garbage collection. Specified
as apercentage of elapsed wall clock time.

Template Name

j obtracker _gc_duration_threshol ds
Default Value

critical:60.0, warning:30.0
Unit(s)

No unit

This JobTracker health test checks that the filesystem containing the heap dump directory of this JobTracker has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds JobTracker monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory_free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10

Unit(s)
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BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This JobTracker health test factors in the health of the host upon which the JobTracker isrunning. A failure of this
test means that the host running the JobTracker is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the JobTracker Host Health Test JobTracker monitoring setting.

Short Name: Host Health

Description
When computing the overall JobTracker health, consider the host's health.

Template Name
j obtracker host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This JobTracker health test checks that the filesystem containing the log directory of this JobTracker has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds JobTracker monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og _directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES
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Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og_directory free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This JobTracker health test checks that the Cloudera Manager Agent on the JobTracker host is heart beating correctly
and that the process associated with the JobTracker role isin the state expected by Cloudera Manager. A failure of
this health test may indicate a problem with the JobTracker process, alack of connectivity to the Cloudera Manager
Agent on the JobTracker host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the
JobTracker has crashed or because the JobTracker will not start or stop in atimely fashion. Check the JobTracker
logs for more details. If the test fails because of problems communicating with the Cloudera Manager Agent on the
JobTracker host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on
the JobTracker host, or ook in the Cloudera Manager Agent logs on the JobTracker host for more details. This test
can be enabled or disabled using the JobTracker Process Health Test JobTracker monitoring setting.

Short Name: Process Status

Description

Enables the health test that the JobTracker's process state is consistent with the role configuration
Template Name

j obtracker _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This JobTracker health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_t hreshol ds

Default Value
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critical:never, warning:200.0
Unit(s)
BYTES

This JobTracker health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This JobTracker health test checks that the JobTracker has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
JobTracker monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow
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Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.
Template Name
unexpect ed_exi ts_t hreshol ds
Default Value
critical:any, warning:never
Unit(s)
no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
aproblem with the web server of the JobTracker, a misconfiguration of the JobTracker, or a problem with the
Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the JobTracker for more detail.
If the test failure message indicates a communication problem, the Cloudera Manager Agent's HTTP reguests to

the JobTracker's web server are failing or timing out. If the test's failure message indicates an unexpected response,
the JobTracker's web server responded to the Cloudera Manager Agent's request, but the response could not be
interpreted for some reason. This test can be configured using the Web Metric Collection JobTracker monitoring
setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

j obtracker _web netric_collection_enabl ed
Default Value

true
Unit(s)

no unit

Description

The health test thresholds on the duration of the metrics request to the web server.
Template Name

j obtracker _web netric_collection_thresholds
Default Value

critical:never, warning: 10000.0

Unit(s)
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MILLISECONDS

This JournalNode health test checks that the Auditing for the JournalNode role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of JournalNode process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent
on the JournalNode host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check Journal Node monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

nmgnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit
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This JournalNode health test checks that the number of file descriptors used does not rise above some percentage of
the JournalNode file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
JournalNode monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

j our nal node_fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

ThisisaJournalNode health test that checks the JournalNode's fsync latency. Thistest returns "Bad" hedlth if the
99th percentile fsync latency over the previous minute is above a configured threshold value. Poor fsync performance
may indicate a bad or overloaded disk and will negatively impact the performance of HDFS metadata operations
performed by the NameNode. This test can be configured using the JournalNode Fsync Latency Thresholds
JournalNode monitoring settings.

Short Name: Fsync Latency

Description

The health test thresholds for JournalNode fsync latency.
Template Name

j our nal node_fsync_I atency_t hreshol ds
Default Value

critical:3000.0, warning:1000.0
Unit(s)

MILLISECONDS

This JournalNode health test checks that the JournalNode is not spending too much time performing Java garbage
collection. It checks that no more than some percentage of recent time is spent performing Java garbage collection. A
failure of this health test may indicate a capacity planning problem or misconfiguration of the JournalNode. Thistest
can be configured using the Garbage Collection Duration Thresholds and Garbage Collection Duration Monitoring
Period JournalNode monitoring settings.

Short Name: GC Duration

Description
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The period to review when computing the moving average of garbage collection time.
Template Name

j our nal node_gc_durati on_w ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for the weighted average time spent in Java garbage collection. Specified
as a percentage of elapsed wall clock time.

Template Name

j our nal node_gc_duration_threshol ds
Default Value

critical:60.0, warning:30.0
Unit(s)

no unit

This JournalNode health test checks that the filesystem containing the heap dump directory of this JournalNode has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds JournalNode monitoring
settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
heap_dunp_directory free_space percentage_threshol ds

Default Value
critical:never, warning:never
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Unit(s)
PERCENT

This JournalNode health test factors in the health of the host upon which the JournalNode is running. A failure of this
test means that the host running the JournalNode is experiencing some problem. See that host's status page for more
details. This test can be enabled or disabled using the JournalNode Host Health Test JournalNode monitoring setting.

Short Name: Host Health

Description

When computing the overall JournalNode health, consider the host's health.
Template Name

j our nal node_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

ThisisaJournalNode health test that checks that the filesystem containing the JournalNode Edits Directory of

this JournalNode has sufficient free space. See the JournalNode Edits Directory description on the JournalNode
configuration page for more information on this directory type. Thistest can be configured using the JournalNode
Edits Directory Free Space Monitoring Absolute Thresholds and JournalNode Edits Directory Free Space Monitoring
Percentage Thresholds Journal Node monitoring settings.

Short Name: JournalNode Edits Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
JournalNode Edits Directory.

Template Name
journal node_edits directory free space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
JournalNode Edits Directory. Specified as a percentage of the capacity on that filesystem. This
setting is not used if a JournalNode Edits Directory Free Space Monitoring Absolute Thresholds
setting is configured.

Template Name

journal node_edits directory free space percentage_threshol ds
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Default Value

critical:never, warning:never
Unit(s)

PERCENT

This JournalNode health test checks that the filesystem containing the log directory of this JournalNode has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Journal Node monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This JournalNode health test checks that the Cloudera Manager Agent on the JournalNode host is heart beating
correctly and that the process associated with the JournalNode role isin the state expected by Cloudera Manager. A
failure of this health test may indicate a problem with the JournalNode process, alack of connectivity to the Cloudera
Manager Agent on the JournalNode host, or a problem with the Cloudera Manager Agent. This test can fail either
because the JournalNode has crashed or because the JournalNode will not start or stop in atimely fashion. Check the
JournalNode logs for more details. If the test fails because of problems communicating with the Cloudera Manager
Agent on the JournalNode host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-
scm-agent status on the JournalNode host, or look in the Cloudera Manager Agent logs on the JournalNode host for
more details. Thistest can be enabled or disabled using the Journal Node Process Health Test Journal Node monitoring
Setting.

Short Name: Process Status

273



Cloudera Manager Health Tests

Description

Enables the health test that the Journal Node's process state is consistent with the role configuration
Template Name

j our nal node_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This JournalNode health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. This test can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This JournalNode health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description
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The period to review when computing unexpected swap memory usage change of the process.

Template Name
process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

ThisisaJournalNode health test that checks that the active NameNode is in sync with this JournalNode. Thistest
returns "Bad" health if the active NameNode is out-of-sync with the JournalNode. Thistest is disabled when there is
no active NameNode. This test can be configured using the Active NameNode Sync Status Health Check and Active
NameNode Sync Status Startup Tolerance Journal Node monitoring settings.

Short Name: Sync Status

Description

Enables the health check that verifies the active NameNode's sync status to the JournalNode
Template Name

j our nal node_sync_st at us_enabl ed

Default Value
true
Unit(s)
no unit
Description
The amount of time at JournalNode startup allowed for the active NameNode to get in sync with the
JournalNode.

Template Name
j our nal node_sync_status_startup_tol erance

Default Value
180
Unit(s)
SECONDS

This JournalNode health test checks that the JournalNode has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
JournalNode monitoring settings.

Short Name: Unexpected Exits
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Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.
Template Name
unexpected_exits_threshol ds
Default Value
critical:any, warning:never
Unit(s)
No unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
a problem with the web server of the JournalNode, a misconfiguration of the JournalNode, or a problem with the
Cloudera Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the JournalNode for more detail.
If the test failure message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the
JournalNode's web server are failing or timing out. If the test's failure message indicates an unexpected response,

the JournalNode's web server responded to the Cloudera Manager Agent's request, but the response could not be
interpreted for some reason. Thistest can be configured using the Web Metric Collection JournalNode monitoring
setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

j our nal node_web_netric_col |l ecti on_enabl ed
Default Value

true
Unit(s)

no unit

Description
The health test thresholds on the duration of the metrics request to the web server.
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Template Name
j our nal node_web_netric_coll ection_threshol ds

Default Value
critical:never, warning: 10000.0

Unit(s)
MILLISECONDS

ThisisaKafka service-level health test that checks that enough of the Kafka Brokers in the cluster are healthy. The
test returns "Concerning" health if the number of healthy Kafka Brokers falls below awarning threshold, expressed
as a percentage of the total number of Kafka Brokers. The test returns "Bad" health if the number of healthy and
"Concerning" Kafka Brokersfals below acritical threshold, expressed as a percentage of the total number of Kafka
Brokers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90% for
acluster of 100 Kafka Brokers, this test would return "Good" health if 95 or more Kafka Brokers have good health.
This test would return "Concerning" health if at least 90 Kafka Brokers have either "Good" or "Concerning” health. If
more than 10 Kafka Brokers have bad health, this test would return "Bad" health. A failure of this health test indicates
unhealthy Kafka Brokers. Check the status of the individual Kafka Brokers for more information. This test can be
configured using the Kafka K afka service-wide monitoring setting.

Short Name: Kafka Broker Health

Description
The health test thresholds of the overall Kafka Broker health. The check returns "Concerning"
health if the percentage of "Healthy" Kafka Brokers falls below the warning threshold. The check
is unhealthy if the total percentage of "Healthy" and "Concerning" Kafka Brokers falls below the
critical threshold.

Template Name
KAFKA KAFKA BROKER heal t hy t hreshol ds

Default Value
critical:49.99, warning:94.99

Unit(s)
PERCENT

ThisisaKafka service-level health test that checks that enough of the Kafka Connectsin the cluster are healthy. The
test returns "Concerning” health if the number of healthy Kafka Connects falls below a warning threshold, expressed
as a percentage of the total number of Kafka Connects. The test returns "Bad" health if the number of healthy and
"Concerning" Kafka Connects falls below acritical threshold, expressed as a percentage of the total number of Kafka
Connects. For example, if thistest is configured with awarning threshold of 95% and acritical threshold of 90%

for acluster of 100 Kafka Connects, this test would return "Good" health if 95 or more Kafka Connects have good
health. Thistest would return "Concerning" health if at least 90 Kafka Connects have either "Good" or "Concerning"
health. If more than 10 Kafka Connects have bad health, this test would return "Bad" health. A failure of this health
test indicates unhealthy Kafka Connects. Check the status of the individual Kafka Connects for more information.
This test can be configured using the Kafka K afka service-wide monitoring setting.

Short Name: Kafka Connect Health
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Description

The health test thresholds of the overall Kafka Connect health. The check returns " Concerning"
health if the percentage of "Healthy" Kafka Connects falls below the warning threshold. The check
is unhealthy if the total percentage of "Healthy" and "Concerning" Kafka Connects falls below the
critical threshold.

Template Name

KAFKA KAFKA CONNECT heal t hy _t hreshol ds
Default Value

critical:49.99, warning:94.99
Unit(s)

PERCENT

This Kafka Broker health test checks that the Auditing for the Kafka Broker role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of Kafka Broker process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the Kafka Broker host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check Kafka Broker monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES
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Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This Kafka Broker health test checks that the number of file descriptors used does not rise above some percentage of
the Kafka Broker file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds
Kafka Broker monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
kaf ka_broker _fd_t hreshol ds

Default Value

critical: 70.0, warning:50.0
Unit(s)

PERCENT

This Kafka Broker health test factors in the health of the host upon which the Kafka Broker is running. A failure of
this test means that the host running the Kafka Broker is experiencing some problem. See that host's status page for
more details. This test can be enabled or disabled using the Kafka Broker Host Health Test Kafka Broker monitoring
Setting.

Short Name: Host Health

Description
When computing the overall Kafka Broker health, consider the host's health.

Template Name
kaf ka_br oker _host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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Short Name: Lagging Replicas Test

This Kafka Broker health test checks that the filesystem containing the log directory of this Kafka Broker has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Threshol ds Kafka Broker monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory_free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

Short Name: Network Processor Capacity Test

Short Name: Offline Directory Test

Short Name: Offline Partitions Test
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This Kafka Broker health test checks that the Cloudera Manager Agent on the Kafka Broker host is heart beating
correctly and that the process associated with the Kafka Broker role isin the state expected by Cloudera Manager.

A failure of this health test may indicate a problem with the Kafka Broker process, alack of connectivity to the
Cloudera Manager Agent on the Kafka Broker host, or a problem with the Cloudera Manager Agent. This test can fail
either because the Kafka Broker has crashed or because the Kafka Broker will not start or stop in atimely fashion.
Check the Kafka Broker logs for more details. If the test fails because of problems communicating with the Cloudera
Manager Agent on the Kafka Broker host, check the status of the Cloudera Manager Agent by running /etc/init.d/
cloudera-scm-agent status on the Kafka Broker host, or look in the Cloudera Manager Agent logs on the Kafka
Broker host for more details. Thistest can be enabled or disabled using the Kafka Broker Process Health Test Kafka
Broker monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Kafka Broker's process state is consistent with the role configuration
Template Name

kaf ka_br oker _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

Short Name: Request Handler Capacity Test

This Kafka Broker health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Kafka Broker health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.
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Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Kafka Broker health test checks that the Kafka Broker has not recently exited unexpectedly. Thetest returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Kafka Broker monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.
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Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

Nno unit

This Kafka Connect health test checks that the Auditing for the Kafka Connect role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of Kafka Connect process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the Kafka Connect host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check Kafka Connect monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
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nmgnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Kafka Connect health test checks that the number of file descriptors used does not rise above some percentage of
the Kafka Connect file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Kafka Connect monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

kaf ka_connect _fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Kafka Connect health test factorsin the health of the host upon which the Kafka Connect is running. A failure
of thistest means that the host running the Kafka Connect is experiencing some problem. See that host's status page
for more details.This test can be enabled or disabled using the Kafka Connect Host Health Test Kafka Connect
monitoring setting.

Short Name: Host Health

Description

When computing the overall Kafka Connect health, consider the host's health.
Template Name

kaf ka_connect host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Kafka Connect health test checks that the filesystem containing the log directory of this Kafka Connect has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Kafka Connect monitoring settings.

Short Name: Log Directory Free Space
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Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value
critical:never, warning:never

Unit(s)
PERCENT

This Kafka Connect health test checks that the Cloudera Manager Agent on the Kafka Connect host is heart beating
correctly and that the process associated with the Kafka Connect roleisin the state expected by Cloudera Manager.
A failure of this health test may indicate a problem with the Kafka Connect process, alack of connectivity to the
Cloudera Manager Agent on the Kafka Connect host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the Kafka Connect has crashed or because the Kafka Connect will not start or stop in atimely
fashion. Check the Kafka Connect logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Kafka Connect host, check the status of the Cloudera Manager Agent by running /
etc/init.d/cloudera-scm-agent status on the Kafka Connect host, or ook in the Cloudera Manager Agent logs on the
Kafka Connect host for more details. This test can be enabled or disabled using the Kafka Connect Process Health
Test Kafka Connect monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Kafka Connect's process state is consistent with the role
configuration

Template Name
kaf ka_connect _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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This Kafka Connect health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_threshol ds
Default Value
critical:never, warning:200.0
Unit(s)
BYTES

This Kafka Connect health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES
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This Kafka Connect health test checks that the Kafka Connect has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Kafka Connect monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_threshol ds
Default Value

critical:any, warning:never
Unit(s)

No unit

This Kafka MirrorMaker health test checks that the Auditing for the Kafka MirrorMaker role is getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Kafka
MirrorMaker process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the
Cloudera Manager Agent on the Kafka MirrorMaker host isn't able to send audits because of some network issue.
Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or
disabled using the Navigator Audit Pipeline Health Check Kafka MirrorMaker monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
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nmgnt _navi gator _fail ure_wi ndow
Default Value

20
Unit(s)

MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
nmgnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Kafka MirrorMaker health test checks that the number of file descriptors used does not rise above some
percentage of the Kafka MirrorMaker file descriptor limit. A failure of this health test may indicate abug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Kafka MirrorMaker monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

kaf ka_mi rror_maker _fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT
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This Kafka MirrorMaker health test factors in the health of the host upon which the Kafka MirrorMaker is running. A
failure of thistest means that the host running the Kafka MirrorMaker is experiencing some problem. See that host's
status page for more details. This test can be enabled or disabled using the Kafka MirrorMaker Host Health Test Kafka
MirrorMaker monitoring setting.

Short Name: Host Health

Description

When computing the overall Kafka MirrorMaker health, consider the host's health.
Template Name

kaf ka_m rror_nmaker host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Kafka MirrorMaker health test checks that the filesystem containing the log directory of this Kafka MirrorMaker
has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Kafka MirrorMaker monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory_free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT
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This Kafka MirrorMaker health test checks that the Cloudera Manager Agent on the Kafka MirrorMaker host is

heart beating correctly and that the process associated with the Kafka MirrorMaker roleisin the state expected

by Cloudera Manager. A failure of this health test may indicate a problem with the Kafka MirrorMaker process,
alack of connectivity to the Cloudera Manager Agent on the Kafka MirrorMaker host, or a problem with the
Cloudera Manager Agent. Thistest can fail either because the Kafka MirrorMaker has crashed or because the Kafka
MirrorMaker will not start or stop in atimely fashion. Check the Kafka MirrorMaker logs for more details. If the test
fails because of problems communicating with the Cloudera Manager Agent on the Kafka MirrorMaker host, check
the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Kafka MirrorM aker
host, or ook in the Cloudera Manager Agent logs on the Kafka MirrorMaker host for more details. Thistest can be
enabled or disabled using the Kafka MirrorMaker Process Health Test Kafka MirrorMaker monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Kafka MirrorMaker's process state is consistent with the role
configuration

Template Name
kaf ka_m rror_nmaker _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Kafka MirrorMaker health test checks the amount of swap memory in use by the role. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description
The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_t hreshol ds

Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Kafka MirrorMaker health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta
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Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Kafka MirrorMaker health test checks that the Kafka MirrorMaker has not recently exited unexpectedly.
Thetest returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, thistest returns "Good" hedlth if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Kafka MirrorMaker monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This Kerberos Ticket Renewer health test checks that the Auditing for the Kerberos Ticket Renewer role is getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline

of Kerberos Ticket Renewer process. Thistest can fail either because the Cloudera Audit Server is not accepting
audits, or the Cloudera Manager Agent on the Kerberos Ticket Renewer host isn't able to send audits because of some
network issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test
can be enabled or disabled using the Navigator Audit Pipeline Health Check Kerberos Ticket Renewer monitoring
setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gat or _fai |l ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

ngnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
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nmgnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Kerberos Ticket Renewer health test checks that the number of file descriptors used does not rise above some
percentage of the Kerberos Ticket Renewer file descriptor limit. A failure of this health test may indicate abug in
either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Kerberos Ticket Renewer monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

kt _renewer_fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Kerberos Ticket Renewer health test checks that the filesystem containing the heap dump directory of this
Kerberos Ticket Renewer has sufficient free space. This test can be configured using the Heap Dump Directory Free
Space Monitoring Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds
Kerberos Ticket Renewer monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
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The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This Kerberos Ticket Renewer health test factors in the health of the host upon which the Kerberos Ticket Renewer
isrunning. A failure of thistest means that the host running the Kerberos Ticket Renewer is experiencing some
problem. See that host's status page for more details.This test can be enabled or disabled using the Kerberos Ticket
Renewer Host Health Test Kerberos Ticket Renewer monitoring setting.

Short Name: Host Health

Description

When computing the overall Kerberos Ticket Renewer health, consider the host's health.
Template Name

kt _renewer host heal th_enabl ed

Default Value
true
Unit(s)
no unit

This Kerberos Ticket Renewer health test checks that the filesystem containing the log directory of this Kerberos
Ticket Renewer has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring
Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds K erberos Ticket Renewer
monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES
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Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Kerberos Ticket Renewer health test checks that the Cloudera Manager Agent on the Kerberos Ticket Renewer
host is heart beating correctly and that the process associated with the Kerberos Ticket Renewer roleisin the

state expected by Cloudera Manager. A failure of this health test may indicate a problem with the Kerberos Ticket
Renewer process, alack of connectivity to the Cloudera Manager Agent on the Kerberos Ticket Renewer host, or a
problem with the Cloudera Manager Agent. Thistest can fail either because the Kerberos Ticket Renewer has crashed
or because the Kerberos Ticket Renewer will not start or stop in atimely fashion. Check the Kerberos Ticket Renewer
logs for more details. If the test fails because of problems communicating with the Cloudera Manager Agent on the
Kerberos Ticket Renewer host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-
scm-agent status on the Kerberos Ticket Renewer host, or ook in the Cloudera Manager Agent logs on the Kerberos
Ticket Renewer host for more details. This test can be enabled or disabled using the Kerberos Ticket Renewer Process
Health Test Kerberos Ticket Renewer monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Kerberos Ticket Renewer's process state is consistent with the role
configuration

Template Name
kt _renewer_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Kerberos Ticket Renewer health test checks the amount of swap memory in use by therole. A failure of this
health test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
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process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Kerberos Ticket Renewer health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. This test can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Kerberos Ticket Renewer health test checks that the Kerberos Ticket Renewer has not recently exited
unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For
example, if thistest is configured with acritical threshold of 1, this test returns "Good" health if there have been no
unexpected exits recently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also
indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out

of Memory monitoring setting is enabled. This test can be configured using the Unexpected Exits Thresholds and
Unexpected Exits Monitoring Period Kerberos Ticket Renewer monitoring settings.

Short Name: Unexpected Exits

Description
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The period to review when computing unexpected exits.
Template Name

unexpect ed_exits_w ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_threshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This Key Management Server health test checks that the Auditing for the Key Management Server role is getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline

of Key Management Server process. Thistest can fail either because the Cloudera Audit Server is not accepting
audits, or the Cloudera Manager Agent on the Key Management Server host isn't able to send audits because of some
network issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test
can be enabled or disabled using the Navigator Audit Pipeline Health Check Key Management Server monitoring
Setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

297



Cloudera Manager Health Tests

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Key Management Server health test checks that the number of file descriptors used does not rise above some
percentage of the Key Management Server file descriptor limit. A failure of this health test may indicate abug in
either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Key Management Server monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

kms_fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Key Management Server health test factors in the health of the host upon which the Key Management Server is
running. A failure of this test means that the host running the Key Management Server is experiencing some problem.
See that host's status page for more details. This test can be enabled or disabled using the Key Management Server
Host Health Test Key Management Server monitoring setting.

Short Name: Host Health
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Description

When computing the overall Key Management Server health, consider the host's health.
Template Name

knms_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Key Management Server health test checks that the filesystem containing the log directory of this Key
Management Server has sufficient free space. This test can be configured using the Log Directory Free Space
Monitoring Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Key Management
Server monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory.
Template Name
|l og directory free space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
l og directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Key Management Server health test checks that the Cloudera Manager Agent on the Key Management Server
host is heart beating correctly and that the process associated with the Key Management Server roleisin the state
expected by Cloudera Manager. A failure of this health test may indicate a problem with the Key Management Server
process, alack of connectivity to the Cloudera Manager Agent on the Key Management Server host, or a problem
with the Cloudera Manager Agent. This test can fail either because the Key Management Server has crashed or
because the Key Management Server will not start or stop in atimely fashion. Check the Key Management Server
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logs for more details. If the test fails because of problems communicating with the Cloudera Manager Agent on
the Key Management Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-
scm-agent status on the Key Management Server host, or look in the Cloudera Manager Agent logs on the Key
Management Server host for more details. This test can be enabled or disabled using the Key Management Server
Process Health Test Key Management Server monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Key Management Server's process state is consistent with the role
configuration

Template Name
kms_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Key Management Server health test checks the amount of swap memory in use by therole. A failure of this
health test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description
The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_t hreshol ds

Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Key Management Server health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
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process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This Key Management Server health test checks that the Key Management Server has not recently exited
unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For
example, if thistest is configured with acritical threshold of 1, thistest returns "Good" health if there have been no
unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health. The test also
indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out

of Memory monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and
Unexpected Exits Monitoring Period Key Management Server monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit
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This Key Management Server Proxy health test checks that the Auditing for the Key Management Server Proxy role
is getting processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit
pipeline of Key Management Server Proxy process. This test can fail either because the Cloudera Audit Server is

not accepting audits, or the Cloudera Manager Agent on the Key Management Server Proxy host isn't able to send
audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for
more details. Thistest can be enabled or disabled using the Navigator Audit Pipeline Health Check Key Management
Server Proxy monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

nmgnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit
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This Key Management Server Proxy health test checks that the number of file descriptors used does not rise above
some percentage of the Key Management Server Proxy file descriptor limit. A failure of this health test may indicate
abug in either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File
Descriptor Monitoring Thresholds Key Management Server Proxy monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

kms_keytrustee fd threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Key Management Server Proxy health test factors in the health of the host upon which the Key Management
Server Proxy isrunning. A failure of this test means that the host running the Key Management Server Proxy is
experiencing some problem. See that host's status page for more details. This test can be enabled or disabled using the
Key Management Server Proxy Host Health Test Key Management Server Proxy monitoring setting.

Short Name: Host Health

Description

When computing the overall Key Management Server Proxy health, consider the host's health.
Template Name

kms_keytrust ee_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Key Management Server Proxy health test checks that the filesystem containing the log directory of this Key
Management Server Proxy has sufficient free space. Thistest can be configured using the Log Directory Free Space
Monitoring Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Key Management
Server Proxy monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.
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Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Key Management Server Proxy health test checks that the Cloudera Manager Agent on the Key Management
Server Proxy host is heart beating correctly and that the process associated with the Key Management Server

Proxy roleisin the state expected by Cloudera Manager. A failure of this health test may indicate a problem with

the Key Management Server Proxy process, alack of connectivity to the Cloudera Manager Agent on the Key
Management Server Proxy host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the
Key Management Server Proxy has crashed or because the Key Management Server Proxy will not start or stopina
timely fashion. Check the Key Management Server Proxy logs for more details. If the test fails because of problems
communicating with the Cloudera Manager Agent on the Key Management Server Proxy host, check the status of the
Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Key Management Server Proxy host,
or look in the Cloudera Manager Agent logs on the Key Management Server Proxy host for more details. Thistest can
be enabled or disabled using the Key Management Server Proxy Process Health Test Key Management Server Proxy
monitoring setting.

Short Name: Process Status

Description

Enables the hedlth test that the Key Management Server Proxy's process state is consistent with the
role configuration

Template Name
knms_keytrustee_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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This Key Management Server Proxy health test checks the amount of swap memory in use by therole. A failure of
this health test may indicate that your machine is overloaded. This test can be configured using the Process Swap
Memory Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Key Management Server Proxy health test checks the change of the amount of swap memory usage by therole
during a predefined period. A failure of this health test may indicate that your machine is overloaded. This test can
be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory rate_threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES
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This Key Management Server Proxy health test checks that the Key Management Server Proxy has not recently
exited unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For
example, if thistest is configured with acritical threshold of 1, thistest returns "Good" health if there have been no
unexpected exits recently. If 1 or more unexpected exits occured recently, thistest returns "Bad" health. The test also
indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out

of Memory monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and
Unexpected Exits Monitoring Period Key Management Server Proxy monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_t hreshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

ThisisaKey-Value Store Indexer service-level health test that checks that enough of the Lily HBase Indexersin the
cluster are healthy. The test returns "Concerning” health if the number of healthy Lily HBase Indexersfalls below
awarning threshold, expressed as a percentage of the total number of Lily HBase Indexers. The test returns "Bad"
health if the number of healthy and "Concerning" Lily HBase Indexers falls below a critical threshold, expressed

as a percentage of the total number of Lily HBase Indexers. For example, if thistest is configured with awarning
threshold of 95% and acritical threshold of 90% for a cluster of 100 Lily HBase Indexers, thistest would return
"Good" health if 95 or more Lily HBase Indexers have good health. This test would return "Concerning” health if at
least 90 Lily HBase Indexers have either "Good" or "Concerning" health. If more than 10 Lily HBase Indexers have
bad health, this test would return "Bad" health. A failure of this health test indicates unhealthy Lily HBase Indexers.
Check the status of the individual Lily HBase Indexers for more information. This test can be configured using the
Key-Vaue Store Indexer Key-Value Store Indexer service-wide monitoring setting.

Short Name: Lily HBase Indexer Health
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Description
The health test thresholds of the overall Lily HBase Indexer health. The check returns "Concerning”
health if the percentage of "Healthy" Lily HBase Indexers falls below the warning threshold. The
check is unhealthy if the total percentage of "Healthy" and "Concerning" Lily HBase Indexersfalls
below the critical threshold.

Template Name
ks_i ndexer i ndexers_heal t hy_t hreshol ds

Default Value
critical:90.0, warning:95.0

Unit(s)
PERCENT

ThisisaKnox service-level health test that checks that enough of the Knox Gateways in the cluster are healthy. The
test returns "Concerning” health if the number of healthy Knox Gateways falls below a warning threshold, expressed
as a percentage of the total number of Knox Gateways. The test returns "Bad" health if the number of healthy and
"Concerning" Knox Gateways falls below acritical threshold, expressed as a percentage of the total number of Knox
Gateways. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90%
for acluster of 100 Knox Gateways, this test would return "Good" health if 95 or more Knox Gateways have good
health. Thistest would return "Concerning" health if at least 90 Knox Gateways have either "Good" or "Concerning"
health. If more than 10 Knox Gateways have bad health, thistest would return "Bad" health. A failure of this health
test indicates unhealthy Knox Gateways. Check the status of the individual Knox Gateways for more information.
Thistest can be configured using the Knox Knox service-wide monitoring setting.

Short Name: Knox Gateway Health

Description
The health test thresholds of the overall Knox Gateway health. The check returns "Concerning”
health if the percentage of "Healthy" Knox Gateways falls below the warning threshold. The check
is unhealthy if the total percentage of "Healthy" and "Concerning" Knox Gateways falls below the
critical threshold.

Template Name
KNOX_KNOX_GATEWAY_heal t hy_t hreshol ds

Default Value

critical:49.0, warning:99.0
Unit(s)

PERCENT

ThisisaKnox service-level health test that checks that enough of the Knox IDBrokersin the cluster are healthy. The
test returns "Concerning” health if the number of healthy Knox IDBrokers falls below a warning threshold, expressed
as a percentage of the total number of Knox IDBrokers. The test returns "Bad" health if the number of healthy and
"Concerning" Knox IDBrokers falls below acritical threshold, expressed as a percentage of the total number of Knox
IDBrokers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90%
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for acluster of 100 Knox IDBrokers, this test would return "Good" health if 95 or more Knox IDBrokers have good
health. Thistest would return "Concerning" health if at least 90 Knox IDBrokers have either "Good" or " Concerning”
health. If more than 10 Knox IDBrokers have bad health, this test would return "Bad" health. A failure of this health
test indicates unhealthy Knox IDBrokers. Check the status of the individual Knox IDBrokers for more information.
This test can be configured using the Knox Knox service-wide monitoring setting.

Short Name: Knox |DBroker Health

Description

The health test thresholds of the overall Knox IDBroker health. The check returns "Concerning”
health if the percentage of "Healthy" Knox IDBrokers falls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and “Concerning" Knox IDBrokers falls below the
critical threshold.

Template Name

KNOX_| DBROKER heal t hy_t hr eshol ds
Default Value

critical:49.0, warning:99.0
Unit(s)

PERCENT

This Knox Gateway health test checks that the Auditing for the Knox Gateway role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of Knox Gateway process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the Knox Gateway host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit
Pipeline Health Check Knox Gateway monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.
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Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Knox Gateway health test checks that the number of file descriptors used does not rise above some percentage of
the Knox Gateway file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Knox Gateway monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

knox_gat eway fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Knox Gateway health test factors in the health of the host upon which the Knox Gateway is running. A failure
of thistest means that the host running the Knox Gateway is experiencing some problem. See that host's status page
for more details. This test can be enabled or disabled using the Knox Gateway Host Health Test Knox Gateway
monitoring setting.

Short Name: Host Health

Description
When computing the overall Knox Gateway health, consider the host's health.
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Template Name
knox_gat eway_host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Knox Gateway health test checks that the filesystem containing the log directory of this Knox Gateway has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Knox Gateway monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Knox Gateway health test checks that the Cloudera Manager Agent on the Knox Gateway host is heart beating
correctly and that the process associated with the Knox Gateway roleisin the state expected by Cloudera Manager.
A failure of this health test may indicate a problem with the Knox Gateway process, alack of connectivity to the
Cloudera Manager Agent on the Knox Gateway host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the Knox Gateway has crashed or because the Knox Gateway will not start or stop in atimely
fashion. Check the Knox Gateway |logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Knox Gateway host, check the status of the Cloudera Manager Agent by running /
etc/init.d/cloudera-scm-agent status on the Knox Gateway host, or look in the Cloudera Manager Agent logs on the
Knox Gateway host for more details. This test can be enabled or disabled using the Knox Gateway Process Health
Test Knox Gateway monitoring setting.
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Short Name: Process Status

Description

Enables the health test that the Knox Gateway's process state is consistent with the role
configuration

Template Name
knox_gat eway_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Knox Gateway health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Knox Gateway health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)
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BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Knox Gateway health test checks that the Knox Gateway has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Knox Gateway monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_threshol ds
Default Value

critical:any, warning:never
Unit(s)

No unit
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This Knox IDBroker health test checks that the Auditing for the Knox IDBroker role is getting processed correctly
and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Knox IDBroker
process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager
Agent on the Knox IDBroker host isn't able to send audits because of some network issue. Check the Cloudera
Manager Agent logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the
Navigator Audit Pipeline Health Check Knox IDBroker monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Knox IDBroker health test checks that the number of file descriptors used does not rise above some percentage
of the Knox IDBroker file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or
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Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring
Thresholds Knox IDBroker monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

i dbr oker _fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Knox IDBroker health test factorsin the health of the host upon which the Knox IDBroker is running. A failure
of thistest means that the host running the Knox IDBroker is experiencing some problem. See that host's status page
for more details.This test can be enabled or disabled using the Knox IDBroker Host Health Test Knox |DBroker
monitoring setting.

Short Name: Host Health

Description

When computing the overall Knox IDBroker health, consider the host's health.
Template Name

i dbr oker _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Knox IDBroker health test checks that the filesystem containing the log directory of this Knox IDBroker has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Knox |DBroker monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og _directory _free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value
critical:never, warning:never

Unit(s)
PERCENT

This Knox IDBroker health test checks that the Cloudera Manager Agent on the Knox IDBroker host is heart beating
correctly and that the process associated with the Knox IDBroker roleisin the state expected by Cloudera Manager.
A failure of this health test may indicate a problem with the Knox IDBroker process, alack of connectivity to the
Cloudera Manager Agent on the Knox IDBroker host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the Knox IDBroker has crashed or because the Knox IDBroker will not start or stop in atimely
fashion. Check the Knox IDBroker logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Knox IDBroker host, check the status of the Cloudera Manager Agent by running /
etc/init.d/cloudera-scm-agent status on the Knox IDBroker host, or ook in the Cloudera Manager Agent logs on the
Knox IDBroker host for more details. This test can be enabled or disabled using the Knox IDBroker Process Health
Test Knox IDBroker monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Knox IDBroker's process state is consistent with the role
configuration

Template Name
i dbr oker _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Knox IDBroker health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. This test can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description
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The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Knox IDBroker health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Knox IDBroker health test checks that the Knox IDBroker has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with acritical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, this test returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Knox IDBroker monitoring settings.

Short Name: Unexpected Exits
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Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow

Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.

Template Name
unexpected_exits_threshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

ThisisaKudu service-level health test that checks that enough of the Masters in the cluster are healthy. The test
returns "Concerning" health if the number of healthy Masters falls below a warning threshold, expressed as a
percentage of the total number of Masters. The test returns "Bad" health if the number of healthy and "Concerning"
Masters falls below acritical threshold, expressed as a percentage of the total number of Masters. For example, if this
test is configured with awarning threshold of 95% and a critical threshold of 90% for a cluster of 100 Masters, this
test would return "Good" health if 95 or more Masters have good health. This test would return "Concerning” health
if at least 90 Masters have either "Good" or "Concerning” health. If more than 10 Masters have bad health, this test
would return "Bad" health. A failure of this health test indicates unhealthy Masters. Check the status of the individual
Masters for more information. Thistest can be configured using the Kudu Kudu service-wide monitoring setting.

Short Name: Master Health

Description
The health test thresholds of the overall Master health. The check returns "Concerning” health if the
percentage of "Healthy" Masters falls below the warning threshold. The check is unhealthy if the
total percentage of "Healthy" and "Concerning" Masters falls below the critical threshold.
Template Name
KUDU_KUDU_MASTER heal t hy _t hr eshol ds
Default Value
critical:60.0, warning:80.1
Unit(s)
PERCENT
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ThisisaKudu service-level health test that checks that enough of the Tablet Serversin the cluster are healthy. The
test returns "Concerning" health if the number of healthy Tablet Serversfalls below awarning threshold, expressed
as a percentage of the total number of Tablet Servers. The test returns "Bad" health if the number of healthy and
"Concerning" Tablet Serversfalls below a critical threshold, expressed as a percentage of the total number of Tablet
Servers. For example, if thistest is configured with awarning threshold of 95% and acritical threshold of 90% for
acluster of 100 Tablet Servers, thistest would return "Good" health if 95 or more Tablet Servers have good health.
Thistest would return "Concerning” health if at least 90 Tablet Servers have either "Good" or "Concerning” health. If
more than 10 Tablet Servers have bad health, thistest would return "Bad" health. A failure of this health test indicates
unhealthy Tablet Servers. Check the status of the individual Tablet Servers for more information. This test can be
configured using the Kudu Kudu service-wide monitoring setting.

Short Name: Tablet Server Health

Description

The health test thresholds of the overall Tablet Server health. The check returns " Concerning"
health if the percentage of "Healthy" Tablet Serversfalls below the warning threshold. The check
isunhealthy if the total percentage of "Healthy" and "Concerning" Tablet Serversfalls below the
critical threshold.

Template Name

KUDU _KUDU TSERVER heal t hy t hreshol ds
Default Value

critical:50.0, warning:75.0
Unit(s)

PERCENT

This LLAP Proxy health test checks that the Auditing for the LLAP Proxy roleis getting processed correctly and

is not blocked. A failure of this health test may indicate a problem with the audit pipeline of LLAP Proxy process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent
on the LLAP Proxy host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check LLAP Proxy monitoring setting.

Short Name: Audit Pipeline Test

Description

The period to review when checking if audits are blocked and not getting processed.
Template Name

mgnt _navi gator _fail ure_w ndow

Default Value
20
Unit(s)
MINUTES
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Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

mgnt _navi gator_failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
mgnt _navi gat or _status_check_enabl ed

Default Value
true
Unit(s)
no unit

This LLAP Proxy health test checks that the number of file descriptors used does not rise above some percentage of
the LLAP Proxy file descriptor limit. A failure of this health test may indicate abug in either Hadoop or Cloudera
Manager. Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds
LLAP Proxy monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.
Template Name
I I approxy_fd_threshol ds
Default Value
critical: 70.0, warning:50.0
Unit(s)
PERCENT

This LLAP Proxy health test checks that the filesystem containing the heap dump directory of this LLAP Proxy has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds LLAP Proxy monitoring
Settings.
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Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This LLAP Proxy health test factorsin the health of the host upon which the LLAP Proxy isrunning. A failure of this
test means that the host running the LLAP Proxy is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the LLAP Proxy Host Health Test LLAP Proxy monitoring setting.

Short Name: Host Health

Description

When computing the overall LLAP Proxy health, consider the host's health.
Template Name

I I approxy_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

Thisisan LLAP daemons health test that checks whether LLAP daemons are ready to process queries. This test can
be configured using the LLAP Proxy and Hive LLAP Daemons Ready Status Thresholds [lap_proxy monitoring
settings.

Short Name: LLAP Daemons Ready Check
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Description

Bad health state will be shown if, after this amount of time (after starting LLAP proxy role), 0
LLAP daemons are running.

Template Name

Il apd_ready_status_check_daenon_startup_tol erance
Default Value

300
Unit(s)

SECONDS

Description
The health test thresholds for monitoring the number of active LLAP daemons.
Template Name
Il apd_ready_status_threshol ds
Default Value
critical:25.0, warning: 75.0
Unit(s)
No unit

Description
Startup Tolerance time of the LLAP proxy rolein which no health test is run. Thisis recommended
to be kept minimal.

Template Name
Il apd_ready_status_check role_startup_tol erance

Default Value
1
Unit(s)
SECONDS

This LLAP Proxy health test checks that the filesystem containing the log directory of this LLAP Proxy has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds LLAP Proxy monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory.

Template Name

|l og directory free space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og_directory free_space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This LLAP Proxy health test checks that the LLAP Proxy threads are not experiencing long scheduling pauses.

The test uses a pause monitoring thread in the LLAP Proxy that tracks scheduling delay by noting if it isrun on its
requested schedule. If the thread is not run on its requested schedule, the delay is noted and considered pause time.
The health test checks that no more than some percentage of recent time is spent paused. A failure of this health test
may indicate that the LLAP Proxy is not getting enough CPU resources, or that it is spending too much time doing
garbage collection. Inspect the LLAP Proxy logs for any pause monitor output and check garbage collection metrics
exposed by the LLAP Proxy. Thistest can be configured using the Pause Duration Thresholds and Pause Duration
Monitoring Period LLAP Proxy monitoring settings.

Short Name: Pause Duration

Description

The period to review when computing the moving average of extratime the pause monitor spent
paused.

Template Name

| I approxy_pause_dur ati on_wi ndow
Default Value

5
Unit(s)

MINUTES

Description

The health test thresholds for the weighted average extra time the pause monitor spent paused.
Specified as a percentage of elapsed wall clock time.

Template Name

I I appr oxy_pause_durati on_t hreshol ds
Default Value

critical:60.0, warning:30.0
Unit(s)

no unit
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This LLAP Proxy health test checks that the Cloudera Manager Agent on the LLAP Proxy host is heart beating
correctly and that the process associated with the LLAP Proxy roleisin the state expected by Cloudera Manager. A
failure of this health test may indicate a problem with the LLAP Proxy process, alack of connectivity to the Cloudera
Manager Agent on the LLAP Proxy host, or a problem with the Cloudera Manager Agent. This test can fail either
because the LLAP Proxy has crashed or because the LLAP Proxy will not start or stop in atimely fashion. Check the
LLAP Proxy logs for more details. If the test fails because of problems communicating with the Cloudera M anager
Agent on the LLAP Proxy host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-
scm-agent status on the LLAP Proxy host, or look in the Cloudera Manager Agent logs on the LLAP Proxy host for
more details. Thistest can be enabled or disabled using the LLAP Proxy Process Health Test LLAP Proxy monitoring
Setting.

Short Name: Process Status

Description

Enables the health test that the LL AP Proxy's process state is consistent with the role configuration
Template Name

I I approxy_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This LLAP Proxy health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This LLAP Proxy health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta
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Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

This LLAP Proxy health test checks that the LLAP Proxy has not recently exited unexpectedly. The test returns "Bad”
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were
caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled.
Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period LLAP
Proxy monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within a recent period specified by the
unexpected exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This Lily HBase Indexer health test checks that the Auditing for the Lily HBase Indexer role is getting processed
correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of Lily HBase
Indexer process. Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera
Manager Agent on the Lily HBase Indexer host isn't able to send audits because of some network issue. Check the
Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled
using the Navigator Audit Pipeline Health Check Lily HBase Indexer monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gat or _fai |l ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description
The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.
Template Name
ngnt _navi gator _fail ure_threshol ds
Default Value
critical:any, warning:never
Unit(s)
BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed
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Default Value
true
Unit(s)
no unit

This Lily HBase Indexer health test checks that the number of file descriptors used does not rise above some
percentage of the Lily HBase Indexer file descriptor limit. A failure of this health test may indicate abug in either
Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Lily HBase Indexer monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

hbase i ndexer fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Lily HBase Indexer health test checks that the filesystem containing the heap dump directory of this Lily HBase
Indexer has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring
Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Lily HBase Indexer
monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
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Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Lily HBase Indexer health test factors in the health of the host upon which the Lily HBase Indexer is running. A
failure of thistest means that the host running the Lily HBase Indexer is experiencing some problem. See that host's
status page for more details. This test can be enabled or disabled using the Lily HBase Indexer Host Health Test Lily
HBase Indexer monitoring setting.

Short Name: Host Health

Description

When computing the overall Lily HBase Indexer health, consider the host's health.
Template Name

hbase_i ndexer host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

ThisLily HBase Indexer health test checks that the filesystem containing the log directory of this Lily HBase Indexer
has sufficient free space. This test can be configured using the Log Directory Free Space Monitoring Absolute
Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Lily HBase Indexer monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory.

Template Name

|l og directory free space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains thisrole's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.
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Template Name
|l og directory free space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Lily HBase Indexer health test checks that the Cloudera Manager Agent on the Lily HBase Indexer host is
heart beating correctly and that the process associated with the Lily HBase Indexer role isin the state expected by
Cloudera Manager. A failure of this health test may indicate a problem with the Lily HBase Indexer process, alack
of connectivity to the Cloudera Manager Agent on the Lily HBase Indexer host, or a problem with the Cloudera
Manager Agent. Thistest can fail either because the Lily HBase Indexer has crashed or because the Lily HBase
Indexer will not start or stop in atimely fashion. Check the Lily HBase Indexer logs for more details. If the test fails
because of problems communicating with the Cloudera Manager Agent on the Lily HBase Indexer host, check the
status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Lily HBase |ndexer
host, or ook in the Cloudera Manager Agent logs on the Lily HBase Indexer host for more details. Thistest can be
enabled or disabled using the Lily HBase Indexer Process Health Test Lily HBase Indexer monitoring setting.

Short Name: Process Status

Description
Enables the health test that the Lily HBase Indexer's process state is consistent with the role
configuration

Template Name
hbase_i ndexer _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Lily HBase Indexer health test checks the amount of swap memory in use by the role. A failure of this health
test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES
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This Lily HBase Indexer health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory rate_threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Lily HBase Indexer health test checks that the Lily HBase Indexer has not recently exited unexpectedly. The
test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if thistest

is configured with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits
recently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Lily HBase Indexer monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
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MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
unexpect ed_exits_threshol ds

Default Value

critical:any, warning:never
Unit(s)

no unit

Thisisalivy service-level health test that checks that enough of the Livy Serversin the cluster are healthy. The
test returns "Concerning” health if the number of healthy Livy Serversfalls below awarning threshold, expressed
as a percentage of the total number of Livy Servers. The test returns "Bad" health if the number of healthy and
"Concerning" Livy Serversfalls below acritical threshold, expressed as a percentage of the total number of Livy
Servers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of 90% for
acluster of 100 Livy Servers, thistest would return "Good" health if 95 or more Livy Servers have good health.
Thistest would return "Concerning” health if at least 90 Livy Servers have either "Good" or "Concerning” health. If
more than 10 Livy Servers have bad health, thistest would return "Bad" health. A failure of this health test indicates
unhealthy Livy Servers. Check the status of the individual Livy Serversfor moreinformation. This test can be
configured using the Livy Livy service-wide monitoring setting.

Short Name: Livy Server Health

Description
The health test thresholds of the overall Livy Server health. The check returns " Concerning"
health if the percentage of "Healthy" Livy Serversfalls below the warning threshold. The check is
unhealthy if the total percentage of "Healthy" and "Concerning” Livy Serversfalls below the critical
threshold.

Template Name

LI VY_LI VY_SERVER heal t hy_t hreshol ds
Default Value

critical:90.0, warning:99.0
Unit(s)

PERCENT
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This Livy Server health test checks that the Auditing for the Livy Server role is getting processed correctly and is not
blocked. A failure of this health test may indicate a problem with the audit pipeline of Livy Server process. This test
can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Livy
Server host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit Pipeline
Health Check Livy Server monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Livy Server health test checks that the number of file descriptors used does not rise above some percentage of
the Livy Server file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Livy Server monitoring setting.

Short Name: File Descriptors
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Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

livy server_fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Livy Server health test factors in the health of the host upon which the Livy Server isrunning. A failure of this
test means that the host running the Livy Server is experiencing some problem. See that host's status page for more
details. This test can be enabled or disabled using the Livy Server Host Health Test Livy Server monitoring setting.

Short Name: Host Health

Description

When computing the overall Livy Server health, consider the host's health.
Template Name

livy server _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Livy Server health test checks that the filesystem containing the log directory of this Livy Server has sufficient
free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Livy Server monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value
critical:5.36870912E9, warning:1.073741824E10

Unit(s)
BYTES

Description
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The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

l og directory free _space_percentage t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Livy Server health test checks that the Cloudera Manager Agent on the Livy Server host is heart beating
correctly and that the process associated with the Livy Server roleisin the state expected by Cloudera Manager. A
failure of this health test may indicate a problem with the Livy Server process, alack of connectivity to the Cloudera
Manager Agent on the Livy Server host, or a problem with the Cloudera Manager Agent. This test can fail either
because the Livy Server has crashed or because the Livy Server will not start or stop in atimely fashion. Check the
Livy Server logs for more details. If the test fails because of problems communicating with the Cloudera M anager
Agent on the Livy Server host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-
agent status on the Livy Server hogt, or look in the Cloudera Manager Agent logs on the Livy Server host for more
details. Thistest can be enabled or disabled using the Livy Server Process Health Test Livy Server monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Livy Server's process state is consistent with the role configuration
Template Name

livy server _scm heal th _enabl ed

Default Value
true
Unit(s)
no unit

This Livy Server health test checks the amount of swap memory in use by the role. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)
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BYTES

This Livy Server health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory rate_threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Livy Server health test checks that the Livy Server has not recently exited unexpectedly. The test returns "Bad"
health if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with a
critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more
unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were
caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled.
Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Livy
Server monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow
Default Value

5
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Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.

Template Name
unexpected_exits_threshol ds
Default Value
critical:any, warning:never
Unit(s)
No unit

This Livy Server for Spark 3 health test checks that the Auditing for the Livy Server for Spark 3 roleis getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of
Livy Server for Spark 3 process. Thistest can fail either because the Cloudera Audit Server is not accepting audits,
or the Cloudera Manager Agent on the Livy Server for Spark 3 host isn't able to send audits because of some network
issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. Thistest can be
enabled or disabled using the Navigator Audit Pipeline Health Check Livy Server for Spark 3 monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)
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BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Livy Server for Spark 3 health test checks that the number of file descriptors used does not rise above some
percentage of the Livy Server for Spark 3 file descriptor limit. A failure of this health test may indicate abug in
either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Livy Server for Spark 3 monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

livy server for_spark3 fd threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Livy Server for Spark 3 health test factorsin the health of the host upon which the Livy Server for Spark 3 is
running. A failure of this test means that the host running the Livy Server for Spark 3 is experiencing some problem.
See that host's status page for more details. This test can be enabled or disabled using the Livy Server for Spark 3 Host
Health Test Livy Server for Spark 3 monitoring setting.

Short Name: Host Health

Description
When computing the overall Livy Server for Spark 3 health, consider the host's health.
Template Name
livy_server _for_spark3_host health_enabl ed
Default Value
true
Unit(s)
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no unit

This Livy Server for Spark 3 health test checks that the filesystem containing the log directory of this Livy Server
for Spark 3 has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring
Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Livy Server for Spark 3
monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og directory free space_percentage t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Livy Server for Spark 3 health test checks that the Cloudera Manager Agent on the Livy Server for Spark 3 host
is heart beating correctly and that the process associated with the Livy Server for Spark 3 role is in the state expected
by Cloudera Manager. A failure of this health test may indicate a problem with the Livy Server for Spark 3 process,
alack of connectivity to the Cloudera Manager Agent on the Livy Server for Spark 3 host, or a problem with the
Cloudera Manager Agent. Thistest can fail either because the Livy Server for Spark 3 has crashed or because the
Livy Server for Spark 3 will not start or stop in atimely fashion. Check the Livy Server for Spark 3 logs for more
details. If the test fails because of problems communicating with the Cloudera Manager Agent on the Livy Server

for Spark 3 host, check the status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on
the Livy Server for Spark 3 host, or look in the Cloudera Manager Agent logs on the Livy Server for Spark 3 host for
more details. Thistest can be enabled or disabled using the Livy Server for Spark 3 Process Health Test Livy Server
for Spark 3 monitoring setting.

Short Name: Process Status

Description
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Enables the health test that the Livy Server for Spark 3's process state is consistent with the role
configuration

Template Name
livy_server_for_spark3_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Livy Server for Spark 3 health test checks the amount of swap memory in use by therole. A failure of this health
test may indicate that your machine is overloaded. This test can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Livy Server for Spark 3 health test checks the change of the amount of swap memory usage by the role during
apredefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description
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The period to review when computing unexpected swap memory usage change of the process.

Template Name
process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Livy Server for Spark 3 health test checks that the Livy Server for Spark 3 has not recently exited unexpectedly.
The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For example, if this

test is configured with a critical threshold of 1, this test returns "Good" health if there have been no unexpected
exitsrecently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also indicates
whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory
monitoring setting is enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected
Exits Monitoring Period Livy Server for Spark 3 monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description
The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.
Template Name
unexpect ed_exits_threshol ds
Default Value
critical:any, warning:never
Unit(s)
No unit

ThisisalLivy for Spark 3 service-level hedlth test that checks that enough of the Livy Server for Spark 3sin the
cluster are healthy. The test returns " Concerning” health if the number of healthy Livy Server for Spark 3sfalls below
awarning threshold, expressed as a percentage of the total number of Livy Server for Spark 3s. The test returns "Bad"
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health if the number of healthy and "Concerning” Livy Server for Spark 3sfalls below acritical threshold, expressed
as a percentage of the total number of Livy Server for Spark 3s. For example, if thistest is configured with awarning
threshold of 95% and acritical threshold of 90% for a cluster of 100 Livy Server for Spark 3s, this test would return
"Good" health if 95 or more Livy Server for Spark 3s have good health. Thistest would return "Concerning” health

if at least 90 Livy Server for Spark 3s have either "Good" or "Concerning" health. If more than 10 Livy Server for
Spark 3s have bad health, thistest would return "Bad" health. A failure of this health test indicates unhealthy Livy
Server for Spark 3s. Check the status of theindividual Livy Server for Spark 3sfor more information. Thistest can be
configured using the Livy for Spark 3 Livy for Spark 3 service-wide monitoring setting.

Short Name: Livy Server for Spark 3 Health

Description

The health test thresholds of the overall Livy Server for Spark 3 health. The check returns
"Concerning" health if the percentage of "Healthy" Livy Server for Spark 3sfalls below the warning
threshold. The check is unhealthy if the total percentage of "Healthy" and "Concerning” Livy Server
for Spark 3sfalls below the critical threshold.

Template Name

LI VY_FOR _SPARK3_LI VY_SERVER FOR SPARK3_heal t hy t hreshol ds
Default Value

critical:90.0, warning:99.0
Unit(s)

PERCENT

This Load Balancer health test checks that the Auditing for the Load Balancer role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of Load Balancer process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the Load Balancer host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit
Pipeline Health Check Load Balancer monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description
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The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Load Balancer health test checks that the number of file descriptors used does not rise above some percentage of
the Load Balancer file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
Load Balancer monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
hue | oad_bal ancer _fd_t hreshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Load Balancer health test checks that the filesystem containing the heap dump directory of this Load Balancer
has sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring
Absolute Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds Load Balancer
monitoring settings.

Short Name: Heap Dump Directory Free Space
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Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if a Heap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory_free_space_percent age_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Load Balancer health test factors in the health of the host upon which the Load Balancer is running. A failure of
this test means that the host running the Load Balancer is experiencing some problem. See that host's status page for
more details. This test can be enabled or disabled using the Load Balancer Host Health Test Load Balancer monitoring
setting.

Short Name: Host Health

Description

When computing the overall Load Balancer health, consider the host's health.
Template Name

hue | oad_bal ancer host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Load Balancer health test checks that the filesystem containing the log directory of this Load Balancer has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds Load Balancer monitoring settings.

Short Name: Log Directory Free Space
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Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Load Balancer health test checks that the Cloudera Manager Agent on the Load Balancer host is heart beating
correctly and that the process associated with the L oad Balancer roleisin the state expected by Cloudera Manager.

A failure of this health test may indicate a problem with the Load Balancer process, alack of connectivity to the
Cloudera Manager Agent on the Load Balancer host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the Load Balancer has crashed or because the Load Balancer will not start or stop in atimely
fashion. Check the Load Balancer logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the Load Balancer host, check the status of the Cloudera Manager Agent by running /etc/
init.d/cloudera-scm-agent status on the Load Balancer host, or ook in the Cloudera Manager Agent logs on the Load
Balancer host for more details. This test can be enabled or disabled using the Load Balancer Process Health Test Load
Balancer monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Load Balancer's process state is consistent with the role
configuration

Template Name
hue | oad_bal ancer _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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This Load Balancer health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name
process_swap_nenory_threshol ds
Default Value
critical:never, warning:200.0
Unit(s)
BYTES

This Load Balancer health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES
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This Load Balancer health test checks that the Load Balancer has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
Load Balancer monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_threshol ds
Default Value

critical:any, warning:never
Unit(s)

No unit

ThisisaMapReduce service-level health test that checks that all the Failover Controllers associated with this service
are healthy and running. Thetest returns "Bad" health if any of Failover Controllers that the service dependsonis
unhealthy or not running. Check the Failover Controllers logs for more details This test can be enabled or disabled
using the Failover Controllers Healthy service-wide monitoring setting.

Short Name: Failover Controllers Hedth

Description

Enables the health check that verifies that the failover controllers associated with this service are
healthy and running.

Template Name
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fail over_controll ers_heal thy_enabl ed

Default Value
true
Unit(s)
no unit

ThisisaMapReduce service-level health test that checks for and active, healthy JobTracker. The test returns "Bad"
health if the service is running and an active JobTracker cannot be found. If an active JobTracker is found, then

the test checks the health of that JobTracker aswell as the health of any standby JobTracker configured. A " Good"
health result will only be returned if both the active and Standby JobTrackers are healthy. A failure of this health test
may indicate stopped or unhealthy JobTracker roles, or it may indicate a problem with communication between the
Cloudera Manager Service Monitor and the JobTrackers. Check the status of the MapReduce service's JobTracker
roles and look in the Cloudera Manager Service Monitor's log files for more information when this test fails. Thistest
can be enabled or disabled using the JobTracker Role Health Test MapReduce service-wide monitoring setting. The
check for a healthy standby JobTracker can be enabled or disabled with Standby JobTracker Health Test. In addition,
the Active JobTracker Detection Window can be used to adjust the amount of time that the Cloudera Manager
Service Monitor has to detect the active JobTracker before this health test fails, and the JobTracker Activation Startup
Tolerance can be used to adjust the amount of time around JobTracker startup that the test allows for the JobTracker
to be made active.

Short Name: JobTracker Health

Description
The tolerance window that will be used in Mapreduce service tests that depend on detection of the
active JobTracker.

Template Name
mapr educe_acti ve_j obtracker detecti on_w ndow

Default Value
3
Unit(s)
MINUTES

Description
The amount of time after JobTracker(s) start that the lack of an active JobTracker will be tolerated.
Thisisintended to allow either the auto-failover daemon to make a JobTracker active, or a
specifically issued failover command to take effect. Thisis an advanced option that does not often
need to be changed.

Template Name

mapr educe_j obt racker _activation_startup_tol erance

Default Value
180

Unit(s)
SECONDS

Description
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When computing the overall MapReduce cluster health, consider the JobTracker's health
Template Name

mapr educe_j obt racker _heal t h_enabl ed
Default Value

true
Unit(s)

no unit

Description

When computing the overall cluster health, consider the health of the standby JobTracker.
Template Name

mapr educe_st andby_j obt rackers_heal t h_enabl ed

Default Value
true
Unit(s)
no unit

ThisisaMapReduce service-level health test that checks that enough of the TaskTrackersin the cluster are healthy.
Thetest returns "Concerning” health if the number of healthy TaskTrackers falls below awarning threshold,
expressed as a percentage of the total number of TaskTrackers. The test returns "Bad" health if the number of healthy
and "Concerning" TaskTrackers falls below acritical threshold, expressed as a percentage of the total number of
TaskTrackers. For example, if thistest is configured with awarning threshold of 95% and a critical threshold of

90% for acluster of 100 TaskTrackers, this test would return "Good" health if 95 or more TaskTrackers have good
health. Thistest would return "Concerning" health if at least 90 TaskTrackers have either "Good" or "Concerning"
health. If more than 10 TaskTrackers have bad health, this test would return "Bad" health. A failure of this health test
indicates unhealthy TaskTrackers. Check the status of the individual TaskTrackers for more information. This test can
be configured using the MapReduce M apReduce service-wide monitoring setting.

Short Name: TaskTracker Health

Description

The health test thresholds of the overall TaskTracker health. The check returns " Concerning"
health if the percentage of "Healthy" TaskTrackers falls below the warning threshold. The check
is unhealthy if the total percentage of "Healthy" and "Concerning" TaskTrackersfalls below the
critical threshold.

Template Name

mapr educe_t asktrackers_heal t hy t hreshol ds
Default Value

critical:90.0, warning:95.0
Unit(s)

PERCENT
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This Master health test checks that the Auditing for the Master role is getting processed correctly and is not blocked.
A failure of this health test may indicate a problem with the audit pipeline of Master process. Thistest can fail either
because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Master host isn't
able to send audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera Audit
Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline Health Check
Master monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits data that is |eft to be sent to audit server.

Template Name

ngnt _navi gator _failure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

Short Name: Failed Data Directories
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This Master health test checks that the number of file descriptors used does not rise above some percentage of the
Master file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera Manager.
Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds Master
monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

master fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

Short Name: Full Data Directories

This Master health test checks that the Master is not spending too much time performing Java garbage collection. It
checks that no more than some percentage of recent time is spent performing Java garbage collection. A failure of this
health test may indicate a capacity planning problem or misconfiguration of the Master. This test can be configured
using the Garbage Collection Duration Thresholds and Garbage Collection Duration Monitoring Period Master
monitoring settings.

Short Name: GC Duration

Description
The period to review when computing the moving average of garbage collection time.
Template Name
mast er _gc_durati on_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for the weighted average time spent in Java garbage collection. Specified
as a percentage of elapsed wall clock time.

Template Name
mast er _gc_duration_threshol ds
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Default Value

critical:60.0, warning:30.0
Unit(s)

no unit

Thisis an HBase Master health test that checks that a client can connect to and get basic information from the Master
in areasonable amount of time. The test returns "Bad" health if the connection to or basic queries of the Master fail.
The test returns "Concerning" health if the connection attempt or queries do not complete in areasonable time. A
failure of this health test may indicate that the Master isfailing to satisfy basic client requests correctly or in atimely
fashion. Check the status of the Master, and look in the Master logs for more details. This test can be enabled or
disabled using the HBase Master Canary Health Test HBase Master monitoring setting.

Short Name: HBase Master Canary

Description

Enables the health test that a client can connect to the HBase Master
Template Name

mast er _canary_heal t h_enabl ed

Default Value
true
Unit(s)
no unit

Thisisan HBase Master health test that checks whether there are regions staying in transition state for a duration
longer than the configured threshold in HBase. The test returns "Bad" hedlth if there are regions in transition over the
threshold. A failure of this health test may indicate configuration errors or corrupted hfiles. Check the status of the
Master, and look into the Master Ul for more details. This test can be enabled or disabled using the HBase Regions In
Transition Over Threshold Health Test HBase Master monitoring setting.

Short Name: HBase Regions In Transition Over Threshold

Description
Enable the health test that checksiif there are regionsin transition over the threshold configured in
HBase.

Template Name
master _regions_in_transition_health _enabl ed

Default Value

CDH=[[CDH 5.0.0..CDH 8.0.0)=trug]
Unit(s)

no unit

This Master health test checks that the filesystem containing the heap dump directory of this Master has sufficient
free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute Thresholds
and Heap Dump Directory Free Space Monitoring Percentage Thresholds Master monitoring settings.
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Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory free_space_percentage_threshol ds
Default Value
critical:never, warning:never
Unit(s)
PERCENT

This Master health test factors in the health of the host upon which the Master isrunning. A failure of this test means
that the host running the Master is experiencing some problem. See that host's status page for more details. This test
can be enabled or disabled using the Master Host Health Test Master monitoring setting.

Short Name: Host Health

Description

When computing the overall Master health, consider the host's health.
Template Name

mast er _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Master health test checks that the filesystem containing the log directory of this Master has sufficient free space.
Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log Directory
Free Space Monitoring Percentage Thresholds Master monitoring settings.

Short Name: Log Directory Free Space
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Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name

|l og_directory free_space_absol ute_t hreshol ds
Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Master health test checks that the Cloudera Manager Agent on the Master host is heart beating correctly and
that the process associated with the Master roleisin the state expected by Cloudera Manager. A failure of this health
test may indicate a problem with the Master process, alack of connectivity to the Cloudera Manager Agent on the
Master host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the Master has crashed
or because the Master will not start or stop in atimely fashion. Check the Master logs for more details. If the test
fails because of problems communicating with the Cloudera Manager Agent on the Master host, check the status

of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Master host, or ook in the
Cloudera Manager Agent logs on the Master host for more details. Thistest can be enabled or disabled using the
Master Process Health Test Master monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Master's process state is consistent with the role configuration
Template Name

mast er _scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit
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This Master health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Master health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory rate_threshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Master health test checks that the Master has not recently exited unexpectedly. The test returns "Bad" health
if the number of unexpected exits exceeds acritical threshold. For example, if thistest is configured with acritical
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threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more unexpected
exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were caused

by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled. This
test can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Master
monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This health test checks that the role's web server is responding quickly to requests by the Cloudera Manager Agent,
and that the Cloudera Manager Agent can collect metrics from the web server. Failure of this health test may indicate
a problem with the web server of the Master, a misconfiguration of the Master, or a problem with the Cloudera
Manager Agent. Consult the Cloudera Manager Agent logs and the logs of the Master for more detail. If the test
failure message indicates a communication problem, the Cloudera Manager Agent's HTTP requests to the Master's
web server are failing or timing out. If the test's failure message indicates an unexpected response, the Master's web
server responded to the Cloudera Manager Agent's request, but the response could not be interpreted for some reason.
This test can be configured using the Web Metric Collection Master monitoring setting.

Short Name: Web Server Status

Description

Enables the health test that the Cloudera Manager Agent can successfully contact and gather metrics
from the web server.

Template Name

master _web_netric_coll ecti on_enabl ed
Default Value

true
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Unit(s)
no unit

Description
The health test thresholds on the duration of the metrics request to the web server.
Template Name
master _web_netric_coll ection_threshol ds
Default Value
critical:never, warning:10000.0
Unit(s)
MILLISECONDS

This Materialized View Engine health test checks that the Auditing for the Materialized View Engineroleis getting
processed correctly and is not blocked. A failure of this health test may indicate a problem with the audit pipeline of
Materialized View Engine process. Thistest can fail either because the Cloudera Audit Server is not accepting audits,
or the Cloudera Manager Agent on the Materialized View Engine host isn't able to send audits because of some
network issue. Check the Cloudera Manager Agent logs and Cloudera Audit Server logs for more details. This test
can be enabled or disabled using the Navigator Audit Pipeline Health Check Materialized View Engine monitoring
setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)
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BYTES

Description

Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Materialized View Engine health test checks that the number of file descriptors used does not rise above some
percentage of the Materialized View Engine file descriptor limit. A failure of this health test may indicate abug in
either Hadoop or Cloudera Manager. Contact Cloudera support. This test can be configured using the File Descriptor
Monitoring Thresholds Materialized View Engine monitoring setting.

Short Name: File Descriptors

Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

mat eri al i zed_vi ew_engi ne_fd_t hreshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Materialized View Engine health test factors in the health of the host upon which the Materialized View Engine
isrunning. A failure of thistest means that the host running the Materialized View Engine is experiencing some
problem. See that host's status page for more details.This test can be enabled or disabled using the Materialized View
Engine Host Health Test Materialized View Engine monitoring setting.

Short Name: Host Health

Description
When computing the overall Materialized View Engine health, consider the host's health.
Template Name
mat eri al i zed_vi ew_engi ne_host _heal t h_enabl ed
Default Value
true
Unit(s)
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no unit

This Materialized View Engine health test checks that the filesystem containing the log directory of this Materiaized
View Engine has sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring
Absolute Thresholds and Log Directory Free Space Monitoring Percentage Thresholds Materialized View Engine
monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value

critical:5.36870912E9, warning:1.073741824E10
Unit(s)

BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log

directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

|l og directory free space_percentage t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Materialized View Engine health test checks that the Cloudera Manager Agent on the Materialized View Engine
host is heart beating correctly and that the process associated with the Materialized View Engineroleisin the state
expected by Cloudera Manager. A failure of this health test may indicate a problem with the Materialized View
Engine process, alack of connectivity to the Cloudera Manager Agent on the Materialized View Engine host, or
aproblem with the Cloudera Manager Agent. Thistest can fail either because the Materialized View Engine has
crashed or because the Materialized View Engine will not start or stop in atimely fashion. Check the Materialized
View Engine logs for more details. If the test fails because of problems communicating with the Cloudera Manager
Agent on the Materialized View Engine host, check the status of the Cloudera Manager Agent by running /etc/init.d/
cloudera-scm-agent status on the Materialized View Engine host, or look in the Cloudera Manager Agent logs on the
Materialized View Engine host for more details. This test can be enabled or disabled using the Materialized View
Engine Process Health Test Materialized View Engine monitoring setting.

Short Name: Process Status

Description
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Enables the health test that the Materialized View Engine's process state is consistent with the role
configuration

Template Name
materi al i zed_vi ew_engi ne_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Materialized View Engine health test checks the amount of swap memory in use by therole. A failure of this
health test may indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory
Thresholds monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)

BYTES

This Materialized View Engine health test checks the change of the amount of swap memory usage by therole
during a predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can
be configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name

process_swap_nenory_rate_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

BYTES

Description
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The period to review when computing unexpected swap memory usage change of the process.

Template Name
process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Materialized View Engine health test checks that the Materialized View Engine has not recently exited
unexpectedly. The test returns "Bad" health if the number of unexpected exits exceeds a critical threshold. For
example, if thistest is configured with acritical threshold of 1, this test returns "Good" health if there have been no
unexpected exits recently. If 1 or more unexpected exits occured recently, this test returns "Bad" health. The test also
indicates whether any of the exits were caused by an OutOfMemory error if the Cloudera Manager Kill When Out

of Memory monitoring setting is enabled. This test can be configured using the Unexpected Exits Thresholds and
Unexpected Exits Monitoring Period Materialized View Engine monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exi ts_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name

unexpect ed_exits_threshol ds
Default Value

critical:any, warning:never
Unit(s)

No unit

This Monitor health test checks that the Auditing for the Monitor roleis getting processed correctly and is not
blocked. A failure of this health test may indicate a problem with the audit pipeline of Monitor process. Thistest can
fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the Monitor
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host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and Cloudera
Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit Pipeline Health
Check Monitor monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_w ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This Monitor health test checks that the number of file descriptors used does not rise above some percentage of the
Monitor file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera Manager.
Contact Cloudera support. Thistest can be configured using the File Descriptor Monitoring Thresholds Monitor
monitoring setting.

Short Name: File Descriptors
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Description

The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

accurmul o_noni tor_fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This Monitor health test factors in the health of the host upon which the Monitor is running. A failure of this
test means that the host running the Monitor is experiencing some problem. See that host's status page for more
details. This test can be enabled or disabled using the Monitor Host Health Test Monitor monitoring setting.

Short Name: Host Health

Description

When computing the overall Monitor health, consider the host's health.
Template Name

accunul o_noni tor _host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Monitor health test checks that the filesystem containing the log directory of this Monitor has sufficient free
space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds and Log
Directory Free Space Monitoring Percentage Thresholds Monitor monitoring settings.

Short Name: Log Directory Free Space

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value
critical:5.36870912E9, warning:1.073741824E10

Unit(s)
BYTES

Description
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The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

l og directory free _space_percentage t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This Monitor health test checks that the Cloudera Manager Agent on the Monitor host is heart beating correctly and
that the process associated with the Monitor roleisin the state expected by Cloudera Manager. A failure of this health
test may indicate a problem with the Monitor process, alack of connectivity to the Cloudera Manager Agent on

the Monitor host, or a problem with the Cloudera Manager Agent. Thistest can fail either because the Monitor has
crashed or because the Monitor will not start or stop in atimely fashion. Check the Monitor logs for more details. If
the test fails because of problems communicating with the Cloudera Manager Agent on the Monitor host, check the
status of the Cloudera Manager Agent by running /etc/init.d/cloudera-scm-agent status on the Monitor host, or look in
the Cloudera Manager Agent logs on the Monitor host for more details. Thistest can be enabled or disabled using the
Monitor Process Health Test Monitor monitoring setting.

Short Name: Process Status

Description

Enables the health test that the Monitor's process state is consistent with the role configuration
Template Name

accunul o_nonitor_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This Monitor health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.

Template Name

process_swap_nenory_t hreshol ds
Default Value

critical:never, warning:200.0
Unit(s)
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BYTES

This Monitor health test checks the change of the amount of swap memory usage by the role during a predefined
period. A failure of this health test may indicate that your machine is overloaded. Thistest can be configured using
the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring settings.

Short Name: Swap Memory Usage Rate Beta

Description
The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.
Template Name
process_swap_nenory rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_ w ndow

Default Value
5
Unit(s)
MINUTES

This Monitor health test checks that the Monitor has not recently exited unexpectedly. The test returns "Bad" health

if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured with acritical
threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or more unexpected
exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits were caused

by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is enabled. This
test can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period Monitor
monitoring settings.

Short Name: Unexpected Exits

Description

The period to review when computing unexpected exits.
Template Name

unexpect ed_exi ts_w ndow
Default Value

5
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Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected exits window configuration for the role.

Template Name
unexpected_exits_threshol ds
Default Value
critical:any, warning:never
Unit(s)
No unit

This NFS Gateway health test checks that the Auditing for the NFS Gateway role is getting processed correctly and
isnot blocked. A failure of this health test may indicate a problem with the audit pipeline of NFS Gateway process.
Thistest can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on
the NFS Gateway host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent
logs and Cloudera Audit Server logs for more details. Thistest can be enabled or disabled using the Navigator Audit
Pipeline Health Check NFS Gateway monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
nmgnt _navi gator _fail ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure_ window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

nmgnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)
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BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed

Default Value
true
Unit(s)
no unit

This NFS Gateway health test checks that the number of file descriptors used does not rise above some percentage of
the NFS Gateway file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
NFS Gateway monitoring setting.

Short Name: File Descriptors

Description
The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name
nf sgat eway fd_threshol ds

Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This NFS Gateway health test checks that the filesystem containing the heap dump directory of this NFS Gateway has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds NFS Gateway monitoring
settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.

Template Name
heap_dunp_directory_free_space_absol ute_t hreshol ds

Default Value
critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if a Heap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.
Template Name
heap_dunp_directory _free_space_percent age_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This NFS Gateway health test factors in the health of the host upon which the NFS Gateway is running. A failure of
this test means that the host running the NFS Gateway is experiencing some problem. See that host's status page for
more details. This test can be enabled or disabled using the NFS Gateway Host Health Test NFS Gateway monitoring
setting.

Short Name: Host Health

Description

When computing the overall NFS Gateway health, consider the host's health.
Template Name

nf sgat eway_host _heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This NFS Gateway health test checks that the filesystem containing the log directory of this NFS Gateway has
sufficient free space. Thistest can be configured using the Log Directory Free Space Monitoring Absolute Thresholds
and Log Directory Free Space Monitoring Percentage Thresholds NFS Gateway monitoring settings.

Short Name: Log Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory.

Template Name
|l og directory free space_absol ute_threshol ds

Default Value
critical:5.36870912E9, warning:1.073741824E10
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Unit(s)
BYTES

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's log
directory. Specified as a percentage of the capacity on that filesystem. This setting is not used if a
Log Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name
|l og_directory free_space_percentage_t hreshol ds

Default Value

critical:never, warning:never
Unit(s)

PERCENT

This NFS Gateway health test checks that the Cloudera Manager Agent on the NFS Gateway host is heart beating
correctly and that the process associated with the NFS Gateway role is in the state expected by Cloudera Manager.

A failure of this health test may indicate a problem with the NFS Gateway process, alack of connectivity to the
Cloudera Manager Agent on the NFS Gateway host, or a problem with the Cloudera Manager Agent. Thistest can
fail either because the NFS Gateway has crashed or because the NFS Gateway will not start or stop in atimely
fashion. Check the NFS Gateway logs for more details. If the test fails because of problems communicating with the
Cloudera Manager Agent on the NFS Gateway host, check the status of the Cloudera Manager Agent by running /etc/
init.d/cloudera-scm-agent status on the NFS Gateway host, or ook in the Cloudera Manager Agent logs on the NFS
Gateway host for more details. Thistest can be enabled or disabled using the NFS Gateway Process Health Test NFS
Gateway monitoring setting.

Short Name: Process Status

Description

Enables the health test that the NFS Gateway's process state is consistent with the role configuration
Template Name

nf sgat eway_scm heal t h_enabl ed

Default Value
true
Unit(s)
no unit

This NFS Gateway health test checks the amount of swap memory in use by therole. A failure of this health test may
indicate that your machine is overloaded. Thistest can be configured using the Process Swap Memory Thresholds
monitoring settings.

Short Name: Swap Memory Usage

Description

The health test thresholds on the swap memory usage of the process. This takes precedence over the
host level threshold.
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Template Name
process_swap_nenory_threshol ds
Default Value
critical:never, warning:200.0
Unit(s)
BYTES

This NFS Gateway health test checks the change of the amount of swap memory usage by the role during a
predefined period. A failure of this health test may indicate that your machine is overloaded. Thistest can be
configured using the Swap Memory Usage Rate Thresholds and Swap Memory Usage Rate Window monitoring
settings.

Short Name: Swap Memory Usage Rate Beta

Description

The health test thresholds on the swap memory usage rate of the process. Specified as the change of
the used swap memory during the predefined period.

Template Name
process_swap_nenory_rate_threshol ds
Default Value
critical:never, warning:never
Unit(s)
BYTES

Description

The period to review when computing unexpected swap memory usage change of the process.
Template Name

process_swap_nenory_rate_w ndow

Default Value
5
Unit(s)
MINUTES

ThisisaNFS Gateway health test that checks that the filesystem containing the Temporary Dump Directory of

this NFS Gateway has sufficient free space. See the Temporary Dump Directory description on the NFS Gateway
configuration page for more information on this directory type. This test can be configured using the Temporary
Dump Directory Free Space Monitoring Absolute Thresholds and Temporary Dump Directory Free Space Monitoring
Percentage Thresholds NFS Gateway monitoring settings.

Short Name: Temporary Dump Directory Free Space

Description
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The health test thresholds for monitoring of free space on the filesystem that contains this role's
Temporary Dump Directory.
Template Name
nf sgat eway _dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
Temporary Dump Directory. Specified as a percentage of the capacity on that filesystem. This
setting is not used if a Temporary Dump Directory Free Space Monitoring Absolute Thresholds
setting is configured.

Template Name

nf sgat eway_dunp_directory free space_percentage_t hreshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This NFS Gateway health test checks that the NFS Gateway has not recently exited unexpectedly. The test returns
"Bad" hedlth if the number of unexpected exits exceeds a critical threshold. For example, if thistest is configured
with a critical threshold of 1, thistest returns "Good" health if there have been no unexpected exits recently. If 1 or
more unexpected exits occured recently, thistest returns "Bad" health. The test also indicates whether any of the exits
were caused by an OutOfMemory error if the Cloudera Manager Kill When Out of Memory monitoring setting is
enabled. Thistest can be configured using the Unexpected Exits Thresholds and Unexpected Exits Monitoring Period
NFS Gateway monitoring settings.

Short Name: Unexpected Exits

Description
The period to review when computing unexpected exits.
Template Name
unexpect ed_exits_w ndow
Default Value
5
Unit(s)
MINUTES

Description

The health test thresholds for unexpected exits encountered within arecent period specified by the
unexpected_exits window configuration for the role.

Template Name
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unexpect ed_exits_t hreshol ds
Default Value

critical:any, warning:never
Unit(s)

no unit

This NameNode health test checks that the Auditing for the NameNode role is getting processed correctly and is

not blocked. A failure of this health test may indicate a problem with the audit pipeline of NameNode process. This
test can fail either because the Cloudera Audit Server is not accepting audits, or the Cloudera Manager Agent on the
NameNode host isn't able to send audits because of some network issue. Check the Cloudera Manager Agent logs and
Cloudera Audit Server logs for more details. This test can be enabled or disabled using the Navigator Audit Pipeline
Health Check NameNode monitoring setting.

Short Name: Audit Pipeline Test

Description
The period to review when checking if audits are blocked and not getting processed.
Template Name
ngnt _navi gat or _fai |l ure_wi ndow
Default Value
20
Unit(s)
MINUTES

Description

The health test thresholds for failures encountered when monitoring audits within a recent period
specified by the mgmt_navigator_failure window configuration for the role. The value that can be
specified for this threshold is the number of bytes of audits datathat is left to be sent to audit server.

Template Name

ngnt _navi gator _fail ure_threshol ds
Default Value

critical:any, warning:never
Unit(s)

BYTES

Description
Enable test of audit events processing pipeline. Thiswill test if audit events are not getting
processed by Audit Server for arole that generates audit.

Template Name
ngnt _navi gat or _st at us_check_enabl ed
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Default Value
true
Unit(s)
no unit

ThisisaNameNode health test that checks the NameNode's filesystem checkpoint is no older than some percentage
of the Filesystem Checkpoint Period and that the number of transactions that have occurred since the last filesystem
checkpoint does not exceed some percentage of the Filesystem Checkpoint Transaction Limit. A failure of this health
test may indicate a problem with the active NameNode or its configured checkpointing role, i.e. either a standby
NameNode or a SecondaryNameNode. Check the NameNode logs or the logs of the checkpointing role for more
details. Thistest can be configured using the Filesystem Checkpoint Age Monitoring Thresholds and Filesystem
Checkpoint Transactions Monitoring Thresholds NameNode monitoring setting.

Short Name: Checkpoint Status

Description

The health test thresholds of the age of the HDFS namespace checkpoint. Specified as a percentage
of the configured checkpoint interval.

Template Name

nanenode_checkpoi nt _age_t hreshol ds
Default Value

critical:400.0, warning:200.0
Unit(s)

PERCENT

Description

The health test thresholds of the number of transactions since the last HDFS namespace checkpoint.
Specified as a percentage of the configured checkpointing transaction limit.

Template Name

namenode_checkpoi nt _t ransacti ons_t hreshol ds
Default Value

critical:400.0, warning:200.0
Unit(s)

PERCENT

This NameNode health test checks that the number of file descriptors used does not rise above some percentage of
the NameNode file descriptor limit. A failure of this health test may indicate a bug in either Hadoop or Cloudera
Manager. Contact Cloudera support. This test can be configured using the File Descriptor Monitoring Thresholds
NameNode monitoring setting.

Short Name: File Descriptors

Description
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The health test thresholds of the number of file descriptors used. Specified as a percentage of file
descriptor limit.

Template Name

nanenode fd_threshol ds
Default Value

critical:70.0, warning:50.0
Unit(s)

PERCENT

This NameNode health test checks that the filesystem containing the heap dump directory of this NameNode has
sufficient free space. Thistest can be configured using the Heap Dump Directory Free Space Monitoring Absolute
Thresholds and Heap Dump Directory Free Space Monitoring Percentage Thresholds NameNode monitoring settings.

Short Name: Heap Dump Directory Free Space

Description
The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory.
Template Name
heap_dunp_directory free_space_absol ute_t hreshol ds
Default Value
critical:5.36870912E9, warning:1.073741824E10
Unit(s)
BYTES

Description

The health test thresholds for monitoring of free space on the filesystem that contains this role's
heap dump directory. Specified as a percentage of the capacity on that filesystem. This setting is not
used if aHeap Dump Directory Free Space Monitoring Absolute Thresholds setting is configured.

Template Name

heap_dunp_directory free_space percentage_threshol ds
Default Value

critical:never, warning:never
Unit(s)

PERCENT

This NameNode health test factors in the health of the host upon which the NameNode is running. A failure of this
test means that the host running the NameNode is experiencing some problem. See that host's status page for more
details.This test can be enabled or disabled using the NameNode Host Health Test NameNode monitoring setting.

Short Name: Host Health

Description
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When computing the overall NameNode health, consider the host's health.

Template Name
nanenode_host heal t h_enabl ed

Default Value
true
Unit(s)
no unit

ThisisaNameNode health test that checks that the NameNode is not out-of-sync with too many JournalNodes. This
test is disabled if Quorum-based storageis not in use.A failure of this health test may indicate a problem with the
JournalNodes or a communication problem between the NameNode and the JournalNodes. Check the NameNode and
the JournalNode logs for more details.This test can be configured using the NameNode Out-Of-Sync JournalNodes
Thresholds NameNode monitoring setting.

Short Name: Journa Node Sync Status

Description
The health check thresholds for the number of out-of-sync JournalNodes fo